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Notices

Any reference to an IBM licensed program in this licensed document does not imply
that IBM intends to make it available in all countries in which IBM operates. Any
reference to an IBM product, program, or service is not intended to state or imply
that only that IBM product, program, or service may be used. Any functionally
equivalent product, program, or service that does not infringe any of the intellectual
property rights of IBM may be used instead of the IBM product, program, or
service. The evaluation and verification of operation in conjunction with other pro-
ducts, except those expressly designated by IBM, are the responsibility of the user.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you any
license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

International Business Machines Corporation
500 Columbus Avenue

Thornwood, New York 10594

United States of America

The licensed programs described in this document and all licensed material avail-
able for them are provided by IBM under terms of the IBM Customer Agreement.

This document is not intended for production use and is furnished as is without any
warranty of any kind, and all warranties are hereby disclaimed including the warran-
ties of merchantability and fitness for a particular purpose.

Programming Interface Information

This book is intended to help the customer diagnose NCP and EP problems using
the programs and utilities available through SSP. This book documents information
which is Diagnosis, Modification, or Tuning Information provided by NCP, SSP, and
EP.

Warning: Do not use this Diagnosis, Modification, or Tuning Information as a pro-
gramming interface.

Trademarks

The following terms, denoted by an asterisk (*) at their first occurrence in this publi-
cation, are trademarks of the IBM Corporation in the United States or other coun-
tries or both:

BookManager Library Reader NetView
IBM MVS/ESA VM/ESA
IBMLink MVS/XA VSE/ESA
IBM 0OS/2 VTAM
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About This Book

This book provides information to help you diagnose Advanced Communications
Function for Network Control Program (NCP) and Emulation Program (EP) prob-
lems using the programs and utilities available through the Advanced Communi-
cations Function for System Support Programs (SSP). Diagnosing an NCP or EP
problem involves isolating the cause of the problem and working with IBM Support
Center representatives to resolve the problem.

Who Should Use This Book

This book is for programmers and program support personnel who are responsible
for isolating, diagnosing, and debugging NCP and EP problems for the IBM* 3720,
3725, and 3745 Communication Controllers.

Before using this book, you should be familiar with the concepts and terminology in
NCP, SSP, and EP Resource Definition Guide and NCP, SSP, and EP Resource
Definition Reference.

How To Use This Book

This book has two parts. Part 1 tells you how to gather data and report problems
to the IBM Support Center. It provides information on:

* How to determine if the problem is with NCP

* How to gather appropriate documentation about the problem

+ How to use the tools provided with SSP to gather relevant information to
describe the problem.

Part 2 explains how to use the trace tools, performance tools, and diagnostic aids
to determine the cause of the problem. While reading Part 2, you need to know the
hardware and software configurations that determine the tools available to you:

* Which level of NCP you use

¢ Which communication controller you use

» Which access method you use (VTAM*, TCAM)

* Which operating system you use (MVS, VM, or VSE).

This book shows you how to describe the problem and use diagnostic aids to
collect information about the problem. To analyze or interpret the data that these
diagnostic aids provide, see NCP and EP Reference Summary and Data Areas,
Volumes 1 and 2; NCP and EP Reference; VTAM Diagnosis; and TCAM Diagnosis
Reference.

The NCP, SSP, and EP Diagnosis Aid tool lets you gather information about prob-
lems and solving problems online. The following information is contained in the
NCP, SSP, and EP Diagnosis Aid tool:

e NCP, SSP, and EP Diagnosis Guide

e NCP, SSP, and EP Messages and Codes

* NCP and EP Reference Summary and Data Areas
e NCP, SSP, and EP Trace Analysis Handbook.
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For assistance beyond the scope of these books, consult the IBM Support Center.

. Terms Used in This Book

The following descriptions explain how terms are used in the NCP, SSP, and EP
library.

‘EMVS”, “VM,’, and “VSE”

The term MVS means the MVS/XA* and MVS/ESA* systems. The term VM means
the VM/ESA* systems in the CMS environment. The term VSE means the
VSE/SP, VSE/ESA*, and VSE/Advanced Function operating systems. If information
is appiicabie to oniy one system, ihe specific system name is used.

“Port” and “Channel” Used with LPDA

In discussions concerning link problem determination aid (LPDA) for multiport and
data multiplex mode (DMPX) modems, the terms port and channel are synony-
mous. Although port is the more commonly used term, channel can be used in
sections describing LPDA.

“IBM Special Products or User-Written Code”

This book sometimes refers to IBM special products or user-written code. This
phrase means IBM* special products such as Network Terminal Option (NTO),
Network Routing Facility (NRF), and X.25 NCP Packet Switching Interface (NPSI),
or user-written code.

IBM 3745 Communication Controller Model Numbers

in this book, the term iBM 3745 Communication Coniroiier refers io aii iBMVi 3745
models. When particular models are discussed, the appropriate model numbers
are specified. Model numbers include IBM 3745-130, 3745-150, 3745-160,
3745-170, 3745-17A, 3745-210, 3745-21A, 3745-310, 3745-31A, 3745-410,

3745-41A, 3745-610, and 3745-61A.

“Ethernet-Type LAN”

The term Ethernet-type LAN means a local area network (LAN) that uses either the
Ethernet Version 2 or |IEEE 802.3 protocol.

“CSS,” “37CS,” and “3746 Model 900”

The terms connectivity subsystem (CSS) and 37CS refer to the 3746 Model 900,
an expansion frame that extends the connectivity and enhances the performance of
the IBM 3745 Communication Controller.

“Token Ring”

NCP can connect to an IBM Token-Ring Network using the NCP/Token-Ring inter-
connection (NTRI) or the 3746 Model 900 connectivity subsystem attachment. This
book uses the term token ring when referring to either type of connection.
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“Frame Relay”

To support frame-relay networks, NCP can use a transmission subsystem (TSS) or
high performance transmission subsystem (HPTSS) adapter on the 3745, or NCP
can use a communication line processor (CLP) adapter on the 3746 Model 900
connectivity subsystem. Unless otherwise stated, this book uses the term frame
relay when referring to a 3745 or a 3746 Model 900 connection.

“NCP V6R2”, “NCP V6R3”, “NCP V7R1”, and “NCP V7R2”

In this book, unless otherwise specified, the term NCP V6R2, NCP V6R3, NCP
V7R1, and NCP V7R2 refer to these releases with or without the optional NCP
feature for CSS support. To use this feature, you must have the 3746 Model 900
installed in your controller.

How Numbers Are Written

This book shows numbers over 9999 in metric style, which means that a space is
used instead of a comma to separate groups of three digits. For example, the
number ten thousand five hundred fifty-two is written 10 552. However, if the
number is a keyword value, for example, SALIMIT=65535, it does not include a
blank.

What Is New in This Book

This edition contains information on the following new NCP and SSP functions, as
well as editorial, organizational, and technical changes. New or changed technical
information is identified by a vertical bar (|) in the left margin.

Note: The information that was previously (V7R1) contained in “Chapter 4. Gath-
ering Host-Collected Trace and Performance Data,” “Chapter 13. Using ACF/TAP,”
and “Appendix A. Supplementary ACF/TAP Information” of this book has been
moved to the NCP, SSP, and EP Trace Analysis Handbook, LY43-0037.

Table 1 lists new information for NCP and SSP and tells you where to find it.

Table 1. What Is New in This Book

New Information Location
Spare SDLC lines “Activate or Deactivate Error Procedure” on
page 40
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IBM. If you need information on an unsupported release of NCP, SSP, or EP, see

an earlier edition of this book.

Table 2. Supported Releases of NCP, SSP, and EP

Product Release Operating Systems
NCP V4R1 VSE
V4R2 MVS, VM
V4R3.1 MVS, VM, VSE
V5R3 VSE
V5R4 MVS, VM, VSE
V6R1 MVS, VM
V6R2 MVS, VM
V6R3 MVS
V7R1 MVS, VM, VSE
V7R2 MVS '
SSP V3R5 VSE
V3R6 VSE
V3R7 MVS, VM
V3R8 MVS, VM
V3R9 MVS
V4R1 MVS, VM, VSE
I V4R2 MVS
EP R3 VSE
R4 MVS, VM (
R6.1 MVS, VM, VSE
R7 VSE
R8s MVS, VM, VSE
R9 MVS, VM, VSE
R10 MVS, VM
R11 MVS, VM
R12 MVS, VM, VSE

i Where to Find More Information

A good place to start any task regarding NCP, SSP, or EP is NCP V7R2, SSP
V4R2, and EP R12 Library Directory. This directory introduces the enhancements
for the current release and shows where these enhancements are described in the
NCP library. It gives you an overview of NCP, SSP, and EP and directs you to
information on a variety of tasks related to these programs. When you are using
the book online, you can use hypertext links' to move directly from task and
enhancement descriptions to the appropriate chapters of other books in the library.

1 A hypertext link is a pointer from a location in an online book to another location in the same book or another book. By selecting
highlighted information, such as a message number, you can move quickly to related information and, if desired, back again.

XViii NCP, SSP, EP Diagnosis Guide
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Information for NCP Tasks

The books in the NCP, SSP, and EP library are listed here according to task, along
with closely related books and tools you may find helpful. See “Bibliography” on
page 423 for brief summaries of each book in the NCP, SSP, and EP library and
listings of related publications.

Table 3. Sources of Information by Task

Order No. Title Hardcopy Softcopy

Planning

SC31-7122 Planning for NetView, NCP, and VTAM n u

SC31-7123 Planning for Integrated Networks u n

S§X75-0092 Planning Aids: Pre-Installation Planning
Checklist for NetView, NCP, and VTAM

SC31-6259 NCP V7R2, SSP V4R2, and EP R12 . "
Library Directory

Installation and Resource Definition

SC31-6221 NCP, SSP, and EP Generation and = u
Loading Guide

SC31-6258 NCP V7R2 Migration Guide

SC31-6223 NCP, SSP, and EP Resource Definition
Guide

SC31-6224 NCP, SSP, and EP Resource Definition = ]
Reference

Customization

LY43-0031 NCP and SSP Customization Guide
LY43-0032 NCP and SSP Customization Reference
Operation
SC31-6222 NCP, SSP, and EP Messages and " =
Codes
N/A Online Message Facility D
Diagnosis
LY43-0033 NCP, SSP, and EP Diagnosis Guide L
LY43-0037 NCP, SSP, and EP Trace Analysis L]
Handbook
LY43-0029 NCP and EP Reference
LY43-0030 NCP and EP Reference Summary and
Data Areas
LK2T-1999 NCP, SSP, and EP Diagnosis Aid D
Monitoring and Tuning
SC31-6247 NTune User's Guide . .
LY43-0035 NTuneNCP Reference

D Available on diskette for the IBM OS/2 environment.

Those publications available as softcopy books have cross-document search and
hypertext links for speedy, online information retrieval. These softcopy books are
grouped together on an electronic bookshelf and are part of the IBM Networking
Systems Softcopy Collection Kit on compact disc read-only memory (CD-ROM).
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You can view and search softcopy books by using BookManager* READ products
or by using the IBM Library Reader” product included on CD-ROM. For more infor-
mation on CD-ROMs and softcopy books, see IBM Online Libraries: Softcopy Col-
lection Kit User's Guide and BookManager READ documentation.
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Chapter 1. Overview of the Biagnosis Procedure

To diagnose an NCP problem, you first identify the problem, then determine if it is a
problem with NCP, and, finally, gather information about the problem so that you
can report the source of the problem to the IBM Support Center. With this informa-
tion available, you can work with IBM Support Center representatives to resolve the
problem. The object of this book is to help you identify the source of the problem.

Figure 1 on page 4 summarizes the procedure to follow to diagnose a problem.
The text following the figure provides more information about this procedure.
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Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

Step 9.

Step 10.

Locate the problem starting point.

Various messages, alerts, and diagnostic aids provide information that
isolate the starting point of a problem.

Determine if the problem is with NCP.

Because NCP interacts with programs in the host processor and with ter-
minals in a network, it is easy to mistake an error in an access method or
a hardware failure in a terminal for an NCP problem. Chapter 2 tells you
how to make certain that the problem is with NCP. If the problem is with

NCP, go to Step 4; otherwise, go to Step 3.

Check appropriate books.

See the diagnosis guide of the hardware device or software application
that has the problem.

Gather information.

When you are sure that the problem is with NCP, gather information to
describe the problem. Chapter 2 tells you what information to
gather.Chapter 3 explains diagnostic procedures and how to collect infor-
mation relevant to the problem.

Try to resolve the problem.

If you can resolve the problem, go to Step 6; otherwise, go to Step 7.
The diagnosis task is completed.

The problem has been resolved.

Report the problem to the IBM Support Center.

After you have gathered the information that describes the problem,
report it to the IBM Support Center. If you are connected to the RETAIN
database, you can perform your own RETAIN searches to help identify
problems. Otherwise, a representative uses your information to build
keywords to search the RETAIN database for a solution to the problem.

The object of this keyword search using RETAIN is to find a solution by
matching the problem with a previously reported problem. When IBM
develops a solution for a new problem, it is entered into RETAIN with a
description of the problem.

Work with IBM Support Center representatives.

If a keyword search matches a previously reported problem, its solution
may also correct the problem. If so, go to Step 11 on page 6. If a sol-
ution to the problem is not found in the RETAIN database, the IBM
Support Center representatives will continue to work with you to solve the
problem. Go to Step 9.

Submit an APAR.

If the IBM Support Center does not find a solution, you will be asked to
submit an authorized program analysis report (APAR) to the IBM Support
Center.

A fix is developed by the IBM Support Center.

Using information supplied in the APAR, IBM Support Center represen-
tatives determine the cause of the problem and develop a solution for it.
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Step 11. Apply the fix.

Apply the corrective procedure supplied by the IBM Support Center to
correct the problem.

Resolving Problems in High-Severity Situations

If the IBM Support Center cannot find a solution to the problem by searching the
RETAIN database, the problem is forwarded to a component specialist (Level 2).
This specialist requires detailed information about the problem. For help in carrying
out an in-depth analysis of the problem, See NCP and EP Reference Summary and
Data Areas, Volumes 1 and 2, and the NCP and EP Reference. By answering
guestions and foliowing procedures as direcied by the component speciaiist, you
can provide the necessary information to resolve the problem.

Working with a component specialist by telephone to solve a high-severity problem
requires a detailed analysis of the problem. If you think you are not qualified to do
an in-depth analysis or if you feel the error is too severe, you can request that the
local IBM branch office dispatch someone to assist you. The IBM Support Center
can help you arrange this.

Command Syntax Diagrams

This book uses standard IBM syntax diagrams to describe the syntax commands,
macros, and control statements. These diagrams use the following conventions:

¢ Read the diagrams from left to right. In general, any path between the start
symbol (>) and the end symbol (»<) represents valid coding for a keyword.

»—| Syntax diagram |—><

¢ A long diagram may be broken into two or more lines.

»—| First line |—
»—| Second line |—»<

* A keyword that appears on the main path is required. You must code all
required keywords.

»»—KEYWORD=vglue—><

* A keyword that appears below the main path is optional. You do not need to
code optional keywords. Most NCP keywords are optional.

|:KEerJORD=value:I

¢ When you can choose from more than one keyword value, those values are
stacked vertically below the main path.

" e vHoRD— VALUEL o
~ Lyvawez
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+ If a keyword has a default value, the keyword and value appear above the

main path.
I——KEYWORD=VALUE1

LKEYWORD=—EVALUE%]—
VALU

[
-

Uppercase characters show values you code exactly as shown (VALUE1
below). Uppercase characters in a mixed-case string indicate that you can
code an abbreviation (VALue2 below means you can code VAL or VALUE?2).
Lowercase italics show variables for which you need to supply a value, such as
a number or string (value3 below). Do not code a space or comma between
the digits of a numeric value.

L KEYWORD=——VALUE1
VALue2
value3

Multiple keyword values in parentheses are called suboperands. Required sub-
operands appear on the main path between the parentheses (value? below).
Optional suboperands appear below the main path between the parentheses
(value2 below). Default values for optional suboperands appear above the
main path between the parentheses (VALUE2A below). All suboperands must
be separated by commas.

L , VALUE2A J
KEYWORD= (valueIH—)
,value?

Note: If a default is not shown for an optional suboperand, this means that
either there is no default or that the default depends on what you code
on other keywords or suboperands. You have to read the keyword
description to find out about this.

An arrow returning to the left above a suboperand indicates that you can code
multiple values, enclosed in parentheses and separated by commas.

»>—KEYWORD= (—¥—ya Lue——)—»e

An arrow returning to the left above a stacked list of suboperands means that
you can code as many of the suboperands as you need and in any order. Do
not code the same suboperand more than once. Separate each suboperand
you code with a comma. For example you could code
KEYWORD=(VALUE3,VALUE?1) for the keyword below.

>
»h-

I—KEYWORD=( “VALUE1 )J
VALUE?
VALUE3

If you omit an optional suboperand, code a comma to indicate its position. For
example you could code KEYWORD=(VALUE1B,,VALUES3B) for the keyword
below to omit the second suboperand. Commas are not required if you omit
optional suboperands at the end of a suboperand list. For example you could
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code KEYWORD=(VALUE1B,VALUE2A) or KEYWORD=(VALUE1B,VALUE2A )
to omit the last suboperand for the keyword below; the result would be the
same. [f you code only the first suboperand, parentheses are not required.

For example you could code KEYWORD=VALUE1B or KEYWORD=(VALUE1B)
for the keyword below; the result would be the same. If you omit all suboper-
ands or do not code the keyword, the defaults are used. For example you
could code KEYWORD=(), KEYWORD=(,,), or not code the keyword at all for
the keyword below; the result would be the same.

[ >d

VALU ElA !—VALU E2A—| |—VALU E3A-—| _J

VALUElA:I tVALUEZQ:‘ VALUE3A
VALUE1B VALUE2 VALUE3B

|-‘KEYWORD (

+ Restrictions on the use of a keyword value are indicated by superscript
numbers in parentheses and are explained below the diagram. Do not code
the superscript number or parentheses.

" Tevworo- VALUEIIJ—]
“LyaLuez

Note:

! Restriction on VALUE2.

* A section of a long diagram may appear separately below the main diagram.

b >d
»p- >4

|—KEYlnlORD=(—-I Suboperands I—)—I

Suboperands:
VALUE1IA— —VALUE3A— _
VALUE2A ,2——value3—! T . |
l:VALUElA:l I:VALUEZB ,valued
VALUE1B VALUE2C
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 Chapter 2. Identifying the Problem and Gathering Information

[ This chapter contains information that helps you identify the problem you have and
[ gather information to document the problem.

i Making Sure the Problem Is with NCP

The most important step in problem diagnosis is finding the source of the problem.
The first step of this search involves identifying the component in which the
problem occurred. Because NCP interacts directly with both the host processor
and the terminals in a network, an error in an access method or a hardware failure
in a terminal may appear as NCP's failure to route data properly. If NCP did not
cause the failure, you can waste time analyzing NCP for its cause. This book aids
in NCP diagnosis and contains information to help you define the problem.

To determine whether NCP caused the problem, analyze how the data flows
through the network. You may need diagnostic aids—such as a console log, path
information unit (PIU) traces, and line traces—to help find the cause of the problem.
The NCP, SSP, and EP Trace Analysis Handbook and Chapter 4 in this guide
contain information about these and other types of diagnostic aids. Also, see the
Trace Analysis Handbook for information about using ACF/TAP.

As you examine your network flow, look for the first symptom of a problem. For
example, if more than one message was issued, find the first one and determine
why it was issued. If a PIU did not get through the network, find out how far it
went. Did it get a negative response? Which component responded? Why? Was
the PIU valid? The console log is a useful tool for validating operational problems
or sequences.

After you identify the first symptom of the problem, see “Determining the Problem
Type” on page 10. This section helps you determine a problem type based on the
symptom you identify and refers you to the section in Chapter 3 that describes how
to diagnose the problem.

If a diagnostic procedure requires specific information from an NCP dump or a
communication controller's operation panel, you will get pointers to the information.
A pointer to a control block is usually a fullword location in NCP storage that con-
tains the address of the control block. To find the address of the control block,
display the address shown at the pointer's location in NCP storage. To find the
contents of a specific field inside a control block, add the offset given to the
address of the control block and display the resulting address.

It can be difficult to interpret the information you obtain from dumps, traces, and
other diagnostic aids. This book does not teach you how to analyze these mate-
rials, but instead tells you about the available types of service aids and how to use
them. For more information on how to interpret traces, dumps, and other service
aids, see NCP and EP Reference Summary and Data Areas, Volume 1; NCP and
EP Reference, NCP, SSP, and EP Trace Analysis Handbook, and the diagnosis
guides and diagnosis reference manuals for VTAM and TCAM (VTAM Diagnosis,
TCAM Diagnosis Reference, and TCAM Diagnosis Guide). You can also call the
IBM Support Center for help in analyzing your diagnostic aid data. If, after ana-
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lyzing the data flow through the network, you find that the problem does not seem
to originate in NCP, see the diagnosis guide for the product that you believe
caused the error.

Before You Start Diagnosing a Problem

Before trying to determine the type of problem you have, consider the following
questions:

Has the system run successfully before?

Have you made any changes since the last successful run: authorized program
analysis report (APAR) fixes, program temporary fixes (PTFs) user modifica-

\' 11 9] U rinsan

tions, application changes, hardware changes, table changes?

If you have applied fixes, have you reassembled and link-edited all modules?
Did you have any problems applying the fixes?

If you have applied fixes, does the system execute successfully if you back out
the fixes?

Are the parameters you used to start the system the same as when you suc-
cessfully ran the system?

Can you re-create the problem?
If the problem is racurrent, does it always show the same symptoms?

Does the problem relate to a certain application program or application program
request, for example, RECEIVE, SEND, CLSDST?

Does the problem depend on processor load, network activity, or time?

Does the problem affect the complete network? If not, does it affect a certain
line, line type, terminal, or terminal type?

Are there record maintenance statistics (RECMS) in the LOGREC data set for
the problem?

Is there a network management vector transport (NMVT) in the NetView*
program for the problem?

Determining the Problem Type

The following problem types can be used to categorize NCP or EP problems:

e © o & o & o o & o o o o

EP error in PEP

Abend

Activate or deactivate
Selective scanning
Communication controller alert
Documentation

NDF generation

Hung session and resource
Link problem determination aid (LPDA) solicited tests
LPDA unsolicited tests
Message

NCP load and initialize

Loop
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Determining the Problem Type

Performance
Internet Protocol
Frame-relay link
Network flow control.

Chapter 3 includes procedures to diagnose problems in each of these categories.
To determine the category for the problem, see the following table. This table lists
symptoms alphabetically, identifies the problem type, and shows the page where
the diagnosis procedure is documented.

Find the symptom you are experiencing and see the page indicated. If none of the
symptoms matches yours exactly, choose the one most similar to your symptom.

Table 4 (Page 1 of 3). Mapping Symptoms to Problem Types

Symptom Problem Type Page

ABEND message is issued NCP or EP abend 25

Abnormal condition occurs during NCP generation NCP generation 53

Activate failure of NCP occurs NCP load and initialize 86

(channel-attached communication controller)

Activate resource failure because of lack of resources Activate or deactivate 40

Alarm is generated at the MOSS console Communication controller 49
alert

Alert is generated at the host console (the NetView program) Communication controller 49
alert

Book contains wrong or ambiguous information Documentation 51

Book is missing information Documentation 51

Books contradict each other Documentation 51

BSC lines are not being polled NCP performance 94
(slowdown)

Busy condition occurs at a user terminal Hung session and hung 57
resource

DATA-INVALID-FOR-THIS-NODE message is issued NCP or EP abend 25

Dynamic routes are not recognized by NCP Internet route error 105

Frame-relay link stations are hung (PCTD1) NCP frame-relay link 109

EP dial connection is broken EP in a PEP environment 19

Equipment check is received at the host EP in a PEP environment 19

Hung resource occurs Hung session and hung 57
resource

Hung session occurs Hung session and hung 57
resource

Initialize failure of NCP occurs NCP load and initialize 86

(channel-attached communication controller)

Internet traffic is lost or not flowing Internet route error 101 or

105

1 This may also be a loop problem.

2 This may also be a network flow control problem.
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Symptom Problem Type Page
I/O error occurs for the communication controller's channel address NCP or EP abend 25
(channel-attached communication controller)
Invalid response to LPDA test occurs LPDA 75
LOAD FAILURE message is issued NCP or EP abend 25
(sense code X'081C 0020' or X'081C 0014")
Load failure of NCP occurs NCP load and initialize 86
(channel-attached communication controller)
LOST-CONTACT-WITH-NCP'S-SUBAREA message is issued NCP or EP abend 25
LPDA unsoiicited test error occurs LPDA 75
Message indicates an error in the message itself Message 84
Message is issued under inappropriate conditions Message 84
Message is not documented in NCP, SSP, and EP Messages and Codes = Message 84
Message is wrong or formatted incorrectly Message 84
Message text does not explain condition Message 84
Multiple lines are failing Selective scanning 46
NCP does not operate as described in a book Documentation 51
NCP or EP does not respond to commands entered on the console NCP or EP loop 91
NCP or EP abend Page 25
NCP or EP functions stop NCP or EP loop 91
NCST session does not activate Ethernet-type LAN or 101 or
Internet Protocol 105
Negative response to LPDA test occurs LPDA 75
No Ethernet-type LAN traffic is flowing Ethernet-type LAN or 101 or
Internet Protocol 105
No response to LPDA test LPDA 75
No response for network users Network flow control 115
Pacing is withheld by NCP Hung session and hung 57
resource
Performance is degraded after a network outage NCP performance 94
Performance is poor on an Ethernet-type LAN Ethernet-type LAN or 101 or
Internet Protocol 105
Printers stop NCP or EP loop 91
Resource fails to respond Activate or deactivate 40
Resource returns an NCP exception response Activate or deactivate 40
Response does not occur NCP performance 1,2 94
Response is slow NCP performance 1.2 94
Route activation failure occurs Activate or deactivate 40
SDLC physical units are receive-not-ready (RNR) polled NCP performance 94
Session fails to come up Activate or deactivate 40

1 This may also be a /oop problem.

2 This may also be a network flow control problem.

12 NCP, SSP, EP Diagnosis Guide
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Table 4 (Page 3 of 3). Mapping Symptoms to Problem Types

Symptom Problem Type Page

Slow response time Network flow control 115

Tapes stop NCP or EP loop 91

Time-out occurs EP in a PEP environment 19

Traffic between an application program and a terminal stops Hung session and hung 57
resource

Traffic is slow on all lines linked to the scanner Selective scanning 46

Unit check is received at the host EP in a PEP environment 19

Virtual route is out of sequence Hung session and hung 57
resource

Virtual route pacing response does not occur Hung session and hung 57
resource

Virtual routes attached to NCP are held NCP performance 94
(slowdown)

Virtual routes on a transmission group are held Hung session and hung 57
resource

Wait light on IBM 3725 panel is off NCP or EP loop 91

1 This may also be a loop problem.

2 This may also be a network flow control problem.

Gather Information to Document the Problem

As you follow the procedures in this book to define the problem, you will gather
various types of information about the problem. This documentation is important
not only for locating the problem's cause, but also for resolving the problem. IBM
Support Center representatives need this information to build a keyword string to
search the RETAIN database for a solution to the problem. Also, if they submit an
APAR, IBM Support Center representatives will include printed copies of this doc-
umentation with the APAR.

Before you contact the IBM Support Center to report the problem, be sure you have
all necessary documentation. Depending on the type of NCP or EP problem, the
documentation requirements will differ.

The IBM Support Center requires three kinds of documentation for all problems that
you report: general documentation, release information, and documentation related
to specific problems. In addition, you can collect and analyze trace reports to help
you and the IBM Support Center solve the problem.

Collecting General Documentation

Table 5 on page 14 lists the general documentation you may need to provide for
all problems.
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Table 5. Documentation Required for All Problems

Documentation

Description

Program update tapes (PUTSs)
and PTFs

Problem description
Terminal types

Line discipline
Recovery attempts

List of changes to the network
configuration

Version and release numbers

System console or hard-copy
log

NCP generation definition

List all the PUTs and PTFs that you applied to your system. Also, list all the fixes
or APARs you applied to your system as well as any changes you made to the
hardware.

List all the problem's symptoms and the first indication you had of the problem.
List all terminal types affected by the problem.

List the link protocol you used.

List the types of recovery attempts you made before taking a dump or trace.

List any application programs, new devices, new products, new releases of the
product, or new ieveis of the operating system you added.

List the version and release numbers for NCP and any related products included
in your NCP load module—for instance, Network Terminal Option (NTO), EP, or
X.25 NCP Packet Switching Interface (NPSI).

Supply the console or hard-copy log to show all messages sent to and commands
received from the operator. This log provides clues about when the system began
having problems. (NCP or EP problems may not be apparent at the time they
occur.)

Supply the NCP generation definition, a set of definition statements for resources
in your NCP and other related products if they are installed. Detailed information
about the NCP generation definition is in NCP, SSP, and EP Resource Definition
Reference.

Collecting Release Information

Table 6 lists NCP, SSP, and EP release information. Refer to this table to gather
release information about your network.

Table 6 (Page 1 of 2). NCP, SSP, and EP Release Information Needed to Report a

Problem

Field Maintenance
ID Number or

IBM Licensed Program Component VSE Component Release
Program ID Number  ID Number Level Code Level
NCP Version 4

R1 VSE 5668-854 5668-854-01 A65 165
R2 MVS 5668-854 5668-854-01 HNC4205 205
R2 VM 5668-854 5668-854-01 N/A 425
R3.1 MVS 5668-854 5668-854-01 HNC4310 310
R3.1 VM 5668-854 5668-854-01 N/A 431
R3.1 VSE 5668-854 5668-854-01 D34 434
NCP Version 5

R3 VSE 5668-738 5668-738-01 Eé61 561
R4 MVS 5668-738 5668-738-01 HNC5402 402
R4 VM 5668-738 5668-738-01  N/A 542
R4 VSE 5668-738 5668-738-01 CHo 380
NCP Version 6

R1 MVS 5688-231 5688-231-00 HNC6102 102
R1 VM 5688-231 5688-231-00 N/A 612
R2 MVS 5688-231 5688-231-00 HNC6202 202

14 NCP, SSP, EP Diagnosis Guide

LY43-0033-01 © Copyright IBM Corp. 1983, 1994



“Restricted Materials of IBM” Gathering Information to Document the Problem
Licensed Materials — Property of IBM

Table 6 (Page 2 of 2). NCP, SSP, and EP Release Information Needed to Report a

Problem

Field Maintenance

ID Number or
IBM Licensed Program Component VSE Component Release
Program ID Number  ID Number Level Code Level
R2 VM 5688-231 5688-231-00 N/A 622
R3 MVS 5688-231 5688-231-00 HNC6302 302
NCP Version 7
R1 MVS 5648-063 5648-063-00 HNC7102 102
R1 VM 5648-063 5648-063-00 N/A 712
R1 VSE 5648-063 5648-063-00 3A0 3A0
R2 MVS 5648-063 5648-063-00 HNC7202 202
SSP Version 4
R1 MVS 5655-041 5655-041-00 HSP4410 410
R1 VM 5654-009 5654-009-00 N/A 410
R1 VSE 5686-064 5686-064-00 F41 390
R2 MVS 5655-041 5655-041-00 HQP2420 420
EP
R6.1 MVS 5735-XXB 5748-EP-115 HEP1611 611
R6.1 VM 5735-XXB 5748-EP-115 N/A 621
Reé.1 VSE 5735-XXB 5748-EP-115 F12 612
R7 VSE 5735-XXB 5748-EP-115 109 909
R8 MVS 5735-XXB 5748-EP-115 HEP1800 800
R8 VM 5735-XXB 5748-EP-115 N/A 810
R8 VSE 5735-XXB 5748-EP-115 159 959
R9 MVS 5735-XXB 5748-EP-115 HEP1900 900
R9 VM 5735-XXB 5748-EP-115 N/A 910
R9 VSE 5735-XXB 5748-EP-115 CH6 386
R10 MVS 5735-XXB 5748-EP-115 HEP1005 005
R10 VM 5735-XXB 5748-EP-115 N/A B10
R11 MVS 5735-XXB 5748-EP-115 HEP1B00 Boo
R11 VM 5735-XXB 5748-EP-115 N/A B11
R12 MVS 5735-XXB 5748-EP1-15 HEP1CO00 Co0
R12 VM 5735-XXB 4748-EP1-15 N/A 1C0
R12 VSE 5735-XXB 5748-EP1-15  4A1 4A1
NCP/EP
Common Code
(PEP)
V4R1 VSE 5668-854 5668-854-01  A64 164
V4R2 MVS 5668-854 5668-854-01 HNC4203 203
V4R2 VM 5668-854 5668-854-01 N/A 423

Collecting Documentation for a Specific Problem
Symptoms of a problem are often related to an update to the system, a particular
device, or a command. The following sections describe the documentation you
should submit to the IBM Support Center if you suspect one of these symptoms as
a cause of the problem.
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APAR or PTF Number

If the problem is related to an APAR fix, supply the APAR number. If the fix was a
PTF, supply the PTF number. The format of APAR and PTF numbers for all oper-
ating systems is as follows:

APAR IRnnnnn
PTF URnnnnn
Device Type

If the problem is related to a terminal type or other hardware unit, supply the device
type, such as 3278 Model 2. If the problem is related to a type of communication
link, supply the appropriate link characteristics, such as Synchronous Data Link
Control (SDLC), binary synchronous communication (BSC), Systems Network

Architecture (SNA), or non-SNA. Also, identify any recent microcode activity on the
control units involved.

Hardware Error Condition

If the problem is related to a hardware error, note the failure condition that accom-
panied it, such as UNIT CHECK or TIMEOUT. Hardware errors might be detected
and reported in one or more of the following ways:

An operating system message

A VTAM application program message

A notification from the system operator

A notification from a terminal user (an indicator of the error status appears in
the operator information area at the bottom of the terminal screen)

A VTAM buffer filling with identical information from one device

A LOGREC message (MVS or VM)

A SYSREC or RMS message (VSE)

An alert to the NetView program.

If you suspect hardware problems, use the NetView program or Network Problem
Determination Application (NPDA), if they are available on your system, or use the
system console message, which identifies the affected subarea. If you do not have
the NetView program, see the NCP, SSP, and EP Trace Analysis Handbook
(“Buffer Trace Capture of NMVTSs”). for information on capturing alerts flowing
between NCP and VTAM. If you still need assistance, contact your local IBM
branch office.

See the NCP and EP Reference Summary and Data Areas, Volume 2 for detailed
alert information.

Hardware Failures
If the problem is related to hardware failure, use the following tools to collect infor-
mation about the failure:

e SDLC link level 2 test

¢ NCP intensive mode error recording

* The NetView program or NPDA (if available on your system)
e MVS or VM LOGREC (or similar operating system facilities)
» VSE SYSREC (or similar operating system facilities).
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Definition Statements
If the problem is related to an NCP definition statement, supply the definition state-
ment name and include any keywords associated with the problem.

Coding Changes

If your problem is related to a coding change to an NCP definition statement or a
user-coded exit routine, supply the definition statement changes or user-coded exit
routine changes.

Using Trace Reports to Gather Information

To solve a problem the IBM Support Center may require trace information of the
malfunction. See The NCP, SSP, and EP Trace Analysis Handbook for information
on producing trace data and trace reports. The “Trace Data to Trace Report Refer-
ence” table shows different types of trace data and the reports to create for that
data. These reports are the minimum that IBM may request when assisting you in
resolving a problem.
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aapter 3.. Procedures for NCP or EP Problem;

This chapter discusses how to document and diagnose the major NCP or EP prob-
lems:

EP error in partitioned emulation program (PEP)
Abend

Activate or deactivate

Selective scanning

Communication controller alert

Documentation

NCP generation

Hung session and resource

Link problem determination aid (LPDA) solicited tests
LPDA unsolicited tests

Message

NCP load and initialize

Loop

Performance

Ethernet-type LAN or Internet Protocol

NCP frame-relay link

Network flow control.

This chapter describes each problem, provides a documentation checklist that out-
lines what information to gather about the problem, and specifies a diagnostic pro-
cedure or checklist to help you troubleshoot the problem. Each diagnostic
procedure section contains a flowchart with a corresponding step-by-step analysis
of how to diagnose the problem.

EP Error Procedure in a PEP Environment

Because EP interacts with programs in the host processor and with terminals in a
network, it is easy to mistake an error in an access method or a hardware failure in
a terminal for an EP problem. The following symptoms indicate an EP problem in
PEP:

EP dial connection is broken.
Equipment check is received at host.
Time-out occurs.

Unit check is received at host.

Documentation Checklist
If the problem is caused by an EP error, use the procedure in Figure 4 on page 27

to diagnose the problem. During the diagnostic procedure, you may need to collect
the following documentation:

The EP level you are running, such as EP Release 12

The ID numbers and the release level for your networking systems product (see
Table 6 on page 14)

The access method that supports your EP, such as BTAM or TCAM
A copy of your NCP generation definition
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¢ A list of all fixes, such as program temporary fixes (PTFs) and authorized
program analysis report (APAR) fixes, that have been applied to your system

» Any recent changes made in your system.

In addition, the IBM Support Center representative may request printed output from
the diagnostic aids and dump utilities discussed in “Part 2. Diagnostic Aids.” If you
send any printed output to IBM, write the problem number or the APAR number
given to you by the IBM Support Center representative on the output.
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Diagnostic Procedure
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Figure 2. Overview of the EP Error Diagnostic Procedure
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Step 1. Check for Abend
If the system abended, go to “NCP or EP Abend Procedure” ; otherwise, go to

“Step 3. Describe the Problem.”

Step 2. See Abend Error Procedures
See “NCP or EP Abend Procedure” on page 25 for detailed instructions on diag-
nostic procedures for abend problems.

Step 3. Describe the Problem

Describe the symptoms of the problem. Consider the following questions:
» What was the first indication of a failure?

» Did the host or terminal receive any error messages? If so, record the
message number and the text of the error messages.

¢ Try to summarize the problem. For example:

The dial connection was broken.

An equipment check was received at the host.
A unit check was received at the host.

A specific command was rejected.

A time-out occurred.

Step 4. Can Problem Be Isolated

If the problem can be isolated to one EP channel, go to “Step 6. Record the
Problem Subchannel Address” ; otherwise, go to “Step 5. Dump Communication
Controller.”

Siep 5. Dump Communication Controiler

Request a communication controller dump using the dynamic dump utility or the
SSP dumper utility. For information on using the SSP dumper utility, see the
following:

¢ For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS.”

You can format and print the dump or view the unformatted dump using SSP
CLISTs. See Chapter 11 for more information on SSP CLISTs.

* For VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”
* For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”

For information on using the dynamic dump utility, see Chapter 1.

Go to “Step 17. Report Problem.”

Step 6. Record the Problem Subchannel Address
Record the problem subchannel address and the channel adapter address of the
subchannel.
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Step 7. Start Traces
Attempt to start an EP level 2 or level 3 trace using a scanner interface trace (SIT)
on an active line using the failing subchannel.

If you specified the DYNADMP keyword in your generation definition, use the
DYNADMP DYNAMIC control statement to transfer the trace blocks to a host data
set. See the NCP, SSP, and EP Trace Analysis Handbook for more information.

If you did not specify the DYNADMP keyword in your generation definition, the
trace entries will appear in the dump. Some entries may be overwritten because
the trace table has a fixed amount of storage.

Note: For information about running SIT, see NCP, SSP, and EP Trace Analysis
Handbook For information about starting traces with the dynamic dump
utility, see “Utility Control Statements” on page 243. For information about
starting traces from the maintenance and operator subsystem (MOSS)
console, see 3725 Communication Controller Operating Guide, 3720/3721
Communication Controller Extended Services Guide, or IBM 3745 Advanced
Operations Guide.

Step 8. Re-create Problem
Attempt to re-create the problem.

Step 9. Check if Problem Recurs
If the problem recurs, go to “Step 10. Stop Traces” ; otherwise, the problem has
been resolved.

Step 10. Stop Traces

When the problem recurs, stop the traces that are running.

Note: For information about running SIT, see NCP, SSP, and EP Trace Analysis
Handbook For information about starting traces with the dynamic dump
utility, see “Utility Control Statements” on page 243. For information about
starting traces from the maintenance and operator subsystem (MOSS)
console, see 3725 Communication Controller Operating Guide, 3720/3721
Communication Controller Extended Services Guide, or IBM 3745 Advanced
Operations Guide.

Step 11. Format Traces

If you specified the DYNADMP keyword in your generation definition, use the print
option to format the trace entries. Use the Advanced Communications
Function/Trace Analysis Program (ACF/TAP) to format the SIT records. To find out
which reports to format for each of the trace data sets, see “Using Trace Reports to
Gather Information” on page 17. For information on using the ACF/TAP program,
see the NCP, SSP, and EP Trace Analysis Handbook.

Step 12. Dump Communication Controller
Request a dump using the dynamic dump utility or the SSP dumper utility. See
“Utility Control Statements” on page 243 for more information.

You can format and print the dump or view the unformatted dump using SSP
CLISTs. See Chapter 11 for more information on using SSP CLISTs.
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Step 13. Find the (CCB)

Find the emulator character control block (CCB) for the failing subchannel in the

formatted dump

You can display CCB online using SSP CLIST IFWIEPCB.

Step 14. Get Data From Emulator CCB
Using CCB, record the data found at each of the following locations:

Offset Name of Field Length
X'38' Subchannel address 1 byte
X'39' CCBCFLG 1 byte
X3A° CCBSTAT 1 byte
X'3B' CCBSENSE 1 byte
X'40' CCBCMD 1 byte
X'4A! CCBOPT 1 byte
X'4B' CCBOPT2 1 byte
X'4C' CCBSTMOD 1 byte
X'4D! CCBLCD 1 byte
X'64' Variable meaning 1 byte
X'65' Variable meaning 1 byte
X'66' Variable meaning 1 byte

Step 15. Find Trace Table Data Blocks

Find the trace table in the EP dump. See the “EP Line Trace” section in the NCP,
SSP, and EP Trace Analysis Handbook On the printout of the dump, mark or high-
iight each biock of data that begins with a trace entry of type X'31' and ends with
a trace entry of type X'51'. See Figure 3 for an example.

00090001 000O01F8 3100902F 88002400
82029680 08800000 83010FAE GA51F100
83010FDO ©A510300 11009000 00011688
16000000 00008000 81009001 0240030C

5100900C OA5A7C0O0

32029650 08800A51 81009000 0240000C  *....... N *
81009000 0240000C 82029680 08800000 *.............. loveies vovvennnns *
1240039C 40000303 13000000 OASA7800  *....vvvvvvevrenee oo svnvneennnns *
82029680 08800000 830110B6 QASA4100  *......vevevns viernerirennnennns *

Figure 3. Sample Block between a Type X'31' Entry and a Type X'51' Entry

Figure 3 is keyed to the following descriptions.

BER EBR

Type X'31' trace entry. This byte is always the first byte of a fullword.

Emulation subchannel address. This byte is always the third byte of a
fullword that begins with X'31'.

Type X'51' trace entry. This byte is always the first byte of a fullword.
X'0C' in type X'51' trace entry. This byte should always be the last

byte of a fullword that begins with X'51',
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Step 16. Review Type X'51' Trace Entries
Review the type X'51' trace entries. Circle any of these trace entries that do not
have an X'0C' as the last byte of the fullword in which the byte X'51"' occurs.

Step 17. Report Problem
Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center.

NCP or EP Abend Procedure

NCP or EP checks for certain conditions and abends when unusual events occur
(for example, if a buffer containing a pointer is overlaid during normal operation). In
most cases, the abend occurs when the hardware or data integrity is compromised,
causing NCP or EP to stop because of the severity of the error. The following
symptoms indicate an NCP or EP abend problem:

« ABEND message is issued.
o NCP or EP does not respond to commands entered on the host console.

« |/O error occurs for the communication controller's channel address (channel-
attached communication controller).

* LOAD FAILURE message (sense code X'081C 0020' or X'081C 0014') is
issued.

e LOST CONTACT WITH NCP'S SUBAREA message is issued.
¢ DATA-INVALID-FOR-THIS-NODE message is issued.

If the abend occurred when the communication controller was being loaded or
dumped, check the MOSS console: the problem may be a controller load and dump
program (CLDP) abend, not an NCP or EP abend. For information on CLDP abend
codes, see NCP, SSP, and EP Messages and Codes

When an abend occurs, use the abend diagnostic procedure, which outlines the
steps to follow. You must always obtain an unformatted or formatted dump of the
NCP or EP that issued the abend. During the abend diagnostic procedure, gather
information from this dump before you call your IBM Support Center about the
problem.

In this NCP or EP abend diagnostic procedure, each control block mentioned is
displayed in a formatted dump. It is simpler to find the fields in a formatted control
block than to follow pointers to the given control block.

You can also use SSP CLISTs to display selected control block information online.

For your convenience, it is recommended you use a formatted dump or CLIST to
obtain the information that IBM requests from you.

Use the abend recording forms shown on page 38 along with the NCP or EP abend

diagnostic procedure. The step numbers on the form correspond to step numbers
used in the procedure.
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As you perform the procedure, you will probably not do every step in the procedure.
If a particular step is not required or does not pertain to your situation, you do not
have to fill out that step on the form. Make additional copies of these forms and
keep them in this book so that you will have them available.

Documentation Checklist

If the problem results in an NCP or EP abend, use the procedure in Figure 4 on
page 27 to diagnose the problem. During the diagnostic procedure, you may need
to collect the following documentation:

The level of NCP or EP you are running, such as EP Release 9

The ID numbers and the release level for your networking systems product (see
Tabie 6 on page 14)

The access method that supports your NCP or EP, such as BTAM, VTAM, or
TCAM

A copy of your NCP generation definition

A list of all fixes, such as PTFs and APAR fixes, that have been applied to your
system

Any recent changes made to your system

Abend recording form

NCP stand-alone dump.
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Diagnostic Procedure

NCP or EP Abend Procedure

In this procedure, anything mentioned about NCP also applies to EP running with
NCP in a partitioned emulation program (PEP) environment unless the differences

are specifically noted.

CCUor Yes

Hardware

NCP or EP program check
Abend for level 1 causes check,
abend? occurs?
1 13
Use the contents of
level 1 LAR to find
Dump NCP the failed module —»
name and offset
. 1 ’
Find abend NCP Level 4 Use the contents of
ind aben or eve level 5 registers
§ What level g
code in EP abend abend oceurs? abend and IAR to find the _J
the dump occurs? occurs? failed module name,
offset, and PTF data
.y
Level Use the contents of
) User- i evel 3 the level 3 registers
Find RETAIN written abend Seek on-site abend and LAR to find the [
9 occurs? occurs? failed module name,
offset, and PTF data
4 ‘ n
ts of
IBM Refer to the L e e e
Determine \ > evel 2 the level 2 registers
cause of prtc;‘:t:‘cthgger diagnosis abend and LAR to find the [~
abend abends? guide for occurs? failed module name,
’ that product offset, and PTF data
No
Initializati Use the contents of
N e LAR to find the L >
avenc failed module name,
oceurs offset, and PTF data
; X
Which
level was
interrupted?
The value
in L1B’s
LAR=0
Get contents of
Adldress qf registers for
last instruction level that level 1 —q
=0 interrupted
Use executing
address’s instruction
Report om to find the failed
p module name, offset,
and PTF data
Figure 4. Overview of the NCP or EP Abend Diagnostic Procedure
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Step 1. Dump NCP

The first indication of an abend is usually a message at the host console. The
message states that an I/O error has occurred for the channel address of the com-
munication controller and that an initial program loader (IPL) is required.

You also get explicit route and virtual route INOP messages, a message that you
have lost contact with NCP's subarea, and a message giving you the option to
dump NCP.

For information on dumping NCP, see the following:

e For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS” and
Chapter 11, “Using SSP CLISTs in MVS”

¢ For VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”
s For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”
NCP V6R2 and Later: You can also use a maintenance and operator subsystem

extended (MOSS-E) function to transfer NCP dumps to the host. For more infor-
mation, see the MOSS-E online help.

Step 2. Find Abend Code in the Dump

Find the abend code in the NCP dump. In a formatted dump, the abend code is at
the top of every page. Look for corresponding box event records (BERSs) in the
MOSS under the ELD option.

In an unformatted dump, find the abend code by using the following pointers:

» XDH pointer at X'6E4"
* NCP V6R1 and Later: XDH pointer at X'34' (IBM 3745)
¢ XDH + X'60'= abend code (halfword field).

You can use the SSP CLIST IFWIREGS to display the abend code and register
contents online.

Step 3. Find RETAIN Search String

When NCP abends, the SSP dump formatter utility prints the exact input required to
search the RETAIN database to see if this problem was previously identified and
solved. The RETAIN search string appears on the first page of the report in the
format:

RIDS/wwwwwwww PIDS/xxxxxxxxx AB/Syyyy ADRS/zzzzzz
where:
* wwwwwwww is the module name where the abend occurred

* xxxxxxxxx is the component identification (a 9-byte field from the product set
identifier (PSI) control block)

* yyyy is the abend code
» zzz777 is the offset into the module where the abend occurred.

Be sure to give your IBM Support Center representative this search string when
you discuss your NCP abend.
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Step 4. Determine Cause of Abend

NCP, another program running in the communication controller, or hardware can
cause an abend. Use the following list of abend codes obtained in “Step 2. Find
Abend Code in the Dump” to determine the cause of the abend and appropriate
action.

X'0000' Hardware central control unit (CCU) check or a program
check for NCP level 1 occurred.

If a CCU check or a program check for NCP level 1 occurred
and caused an abend, go to “Step 5. Check for Hardware
CCU Check.”

X'0001'-X'7FFF' NCP abended or CLDP abend occurred.

If NCP abended, go to “Step 6. NCP Abended”
X'8000'-X'80FF'  Network Terminal Option (NTO) abended.

See the appropriate diagnosis guide for that product.
X'8100'-X'81FF'  Network Routing Facility (NRF) abended.

See the appropriate diagnosis guide for that product.
X'0A00'-X'0AFF' X.25 NCP Packet Switching Interface (NPSI) abended.

See the appropriate diagnosis guide for that product.
X'C000'-X'FFFF' User-written program abended.

Seek an on-site solution. Call the person in your organiza-
tion who corrects user program problems.

If the abend code defined in “Step 2. Find Abend Code in the Dump” is not listed
above, go to “Step 15. Report Problem.”

For more information on abend codes, see NCP, SSP, and EP Messages and
Codes. The ABN extension contains a diagnostic area where certain abends store
information before abending. See the individual abend code for details.

Step 5. Check for Hardware CCU Check

Check if a hardware CCU check has occurred. A hardware CCU check causes
most X'0000' abends. However, level 1 program checks can also cause this kind
of abend. Look at the failing communication controller and verify that a hardware
check has occurred.

Go to the MOSS console to see if a CCU check was logged and the CCU was
stopped.

The hardware sets three external registers when a CCU check occurs. These reg-
isters are located in the formatted level 1 control block (L1B). If you have a for-
matted NCP dump, you can use the “Formatted Dump Contents” on page 195 to
locate L1B. In an unformatted dump, find L1B by using the following pointers:

¢ XDA pointer at X'6E8'
* NCP V6R1 and Later: XDA pointer at X'38' (IBM 3745)
* XDA + X'40'= L1B pointer.
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Find the external registers at the following offsets:

L1B + X'04' External register X'7E'. Indicates level 1 CCU interrupt requests.
L1B + X'08' External register X'76'. Indicates level 1 IOC interrupt requests.

L1B + X'28' External register X'7D'. Indicates level 1 CCU hardware checks.

You can use the SSP CLIST IFWIERP to display L1B and external registers online.
Gather the information from these locations.

If the contents of these external registers are all 0's, a hardware CCU check did not
occur. NCP level 1 probably abended or a WRITEIPL command was received.

If a hardware check did not occur (contents of these external registers are all 0's),
go to “Step 13. Use Contents of Level 1 IAR” ; otherwise, go to “Step 15. Report
Problem.”

Step 6. NCP Abended
Find information on the abend code in NCP, SSP, and EP Messages and Codes.

Identify which level's register 1 contains X'2000' to determine which level
abended. Look in the general registers printed before the storage protect keys,
which are just before the hexadecimal section of the NCP dump.

You can use the SSP CLIST IFWIREGS to display the general register contents
online.

If the abend occurred in level 4, go to “Step 9. Use Contents of Level 5
Registers” ; otherwise, continue.

If the abend occurred in level 3, go to “Step 10. Use Contents of Level 3
Registers” ; otherwise, continue.

If the abend occurred in level 2, go to “Step 11. Use Contents of Level 2
registers” ; otherwise, continue.

If your NCP abended immediately after it was loaded and before it became
active, the abend probably occurred during the NCP initialization phase. For
information on NCP's initialization phase, see Figure 16 on page 88. If the
abend code description in NCP, SSP, and EP Messages and Codes states that
this problem can occur during initialization, go to “Step 12. Use Contents of
LAR” ; otherwise, go to “Step 7. What Level Was Interrupted By Level 1.”

Step 7. What Level Was Interrupted By Level 1

If level 1 detected the abend condition, a byte from the external register X'79',
located at L1B + X'07', indicates which level was interrupted by level 1. This reg-
ister is located in the formatted L1B. In an unformatted dump, find L1B by using
the following pointers:

» XDA pointer at X'6E8'
* NCP V6R1 and Later: XDA pointer at X'38' (IBM 3745)
o XDA + X'40'=L1B pointer.

You can also use the SSP CLIST IFWIERP to display L1B.
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To determine which level was interrupted by level 1, compare the byte from L1B
with the following list:

X'80' Level 2
X'40' Level 3
X'20' Level 4
X'10' Level 5.

The following fields in L1B contain information useful in solving abends detected by
level 1.

L1B + X'00' External register X'74' or lagging address register (LAR) (4 bytes)
You can also use the SSP CLIST IFWIREGS to display LAR.
L1B + X'07' The level executing when the level 1 interrupt occurred (1 byte)

L1B + X'0C' The instruction address register (IAR), register 0, for the level exe-
cuting when the level 1 interrupt occurred (4 bytes)

L1B + X'10' Address of the instruction executing when the level 1 interrupt
occurred (4 bytes)

L1B + X'14' The first 2 bytes of the instruction executing when the level 1 inter-
rupt occurred (2 bytes)

L1B + X'52' The abend code (2 bytes).

Gather the following information from the preceding L1B list:

1. If the value of LAR in L1B is 0, go to “Step 12. Use Contents of LAR” ; other-
wise continue.

2. If the address of the instruction executing when the level 1 interrupt occurred is
0, go to “Step 14. Get Registers for Interrupted Level” ; otherwise, go to “Step
8. Use Executing Address Instruction.”

Step 8. Use Executing Address Instruction

Use the address of the instruction executing when the level 1 interrupt occurred to
find the name of the module at that address and the offset into the module. You
can find the module name and offset in the hexadecimal section of the NCP dump
or in the load map printed as part of the NCP formatted dump.

You can use the SSP CLIST IFWIWHER to display the module name, offset, and
PTF maintenance level. Record this information on your abend recording form. Go
to “Step 14. Get Registers for Interrupted Level.”

In the dump's hexadecimal section, the module name is at the end of the module.
To find the beginning of the module, return to the previous module name and then
go forward 8 bytes. You will then be at the beginning of the NCP module.

To use the load map, find the row containing a START column and an END
column. The address is located between these columns, and the module name is
at the beginning of the row.

To calculate the offset into the module, subtract the starting address of the module
from the IAR.
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If the module name starts with the letters CY, it is an EP module. EP modules
have the module name at both the beginning and the end of the module. To deter-
mine the beginning of the EP module, back up from the module name that you
have found to the previous module name. If this previous module name is the
same as the one you started from, it is the beginning of the module. If the module
name that you back up to is different from the module name you started with, go
forward 8 bytes. You will then be at the beginning of the EP module.

After you record the module's name and offset on your abend recording form,
determine the PTF maintenance level of this particular module. Locate the level as
follows:

e For NCP, find the number preceded by the letters LR printed ju

oLt S

module's name in the unformatted section of the NCP dump.

t bhefore the

* For EP, find the number preceded by the letters /R at approximate offset X'0A'
from the beginning of the module.

Record this number on your abend recording form.

Go to “Step 14. Get Registers for Interrupted Level.”

Step 9. Use Contents of Level 5 Registers

Use the contents of the level 5 registers and IAR to find the name, offset, and PTF
of the failed module. If X'2000' is in register 1 for level 4, level 5 probably issued
an erroneous supervisor call (SVC) or issued an abend. Record the contents of all
the level 5 registers. Find them either in the register save areas in ABN (see “Step
14. Get Registers for Interrupted Level” for a description of ABN) or in the registers
printed at the beginning of the load map, just before the hexadecimal section of the
NCP dump. The level 5 IAR, register 0, points to the attempted SVC instruction in
the hexadecimal dump. This is preceded by an Exit instruction, which is X' 0070'.

This Exit instruction is part of the SVC that level 5 executed. Find the name of the
module that contains the SVC and the offset into the SVC module. You can use
the hexadecimal section of the NCP dump or the load map printed as part of the
NCP formatted dump.

You can use the SSP CLIST IFWIWHER to display the module name, offset, and
PTF maintenance level. Record this information on your abend recording form. Go
to “Step 15. Report Problem.”

In the dump's hexadecimal section, the module name is at the end of the module.
To find the beginning of the module, return to the previous module name and then
go forward 8 bytes. You will then be at the beginning of the NCP module.

To use the load map, find the row containing a START column and an END
column. The address is located between these columns, and the module name is
at the beginning of the row.

To calculate the offset into the module, subtract the starting address of the module
from the IAR.

If the module name starts with the letters CY, it is an EP module. EP module

names are at both the béginning and the end of the module. To determine the
beginning of the EP module, back up from the module name that you have found to
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the previous module name. If the previous module name is the same as the one
you started from, it is the beginning of the module. If the module name that you
back up to is different from the module you started with, go forward 8 bytes. You
will then be at the beginning of the EP module.

After you record the module's name and offset on your abend recording form,
determine the PTF maintenance level of this particular module. Locate the level as
follows:

* For NCP, find the humber preceded by the letters UR printed just before the
module's name in the interpreted section of the NCP dump.

» For EP, find the number preceded by the letters /R at approximate offset X'0A'
from the beginning of the module.

Record this number on your abend recording form.

Go to “Step 15. Report Problem.”

Step 10. Use Contents of Level 3 Registers

Use the contents of the level 3 registers and of LAR to get the name, offset, and
PTF of the failed module. If X'2000' is in register 1 for level 3, level 3 has issued
an abend. You will need to find the contents of the level 3 registers.

Use the level 3 registers that appear in ABN. To find ABN, see the instructions in
“Step 14. Get Registers for Interrupted Level.”

Record the contents of LAR. To find LAR, see the instructions in “Step 7. What
Level Was Interrupted By Level 1” If LAR points to an EP module, record the mod-
ule's name, offset, and PTF maintenance level on your abend recording form

(see “Step 12. Use Contents of LAR” for further instructions.)

Next, examine the save areas for level 3 to determine level 3 activity. The save
areas are formatted near the beginning of the formatted NCP dump. If you have a
formatted NCP dump, you can use “Formatted Dump Contents” on page 195 to
locate the save areas.

You can also use the SSP CLIST IFWISAVE to display the save areas for level 3.

The format of the save areas is as follows:

Save area + X'00'  Pointer to the previous save area

Save area + X'04'  Pointer to the next save area

Save area + X'08'  Return address

Save area + X'0C' Register 1

Save area + X'10'  Register 2

Save area + X'14'  Register 3

Save area + X'18'  Register 4

Save area + X'1C' Register 5

Save area + X'20' Register 7

Save area + X'24' Register 6

Save area + X'28'  Pointer to the previous automatic storage area
Save area + X'2C' Pointer to the next automatic storage area.
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In a formatted dump, register 6 of level 3 points to the current save area or the
next save area. In an unformatted dump, use register 6 to find the current save
area and use the first fullword of the save area to find the pointer to the previous
save area.

You can use the SSP CLISTs IFWISAVE to display the module name and offset
and IFWIMOD to determine the maintenance level. Record this information on your
abend recording form. Go to “Step 15. Report Problem.”

Record the contents of the save-area registers pointed to by register 6 and all of
the save areas before the target save area. The return address fields of all the
save areas point to the module name and the offset into the module. Find the
return address in the hexadecimal section of the unformatted dump. in the inter-
preted section of the dump, find the module name at the end of the module's object
code.

The target module that contains the return address starts at the next fullword entry
past the name of the module before the target module. To find the offset into the
module, subtract the starting address of the module from the return address.

Record the module's name and offset on your abend recording form and determine
the PTF maintenance levels of these particular modules. If PTF maintenance was
applied to the module, locate the level as follows:

» For NCP, find the number preceded by the letters UR printed just before the
module's name in the interpreted section of the NCP dump.

* For EP, find the number preceded by the letters /R at approximate offset X'0A'
from the beginning of the module.

Record this number on your abend recording form.

Go to “Step 15. Report Problem.”

Step 11. Use Contents of Level 2 registers

Use the contents of level 2 registers and LAR to obtain the name, offset, and PTF
of the failed module. If X'2000' is in register 1 for level 2, and level 1 did not
detect the abend, level 2 issued the abend. Level 2 rarely abends because this
level controls character service for the communication lines. Register 2 for level 2
contains the address of the adapter control block (ACB) or CCB for EP. This infor-
mation relates to the line being worked on at the time of the abend.

Record the contents of register 2 for level 2 and the contents of LAR, which is
external register X'74'. LAR is printed at the top of each page of the formatted
dump.

You can also use the SSP CLIST IFWIREGS to display register information online.
In a formatted dump, obtain the contents of register 2 for level 2 from ABN. If you

have a formatted NCP dump, use “Formatted Dump Contents” on page 195 to
locate ABN.
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In unformatted dumps, use the following pointers to find register 2 and LAR:

XDA pointer at X'6E8'

NCP V6R1 anlater: XDA pointer at X'38' (IBM 3745)
HWE pointer at XDA + X'58'

ABN pointer at HWE + X'38'

ABN + X'38'= Register 2 for level 2

XDA + X'28'= LAR.

You can use the SSP CLIST IFWIWHER to display the module name, offset, and
PTF maintenance level. Record this information on your abend recording form. Go
to “Step 15. Report Problem.”

LAR points either to the module name and the offset into that module in the
hexadecimal section of the NCP dump or to the load map printed as part of the
NCP formatted dump. In the hexadecimal section of the dump, the module name is
at the end of the module. To find the beginning of the module, return to the pre-
vious module name and then go forward 8 bytes. You will then be at the beginning
of the NCP load module.

If the module name starts with the letters CY, it is an EP module. EP module
names are at both the beginning and the end of the module. To determine the
beginning of the EP module, back up from the module name that you have found to
the previous module name. |f this previous module name is the same as the one
you started from, that name is the beginning of the module. If the module name
that you back up to is different from the module name you started with, go forward
8 bytes. You will be at the beginning of the EP module.

To use the load map, find the row containing a START and END column. The
address is located between these columns, and the module name is at the begin-
ning of the row.

To calculate the offset into the module, subtract the starting address of the module
from LAR.

Record the module's name and offset on your abend recording form, determine the
PTF maintenance level of this particular module. Locate the level as follows:

¢ For NCP, find the number preceded by the letters UR printed just before the
module's name in the interpreted section of the NCP dump.

* For EP, find the number preceded by the letters /R at approximate offset X'0A"
from the beginning of the module.

Record this number on your abend recording form.

Goto “Step 15. Report Problem.”

Step 12. Use Contents of LAR

Use the contents of LAR to get the name, offset, and PTF of the failed module.

Level 1 has issued an abend. Because initialization code runs in level 1 only, this
abend usually happens only during NCP initialization. Record the contents of LAR,
which is external register X'74'. LAR appears at the top of each page of the for-
matted dump or can be displayed using the SSP CLIST IFWIREGS.
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In unformatted dumps, find LAR by using the following pointers:

« XDA pointer at X'6E8'
e NCP V6R1 and Later: XDA pointer at X'38' (IBM 3745)
e XDA + X'28'=LAR.

LAR points either to the module name and the offset into that module in the
hexadecimal section of the NCP dump or to the load map printed as part of the
NCP formatted dump.

You can use the SSP CLIST IFWIWHER to display the module name, offset, and
PTF maintenance level. Record this information on your abend recording form. Go
to “Step 15. Report Problem.”

In the hexadecimal section of the dump, the module name is at the end of the
module. To find the beginning of the module, return to the previous module name
and then go forward 8 bytes. You will then be at the beginning of the module.

To calculate the offset into the module, subtract the starting address of the module
from LAR.

After you have recorded the module's name and offset on your abend recording
form, determine the PTF maintenance level of this particular module. Locate the
level as follows:

+ For NCP, find the number preceded by the letters UR printed just before the
module's name in the interpreted section of the NCP dump.

o For EP, find the number preceded by the letters /R at approximate offset X'0A'
from the beginning of the module.

Record this number on your abend recording form.

Go to “Step 15. Report Problem.”

Step 13. Use Contents of Level 1 IAR
Use the contents of the level 1 instruction address register (IAR) to find the name
and offset of the failed module.

If you are at this step, it is because there is a level 1 program check. Use the
register listing in your dump to find the contents of level 1's IAR (register 0). The
register listing appears before the storage protect keys, which are just before the
hexadecimal section of the NCP dump.

Subtract 2 bytes from the contents of this register. The resulting address points to
the module name and the offset into that module. Use the hexadecimal section of
the NCP dump or the load map printed as part of the NCP formatted dump.

You can use the SSP CLIST IFWIWHER to display the module name, offset, and
PTF maintenance level. Record this information on your abend recording form. Go
to “Step 15. Report Problem.”

In the dump's hexadecimal section, the module name is at the end of the module.

To find the beginning of the module, return to the previous module name and then
go forward 8 bytes. You will then be at the beginning of the NCP module.
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To use the load map, find the row containing a START column and an END
column. The address is located between these columns, and the module name is
at the beginning of the row.

To calculate the offset into the module, subtract the starting address of the module
from the 1AR.

After you have recorded the module's name and offset on your abend recording
form, determine the PTF maintenance level of this particular module. Locate the
level as follows:

* For NCP, find the number preceded by the letters UR printed just before the
module's name in the interpreted section of the NCP dump.

¢ For EP, find the number preceded by the letters /R at approximate offset X'0A'
from the beginning of the module.

Record this number on your abend recording form.

Go to “Step 15. Report Problem.”

Step 14. Get Registers for Interrupted Level
Get the contents of the registers for the level that level 1 interrupted from the reg-
ister listing in the NCP dump.

You can use the SSP CLIST IFWIREGS to display register information online.

Obtain these registers from the list of registers printed just before the storage
protect keys. These storage protect keys appear just before the hexadecimal
section of the NCP dump. You can find these registers in ABN. If you have a
formatted NCP dump, you can use “Formatted Dump Contents” on page 195 to
locate ABN. In an unformatted NCP dump, find ABN by using the following
pointers:

XDA pointer at X'6E8'
NCP V6R1 and Later: XDA pointer at X'38' (IBM 3745)
HWE pointer at XDA + X'58'
HWE + X'38'= ABN pointer.

You can also use the SSP CLIST IFWIERP to display ABN.

The format of the register save areas in ABN is as follows:

ABN + X'10' Level 1 registers
ABN + X'30' Level 2 registers
ABN + X'50' Level 3 registers
ABN + X'70' Level 4 registers
ABN + X'90' Level 5 registers.

A few registers in ABN contain different values from the general registers in the
NCP dump. If an abend occurs, register 1 for the level that detected the abend will
not contain X'2000' in ABN. The detecting level's register 1 in the general regis-
ters will contain X'2000"'.

After obtaining the contents of the registers for the level that level 1 interrupted, go
to “Step 15. Report Problem.”

LY43-0033-01 © Copyright IBM Corp. 1983, 1994 Chapter 3. Procedures for NCP or EP Problems 37



NCP or EP Abend Procedure

“Restricted Materials of IBM”
Licensed Materials — Property of IBM

Step 15. Report Problem
Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center.

Abend Recording Form
Use the abend recording form shown on page 38 to document the problem. The
numbers on this form correspond to step numbers used in “Diagnostic Procedure”

on page 27 .
Abend Recording Form
1. There is nothing to record for Step 1.
2. Abend code = » XDH ptr. = ,» XDH + X'60' =
3. What is the RETAIN search string?
4, What caused the abend?
5. CCU check? YES ___ NO ___ CCU stopped? YES __ NO ___
L1B + X'04"' = , LIB + X'08' =
L1B + X'28' =
6. Description of the abend code:
7. L1B + X'00' = , LIB + X'07' =
L1B + X'0C' = , LIB + X'10' =
L1B + X'14' = s LIB + X'52' =
Module name , Offset = » Maint. =
8. XDA ptr. = , XDA + X'58' = , HWE + X'38' =
Tevel# __ Register 0 = » Register 1 =
Register 2 = , Register 3 =
Register 4 = , Register 5 =
Register 6 = . Register 7 =
ABN + X'__' Register 0 = , Register 1 =
Register 2 = , Register 3 =
Register 4 = , Register 5 =
Register 6 = , Register 7 =
9. Level 5 Register 0 = » Register 1 =
Register 2 = , Register 3 =
Register 4 = , Register 5 =
Register 6 = , Register 7 =
Module name , Offset = , Maint. = s SVC
10. Level 3 Register 0 = , Register 1 =
Register 2 = , Register 3 =
Register 4 = , Register 5 =
Register 6 = » Register 7 =
LAR = Module name , Offset = , Maint. =
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Level 3 save areas:
Save area 1
SA + X'00'
SA + X'04'
SA + X'08'
SA + X'0C'
SA + X'10'
SA + X'14!
SA + X'18'
SA + X'1C'
SA + X'20'
SA + X'24"
SA + X'28'
SA + X'2C'

area 4
X'00'
X'04'
X'08'
x'ec'
X'10'
X'14'
X'18'
X'1C'
X'20'
X'24"
X'28'
x'2c'

Save
SA +
SA +
SA +
SA +
SA +
SA +
SA +
SA +
SA +
SA +
SA +
SA +

Area
Area
Area
Area
Area Mod.
Area Mod.

XDA ptr. =

(LAR) XDA + X'28'
Mod. name

XDA ptr. =

Mod.
Mod.
Mod.
Mod.

name
name
name
name
name
name

Y O B W N -

11,

12.
Mod. name
Level 1 IAR
Module name
14. Date

13.

Save area 2 Save area 3
SA + X'00' = SA + X'00' =
SA + X'04' = SA + X'04' =
SA + X'08' = SA + X'08' =
SA + X'0C' = SA + X'0C' =
SA + X'10' = SA + X'10' =
SA + X'14' = SA + X'14' =
SA + X'18' = SA + X'18' =
SA + X'1C' = SA + X'IC' =
SA + X'20' = SA + X'20' =
SA + X'24' = SA + X'24' =
SA + X'28' = SA + X'28' =
SA + X'2C' = SA + X'2C' =
Save area 5 Save area 6
SA + X'00' = SA + X'00' =
SA + X'04' = SA + X'04' =
SA + X'08' = SA + X'08' =
SA + X'0C' = SA + X'0C' =
SA + X'10' = SA + X'10' =
SA + X'14' = SA + X'14' =
SA + X'18' = SA + X'18' =
SA + X'1C' = SA + X'1C' =
SA + X'20' = SA + X'20' =
SA + X'24"' = SA + X'24' =
SA + X'28' = SA + X'28' =
SA + X'2C' = SA + X'2C' =

, Offset = , Maint. =

, Offset = , Maint. =

, Offset = , Maint. =

, Offset = , Maint. =

, Offset = , Maint. =

, Offset = , Maint. =
, XDA + X'58' = s HWE + X'38' =

, (Register 2) ABN + X'38' =

0ffset = , Maint. =
, (LAR) XDA + X'28' =
Offset = , Maint. =
, Offset = , Maint, =

, Name of IBM contact
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Activate or Deactivate Error Procedure

An activate or deactivate failure occurs when a resource fails to respond or returns
an exception response (negative response) to an activate or deactivate session
request. The host system, the network control operator, or the user can originate
the activate or deactivate request. The following symptoms indicate an activate or
deactivate problem:

Resource fails to respond.

Resource returns an exception response.
Route activation failure occurs.

Session fails to come up.

For the activate or deactivate error diagnostic procedure, a resource can be any of
the following:

A remote NCP

A line

A physical unit

A logical unit

A cluster controller
A terminal.

If the resource that causes the problem is a channel-attached NCP that you cannot
activate, see “NCP Load and Initialize Error Procedure” on page 86.

Another type of activation failure is a route activation failure. If you try to bring up a
session with cross-domain resource managers (CDRMs), NCPs, physical units,
logical units, or binary synchronous communication (BSC) or start-stop resources
before explicit routes and virtual routes are active, the session may fail to come up.
These route activation failures are easily identified by the messages at the network
operator's console.

Route activation failures are usually caused by incorrectly coded PATH definition
statements in VTAM or NCP. Route failures may occur more often if you are using
dynamic path update. Incorrectly coded PATH definition statements may also
cause a transmission group activation failure between NCPs. Check the network
operator's console for any messages or sense codes that mention route activation
or transmission group activation failures.

Route activation failures may also result from an incorrectly coded ERLIMIT

keyword on the BUILD definition statement or an SALIMIT keyword on the BUILD
(for native networks) or NETWORK (for non-native networks) definition statement.

40 NCP, SSP, EP Diagnosis Guide LY43-0033-01 © Copyright IBM Corp. 1983, 1994



“Restricted Materials of IBM” Activate or Deactivate Error Procedure
Licensed Materials — Property of IBM

Documentation Checklist
If the problem results in an activate or deactivate failure, use the procedure in
Figure 5 on page 42 to diagnose the problem. During the diagnostic procedure,
you may need to collect the following documentation:

¢ The configuration report program (CRP) output listings from the latest NCP
generation

A path information unit (PIU) trace

A VTAM buffer trace

A VTAM I/O trace

A line trace

A SIT

An NCP dump that also contains the channel adapter I/O halfword (IOH) trace
An access method dump.

If the failing resource is a remote NCP, you also need the following information:
¢ A diagram showing the hardware configuration of the remote NCP

» A copy of the generation definition of the local NCP that communicates with the
remote NCP

¢ A copy of the generation definition of the remote NCP.
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Figure 5. Overview of the Activate or Deactivate Error Diagnostic Procedure
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Step 1. Get CRP

To complete the following procedure, obtain the CRP output listings produced when
your system was generated. If you need more information on CRP listings, see
Chapter 13.

Step 2. Check Response to the Activate or Deactivate

If you attempted to activate or deactivate the resource and received a negative
response, go to “Step 5. Check for Lack of Resources” ; otherwise, go to “Step
3. A Terminal or Physical Unit Activated.”

Step 3. A Terminal or Physical Unit Activated
If you activated a terminal or physical unit, go to “Step 4. Is Device On and
Reactivate” ; otherwise, go to “Step 5. Check for Lack of Resources.”

Step 4. Is Device On and Reactivate
Make sure the device is on. If it is on, go to “Step 5. Check for Lack of
Resources” ; otherwise, power on the device and attempt to reactivate.

If it does not reactivate go to “Step 5. Check for Lack of Resources,” otherwise,
the problem has been resolved.

Step 5. Check for Lack of Resources
Look up the NCP exception response in NCP, SSP, and EP Messages and Codes.

* |t could be a lack of resources. To determine if there is a lack of resources:

— Check NetView for a generic alert related to NCP control blocks. Follow
the actions described for the generic alert. For more information on control
block pools, see the NCP and EP Reference.

— Run NTuneMON to check control block pool usage for various pools to
determine which pool was lacking.

— Run NPM to collect control block information for the NCP.

If it is a lack of resources, generate more resources or free up existing
resources, and retry.

« |f it is not a lack of resources, it could be a configuration mismatch. Go to
“Step 6. Check for Configuration Mismatch.”

Step 6. Check for Configuration Mismatch
See the NCP and EP Reference Summary and Data Areas, Volume 2 for detailed
alert information.

If the device is on and you receive no response, verify that your NCP generation
definition for the device, shown in the CRP listings, matches the actual configura-
tion of the device. Items that could be mismatched include:

Line protocol

Synchronous Data Link Control (SDLC) station address
BSC polling/addressing sequence

Terminal type

Line defined as a spare line

VTAM did not activate the line.
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If there is a configuration mismatch, go to “Step 7. Correct Mismatch” ; otherwise,
go to “Step 9. Start Traces.”

Step 7. Correct Mismatch

Correct the configuration of the failing resource or amend the NCP definition state-
ments to match the actual configuration of the device and regenerate NCP. Retry
activating or deactivating the resource that failed.

If the same failure recurs, go to “Step 8. Problem Recurs” ; otherwise, the problem
has been resolved.

NCP V5R3 (VSE): If you have received an exception response with sense code

Winnn4d ANNAART memel vomi: mon 1ot s 1D DTN ~w DTAL N soniamdioe
X'0801 00 ana you are using an IBM 3720 or 3745 Comimunication Controller,

there may be a mismatch between the USGTIER keyword on the BUILD definition
statement and the resources generated. See NCP and EP Reference or NCP,
SSP, and EP Resource Definition Guide for more information on usage tier.

NCP V5R4 and NCP V6R1: Sense code X'0801 001E' indicates a usage tier
exception for the IBM 3745. An equipment check on an EP line may indicate a
usage tier exception on either the IBM 3720 or the IBM 3745.

NCP V7R2: Sense code X'0801 002A' indicates that the line is defined as a
spare line. Spare lines cannot be activated. See the NTune User's Guide for more
information.

VTAM fails to send an ACTLINK. A line might be defined as a spare line to VTAM.
See the NTune User's Guide for more information.

Step 8. Problem Recurs
if the problem recurs, go to “Step 9. Start Traces” ; otherwise, the problem has
been resolved.

Step 9. Start Traces

From the following list, select the traces applicable to your network and access
method. For trace start and stop procedures see the applicable trace information in
the NCP, SSP, and EP Trace Analysis Handbook.

* Generalized PIU trace (GPT): Run the trace for NCP that has the problem.

* VTAM buffer trace or TCAM PIU trace: Run trace for failing physical or logical
unit. Start the trace from the specific node the physical unit or logical unit com-
municates with.

e VTAM V/O trace or TCAM channel I/O interrupt trace.
» Channel adapter |OH trace: If it is not already running.
e Connectivity subsystem line trace.

* NCP line trace.

if you activate an NCP line trace against a line attached to NTRI, the data is
returned from a NTRI line trace and an IOH trace, instead of from an NCP line
trace.

¢ Scanner Interface Trace (SIT).
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If you activate SIT against an address that has a token-ring interface coupler
(TIC) installed at that address rather than a line scanner, the data is returned
from a TIC internal trace instead of from SIT.

NCP V6R2 and Later: If you activate SIT for a line attached to a 3746 Model
900, the data is returned from a connectivity subsystem adapter trace.

Step 10. Re-create Problem
Attempt to re-create the problem.

Step 11. Check if Problem Recurs
If the problem recurs, go to “Step 12. Stop Traces” ; otherwise, the problem has
been resolved.

Step 12. Stop Traces

When the failure recurs, stop the traces that are running. For information on stop-
ping traces, see the references given in “Step 9. Start Traces” and choose the
correct option for stopping each trace.

Step 13. Use ACF/TAP to Format Traces

Use ACF/TAP to format and interpret traces. To find out which reports to format for
each of the trace data sets, see “Using Trace Reports to Gather Information” on
page 17. For information on using ACF/TAP, see the NCP, SSP, and EP Trace
Analysis Handbook.

Step 14. Dump NCP, the Access Method, and CSS
Dump the following:

» The NCP that communicates with the failing resource. If the failing resource is
a remote NCP, also dump that NCP. For information on dumping NCP, see the
following:

— For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS” and
Chapter 11, “Using SSP CLISTs in MVS.”

— For VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”
— For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”

+ The access method that communicates between the host application program
and the resource with the activation or deactivation problem. For information
on dumping VTAM, see VTAM Diagnosis. For TCAM, see TCAM Diagnosis
Guide.

o NCP V6R2 and Later: If the failing resource is a CSS? resource, use mainte-
nance and operator subsystem extended (MOSS-E). You can also use a
MOSS-E function to transfer NCP dumps to the host. For more information,
see the MOSS-E online help.

2 The 3746 Model 900 connectivity subsystem (CSS) is also known as “37CS.”
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Step 15. Report Problem
Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center.

IBM 3745 Selective Scanning Error Procedure

On the IBM 3745 Communication Controller, selective scanning (for low-speed
scanning) scans only line interface couplers (LICs) with active lines. This selective
scanning allows different configurations of active lines so long as the configuration
does not exceed the recommended LIC weight. The following symptoms indicate
an IBM 3745 selective scanning problem:

» Multtiple lines are failing.
¢ Traffic is slow on all lines linked to the scanner.

If you experience selective scanning problems with an IBM 3745, follow the proce-
dure in Figure 6 on page 47 before calling the IBM Support Center.
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Figure 6. Overview of the IBM 3745 Communication Controller Selective Scanner Error Diagnostic Procedure
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Step 1. Check the LIC Weight

Selective scanning (for low-speed scanners) allows only the LICs with active lines
to be scanned. Different configurations of active lines are allowed as long as the
given configuration does not exceed the recommended LIC weight.

If the configuration does exceed the recommended LIC weight, reconfigure the
NCP generation definition. Otherwise, go to “Step 2. Check Configuration
Changes.”

Step 2. Check Configuration Changes

Check the scanners for configuration changes.

If configuration changes have been made, go to “Step 4. Deactivate Current
Configuration” ;, otherwise, go to “Step 3. Follow Hardware Problem Determination
Procedures.”

Step 3. Follow Hardware Problem Determination Procedures
If problems still occur, follow normal hardware problem determination procedures
for your scanner.

Step 4. Deactivate Current Configuration
Deactivate the current configuration before a new configuration is activated. Go to
“Step 5. Use Forced Deactivation.”

Step 5. Use Forced Deactivation

Use forced deactivation to ensure that any lines that had errors before the config-
uration change are brought down. Force deactivation even if the lines with errors
may appear inactive to the host.

Failure to take the actions mentioned in “Step 4. Deactivate Current Configuration”
and “Step 5. Use Forced Deactivation” can result in an insufficient scan rate for the
lines. An insufficient scan rate can cause a variety of problems, such as link proce-
dure failures (negative response to activate link) or the generation of box event
records (BERs). Go to “Step 6. Check SCOPE=ALL Activations.”

Step 6. Check SCOPE=ALL Activations

If SCOPE=ALL activations for scanners are over-configured, reconfigure your lines
so that the scanners are no longer over-configured or do not activate the lines
using SCOPE=ALL, otherwise, go to “Step 7. Check Configuration Changes with
EP lines.”

SCOPE=ALL activates all defined lines, which causes the LIC weight to be
exceeded.
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Step 7. Check Configuration Changes with EP lines

If any configuration changes have been made for scanners with EP lines attached,
you must issue the VARY OFFLINE command for all emulation subchannels
(ESCs) before you can issue any of the VARY ONLINE commands for the new
configuration.

Go to “Step 8. Check if Problem Recurs.”

Step 8. Check if Problem Recurs
If the problem recurs, go to “Step 3. Follow Hardware Problem Determination
Procedures” ;, otherwise, the problem has been resolved.

Controller Alert Error Procedure

The host console receives communication controller alerts about hardware and soft-
ware problems. If you have the NetView program installed in your system, these
alerts appear on the NetView Alert Dynamic screen; however, if you do not have
the NetView program, they appear as alarms on the MOSS console. For more
information on capturing alerts flowing between NCP and VTAM without the
NetView program, see the “Buffer Trace Capture of NMVTs” section in the NCP,
SSP, and EP Trace Analysis Handbook

The following symptoms indicate a communication controller alert problem:
* Alarm is generated at the MOSS console.

o Alert is generated at host console (the NetView program).

See the NCP and EP Reference Summary and Data Areas, Volume 2 for detailed
alert information.

Documentation Checklist

If the problem results in a communication controller alert, use the procedure in
Figure 7 on page 50 to diagnose the problem. During the diagnostic procedure,
you may need to collect the following documentation:

» BER printout
» Communication scanner processor (CSP) dump.
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Figure 7. Overview of the Communication Controller Alert Error Diagnostic Procedure

Step 1. Does Information Appear on Your MOSS Console
Alerts report internal hardware and software events to the host access method.
These alerts, except for MOSS UNAVAILABLE and CONSOLE UNAVAILABLE
alerts, are related to communication controller alarms that the MOSS console
reports. If an alarm is generated at your MOSS console, go to “Step 2. Get PD
Information on Communication Controller” ; otherwise, go to “Step 3. Check if

NetView Program is Installed.”

50 NCP, SSP, EP Diagnosis Guide
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Step 2. Get PD Information on Communication Controller
Find problem determination actions for these alarms in the operating guide or in the
problem determination book for your communication controller.

Step 3. Check if NetView Program is Installed

If you have the NetView program installed on your system, go to “Step 4. Get
NetView Program Information” ; otherwise, go to “Step 5. Need BER Listing for
Alerts or Alarms.”

Step 4. Get NetView Program Information

If you think the alert is related to NTRI, use the hardware monitor component of the
NetView program to display informational screens about the alerts. For information
on the network management vector transport (NMVT) data areas and alerts, see
Systems Network Architecture Formats.

See the NCP and EP Reference Summary and Data Areas, Volume 2 for detailed
alert information.

Step 5. Need BER Listing for Alerts or Alarms

In addition to the information listed in the operating guide or problem determination
book, gather a listing of the BER file from MOSS for all alerts or alarms, including
those for the CSP.

Step 6. Report Problem
Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center.

Documentation Error Procedure

An NCP, SSP, or EP documentation problem is caused by incorrect, missing, or
ambiguously stated information in an NCP, SSP, or EP book. The following symp-
toms indicate a documentation problem:

» Book contains wrong or ambiguous information.
* Book is missing information.

+ Books contradict each other.

* NCP does not operate as described in a book.

Report a documentation error to your IBM Support Center representative only if it
seriously interferes with program operation. For any other comments or sug-
gestions on content, use the reader's comment form in the back of each book.

Documentation Checklist
If the problem results from a documentation error, use the procedure in Figure 8 on
page 52 to diagnose the problem. During the diagnostic procedure, you may need
to collect the following information:

¢ Publication that contains the error
¢ Location of the error in the publication
» Description of the problem that the error caused.
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Figure 8. Overview of the Documentation Error Diagnostic Procedure

Step 1. What is Book's Order Number and dash level

Find the order number and dash level of the book that contains the documentation
error. This information appears on the front cover and title page of a book in the
following form:

XXXX=XXXX=-Nn

where 0000 is the order number and nn is the dash level.

Step 2. Location of Error
The exact location of the error in the book is needed.

Step 3. Describe Problem the Documentation Error Caused
Located at the back of every IBM book is a reader's comments form. Use this form
to describe any technical or editorial errors you found in the book, and return it to
the IBM address listed on the back of the form (business reply postage is paid by
IBM).
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Step 4. Report Problem
Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center.

NCP Generation Error Procedure

Generation problems occur during NCP generation using the NCP/EP definition
facility (NDF), which is part of SSP. NDF runs in the host processor and provides
error messages when problems are encountered. See Chapter 12 for a description
of the NDF error messages and diagnostic facilities.

The following symptom indicates an NCP generation problem: Abnormal condition
occurs during NCP generation.

Documentation Checklist
If your system experiences NCP generation problems, use the procedure in

Figure 9 on page 54 to diagnose the problem. During the diagnostic procedure,
you may need to collect the following documentation:

Description of the operation you were performing
Description of the results expected

Description of the results received

An input source listing

NCP dump and abend information

SYSLIST generation listing (VSE)

NDF Summary Report (Print DD).

[ ] [ ] L ] L ] [ ] [ ] L ]
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Figure 9. Overview of the NCP Generation Error Diagnostic Procedure
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Step 1. Gather Information
Gather information on the operation you were performing, the results you expected,
and the results you received.

You can get most of this information from your input source listing.

Step 2. Check Type of Error
1. If the problem is an NCP generation error, go to “Step 5. Get Output Listings”

otherwise, continue.

2. If the error was detected by the system, go to “Step 3. Correct Error”’ ; other-
wise, continue.

3. If the error is an abend in the generation program, go to “Step 4. Collect
Abend Information From Abend Dump” ; otherwise, go to “Step 11. Report
Problem.”

Step 3. Correct Error
Correct the system error and retry the generation. Go to “Step 10. Check if

Problem Recurs.”

Step 4. Collect Abend Information From Abend Dump
The information you need to describe abend problems are:

* Program status word (PSW)
 Failing module and maintenance level of that module
» Failing instruction and offset of that instruction.

In addition to finding this information, you should check the following:

* The NDF output listing for any diagnostic messages issued by the NCP gener-
ation program

* The job-output-for-system messages that provide additional information.

Once you have collected the abend information, go to “Step 11. Report Problem.’

Step 5. Get Output Listings
Get the following output listings:

* SYSLIST generation listing (VSE)

o NDF Summary Report (Print DD); in this report, find the listing for the failed
step:

— SYSPRINT for NDF
— TBL1LIST for table 1 assembly
— TBL2LIST for table 2 assembly

¢ MVS and VM link-edit listing.

Step 6. Check Errors

Use the output listing to determine where the error occurred.

1. If the error is in the NDF execution, go to “Step 7. Correct Generation Errors”
otherwise, continue.
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2. If the error is in the assembly execution, go to “Step 8. Check if Correct Macro
Library is Used” ; otherwise, continue.

3. If the error is in the link-edit execution, go to “Step 9. Use Correct Macro and
Obiject Libraries” ; otherwise, go to “Step 11. Report Problem.”

Step 7. Correct Generation Errors

NCP generation step errors are normally straightforward and involve correcting con-
flicts in the generation input. For more information, see NCP, SSP, and EP Mes-
sages and Codes.

Goto “Step 10. Check if Problem Recurs.”

Step 8. Check if Correct Macro Library is Used

Many assembly errors are caused by a mismatch between the version coded and
the level of macros used. Ensure the version coded matches your library. Also,
check the following:

* The MODEL, TYPGEN, and TYPSYS keywords on the BUILD definition state-
ment. Incorrect coding of these keywords can cause assembly errors.

* Maintenance mismatches between NCP and SSP. Any mismatch can cause
assembly errors. If you have the error message and the macro it is issued in,
you can search the RETAIN database to help you identify the mismatch.

If the correct macro library is used, go to “Step 11. Report Problem” ; otherwise,
goto “Step 9. Use Correct Macro and Object Libraries.”

Step 9. Use Correct Macro and Object Libraries
Collect link-edit messages. Link-edit errors can occur because:

» The wrong object code libraries were used for link edit

* Mismatches have occurred in NCP and SSP maintenance. [f you have the
error message and the macro it was issued in, you can search the RETAIN
database to help you identify the mismatch.

Correct the macro libraries specified and retry the generation.

Go to “Step 10. Check if Problem Recurs.”

Step 10. Check if Problem Recurs
If the problem recurs, go to “Step 11. Report Problem” ; otherwise, the problem
has been resolved.

Step 11. Report Problem

Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center.

56 NCP, sSSP, EP Diagnosis Guide LY43-0033-01 © Copyright IBM Corp. 1983, 1994



“Restricted Materials of IBM” Hung Session or Resource Procedure
Licensed Materials — Property of IBM

Hung Session or Hung Resource Procedure

A hung session occurs when traffic between the application program and the ter-
minal stops and does not resume. The following symptoms indicate a hung
session or resource:

» Busy condition occurs at a user terminal.

» Pacing is withheld by NCP.

» Traffic between an application program and a terminal stops.
¢ Virtual routes on a transmission group are held.

Virtual route pacing response does not occur.

A hung session is different from a hung resource. During a hung session,
resources can be deactivated; whereas a hung resource does not respond to any
command.

Apply the hung session or hung resource diagnostic procedure to any of the fol-
lowing resources:

e Aline ora link

A physical unit

A logical unit

A cluster controller
A terminal.

The usual symptom of a hung session or resource is a complaint from a user who
cannot get a response from a terminal or has a busy condition that has lasted
abnormally long. Many times, you can alleviate a hung session or resource by
issuing a DEACTIVATE, FORCE command to the line that contains the hung
resource or session. This command forces VTAM and NCP to clean up all ses-
sions using resources on this line. Usually, after the DEACTIVATE, FORCE com-
pletes its function, the devices on the line can be reactivated and sessions
reestablished.

If the problem recurs after you issue the DEACTIVATE, FORCE command, or if
you do not wish to issue DEACTIVATE, FORCE, use the following procedure to
isolate the cause of your hung condition.

This diagnostic procedure provides you with some areas to investigate. If you still
cannot resolve the problem, you will have at least eliminated many of the possible
causes of the problem.

Documentation Checklist

If your system experiences a hung session or resource, use the procedure in
Figure 10 on page 58 to diagnose the problem. During the diagnostic procedure,
you may need to collect the following documentation:

Access method trace

Channel adapter IOH trace

Channel control word (CCW) trace
Connectivity subsystem line trace
CRP reports

GPT

¢ Line trace (level 2 and level 3) for EP
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e NCP line trace

¢ PIU trace

s SIT

* Snap trace

¢ TIC internal trace
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¢ VTAM buffer trace or TCAM PIU trace
¢ VTAM I/O trace or TCAM channel I/O interrupt trace.

Diagnostic Procedure
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Figure 10 (Part 2 of 2). Overview of the Hung Session or Hung Resource Diagnostic Procedure
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Step 1. Is Resource an LU
Use VTAM to display the status of the application.

Step 2. Find Status of Hung Line and Resources
Display the status of the hung line and devices. For information on displaying
status, see VTAM Operation.

Step 3. Are Resources Active
If all the resources are active, go to “Step 5. Get VR Status and Buffer Pool
Information” ; otherwise, go to “Step 4. Cleanup Procedure Occurred.”

Step 4. Cieanup Procedure Occurred

The NCP and access method program cleanup procedure occurred. All the
resources were active at one time, or the session could not have started. When a
resource becomes inoperative, NCP and the access method initiate automatic
cleanup procedures that take the session down. Because the session is hung,
these procedures did not work.

Goto “Step 11. Can Problem be Re-created.”

Step 5. Get VR Status and Buffer Pool Information

If the resources are active and the session is still hung, you may have a virtual
route or buffer shortage problem. To determine this shortage, you need virtual
route status and buffer pool information. To get this information, see “Obtaining
Network Flow Control Information” on page 115; then go to “Step 6. Check if NCP
is in Slowdown.”

Step 6. Check if NCP is in Slowdown

If NCP is in slowdown, go to “Step 21. Check if NCP Recovers” ; otherwise, go to
“Step 7. Are Virtual Routes Blocked.”

Step 7. Are Virtual Routes Blocked
Directions for finding information on virtual routes can be found in “Obtaining
Network Flow Control Information” on page 115.

1. Find the virtual routes for all sessions having problems.

2. Find the physical paths taken by these virtual routes. Answer each of the fol-
lowing questions:

¢ Do all affected sessions reside within the same network?

Do all affected sessions use the same virtual route in any network?

Do all affected sessions traverse the same network?

Do all affected sessions use the same gateway NCP?

Do all affected sessions share the same virtual route end point?
* Do all affected sessions use the same transmission priority?

3. Determine which sessions are hung.

4. Determine which sessions are experiencing slow response time.

See “Interpreting Blocked VR Alerts” on page 130 for an example of a blocked VR
alert message received on NetView.
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If virtual routes are blocked, go to “Step 8. See Procedure B in the " ; otherwise,
go to “Step 9. Check if IP Datagrams are Discarded.”

Step 8. See Procedure B in the
“Network Flow Control Error Procedure”

See “Procedure B: Hung Session and Resources for SNA (NCP V4R3.1, V5R3
(VSE), V5R4 and Later)” on page 68 for detailed instructions on diagnosing prob-
lems with virtual routes.

Step 9. Check if IP Datagrams are Discarded
This section applies to NCP V6R1 and later.

If an excessive number of IP datagrams is being lost, the problem could be that
either:

¢ The Internet line is congested. ‘
s |IP datagrams are coming in faster than NCP allows.

To determine if NCP is causing IP datagrams to be lost, locate the Internet flow
control information in NCP storage. For information on locating these control vari-
ables, see “Obtaining Network Flow Control Information” on page 115.

If IP datagrams are discarded, go to “Step 10. Adjust IPPOOL and IPRATE" ; oth-
erwise, go to “Step 11. Can Problem be Re-created.”

Step 10. Adjust IPPOOL and IPRATE
This section applies to NCP V6R1 and later.

The IPPOOL and IPRATE values in your NCP generation definition limit the IP
datagram traffic arriving over the token-ring or Ethernet-type LAN. If NCP is dis-
carding IP datagrams because the value coded for IPPOOL is being exceeded,
increase the IPPOOL keyword value on the BUILD definition statement. Increasing
this value allows more Internet Protocol traffic; however, be careful not to increase
it too much since this could cause Internet Protocol traffic to monopolize the NCP
buffer pool.

If NCP is discarding IP datagrams because the rate at which datagrams are being
passed over the token-ring or Ethernet-type LAN is greater than the value specified
for the IPRATE keyword on the BUILD definition statement, you can also increase
this value. Again, be careful not to receive IP datagrams too quickly. You can omit
the IPRATE keyword, but then NCP will depend only on the IPPOOL value when
restricting Internet Protocol traffic.

See NCP, SSP, and EP Resource Definition Guide and NCP, SSP, and EP
Resource Definition Reference for more information on coding the IPPOOL and
IPRATE keywords.
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Step 11. Can Problem be Re-created
If the problem can be re-created, go to “Step 13. Start Traces” ; otherwise, go to
“Step 12. Dump NCP and Access Method.”

Step 12. Dump NCP and Access Method

Dump the following:

¢ The NCP that owns the failing resource. For information on how to do this, see
the following:

— For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS" and
Chapter 11, “Using SSP CLISTs in MVS.”

or VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”

WHIQLTI IR P ovavi.

— For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”

NCP V6R2 and Later: You can also use a maintenance and operator sub-
system extended (MOSS-E) function to transfer NCP dumps to the host. For
more information, see the MOSS-E online help.

* The access method that communicates between the host application program
and the failing resource. For information on dumping VTAM, see VTAM Diag-
nosis. For TCAM, see TCAM Diagnosis Guide.

Go to “Step 19. Attempt to Find Cause of Hung Condition.”

Step 13. Start Traces

From the following list, select the traces applicable to your network and access
method: For trace start and stop procedures see the applicable trace information in
the NCP, SSP, and EP Trace Analysis Handbook.

» Generalized PIU trace (GPT): Run the trace for NCP that has the problem.

+ VTAM buffer trace or the TCAM PIU trace: Run trace for failing physical or
logical unit. Start the trace from the specific node the physical unit or logical
unit communicates with.

To see the NMVT alerts generated by NCP, trace the SSCP-PU session. For
more information on the blocked virtual route alert function, see NCP and EP
Reference.

See the NCP and EP Reference Summary and Data Areas, Volume 2 for
detailed alert information.

¢ VTAM I/O trace or TCAM channel I/O interrupt trace.
e Channel adapter IOH trace: If it is not already running.
¢ NCP line trace.

If you activate an NCP line trace against a line attached to NTRI, the data is
returned from a NTRI line trace and an IOH trace, instead of from an NCP line
trace.

e EP line

* NCP V6R2 and Later: Connectivity subsystem line trace. For information on
starting this trace, see the MOSS-E user guidance available online.
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« Scanner interface trace (SIT): For the IBM 3720, 3725, or 3745 Communication
Controllers.

If you activate SIT against an address in an IBM 3720, 3725, or 3745 Commu-
nication Controller that has a TIC installed at that address rather than an IBM
3725 scanner, the data is returned from a TIC internal trace instead of from
SIT.

* Transmission group trace

Start this trace only if the NCP that owns the devices is not channel-attached to
the application host and if you suspect that session data may not be crossing
the subarea links between the NCPs.

* Snap trace, see “NTRI Snap Trace” on page 162.

Step 14. Re-create Problem
Attempt to re-create the problem.

Step 15. Does the Problem Recur
If problem recurs, go to “Step 16. Stop Traces” ; otherwise, wait until problem
recurs, and then go to “Step 16. Stop Traces.”

Step 16. Stop Traces

When the failure recurs, stop the traces that are running. For information on stop-
ping traces, see the references given in “Step 13. Start Traces” and choose the
correct option to stop each trace.

Step 17. Use ACF/TAP to Format Traces

Use ACF/TAP to format and interpret traces. To find out which reports to format for
each of the trace data sets, see “Using Trace Reports to Gather Information” on
page 17. For information on using the ACF/TAP program, see the NCP, SSP, and
EP Trace Analysis Handbook. The channel adapter IOH trace prints in the NCP
dump.

Step 18. Dump NCP and Access Method

Dump the following:

+ The NCP that owns the failing resource. For information on how to do this, see
the following:

— For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS” and
Chapter 11, “Using SSP CLISTs in MVS.”

— For VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”
— For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”

NCP V6R2 and Later: You can also use a maintenance and operator sub-
system extended (MOSS-E) function to transfer NCP dumps to the host. For
more information, see the MOSS-E online help.

¢ The access method that communicates between the host application program
and the failing resource. For information on dumping VTAM, see VTAM Diag-
nosis. For TCAM, see TCAM Diagnosis Guide.
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Step 19. Attempt to Find Cause of Hung Condition
If you have the NetView program installed in your system, use NetView to find the
virtual route that is supporting the failing session.

You can also look at the NCP dump to find the probable cause of your hung condi-
tion. Determine whether the cause is a BSC or a start-stop line, cluster, or ter-
minal. For system network architecture (SNA), the resource may be an SDLC link,
physical unit, or logical unit. To determine this cause, look at your NCP generation
definition or the output of the CRP.

Obtain the element or network address from the reports printed by the CRP. The
device page report lists the name of the device and either its element address or its
network address. See Chapter 13 for information on CRP reports. If you cannot
find copies of these CRP reports, obtain the network or element address of the
failing resource from VTAM's resource definition table (RDT) control blocks.

Use a formatted dump of VTAM to find the resource definition table entry (RDTE)
control blocks. The first 8 bytes of RDTE contain the resource name. The element
address of the resource is at offset X'16' in RDTE. See VTAM Diagnosis for
instructions about dumping VTAM. For information on RDT, see VTAM Data
Areas. The network, subarea, and element addresses are located in the RPRE
data area (part of RDT).

To verify the bit settings of the status bytes, use NCP and EP Reference Summary
and Data Areas, Volume 1, to check control block fields. This is especially helpful
when the procedure does not tell you what to look for in a byte. Each step in the
procedure includes directions for finding the NCP required control blocks.

Go to “Step 20. Perform Diagnostic Procedure.”

Step 20. Perform Diagnostic Procedure
Choose the correct diagnostic procedure from the following list:

* NCP V4R1 (VSE) and NCP V4R2: If the hung resource is an SNA resource
(SDLC line, physical unit, or logical unit), use “Procedure A: Hung Session and
Resources for SNA (NCP V4R1(VSE), NCP V4R2)” on page 65.

* NCP V4R3.1, NCP V5R3 (VSE), NCP V5R4 and later If the hung resource is
an SNA resource (SDLC line, physical unit, logical unit, or scanner), use “Pro-
cedure B: Hung Session and Resources for SNA (NCP V4R3.1, V5R3 (VSE),
V5R4 and Later)” on page 68.

« |f the hung resource is a BSC or start-stop resource (line, cluster, or terminal),
use “Procedure C: Hung Session and Resources for BSC or Start-Stop Line
Control” on page 71.

To find all the notes cited in Procedures A, B, and C, see “Notes for Procedures A,
B, and C" on page 74.

Go to “Step 24. Has Problem Resolved.”
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Step 21. Check if NCP Recovers

When NCP is in slowdown, you may want to wait to see if NCP recovers on its
own. If NCP recovers, the problem has been resolved; otherwise, go to “Step
22. Dump NCP””

Step 22. Dump NCP
Since NCP did not recover, dump the NCP that owns the failing resource. For
information on how to do this, see the following:

* For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS” and
Chapter 11, “Using SSP CLISTs in MVS.”

* For VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”
» For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”

NCP V6R2 and Later: You can also use a maintenance and operator subsystem
extended (MOSS-E) function to transfer NCP dumps to the host. For more infor-
mation, see the MOSS-E online help.

Step 23. Check for Buffer Shortage State

See “Checking NCP Buffer Shortage States” on page 139 under the heading
“Obtaining Network Flow Control Information™ for instructions on obtaining buffer
shortage state information. You may then be able to modify your NCP generation
definition to alleviate the problem. See NCP, SSP, and EP Resource Definition
Guide and NCP, SSP, and EP Resource Definition Reference for more information
on using NCP buffer management keywords.

Go to “Step 24. Has Problem Resolved.”

Step 24. Has Problem Resolved

If the problem cannot be resolved, collect all the information gathered during the
diagnostic procedure and report the problem to the IBM Support Center. Other-
wise, the problem has been resolved.

Procedure A: Hung Session and Resources for SNA (NCP
V4R1(VSE), NCP V4R2)

The following list directs you to the proper step:

» If your hung device is a logical unit, go to “Step 1.”

« If your hung device is a physical unit, go to “Step 2.”
« [f your hung device is a line, go to “Step 3.”

e If your hung device is a scanner, go to “Step 4.”
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Step 1: Do other logical units connected to the same physical unit as the failing
logical unit work?

YES NO
Check other possible problems: Go to “Step 2.7

e Task is not in ready state.
(LUB + X'0C'or X'28"' contains B'...1 ....")

o BATCH=YES specified on the LU definition state-
ment
(LUB + X'10'or X'2C' contains B'000. ....")

¢ Awaiting pacing response from logical unit.
(LUB + X'48' contains B'.... 1...%)

¢ Pending ACTLU/DEACTLU/BIND/UNBIND.
(See Note 4 on page 74.)

 Virtual route congested. (See Note 1 on page
74.)

Find a logical unit control block (LUB) with the network address (printed in
hexadecimal beside it) that matches the network address of the failing logical unit.
This LUB is in the formatted section of the NCP dump. The code that follows this
LUB is the contents of the control block. The offsets in the chart are in
hexadecimal and are determined from the beginning of the control block.

To find the virtual route control block (VRB) for a logical unit, look in the resource
connection block (RCB) for the virtual route vector table (VVT) index. Find the
RCB formatted after the LUB. The VVT index is at RCB + X'16'. Use this number
to index the VVT formatted near the end of the formatted section of the dump. The
indexed field should contain the address of the VRB that matches one of the VRBs
formatted after the VVT.

The physical unit control block for your logical unit is a common physical unit block
(CUB), and it is formatted before the LUB. You will need this information if you go
to “Step 2"

Step 2: Do other physical units on the link work?

YES NO
Check other possible problems: Go to “Step 3.7

» Pending contact or discontact, ACTPU or
DEACTPU. (See Note 3 on page 74.)

¢ Not responding or sending bad data.
RETRIES, TEXTTO or REPLYTO set high.
(See Note 2 on page 74 and Note 7 on page 75.)

* Responding with receive-not-ready (RNR). (See
Note 3 on page 74.)

¢ Virtual route congested. (See Note 1 on page 74.)

Find a CUB with the network address (printed in hexadecimal beside it) that
matches the network address of the failing physical unit. This CUB is in the for-
matted section of the NCP dump. The code that follows this CUB is the control
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block contents. The offsets in the chart are in hexadecimal and are determined
from the beginning of the control block.

To find the VRB for a physical unit, look in the RCB for the VVT index. Find the
RCB formatted after the CUB. The VVT index is at RCB + X'16'. Use this
number to index the VVT formatted near the end of the formatted section of the
dump. The indexed field should contain the address of the VRB that matches one
of the VRBs formatted after the VVT.

Two control blocks relating to the line precede the CUB: the line group table (LGT)

and ACB.

Step 3: Do other links on the scanner work or do the same types of resources
work?

YES NO

Check other possible problems: Go to “Step 4.”

+ Virtual route congested. (See Note 1 on page 74.)

+ RETRIES, TEXTTO/REPLYTO set too high or
none specified. (See Note 2 on page 74 and
Note 7 on page 75.)

¢ Line status (ACB + X'04' or X'38' or X'3A").

Find a link control block (LKB) with the network address (printed in hexadecimal
beside it) that matches the network address of the failing link. This is in the for-
matted section of the NCP dump. The code that follows this LKB is the control
block contents. The offsets given in the chart are in hexadecimal and are deter-
mined from the beginning of the control block.

No particular VRB is associated with the line because lines do not have sessions.
To check for virtual route congestion, find the VRBs for the logical units on this line.

To find the VRB for a logical unit, look in the RCB for the VVT index. Find the
RCB that is formatted after the LUB. The VVT index is at RCB + X'16'. Use this
number to index the VVT formatted near the end of the formatted section of the
dump. The indexed field should contain the address of the VRB that matches one
of the VRBs formatted after the VVT.

Two control blocks relating to the line follow LKB: LGT and ACB.
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Step 4: Do other scanners on the communication controller work? If only one
scanner is attached, the problem may be listed in either column.

YES NO
Check other possible problems: Branch as follows:

o Scanner disabled: ¢ NCP abended. See “NCP or
(IBM 3725 and 3720) L1B + X'74'= pointer to EP Abend Procedure” on
AST. AST + X'10' is nonzero. page 25.

* (IBM 3725 and 3720) BER type 11XX. * NCP is in slowdown. See

“Network Flow Control Error
Procedure” on page 115.

e NCPisin aloop. See “NCP
or EP Loop Error Procedure”
on page 91.

* Generation errors (check the generation output for
error messages)

* NCP has gone through auto
network shutdown (ANS).
Contact your network oper-
ator about your network's
status.

For information on BER codes, see Operator's Guide or Problem Determination and
Extended Services for your controller.

If vou have not resolved the problem, you should now have enough documentation
and information on the problem to call the IBM Support Center.

Procedure B: Hung Session and Resources for SNA (NCP
V4R3.1, V5R3 (VSE), V5R4 and Later)

The following list directs you to the proper step:

« If your hung device is a logical unit, go to “Step 1.”

* If your hung device is a physical unit, go to “Step 2.”
» If your hung device is a line, go to “Step 3.”

« If your hung device is a scanner, go to “Step 4.”

Step 1: Do other logical units connected to the same physical unit as the failing
logical unit work?

YES NO
Check other possible problems: Go to “Step 2.”

e Task is not in ready state.
(BSB + X'0C' contains B'...1 ....")

 REX is in batch mode.
(BXI + X'3D"* contains B'.... 1...")

¢ REX held for REX transmit pace.
(BXI + X'3C" contains B'.1.. ....")

* Pending ACTLU or DEACTLU, BIND or UNBIND.
(See Note 4 on page 74.)

* Virtual route congested. (See Note 1 on page 74.)

if you are using SSP CLISTs, use IFWINAU to display the control blocks. Enter the
network address for a logical unit to display the control blocks for Steps 1, 2, and 3.
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Find a logical unit address control block (LRB) with the network address (printed in
hexadecimal beside it) that matches the network address of the failing logical unit.
This is in the formatted section of the NCP dump. Following this LRB are several
other formatted control blocks. Among these control blocks are a boundary session
block (BSB) and a boundary session block extension (BXI) control block for each
session in which this logical unit is involved. To find the correct BSB and BXls,
look in each BXI for the name of this logical unit's session partner. The code that
follows the BSB and BXI is the control block contents. The offsets in the chart are
in hexadecimal and are determined from the beginning of the control block.

To find the VRB for the logical unit, look in RCB for the VVT index. The RCB is
formatted above the BXl. The VVT index is at RCB + X'18'. Use this number to
index the VVT formatted near the end of the formatted section of the dump. The
indexed field should contain the address of the VRB that matches one of the VRBs
formatted after the VVT.

The physical unit control block for your logical unit is a CUB, and it is formatted
before the LUB. You will need this information in “Step 2.”

Step 2: Do other physical units on the link work

YES NO
Check other possible problems: Go to “Step 3.7

¢ Pending contact or discontact, ACTPU or
DEACTPU. (See Note 3 on page 74.)

« Not responding or sending bad data RETRIES,
TEXTTO or REPLYTO set high. (See Note 2 on
page 74 and Note 7 on page 75.)

* Responding with RNR. (See Note 3 on page 74.)
¢ Virtual route congested. (See Note 1 on page 74.)

If you are using SSP CLISTs, use IFWINAU to display the control blocks. Enter the
network address for a physical unit to display the control biocks for “Step 2” and
“Step 3.”

Find a CUB with the network address (printed in hexadecimal beside it) that
matches the network address of the failing physical unit. This CUB is in the for-
matted section of the NCP dump. The code that follows this CUB is the control
block contents. The offsets in the chart are in hexadecimal and are determined
from the beginning of the control block.

To find the VRB for the physical unit, look in the RCB for the VVT index. Find the
RCB that is formatted a few control blocks past the CUB. The VVT index is at
RCB + X'18'. Use this number to index into the VVT formatted near the end of
the formatted section of the dump. The indexed field should contain the address of
the VRB that matches one of the VRBs formatted after the VVT.

Two control blocks relating to the line precede CUB: LGT and ACB.
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Step 3: Do other links on the scanner work or do the same types of resources

work?
YES NO
Check other possible problems: Go to “Step 4.

¢ Virtual route congested. (See Note 1 on page 74.)

o RETRIES, TEXTTO or REPLYTO set too high or
none specified. (See Note 2 on page 74 and
Note 7 on page 75.)

¢ Line status (ACB + X'04'or X'38'or X'3A").

If you are using SSP CLISTs, use IFWINAU to display the control blocks. Enter the
network address for a link to display the control blocks for “Step 3.”

Find an LKB with the network address (printed in hexadecimal beside it) that
matches the network address of the failing link in the formatted section of the NCP
dump. The code that follows this LKB is the control block contents. The offsets
given in the chart are in hexadecimal and are determined from the beginning of the
control block.

No particular VRB is associated with a line because lines do not have sessions. To
check for virtual route congestion, find the VRB for one of the logical units on this
line.

To find the VRB for a logical unit, look in the RCB for the VVT index. Find the
RCB by searching the LUBs following this LKB for the name of the logical unit.
Following this LUB are BXIls. Find the BXI that contains the name of the session
partner of this logical unit. The control block above that BXI is the RCB. The VVT
index is at RCB + X'18'. Use this number to index into the VVT formatted near
the end of the formatted section of the dump. The indexed field should contain the
address of the VRB that matches one of the VRBs formatted after the VVT.

Two control blocks relating to the line follow LKB: LGT and ACB.
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Step 4: Do other scanners on the communication controller work? If only one
scanner is attached, the problem may be listed in either column.

YES NO
Check other possible problems: Branch as follows:
e Scanner disabled;1 ¢ NCP abended. See “NCP or
(3725 and 3720) L1B + X'74'= pointer to AST. EP Abend Procedure” on
AST + X'10' is nonzero. page 25.

(IBM 3745) XDA + X'40'= pointer to L1B.
L1B + X'70'= pointer to L1X.
L1X + X'00'= pointer to AlT.

AIT + X'10"' is nonzero.
* NCPisin a loop. See “NCP
* BER type 11XX.2 or EP Loop Error Procedure”
e Generation errors (check the generation output for on page 91.

error messages). « NCP has gone through ANS.
Contact your network oper-
ator about your network's
status.

1 You can use SSP CLISTs IFWICA and IFWIERP to display relevant control block informa-
tion.

¢ NCP is in slowdown. See
“Network Flow Control Error
Procedure” on page 115.

2 For information on BER codes, see Operator's Guide or Problem Determination and
Extended Services for your controller.

If you have not resolved the problem, you should now have enough documentation
and information on the problem to call the IBM Support Center.

Procedure C: Hung Session and Resources for BSC or
Start-Stop Line Control
The following list directs you to the proper step:

« |f your hung device is a terminal, go to “Step 1.”
« |f your hung device is a cluster, go to “Step 2.”
» |f your hung device is a line, go to “Step 3.”

Step 1: Do other terminals on the cluster controller work?

YES NO
Check other possible problems: Go to “Step 2.”

¢ Device error lock set. (See Note 5 on page 75.)
¢ Not in session. (See Note 5 on page 75.)

¢ Print in progress—printer only. (See Note 5 on
page 75.)

¢ Task is not in ready state.
(DVB + X'1C' contains B'...1 ....")

¢ No command pending—contact. (See Note 5 on
page 75.)

¢ Virtual route congested. (See Note 1 on page 74.)
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If you are using SSP CLISTs, use IFWINAU to display the control blocks. Enter the
network address for a terminal to display the control blocks for “Step 1,” “Step 2,”
and “Step 3.”

Find a device base control block (DVB) with the network address (printed in
hexadecimal beside it) that matches the network address of the failing terminal.
This DVB is in the formatted section of the NCP dump. The code that follows this
DVB is the control block contents. The offsets in the chart are in hexadecimal and
are determined from the beginning of the control block.

To find the VRB for the terminal, look in the RCB for the VVT index. Find the RCB
formatted after the DVB. For NCP V4R1 (VSE) and NCP V4R2, the VVT index is
iocated at RCB + X'16'. For NCP V4R3.1, NCP V5R3 (VSE), NCP V5R4 and
later, it is located at RCB + X'18'. Use this number to index the VVT formatted
near the end of the formatted section of the dump. The indexed field should
contain the address of the VRB that matches one of the VRBs formatted after the

VVT.

The cluster control block (CCB) for your terminal is also a DVB. To find the DVB
for the cluster, return to RDTE. Look up the cluster name to get the network
address of the cluster. (Information about RDTE can be found in Step 19 on
page 64.) The cluster's DVB is formatted before the terminal's DVB. You will need
this information in “Step 2.”

Step 2: Do other cluster controllers on the line work?

YES NO
Check other possible problems: Go to “Step 3.”

* No command pending (invite). (See Note 5 on
page 75.)

e Error lock set. (See Note 5 on page 75.)

e Task is not in ready state.
(DVB + X'1C* contains B'...1 ....")

» Virtual route congested. (See Note 1 on page 74.)

if you are using SSP CLISTs, use IFWINAU to display the control blocks. Enter the
network address for a cluster to display the control blocks for “Step 2” and “Step 3.”

Find a DVB with the network address (printed in hexadecimal beside it) that
matches the network address of the failing cluster. This DVB is in the formatted
section of the NCP dump. The code that follows this DVB is the control block con-
tents. The offsets in the chart are in hexadecimal and are determined from the
beginning of the control block.

To find the VRB for the cluster, look in the RCB for the VVT index. Find the RCB
formatted after the DVB. For NCP V4R1 (VSE) and NCP V4R2, the VVT index is
located at RCB + X'16'. For NCP V4R3.1, NCP V5R3 (VSE), NCP V5R4 and
later, it is located at RCB + X'18'. Use this number to index the VVT formatted
near the end of the formatted section of the dump. The indexed field should
contain the address of the VRB that matches one of the VRBs formatted after the
VVT.
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The line control block associated with the cluster is LCB, and it is formatted before
the cluster's DVB. You will need this information in “Step 3" on page 73.

Step 3: Do other lines on the scanner work?

YES NO

Check other possible problems: Go to Procedure A, “Step 4” on
page 68, for SNA.

¢ Transmit limit set high (See Note 6 on page 75.)
¢ Virtual route congested (See Note 1 on page 74.)

¢ Session limit set too high. (See Note 6 on page
75.)

¢ Line status.
(ACB + X'04'or X'38'or X'3A")

¢ RETRIES, TEXTO or REPLYTO set too high or
none specified. (See Note 7 on page 75 and
Note 8 on page 75.)

o Work scheduler idle. (LCB + X'3C' contains
B'...1...").

If you are using SSP CLISTs, use IFWINAU to display the control blocks. Enter the
network address for a line to display the control blocks for “Step 3.”

Find an LCB with the network address (printed in hexadecimal beside it) that
matches the network address of the failing line. This LCB is in the formatted
section of the NCP dump. The code that follows this LCB is the control block con-
tents. The offsets given in the chart are in hexadecimal and are determined from
the beginning of the control block.

No particular VRB is associated with a line because lines do not have sessions. To
check for virtual route congestion, find the VRB for one of the terminals on this line.

To find the VRB for the terminal, look in the RCB for the VVT index. Find the RCB
formatted after the DVB. For NCP V4R1 (VSE) and NCP V4R2, the VVT index is
located at RCB + X'16'. For NCP V4R3.1, NCP V5R3 (VSE), NCP V5R4 and
later, it is located at RCB + X'18'. Use this number to index into the VVT for-
matted near the end of the formatted section of the dump. The indexed field
should contain the address of the VRB that matches one of the VRBs formatted
after the VVT.

Two control blocks relating to the line follow LCB: LGT and ACB.

If you have not resolved the problem, you should now have enough information to
call the IBM Support Center.
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Notes for Procedures A, B, and C

Note 1

Note 2

Note 3

Note 4

74 NCP, SSP, EP Diagnosis Guide

VRB + X'14': Hold state (the host owes NCP a virtual route pacing
response):

+ The pacing response is withheld because the virtual route threshold
has been reached.

* The system is out of buffers.
VRB + X'54': Virtual route threshold limit
VRB + X'56': Virtual route threshold count
VRB + X'16': Buffers allocated from the BPOOL keyword for this virtual

VRB + X'1A': PlUs on the virtual route transmit queue for this virtual
route

V-pacing specified in VTAM too high for the application or not specified
ACB + X'4E': Retry limit (set by RETRIES=m)

CUB + X'40': Second-level retries (set by RETRIES=(,,n))

CUB + X'45': Second-level ERP time delay (set by RETRIES=(,t,))

Error recovery time RETRIES=(m,t,n) is equal to:
m x (REPLYTO + TEXTTO + ) x n

CUB + X'2E': Service-seeking and contact poll commands (2 bytes)
CUB + X'31': RNR received (device has a problem)

CUB + X'68': ACTPU/DEACTPU pending (device not responding or
response lost)

CUB + X'74': ACTPU/DEACTPU pending (NCP V4R2: Device not
responding or response lost)

CUB + X'75': ACTPU/DEACTPU pending (NCP V4R3.1, NCP V5R3
(VSE), NCP V5R4 and later: Device not responding or response lost)

NCP V4R1 (VSE) and NCP V4R2:

LUB + X'3E"': Processing ACTLU/DEACTLU (device not responding
or response lost)

LUB + X'40': Processing BIND/UNBIND (device not responding or
response lost)

LUB + X'48': Awaiting pacing from device (device not responding or
response lost)

NCP V4R3.1, NCP V5R3 (VSE), NCP V5R4 and later:

BSB + X'28': Processing ACTLU/DEACTLU (device not responding
or response lost for an system services control point (SSCP)-LU BSB)

BSB + X'28': Processing BIND/UNBIND (device not responding or
response lost for an LU-LU BSB)

BXI + X'3C': Awaiting pacing from device (device not responding or
response lost)
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Note 5 DVB + X'50': In session (DVBSTAT contains B'.... 1..."
DVB + X'4B': Print in progress (DVBSTAT2 contains B'..1. ....")
(Printer is printing or hardware error)

Note 6 DVB + X'5C': Transmission or block limit generated (number of blocks
NCP sends or receives from device before suspending the session)

LCB + X'76': Sessions allowed (should be equal to or greater than the
number of devices on line)

The number of devices are at LCB + X'7A' or LCB + X'72'

Note 7 LGT + X'08': REPLYTO=parm on the GROUP definition statement (the
time NCP waits in response to poll/text). Use the time value select table
(TVS) control block to determine the amount of time.

LGT + X'09': TEXTTO=parm on the GROUP definition statement (the
time NCP waits between text characters before retrying)

Note 8 ACB + X'4E': Retry limit (set by RETRIES=m)
LCB + X'4E': Second-level retries (set by RETRIES=(,,n))
LCB + X'50': Second-level ERP time delay (set by RETRIES=(,1,))

Error recovery time RETRIES=(m,t,n) is equal to:
m x (REPLYTO + f) x n.

Link Problem Determination Aid Error Procedure

Link problem determination aid (LPDA) tests are broadly classified into two groups,
solicited (performed by the host) and unsolicited (performed by NCP). The fol-
lowing symptoms indicate an LPDA problem:

« Invalid response to an LPDA test occurs.

» LPDA unsolicited test error occurs.

» Negative response to an LPDA test occurs.
+ No response to an LPDA test.

For solicited LPDA tests, the host operator requests tests for 386x and 586x
modems using the NetView program. For solicited LPDA-1, the host sends a
request for maintenance statistics (REQMS) from NCP. If NCP can accept the
request, NCP responds positively to the REQMS. NCP then requests the modem
to run the test. NCP packages and returns the test results in a record formatted
maintenance statistics (RECFMS) PIU.

For unsolicited LPDA tests, NCP performs a test whenever NCP builds a RECMS
PIU on a line that supports LPDA. NCP builds a RECMS to record line or station
errors or to indicate a station counter overflow.

The basic concept for LPDA-2 is the same as for LPDA-1 except that NMVT PlUs
are used instead of the REQMS/RECFMS mechanism. When the host operator
request a solicited or NCP requests a unsolicited LPDA-2 test for the first segment
of an LPDA data multiplex mode (DMPX) non-port-A line, the LPDA test is issued
on the line connected to port A of the same modem.
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NCP V5R4 and later:

1.

You can code LPDATS=LPDA2 for a line and run LPDA-2 tests for the primary
(MODE=PRI) or secondary (MODE=SEC) side of a subarea link. However,
multiple errors may result if you initiate an LPDA-2 test from both sides of a
subarea link at the same time. You can prevent these errors by coding
LPDATS=LPDA-2 on either the primary or the secondary side of a subarea link,
but not on both sides at the same time. NCP does not test for this error condi-
tion.

. When you run LPDA-2 tests from the secondary side, first issue a SET LINK

ATTRIBUTES command to the primary side of the link to stop its tests (if they
are currently permitted); then issue a SET LINK ATTRIBUTES command to the
secondary side of the subarea link to allow the tests.

. To originate LPDA-2 tests from either the primary or secondary side of a link,

you must configure the modem that is local to that side as primary.

Because NTRI lines are physically attached to communication controllers, the fol-
lowing traces are not supported for LPDA:

NTRI line trace
IOH trace
TIC internal trace.

For more information on LPDA, see NetView Problem Determination and Diagnosis.

The following sections list symptoms and responses for both the solicited and unso-
licited test failures.

Documentation Checklist
If the problem results in an LPDA solicited test error, use the procedure shown in
Figure 11 on page 78. If the problem results in an LPDA unsolicited test error, use
the procedure shown in Figure 12 on page 82. In either case, you may need to
collect the following documentation:

Access method dump
NCP line trace

NCP dump

SIT

VTAM buffer trace.
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LPDA Solicited Test Error Diagnostic Procedure
There are three types of responses you can receive from an LPDA request:

* No response to the test request.

This occurs when the NetView program's hardware monitor receives neither a
positive nor a negative response to its test request. The problem appears as a
hung NetView program console. If you do not receive a response to the test
request, start at “Step 1. Start VTAM Buffer Trace” on page 79 to guide you
through the LPDA solicited test error diagnostic procedure.

+ Negative response to the test request.

The NetView program's hardware monitor presents the negative response and
its meaning on the NetView program's console. A negative response can
appear as either a FUNCTION NOT SUPPORTED message or as an intermit-
tent message, such as RESOURCE NOT AVAILABLE or FUNCTION ACTIVE.
If you receive a test request that is negative, start at “Step 8. Receive FUNC-
TION NOT SUPPORTED Message?” on page 79 to guide you through the
LPDA solicited test error diagnostic procedure.

¢ Test results received are invalid.

This response occurs when there is a positive response to the test request, but
the test results have a problem. This could be a problem with NCP or the
communication facility. The NetView program's hardware monitor presents one
of three statuses if there is a problem:

— Test not executed
— Bad data received
— No data received.

If you receive test results that are invalid, start at “Step 16. Start Traces” on
page 80 to guide you through the LPDA solicited test error diagnostic proce-
dure.
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Step 1. Start VTAM Buffer Trace

Start the VTAM buffer trace from the specific node that the physical unit or logical
unit communicates with. For information about running this trace, see “Starting and
Stopping the VTAM Buffer Trace” in the NCP, SSP, and EP Trace Analysis Hand-
book.

Step 2. Rerun LPDA Test
Rerun the LPDA test.

Step 3. Stop VTAM Buffer Trace

When the failure recurs, stop the trace that is running.

Step 4. Format VTAM Buffer Trace with ACF/TAP

Use ACF/TAP to format the VTAM buffer trace. To find out which reports to format
for this trace data set, see “Using Trace Reports to Gather Information” on

page 17. For information on using ACF/TAP, see the NCP, SSP, and EP Trace
Analysis Handbook.

Step 5. Re-create Problem?
If the problem can be re-created, go to “Step 6. Dump NCP” ; otherwise, go to
“Step 7. Report Problem.”

Step 6. Dump NCP
Dump the NCP that did not return an LPDA response. For information on dumping
NCP, see the following:

* For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS” and
Chapter 11, “Using SSP CLISTs in MVS.”

¢ For VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”
» For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”
NCP V6R2 and Later: You can also use a maintenance and operator subsystem

extended (MOSS-E) function to transfer NCP dumps to the host. For more infor-
mation, see the MOSS-E online help.

Step 7. Report Problem
Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center.

Step 8. Receive FUNCTION NOT SUPPORTED Message?
A FUNCTION NOT SUPPORTED message could indicate:

¢ The line has not been generated with LPDA support (LPDATS keyword on the
LINE definition statement).

+ LPDA=BLOCK has been specified for a physical unit on the line.

If you received a FUNCTION NOT SUPPORTED message, go to “Step 9. Check
LPDA Line Support Definitions” ; otherwise, go to “Step 12. Intermittent Negative
Response.”
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Step 9. Check LPDA Line Support Definitions

Check the LPDA line support definitions. See NCP, SSP, and EP Resource Defi-
nition Reference for an explanation of how to define LPDA support for a line and
the LPDA keyword on the PU definition statement. To verify these items, check the
output of your generation definition.

If the LPDA line support definitions are correct, go to “Step 1. Start VTAM Buffer
Trace” ; otherwise, go to “Step 10. Correct LPDA Definitions.”

Step 10. Correct LPDA Definitions
Correct LPDA line support definitions, regenerate and reload, and rerun the test.

Step 11. Check if Problem Recurs
If the problem recurs, go to “Step 1. Start VTAM Buffer Trace” ; otherwise, the
problem has been resolved.

Step 12. Intermittent Negative Response

If the reason for the negative response appears to be intermittent, such as
RESOURCE NOT AVAILABLE or FUNCTION ACTIVE messages, go to “Step

13. Start VTAM Buffer Trace” ; otherwise, go to “Step 1. Start VTAM Buffer Trace.”

Step 13. Start VTAM Buffer Trace
Start the VTAM buffer trace from the specific node that the physical unit or logicai
unit communicates with.

Step 14. Rerun LPDA Test
Rerun the LPDA test.

You are attempting to recreate an intermittent problem. Continue to run the LPDA
test until you receive a negative response. |f you do not receive a negative
response you could consider the problem resolved.

Step 15. Receive a Negative Response?
If you received a negative response, go to “Step 22. Stop VTAM Buffer Trace” ;
otherwise, go to “Step 14. Rerun LPDA Test.”

Step 16. Start Traces
From the following list, select the traces applicable to your network and access
method.

For trace start and stop procedures see the applicable trace information in the
NCP, SSP, and EP Trace Analysis Handbook.
¢ NCP line trace.

If you activate an NCP line trace against a line attached to NTRI, the data is
returned from a NTRI line trace and an IOH trace, instead of from an NCP line
trace.

« Scanner interface trace (SIT): To use this trace, the line to be traced must be
active.

If you activate SIT against an address that has a TIC installed at that address,
the data is returned from a TIC internal trace instead of from SIT.
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» VTAM buffer trace: For a failing physical or logical unit. Start them from the
specific node the physical or logical unit communicates with.

Step 17. Rerun LPDA Test
Rerun the LPDA test.

Step 18. Stop Traces
Stop NCP line trace, SIT, and the VTAM buffer trace.

Step 19. Format Traces with ACF/TAP

Use ACF/TAP to format traces. To find out which reports to format for each of the
trace data sets, see “Using Trace Reports to Gather Information” on page 17. For
information on using ACF/TAP, see the NCP, SSP, and EP Trace Analysis Hand-
book.

Step 20. Dump NCP
Dump the NCP that returned the invalid LPDA response. For information on
dumping NCP, see the following:

¢ For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS” and
Chapter 11, “Using SSP CLISTs in MVS.”

* For VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”
» For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”
NCP V6R2 and Later: You can also use a maintenance and operator subsystem

extended (MOSS-E) function to transfer NCP dumps to the host. For more infor-
mation, see the MOSS-E online help.

Step 21. Report Problem
Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center.

Step 22. Stop VTAM Buffer Trace

When the failure recurs, stop the trace that is running.

Goto “Step 6. Dump NCP.”
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LPDA Unsolicited Test Error Diagnostic Procedure

One possible problem with unsolicited tests can be invalid test results. Because
the tests result from events that are difficult to predict or control, these problems
are more difficult to re-create.

LPDA Unsolicited
Test Error

4
Re-create Yes
the problem? Start traces
2 5
Run LPDA
- Rerun
solicited test
to the same line LPDA test
6
3a Receive Yes
same test Stop traces
7
Want to Use ACF/TAP
3o wait for the Yes to format traces
problem to recur
on unsolicited
test?
8
Dump NCP

Report

the problem

Figure 12. Overview of the LPDA Unsolicited Test Error Diagnostic Procedure

Step 1. Re-create Problem

Because the tests result from events that are difficult to predict or control, these
problems are more difficult to re-create. If you cannot re-create the problem, go
to “Step 2. Run LPDA Test” ; otherwise, go to “Step 4. Start Traces.”

82 NCP, SSP, EP Diagnosis Guide LY43-0033-01 © Copyright IBM Corp. 1983, 1994



“Restricted Materials of IBM” LPDA Error Procedure
Licensed Materials — Property of IBM

Step 2. Run LPDA Test

Run an LPDA solicited test to the same line.

Step 3. Check Test Results
1. You should receive the same results for a solicited test as you received for an
unsolicited test. If you receive the same results, go to “Step 4. Start Traces” ;
otherwise, continue.

2. If you do not receive the same results, the problem may be intermittent. If you
want to wait for the problem to recur on an unsolicited test, go to “Step 4. Start
Traces” ; otherwise, you can return to “Step 2. Run LPDA Test” and continue
attempting to re-create the problem with a solicited test.

Step 4. Start Traces
From the following list, select the traces applicable to your network and access
method.

For trace start and stop procedures see the applicable trace information in the
NCP, SSP, and EP Trace Analysis Handbook.

e NCP line trace.

If you activate an NCP line trace against a line attached to NTRI, the data is
returned from a NTRI line trace and an |OH trace, instead of from an NCP line
trace.

« Scanner interface trace (SIT): To use this trace, the line to be traced must be
active.

If you activate SIT against an address that has a TIC installed at that address,
the data is returned from a TIC internal trace instead of from SIT.

+ VTAM buffer trace: For a failing physical or logical unit. Start them from the
specific node the physical or logical unit communicates with.

Step 5. Rerun LPDA Test

If you were able to re-create the problem using a solicited LPDA test, rerun the
solicited LPDA test; otherwise, you must wait for the unsolicited LPDA test error to
recur.

Step 6. Stop Traces
Stop NCP line trace, SIT, and the VTAM buffer trace.

Step 7. Format Traces with ACF/TAP

Use ACF/TAP to format traces. To find out which reports to format for each of the
trace data sets, see “Using Trace Reports to Gather Information” on page 17. For
information on using ACF/TAP, see the NCP, SSP, and EP Trace Analysis Hand-
book. ’

Step 8. Dump NCP
Dump the NCP that passed the invalid LPDA unsolicited test results. For informa-
tion on how to do this, see the following:

¢ For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS” and
Chapter 11, “Using SSP CLISTs in MVS.”
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» For VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”
o For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”

NCP V6R2 and Later: You can also use a maintenance and operator subsystem
extended (MOSS-E) function to transfer NCP dumps to the host. For more infor-
mation, see the MOSS-E online help.

Step 9. Report Problem
Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center.

Message Error Procedure

The following symptoms indicate if you have an NCP or SSP message problem:

* Message indicates an error in the message itself.

+ Message is issued under inappropriate conditions.

» Message is wrong or formatted incorrectly.

¢ Message is not documented in NCP, SSP, and EP Messages and Codes.
* Message text does not explain condition.

Documentation Checklist

84

if the probiem occurs because of a message error, use the procedure in Figure 13
on page 85 to diagnose the problem. During the diagnostic procedure, you may
need to collect the following documentation:

For the SSP loader utility or dumper utility message problems:

¢ Console log

Job output listing

NDF generation definition

Host region (MVS and VM) or partitioned (VSE) dump (optional)
Host CCW trace (optional)

Channel adapter IOH trace (optional)

NCP stand-alone dump (optional).

For assembler message problems:

* Input to the assembler and output listing
¢ Console log (optional)
¢ Host region (MVS and VM) or partitioned (VSE) dump (optional).

For ACF/TAP message problems:

¢ Console log

¢ Job output listing

* Trace data set (COMWRITE, GTF, DOS) (optional)

* Host region (MVS and VM) or partitioned (VSE) dump (optional).

For NDF message problems:

* NDF generation definition report
¢ Generation definition.
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For CRP message problems:

» Console log
¢ Job output listing
» NCP generation definition.

Diagnostic Procedure

Message
Error

Collect

appropriate
documentation

2 y

Describe the
operation attempted

A 4

3
Describe the
expected results
y
4
Describe the results
received
5

Record the contents
of the message

Report

the problem

Figure 13. Overview of the Message Error Diagnostic Procedure
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Step 1. Collect Documentation
To collect the documentation appropriate to the problem, see “Documentation
Checklist’ on page 84.

Step 2. Describe the Operation You Attempted
Step 3. Describe the Results You Expected
Step 4. Describe the Results You Received

Step 5. Record Content of Message

Record the complete content of the message, inc!

T v W W IO

example:

ICN111I SEQUENCE ERROR, PREVIOUS GROUP HAS NO LINES

Step 6. Gather Information
Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center.

NCP Load and Initialize Error Procedure
This section applies to SSP V3R6 and later releases.

This procedure helps you determine exactly where a failure occurred during the
load, initialization, or activation of NCP in a channel- attached communication con-
troller. The following symptoms indicate an NCP load, initialize, or activate
problem:

¢ |nitialize failure of NCP occurs.
¢ Load failure of NCP occurs.

If a communication controller channel error occurs while loading NCP, the SSP
loader utility produces a trace table containing information on the channel programs
executed by the utility. If the stand-alone SSP loader utility is invoked, the trace
table is written to SYSPRINT.

If the SSP loader utility is invoked by VTAM, you must define a data set or file for
the trace table.

MVS: To allocate the data set, use the sample JCL in Figure 14; then to define the

data set, include the sample JCL in Figure 15 on page 87 in your VTAM startup
job.

//ddname DD DSN=(output-data-set-name),DISP=(NEW,CATLG),

// UNIT=device-number,VOLSER=serial-number,
// SPACE=(TRK, (1,5)),DCB=(DSORG=PS,RECFM=FA,
// BLKSIZE=121,LRECL=121)

Figure 14. JCL for Allocating a Data Set before Starting VTAM
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//LDRIOTAB DD DSN=(output-data-set-name),DISP=(SHR,PASS,KEEP)
11+

Figure 15. JCL for Defining a Trace Table Data Set at VTAM Startup

VM: Include the following sample FILEDEF in your VTAM startup job to define the
data file.

FILEDEF LDRIOTAB DISK fn ft fm

VSE: Include the following sample JCL in your VTAM startup job to define the data
file.

// ASSGN SYSLST,cua

The trace table for a load describes the last 15 channel programs executed; each
channel program is represented by one entry in the table. Each table entry con-
tains the following information:

¢ The command channel words (CCWs) that compose the channel program
(there may be up to three CCWs)

» The channel status word (CSW) for the channel program

» The first 20 bytes of the channel data transfer buffer immediately after exe-
cution of the channel program.

Figure 16 on page 88 illustrates some of the normal channel commands used
during the load, initialization, and activation sequence for loading an NCP load
module into a communication controller. The command sequence has been abbre-
viated for clarity.

The diagnostic procedure in “Diagnostic Procedure” on page 89 refers to Figure 16
on page 88. This procedure and Figure 16 do not discuss disk loading functions
of the various communication controllers.

Note: The numbered callouts in Figure 16 on page 88 correspond to diagnostic
steps discussed in the NCP load, initialize, or activate error diagnostic procedure on
page 89 .

Documentation Checklist

if the problem occurs because of an NCP load, initialize, or activate error, use the
procedure in Figure 17 on page 89 to diagnose the problem. During the diagnostic
procedure, you may need to collect the following documentation:

o CCW/CSW traces with data
¢ NCP dump.
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Messages and Channel

Command Codes Actions Explanations
Host Communication Controller
X'E4 SENSEID » The communication Begin communication
controller is queried to controller load.
«—CE, DE determine model number.
X04' — IFULOAD/IFLOADRN —¥— SENSE » ROS
l¢— not initialized — X'82'
l«— CE DE UE Only if communication controller is loaded
or being IPLed over another channel adapter.
X'04,X05’ p1—SENSE, WRITEIPL (Phase 1) —  Puts phase 1 at X'400’ and
CE branches to it (3705 only,
il ignored by CLDP).
l¢— DE
Wait maximum of 3 minutes — NOOP »  Phase 1 (3705 only)
disgbles channel adapters not
%00 RITEBREAK, NOOP (Phase 2) —p| Peing used for IPL.

Puts phase 2 at end of storage
and branches to it (3705 only,
ignored by CLDP).

l<+— CE
<+— DE
X071 > WRITE, NOOP (NCP)L—-———-» First record of NCP load module is
loaded into the communication controller.
l«— CE, DE
~L ~
N N
X'09’ p[ WRITEBREAK, NOOP (NCP)___I" | a8t record of NCP load module has been
CEDE loaded into the communication controller.
(address of CXFENTRY) [ —
gy Xor . , . Branch to initialization
B P WRITE (NCP's ontty poin) 7| .. phase of NCP, end of loading phase.
éﬁr‘?ﬁiﬁ: G INITIALIZATION 4— CE NCP initialization phase begins
IFLO19I (MVS)
IFUO111 (VSE
NCP Device End (DE)
'« DE indicates the end of Re-enable channel adapters
NCP initialization phase.  that are to be ACTIVE.
Message:

LOAD COMPLETE
IFLO08I (MVS)
IFU00OI (VSE)

:
:
A

Access method receives control,
begin NCP activation phase.

X61" WRITEXID > ] D
ta

62 14— READXID B

X3r »|— WRITE START ZERO—— |  Activate physical unit data.
Message: \¢— +RESPONSE
NCP IS NOW ACTIVE (to ACTPU) . .
IST0931 (MVS) (VM) NCP is now active.
5031 (VSE)

Figure 16. Overview of the SSP Loader Utility and Host or Communication Controller Interaction

1This WRITE may be chained to WRITESTART. For example:
WRITESTART,WRITE,NOOP(NCP)
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Diagnostic Procedure

Load, Initialize, or

Activate Error

Start the CCW
or CSW trace

2
Attempt to reload
the communication
controller
6
3 Get an Yes
ENTERING
INITIALIZATION Stop CCW or
message? CSW trace
4 7
Format a CCW
gtg\gl ?.gcwe or or CSW trace
5 9
Print link-edit 8 Yes
output listing and DE returned
format CCW or to host? Dump NCP
CSW trace

10

Dump NCP

Refer to "NCP
or EP Abend
Procedure”

NCP
abend
occurs?

11

13 \ 4
o Report

the problem

Figure 17. Overview of the NCP Load and Initialize Error Procedure
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Step 1. Start CCW/CSW Trace

Start the CCW/CSW trace. If you use the internal CCW trace, you may not need to
start host traces and re-create the problem. For information on starting these
traces, see the service aids for your operating system.

Step 2. Reload Communication Controller

Attempt to reload the communication controller experiencing the problem. You
must use the SSP loader utility to load NCP into your channel-attached communi-
cation controller. Do not use the access method to perform this task. If you do not
use the SSP loader utility, this procedure and Figure 16 on page 88 will not be
valid. Use the IFLOADRN command for MVS and VM; use the IFULOAD
command for VSE. See ltem H in Figure 16 on page 88.

Step 3. Check Console Messages
Did either of the following messages display at the console?

IFLO19I ENTERING INITIALIZATION
IFUO11I ENTERING INITIALIZATION

Note: See Item in Figure 16 on page 88.

If one of the above messages was displayed, keep a record of the message for
reporting the problem.

Step 4. Stop CCW/CSW Trace
For information on stopping these traces, see the service aids for your operating
system.

Step 5. Print Link-edit Output and Format Trace
If the communication controller did not finish loading, print the link-edit output listing
and format the CCW/CSW trace.

Step 6. Stop CCW/CSW Trace
For information on stopping these traces, see the service aids for your operating
system.

Step 7. Format CCW/CSW Trace

For information on formatting these traces, see the service aids for your operating
system.

Step 8. Check Device End in CCW/CSW Trace

Check the CCW/CSW trace to determine whether the device end (DE) was
returned to the host after the CXFENTRY address (CXFSTART, if NCP V3 is being
loaded) was sent to NCP. See ltems and in Figure 16 on page 88. If the
IFLO08I or IFUO0OI message appeared at the console (which means the DE was
returned), keep a record of the message.

Step 9. Dump NCP

Dump the NCP that failed. For information on how to do this, see the following:

e For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS” and
Chapter 11, “Using SSP CLISTs in MVS.”

* For VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”
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¢ For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”

NCP V6R2 and Later: You can also use a maintenance and operator subsystem
extended (MOSS-E) function to transfer NCP dumps to the host. For more infor-
mation, see the MOSS-E online help.

Step 10 Dump NCP

Dump the NCP that failed. For information on how to do this, see the following:

» For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS” and
Chapter 11, “Using SSP CLISTs in MVS.”

» For VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”
* For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”

NCP V6R2 and Later: You can also use a maintenance and operator subsystem
extended (MOSS-E) function to transfer NCP dumps to the host. For more infor-
mation, see the MOSS-E online help.

Step 11. Check for NCP Abend
If you received an NCP abend when the failure occurred, go to “Step 12. Gather
Information on NCP Abend” ; otherwise, go to “Step 13. Report Problem.”

Step 12. Gather Information on NCP Abend

The NCP has abended during the initialization phase. To gather information on the
NCP abend, see “NCP or EP Abend Procedure” on page 25.

Step 13. Report Problem

Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center. If the problem is a hardware-related failure,
contact your local IBM branch office for support.

NCP or EP Loop Error Procedure

An NCP or EP loop problem exists when NCP or EP seems to repeat an operation
endlessly. The following symptoms indicate a loop problem:

* NCP or EP does not respond to commands entered on the console.

¢ Printers stop.

¢ NCP or EP functions stop.

* Tapes stop.

* Wait light on IBM 3725 panel is off (IBM 3720 and 3745 panels do not have a
wait light).

For the IBM 3725, the wait light can be off, making NCP or EP appear to be in a
loop when it actually is not. This may occur if the PAUSE keyword on the LINE
definition statement for active lines is 0, causing loop symptoms to appear if there
is heavy traffic on the lines. Level 2 and level 3 use all central control unit (CCU)
cycles while trying to service the lines, which leaves level 4 and level 5 little time
to run.
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Documentation Checklist
If you suspect that NCP or EP is in a loop, use the diagnostic procedure in
Figure 18 to diagnose the problem. During the diagnostic procedure, you may
need to collect the following documentation:

* Branch trace
¢ Link-edit map
¢ NCP or EP stand-alone dump.

Diagnostic Procedure

To solve a loop problem, the IBM Support Center representative must know the
instruction addresses in the loop. Use the branch trace to find these addresses

o L ouT 4 W TOSST S,

The loop error diagnostic procedure must be executed while NCP or EP is still
looping.

NCP or EP

Loop Error

Find the CXDCGO07
module in NCP
or EP storage

Start branch trace
for levels 2, 3, 4,
and 5

Trace the addresses
from 0 to the
beginning of the
CXDCGO07 module

Stop the
branch trace

Dump NCP or EP

Report
the problem

Figure 18. Overview of the NCP or EP Loop Error Diagnostic Procedure
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Step 1. Find CXDCGO07 Module in NCP or EP Storage
You can find the location of the CXDCGO07 module in NCP or EP storage in two
ways:
+ Obtain the link-edit map for your NCP or EP. This map is output from the link-
edit step when your NCP or EP was generated. Find the module named
CXDCGO7 in the alphabetical listing. Note the starting address of this module.

* Dump, format, and print NCP or EP. For information on dumping NCP, see the
following:

— For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS” and
Chapter 11, “Using SSP CLISTs in MVS.”

— For VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”
— For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”

This CXDCGO07 module contains the 100-millisecond timer code. Do not trace this
code with the branch trace because this causes the trace table to fill with timer-
code entries.

For a formatted dump, a load map is located immediately before the hexadecimal
section. Search the list of modules for CXDCGO07. Note the starting address of
this module.

For an unformatted dump, find CXDCGO?7 in the interpreted section of the
hexadecimal section of the dump. The module name is at the end of the module.
Note the address of the next fullword following the name of the module that pre-
cedes the CXDCGO7 module in the unformatted dump. This is the start of the
CXDCGO07 module.

If you dump NCP or EP, you must re-create the problem.

Step 2. Start Branch Trace
While NCP or EP is looping, start the branch trace for levels 2, 3, 4, and 5. For
information on using the branch trace, see “Branch Trace” on page 160.

Step 3. Trace Addresses to Beginning of CXDCGO07
Trace the range of the addresses starting at address 0 and ending at the beginning
address of the CXDCGO07 module.

Step 4. Stop Branch Trace
After the branch trace has run for a few minutes, stop the trace. For information on
stopping the branch trace, see “Branch Trace” on page 160.

Step 5. Dump NCP or EP
Dump the NCP or EP that was looping. For information on dumping NCP, see the
following:

» For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS” on page 201
and Chapter 11, “Using SSP CLISTs in MVS.”

e For VM, see Chapter 8, “Using the SSP Dump Utilities in VM” on page 219.
» For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE” on page 227.
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NCP V6R2 and Later: You can also use a maintenance and operator subsystem
extended (MOSS-E) function to transfer NCP dumps to the host. For more infor-
mation, see the MOSS-E online help.

Step 6. Report Problem
Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center.

NCP Performance Error Procedure

An NCP performance problem is usually characterized by slow response time. The
following symptoms indicate an NCP periormance error:

BSC lines are not being polled.

Performance is degraded after a network outage.
Response does not occur.

Response is slow.

SDLC physical units are RNR polled.

Virtual routes attached to NCP are held.

Performance problems are hard to pinpoint and difficult to define. When you
suspect a performance problem, gather as much information as possible about your
operating environment before and during poor performance times. Performance
can often be improved by simply tuning the environment (changing the NCP or host
system generation parameters). Since overuse of dynamic resources can degrade
NCP performance, define all the resources required for normal processing in your
generation definition and use the dynamic allocation function to handle unexpected
demand. See NCP, SSP, and EP Resource Definition Guide for more information
about dynamic resource allocation.

Documentation Checklist

If your system is experiencing a performance problem, use the procedure in
Figure 19 on page 95 to collect the following documentation:

NDF generation definition report

NCP line trace

NCP stand-alone dump

NTRI line trace

NetView program route test output

SIT

TIC internal trace

VTAM I/O trace or TCAM channel I/O interrupt trace
VTAM or TCAM buffer trace.
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Diagnostic Procedure
Poor performance can occur with the host application, the access method, NCP, or

NCP
Performance
Problem

Document
the problem

. ¥

Start traces

¥

Re-create
the problem

(¥

its attached resources. This procedure helps only with performance problems in

NCP or its attached resources.

All users
on NCP have
problems?

All affected
users on the same

All affected
users on the same
line?

10
Unable to
Stop traces identify cause
22 Problem
Use ACF/TAP related to a

to format traces

; '

23

session type?

Refer to "Network

NCP Performance Error Procedure

Start traces

W v

Re-create

Flow Control the problem
Procedure"

15 Y
Refer to "Network
Flow Control
Procedure* Stop traces

o v

Use ACF/TAP

Refer to *Hung
Session or Resource
Procedure”

to format traces

Run intensive
mode during
poor performance
times

Problem
isolated to a line
or device?

Yes

No

<
<«

19 4

Adjust keyword
values in generation
definition

Slow
response time
caused by host
application?

Slow
response time
caused by access
ethod?

Slow response time
caused by NCP or
one of the resources

Cause of Adjust keyword
slow response values in generation 20
time? definition

Re-create
the problem

P—

Refer to diagnostic
guide for the host
application

21

Refer to diagnostic
guide for the
access method

Problem
recurs?

Problem
is resolved

Ask questions to
determine cause of
performance problem

v

Gather documentation,
dumps, and
generation definition

27

Report
the problem

Figure 19. Overview of the NCP Performance Error Diagnostic Procedure
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Step 1. Document Problem
Prepare a description of the following items to report to the IBM Support Center:

» The operation you were performing
+ The results you expected
¢ The results you received.

Step 2. Start Traces
From the following list, select the traces applicable to your access method:

For trace start and stop procedures see the applicable trace information in the
NCP, SSP, and EP Trace Analysis Handbook.

o VTAM buffer trace or the TCAM PIU trace: For a failing physical or logical unit.
Start them from the specific node the physical unit or logical unit communicates
with.

e VTAM I/O trace or the TCAM channel |/O interrupt traces.

Step 3. Re-create Problem

To determine the origin of a performance problem, use the resources that are
having performance problems during the poor performance times. Run the traces
long enough to catch the data flow between the host application and the user.

Step 4. Stop Traces

From the following list, select the traces applicable to your access method:

o VTAM buffer trace or the TCAM PIU trace: For a failing physical or logical unit.
Stop them from the specific node the physical unit or logical unit communicates
with.

o VTAM VO trace or the TCAM channel I/O interrupt traces.

Step 5. Format Traces with ACF/TAP

Use ACF/TAP to format traces. To find out which reports to format for each of the
trace data sets, see “Using Trace Reports to Gather Information” on page 17. For
information on how to use ACF/TAP, see the NCP, SSP, and EP Trace Analysis
Handbook.

Step 6. Determine Cause of Slow Response Time
1. Use the time stamp printed with each trace entry to determine if the host appli-
cation caused the slow response time. If so, go to “Step 7. See the Diagnosis
Guide of Host Application” ; otherwise, continue.

2. Use the time stamp printed with each trace entry to determine if the access
method caused the slow response time. If so, go to “Step 8. See the Diag-
nosis Guide of Access Method” ; otherwise, go to “Step 9. Caused by NCP or
Other Resources.”

Step 7. See the Diagnosis Guide of Host Application
See the diagnosis guide of the host application.
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Step 8. See the Diagnosis Guide of Access Method
See the diagnosis guide of the access method.

Step 9. Caused by NCP or Other Resources
If the slow response time was not caused by the host application or by the access
method, the problem must be with either NCP or one of its resources.

For information on NCP system slowdown, see NCP and EP Reference.

Your answers to the following questions determine the next step:

1. Are all users attached to this NCP experiencing the performance problem? If
so, this may indicate a buffer shortage problem. If NCP has buffer shortage
problems, the users may not be receiving any responses. In this case, go
to “Step 11. Buffer Shortage Data Information” ; otherwise, continue.

2. Are all the users who are experiencing the performance problem using the
same virtual route or a selected group of virtual routes? If you do not know,
use either Network Logical Data Manager (NLDM) or the NetView program to
determine to which virtual route a particular user is attached. See NLDM Instal-
lation and Operations or NetView Operation for information on using these pro-
ducts. If all users are using the same virtual route, you may have a virtual
route problem. Go to “Step 12. Virtual Route Data” ; otherwise, continue.

3. If all users are experiencing the performance problem using the same line or
the same line type, go to “Step 13. Start NCP Line Trace and SIT on Failing
Line” for line problems (or terminal problems); otherwise, go to “Step
10. Unable to Identify Cause?.”

Step 10. Unable to Identify Cause?

If none of these descriptions match your performance problem and you cannot pin-
point the cause of your performance degradation, go to “Step 22. Problem
Related to Particular Session Type?.”

Step 11. Buffer Shortage Data Information
See “Network Flow Control Error Procedure” on page 115 for a description of
buffer shortage data.

Step 12. Virtual Route Data
See “Network Flow Control Error Procedure” on page 115 for a description of
virtual route data.

Step 13. Start NCP Line Trace and SIT on Failing Line

Many times you can improve poor performance for lines and devices by tuning
NCP generation parameters. If your performance problem seems to be line
dependent, start an NCP line trace and SIT for the failing line. However, using
these traces may worsen performance. You cannot start these traces if NCP is in
slowdown.

If you activate an NCP line trace against a line attached to NTRI, the data is
returned from a NTRI line trace and an IOH trace instead of from an NCP line
trace.
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If you activate SIT against an address with TIC rather than a line scanner installed
at that address, the data is returned from a TIC internal trace and not from SIT.

For NCP line trace and SIT start and stop information, see the NCP, SSP, and EP
Trace Analysis Handbook

Step 14. Re-create Problem
Attempt to re-create the problem.

Step 15. Stop Traces
Stop the NCP line trace, and SIT (IBM 3720, 3725, and 3745).

Step 16. Format Traces with ACF/TAP

Use ACF/TAP to format traces. To find out which report to format for the trace
data sets, see “Using Trace Reports to Gather Information” on page 17. For infor-
mation on using ACF/TAP, see the NCP, SSP, and EP Trace Analysis Handbook.

Step 17. Problem Isolated to Line or Device?

Check if the problem is isolated to a line or device. If the problem is related to a
particular device or line (or group of devices or lines), go to “Step 18. Run in Inten-
sive Mode” ; otherwise, monitor and record the RECMS records in LOGREC.

Step 18. Run in Intensive Mode
See VTAM Operation or TCAM Operation for information on how to run in intensive
mode during the poor performance times.

Step 19. Adjust Keyword Values

Adjust the keyword values specified in your generation definition.

The following table shows some of the keywords on NCP definition statements that
may impact the performance of NCP lines, physical units, and terminals. Check the
values for these keywords specified in your generation definition and correct them
as appropriate. See NCP, SSP, and EP Resource Definition Reference and NCP,
SSP, and EP Resource Definition Guide for a description of the meaning of these
keywords.
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Table 7. NCP Keywords That May Affect NCP Performance

Definition BSC and SDLC, BSC, and Channel Internet Frame
Statement SDLC Start-Stop Start-Stop Links Protocol Relay
BUILD ITEXTTO DIALTO IPPOOL
DSABLTO IPRATE
ENABLTO CNLSQMAX
TRANSFR CNLSQTIM
DELAY
TIMEOUT
LINE HDXSP CUTOFF AVGPB ADDRESS INTFACE LOCALTO
SERVLIM NEGPOLP PAUSE CA MAXFRAME
POLIMIT REDIAL CASDL T2TIMER
POLLTO RETRIES DELAY MAXOUT
SERVPRI TRANSFR DYNADMP MODULO
SESSION ETRATIO
INBFRS
HICHAN
LOCHAN
NCPCA
NCPCOLL
TIMEOUT
TRANSFR
PU AVGPB MAXOUT
DATMODE MODULO
IRETRY
MAXDATA
MAXOUT
PASSLIM
RETRIES
GROUP ACTIVTO CRETRY REPLYTO LNCTL=CA T2TIMER
RETRYTO DELAY LNCTL MAXOUT
LNCTL TEXTTO MODULO
TTDCNT
WACKCNT
WAKDLAY
LNCTL
SERVICE ORDER=
(PU1,PU2,
PU3,...)
LU BATCH
PACING
TERMINAL BFRDLAY
CRDLAY

Step 20. Re-create Problem
Attempt to re-create the problem after tuning the parameters.

Step 21. Check if Problem Recurs

If the problem recurs, go to “Step 25. More Questions” ; otherwise, the problem

has been resolved.
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Step 22. Problem Related to Particular Session Type?
If the problem is related to a particular session type, go to “Step 24. Hung Ses-
sions and Resources” ; otherwise, go to “Step 23. Adjust Keyword Values.”

Step 23. Adjust Keyword Values

Adjust the keyword values specified in your generation definition.

Table 7 on page 99 shows some of the keywords on NCP definition statements
that may impact the performance of NCP channel links. Check the values for these
keywords specified in your generation definition and correct them as appropriate.
For a description of the meaning of the keywords, see NCP, SSP, and EP
Resource Definition Reference and NCP, SSP, and EP Resource Definition Guide.

For the IBM 3720 Communication Controller, 370 I/O channel attachments can also
be defined as channel links on either the GROUP or LINE definition statement.

Go to “Step 20. Re-create Problem.”

Step 24. Hung Sessions and Resources
See “Hung Session or Hung Resource Procedure” on page 57 for a description of
hung sessions and resources.

Step 25. More Questions
Ask a few more questions to determine the cause of your performance problem.

* |s there a particular time of day when poor performance occurs?

 Are there any unique applications running at that time, such as a batch transfer
operation?

¢ Have any recent modifications been made to NCP generation parameters?
* Have any user modifications been made to TCAM, VTAM, or NCP?

Step 26. Gather All Documentation
Gather all documentation, together with a copy of any NCP dumps taken during this
procedure and a copy of the NCP generation input definition.

Step 27. Report Problem
Collect all documentation collected during the diagnostic procedure and report the
problem to the IBM Support Center.
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Ethernet-Type LAN or Internet Protocal Error Procedure
This section applies to NCP V6R1, V6R2, and V6R3.

An internet route error occurs when IP datagrams do not reach their requested des-
tinations. Problems can be related to NCST logical unit sessions, Ethernet-type
LAN lines, or internet routing. The following symptoms indicate an NCP internet
function error:

* An NCST session does not activate.
* No Ethernet-type LAN or internet traffic is flowing through NCP.
» Performance is poor for internet traffic and Ethernet-type LANSs.

Documentation Checklist

If your system experiences an internet function error, use the diagnostic checklist to
diagnose the problem. After using the diagnostic checklist, collect the required doc-
umentation and then report the problem to the IBM Support Center.

For an NCST logical unit problem you may need to collect:

e A VTAM buffer trace
e A channel control word (CCW) trace with SNALINK DEBUG on
e An NCP dump.

For an Ethernet-type LAN problem you may need to collect:

¢ A line trace
e ASIT
* An NCP dump.

For an internet routing problem you may need to collect:

¢ A VTAM buffer trace
* A line trace
¢ An NCP dump.
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Diagnostic Procedure

IP/Ethernet-Type LAN | Start traces
Traffic Problem
5
1
Use diagnostic .
checklist to isolate Re-create Problem
problem
6
Stop traces
4 7
2 - No Use ACF/TAP
Is the problem to format traces
resolved?
8 y
Yes Dump NCP

Problem is Report

resolved the problem

Figure 20. Overview of the Ethernet-Type LAN or Internet Protocol Diagnostic Procedure

Step 1. Isolate Problem with Diagnostic Checklist

Use the following diagnostic checklist to verify possible Ethernet-type LAN or
internet routing problems related to your generation definition before you call the
IBM Support Center.

1. For a problem related to NCST logical unit sessions:
If traffic is not flowing:
¢ Are the necessary NCST logical unit sessions active?

* Is the NCST logical unit in session with the desired remote logical
unit?

If the NCST session does not activate:
¢ Are all necessary subarea links active?

¢ For NCST-NCST sessions, does each logical unit have the other
specified as the remote logical unit?
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Ethernet-type LAN or IP Error Procedure

¢ For NCST-SNALINK sessions, is the SNALINK logical unit specified
as the remote logical unit on the NCP generation?

¢ Does an SNA path exist between the NCST logical unit and its
session partner (remote logical unit)?

¢ In a multiple host environment, are the VTAM cross-domain
resource managers (CDRMs) active and the proper VTAM cross-
domain resource (CDRSC) major nodes defined?

¢ For NCST-SNALINK sessions, is the SNALINK application logical
unit properly defined to the VTAM application major node?

e For NCST-SNALINK sessions, are the host TCP/IP and SNALINK
applications active?

2. For a problem related to Ethernet-type LAN lines:

Are the necessary Ethernet-type LAN lines active?

Is the Ethernet-type LAN line internet address in the same network or
subnetwork as its devices?

Is the correct Ethernet-type LAN frame format (Ethernet V2 or IEEE
802.3) being used?

Are the proper physical Ethernet-type LAN connections made?

Is the Ethernet-type LAN device set up for the correct physical medium
(thin or thick net)?

Is the IPRATE keyword on the BUILD definition statement coded to
allow the desired amount of Ethernet-type LAN line traffic?

3. For a problem related to internet routing:

Does an internet route exist to the desired destination network or sub-
network?

Are there two or more hosts in the same internet network; is subnetting
required?

Is the TCP/IP PING command effective when you try to contact inter-
mediate nodes or interfaces?

Is a default or backup route unintentionally being used?

Is an over-congested subarea link causing IP datagrams to be dis-
carded?

Is the IPPOOL keyword on the BUILD definition statement coded to
allow enough buffers for internet traffic?

Are the CNLSQMAX and CNLSQTIM keywords on the BUILD definition
statement coded so that PIUs are not being unnecessarily discarded?

Has NCP gone into slowdown mode?
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Step 2. Is Problem Resolved?
If the checklist resolved the problem, there is no need to continue; otherwise, go to
“Step 4. Start Traces.”

Step 3. Problem Is Resolved

Step 4. Start Traces

From the following list, select the traces applicable to the problem. For trace start
and stop procedures see the applicable trace information in the NCP, SSP, and EP
Trace Analysis Handbook.

e NCP line trace.
e Scanner interface trace.

¢ VTAM buffer trace: For a failing physical or logical unit. Start this trace from
the specific node the physical unit or logical unit communicates with.

e CCW trace with SNALINK DEBUG on: For information about how to start the
CCW trace for problems related to NCST logical units, see MVS/ESA Service
Aids and TCP/IP Installation and Maintenance for your operating system.

Step 5. Re-Create Problem
Attempt to re-create the problem.

Step 6. Stop Traces
Stop the NCP line trace, SIT, VTAM buffer trace, and CCW trace.

Step 7. Format Traces Using ACF/TAP

Use ACF/TAP to format traces. To find out which reports to format for each of the
trace data sets, see “Using Trace Reports to Gather Information” on page 17. For
information on using ACF/TAP, see the NCP, SSP, and EP Trace Analysis Hand-
book.

Step 8. Dump NCP

For information on dumping NCP, see the following:

¢ For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS” and
Chapter 11, “Using SSP CLISTs in MVS.”

¢ For VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”
* For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”
NCP V6R2 and Later: You can also use a maintenance and operator subsystem

extended (MOSS-E) function to transfer NCP dumps to the host. For more infor-
mation, see the MOSS-E online help.

Step 9. Report Problem

Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center.
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i Internet Route Error Procedure (NCP V7R1 or Later)

An internet route error occurs when IP datagrams do not reach their requested des-
tinations. Problems can be related to NCST logical unit sessions, token-ring or
Ethernet-type LAN lines, or Internet routing. The following symptoms indicate an
NCP internet function error:

¢ An NCST session does not activate

 Internet traffic does not flow through NCP

+ Performance is poor for internet traffic and the Ethernet-type LANs or token-
ring LANSs that carry it

* Dynamic routes are not recognized by NCP

« Communications are not established with the NCPROUTE program and you
receive alert flooding.

Documentation Checklist

If your system experiences an internet function error, use the diagnostic checklist to
diagnose the problem. After using the diagnostic checklist, collect the required doc-
umentation and then report the problem to the IBM Support Center.

For an NCST logical unit problem you may need to collect:

¢ A VTAM buffer trace
¢ A channel control word (CCW) trace with SNALINK DEBUG on
¢ An NCP dump.

For a LAN problem you may need to collect:

¢ A line trace
e ASIT
e An NCP dump.

For an internet routing problem you may need to collect:

¢ A VTAM buffer trace
¢ A line trace
¢ An NCP dump.
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Diagnostic Procedure
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Figure 21. Overview of the Internet Route Diagnostic Procedure

Step 1. Use Diagnostic Checklist

Use the following diagnostic checklist to verify possible Ethernet-type LAN or
internet routing problems related to your generation definition before you call the
IBM Support Center.

1. For a problem related to NCST logical unit sessions:
If traffic is not flowing:
» Are the necessary NCST logical unit sessions active?

 |s the NCST logical unit in session with the desired remote logical
unit?

If the NCST session does not activate:
* Are all necessary subarea links active?

* For NCST-NCST sessions, does each logical unit have the other
specified as the remote logical unit?
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Internet Route Error Procedure

o For NCST-SNALINK sessions, is the SNALINK logical unit specified
as the remote logical unit on the NCP generation?

* Does an SNA path exist between the NCST logical unit and its
session partner (remote logical unit)?

¢ In a multiple host environment, are the VTAM cross-domain
resource managers (CDRMs) active and the proper VTAM cross-
domain resource (CDRSC) major nodes defined?

¢ For NCST-SNALINK sessions, is the SNALINK application logical
unit properly defined to the VTAM application major node?

o For NCST-SNALINK sessions, are the host TCP/IP and SNALINK
applications active?

2. For a problem related to Ethemnet-type LAN lines:

Are the necessary Ethernet-type LAN lines active and are the physical
units contacted?

Is the Ethernet-type LAN line internet address in the same network or
subnetwork as its devices?

Is the correct Ethernet-type LAN frame format (Ethernet V2 or IEEE
802.3) being used?

Are the proper physical Ethernet-type LAN connections made?

Is the Ethernet-type LAN device set up for the correct physical medium
(thin or thick net)?

Is the IPRATE keyword on the BUILD definition statement coded to
allow the desired amount of Ethernet-type LAN line traffic?

Is the newest level of microcode for the adapter installed?

3. For a problem related to token-ring LAN lines:

Are the necessary token-ring LAN lines active and are the physical
units contacted?

Is the token-ring LAN line internet address in the same network or sub-
network as its devices?

Are the proper physical token-ring LAN connections made?

Is the IPRATE keyword on the BUILD definition statement coded to
allow the desired amount of token-ring LAN line traffic?

Does the PASSLIM value allow enough internet traffic to flow?

4. For a problem related to internet routing:
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Is the NCPROUTE program running?
Is the session to NCPROUTE running?

Does an internet route exist to the desired destination network or sub-
network?

Are there two or more hosts in the same internet network; is subnetting
required?

Is the TCP/IP PING command effective when you try to contact inter-
mediate nodes or interfaces?
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Is a default or backup route unintentionally being used?

¢ Is an over-congested subarea link causing IP datagrams to be dis-
carded?

¢ Is the IPPOOL keyword on the BUILD definition statement coded to
allow enough buffers for internet traffic?

e Are the CNLSQMAX and CNLSQTIM keywords on the BUILD definition
statement coded so that PlUs are not being unnecessarily discarded?

» Has NCP gone into slowdown mode?

¢ Is the internal route RIP managed? If the route interface is not defined
as RIP managed, then the route using that interface will not be RIP
managed.

* Are there enough routing table entries for any new routes that may be
added dynamically? Check the NUMROUTE keyword on the
IPOWNER statement.

* Check the ordering of routes and metric assignments on the
DESTADDR keyword on the IPROUTE definition statement. If more
than one route exists to an IP destination, the route with the lowest
metric value whose interface is active must be selected.

¢ If communication with the owning TCP/IP host is not established and
you are not receiving aierts, it couid be that no NCP sessions have
been activated.

5. Communications not established with NCPROUTE?
¢ Is the NCPROUTE program up?

¢ Is the routing information table (RIT) available on the owning TCP/IP
host?

* Is the session to the owning TCP/IP host up?

¢ |s there a small value for the MAXHELLO keyword on the IPOWNER
statement. A small value can create alert flooding.

¢ Are NCPROUTE and NCP using the same UDP port number? They
must be the same.

Step 2. Problem Resolved?
If the checklist resolved the problem, there is no need to continue; otherwise, go to
“Step 4. Start Traces.”

Step 3. Problem is Resolved

Step 4. Start Traces

From the following list, select the traces applicable to the problem. For trace start
and stop procedures see the applicable trace information in the NCP, SSP, and EP
Trace Analysis Handbook.

* NCP line trace.

¢ Scanner interface trace.
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! * VTAM buffer trace: For a failing physical or logical unit. Start this trace from
I the specific node the physical unit or logical unit communicates with.

| e CCW trace with SNALINK DEBUG on: For information about how to start the
CCW trace for problems related to NCST logical units, see MVS/ESA Service
Aids and TCPF/IP Installation and Maintenance for your operating system.

Step 5. Re-create Problem
Attempt to re-create the problem.

Step 6. Stop Traces
I Stop the NCP line trace, SIT, VTAM buffer trace, and CCW trace.

Step 7. Format Traces with ACF/TAP

Use ACF/TAP to format traces. To find out which reports to format for each of the
| trace data sets, see “Using Trace Reports to Gather Information” on page 17. For
| information on using ACF/TAP, see the NCP, SSP, and EP Trace Analysis Hand-
! book.

Step 8. Dump NCP

For information on dumping NCP, see the following:

e For MVS, see Chapter 7, “Using the SSP Dump Utilities in MVS” and
Chapter 11, “Using SSP CLISTs in MVS.”

¢ For VM, see Chapter 8, “Using the SSP Dump Utilities in VM.”
e For VSE, see Chapter 9, “Using the SSP Dump Utilities in VSE.”
NCP V6R2 and Later: You can also use a maintenance and operator subsystem

extended (MOSS-E) function to transfer NCP dumps to the host. For more infor-
mation, see the MOSS-E online help.

Step 9. Report Problem
Collect all the information gathered during the diagnostic procedure and report the
problem to the IBM Support Center.

. NCP 3745 Frame-Relay Link Error Procedure
This section applies to NCP V6R1 and later.

Frame-relay link problems occur when attempts to activate logical links are unsuc-
cessful. The most common symptom for this problem is a frame-relay link station
hang.

Documentation Checklist
If your system experiences a frame-relay link problem, use the procedure in
Figure 22 on page 111 to diagnose the problem. Before you begin the diagnosis

procedure, get an input source listing that contains the frame-relay network defi-
nition.
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During the diagnostic procedure, you may need to collect the following documenta-
tion:

» Description of the operation you were performing
« Description of the results expected
» Description of the results received.

Diagnostic Procedure
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Figure 22. Overview of the NCP Frame-Relay Link Diagnostic Procedure
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Step 1. Line Speed?
Low speed scanner line speed? Check the low speed scanner (LSS) line speed.

Check the LINE definition statements for the SPEED keyword. If the value of
SPEED is greater than 144 000, go to “Step 8. Go to Hung Resource” ; otherwise,
go to Step 2. NRZI=YES?

See NCP, SSP, and EP Resource Déefinition Guide and NCP, SSP, and EP
Resource Definition Reference for more information on coding the SPEED keyword.

Step 2. NRZI=YES?
Check the value coded for the NRZI keyword on the LINE definition statement.

You should code NRZI=NO on the LINE definition statement for the frame-relay
physical line. If NRZI=YES, go to “Step 11. Change NRZI" ; otherwise, go to Step
3. DLCI Correct?.

See NCP, SSP, and EP Resource Definition Guide and NCP, SSP, and EP
Resource Definition Reference for more information on coding the NRZI keyword.

Step 3. DLCI Correct?

Check the assigned value of the DLCI. The DLCI values are obtained from the
public frame-relay service provider. If the value is correct and you have tried all the
steps in this procedure, go to “Step 4. Line Goes Down?” ; otherwise, go to “Step
12. Update DLCI”

See NCP, SSP, and EP Resource Definition Guide and NCP, SSP, and EP
Resource Definition Reference for more information on coding the ADDR keyword.

Step 4. Line Goes Down?
If the line goes down after activation complete, go to “Step 13. MAXFRAME,
ERRORT, TIMERS ?” ; otherwise, go to “Step 5. Peripheral or Subarea Network.”

Step 5. Peripheral or Subarea Network
If the failing resource is peripheral, go to “Step 14. Check CALL Keyword.” If the
failing resource is subarea, go to “Step 6. LL2 Test Fail?.”

Step 6. LL2 Test Fail?
Check the number of link level 2 (LL2) test messages.

Use VTAM to perform the link level 2 test. VTAM should return the same number
of messages you send. If you do not receive the same number of messages, the
problem may be with your frame-relay network connections. Go to “Step

17. Contact Support.”

For more information on the LL2 test, see the VTAM Operation book.
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Step 7. TGN Duplicated?
Check the value coded for the TGN keyword on the PU definition statement for the
logical line.

NCP V6R2 and Later: TGN values do not need to be unique if TGCONF=MULTI
on the PU definition statement. Go to “Step 8. Go to Hung Resource”

Check the PU definition statement for unique TGN values. You should have a dif-
ferent TGN value for each logical line between any two subareas.

If the TGN values are unique, go to “Step 8. Go to Hung Resource” ; otherwise, go
to “Step 15. Update Generation Definition.”

See NCP, SSP, and EP Resource Definition Guide and NCP, SSP, and EP
Resource Definition Reference for more information on coding the TGN keyword.

Step 8. Go to Hung Resource

If you have gone through all of the steps and the problem is not resolved, then the
problem may be a hung resource or hung session. For detailed diagnostic proce-
dures see “Hung Session or Hung Resource Procedure” on page 57.

Step 9. HISPEED=YES?
Check the value coded for HISPEED on the LINE definition statement.

You must code HISPEED=YES for low speed scanner lines with speeds greater
than 144 000. If HISPEED=YES, go to “Step 2. NRZI=YES?” ; otherwise, go to
“Step 10. Change HISPEED"

See NCP, SSP, and EP Resource Definition Guide and NCP, SSP, and EP
Resource Definition Reference for more information on coding the HISPEED
keyword.

Step 10. Change HISPEED

Update the generation definition. Change the HISPEED keyword on the LINE defi-
nition statement to HISPEED=YES. Retry the generation and try to activate the link
station again.

If the logical links become active, the problem is resolved; otherwise, go to “Step
2. NRZI=YES?.”

Step 11. Change NRZI

Update the generation definition.

Verify that the setting for NRZ| keyword on the LINE definition statement in NCP
and on the adjacent device is the same. Retry the generation and try to activate
the link again.

If the logical links become active, the problem is resolved; otherwise, go to “Step
3. DLCI Correct?.”
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Step 12. Update DLCI

Update the generation definition. Verify that the DLCI value used by NCP and the
adjacent device is the same. For subarea lines, the value must be coded in
hexadecimal, on the ADDR keyword. For peripheral lines, the DLCI must be speci-
fied on the peripheral device, but not in NCP.

If the logical links become active, the problem is resolved; otherwise, go to “Step
4. Line Goes Down?.”

Step 13. MAXFRAME, ERRORT, TIMERS ?
Validate values for MAXFRAME, ERRORT, and TIMERS keywords and retry.

The values for these keywords must be the same across connections. Retry the
generation and try to activate the link again.

If the logical links become active, the problem is resolved; otherwise, report the
problem.

Step 14. Check CALL Keyword

Check the CALL keyword on the LINE statement. The peripheral device may be
trying to call in, but if all lines were coded as CALL=OUT, no logical lines are avail-
able. To call in and out you should code CALL=INOUT.

If the logical links become active, the problem is resolved; otherwise, go to “Step
16. Validate FRELAY Keyword.”

See NCP, SSP, and EP Resource Definition Guide and NCP, SSP, and EP
Resource Definition Reference for more information on coding the CALL keyword.

Step 15. Update Generation Definition

Change the TGN keyword on the PU definition statement for the logical line. For
frame relay, the value of TGN should be unique for each logical line between any
two subareas. Retry the generation and try to activate the link again.

If the logical links become active, the problem is resolved; otherwise, go to “Step
8. Go to Hung Resource.”

Step 16. Validate FRELAY Keyword
If subarea connections are active but peripherals are hung, the FRELAY keyword
may be miscoded.

Subarea connections are active but the peripheral connections are not active when
FRELAY is coded FRELAY=(PHYSICAL,ANY).

Verify that the microcode level supports receiving both types of frames concur-
rently. Intensive mode should be run if the NCP resource supports it.

Go to “Step 5. Peripheral or Subarea Network.”
See NCP, SSP, and EP Resource Definition Guide and NCP, SSP, and EP

Resource Definition Reference for more information on coding the FRELAY
keyword.
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Step 17. Contact Support
Contact your frame-relay network support person.

Since the connection was established, the problem is with the frame-relay network
and not with the frame-relay definitions. Contact your frame-relay network support
person.

Network Flow Control Error Procedure
The following symptoms indicate a network flow control problem:

+ Slow response time
* No response for network users.
¢ Blocked virtual route generic alert was received

Most network flow control problems can be alleviated by tuning the environment: for
example, changing NCP or host system generation parameters. Sometimes, hard-
ware or software failures cause flow control problems. This procedure is not specif-
ically designed to help you tune your system, but it does include some tuning
suggestions.

The settings you select for transmission group flow control thresholds and virtual
route window sizes can significantly affect the performance of your network. The
correct value for these settings is determined by your network's configuration and
data flow. Use Network Traffic Analysis (NTA) to:

* Optimize your network data flows by identifying SNA traffic congestion prob-
lems

» Calculate correct virtual route parameter settings by recommending actions that
tune virtual route performance.

For additional detailed discussions of network flow control problems, see the fol-
lowing technical bulletins:

* ‘Held VR” Symptom, Problem or Normal Operation
» ACF Network Flow Control
¢ VR Performance and Window Size Tuning.

This procedure helps you diagnose network flow control problems related to NCP.
The primary purpose of flow control is to regulate the amount of data entering the
network and flowing between network users. Network flow control prevents con-
gestion by managing traffic that is either already in the network or entering the
network.

Obtaining Network Flow Control Information

In order to diagnose network flow control problems, you must first know how to
obtain network flow control information. This section discusses the 14 ways to
collect this information:

“Locating NCP Flow Control Variables” on page 129
“Finding a Virtual Route Number for a Session” on page 130
“Finding Element Addresses for a Resource” on page 130
“Finding the Physical Path for a Virtual Route” on page 133
“Checking Traces for Congestion Indicators” on page 134
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“Locating NCP Virtual Route Status” on page 135

“Determining Whether a Transmission Group Is Hung” on page 136
“Checking NCP for Transmission Group Problems” on page 136

“Checking NCP Virtual Route End Points for BPOOL Problems” on page 138
“Checking NCP Virtual Route End Points for Virtual Route PIU Pool Problems”
on page 138

“Checking NCP Buffer Shortage States” on page 139

“Locating VTAM Virtual Route Status” on page 142

“Checking for VTAM Buffer Shortage Problems” on page 142

“Obtaining Additional Network Flow Control Diagnostic Tools” on page 143.

Documentation Checklist

If the problem results in an NCP flow control failure, use the procedure in Figure 23
on page 117 to collect the following documentation:

¢ NCP dump
* VTAM V/O trace or TCAM channel I/O interrupt trace
* NCP transmission group trace.

Diagnostic Procedure
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