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PROPRIETARY NOTICE

The technical content set forth in this document 1is the
property of Control Data and is not to ba disseminated,
distributed or otharwise conveyvad to third partiaes without the
express written permission of Controt Data.

This docurent is to be used for planning purposes only., It
does not include any exelicit or implied commitments for any
specific release dates or feature contents These matters are
currently under active developments and as such are subject to
revision and replanninn as circumstances warrant,
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C 1.C INTRODUCTION

1.¢ INIRCRUCTION

1.1 PURPDSE

This document describes the externa! specifications of the
Internet Protocol ({IP)} module,. IP is the Department of
Defense {DoD) standard for what is calted a leval three
protocol in the 0SI Reference models IP is currently bheing
used by various networkss including ARPANET., IP has alson been
included In the BSD 4,2 version of UNIX,

In the CDCNET environment IP will be implemented as a level
38 modules. IP will yse the standard 3A software to iInterface
Wwith the real world, This will atlow the IP module to make
use of al} of the standard CDCNET network solutions, The
general filavor of the IP interface is similar to the Xerox
irternet interface,

(:b 1.2 REEERENCES

The following manuals contain material that either defines
the operatieon of the IP module and the modules It Interfaces
to» or provides additiona! insight into the wuse of the 1IP

module,
1) REC-791 SRI Internet Protocol
2) RFC-7G2 SRI Internet Control Message Protosol
3) MIL-STD=1777 Dol Internet Protocol Standard
4) RFC-793 SRT Transmission Control Protocol
5) MIL-STD=-1772 Bol Transmission Control Protocol
&) ARHBERAS CDL Transmission Lontrol Protocol ERS
73 ARHABTA ¢DC Intranet 3A ERS
8) ARH7118 CNL NoD IP static Routing ERS
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2.0 SERVICE _CVERVIEYW

2.1 SERVICES_BROVIDED

The services that the IP provides tn the ULP can be divided
into five basic groups; generals fragmentation/reassemblys SAP
menagements data transfer, and ICMP services., Fach of these
services Is described In one of the following sections.

o -

Z+1s1 GENERAL SERVICES

The Internet Protoco! (IP) is designed to interconnect
packet=switched communication networks to form an catnet. The
IP transmits blocks of datay, called IP datagramss from sources
to destinations throughout the catnet., Sources and
destinations are hosts located on ejther thes same network or
connected networks, Fach IP datagram is an independent entity
(jb unrelated to any other IP datagrame The IP module does not
create connections or logical circuits and has nno mechanism to

promote data reliabilitys flow controls or seguencing.

The i? module provides services to transport layer
proteocols and relies on the services of the Jower laver
network porotocol (3A intranet)., The IP? medule also provides a
gateway function between networks.,

An Upper Layer Protocol (ULP) passes data to the IP module
for delivery. The TP module packages the data as an IP
datagram and passes §t to the Jocal network protocol {3A
intranet) for transmission across the loca!l network. IFf the
destination host is on a local networksy IP sends the datagram
through the network directiy to that hosts If the destination
host is on a remote netuworks then 1?2 sends the datagram to 2
focal gateway. The ogateways in turns sends the datagranm
through the next network to the destination hosts, or to
anocther gateway, The sequence of TP modules handling the
datagram in transit Is called the gateway route. The gateway
rcute is based on the destination internet address. The IP
modules share common rules for interpreting internet addresses
to perform internet routing.
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The TP mndule adds an IP header block to the frent of all
data that it receives from the ULP to create an IP datagram.
This header khlock contains information includings the source
addresss the destination addresss and the network parameters,
The format of this theader will not be described in this
document due to the excellent description in [31., Sections
G.1 thru 9,32 in [3) describe each of the fields and its use,

Occasionallyy 2a gateway IP module or destination I? will
encounter an error during datagram processing. Errors
detected are reported yia the Internet Control Massage
Protocoe!l {IfMP) which is implemented in the IP module.

The interface to the IP moduls provides the ULP with the
ability toc specify certain properties of the transmission
service according to its needs. The network parameters fall
into two categories?! service quality parameters and service
options. The service options include; security labelings
sgurce routings route recordings streanm identification
timestampingy, and the don't fragment flag,. The service
options ara handled exclusively by the IP module and are
impiemented in full. The service guality parameters include;
precedences transmission modes, reliabilitysy and speed, The
service quality parameters are not handled by the IP module.
The IP Routing module may use seme of these parameters when
cheosing 2 routes The 3A Intranet tayer Does nnt acceot any
of these parameters,

-
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SERVICE CVERVIEW
.2 FRAGMENTATINN AND RFASSEMBLY SERVICES

2+1+2 FRAGMENTATION AND REASSEMBLY SERVICES

white traveling from source to destinations datagrams may
need to traverse a network those maximum packet size is
smaller than the size of the datagram, To handle this
conditions the IP medule provides the ability to fragment and
reassemhle detagramss. A gateway at the smaller~packet network
fregments the original datagranm into piecesy catled datagranm
fragmentss that are smatl enough for transmission. The IP
module in the destination host reassembles the datagranm
fragments to reproduce the original datagram, This opearation
is totally transparent te the layers above the IP layer,
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Ze¢1e3 SAP MANAGEMENT SERVICES

Al services provided by the IP module are accessed through
2 Service Access Point (SAP). A SAP is basically definad as a
set of routines which determines the tuwo way interface batween
the IP module and a user module. The IP SAP management
routines are accessed through global entry opolntss their
functions are described halow,

Open_sap The open SAP routine does a2 number of
thingse. First, the orotocol is checkad; if
the protocel specified is not beling used then
an entry is registered in the IP tables.
Secondsy the addresses of the upper level
protocol {(ULP) indication routines are stored
into the registered entry. Finallys the
address of the IP send request routine and
tha SAPid are reaturned,

Close_sap The close SAP routine releases a SAP
currentiy in use and allows the sessociated
protocol te be wused in a subsegquent open
request. -

- -

-
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SERVICE OVERVIEYW
+4 DATA TRANSFER SERVICES

2+144 DATA TRANSFER SERVICES

The data transfer service routines provide the ULP with the
ability to send and receive datagrams from other homogeneous
ULPs in the internet environment, The IP module does not
necessarily deliver datagrams in the same order that they are
senty howevers datagrams will be delivered to ths destination
ULP in the same form as sent by the source ULP, DNatagrams may
be discarded by the IP module when insufficient resources are
available for oprocessings and datagrams lost or discarded by
the network laver are not detected, The IP mpdule is intended
te insulste tke ULP from the characteristics of the natworks
such ass the 34 address and the maximum 3A packet size,

Send_vdata The send routine is provided by the 1IP
modul ey and is calied by the ULP to send a
dataagram out on the network,

Recelive_data The receive_data routine is provided by
the UYLP moduley, and is called by the IP to
present 2 datagram received from the network,

S B D T SR A WS N S AP WS W R D WA OIS D VA W T WU T A WD S D WS S S A M NS S S W SR W R A A D W S S D A N A A T S T W D A WD D A O T YD S T -
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2e1ls5 INTERNET CONTROL MESSAGE SERVICES

The IP module alse provides all of the services of the
Internet Control Message Protoco! (ICMP). These services are
provided through an interface composed of three subroutines.
The interface has baen designed to provide complete sarvice to
alli IP userss Two seperate indication routines are available
to allow the wuser to specify the level of information that
will be providad, The function of each routine is described

1P module will) cail this routine to present
an indication of all ICMP datagrams that are
receijved for this hosts If the ULP does not
(:T regquire this information the address may be

3

3

g

:

]

g

:

:

;

%

]

]

H

belowe H
H

H

Send_icmp This routine is provided by the 1?2 module |}
and allows the ULP to send the following ICMP |
datagrams, Any ULP can send thessa ICMP |
datagrams hut, it is suggested that this |
routine be used with caution. When an echos H
timestamps or information request is sent the |
idantifier field of the datagram is set to 1}
the sending protocel number to allow the |
(j? resvonse to be presented to the sender oniy., }
/ ]
[

Network unreachable, H
Host unreachable, :
Protocol unreachable. H
Port unreachable, H
Fragmentation needed and DF bhit set, H
Source route failed, H
Time~to~live exceeded in transit. H
Freqmant resssembly time sxceaded, H
Parameter problem, H
Source Quench. 1
Network redirect. H
Host redirect. H
TNS/network redirect, H
TOS/host redirect, H
Fcho request and reply, '
Timestamp reaguest and replv. H
Information request and reoly,. H

]

;

icmp_ind This routine is provided by the ULP, The |
3

.

]

3

]

H

E ]

1

specified as NIL on the open_sas request., If
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S

an echoy timestamps or information reply is
received it wii] be delivared to the protocol
which is specified by the identifier fleld of
the datagrame. IFf 2an echns timestampy, or
information reguest is recejved it will be
delivered to atl orotocols. The following
indications may be presented,

Network unreachabie,
Host unreachable,
Protecol unreachable,
Port unreachable,
Fraamentation nesded and DF hit set,
Source route falled,
Time=-to~-live exceeded in transit.
Fragment reassembly time exceaded,
Parameter problenm,
Source Quench.
Network redirect,
Host redirect,
TNS/network redirect.
TNS/host redirect,

(i? Echo request and raply.

/ Timestamp request and resly,

Information request and reply.

error_ind Most ULPs will oniy need indications for
ICHP  datagrams that are directed to their
specific protecols This routine is provided
by the ULP and is called by the IP module to
npresent indications of ICMP datagrams direct
top the ULP specific protocol, Not all ILMP
datagrams will generate an indicstions the
following indications may he presented to the
L2,

Network unreschable,

Host unreachable,

Protocol unreachable.

Port unreachable,

Fragmentation needed snd DF bhHit set,
Source route failed.

Time=to-live exceeded in transit.
Frepoment reassembly time excesded,
Parameter problem,

Source Quench,

W W N e W M seh WS WY W e R S MU e W R e e N W M N I A e e B M S S N e W e e W N R s e e e W S W e
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242 EUNCTIONAL_RELATIONSHIRZ

Before the IP data transfer services can be used an IP SAP
rust bhe opened, Data may then be transferred as long as
neededs When all data transfers have been completed the SAP
should be closed,

All IP 3APs wiil be opened by a user that is "well known®
to 811 IP modules. This is hecause s=ach SAP has a oprotocol
identifier (PID) tinked to jits and a PID can only be used by a
single ULP. Unfortunatelys there are onily 254 PIDs available,
For this reasons most users that need to exchange datagrams
should work through the User Datagram Prctocol {(UDP) module
instead of the IP module,

At this leva2ly opening a SAP can be likened to picking up
the phone to make a calle.e fOnce the phone has been picked wup»
3 number of separate calls may be made and information may be
transferred on each call. VWhen finished with atll calls the
phone is hung wups» this is simitar to c¢losing the S5AP,
Although this analogy is not quite perfect it does show the
basic princinles of the IP module, The following oicture
shows the modules that interface with the IP module,

e N e de e e

e s s s o n 2 + B 4 o o +
] 3 k] 4 ] ] $
1] k] 3 3 L] 4 ]
H EGP H H TCP H H une H H
E | ] k] L] | E ]
] 1 ] 3 1 ?
PR —— + o s o 0 o o -4 [ U -
) E ] ]
] 1 4
o o e ot o o + H H H
H H A s > 2 e S 2 T 2 o o - - o st
i Static 1 H H
it Routing (===-- H 1P H
: | 4 ] L4
3 : ] % 3
o o s o o o + o o T i A ] o - - - 2 > - - " 2 - 4+
'
3
H
o — " - - . " - - - - —~-u4—-+
] ]
2 2
H 3A Intranet |
] 3
] L]
e s s S - - 7 ] 7 A WD I WD YD T S Y S D A -.--u.‘--} :
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2.3 EXIERNAL_SERVICES UIILIZED

The following external interfaces are utilized by the 1IP
mecdul 2.

2+3+1 NETWORK LAYER

The network layer wused by the IP module will be the 3A
intranet layer, The 32 module will provide transparent data
transfer between the host within a single network, The only
input reguired from the IP module should be the TP datagrams
the network identifications and the local netwnrk address of
the destination host. It is assumed that data will have a
non-zero prohabitity of arriving at the destination., If the
network interface fallsy then the 3A wmodule is expected to
notify the IP module.

The 3A moduls will provide a send routine which the IP
module will call spacifying the network identifications, the
loczal network address of the destinations and the data buffer,
The data buffer will not be examined or changed by the 3A
module.

The IP gmodule will provide a receive routine which the 3A
module will call to present data that it has received on an IP
network, The 3A module will specify the network number, the
tocal network address of the sources and the data buffer., The
3A mocdule will not examine or modify the data buffer, The
receive routine and the send routine are totally independent
of each other and are asynchrcocnous.

The IP will also provide a routine which the 2A module will
call to inform the IP module that the status of a network
connection has changeds. This routine will receive the network
numbers the networks statusy the maximum datagram sizas and
other unused information.
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2+3.2 IP STATIC ROUTING MODULE

The IP Static Routing (IPSR) module is rasponsible for
determining the next destination for all datagrams received by
the IP module., The IPSR keeps track of the status of each
network that IP can route datagrams to. The IPSR2 module will
provide a routine which the IP module can call to obtain the
destination of a datagram. The routine witl accept the source
acdresssy the destination address, the network parametersy and
the routing options from an IP datagram and return the next
destination of the datagram and the maximun size of datagrams
on that networke.
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3.0 SERVICE DESCRIPTIODNS

3.0 SERVICE DESCRIPBTIONS

3e1 JAP_MANAGEMENT SERVICES
3+1.1 DESCRIPTION

This sectinn describes the routines that orovide the SAP
management services.s A SAP is defined by a sapid and a set of
routine addresses.s The routines that provide SA? management
sre global addresses; all other services pass the addresses of
their routines as parameters tec and from the open_sap routine,

3142 EXTERNAL INTERFACES

3.1.2.1 ip_opep_sap_reaguest

The open SAP routine is used to register a Service Access
Point with the IP module. The IP module allows a total of 254
SAPs to be open at one time, FEach SAP is ldentified by its
SAPid value which is linkad to the protoco!l value, The format
¢f the CYRIL interface is as follows:?

PROCEDURE ip_open_sap |

protoncol 0s02553
data_ind ip_data_ind;
error_ind ip_error_ind;
fcmp_ind Io_icmp_ind;

io_send_reqg;
io_icmp_reaq;
INTEGER;
ip_status_typoe);

VAR send_rag
VAR icmwp_ragqg
VAR sapid
VAR status

8 sh B 6 99 ws 4 e
S - e

protocol In This value specifies the user
protocol to the IP module. The 1IP
module will only ailow ona SAP for
each protocol number. The ULP must
specify an appropriate vajuye between
1 and 254 inclusive,

- .-

-

data_ind in This is a pointer to a user
supplied routines which the 1P
module will <call to oporesant data
messages to the ULP,
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2,0 SERVICE DESCRIPTICNS
3414241 igp_vcen_san reguest
error_ind In
icmp_ind In
send_reqg Nut
icrp_req Dut
sapid Dut
status Dut

This is a »pointer to 2a  user
supplied routine which the IP module
witl caill to present ICMP
indications that are specific to the
protoco!l of the UL®, If the ULP
doesn?t need these indications then
the pointer should be set to NIL.

This s a pointer to a user
supplied routine which the IP module
will calt to present all ICMpP
datagram indications, If the ULP
doesn't neesd these indications then
the pointer should be set to NIL.,

This is 2a pointer to the IP
modules routine to send data.

This is a pointer to a routine
provided by tha 1P module to allow
the ULP to generate ICMP datagrams.
It is suggested that thils requast bhe
used very carefully.,

This is a 32 bit valus that
jdentifies the particular IP SAP in
atl ltater requests, This parameter
is wused by the IP module as a
password value,

This is the status of the
request. The following values may
be returned?

ip_Insufficient_resources

ip_protocol_illegal
ip_protocol_inuse

ip_successful

3414242 jp_gclose _sap_reayast

The close SAP routine is used to terminate the use of an IP
This frees up the SAP for use by another ULP,

SAP.

PROCEDURE Jp_close_sap

protocol
sapid
VAR status

-

LTI T

0es255;
INTEGERS
ie_status_tvype)l;

W s W MG W W e W B W e s W

e e e e
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(i) 341202 ip_clnse_sap resquest

protacol In This wvalue specifiess the user
protocol to the IP module,

sapid In This is the SAPjid returned on the
original open request.

status Out This is the status of the

request, The following values may
be returneds
io_protocol_illegal
ip_sap_not_open
fp_successful

CONTROL DATA PRIVATE
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DATA TRANSFER SERVICES

3.2 DATA_TRANSEER_SERVICES
34241 DESCRIPTICN

The data transfer services are provided by two routines,
The addresses of these routines are accessed throuogh the
open_sap routine. The send routine 1is provided by the IP
modules 2nd is called by the ULP module to send datagrams out
onto the networx. The indication routine is provided by the
ULP modules and is used hy the IP module to present datagrams
received from the natwork, Note that a send_data request does
net elicit any responses nor does a data_ind indicate that a
send_data reqguest is required, The parameters on the routines
indicate how the data is to be packaged and where to send ity
the data buffer is not examined or changed by the IP module.

3.242 EXTERMAL INTERFACES

342421 jp_send_reauest

The send data routine Is used to send data out on the
network thru a previously opened SAP, The address nof this
routine is returned to the ILP when the ooen request is made.

ip_send_reg = “PROCEDURE (

header : ip_header_recs
source ! in_address;
destination 3 ip_address;
options : “ip_option_rec;
sapid t INTEGER;
VAR data t huf_ptr;
VAR status : ip_status_type);
header In This is a record which contains
the IP header for the datagram. The
ULP module does not Ffitl in the
entire header only the user
specified fields as noted 1in the
data type section.
source In This is the address of the

sender., This address may be
partially or complietely unspecified,
This addrass is specified when a ULP

CONTROL DATA PRIVA
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needs to iIndicate which network
solution the IP should use §If it is
multihomed.

destination In This is the address of the remote
IP that the data Is being sent to.

options In This is a pointer to a record
whichk contains the IP options to be
sent with the datagram,.

sapid In This is the SAPid returned by the
original open request,

data In This is a pointer to the system
buffer containing the data portion
of the datagram,

status Dut This is the status of the
request, The following values may
he returneds '
Tp_option_error 19- 1S UkE_HeSowmc
ip_protocol_illegal
ip_route_failed
ip_sap_not_open
ip_successful

O

3.242+2 io_data_indication

The data indication routine Is nrovided by the ULPy, and is
used by the IP module to present data messages to the ULP,
The format of the Cybil interface is as followus:

ip_data_ind = “PROCFDURE (

header t ip_header_recs
sopurce t ip_address;
destination * ip_address;
cptions s ™jp_option_rec;
sapid t INTEGER; H
VAR data 3 bhuf_ptr)s H
H
H
header In This is a record which contains |
the IP header from the datagram, H
3
i
source In This is the address of the remote 1
(ZD IP modules that sent this datazram, :

CONTROL DATA PRIVATE
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destination In

options In
sapid In
data in

85/703
This is the address that the
datagram was sent to, This address

indicates which network solution the
datagram was received on,

This is a pointer to a record
which contains the 1P options
recejved with the datagram,

This
original

is the SAPid returned by the
open request.

This is 2 pointer to the systen
buffer containing the data portion
of the datagram,.

W N e W W W e e R W W e e G
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3.3 INIERNET CONTROL_MESSAGE_SERVICES
3+3+1 DESCRIPTICN

This section describes the routines which provide the
interface to the ICMP functions supported by the IP module,
A1l ULPs have the capability te send ICMP datagrams out on the
networke. This ability should be used with care. ULPs also
have the option of receiving indications of all ICMP datagrams
received from the neatwork, The ULP selects this ootion by
providing the address of an indication routine when it opens a
SAP., fFinalilyy the UL? can choeose to receive indications about
ICMP datagrams received from the network for its specific
proteocol. This option is also selected by oroviding the
address of the ULPs indication routine when the SAP is opened,
It is sassumed that most ULPs will use this last indication
services

30342 EXTERNAL INTERFACES

3034241 icmp_send_regusgst

This routine is provided by the IP module to allow the 1JLP
to send ICHMP datagrams ocut to the networks This sarvice must
be used carefully to avold flooding the network with useless
ICHP datagrams., The format of the CYRIL interface Is as
follows.

in_icmp_req = "PROCEDURE (
spurce ip_address;
destination ip_address;
icmp_header icmp_header_recs

#e W6 ¥ sx b as s

protocol N.e25%;
sapid INTEGER;
VAR data buf_ptr;
VAR status fp_status_type)s
source In This is the IP address of the
sender within this DI,
destination In This is the 1P address'of the

system which sent the datagram that
is being rejected,

W A A e s A W AR e W W W i SR AR el Wl U e R W B M W W W e R e W W WD G e W e G W e e R R S e Y S e N Ee
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343,241 icmp_send request
icrp_header In
protocol In
sapid In
data In
status Dut

3-8

86/03/731

This is the header vortion of the
ICMmp datagram that the UYLP s
requesting the Ip module to

transmit.

This is the protoco! number of
the ULP reaquesting that an ICMP
datagram be transmitted,

This is the SAPjid allocated by
the IP module when the SAP was
opened.,

This is a2 pointer to the systenm
message buffer with contalns any

data that needs to g0 as part of the
ICMP datagram,.

status of the
following values may

This is the
reauyest, The
be returned,

ip_destination_illegal

ir_finvalid_icmp_type
ip_invalid_icmp_code
ip_sap_not_open
ip_source_illegal
ip_successful

3.342.2 ip_licme_indigatlion

This routine Is provided by the ULP and is called by the IP

rodule when an
NIL
interface

in_icmp_ind =
sgurce
destination
icwp_beader
sapid
VAR data

“s e w6z o8

source In

ICHP
The ULP can refuse to accept these
sddress on the opmen_sap reqguest,
is as follows:

datagram is recelved from the natwork.
indications by specifing a
The Fformat of the Cyhil

~PROCEDURE

fp_address;
in_address;
icmp_header_rec;
INTEGER;
buf_ptr);

This is the 1IP address of the
host which sent this ICMP datagram
cut on the network,

CONTROL DATA PRIVATE
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entity within this DI that the
datagram pertains to,

icmp_hreader In This is the header portion of the
ICMP datagram that was received fronm
the network.

sapid In This is the SAPid allocated by
the IP module when the SAP was
opened,

dats In This is a pointer to the systen

message buffer with contains any
data that came with the Icmp
datagram.

3434243 jp_error_indlicatiop

The error indication routine is provided hy the ULP and is
used by the IP module to present indications to the yLP which
are protocol specifice The ULP can refuse to accept these
indications by specifing a NIL address on the open_sap
requests The format of the Cybil interface is as follows:?

ip_error_ind = “PROCEDURE (

header $ ip_header_r2¢;
source t ip_address;
destination @ jp_addresss
options + “ip_eption_rec;
sapid t INTEGER:

data 3 huf _ptr;

error : ip_status_type;

bad_param INTEGER)

header In This Is a record which contalins
the IP header from the datagram,

source Iin This is the address of the remote
IP module that sent this datagram.

destination In This is the address that the
datagram was sent to. This address
indicates which network solution the
datagram was received on,

CONTRTOL DATA PRIVA
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{  3.3.2.3 ip_error indication
options In This is a opointer to a record

which contains the IP options
received with the datagram,

sapid In This is the SAPjid returned by the
original open request,

data In This is a pointer to the system
buffer containing the data oportion
of the datagram.

error 1 This is the type of error that
occurreds, The following errors ara
defined:

ip_net_unreachahle
ip_host_unreachable
ip_protocol_unreachable
ip_port_unreachable
ip_fragmentation_needed
ip_route_failed

ip_timeout
ip_assembly_timeout
(j% ip_option_error
/ ir_congestion
bad_param IN This is the identifier of the bad
parameter in the case of an option
BrTror. The identifier may have the

feliowing values.,

Version or IHL

Type of service
Total length
Identification
Flags or Fragment offset
Time=to-1live
Protocol

Checksum

Source address
Destination addreass
Security option
Streamid option
Routing option
Timing option

]

st
b 0D D 0 N DN AR W e D

[ J I (R I NN R O O]

fod i
Wi
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3.4 ERROR RECAOVERY

3.4 ERROR_RECOVERY

Although it can be assumed that the IP module will not be
runninag in a hostile wuyser environment, it is assumed that
users will make mistakes, Therefore, the interfaces of the IP
module are desianed to catch errors as soon as possible. Most
errors can be caught by simply checking varametars passed into
the IP module. In terms of the IP module this is really error
prevention rather than error recovery. The following 1list
itemizes the steps that wili be taken to catch errors.

1. Fach SAP has a 32 bGit SAPID to identify it. The
sapid will be genarated from a counter which will be
updated each time a SAPID is used. This wiil prevent a
user from trying to sccess z closed SAP and perhaps send
data through a SAP reopened by another user,

2e Al parameters w#ill be tested for legality. The
addresses passed in the open_sap reguest are tha only
exceptions to this rule. It is probably not possible to
validate the addresses completely. The compiler will
make sure that a parameter is the correct tvepes so other
than checking for NIL pointers no checks will be made,
Therefores the TIP module could possibly fail if those
gddresses are messed up.

3, There should he no error due to protocol that can
make the IP module fails If the 3A module passes bad
information the error should be caught by parameter
checks,

COMTROL DATA PRIVATE
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401 DEERATINGC CHARACTERISIICS

A ltarge numher of other modules are dependent on the IP
module. It is therafore necessary that the IP module be as
efficient as ponssible. For every dataaoram that the IP moduile
processasy 3 call is made to the IP routing moduley therefores
part of the IP nrodules efficiency will depend upon the 1IP
routing module, In generatl the following g90als have been set,

Assuyme? 1) Transmission rate of 10meg bits/second.
2) Average packet size of 500 bytes,
3) Average 2 microseconds/68000 iInstruction,

Compute: 1) Average 2500 packets/second.

2) Average 400 microseconds/packet,
3) Approximately 200 instructions/packet,

CONTROL DATA PRIVA
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4.2 DPERATIONAL_MEASUREMENTIS

The IP module accumulates a number of statistics which
indicate the 1load that it has heen working under. This
information may ba accessed through the standard CDNA

Statistics Command Processor.,

the information provided is shown below,

IP Statistics

Total Number of NPEN Requests = Hi##ssH#H
Total Number of CLNOSF Requests = #¥#####4
Number of SAPs Currantly Dpen = B
Protecol Sent Raceived
#yi Packots= ###484% Packets= ##444#4
Rytes= ##4484488 Rytes= HA¥FHELHH
(z% HEH Packets= H####44#4 Packets= #{#4444%
Rytes= #4##i#8¥4 Rytes= RERHELBYY
#4% Packets= #HREH48Y Packets= H#83448
Bytes= ##H#B44## DBytes= $44#4884%
Total Packets= ###4### Packets= ###44484

ytes= EAFHASAHS

Bytes= #$4844844

The content and basic format of

Packet arrors

Respurce=z #4##444

Content= H#ERH4#4S
Resource= #$###%44
Content=s #AAE4RY
Resource= ####4##
Content= #443#44%
Resnurces= ##H##ds
Content= ##4484%

COMTROL DATA PRIVATE
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5.0 EINITE_STAIE MACHINE

The IP module will use a very simple FSM, The FSM is
composed of three statessy 12 input conditionss and 9 osutout
actions. Fach IP datagram will basically have it's own FSHN,
fach FSM instantiation will be identified by the source
addressy the destination addresss the protocols and the
datagram §dentifier., The following sections describe the FSM,

5.1 ESE_DIAGRAY

3K o e e e 2 s o e s e e 3

) 1
k] 1
L T H H
H H SAP Closed |
$ H {S0) !
H oD HE T, *
] 4 1 ]
¥ L3 L] 1 : ]
H H Fmmm e e e * H
4 ] : ]
] ] 3
] 1 ]
] 3 ]
i ] ]  }
L] 3 H
y H H
FK e e e o e s 2 o 2 e s S % 3 s s i et 0 s - o ¥
4 ] 1 3
3 1 ] ]
: :( ......... [ } g
H Idle H H Reassembly H
H {sS1) H H {(S§2) H
H § e e v e s e o > H
] 3 ] E ]
3 4 S ]
3K s e ot e o o s e S S - o K
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5
5.2 ESM_INBUI _CONDITICONS

The following tist contains the input conditions to the
FSM,. fach of the input conditions wills in combination with
the current states determine th next state and may produce an
output action, Naote that not atll input conditions cause a
change in the statey, nor do all input conditions produce an
output action.

A e .-

{C1) A valid ooen request is received from the ULP,
{(C2) A valid close request is received from the ULP,
{C3) A valid send reqguest is received from the ULP.,
(C4) A complate datagram is received from 34,

{C5) A fragment of a datagram is received from 3A for a local
destination.

{Cs) A fragment of 2 datagram is received from 3A fFfor a
remote destination,

(C7) The assembly of a fragmented datagram is completed,

(CB) The timeout interval expires for a2 fragmented datagranm
under construction.

e e e e

{C9) A datagram is received from 2A with a checksum error,

{C10) A datagram is received from 34 with an error other than
3 bad checksum,

{C11) A redirect error datagram is received from 3A,

{C12) A general error datagram is received from 3A,

CONTROL DATA PRIVATE
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503 ESM_OQUIPUT_ACTIONS

The following 1ist contains the output actions that the FSM
produces. These output actinns are produced when the innut
condition and the current state have the corract values,

{(al)
(A2)
{A3)

{A4)

(A5)

(AG)

O (A7)

(A8)

{A9)

Cpen tha SAP.
Close the SAP,
Eaturn the proper error status,

Determine the datagrams destination and send it to the
ULP or 3A.

Discard the datagram,

Discard the datagram and send an error datagram to its
SOUrCe.

Baegin or continue fragment collection,

Call the routing modulese to update the status »f the
route used.,

Present the arror datagram to the ULP,

CONTROL DATA PRIVATE
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504 ESM_IRANSITION DEEINITIONS

This section shows what the next state and outpout action is

for each

pa

combinations.,

Input
{ondition

c10
€11
12

ir n¥ current state and input condition
This table determines the total behavior of the

Input State

S0 S1 52
tm—m—— ———— F S —— b ———— -+
H S1s41 H S15A3 H S1sA3 H
poemmm—m————— o —— b e e +
H S0sA2 H S0sA2 H S0sA2 :
o P SR R Y
H SOsA3 H SilsA4 H S2sA4 H
o ——————— P ———— o e e
H SCyAE H SlsA4 H S2s04 :
b ———— S — P ———}
H S0y AB H SZ;A? H S25A7 H
o —————— P —————— torm e +
H S0s A8 i S1sA4 1 S2sA% H
o e et i e o o
H SCs»AS H S1sA5 } SlsA4 H
P o —————— T ——.
H S0sA6 H S1ls A8 H S1sA% i
A — T —— PO —————
H SCsAS H Sl’Aﬁ H S2sA5 H
T — T —— T — +
H S0sAb H Sl:hﬁ H SZ;A& H

R Y U S U S A — Y

: SO»AB8 H S1,A8 H S2sA8 H

: SO»AS H S1»A9 H S2sA9 H
G o —————— FRUIC— +
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6.0 LOG_MESSAGES

- — —-——

The IP meodule issues log messages whenever it detects a

function c¢211 e2rror Ffrom either the ULP of the lower

faver

software. A 1o¢ message will also be issued whenever a status
commrand Is processads and wherever a configuration command is

processed, The following is a 1list of each of the

messages generated,

.1 RARAMEIER_ERROR

Message Id: 227
Descriptive Messaget "IP Parameter Error"
Fieldss "Caller: ¥ String{l1,.,20)
HEynction: String{l..20)
“Darameter: " String(l..20)
Example: 84710731 11:26,35 123455 789ARL
IP Parameter Error
Caller: Protocol_002

Function: Send_data
Parametert Precedence

6.2 INTERNAL_ERRQR_CONDITICON

Message Id: 227

Descriptive Message: ™"IP Internal Error™
Fieldss "Descrintion: " String{l..s0)
Example: 24710/31 11:29,.,35 1234545789ARC

I? Internal Error
Descrintiont Date structure corrupted,

CONTROL DATA
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7.0 INSIALLATION_0PIIONS

The IP module does not require any installation options,
Al parameters are either closely dependent on the code or
must be set dynamically when the module is started or
reconfigured,
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B.C NEW_DATA_TYPES

Fackh user nf tha IP wmodule 1is associated with an 1IP
protocol tvpe, Thare are sz numher of protocol tvpes that are
well know to IP modules through out the Dol network, The
foilowing protocol tvypes are defined by the IP module and are

stated to be well known to
ip_protocel_ip

ip_protocol_icmp
ip_protecel_gge

298 8%

Internal

LR 3 N ]

E K IR I I ]
ip_erotocol_tcp  eseen
ip_protocol_udp  sssas

jp_protocol_cdcox

LN

At
code.

C

TYPE
ip_status_type = [

ip_assembiy_timeout,
ip_congestion,
ip_destinastion_iliegals
ip_fragmentation_nseded,
ip_host_unreachable,

eip_insufficient_resocurcess
fp_invalid_icmp_types
ip_invetlid_icmp_codes
ip_net_unresachables

eip_option_errors
ip_port_unreachable,

eio_protocol_illegal,
ip_protocol_inuse,
ip_protocol_unraachable)

sip_route_failed,

sip_sap_not_openy
ip_source_illegal,
eip_successfuly
in_timeout);

functionrs provided by the IP
The following status codes are returned by one or more
of the IP Ffunctions or the IP error

el lainin il ialela i lain e iala e

trhis IP module,

Internal IP protocol.

ICMP protocotl.
Gateway to Gateway Protocol,
Transmission Control
UUser Datagram Protocol,
CDC gateway module.

Protocol.

module return a3 status

indication routine.

Timeout in reassembly,

No deliverys congestion.
Illegatl dest. address.
Cant't send without frag.
Invalid host id.
Memory/buffer congastion.
ICMP typa jncorract.

ICHP code incorrect.,
Invalid network id.

Error in option.,

Invalid port.

Iiteqgal protocol number.
Reguested protocol! in use,
Invatid protocol.

Errers in strict routs.
The SAP is not open.
Itiegal source addrass.,
Oparation completed,
Timeout during travel,.

L Ty
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The address record used by the IP interface is shown below.
The "fields_inuse” field is wused to indicate which of the
following fields are specifieds The only time that a field
can hbe unspecified is when the address is the source address
of a send_data reauest,

TYPE
ip_address = RECORD
fields_inuse ¢ (ip_nones ip_net, ip_host, ip_both),
netuwork 3 0. 0FFFFFF(16))
host 3 CesQFFFFFF(16))
RECENDS

ip_double_word 3 =80000000(156)..7FFFFFFF{16);

The following record is used to describe the header used by
the 1IP datagrams. This record is used by the ULP to pass the
parameters that IP would have to put into the header any ways
The only part of the header that IP processes in the source
address and the destination address. The following CYBIL code
defines the record and indicates which field the ULP must Fill
before calling IP.

TYPE
ip_hsader_rec = RECORD
version 1 0.01%s { *%*
int $ Cenlby { ¥¥%
precedence LI ¢ P { uL»
de lay t BOOLEAN, f e
throughput s BOCLEAN) { uUL»
reliability 1 BNOLEAN, { UL» H
unused_flag_1 3 BODLEANS { ®*%TFERD** H
unused_flag_2 ¢ BOOLEAN, [ *%X7ERD%* H
totat_length 1 DL.OFFFF(16)) { %%k
jdentification 3 Q..0FFFF(16), r uL» H
unused_flag_3 ¢ BOOLEAN, L *%TERD®* H
dont_frag t BOOLEAN, { uLp
more_¥frags t BOOLEAN, [ ki
frag_offseaet t Cao01FFF(16)) { *kk
time_to_live 2 Cae255) { uLe
protocol 2 00255 {f uLe
checksum t D, OFFFF(16)) { *%*
source t jp_doubla_word, { **xx%
dastination 1 ip_double_word, { F*x*
RECEND;

CONTROL DATA PRIVATE



B=3
DOD Internet Protocol ERS
867037131

A — M —— - - W D W Y W A WD WS A D WD G W W VD A WS S oy D WD M NS A U U TS W U WD A G T S LS W WD N SN A U WD WP R VD R A WD D D D B D

("x 8.0 NEW DATA TYPES

A S TR A N WS W W A W WS A O W Y A U AU T U D D T A YD D T D O T D AT VD D D D M AU L D D T VT D U A S G D AN WD T, S

There are a number of options that may be included in the
IP datagram. Thess options will specified by the user of the
IP modules The following constants and types define the
fermat of the options that are passed to and from the 1P
medules For more information shout the use of options see the
DoD specification MIL~-STD=-1777.

CONST
ip_end = (0
ip_no = 1»
ip_sscurity = 2
fo_loose_route = 3,
ip_timestampo = 4y
ip_record_route = 7,
ip_streamid = 15
io_strict_route = 17,
ip_max_option = 31,

In_contrel_class = 0y
ip_debug_class = 2

ip_max_class = 3y
‘Tﬁ io_loose = 0Oy
" ip_record = 1,
ip_strict = 2,
is_time_only = Dy
ip_record_addrs = 1l»
ip_stamp_addrs = 2,
TYPE
ip_option_rec = RECORD
security : ip_security_recy
‘streanm t jpo_streamid_rec»
routing 3 ip_routing_recy
timing t ip_timing_recy
RECENDS

ip_security_rec = RECDRD

inuse 3 BONLEANS

3 : N,,OFFFF{18),

c P 0.40FFFF(16))

tce T DL..OFFFFFF(18),
RECEND
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ip_streamid_rec = RECORD
jnuse t B300DLEAN,
id 3 DGWDFFFF{16)
RECEND)
ip_routina_rec = RECORD
inuse $t RNOLEAN,
rtyoe t Q,.2%5, { ip_looses.eip_strict
index : 044255 { OeaB
count : Cas?55, { D449
list 3 ARRAYI[(C,.81 OF ip_doubhle_word,
RECEND»
ip_timestamp = RECORD
inuse 2 BRONLEAN)
ttype ! Dee?259, { ip_tire_onlye.sin_stamp_addrs
i“d&x EH O;D?Ss) { Q*QB
count 2 0.4255) { 0s49
overflow $ Da..25%) £ 0.415

CASE 0..1 OF
20= sm_array 2 ARRAY[O..8) OF jp_double_word,
=1= 1g_array ! ARRAY[0,.3]1 NF ip_full_stamps
CASEND)
RECEND,

ip_full_stamp = RECORD
addrs ¢ Ip_double_word,
time 3 ip_double_wuwrod,
RECEND3

The ICMP protocol uses IP datagrams te carry information.
The header of the ICMP datagram is defined by tha following
records The currently defined values for the TYPE and CODE
fields are also defined below.

£l

3

L ]

E ]

E]

]

]

]

9

]

4

¥

]

]

CONST H
jiemp_echo_reply = {0y H
icmp_dest_unreachable = 3, H
icmp_source_quench 2 4y H
icmp_redirect = 5y H
jcnp_echo_request = 8y :
icmp_time_exceeded = 11, :
jicmp_parameter_error = 12, H
icmp_time_request = 132, H
icwp_time_repiy = 14, :
fcmp_info_request = 15, H
jemp_info_reply = 16, H
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fcmp_maximum_type = 255,

fecmp_network_unreachable = 0
icmo_host_unreachahle = 1
icmp_protocol_unreachable = 2,
jemp_port_unreachable = 3,
icmp_fragmentation_needed = 4,
jemp_source_route_Ffailed = 5,

icmp_timeout = Oy
icmp_assembly_timeout = 13

TYPE
jcmp_header_ra2c = PACKED RECDRD

error_tvpe 1 0..255
error_code 3 D.425%5;
checksum 2 D.0FFFF{15h),
CASE Q..2 OF
=z0=
gateway 3 ip_double_uword,
312
ptr 1 Cee255,
unused 3 D+ .0FFFFFF{18)»
=2=
identifiar ¢ Q,.0FFFF({168)»
segquance $ DeoDFFEFF{16),
CASEND,
RECEND;
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9.0 GLOS3ARY

The following term definitions are orovided to aid the
reader in understanding this document,

LhNa:

Qatagram:

Lol:
EGR:

031z

Protocol:

2482

Control Data Distributed Metwork
Architecture,

This is a binck of ULP data oreceeded by
an IP header and is the unit of data passed
down by the IP module,

Department of Defense,

External Gateway Protocol. This protocol is
used in the DoD network environment to pass
simple routing information between individual
catenets {(see RFC-827» RFL=-8%90, and RFL=-904).

File Transfer Protocols This is the pretocol
used in DoD systems to transfer files from
host tn hest (see RFC=-959),

DoD Internet Protocol., This Is the tlevel
threae protocol used by the DoD, It provides
the serves of an 0S5 internet layer.

Noen System Interconnects This is a model
developed by the International Standards
Ornanization (NSI) which defines a method of
layering modules within natworking software,

Fach user of the IP module Is identified
by 3 specific orotocol identifler, This
jdantifier is referred to throughout this
docurent as the protocol.

Service Access Points A SAP Is defined in
this manual as the point of access to tha
services that a module provides. In the case
of the IP module this point of access is
defined by a set of routine address provided
by hoth sides of the service line,
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Ice: DeD transmission contro! oprotocol,. This
is the transport protocol used by the DoD.
TCP provides an error free orderly end to end
data trensmission {see MIL-STD-17783).

URE: Dol user datagram protocol, This is a
orotocol which provides an single datagram
transfer service Wwith no oromises {(see

REC~T68).,
UL2 User Level Protocol. UYsed at wvarious
times to indicate the wuser of the module
bheing discussed,

{on
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