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AuthenTec welcomes your input. We try to make our publications useful, interesting, and informative,
and we hope you will take the time to help us improve them. Please send any comments or suggestions
by mail or e-mail.

Disclaimer of Warranty

AUTHENTEC SOFTWARE, INCLUDING INSTRUCTIONS FOR ITS USE, IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND. AUTHENTEC FURTHER DISCLAIMS
ALL IMPLIED WARRANTIES INCLUDING WITHOUT LIMITATION ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR OF FITNESS FOR A PARTICULAR PURPOSE.
THE ENTIRE RISK ARISING OUT OF THE USE OR PERFORMANCE OF THE SOFTWARE AND DOCUMENTATION REMAINS WITH YOU.

IN NO EVENT SHALL AUTHENTEC, ITS AUTHORS, OR ANYONE ELSE INVOLVED IN THE CREATION, PRODUCTION, OR DELIVERY OF THE SOFTWARE BE LIABLE FOR
ANY DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGE FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS
INFORMATION, OR OTHER PECUNIARY LOSS) ARISING OUT OF THE USE OF OR INABILITY TO USE THE SOFTWARE OR DOCUMENTATION, EVEN IF AUTHENTEC HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. BECAUSE SOME STATES OR COUNTRIES DO NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR
CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO YOU.

U.S. Government Restricted Rights

AuthenTec software and documentation are provided with RESTRICTED RIGHTS. Use, duplication, or disclosure by the government is
subject to restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at DFARS
252.227-7013 or subparagraph (c)(1) and (2) of the Commercial Computer Software — Restricted Rights 48 CFR 52.227-19, as
applicable. Manufacturer is AuthenTec, Inc., Melbourne, Florida 32901.This Agreement is governed by the laws of the State of
Florida.

AuthenTec, Inc.

100 Rialto Place, Suite 100
Melbourne, Florida 32901
321-308-1300
www.authentec.com
apps@authentec.com
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The material in this publication is provided for information only. It is subject to change without notice. While reasonable efforts
have been made to assure its accuracy, AuthenTec, Inc. assumes no liability resulting from errors or omissions in the document, or

from the use of the information contained herein.

Copyright © 2012 by AuthenTec, Inc. All rights reserved. No part of this publication may be reproduced in any form or by any
means without prior written permission. Printed in the United States of America.
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This Getting Started Guide explains how to quickly compile and test the MatrixSSL package on
supported reference platforms. This guide also contains instructions on building and running
the client and server applications provided in the package.

Who Is This Document For?

e Software developers working on a supported platform that want to create a
development environment for integrating MatrixSSL security into a custom application

e Software developers who want to port MatrixSSL to a new platform

¢ Anyone wanting to learn more about MatrixSSL

Documentation Style Conventions

¢ File names and directory paths are italicized.
e Ccode literals are distinguished with the Monaco font.

Compiling and Testing MatrixSSL

POSIX Platforms with Makefiles

The POSIX classification in MatrixSSL encompasses support for several operating system
platforms including Mac OSX 10.5 and most UNIX/LINUX varieties. This is the default platform
for the Makefile system that is provided in the package and should be the first build option if
you are unsure of your platform configuration.

Preparation
The development platform must have the following tools installed:
e The tar archiver for unzipping the package (or other decompression utility
supporting . TGZ files)
e A C source code compiler and linker (GCC is the default in the provided Makefile

system)
e The make tool

Building the source
1. From the command prompt, unpack the zipped tar image.
$ tar -xzvf matrixssl-3-2-0-open.tgz
2. Change directory to the root of the package and build the MatrixSSL library .

$ cd matrixssl-3-2-0-open
$ make

MatrixSSL Getting Started Guide
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Confirm there were no compile errors and that the MatrixSSL libraries have been
built. A successful build will result in a libmatrixssl shared and static library.
Applications interface with this library through the MatrixSSL public API set, which is
documented in the MatrixSSL_API PDF file, included in the distribution.

Self-Test Application

Source code for a self-test application to exercise the SSL handshake and data exchange

functiona
steps wil
protocol i

MatrixSSL Getting Started Guide

lity of the MatrixSSL library is provided with the package. The following optional
| enable the developer to build and run the test application to confirm the SSL
s fully functional.

Having successfully built the static library from the Building the source steps above,
change directories to the test folder where the ss/Test.c source is located and
compile the application.

S cd matrixssl/test
S make

Run the ss/Test application from the command line. This sample output shows a
successful run of the test using the default configuration of the open source
package.

S ./ssITest
Testing TLS_RSA_WITH_AES_128 CBC_SHA suite
Standard handshake test
PASSED: Standard handshake
Re-handshake test (client-initiated)
PASSED: Re-handshake
Resumed handshake test (new connection)
PASSED: Resumed handshake
Re-handshake test (server initiated)
PASSED: Re-handshake
Resumed Re-handshake test (client initiated)
PASSED: Resumed Re-handshake
Resumed Re-handshake test (server initiated)
PASSED: Resumed Re-handshake
Change cert callback Re-handshake test
PASSED: Upgrade cert callback Re-handshake
Change keys Re-handshake test
PASSED: Upgrade keys Re-handshake
Change cipher suite Re-handshake test
PASSED: Change cipher suite Re-handshake

Testing SSL_RSA_WITH_3DES_EDE_CBC_SHA suite
Standard handshake test
PASSED: Standard handshake
Re-handshake test (client-initiated)
PASSED: Re-handshake
Resumed handshake test (new connection)
PASSED: Resumed handshake
Re-handshake test (server initiated)
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PASSED: Re-handshake
Resumed Re-handshake test (client initiated)

PASSED: Resumed Re-handshake
Resumed Re-handshake test (server initiated)

PASSED: Resumed Re-handshake
Change cert callback Re-handshake test

PASSED: Upgrade cert callback Re-handshake
Change keys Re-handshake test

PASSED: Upgrade keys Re-handshake
Change cipher suite Re-handshake test

PASSED: Change cipher suite Re-handshake

Sockets-Based Client and Server Applications

Source code for TCP/IP sockets-based client and server applications are provided with the
MatrixSSL package. The following optional steps will enable the developer to build and run
the applications to confirm the development platform is configured for MatrixSSL integration.

MatrixSSL Getting Started Guide

Having successfully built the static library from the Building the source steps above,
change directories to the apps folder where the client.c and server.c source are
located and compile the applications.

S cd apps
S make

Run the server application from the command line.

S ./server
Listening on port 4433

3. In a second shell environment, run the client application and verify two
connections were made to the running server. Client trace in the successful case:

S ./client
=== INITIAL CLIENT SESSION ===
Validated cert for: Sample Server Cert.
SEND: [GET / HTTP/1.0
User-Agent: MatrixSSL/3.x
Accept: */*
Content-Length: 0

]

RECV: [HTTP/1.0 200 OK

Server: AuthenTec Networks MatrixSSL/3.x
Pragma: no-cache

Cache-Control: no-cache

Content-type: text/plain

Content-length: 9

MatrixSSL]
SUCCESS: Received HTTP Response

=== CLIENT SESSION WITH CACHED SESSION ID ===
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SEND: [GET / HTTP/1.0
User-Agent: MatrixSSL/3.x
Accept: */*
Content-Length: 0

]

RECV: [HTTP/1.0 200 OK

Server: AuthenTec Networks MatrixSSL/3.x
Pragma: no-cache

Cache-Control: no-cache

Content-type: text/plain

Content-length: 9

MatrixSSL]
SUCCESS: Received HTTP Response

$
Debug Builds vs. Release Builds

The default compiler options in the Makefile build system use the -0S optimization flag
to create a size-optimized release quality MatrixSSL library. If you wish to create a

debug version of the library (or applications) simply type make debug to activate the -g
compiler flag.

WIN32 Platforms using Visual Studio Projects

Preparation

The Windows development platform must have the following installed:
¢ Microsoft Visual C++ 2010 Express Edition

Building the source
1. Unpack the product image to the directory of your choosing.
2. Open the matrixssl.sin file at the top level of the directory structure by either double

clicking the file or choosing it through the File-->Open-->Project/Solution menu
option of Visual C++. The result should be a solution with four projects:

MatrixSSL Getting Started Guide
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B
File Edit ‘iew Project  Build Debug  Tools

& - 5 &

Solution Explorer

=

j Solution ‘matrixssl' {4 projects)
+ jﬂ matrixssl

+ jﬂ matrixSslClient

+ jﬂ matrixSsl3erver

+ jﬂ matrixsslTest

,;_ﬂSnlutinn Explorer '\_7'.'5C|ass Wigw xglproperty Manager

3. Build the solution by right clicking the solution and selecting Build Solution.

B4 matrixssl - Visual C++ 2008 Express Edition

File Edit ‘“iew Project Build Debug Tools

iy =

Solution Explarer
‘=
Pl colution ‘make
+- Lo makrixsy | =55 Build Solution
i 33 matr!xS Rebuild Solution
E 33 makrixS
+ 33 matrix Clean Solution

Batch Build...

-“_ﬂ Solution Explg Caonfiguration Manager... =
Project Dependencies. ..
Oukpuk
Project Build Order...
Shows output Frol

#Add g

4. Confirm there were no compile errors and that the MatrixSSL library and
applications have been built. A successful build will result in a Debug (or Release)
directory being created at the top level directory with the object files, libraries, and
executables. The matrixssl.dll, matrixSsiClient.exe, matrixSsiServer.exe, and
matrixssiTest.exe files are the final outputs to look for.

Self-Test Application

The test application will have been built using the above steps. To run the test
application, ensure the matrixsslTest project appears in bold in the Solution Explorer to
indicate it is the StartUp project. Select Debug->Start Debugging from the menu to start
the application.

MatrixSSL Getting Started Guide
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File Edit Wiew Project  Build Tools  window  Help
- = | g EE Windaws 3
Solution Explorer [ Start Debugging F5
= = Skart Without Debugaing Chrl+FS
r ;| Solution ‘matrixssl' (4 projects) =k Attach to Process...
+ (24 matrixss]
= 'j] miatrizssiClisnt Exceptions. .. Chrl+Ale+E
+ (2 matrixSslserver "E  stepInto F11
+ ZF matrixssITest _
= Step Ower F1i0
MNew Breakpoint »
S i ) ]
_gSthonExp”. Z =
The console output should look like this:
o -Ox

esting TLS_RSA_WITH_AES_128_ CBC_SHA suite
Standard handshake test
PASSED: Standard handshake
Re-handshake test <{client—-initiated>
PASSED: Re-handshake
Resumed handshake test <{new connection>
PASEED: Resumed handshake
Re-handshake test <(server initiated>
PASEED: Re-handshake
Resumed Re-handshake test <{client initiated>
PASEED: Resumed Re—-handshake
Resumed Re-handshake test {server initiated>
PASSED: Resumed Re-handshake
Change cert callback Re-handzhake test
PASSED: Upgrade cert callback Re—handzhake
Change keysz HRHe—handzhake test
PASESED: Upgrade keuyz HRe—handzhake
Change cipher suite Re—-handshake test
PASEED: Change cipher suite Re—handshake
SEL_REA_WITH_3DES_EDE_CBC_SHA suite
Standard handshake test
PASSED: Standard handshake
Re-handshake test <{client—-initiated>
PASSED: Re-handshake
Resumed handshake test <{new connection>
PASEED: Resumed handshake
Re-handshake test <(server initiated>
PASEED: Re-handshake
Resumed Re-handshake test <{client initiated>
PASEED: Resumed Re—-handshake
Resumed Re-handshake test {server initiated>
PASSED: Resumed Re-handshake
Change cert callback Re-handzhake test
PASSED: Upgrade cert callback Re—handzhake
Change keysz HRHe—handzhake test
PASESED: Upgrade keuyz HRe—handzhake
Change cipher suite Re—-handshake test
PASSED: Change cipher suite Re—handshake
ress any key to close

Sockets-Based Client and Server Applications

Source code for TCP/IP sockets-based client and server applications are provided with the

MatrixSSL Getting Started Guide
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MatrixSSL package. The client and server applications will have been built when the Solution
was built in the above steps.

To individually recompile a project, simply right click the project name and choose Build from
the drop down list:

File Edit ‘iew Project  Build Debug  Tools

EnR SRR~ -

=
_: Solution ‘matrixssl' {4 projects)

= matrixssl

= &
[ Hea Build
L4 Resg Rebuid
[ Sour
33 makrixgs Clean
A matrixss Projeck Qrily 3
Project Dependencies. .

To run the client or server application in the Visual C++ environment, ensure the target
project appears in bold in the Solution Explorer to indicate it is the StartUp project.
Select Debug->Start Debugging from the menu to start the application.

B matrixssl - Visual C++ 2008 Express Edition

File Edit Wiew Project Build Debug Tools  Wind

F e =

[ Salution 'matrizssl' (4 projects)
E matrizss|
- matrixSsiClient
m
E matrizss|Test Build
Rebuild
Clean
Projeck Cinly 3

Project Dependencigs. ..
Project Build Order. .,
Zuskom Build Rules. ..

.;:gSolution Explorer 23 Tool Build Order ...

Add »
Cukpuk
. References...
Show oukput From:  Buil
Finished generat
Enbedding manife Set as StartUp Project
Build log was s= I g
Debug 3

matrix=sslTest -
Only a single project can be executed from within the Visual C++ environment at a time

so when testing the server and client applications against each other, at least one of them
must be manually run by double clicking the executable file. The server application must

MatrixSSL Getting Started Guide
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1 Debug

File  Edit Favarites

Q Back - ?

Wiew

Folders

+ ) apps

+ | ) core

+ ) crypto
) Debug

+ ) matrixssl

Tools

= IZ) matrixssl-3-1-open

() matrixssl. xcodeproj

Help

Search

Folders E\ -

) Thsandboximatrixssl-3-1-openiDebug

X Mame
A ﬂ matrixssl.obj
& matrixssl.pdb
ﬂ matrixsslapi, obj
il nt.

ﬂmatnxSleIient.Hk
] matrixssiClient.pdb
jmatrixSslServer.exe

Fol e mbias S AW e e il

A successful test will result in console output like this:

Liztening on port 4433
New Client 13
RECU: [GET ~ HITP-1.8
Uzer—Agent: MatrixE8SL-3.x
Accept: /%
Content-Length: 8

1

SEND: [HITP-1.8 288 OK
Server: PeerSec Networks
Pragma: no—cache
Cache—Control: no—cache
Content—type: textrsplain
Content—-length: 9

Matrix88L1

=== Closing Client 136
=== MNew Client 136
RECU: [GET ~ HITP-1.8
Uzer—Agent: MatrixE8SL-3.x
Accept: /%
Content-Length: 8

MatrixS8L-3.x

1
SEND:
Server: PeerSec Networks
Pragma: no—cache
Cache—Control: no—cache
Content—type: textrsplain
Content—-length: 9

[HTTP-1.8 288 OK
MatrixS8L-3.x

Matrix88L1
=== Glosing Client 136 ===

Debug Builds vs. Release Builds

‘\sandbox\matrixssl-3-1-open\DebugimatrixSs

= INITIAL CLIENT SESSION

Ualidated cert for: Sample Server Cert.
SEND: [GET ~ HITP-1.8

Uzer—Agent: MatrixE8SL-3.x

Accept: /%

Content-Length: 8

1

RECU: [HITP-1.8 288 OK
Server: PeerSec Networks
Pragma: no—cache
Cache—Control: no—cache
Content—type: textrsplain
Content—-length: 9

MatrixE8L]
CUCCESE: Heceived HTTF Response

CLIENT SESEION WITH CACHED SESSION ID
SEND: [GET ~ HITP-1.8

Uzer—Agent: MatrixE8SL-3.x

Accept: /%

Content-Length: 8

MatrixS8L-3.x

1

RECU: [HITP-1.8 288 OK
Server: PeerSec Networks
Pragma: no—cache
Cache—Control: no—cache
Content—type: textrsplain
Content—-length: 9

MatrixE8L]
CUCCESE: Heceived HTTF Responsze
Fresz any key to close_

MatrixS8L-3.x

The default build configuration for the provided Visual Studio projects is set to Debug.
If you wish to create release versions of the library or applications, simply select the
Configuration pull-down list and select Release as shown below.

MatrixSSL Getting Started Guide
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B matrixssl - Visual C++ 2008 Express Edition

File Edit ‘iew Project Buld Debug Tools  ‘Window  Help

VRN " - N =N Co L b pebug [+|winaz
Dl

Solution Explorer -~ _

Configuration Manager. ..

'_: Solution ‘matrixssl' (4 projects)
33 mattizssl
= 4 matrixssiClient

|1 Header Files

8 A Eilm

By default the output files will be created in a directory at the top level matching the
name of the build (Debug or Release).

Mac OS X Platforms using Xcode Projects

Xcode projects have been included for building the MatrixSSL library, the test application, and

the client/server applications. The Xcode version used to create the projects was 3.1.4. The
version of Mac OS X used to test the projects was 10.5.8.

uthenTec
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Melbourne, Florida 32901
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