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1.1���ccc
❀Y�94éZs,ÇZø:ð)�,Ç{���YJ,Ç)�BIOS(ûG)POST,�t��Ç~��ÇO
Á���ø:éÄ{!ðZ½4¦mG�è#�{�4�{\{ÇY°~IA-32(Intel Architecture 32bit)�è
*�¾��

1.2������
❀�ÑäqFreeBSD{�®å�õ«Zs0��Y°ÿXÙ¥!/�{0�Ç�Ò4,�ãêv*ø:{m
cÞZs�Zs,ÇI�ZqÄ:

• BIOS POST

• boot0 ~ã

• boot2 ~ã

• loader~ã

• �Xð)�

❀boot0 Zboot2 ~ãóC~boot(8)¥úÁ�bootstrap stages 1 and 2Ç4FreeBSD{3~ãZs,Ç{
)�
ó��~ãÑ�È«Èø{få�+ó¶ôÞÇ�,1k��,#/ñYJZ½�>Õ?"�{�+��

,�±åì{X3
��JK/:

@X3åì
½ BIOS(ûG)>å

F1 FreeBSD F2 BSD F5 Disk 2 boot0

>>FreeBSD/i386 BOOT

Default: 1:ad(1,a)/boot/loader boot:

boot2 a

1
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BTX loader 1.0 BTX version is 1.01

BIOS drive A: is disk0

BIOS drive C: is disk1

BIOS 639kB/64512kB available memory

FreeBSD/i386 bootstrap loader, Revision 0.8

Console internal video/keyboard

(jkh@bento.freebsd.org, Mon Nov 20 11:41:23 GMT 2000)

/kernel text=0x1234 data=0x2345 syms=[0x4+0x3456]

Hit [Enter] to boot immediately, or any other key for command prompt

Booting [kernel] in 9 seconds..._

loader

Copyright (c) 1992-2002 The FreeBSD Project.

Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992 , 1993, 1994

The Regents of the University of California. All rights rese rved.

FreeBSD 4.6-RC #0: Sat May 4 22:49:02 GMT 2002

devnull@kukas:/usr/obj/usr/src/sys/DEVNULL

Timecounter "i8254" frequency 1193182 Hz

�X

,Õ:
a. Y«
+�óboot0 ~ã~� 
v*ø:���ÔEcÞì�E�bñ��

1.3 BIOS POST
❀hPC���Çÿ®ì{
?ìú÷�ìJ�½��óYJ
?ì¥Ç���


���bbb
?ìú÷�32 
�0xfffffff0��
�b
?ì�5ÿ®ìR��q{�
Sh�cr1 Ç�Ç32 ;�
?ìÇó¦éÄ��
ú÷�0�cr1{PE(Protected EnabledÇâ�Ü*&�) ~u�+ÿ®ì4ÿ�â�Ü*¤4"��Ü*�
��éÄ�� ú8 Çÿ®ìó"��Ü*¥Zs�ó"��Ü*¥Ç"u��¦Ô®��4�3{�

❀�0xfffffff0QB�4G,O$�®å��4G	�Ô®�?ÇYÒXÌ4�Ç�H{�?����®åmGR
YÇ��Ý�5BIOS?ûL�

❀BIOS,+Basic Input Output System(äýQ�Qñø:)�óÌÆÞÇÇúû�ó�Ç#é�ÞvB{�
Ö?ûì(Read-Only Memory, ROM)�BIOSÝ9È«Èø�ÌÆmG½�{��¾Ç�ÒYøÇÿ®ìD�
�5�×BIOS?ûì{��0xfffffff0�/�YÇ �Ý9��!Ý�
Ç�5BIOS{POST¾Ç�

❀POST,+Power On Self Test(���5)�Y�Ç�Ýi�?5�Çø:�"5�ZÙÇ��ÓäÇ,

&zCPU�êð)�rÑ�®å�Y�~ã¥��Ç­�Z½ÇÒ4h½Zs÷÷��óÄ�{BIOSÑã
�CÓ 
Zs÷÷��,1,�c��cPÄì�mc�÷÷Zs�

❀POST{!��Z4�qINT 0x19 �
�YÇ�
,Zs÷÷��Ç×KÖR512	�Çã��
�0x7c00�������ÇÇÇ×××KKK{��!�åÍ�mc{�èÇmcÁúI�¥�ËÎo�w�É�w�RÇ3�
�R�wI��½jø(/�464){×o�0R�w4mc{!iWÇ1R×KÇ��Ç×K(�w�ÎÁÑ
,0
)�RÇ
×K,1
)�R)�ø�O{*~ÇÇ�úÁ�ÌZs�9(Master Boot Record, MBR)�
�����{×K��X&~1�

2
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1.4 boot0~~~ããã

❀t·¢���©G/boot/boot0 �Y4�Ç�512	�{B©G��*óFreeBSD�ã,Ç¥ 

�bootmanager�ÇYÇ©G¥{��RúU�mcMBR

❀��ÄcÇINT 0x19 �
ãñMBRÇ�Ò4boot0 {����?��0x7c00�ò�©
Gsys/boot/i386/boot0/boot0.S Ç,1_.Y°Á�	ê��-Y4Zs�®ìÇ�ã�Robert
NordierVU{
|å¹{Ç�¡ã�

❀MBR°Ç�Ò4boot0 °Ç, #Þ0x1be
)��Ç�O{�èÇÁ�IIIKKK,,,�Ù¥�4��9(Á�III
KKK���999)Ç���916	��IK�9,+mc�[ú�IÇóFreeBSD{bª¥ÇYúÁ�slice(d)�16	
�¥��Ç)�	�û½YÇIK4d,Zs�������ÇIK,÷½Y�)��d�Çboot0 {Sh

Ráý���q�

❀�ÇIK�9���­Õ

• 1	�©Gø:¡n

• 1	�,Zs)�

• 6	�CHSÂ*Ãcn

• 8	�LBAÂ*Ãcn

❀�ÇIK�9ÃcnÝ9ì�IKómcÞ{h# �få�LBAZCHSÜ«Ãcn�+#3{fåÇb
4�+0*�ÄX3ÕLBA (\öL¯�ÇLogical Block Addressing)�+IK{å)×KZIK�ÝÇ

CHS(ÎÁ�>×K)�+D×KZâ×K

❀Zs�®ì·ÃIK,Ç?ó¶ôÞ�+h\Ç1"~�,1 
~�Zs{�cZIK�óEcÞ�

�#a{E�Çboot0 �q��Ä*Õ

• )� ¥{IK�,ZsÇ8ø1�{,Zs)�

• �Ôý' 
{IK1÷�'Zs�*�b�1

• ãñ ¥IK{��Ç×KÇ?!Ý�q�

❀��jâÌ?ó��Ç,Zs×K(Y°�FreeBSD×K){��×K°�Út��.²_t{Ç�Ò
4boot2 �

1.5 boot2~~~ããã

❀���.�wÇ���boot2 4óboot0 ��Ç
X4óboot1���/"ÞÇ���Ç512	�{©
Gboot1 ?8óø9/boot °Ç�4~u,�<�cZsø:{�,�cZs�Çboot1 åøboot0 émcZ

s#3{*~:ÇItboot2 ?äq��

❀�,�.²�t��©G/boot/mbr �Y4boot0 {;�Çý�mbr¥{ShXÌ�+h\t~� 
Ç


�4;\{Zsú)�{IK�

❀"�boot2 {Sh?8óø9sys/boot/i386/boot2/ °Çéa{,�q©Gó/boot °�ó/boot °{©

Gboot0 Zboot2 XÌóZs,Ç¥&~Ç��boot0cfgYø{ÓäbÌ&~Ç¢�boot0 {��a

óMBR¥b�	H�boot2  �,Zs{FreeBSDIK{
)�YJ �XI©Gø:;�ÇÄ1Ç¢X,
~ls�¡{×
���
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❀boot2 {Ì��Ö4ãñ©G/boot/loader Ç�4Zs,Ç{�®~ã�óboot2 ¥{ShX�&~Ã

�open() Zread() �¡{¾Ç<j,O��X¤��ú�ñ�
ah·ÃmcÇÖR©Gø:�èÇIt
©G/boot/loader Ç~BIOS{Õ�RÇÖ��?Çl�,Ù�=�
)�q��

❀ø$�iÇboot2 ¤,
+~��q 
Çloader,1,ÙÇ�c�ø:\Ã�IKãñ�

❀boot2 {���Sh~�O{0*�	Õ

sys/boot/i386/boot2/Makefile

boot2: boot2.ldr boot2.bin ${BTX}/btx/btx
btxld -v -E ${ORG2} -f bin -b ${BTX}/btx/btx -l boot2.ldr \

-o boot2.ld -P 1 boot2.bin

❀YÇMakefile¡ä,Òbtxld(8)ú~uÓz���Sh�BTX,+Zsj0ì(BooT eXtender)4ÉÇ�(Á�
0�(client)
Øâ�Ü*¢¸�?¦0�Ç�#Óz{�ãSh�Ä1boot2 4�ÇBTX0�Ç&
~BTX
Ø{qÖ�

❀Óäbtxld4ÓzìÇÇRÜÇ���ShÓzó�å�btxld(8)Zld(1){K/4ld/�RÜÇø)©GÓ
zÄ�ÇÄÕÓzEÝ,�q©GÇ
btxld �R�Çø)©G¦BTXÓzåuÇ�	7\�8óIKD\
{���ShÇ1"�ø:Zs�

❀boot0 �q!Ý�BTX{�=��l�ÇBTXRÿ®ì#¦�â�Ü*Ç?ï÷�Ç;\{¢¸Çl�®
~0��YÇ¢¸ÝiÕ

• ��8086Ü*�Y?�øBTX4��8086{)@Ç��"Ü*�
Ç�pushf, popf, cli, sti, ifÇþ,ú0�
®~�

• OÁ¥äÃcn,(Interrupt Descriptor Table, IDT)Ç&zÄ�{mG¥ä,úb�{BIOSÇ�ÿ®�OÁ
¥ä0x30ÇY4ø:®~�=�

• ÜÇø:®~execZexit {½B��:

sys/boot/i386/btx/lib/btxsys.s:

.set INT_SYS,0x30 # ¥äR

#
# System call: exit
#
__exit: xorl %eax,%eax # BTX ø:®~0x0

int $INT_SYS #
#
# System call: exec
#
__exec: movl $0x1,%eax # BTX ø:®~0x1

int $INT_SYS #

❀BTXOÁ\ÛÃcn,(Global Descriptor Table, GDT):

sys/boot/i386/btx/btx/btx.s:

gdt: .word 0x0,0x0,0x0,0x0 # 18��=

.word 0xffff,0x0,0x9a00,0xcf # SEL_SCODE

.word 0xffff,0x0,0x9200,0xcf # SEL_SDATA

.word 0xffff,0x0,0x9a00,0x0 # SEL_RCODE

.word 0xffff,0x0,0x9200,0x0 # SEL_RDATA

.word 0xffff,MEM_USR,0xfa00,0xcf# SEL_UCODE

.word 0xffff,MEM_USR,0xf200,0xcf# SEL_UDATA

.word _TSSLM,MEM_TSS,0x8900,0x0 # SEL_TSS

4
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❀0�{ShZjâ)���MEM_USR(0xa000)Ç 
n(selector) SEL_UCODE�50�{jâã� 

nSEL_UCODEp��3ÿÃcnY!(Descriptor Privilege Level, DPL)ÇY4!�ÿY!�b4INT 0x30 �


{ÿ®Ç�?û���Çã°ÇYÇã{ 
nSEL_SCODE (supervisor code)��ø�®ÿY!�t�S
hOÁIDT(¥äÃcn,)��q{v*�ø:

mov $SEL_SCODE,%dh #ã 
n
init.2: shr %bx # 4dÿ®YÇ¥äÚ

jnc init.3 # d

mov %ax,(%di) # ÷�ÿ®Ç� #Þ

mov %dh,0x2(%di) # ÷�ÿ®Ç� 
n

mov %dl,0x5(%di) # ÷� P:DPL:type
add $0x4,%ax # ��Ç¥äÿ®Ç�

❀Ä1Çh0�®~__exec() �ÇShRú1!°Y!�q�Y&z�X,1��â�Ü*jâ�èÇ�

I�,(page tables)�\ÛÃcn,(GDT)�¥äÃcn,(IDT)��

❀boot2 ½Bê�Ç­�{jâ�èÕstruct bootinfo �YÇ�è�boot2 ð)�Çl�úÝ�

tloaderÇ���úÝ��X�YÇ�è{\I1ø�boot2 ÷½ÇÙ�{�loader÷½�YÇ�è¥{få
Ýi�X©GÖ�BIOS
Ø{mcÎÁ/�>/×Kjøfå�BIOS
Ø{Zs÷÷{PÄì�RÇ,~{
Ô®�?LBÇenvp �b(¢¸�b)��½B��Õ

/usr/include/machine/bootinfo.h

struct bootinfo {
u_int32_t bi_version;
u_int32_t bi_kernelname; / * ~�Ç	�,+ * * /
u_int32_t bi_nfs_diskless; / * struct nfs_diskless * * /

/ * 1Þ��÷1 * /
#define bi_endcommon bi_n_bios_used

u_int32_t bi_n_bios_used;
u_int32_t bi_bios_geom[N_BIOS_GEOM];
u_int32_t bi_size;
u_int8_t bi_memsizes_valid;
u_int8_t bi_bios_dev; / * Zs÷÷{BIOS\Ã�R * /
u_int8_t bi_pad[2];
u_int32_t bi_basemem;
u_int32_t bi_extmem;
u_int32_t bi_symtab; / * struct symtab * * /
u_int32_t bi_esymtab; / * struct symtab * * /

/ * 1�1ø�°ÿbootloader 
Ø * /
u_int32_t bi_kernend; / * �X8-âà * /
u_int32_t bi_envp; / * ¢¸ * /
u_int32_t bi_modulep; / * ½ãñ{ÜL * /

};

❀boot2 ���Ç¬¢�V~�Q�Çl�®~load() ��*~�X)�[Q�Ç¬¢Ró�ã�-��

eÇload() RÌãñb�©G(/boot/loader )�<jino_t lookup(char * filename) Zint

xfsread(ino_t inode, void * buf, size_t nbyte) ~uR©G��Ö��?�/boot/loader 4�

ÇELFÂ*���©GÇX,Ç{>\ú¦Äêa.outÂ*¥{struct exec �è�load() ·

Ãloader{ELF>\Çãñ/boot/loader ��?Çl�!Ý��=�q�Õ

sys/boot/i386/boot2/boot2.c:

__exec((caddr_t)addr, RB_BOOTINFO | (opts & RBX_MASK),
MAKEBOOTDEV(dev_maj[dsk.type], 0, dsk.slice, dsk.unit, dsk.part),

5
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0, 0, 0, VTOP(&bootinfo));

1.6 loader~~~ããã
❀loader�4�ÇBTX0�ÇóY°X*-c�.��\��\Á{C~loader(8)Ç�Mike SmithVU�
�loaderÍ��{BTX{å®.²ó�ÁÿX,�

❀loader{Ì��Ö4Zs�X�h�Xúã��?�Çýúloader®~:

sys/boot/common/boot.c:

/ * ,loader ¥®~�X¥éa{execÇ� * /
module_formats[km->m_loader]->l_exec(km);

1.7���XXXððð)))���
❀t·¢u���Óz�X{×
�Y�ÐÏ·¢ê�loader��É�X{ïh ��YÇ �Ò4�X]
"{�=��

sys/conf/Makefile.i386:

ld -elf -Bdynamic -T /usr/src/sys/conf/ldscript.i386 -ex port-dynamic \
-dynamic-linker /red/herring -o kernel -X locore.o \
<lots of kernel .o files>

❀óY�q¥��J�U{ÀÜ�D�Ç�X4�ÇELFÄÕÓz���©GÇ,4ÄÕÓzìe
4/red/herring Ç�Çã��{©G�Ù'Ç���©Gsys/conf/ldscript.i386 Ç,1é®��H�

X�ld{ 1��Jé��ÝÖ!��qÇ	n�

sys/conf/ldscript.i386:

ENTRY(btext)

❀,+�X{�=�4nR‘btext’�YÇnRólocore.s ¥½B:

sys/i386/i386/locore.s:

.text
/ *************************************************** *******************

*
* This is where the bootblocks start us, set the ball rolling.. .

* �=

* /
NON_GPROF_ENTRY(btext)

❀D�R
?ìEFLAGS÷��Ç½½B{�0x00000002Çl�ð)�Ä�ã
?ì:

sys/i386/i386/locore.s

/ * X�#fBIOSÉñ{EFLAGS� * /
pushl $PSL_KERNEL
popfl

/ *
* X�#fBIOSÉñ{%fs�%gs��#fZs,Ç¥÷½{%cs�%ds�%es�%ss�

6
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* /
mov %ds, %ax
mov %ax, %fs
mov %ax, %gs

❀btext®~¾Çrecover_bootinfo() , identify_cpu() ,create_pagetables() �YJ¾Ç�½

ólocore.s �¥�YJ¾Ç{Õ���Õ

recover_bootinfo YÇ¾ÇIÛ�ZsÇ���É�X{kj�Zs

�X�3«0*:�loaderZs(��Äc),��*�c
ZsLZs,ÃcZs0*�YÇ<jû½Zs0
*Ç?R�èstruct bootinfo ?û��X�?�

identify_cpu YÇ<jc�CPU¡nÇR�*?8ó#
Þ_cpu¥�

create_pagetables YÇ<j�I�,ó�X�?8-º\I{�L8

-Ç?�U�½��

❀��Z4
éVME(�*CPU�YÇÕ�):

testl $CPUID_VME, R(_cpu_feature)
jz 1f
movl %cr4, %eax
orl $CR4_VME, %eax
movl %eax, %cr4

❀l�ÇéÄI�Ü*:

/ * Now enable paging * /
movl R(_IdlePTD), %eax
movl %eax,%cr3 / * load ptd addr into mmu * /
movl %cr0,%eax / * get control word * /
orl $CR0_PE|CR0_PG,%eax / * enable paging * /
movl %eax,%cr0 / * and let’s page NOW! * /

❀��I�Ü*.²éÄÇÆ�{"��¯�0*±ý�H�±�®qSh~u!Ý�����:

pushl $begin / * jump to high virtualized address * /
ret

/ * �ó!Ý�KERNBASEÇ�°4v*ø:�XúÓz�]t{�= * /
begin:

❀<jinit386() ú®~Ö±kj��{4�Ç�bÇ�5��Ç8�Ô®��±��

qmi_startup() �init386 4�Ç¦mGø:#�{ð)�<jÇmi_startup() 4Ç¦mGø:Ã�{<

j(�í’mi_’,+Machine IndependentÇX�v�åì)��XXò,mi_startup() °(ÃÖ®~YÇ<j

�Ç�XqÄZs:

sys/i386/i386/locore.s:

movl physfree, %esi
pushl %esi / * �Éinit386() {��Çkj * /
call _init386 / * ÷�386_¡&�7aUNIXÓ* * /
call _mi_startup / * �Ä{�mGÇ�zÊ©Gø:Ç� * /

7
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hlt / * Xò(ÃtY°¼ * /

1.7.1 init386()

❀init386() ½Bósys/i386/i386/machdep.c ¥ÇÇbéIntel 386_¡�q�ÿð)��loader.
RCPU#¦�â�Ü*�loader.²OÁê!�{�Ö�

HHHVVVÕÕÕ: �Ç"�Ö"Ñ4¦ÙÇ��Ö�#éÕÁ{�q¢¸��Ö�-,1I�#¦ÇY�?��Ç/"Ç{"�

Øê��äú�é�Intel 80x86�Ö{ÃcÇ-DIntelÚ���80386 CPUù���¬{ýîÇÝVó8�L
¦CV� (http://www.lib.tsinghua.edu.cn/)�u�9¥~"80386"*��E#Ä�It{ø:�è0Á{Vø�

óYÇ�Ö¥Ç�XR��Ó*�óÿXÙSh�Ç·Rÿ®ìéâ�Ü*��qÄ{�øïï÷Ó*�

?ïñ:

• ð)��X{,®rkjÇYJkj�ZsÇ��u

• ï÷GDT(\ÛÃcn,)

• ï÷IDT(¥äÃcn,)

• ð)�ø:;�Ñ

• ð)�DDB(�X{�®Aì)Ç�*Çú�H��X{�

• ð)�TSS(�ÖçÕã)

• ï÷LDT(Û\Ãcn,)

• OÁproc0(0R�ÇÇý�X{�Ç){pcb(�Ç;�L)

❀init386() D�ð)��X{,®rkjÇYJkj�ZsÇ��u��÷�¢¸�b(environment
pointer, envp)®~Çò®~init_param1() �envp�b.�loader?8ó�èbootinfo ¥:

sys/i386/i386/machdep.c:

kern_envp = (caddr_t)bootinfo.bi_envp + KERNBASE;

/ * ð)�äý,®r1, �hz� * /
init_param1();

❀init_param1() ½Bósys/kern/subr_param.c �¥�YÇ©G°��Jsysctl1Ç¤�ÜÇ<
jÇinit_param1() Zinit_param2() �YÜÇ<j,init386() ¥®~:

sys/kern/subr_param.c

hz = HZ;
TUNABLE_INT_FETCH("kern.hz", &hz);

❀TUNABLE_<typename>_FETCH~uÜR¢¸#Þ{�:

/usr/src/sys/sys/kernel.h

#define TUNABLE_INT_FETCH(path, var) getenv_int((path) , (var))

❀Sysctlkern.hz 4ø:�¨ªG�3�ÇYJsysctl1úinit_param1() ÷½: kern.maxswzone,

kern.maxbcache, kern.maxtsiz, kern.dfldsiz, kern.maxds iz, kern.dflssiz, kern.maxssiz,

kern.sgrowsiz �

8
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❀l�init386() ï÷\ÛÃcn,(Global Descriptors Table, GDT)�óx86Þ�Ç�ÖÑäqó��{��
��8-°ÇYÇ8-�"ã�: #Þ"{jé�½�ÞÇ¾�Çh�R��ÿ®ì�q{�
óCS:EIPÇ
��Y��
{"u����Ò4�Shã��ã��CS� + EIP��ê;"Çãå)�����0Çª�
��!4G	��Ä1ÇóYÇ¾�¥Ç�
{"u����t4EIP{��ã
?ìÇ�CS�DS�4 

nÇý\ÛÃcn,¥{ÂZ(Í°h{�ÇÂZ?: 
n{\\Ç
4 
n¥{INDEX\I)�

HHHVVVÕÕÕ: é�80386Ç 
n�16 ÇINDEX\I4Ù¥{°13 �

FreeBSD{\ÛÃcn,��ÇCPUâ?ø15Ç 
n:

sys/i386/i386/machdep.c:

union descriptor gdt[NGDT * MAXCPU]; / * \ÛÃcn, * /

sys/i386/include/segments.h:

/ *
* \ÛÃcn,(GDT)¥{�=

* /
#define GNULL_SEL 0 / * 8Ãcn * /
#define GCODE_SEL 1 / * �XShÃcn * /
#define GDATA_SEL 2 / * �XjâÃcn * /
#define GPRIV_SEL 3 / * éÁõÿ®(SMP)�ÿ®ìÛ�jâ * /
#define GPROC0_SEL 4 / * Task state process slot zero and up, �ÖçÕ�

Ç * /
#define GLDT_SEL 5 / * �Ç�Ç{Û\Ãcn, * /
#define GUSERLDT_SEL 6 / * ~��½B{Û\Ãcn, * /
#define GTGATE_SEL 7 / * �Ç�Ö#¦�= * /
#define GBIOSLOWMEM_SEL 8 /* BIOS�à�?6¯(��4Y�8Ç�=) * /
#define GPANIC_SEL 9 / * Ìs�\ø:I�¥�Ó*{�ÖçÕ * /
#define GBIOSCODE32_SEL 10 / * BIOSz=(32  Sh) * /
#define GBIOSCODE16_SEL 11 / * BIOSz=(16  Sh) * /
#define GBIOSDATA_SEL 12 / * BIOSz=(jâ) * /
#define GBIOSUTIL_SEL 13 / * BIOSz=(Óä) * /
#define GBIOSARGS_SEL 14 / * BIOSz=(�#ÞÇkj) * /

❀>Õ?ÇYJ#defines?: 
nýüÇ
�4 
n¥{INDEX­ÇO$Ç¢t4\ÛÃcn,¥{Â
Z�¾�Ç�XSh{ 
n(GCODE_SEL){��0x08�

❀��Z4ð)�¥äÃcn,(Interrupt Descriptor Table, IDT)�Y<,ó�	�GÝmG¥ä�Ìúÿ®
ìZ~�¾�Ç�qø:®~�Ç~�a~Ç�
bINT 0x80 �
�Y4�Ç�G¥äÇÿ®ì~ÂZ
�0x80ó¥äÃcn,¥�I�9�YÇ�9�5ÿ®YÇ¥ä{¾Ç�óYÇ�½<o¥ÇY4�X{
ø:®~�=�

HHHVVVÕÕÕ: Intel 80386|Ñ�®~ �Ç,1&z~�Ç��/,��call�
Ò®~�X¥{¾Ç�,
4FreeBSD?�f~Y«å�Ç��4O�&~�¥äz=,½VÄÕÓz{f&ª��i¤��Ç�Q{P
ÿÕó5]Linux�Çh±tFreeBSD�XX|Ñ{
�?:�Eu{ø:®~�Ç�X�Ì�+�JñFfåÇ
Y&zÇ��ê��äqÖ
X4ó]t�qÇ���{ð)�,Ç¥ÒO�ÄÕÓz�½
Xã�Ç�äq�

¥äÃcn,!õ,1�256 (0x100)��9��XI{NIDT��9{�?É¥äÃcn,ÇY
°NIDT=256Ç4!L�Õ

9
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sys/i386/i386/machdep.c:

static struct gate_descriptor idt0[NIDT];
struct gate_descriptor * idt = &idt0[0]; / * ¥äÃcn, * /

❀�Ç¥äÑú÷��Ç\7{¥äÿ®Ç��ø:®~�=INT 0x80 �4�$:

sys/i386/i386/machdep.c:

setidt(0x80, &IDTVEC(int0x80_syscall),
SDT_SYS386TGT, SEL_UPL, GSEL(GCODE_SEL, SEL_KPL));

❀Ä1h�Ç~�a~Ç�
bINT 0x80 �
�Ç\ø:{;�YÌ��É<j_Xint0x80_syscall ÇY

Ç<jó�XShã¥ÇRú1�®ÊY!�q�

❀l�Ç;�ÑZDDB(®Aì)úð)�:

sys/i386/i386/machdep.c:

cninit();
/ * 1�Sh,�O��½BwDDB
ú!, * /
#ifdef DDB

kdb_init();
if (boothowto & RB_KDB)

Debugger("Boot flags requested debugger");
#endif

❀�ÖçÕã(TSS)4��Çx86â�Ü*¥{jâ�è�h�	�Ö#¦�Ç�ÖçÕã~utmG?û�
Ö��få�

❀Û\Ãcn,(LDT)~u�5~�ShZjâ�ø:½Bê�Ç 
nÇ�5Û\Ãcn,ÇÇ¢4ø:
®~�=Z~�Sh�~�jâ 
n:

/usr/include/machine/segments.h

#define LSYS5CALLS_SEL 0 / * Intel BCS ���F{ * /
#define LSYS5SIGR_SEL 1
#define L43BSDCALLS_SEL 2 / * ßÃ * /
#define LUCODE_SEL 3
#define LSOL26CALLS_SEL 4 / * Solaris >=2.6 Çø:®~�= * /
#define LUDATA_SEL 5
/ * separate stack, es,fs,gs sels ? I/{2�es�fs �gs 
nÚ * /
/ * #define LPOSIXCALLS_SEL 5 * / / * notyet, ßÃ * /
#define LBSDICALLS_SEL 16 / * BSDI system call gate, BSDI ø:®~�= * /
#define NLDT (LBSDICALLS_SEL + 1)

❀l�Çproc0(0R�ÇÇý�XÄÿ{�Ç){�Ç;�L(Process Control Block) (struct pcb )�èúð)
��proc04�Çstruct proc �èÇÃcê�Ç�X�Ç��Xäq�Ç��Ç�4?óÇÄ1YÇ�è

ó�X¥ú½B�\Û#Þ:

sys/kern/kern_init.c:

struct proc proc0;

❀�èstruct pcb 4proc�è{�\IÇÇ½Bó/usr/include/machine/pcb.h �¥Ç�9béi386m
G�èÛ�{fåÇ�
?ì{��

10
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1.7.2 mi_startup()

❀YÇ<j~�t\�®�ÇRÄ�ø:ð)�é6Çl�ÅÇ®~�Çé6{�=:

sys/kern/init_main.c:

for (sipp = sysinit; * sipp; sipp++) {

/ * ... �Q ... * /

/ * ®~<j * /
( * (( * sipp)->func))(( * sipp)->udata);
/ * ... �Q ... * /

}

❀¦�sysinitU%.²ó�FreeBSD
�VC~�¥�ÄÃcÇ·¤4óY°ÿX��Ù�\Æ®�

❀�Çø:ð)�é6(sysinité6)/,®~wOÁ�t·¢1announce sysinité6�¾�YÇé6K\Ç
Yfå:

sys/kern/init_main.c:

static void
print_caddr_t(void * data __unused)
{

printf("%s", (char * )data);
}
SYSINIT(announce, SI_SUB_COPYRIGHT, SI_ORDER_FIRST, pr int_caddr_t, copyright)

❀YÇé6{�ø:)#4SI_SUB_COPYRIGHT(0x0800001)Çj�¦P\
óSI_SUB_CONSOLE(0x0800000)�Á�Ä1ÇÇYfåRó;�Ñð)���Òúi�{K\ñu�

❀t·¢���wSYSINIT() t�)êJ���Ç0
ÄwC_SYSINIT() �wC_SYSINIT() l�0
Ä�Ç

·Õ�èstruct sysinit ��è°ùÒ°®~ê��ÇwDATA_SET:

/usr/include/sys/kernel.h:

#define C_SYSINIT(uniquifier, subsystem, order, func, id ent) \
static struct sysinit uniquifier ## _sys_init = { \ subsyste m, \
order, \ func, \ ident \ }; \ DATA_SET(sysinit_set,uniquifi er ##
_sys_init);

#define SYSINIT(uniquifier, subsystem, order, func, iden t) \
C_SYSINIT(uniquifier, subsystem, order, \
(sysinit_cfunc_t)(sysinit_nfunc_t)func, (void * )ident)

❀wDATA_SET()0
ÄMAKE_SET()ÇwMAKE_SET()�5Ä�[9{sysinit®j:

/usr/include/linker_set.h

#define MAKE_SET(set, sym) \
static void const * const __set_##set##_sym_##sym = &sym; \
__asm(".section .set." #set ",\"aw\""); \
__asm(".long " #sym); \
__asm(".previous")

#endif
#define TEXT_SET(set, sym) MAKE_SET(set, sym)
#define DATA_SET(set, sym) MAKE_SET(set, sym)

11



❀❀19❀Zs,Ç¦�Xð)�

❀Ãt·¢{¾�¥Ç²,w{0
,ÇÇRÌ�	���Ò:

static struct sysinit announce_sys_init = {
SI_SUB_COPYRIGHT,
SI_ORDER_FIRST,
(sysinit_cfunc_t)(sysinit_nfunc_t) print_caddr_t,
(void * ) copyright

};

static void const * const __set_sysinit_set_sym_announce_sys_init =
&announce_sys_init;

__asm(".section .set.sysinit_set" ",\"aw\"");
__asm(".long " "announce_sys_init");
__asm(".previous");

❀��Ç__asm�
ó�X,�q©G¥OÁ�ÇELF�(section)�Y�	ó�XÓz{���Y��Rú×

�.set.sysinit_set �Y��{��4�Ç32 �announce_sys_init�è{��ÇYÇ�èt4��
Ç__asm�
Ä½B{��®Ç__asm�
)��{�e��*�Á�Ö	#3{�½BªéÇ�{��(�
Ç32 �)Rú��t.?ó{�°ÇYøÒè�ñê�Ç32 �bj��

❀~objdump���Ç�X���©GÇ���ÌÕ?t°Á�Y��ÇB{�:

% objdump -h /kernel

7 .set.cons_set 00000014 c03164c0 c03164c0 002154c0 2 ** 2
CONTENTS, ALLOC, LOAD, DATA

8 .set.kbddriver_set 00000010 c03164d4 c03164d4 002154d4 2** 2
CONTENTS, ALLOC, LOAD, DATA

9 .set.scrndr_set 00000024 c03164e4 c03164e4 002154e4 2 ** 2
CONTENTS, ALLOC, LOAD, DATA

10 .set.scterm_set 0000000c c0316508 c0316508 00215508 2 ** 2
CONTENTS, ALLOC, LOAD, DATA

11 .set.sysctl_set 0000097c c0316514 c0316514 00215514 2 ** 2
CONTENTS, ALLOC, LOAD, DATA

12 .set.sysinit_set 00000664 c0316e90 c0316e90 00215e90 2 ** 2
CONTENTS, ALLOC, LOAD, DATA

❀Y�¶få�+,Ò�.set.sysinit_set�0x664	�{LBÇÄ10x664/sizeof(void * )Çsysinité6ú�
H�ê�X�ÙÇ�Ç�.set.sysctl_set ,+ÙÇÓzìø\�

❀/,½B�Ç¡n�struct linker_set {#ÞÇ�.set.sysinit_set Rú�Bø�t�Ç#Þ°:

sys/kern/init_main.c:

extern struct linker_set sysinit_set; / * XXX * /

❀struct linker_set ½B��:

/usr/include/linker_set.h:

struct linker_set {
int ls_length;
void * ls_items[1]; / * ls_length Ç1{j�, 1NULL�� * /

};

❀
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❀❀19❀Zs,Ç¦�Xð)�

HHHVVVÕÕÕ: "�Þ4�Ç~CªÓ�è�linker_setu,H�ÇELF��

��14sysinité6{jÞÇ��14�Ç1NULL��{j�Çj�¥4�5�Jé6{�b�

❀Ãtémi_startup() {ÿXÇ·¢8ùêsysinité64�[ú��åu{�<jmi_startup() RÇ¢\

�Ç?®~��Çé6�!��Çé64ø:®Ýì:

/usr/include/sys/kernel.h:

enum sysinit_sub_id {
SI_SUB_DUMMY = 0x0000000, / * Xú�qÇ�ØÓzì&~ * /
SI_SUB_DONE = 0x0000001, / * .úÿ®* /
SI_SUB_CONSOLE = 0x0800000, / * ;�Ñ* /
SI_SUB_COPYRIGHT = 0x0800001, / * !�&~;�Ñ{é6 * /

...
SI_SUB_RUN_SCHEDULER = 0xfffffff / * ®Ýì: X(Ã * /

};

❀ø:®Ýìsysinité6½Bó©Gsys/vm/vm_glue.c ¥ÇYÇé6{�=�4scheduler() �YÇ<j

"�Þ4ÇÃ!¬¢ÇÇ,+�Ç�Ç)#(PID)�0{�Çswapper�Ç��Á
t{proc0�èt4~uÃ
cYÇ�Ç�

❀��Ç~��Ç4initÇ�sysinité6init OÁ:

sys/kern/init_main.c:

static void
create_init(const void * udata __unused)
{

int error;
int s;

s = splhigh();
error = fork1(&proc0, RFFDG | RFPROC, &initproc);
if (error)

panic("cannot fork init: %d\n", error);
initproc->p_flag |= P_INMEM | P_SYSTEM;
cpu_set_fork_handler(initproc, start_init, NULL);
remrunqueue(initproc);
splx(s);

}
SYSINIT(init,SI_SUB_CREATE_INIT, SI_ORDER_FIRST, crea te_init, NULL)

❀create_init() /,®~fork1() I{�Çc{�ÇÇb?XRÙ)��,äq�hYÇc�Çú®Ý

ì®Ý�q�Çstart_init() RÌú®~��Ç<j½Bóinit_main.c ¥�Ç�Aãñ?�q���S

hinit Ç��A/sbin/init Çl�4/sbin/oinit Ç/sbin/init.bak Ç!�4/stand/sysinstall :

sys/kern/init_main.c:

static char init_path[MAXPATHLEN] =
#ifdef INIT_PATH

__XSTRING(INIT_PATH);
#else

"/sbin/init:/sbin/oinit:/sbin/init.bak:/stand/sysin stall";
#endif

13
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÷÷÷ÕÕÕ

1. �JÓä�disklabel(8)Ì&~Y�K­?ûfåÇÌ�4ó��×K°�
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❀❀2999❀

���XXX¥¥¥{{{ÃÃÃ
 HÕintron@intron.ac.

❀YYY���999���FreeBSD SMP Next Generation Project���������>>>RRRµµµXXXZZZOOOFFF������ÉÉÉFreeBSDéééÁÁÁõõõÿÿÿ
®®®(SMP)���GGGïïï,,, (http://lists.FreeBSD.org/mailman/listinfo/freebsd-smp).

❀Y�©l
ª)�{YcêóFreeBSD�X¥{ÃÇYJÃ&z�H{õÿ®Ä�,��Ã,1~�«0
*Üz�jâ�è,1~mutexÝlockmgr(9)â��é��jXõ{¥�Ç#ÞÇ"��4&~Æ�v*6
¯Ç¢ÇYJ#ÞÒ,1ztâ��

HHHVVVÕÕÕ: �Öý9��Ç¤X�1Iñ�mutex�Z�á0�ÝÃ�{K/���Ç¢{Õ��­µ�ÿÇ�V�
�V{Õ� 1Íõ�Ç¢��Ñ4lockmgr(9){�ø�

2.1 Mutex
❀MutexÒ4�«~u�ûá0/\Ç�ñ{Ã��Çmutexó�Ç�/�,1ú�Ç"�p���*��Ç
"��Üz.²úp�{mutexÇÒÌ���VÇ�tYÇmutexú:8�óFreeBSD�X¥Çmutexú�Ç
Äp��

❀Mutex,1ú��{Â�Çb4mutex�Ä�ú�Ç"�p�vá{�ã�-ÇO$�Ç"�X�óÑ
�mutex�zº��*���óÑ�mutex�zºÇ,&~�Çlockmgr(9){Ã�

❀�Çmutex��Ç
|¡lU{au:

#ÞÖ

ó�XÍSh¥struct mtx#Þ{Ö	

\öÖ

�<jmtx_init �`{mutex{Ö	�YÇÖ	�+óKTRË�>åZwitnessñF¦´·få°�Y
ÇÖ	¤~�KI)#ówitnessSh¥{ÈÇmutex

¡n

Mutex{¡nÇ~)�MTX_*,+��Ç)�{?Bómutex(9)�ÄÃc�

MTX_DEF

�Çzºmutex

MTX_SPIN

�Ç¬¢mutex

15



❀❀29❀�X¥{Ã

MTX_RECURSE

YÇmutexã���

â�é6

YÇ�=Ä�â�{jâ�èï,Ýjâ�èÄÊï,�é�jâ�èÄÊÇR�L�èÖ.ÄÊÖ{
o*×Ö�

�v<j

�hmutexúÑ��b,1ú®~{<j

,,,2-1. Mutexïïï,,,

###ÞÞÞÖÖÖ \\\öööÖÖÖ ¡¡¡nnn âââ���ééé666 ���vvv<<<jjj
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❀❀29❀�X¥{Ã

###ÞÞÞÖÖÖ \\\öööÖÖÖ ¡¡¡nnn âââ���ééé666 ���vvv<<<jjj

sched_lock �sched lock�(®Ý
ìÃ)

MTX_SPIN|
MTX_RECURSE

_gmonparam ,
cnt.v_swtch ,
cp_time ,
curpriority ,
mtx.mtx_blocked,
mtx.mtx_contested,
proc.p_procq,
proc.p_slpq,
proc.p_sflag,
proc.p_stat,
proc.p_estcpu,
proc.p_cpticks
proc.p_pctcpu,
proc.p_wchan,
proc.p_wmesg,
proc.p_swtime,
proc.p_slptime,
proc.p_runtime,
proc.p_uu,
proc.p_su,
proc.p_iu,
proc.p_uticks,
proc.p_sticks,
proc.p_iticks,
proc.p_oncpu,
proc.p_lastcpu,
proc.p_rqindex,
proc.p_heldmtx,
proc.p_blocked,
proc.p_mtxname,
proc.p_contested,
proc.p_priority,
proc.p_usrpri,
proc.p_nativepri,
proc.p_nice,
proc.p_rtprio,
pscnt , slpque ,
itqueuebits ,
itqueues ,
rtqueuebits ,
rtqueues ,
queuebits ,
queues ,
idqueuebits ,
idqueues ,
switchtime ,
switchticks

setrunqueue ,
remrunqueue ,
mi_switch ,
chooseproc ,
schedclock ,
resetpriority ,
updatepri ,
maybe_resched ,
cpu_switch ,
cpu_throw ,
need_resched ,
resched_wanted ,
clear_resched ,
aston , astoff ,
astpending ,
calcru ,
proc_compare

17



❀❀29❀�X¥{Ã

###ÞÞÞÖÖÖ \\\öööÖÖÖ ¡¡¡nnn âââ���ééé666 ���vvv<<<jjj

vm86pcb_lock �vm86pcb
lock�(��8086Ü
*�Ç;�LÃ)

MTX_DEF vm86pcb vm86_bioscall

Giant �Giant�(ãÃ) MTX_DEF|
MTX_RECURSE

��,14�[À

Ü

�õ

callout_lock �callout lock�(Ò
�®~Ã)

MTX_SPIN|
MTX_RECURSE

callfree ,
callwheel ,
nextsoftcheck ,
proc.p_itcallout,
proc.p_slpcallout,
softticks , ticks

2.2ááá000���ÝÝÝÃÃÃ
❀YJÃ
Øäý{Ö/U¡n{Õ�Ç,1ú�Çtózº{�ÇÑ���óÇ¢ú:�tlockmgr(9)�
¥�

,,,2-2.ááá000���ÝÝÝÃÃÃïïï,,,

###ÞÞÞÖÖÖ âââ���ééé666

allproc_lock allproc zombproc pidhashtbl proc.p_list
proc.p_hash nextpid

proctree_lock proc.p_children proc.p_sibling

2.3ÆÆÆ���âââ���###ÞÞÞ
❀Æ�â�#Þ?:��Ç�ó{Ãâ�{�O#ÞÇ
4ÕéYJ#Þ{Ä�jâ6¯Ñ�&~�O{

Æ�v*(atomic(9))�¦�ÙÇ{äý3Zå�(¾�mutex)Ò4~Æ�â�#Þ"�{Çb4iè�#Þ�
z&~Y«ÿ®0*�

• mtx.mtx_lock
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❀❀3999❀

���XXXééé666
 HÕintron@intron.ac.

❀�Xé6Ç�Ò4KobjÇ��X
Øê�«Á5é6{CªÓ�Ç0*�úv*{jâ�Ëñv*Ç{0
��Y&zóX» ���/�u{�
�Çì�Çz=�ê�/>#a{v*�

3.1bbbªªª

é6

jâø\-jâ�è-jâI{{ø\

0�

ì�«v*−<j

¡

�«Ýõ«0�

z=

�«Ýõ«0�{�Ç)ïø\

3.2 Kobj{{{ÓÓÓ***���ÇÇÇ

HHHVVVÕÕÕ: Y�B�Üãa¥Æ*V{~#�J9×Ç>k�·óiR¥{Õ:ÝÖ�

❀KobjÓ*�Ç�	0�{Ãc��ÇÃc��Ç��{)#Z�Çb�<j�ìÇÃc{��ú~uó�
Ç¡{0�,°��{)#0��

❀èO�Ç¡ÇÒ4�OÁ�<0�,Ç?RY<,�Ét�ÇÝõÇ<j(0�)ÖYJ<j(0�)ÑQ�
0�Ãc�&~�Ç¡�ú�H��H���YÇ¡I{�J¥?�ó0�,¥{�Ç0�ÃcÑÌú�

`�Ç��{)#Çø:.²úÙÇZ~Ç{¡ó�H��`ê)#�é��ÇR�ú&~{0�ÇÑÌ

�lý	Ä�Ç<j(0��I<j)Ç1�ÛiukjÇ?óú�®�Éñ0�Ãc{���ú	Ä{<
j(0��I<j)³ø�Ç0�Ãc{��)#�Hash{0��Ié6{¡{¥?��*YÇ0�Xó¥
?¥Ç<jÌ�I&~¡{0�,��*YÇ0�úItêÇ¡°{#�<j(�Ò4ìÇ0�{"�S
h)ÒÌú&~�d�ÇYÇ0�Ãc{b�<jRú&~�

❀YJ,Ç,ú,+��Õ

é6->¥?<-> ¡

19



❀❀39❀�Xé6

3.3&&&~~~Kobj

3.3.1���èèè

struct kobj_method

3.3.2<<<jjj

void kobj_class_compile(kobj_class_t cls);
void kobj_class_compile_static(kobj_class_t cls, kobj_ ops_t ops);
void kobj_class_free(kobj_class_t cls);
kobj_t kobj_create(kobj_class_t cls, struct malloc_type * mtype, int mflags);
void kobj_init(kobj_t obj, kobj_class_t cls);
void kobj_delete(kobj_t obj, struct malloc_type * mtype);

3.3.3www

KOBJ_CLASS_FIELDS
KOBJ_FIELDS
DEFINE_CLASS(name, methods, size)
KOBJMETHOD(NAME, FUNC)

3.3.4>>>©©©GGG

<sys/param.h>
<sys/kobj.h>

3.3.5OOOÁÁÁ���ÇÇÇzzz==={{{ÜÜÜÆÆÆ

❀&~Kobj{��Z4OÁ�Çz=�OÁz=ÝiOÁÜÆ{Ó*�OÁÜÆ,~l
ýsrc/sys/kern/makeobjops.pl qÄÇÇÌ�	ùÒ0�{>©GZShÇlý¤Ì	Ä0��I<

j�

❀óYÇÜÆ¥���E#Ìú&~: #include , INTERFACE, CODE, METHOD, STATICMETHOD,ZDEFAULT.

❀#include ªé{rq��Rú�	X�{��tú	Ä{Sh©G{>\�

❀¾�:

#include <sys/foo.h>

❀�E#INTERFACE~u½Bz=Ö�YÇÖ	R¦�Ç0�Öz\ó�åÇoÄ[interface name]_[method
name]�ª�4ÕINTERFACE [z=Ö];

❀¾�:

INTERFACE foo;

20



❀❀39❀�Xé6

❀�E#CODEÌRÇ{kj�	X�{��tSh©G¥�ª�4CODE { [�[Sh] };

❀¾�:

CODE {
struct foo * foo_alloc_null(struct bar * )
{

return NULL;
}
};

❀�E#METHOD~uÃc�Ç0��ª�4: METHOD [(Ã�¡n] [ 0�Ö] { [ é6[, kj¥�]] };

❀¾�:

METHOD int bar {
struct object * ;
struct foo * ;
struct bar;

};

❀�E#DEFAULTËó�E#METHOD��Ç4é�E#METHOD{Vß�ÇÉYÇ0�VßÞb�<j�ª

�4ÕMETHOD [(Ã�¡n] [ 0�Ö] { [ é6; [ ÙÇkj]] }DEFAULT [ b�<j];

❀¾�:

METHOD int bar {
struct object * ;
struct foo * ;
int bar;

} DEFAULT foo_hack;

❀�E#STATICMETHOD¡��E#METHOD�é��ÇKobjé6Ç�ÄÙ>\Ñ��JKobjÛ�{j
â�METHOD½B{0�Ò"÷YJÛ�jâ �é6>\Ö"�é6>\��YJÛ�jâÇYJ0�é
YÇé6{6¯Ò,�ñF�
STATICMETHOD½B{é6,1XIYÇ!�ÕYøÃcñ{0�ÇÙv*
{jâX�YÇ¡{ìÇé6"¾ÉñÇ
4\Ñ�®~YÇ0��{v*j(HVÕ:ýkj)Éñ�Y�
é�óìÇ¡{0�,�i®~YÇ0��~�

HHHVVVÕÕÕ: Y�ã{ªÓ¦Æ©#�®riL�·Õ0�4X�v�é6"¾{0��k�C++¡¥{�·Õ<j�
{�'�

❀ÙÇqr{¾�:

src/sys/kern/bus_if.m
src/sys/kern/device_if.m
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❀❀39❀�Xé6

3.3.6OOOÁÁÁ���ÇÇÇ¡¡¡

❀&~Kobj{��Z4OÁ�Ç¡��Ç¡{��Ö	�0�,Ö"�&~êKobj{�é6�®Ó
ä�(Object Handling Facilities)Ç¡¥¤Ý9é6{LB�OÁ¡�&~wDEFINE_CLASS()�OÁ0�,

�Ç�OÁ�Çkobj_method_tj�Ç~NULL1����Ç:NULL1,~wKOBJMETHOD()OÁ�

❀¾�:

DEFINE_CLASS(fooclass, foomethods, sizeof(struct fooda ta));

kobj_method_t foomethods[] = {
KOBJMETHOD(bar_doo, foo_doo),
KOBJMETHOD(bar_foo, foo_foo),
{ NULL, NULL}

};

❀¡�ú��H��Êâ�¡úð)��ø:{çÕÇR�~t�Ç·ÕI{{¥?Z�v*j,�(ops
tableÇHVÕÕý�kj,�)�YJv*,/,�Ò�Ç�è�struct kobj_ops?&
~kobj_class_compile_static() ÇÝ4�&~kobj_class_compile() uqÄ�

3.3.7OOOÁÁÁ���ÇÇÇééé666

❀&~Kobj{�®Z4½Bé6�Kobjé6OÁÇ�"½KobjÛ�jâó�Çé6{>\��*X4�
$Çah��qI{é6Çò&~kobj_init() ð)�é6¥{KobjÛ�jâÖÙ",1&
~kobj_create() I{é6Ç?�Äð)�é6¥{KobjÛ����kobj_init() �,1~u�#�Çé

6Ä&~{¡�

❀RKobj{jâøÄté6¥�&~wKOBJ_FIELDS�

❀¾�

struct foo_data {
KOBJ_FIELDS;
foo_foo;
foo_bar;

};

3.3.8®®®~~~000���

❀&~Kobj{!��\Ò4/,	Ä{<j®~é6¡¥{0��®~�Çz=Ö¦0�Ö~’_’z\Ç

%\\&~LU	ñ�

❀¾�Çz=Ö�fooÇ0��barÇ®~Ò4:

[ (Ã� = ] FOO_BAR(é6 [, ÙÇkj]);

3.3.9ÕÕÕ���ÿÿÿ®®®

❀h�Ç~kobj_create() Xò��ú&~�Ç,éYÇé6®~kobj_delete() �h�Ç¡Xò��ú

&~�Ç,éYÇ¡®~kobj_class_free() �
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Jail���øøø:::
 HÕintron@intron.ac.

❀óLõjUNIX®ø:¥Ç~�root 4y�{�Y�Ò��ê�õ����*�ÇÔâVÜzê�Çø:
¥{root ÇÒ,1óÆ{�+=ºø:¥Ä�{Õ��óFreeBSD°Ç��Jsysctl1:¦êroot {Y!Ç
YøÒ,1RÔâV�Ä{»3>Bt!�!Ý�YJ�\Õ�¥Ç��«w�\ÿ/���«óFreeBSD
4.0ù1�Çý¥
Ø{�\Õ�ÇÒ4jail(8)�JailR�Çäq¢¸{©GdÊ#¦tì��½ �Ç?%
éYø¢¸¥�I	Ä{�Ç)ñ!��¾�Ç�Çú)¢{�ÇX�k/YÇjail�i{�Ç�X�&~
�J�½{ø:®~Ç�ÒX�éÌ�®å�Ä» �

HHHVVVÕÕÕ: ]©\#�jail�{¥©?�4�G¢�)¢��

❀Jail.²Ä��«cn{�\Ün�|¢,1ójail¥äqÈ«,�i9¦{qÖìÇ�Ç
�Apache�BINDZsendmail�Yø�uÇý&�ÔâVRzêjail¥{root ÇY!õt|¢ºº�>Ç


XÌ&|¢¯°�D�ý©Ì��Õjail{�\Æ®(ÍSh)��*�tó¯I÷�Jail{��u©lÇ·O
F�ÝÖ·{���©9Ç�,óSys Admin Magazine, May 2001,�Securing FreeBSD usingJail��

4.1 Jail{{{øøø:::���èèè
❀Jail�Ü\I�ÄÕ~�ÿÇ�Ç�Ò4jail(8)Ö¤�ó�X¥Jail{"�ShÕjail(2)ø:®~Z#�{
Õe�·RÿX~�ÿÇ�Zjailó�X¥{"�Æ®�

4.1.1~~~���ÿÿÿSSShhh

❀Jail{~�ÿÍShó/usr/src/usr.sbin/jail Ç��Ç©Gjail.c �Ä�YÇÇ��YJk

jÕjail{4»ÇÌåÖÇIP��Ç¤����q{×
�

4.1.1.1jjjâââ���èèè

❀ójail.c ¥Ç·R!�Õ�{4�Ç­��è�struct jail j; {�ÒÇYÇ�è¡n{�ÒÝ9

ó/usr/include/sys/jail.h �¥�

❀jail �è{½B4Õ

/usr/include/sys/jail.h :

struct jail {
u_int32_t version;
char * path;
char * hostname;
u_int32_t ip_number;

};
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❀❀49❀Jail�ø:

❀t��ÄDÇ��É×
jail(8){�ÇkjÑóY°�éa{�1�/"ÞÇh×
jail(8)ú�q�ÇYJ
kjb�×
q]t��Õ

/usr/src/usr.sbin/jail.c

char path[PATH_MAX];
...
if(realpath(argv[0], path) == NULL)

err(1, "realpath: %s", argv[0]);
if (chdir(path) != 0)

err(1, "chdir: %s", path);
memset(&j, 0, sizeof(j));
j.version = 0;
j.path = path;
j.hostname = argv[1];

4.1.1.2���ddd

❀�Éjail(8){kj¥��Ç4IP���Y4ó�dÞ6¯jail�{���jail(8)RIP�� HÄ�d	�~
�Ç??�j (jail ¡n{�è�)�

/usr/src/usr.sbin/jail/jail.c :
struct in_addr in;
...
if (inet_aton(argv[2], &in) == 0)

errx(1, "Could not make sense of ip-number: %s", argv[2]);
j.ip_number = ntohl(in.s_addr);

❀<jinet_aton(3)�R�½{	n��:��ÇInternet��Ç?RÙÝ?t�½{�è�
¥��inet_aton(3)÷½ê�è�inÇ��in¥{��ò~ntohl(3)Ý¦ÄÌå	�~�Ç?��jail �è�

{ip_number ÄÊ�

4.1.1.3GGG¢¢¢���ÇÇÇ

❀!�Ç~�ÿÇ�G¢�Ç��óJail�ü#Äê�ÇúG¢{�ÇÇ?&~execv(3)�q~��½{×

�

/usr/src/usr.sbin/jail/jail.c

i = jail(&j);
...
if (execv(argv[3], argv + 3) != 0)

err(1, "execv: %s", argv[3]);

❀t��ÄDÇ<jjail() ú®~Çkj4�è�jail ¥ú��jâ1Ç
��ÄcÇYJjâ1�u

�jail(8){×
qkj�!�Ç�qê~��½{×
��Á·R
)ÿXjail ó�X¥{"��

24



❀❀49❀Jail�ø:

4.1.2###���{{{���XXXÍÍÍSSShhh

❀�ó·¢u�©G/usr/src/sys/kern/kern_jail.c �óY°½Bêjail(2){ø:®~�#�
{sysctl1Ç¤��d<j�

4.1.2.1 sysctl 111

❀ókern_jail.c °½Bê��sysctl1:

/usr/src/sys/kern/kern_jail.c:

int jail_set_hostname_allowed = 1;
SYSCTL_INT(_security_jail, OID_AUTO, set_hostname_all owed, CTLFLAG_RW,

&jail_set_hostname_allowed, 0,
"Processes in jail can set their hostnames");
/ * Jail ¥{�Ç,÷½�ü{ÌåÖ * /

int jail_socket_unixiproute_only = 1;
SYSCTL_INT(_security_jail, OID_AUTO, socket_unixiprou te_only, CTLFLAG_RW,

&jail_socket_unixiproute_only, 0,
"Processes in jail are limited to creating UNIX/IPv4/route sockets only");
/ * Jail ¥{�Çú!���OÁUNIX�z	�IPv4 �z	�4��z	 * /

int jail_sysvipc_allowed = 0;
SYSCTL_INT(_security_jail, OID_AUTO, sysvipc_allowed, CTLFLAG_RW,

&jail_sysvipc_allowed, 0,
"Processes in jail can use System V IPC primitives");
/ * Jail ¥{�Ç,1&~System V�Ç-/µÆª * /

static int jail_enforce_statfs = 2;
SYSCTL_INT(_security_jail, OID_AUTO, enforce_statfs, C TLFLAG_RW,

&jail_enforce_statfs, 0,
"Processes in jail cannot see all mounted file systems");
/ * jail ¥{�Ç��ø:¥�z{©Gø:�It[«!� * /

int jail_allow_raw_sockets = 0;
SYSCTL_INT(_security_jail, OID_AUTO, allow_raw_socket s, CTLFLAG_RW,

&jail_allow_raw_sockets, 0,
"Prison root can create raw sockets");
/ * jail ¥{ root ~�4d,1
O raw socket * /

int jail_chflags_allowed = 0;
SYSCTL_INT(_security_jail, OID_AUTO, chflags_allowed, CTLFLAG_RW,

&jail_chflags_allowed, 0,
"Processes in jail can alter system file flags");
/ * jail ¥{�Ç4d,1��ø:ÿ©G)� * /

int jail_mount_allowed = 0;
SYSCTL_INT(_security_jail, OID_AUTO, mount_allowed, CT LFLAG_RW,

&jail_mount_allowed, 0,
"Processes in jail can mount/unmount jail-friendly file sy stems");
/ * jail ¥{�Ç4d,1�ñÝWñéjail �P{©Gø: * /
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❀YJsysctl1¥{��ÇÑ,1~×
sysctl(8)6¯�órÇ�X¥ÇYJsysctl1�ÖÁ)#�¾�ÇÞ
c��Çsysctl1{Ö	4security.jail.set_hostname_allowed �

4.1.2.2 jail(2)øøø:::®®®~~~

❀4Ä�{ø:®~�øÇø:®~jail(2)Q�ÜÇkjÇstruct thread * td Zstruct jail_args

* uap�td 4�Ç�5thread �è�{�bÇ��b~�Ãc®~jail(2){"Ç�óYÇÞ�©¥Çuap�5

�Ç�è�ÇYÇ�è�¥Ý9ê�Ç�5,~�ÿjail.c ��,u{jail �è�{�b�ó�Á·Yc

~�ÿÇ��Ç�.²�t,�Çjail �è�ú*�kj��Éø:®~jail(2)�

/usr/src/sys/kern/kern_jail.c:

/ *
* struct jail_args {

* struct jail * jail;

* };

* /
int
jail(struct thread * td, struct jail_args * uap)

❀�4uap->jail ,1~�6¯ú��Éjail(2){jail �è��l�Çjail(2)&~copyin(9)Rjail �è���

t�X�?8-¥�copyin(9)��®ÇkjÕ�����X�?8-{jâ{��uap->jail Çó�X�?

8-?8jâ{j Ç1ùjâ{LB�uap->jail �5{Jail�è�ú����X�?8-Ç?ú?8ó��
Çjail �è�j °�

/usr/src/sys/kern/kern_jail.c:

error = copyin(uap->jail, &j, sizeof(j));

❀ójail.h¥½Bê��Ç­�{�è�nprison��è�prison �ú~ó�X8-¥��Á4prison �è

�{½B�

/usr/include/sys/jail.h :
struct prison {

LIST_ENTRY(prison) pr_list; / * (a) all prisons * /
int pr_id; / * (c) prison id * /
int pr_ref; / * (p) refcount * /
char pr_path[MAXPATHLEN]; / * (c) chroot path * /
struct vnode * pr_root; / * (c) vnode to rdir * /
char pr_host[MAXHOSTNAMELEN]; / * (p) jail hostname * /
u_int32_t pr_ip; / * (c) ip addr host * /
void * pr_linux; / * (p) linux abi * /
int pr_securelevel; / * (p) securelevel * /
struct task pr_task; / * (d) destroy task * /
struct mtx pr_mtx;
void ** pr_slots; / * (p) additional data * /

};

❀l�Çø:®~jail(2)��Çprison �è�I{�L�?Ç?ójail Zprison �è��-��jâ�

/usr/src/sys/kern/kern_jail.c :
MALLOC(pr, struct prison * , sizeof( * pr), M_PRISON, M_WAITOK | M_ZERO);
...
error = copyinstr(j.path, &pr->pr_path, sizeof(pr->pr_p ath), 0);
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if (error)
goto e_killmtx;

...
error = copyinstr(j.hostname, &pr->pr_host, sizeof(pr-> pr_host), 0);
if (error)

goto e_dropvnref;
pr->pr_ip = j.ip_number;

❀�ÁÇ·¢RÿX�i�Ç­�{ø:®~jail_attach(2)ÇÇ"�êR�Ç)¢{Õ��

/usr/src/sys/kern/kern_jail.c

/ *
* struct jail_attach_args {

* int jid;

* };

* /
int
jail_attach(struct thread * td, struct jail_attach_args * uap)

❀YÇø:®~)ñ�J,1~�KIú)¢Z�ú)¢{�Ç{�#��®�jail_attach(2)�·¢)ê�
�Ç·¢D��®��Jòµfå�

❀óFreeBSD¥Ç�Çé�X,D{"Ç4/,Ùthread �è�u#/{Ç3�Ç�ÇÑ�Ç¢��

{proc �è�Ãc��,1ó/usr/include/sys/proc.h ¥Itthread Zproc �è�{½B�¾�Çó

�[ø:®~¥Çkjtd "�Þ4Ç�5®~"Ç{thread �è�{�bÇt��ÁÄ�{�ø�td Ä�

5{thread �è�¥{td_proc ÄÊ4�Ç�bÇYÇ�b�5td Ä,+{"ÇÄa�Ç{proc �è��

�è�proc Ý9{ÄÊ,1ÃcÄ�V{üP(p_ucred )Ç�ÇýÍ!�(p_limit )Ç���ó�proc �è

�{p_ucred ÄÊÄ�5{ucred�è�{½B¥Ç¤��Ç�5prison �è�{�b(cr_prison )�

/usr/include/sys/proc.h:

struct thread {
...
struct proc * td_proc;
...

};
struct proc {

...
struct ucred * p_ucred;
...

};
/usr/include/sys/ucred.h

struct ucred {
...
struct prison * cr_prison;
...

};

❀ókern_jail.c ¥Ç<jjail() 1É½{jid ®~<jjail_attach() �±�jail_attach() ®~<

jchange_root() 1�#®~�Ç{Êø9�z�uÇjail_attach() 
O�Çc{ucred �è�Ç?óÄ

Õ�Rprison �è�ËztYÇucred �è��ÇRYÇucred �è�Ëzt®~�ÇÞ�,$�åÇYÇ

®~�ÇÒÌú#/�ú)¢{�h·¢1c
O{YÇucred �è��kj®~�X4»jailed() �Ç

ÇR(Ã1u�ÒYÇ~�üP4Z�Çjail#Ë{�ójail¥�Iñu{Ä��Ç{{Úá���ÇÒ4Y
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Ç�qêjail(2){�ÇÇO�t4Ç®~êjail(2)ø:®~�h�ÇÇ�/,execve(2)
ú�q�ÇÇR,Ù
��Ç{ucred �è��Ëú)¢{auÇO
Ç�Ìp��Çú)¢{ucred �è��

/usr/src/sys/kern/kern_jail.c

int
jail(struct thread * td, struct jail_args * uap)
{
...

struct jail_attach_args jaa;
...

error = jail_attach(td, &jaa);
if (error)

goto e_dropprref;
...
}

int
jail_attach(struct thread * td, struct jail_attach_args * uap)
{

struct proc * p;
struct ucred * newcred, * oldcred;
struct prison * pr;

...
p = td->td_proc;

...
pr = prison_find(uap->jid);

...
change_root(pr->pr_root, td);

...
newcred->cr_prison = pr;
p->p_ucred = newcred;

...
}

❀h�Ç�Çú,Ù��Ç�Iu{��Çø:®~fork(2)R~crhold() u��ÙüP³y�YøÇi�

l{ÒâÑê��Ç{üP³y�Ù��Ç��ÇÄ1��Ç�4ú)¢{�

/usr/src/sys/kern/kern_fork.c :
p2->p_ucred = crhold(td->td_ucred);
...
td2->td_ucred = crhold(p2->p_ucred);

4.2øøø:::éééúúúGGG¢¢¢ÇÇÇ���{{{!!!���
❀órÇ�X¥Ç��øïéúG¢Ç�{ÕeD��/�ÇYJÕe�éúG¢{Ç��H��*YJ

Ç�ACB»YJÕeÇ#�{<jRñF(Ã�¾�:

if (jailed(td->td_ucred))
return EPERM;
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4.2.1 SysV���ÇÇÇ---///fff(IPC)

❀System V�Ç-/f(IPC)4/,>å"�{��Ç�ÇÑ,15ÙÇ�Ç��>åÇ·ªé0�)�
��ÿ®>å{<j4Õmsgctl(3)�msgget(3)�msgsnd(3)Zmsgrcv(3)��Á.²
tÇ�Jsysctl
�,
1k/jail {q�ÇÙ¥��Ç4security.jail.sysvipc_allowed �óLõjø:ÞÇYÇsysctl1Ì
÷Ä0��*RÇ÷�1Ç�Ìq\�Vjail {?BÕO��øójail ¥�Y�ÇÒ,1k/ú)¢{¢¸i
{�Çê�>å¦fR{K/4Õ>å���ÇfR�R�Ä�

❀/usr/src/sys/kern/sysv_msg.c :

• msgget(key, msgflg) : msgget(Ã(�,�
O)�Ç>åÃcnÇ1�`�ÇóÙÇ<j¥&~{>å
èï�

• msgctl(msgid, cmd, buf) :/,YÇ<jÇ�Ç�Ç,1�®�Ç>åÃcn{çÕ�

• msgsnd(msgid, msgp, msgsz, msgflg) : msgsnd5�Ç�Ç����>å�

• msgrcv(msgid, msgp, msgsz, msgtyp, msgflg) :�Ç~YÇ<jzB>å�

❀óYJ<jéa{ø:®~{Sh¥ÇÑ�Yø�Ç�GgäÕ

/usr/src/sys/kern/sysv_msg.c :
if (!jail_sysvipc_allowed && jailed(td->td_ucred))

return (ENOSYS);

❀fRÞø:®~&z�Ç,1/,�øïÆ�v*"�3Z�fRÞ��ÇÃ½ýÍ
Øê��«E

»�l
Ç�ÇR�tóú&~{fRÞ���VçÕÇ��~ºtýÍú:8�ójail¥��{fRÞø
:®~RÌ�H: semget(2), semctl(2)Zsemop(2)�

❀/usr/src/sys/kern/sysv_sem.c :

• semctl(semid, num, cmd, ...) : semctl éófRÞèï¥~semid )#{fRÞ�qcmd�½{×


�

• semget(key, nsems, flag) : semgetOÁ�Çéa�key{fRÞj��

kjkeyZflag ¦Æ¢ómsgget() {?B#3�

• setop(semid, array, nops) : semopésemid)#{fRÞqÄ���arrayÄ�½{v*�

❀System V IPC&�Ç-,1á0�?��Ç�-,1/,Ç¢����8-{á0\I1ù#�jâÖU
v*�z/µ�YJø:®~óú)¢{¢¸¥RÌ�H: shmdt(2)�shmat(2)�shmctl(2)Zshmget(2)

❀/usr/src/sys/kern/sysv_shm.c :

• shmctl(shmid, cmd, buf) : shmctl éid )#{á0�?K­)È«Èø{;��

• shmget(key, size, flag) : shmgetOÁ/K
size 	�{á0�?K­�

• shmat(shmid, addr, flag) : shmatRshmid )#{á0�?K­�`t�Ç{��8-°�

• shmdt(addr) : shmdtR>á0�?K­{���`�
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4.2.2���zzz			

❀Jail1�«�O{0*ÿ®socket(2)ø:®~Z#�{�ÿ�z	<j��êû½�Ç�z	4dã�ú

OÇÇ�5�sysctl1security.jail.socket_unixiproute_only 4dú÷��1��*ú÷�1Ç�z
	OÁ�R���½YJNF�ÕPF_LOCAL, PF_INET, PF_ROUTE�d�Çsocket(2)RÌ(ÃñF�

/usr/src/sys/kern/uipc_socket.c :
int
socreate(int dom, struct socket ** aso, int type, int proto,

struct ucred * cred, struct thread * td)
{

struct protosw * prp;
...

if (jailed(cred) && jail_socket_unixiproute_only &&
prp->pr_domain->dom_family != PF_LOCAL &&
prp->pr_domain->dom_family != PF_INET &&
prp->pr_domain->dom_family != PF_ROUTE) {
return (EPROTONOSUPPORT);

}
...
}

4.2.3 BerkeleyÝÝÝ,,,HHHììì

❀BerkeleyÝÝÝ,,,HHHììì
Øê�Ç¦NFÃ�{Ç�z/5jâÓ4�{�ÿz=��óBPF4d,1ó)¢
{¢¸¥ú&~4/,devfs(8)u;�{�

4.2.4���dddNNNFFF

❀�dNFTCP, UDP, IPZICMPi�D�IPZICMPÿ�3�NF�'Õ���Ç�d��hkjnamú÷�

�Ç��J!�D�Ì3�úG¢{Ç�Ô½t�J�dz=Þ�nam4�Ç�5sockaddr �è�{�

bÇÃc,1Ô½qÖ{����ÇÍh#{½BÕsockaddr �4�ÇÜÆÇÝ9ê��{)#nZ��

{�Ý��ó<jin_pcbbind_setup() ¥sin 4�Ç�5sockaddr_in �è�{�bÇYÇ�è�Ý9ê

�z	,1Ô½{à=�����Ý�NF��YÒ¢�êójail¥{�Ç�½Xa�YÇ�ÇÄ?ó�
{jail{IP���

/usr/src/sys/kern/netinet/in_pcb.c :
int
in_pcbbind_setup(struct inpcb * inp, struct sockaddr * nam, in_addr_t * laddrp,

u_short * lportp, struct ucred * cred)
{

...
struct sockaddr_in * sin;
...
if (nam) {

sin = (struct sockaddr_in * )nam;
...
if (sin->sin_addr.s_addr != INADDR_ANY)

if (prison_ip(cred, 0, &sin->sin_addr.s_addr))
return(EINVAL);
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...
if (lport) {

...
if (prison && prison_ip(cred, 0, &sin->sin_addr.s_addr))

return (EADDRNOTAVAIL);
...

}
}
if (lport == 0) {

...
if (laddr.s_addr != INADDR_ANY)

if (prison_ip(cred, 0, &laddr.s_addr))
return (EINVAL);

...
}

...
if (prison_ip(cred, 0, &laddr.s_addr))

return (EINVAL);
...
}

❀���.�w<jprison_ip() )���prison_ip() �®ÇkjÇ�Ç�5üP³y{�b(~cred ,

+)Ç�J)�Z�ÇIP���hYÇIP��Xa�YÇjail�Ç(Ã1Öd�(Ã0�t��,Sh¥�D
{Ç�*Ç�ÇIP��h"Xa�YÇjailÇÒXòã�5YÇ�d��Ô½NF�

/usr/src/sys/kern/kern_jail.c:

int
prison_ip(struct ucred * cred, int flag, u_int32_t * ip)
{

u_int32_t tmp;

if (!jailed(cred))
return (0);

if (flag)
tmp = * ip;

else
tmp = ntohl( * ip);

if (tmp == INADDR_ANY) {
if (flag)

* ip = cred->cr_prison->pr_ip;
else

* ip = htonl(cred->cr_prison->pr_ip);
return (0);

}
if (tmp == INADDR_LOOPBACK) {

if (flag)

* ip = cred->cr_prison->pr_ip;
else

* ip = htonl(cred->cr_prison->pr_ip);
return (0);

}
if (cred->cr_prison->pr_ip != tmp)

return (1);
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return (0);
}

4.2.5©©©GGGøøø:::

❀�*q\ÿ/L�0Çý"4jail°Á{root Ç�Xã�óJail¥R>ÝÍ�©G)�Ç��X,����
��,�����X,Íø�)��

/usr/src/sys/ufs/ufs/ufs_vnops.c:

static int
ufs_setattr(ap)

...
{

...
if (!priv_check_cred(cred, PRIV_VFS_SYSFLAGS, 0)) {

if (ip->i_flags
& (SF_NOUNLINK | SF_IMMUTABLE | SF_APPEND)) {

error = securelevel_gt(cred, 0);
if (error)

return (error);
}
...

}
}
/usr/src/sys/kern/kern_priv.c

int
priv_check_cred(struct ucred * cred, int priv, int flags)
{

...
error = prison_priv_check(cred, priv);
if (error)

return (error);
...

}
/usr/src/sys/kern/kern_jail.c

int
prison_priv_check(struct ucred * cred, int priv)
{

...
switch (priv) {
...
case PRIV_VFS_SYSFLAGS:

if (jail_chflags_allowed)
return (0);

else
return (EPERM);

...
}
...

}
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SYSINITUUU%%%
 HÕintron@intron.ac.

❀SYSINIT4�Ç/~{®~\�¦I/�qå�{U%�FreeBSDø�&~Çu�q�X{ÄÕð)
��SYSINIT&zFreeBSD{�XÈ�ø:,1ó�XÝÜLÄÕ�ñÓz�ú­r����Íø��¦Ç
YøÇ�XZÜL�ñ�ÒX�V���Ç·Õ{��ð)��\,��­c�H�X�YÇ�ø�&z

�XÜL(�óÁ�KLD,1¦�XX3��H�Óz�óZsø:��ñÇ��óø:äq��ñ�YJ
v*4/,��XÓzì�(kernel linker)Z�Ózìø\� (linker set)qÄ{�

5.1bbbªªª

Ózìø\(Linker Set)

�«Óz0��Y«0�RrÇÇ�Í©G¥·ÕùÒ{jâBøt�Ç,ù£¯�{jâ\Ã¥�

5.2 SYSINITvvv***
❀SYSINIT��"ÓzìÜR(YrÇÇ�ÍShõÿùÒ{·Õjâ?²Ç¢�Ä�Ç
$#ù{jâ
L�Y«Óz0�úÁ��Ózìø\�(linker set)�SYSINIT&~ÜÇÓzìø\1��ÜÇjâø\Ç
Ý9�Çjâ�ø{®~~��<j��ÇÌú
bÉ�<j{jâ�b�

❀SYSINIT�LÜ¡��ÿ)#é<j\�1"�q���¡��ÿ{)#4�ø:{)#ÇÉ
ñSYSINITI/�q�ø:{<j{\Û~�Ç½Bó<sys/kernel.h> ¥{�Þsysinit_sub_id ���

�¡��ÿ)#ó�ø:¥{Ã£{~�Ç½Bó<sys/kernel.h> ¥{�Þsysinit_elem_order ��

❀�Ü«�/��&~SYSINITÕø:éÄÝ�XÜL�ñ�Çø:ÛèÝ�XÜLWñ���X�ø:/
�óø:éÄ�&~SYSINIT{½B11ð)�jâ�è�¾�Ç�Ç®Ý�ø:&~�ÇSYSINIT½B
1uð)�äqèïjâ�è�÷÷PÄÇ�a�½�z&~SYSINIT() Çé��"�èÞ{Ô®]"÷

÷a&~DRIVER_MODULE()®~{<j�c�÷÷{?óÇ�*?óÇò�q÷÷{ð)��Y�ø:,

Ç¥ÇÌ)�JÛ bé÷÷{/<Çl�®~SYSINIT() ýü�é�:�"�è�\I{�÷÷Ça�

~DEV_MODULE()�

5.3&&&~~~SYSINIT

5.3.1zzz===

5.3.1.1>>>©©©GGG

<sys/kernel.h>
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5.3.1.2www

SYSINIT(uniquifier, subsystem, order, func, ident)
SYSUNINIT(uniquifier, subsystem, order, func, ident)

5.3.2éééÄÄÄ

❀wSYSINIT() óSYSINITéÄjâø\¥OÁ�ÇSYSINITjâ1Ç1"SYSINITóø:éÄÝÜL�ñ
�\�?�qÙ¥{<j�SYSINIT() ��ÇkjuniquifierÇSYSINIT~Çu)#jâ1Ç±�4�ø:~
�R��ø:Ã£~�R�V®~<j���É<j{jâ�Ä�{<j����ÇpÞ�bkj�

¾¾¾5-1.SYSINIT(){{{¾¾¾���

#include <sys/kernel.h>

void foo_null(void * unused)
{

foo_doo();
}
SYSINIT(foo, SI_SUB_FOO, SI_ORDER_FOO, foo_null, NULL);

struct foo foo_voodoo = {
FOO_VOODOO;

}

void foo_arg(void * vdata)
{

struct foo * foo = (struct foo * )vdata;
foo_data(foo);

}
SYSINIT(bar, SI_SUB_FOO, SI_ORDER_FOO, foo_arg, &foo_vo odoo);

❀Õ?ÇSI_SUB_FOOZSI_ORDER_FOOahI/óÞÁ
t{�

Þsysinit_sub_id Zsysinit_elem_order �¥��,1&~.�{�Þ1Ç�,1R��{�Þ1��

tYÜÇ�Þ{½B�¥��,1&~j¦,H*�®SYSINIT{�q~��1�{¾�+¾ê�Ç��
¦P�ó�Xkj®r{SYSINIT���q{SYSINIT�

¾¾¾5-2.®®®rrrSYSINIT()~~~���{{{¾¾¾���

static void
mptable_register(void * dummy __unused)
{

apic_register_enumerator(&mptable_enumerator);
}

SYSINIT(mptable_register, SI_SUB_TUNABLES - 1, SI_ORDER _FIRST,
mptable_register, NULL);
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5.3.3ÛÛÛèèè

❀wSYSUNINIT() {q�¦SYSINIT() {#hÇ�4ÇRjâ1���SYSINIT{Ûèjâø\�

¾¾¾5-3.SYSUNINIT(){{{¾¾¾���

#include <sys/kernel.h>

void foo_cleanup(void * unused)
{

foo_kill();
}
SYSUNINIT(foobar, SI_SUB_FOO, SI_ORDER_FOO, foo_cleanu p, NULL);

struct foo_stack foo_stack = {
FOO_STACK_VOODOO;

}

void foo_flush(void * vdata)
{
}
SYSUNINIT(barfoo, SI_SUB_FOO, SI_ORDER_FOO, foo_flush, &foo_stack);
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a{���Ç|Q,15ø:�Ò�Ç�½{Ã£Ö	ÇYø�uÇ�*��ÇÒ,1R¥�Ç#�ÕÁ

{Ã£*��Çr��qÿ®�|QÜL²��=<jÇó�X)�Z~�
Ø{)��-* HÝ¦{

Ó*ÇY«"�
Øê)�Ã£ªBÞ{°Ý�Ùu�)��®ø:®~/��éa{E<jÝãÇYJ

Ýã<j,1
Ø�?I{ZFØÿ®Õ�Ç,
;�ê~�a~Ç�{)��®Ó*�

❀ø�{FreeBSD�X
Øê�ïMAC #�{ø:®~Õ

• mac_get_proc() ~��®h��Ç{�\)��

• mac_set_proc() ~�>F�#h��Ç{�\)��

• mac_get_fd() ~��®�©GÃcnÄZ~{é6Ã©G��z	��w©G��Ä{�\)��

• mac_get_file() ~��®�©Gø:4»ÄÃc{é6{�\)��

• mac_set_fd() ~�>F�#�©GÃcnÄZ~{é6Ã©G��z	��w©G��Ä{�\)��

• mac_set_file() ~�>F�#�©Gø:4»ÄÃc{é6{�\)��

• mac_syscall() /,�~�ø:®~,|QÜL�êóX��ø:®~,{�
�
Oc{ø:®~ÖÙ
®~kjÝiÕø)|QÖ	�v*�RZRú�|Q�\&~{kj�

• mac_get_pid() ~��®��ÇR�½{��Ç�Ç{�\)��

• mac_get_link() ¦mac_get_file() Õ�#3Ç�4h4»kj{!��1�nRÓz�Ç�VR(Ã

�nRÓz{�\)�Ç
�VR(ÃÙÄ�©G{�\)��

• mac_set_link() ¦mac_set_file() Õ�#3Ç�4h4»kj{!��1�nRÓz�Ç�VR÷�

�nRÓz{�\)�Ç
�VR÷�ÙÄ�©G{�\)��

• mac_execve() ¦execve() Õ�¡�Ç�4�V¤,1ó
)�q�ÇcÇ��,Êâ��{>Fkj,÷
��q�Ç{�\)�����q�ÇcÇ�
s�{�Ç�\)�{�#,úÁ��Ý¦��

• mac_get_peer() Ç/,�Ç�z	 1�Ä"�Ç~��®�ÇÏÇ�z	é�"�{�\)��

❀øêÞcø:®~�iÇ�,1/,SIOCSIGMACZSIOCSIFMAC�dz={ioctl¡ø:®~u�®Z÷
��dz={�\)��
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6.6 MAC|||QQQÜÜÜLLL���øøø���èèè
❀�\|Q,1�z���XÇ�,1�HÄÕÁ{�XÜLÇóø:Zs�ÝVäq�&~ÜL�ñ×


�ñ�|QÜL/,��½�½BP{�=<j¦ø:b��/,Ç¢Ç|QÜL�ê=ºìJø:/

G{�	Ç?%ó��{��k/ø:{6¯;�û|��Ç|QÜLÝ9�ï�Ä\IÕ

• , Õ|Q{�kj

• |Q\öZkj{ø¥"�

• , Õ|Q	×±Ï/G{"�Ç��Ç|Q{ð)�Z=Ä

• , ÕéÄ �Xé6{�\)��qð)����Z=Ä{|Ñ

• , ÕéÄ é6{&~�Ç�q);1ù��é6�\)�{|Ñ

• |Q#�{6¯;��=<j{"�

• é|Q)��ÜL�=<jZ|Q�u{�Ò

6.6.1|||QQQÕÕÕ===

❀|QÜL,1&~MAC_POLICY_SET()wu�Ò��wqÄ1�Ó*Õ��|Q×ÖÃ5ø:�Ò�|Q


Ø{Ö	ÄÖ
b|Q½B{MAC �=<j5Þ{��Ö�L|Q{�F÷��|Q{�ñ)� Çâ
yMACU%R1|QÄÏ�{0*éÙ�qv*Ö�iÇ¤,�>FU%�|QI{)�çÕslot��

static struct mac_policy_ops mac_ policy_ops =
{

.mpo_destroy = mac_ policy_destroy,

.mpo_init = mac_ policy_init,

.mpo_init_bpfdesc_label = mac_ policy_init_bpfdesc_label,

.mpo_init_cred_label = mac_ policy_init_label,
/ * ... * /

.mpo_check_vnode_setutimes = mac_ policy_check_vnode_setutimes,

.mpo_check_vnode_stat = mac_ policy_check_vnode_stat,

.mpo_check_vnode_write = mac_ policy_check_vnode_write,
};

❀�ÞÄ+ÇMAC|Q�=<j5ÞÇmac_policy_opsÇR|QÜL¥½B{Õ�<j�zt�½{�=

<j��Þ�óã�{��=<jk��B�¥ÇR
Ø,~�=<jÕ�ÃcZÆn{qrï,�¦Ü

LÕ~#�{�=<j�ÜÇÕ.mpo_destroyZ.mpo_init�hìÇ|Q5ÜLU%Õ~v*ÄÕ
�Ç.mpo_initRú®~Ç$�ÙÆ{�=<jb�ú&~�Y«�O{÷�&z|Q�åÌÊâ��{�
�Ç�q�½{I{Zð)�v*Ç��é�OjâÝÃ{ð)��Wñ�Ç|QÜL�ÇR®

~.mpo_destroy~u:8|QI{{�?8-ÝÕ=Ùù>{Ã�ø�Ç�ê3�ÙÆ�=<jú3�®
~Ç®~ÞcÜÇ�=<j{�Ç��Ñ�MAC |QÓ,{�ÝÃÕY«!�Rú8
Çb¦$3�ÇR
�F|Q����&~�XÆª,1�½��ÞÃ'�Ýzº�Ä�Ã�

❀�Ä15|Q�Ò
ØÜLÖ	­Ç4�ê�ê��)#�ÜLÇ1"�ÛÜL�v�ø� 
&~ô

h{	n�*�Ö	�ó|Q�ñZWñ�Ç|Q{qr	n�Ö	R²��X���+É~���iÇ

h5~��Çç·çÕfå��ÌÝ9�	n��
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6.6.2|||QQQ)))���

❀ó�Ò�
Ø)�kj­{å�Çã�|QÜLó*�ÜLú�ñ�ÇÒ�ü�u5MAC U%
Ø�
Ò�ø�Ç.²½B{)��®ÇÕ

MPC_LOADTIME_FLAG_UNLOADOK

,+�|QÜL,1úWñ��*�
Ø�)�Ç�,+�|QÜLáýúWñ��J&~�\)�

{çÕÇ
�X�óäq�:8�çÕ{ÜL,�Ì÷��)��

MPC_LOADTIME_FLAG_NOTLATE

,+�|QÜL��óø:Zs,Ç��q�ñZð)���*�)�ú÷�Ç��óø:Zs��

Õ~�ÜL{>FRúMAC U%Äáý��J���L)�{ø:é6�q�\)�ð)�Ó*Ç

�X�ÿ®9��úthð)��\)�{é6{|QÜL,�Ì÷��)��

MPC_LOADTIME_FLAG_LABELMBUFS

,+�|QÜL�F�Mbuf�½�\)�Ç?%�?ûÙ)�Ä�{�?8-�4
�I{P{�b
�<Y�ÇMACU%?XÌ�MbufI{)�?ûÇø:ø:¥Õ~{|QÜL¥�è��Ç÷�ê
�)��Y«)�ó��|Q��éMbuf))��Ç�Í�
�êø:�du���iÇóìJ�O
¢¸�Ç,1/,÷��X 1ÇMAC_ALWAYS_LABEL_MBUFÇ��MACU%�Mbuf{�\)�I{
?ûÇ
XXÞc)��[÷��

ÕÕÕ???: �J&~êMPC_LOADTIME_FLAG_LABELMBUFS)�b��÷�MPC_LOADTIME_FLAG_NOTLATE)�{|QÜ

L���êth�ÿ®/,�=<j��{��NULL{Mbuf�\)��b�Y4O��J��I{)�?û{
ÿ®¥{Mbufó�Ç��Mbuf�\)�{|QÜL�ñ��ÇÙ�\)�{�bR�l�8��*|Qó�d
�ø:Ù×��ú�ñÃýÇ�|QX4úMÔ�ñ{ÄÇ��Ä�{Mbuf{)�?û{I{Ò,1ztây�

6.6.3|||QQQ���===<<<jjj

❀MACU%�Õ~{|Q
Ø�«¡n{�=<jÕ|QÕ~Z�®�=<jÖ~�ÿ®�Xé6�Ò±
Ï/GÇ�ð)��
OZ=ÄÇ{�=<jÖÿ®�|QÜL¡lU{6¯;�û|/G{�=<jÖ

1ù~��®é6�\)�{®~�=<j�$iÇ¤��Çmac_syscall() �=<jÇú|QÜL~�

óXÕ~c{ø:®~{�
�Çj0�Xz=�

❀|QÜL{�U|Êøê��8ùó���½�=<j��ÇýJé6Ã4,~{�iÇ¤a�Y��

XÄf~{�Ã|Q��Ç|Êó�=<j��a��½&~:���ÃÇ?%$¬6¯Z��é6�{

�Ã�ÇÇ1\�s��Ã{,�u��/�ÇÇ�Êa�8ùÇ¯ló/�<Y�Ç���=<j�

�Ç.²Þê�JÃÇ,1�\�6¯é6ùÙ�\)�Çb4Y?X�âyéÇ¢�q��ÃÝié6

ýüZÙ�\)�Ä�4�\{�#�{ÞÃfåÇ,1k�MAC U%�=<j{#�©l�

❀|Q�=<j²ÜÇI/�5é6ýüZÙ�\)�{�b��É|QÜL�Yø�uÇý&|Q?X

Yçé6�\�èÇ��ä�)�*ñthû|����Çf�çYÇé6¾iÕMAC U%�4"÷Ä�
{|QÜL4®�Ù�\�è{�
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6.7 MAC|||QQQ���===<<<jjjkkk���

6.7.1///~~~{{{ÜÜÜLLL���===<<<jjj

6.7.1.1 mpo_init

void mpo_init(struct mac_policy_conf * conf);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

conf MAC |Q½B

❀|Q�ñ/G�h��ÇtÑ�|QÓ,Þ{�ÝÃÇO$4:zº{ÇéÙÆ�X�ø:{®~��

�­��*��ó|Qð)�~ã�q,��Äzº�¬{?ûI{v*Ç,1RÇ¢8ó�Ç\Õ{Ü

LSYSINIT(),Ç¥ø¥�q�

6.7.1.2 mpo_destroy

void mpo_destroy(struct mac_policy_conf * conf);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

conf MAC |Q½B

❀|Q�ñ/G���Ñ�|QÓ,�ÝÃÇO$���­q/�

6.7.1.3 mpo_syscall

int mpo_syscall(struct thread * td, int call, void * arg);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

td ®~"Ç

call |Q��{ø:®~�R

arg ø:®~kj{�b

❀��=<j
Ø|Q�~{ø:®~ÇYø|QÜLX���Ù5~��Ç
Ø{��Ç�iqÖ
Õ

~Û~{ø:®~��a~Ç�
Ø{|QÕ~Ö	uh½
ØÙÄù>qÖ{�½|QÇÄ�kjR/

,��=<j��Éú®~{|Q�h"�cqÖ�Ç�\ÜL��ó���/,MAC U%®~#a{6
¯;�5�å���0�Ç"��Ç|Q"�êì«�i{fRÕ�Ç��Ça�®~#�{fR6¯;

�5�Ç1zIMACU%¥Õ~{ÙÆ|Q{5��

44



❀❀69❀TrustedBSD MACU%

ÕÕÕ???: X3{ÜL��?��CÄ�qcopyin()  óø:®~jâ�

6.7.1.4 mpo_thread_userret

void mpo_thread_userret(struct thread * td);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

td (Ã"Ç

❀&~��=<jÇ|QÜL�êó"Ç(Ã~�8-�Ãø:®~(Ã�I�(Ã��Ä�qMAC #�
{ÿ®Ó*�&~ÄÕ�Ç)�{|Q��&~��=<jÇO�óÿ®ø:®~{,Ç¥Ç?X4ó�

?�/Ñ�ù>t�ÇÃ{Ö�Ç{)�,�,+�:{�yfå��Ç»$�9ÝVÙÆjâ��&~

��=<jÇé�Çf�çÄ*{��,�ú?8óp_label ,�­I�Ç�Çÿ��Ã{â�Öz�uÇ
÷�"Çÿ{TDF_ASTPENDING)� Z�Çÿ{PS_MACPENDM)� Ç,ÒR®Ý�Çéuserret�=<j
{®~�/,��=<jÇ|Q,1ó#é;\{3ZÞ�©¥
Of�ç{�S¬�|Q�Ç|Ê��

8ùÇ��ây¦®Ý�ÇAST#�{/G�q'�Ç3�Ä�q{AST,�i�ìÇ
%óÿ®õ"Ç
a~Ç��,�ú­��

6.7.2vvv***)))���

6.7.2.1 mpo_init_bpfdesc_label

void mpo_init_bpfdesc_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rúa~{c)�

❀��Çc£"¾�{bpfdescÃBPFÃc�Äð)�)��,1zº�

6.7.2.2 mpo_init_cred_label

void mpo_init_cred_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rúð)�{c)�
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❀��Çc£"¾�{~�f�çð)�)��,1zº�

6.7.2.3 mpo_init_devfsdirent_label

void mpo_init_devfsdirent_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rúa~{c)�

❀��Çc£"¾�{devfs�,1ð)�)��,1zº�

6.7.2.4 mpo_init_ifnet_label

void mpo_init_ifnet_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rúa~{c)�

❀��Çc£"¾�{�dz=ð)�)��,1zº�

6.7.2.5 mpo_init_ipq_label

void mpo_init_ipq_label(struct label * label, int flag);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rúa~{c)�

flag zº/Xzºmalloc(9);kD�©

❀��Çc£"¾�{IPI¡­�èïð)�)��Ù¥{flag­,�RM_WAITOK ÝM_NOWAIT�
�Ç~u�½ó�ð)�®~¥O�malloc(9)
��zº�IPI¡­�èï{I{v*/�4óéu��
ÎÂ�F{¢¸��q{ÇO$"�Sh��Be��½zºZ��-{v*�IPI¡­�èïI{v*
�½�Þc�=<jR�½(Ã�

6.7.2.6 mpo_init_mbuf_label

void mpo_init_mbuf_label(int flag, struct label * label);
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

flag zº/Xzºmalloc(9);kD�©

label Rúð)�{|Q)�

❀��Çc£"¾�{mbufjâÝ>\ÃmbufÄð)�)��Ù¥{flag{�,�

RM_WAITOKZM_NOWAIT��Ç~u�½ó�ð)�®~¥O�malloc(9)
��zº�Mbuf>\{I
{v*��óéu��ÎÂ�F{¢¸�úª$�qÇO$"�Sh��Be��½zºZ��-{v

*�Þc�=<jóMbuf>\I{v*�½�R�½(Ã�

6.7.2.7 mpo_init_mount_label

void mpo_init_mount_label(struct label * mntlabel, struct label * fslabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

mntlabel Rúð)�{mount�è|Q)�

fslabel Rúð)�{©Gø:|Q)�

❀��Çc£"¾�{mount�ð)�)��,1zº�

6.7.2.8 mpo_init_mount_fs_label

void mpo_init_mount_fs_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rúð)�{)�

❀��Çc£�ñ{©Gø:ð)�)��,1zº�

6.7.2.9 mpo_init_pipe_label

void mpo_init_pipe_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rú�U{)�

❀��Ç¦¦"¾�{�wð)��\)��,1zº�
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6.7.2.10 mpo_init_socket_label

void mpo_init_socket_label(struct label * label, int flag);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rúð)�{c)�

flag malloc(9) flags

❀��Ç¦¦"¾�{�z	ð)��\)��Ù¥{flag­{���ú�½

�M_WAITOKZM_NOWAIT��Ç1�½ó�ð)�Ç¥&~,�zº{malloc(9)�

6.7.2.11 mpo_init_socket_peer_label

void mpo_init_socket_peer_label(struct label * label, int flag);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rúð)�{c)�

flag malloc(9) flags

❀�¦¦"¾�{�z	é���q)�{ð)��Ù¥{flag­{���ú�½�M_WAITOK
ZM_NOWAIT��Ç1�½ó�ð)�Ç¥&~,�zº{malloc(9)�

6.7.2.12 mpo_init_proc_label

void mpo_init_proc_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rúð)�{c)�

❀��Ç¦¦"¾�{�Çð)��\)��,1zº�

6.7.2.13 mpo_init_vnode_label

void mpo_init_vnode_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rúð)�{c)�
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❀��Ç¦¦"¾�{vnodeð)��\)��,1zº�

6.7.2.14 mpo_destroy_bpfdesc_label

void mpo_destroy_bpfdesc_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label bpfdesc)�

❀=Ä�ÇBPFÃc�Þ{)��ó��=<j¥Ç|Qah:8Ä�ó�\I{¦label#�É{?û8

-Ç1"=Ä�)��

6.7.2.15 mpo_destroy_cred_label

void mpo_destroy_cred_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rú=Ä{)�

❀=Ä�Çf�çÞ{)��ó��=<j¥Ç|Qah:8Ä�ó�\I{{¦label#�É{?û8

-Ç1"=Ä�)��

6.7.2.16 mpo_destroy_devfsdirent_label

void mpo_destroy_devfsdirent_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rú=Ä{)�

❀=Ä�Çdevfs,1Þ{)��ó��=<j¥Ç|Qah:8Ä�ó�\I{{¦label#�É{?û

8-Ç1"=Ä�)��

6.7.2.17 mpo_destroy_ifnet_label

void mpo_destroy_ifnet_label(struct label * label);
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rú=Ä{)�

❀=Ä¦�Ç.Íøz=#�É{)��ó��=<j¥Ç|Qah:8Ä�ó�\I{{¦label#�É

{?û8-Ç1"=Ä�)��

6.7.2.18 mpo_destroy_ipq_label

void mpo_destroy_ipq_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rú=Ä{)�

❀=Ä¦�ÇIPI¡èï#�É{)��ó��=<j¥Ç|Qah:8Ä�ó�\I{{¦label#�

É{?û8-Ç1"=Ä�)��

6.7.2.19 mpo_destroy_mbuf_label

void mpo_destroy_mbuf_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rú=Ä{)�

❀=Ä¦�ÇMbuf#�É{)��ó��=<j¥Ç|Qah:8Ä�ó�\I{{¦label#�É{?

û8-Ç1"=Ä�)��

6.7.2.20 mpo_destroy_mount_label

void mpo_destroy_mount_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rú=Ä{Mount�)�

❀=Ä¦�Çmount�#�É{)��ó��=<j¥Ç|Qah:8Ä�ó�\I{{¦mntlabel#�

É{?û8-Ç1"=Ä�)��
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6.7.2.21 mpo_destroy_mount_label

void mpo_destroy_mount_label(struct label * mntlabel, struct label * fslabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

mntlabel Rú=Ä{Mount�)�

fslabel File system label being destroyed>

❀=Ä¦�Çmount�#�É{)��ó��=<j¥Ç|Qah:8Ä�ó�\I{{Ç¦mntlabel

Zfslabel#�É{?û8-Ç1"=Ä�)��

6.7.2.22 mpo_destroy_socket_label

void mpo_destroy_socket_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label Rú=Ä{�z	)�

❀=Ä¦�Ç�z	#�É{)��ó��=<j¥Ç|Qah:8Ä�ó�\I{{Ç¦label#�É{

?û8-Ç1"=Ä�)��

6.7.2.23 mpo_destroy_socket_peer_label

void mpo_destroy_socket_peer_label(struct label * peerlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

peerlabel Rú=Ä{�z	é�"�)�

❀=Ä¦�Ç�z	#�É{é�"�)��ó��=<j¥Ç|Qah:8Ä�ó�\I{{Ç¦label

#�É{?û8-Ç1"=Ä�)��

6.7.2.24 mpo_destroy_pipe_label

void mpo_destroy_pipe_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label �w)�

51



❀❀69❀TrustedBSD MACU%

❀=Ä�Ç�w{)��ó��=<j¥Ç|Qah:8Ä�ó�\I{{Ç¦label#�É{?û8-Ç

1"=Ä�)��

6.7.2.25 mpo_destroy_proc_label

void mpo_destroy_proc_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label �Ç)�

❀=Ä�Ç�Ç{)��ó��=<j¥Ç|Qah:8Ä�ó�\I{{Ç¦label#�É{?û8-Ç

1"=Ä�)��

6.7.2.26 mpo_destroy_vnode_label

void mpo_destroy_vnode_label(struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

label �Ç)�

❀=Ä�Çvnode{)��ó��=<j¥Ç|Qah:8Ä�ó�\I{{Ç¦label#�É{?û8

-Ç1"=Ä�)��

6.7.2.27 mpo_copy_mbuf_label

void mpo_copy_mbuf_label(struct label * src, struct label * dest);
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src Í)�

dest ø))�

❀Rsrc¥{)�få ótdest¥�

6.7.2.28 mpo_copy_pipe_label

void mpo_copy_pipe_label(struct label * src, struct label * dest);
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src Í)�

dest ø))�

❀Rsrc¥{)�få ó�dest�

6.7.2.29 mpo_copy_vnode_label

void mpo_copy_vnode_label(struct label * src, struct label * dest);
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src Í)�

dest ø))�

❀Rsrc¥{)�få ó�dest�

6.7.2.30 mpo_externalize_cred_label

int mpo_externalize_cred_label(struct label * label, char * element_name, struct sbuf

* sb, int *claimed);
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label R~i\o*,+{)�

element_name ��i\,+)�{|Q{Ö	

sb ~u?8)�{©ý,+o*{	nbuffer

claimed �*,1�ßelement_data­Ç�Ùj���

❀Êâ��{)��èÇ�	�Ç1i\o*,+{)���Çi\o*)�Ç4)���{©ý,+Ç

Ç�~�ÿ{a~Ç�&~Ç4~�,Ö{�ø�{MAC"�0�R�'®~|Q{#a�=<jÇO
$Çä�|Q{"�ShÇ��ó�Usb��Ç�5�element_name¥�½{Ö	��*element_name¥{
��¦�{|QÖ	X#nÇ��z(Ã0��hÝ¦)�jâ{,Ç¥ñ�FØ�Çb(Ã:0���`
|Qû½�Uelement_dataÇ��*claim{j��

6.7.2.31 mpo_externalize_ifnet_label

int mpo_externalize_ifnet_label(struct label * label, char * element_name, struct sbuf

* sb, int *claimed);
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label R~i\o*,+{)�

element_name ��i\,+)�{|Q{Ö	

sb ~u?8)�{©ý,+o*{	nbuffer

claimed �*,1�ßelement_data­Ç�Ùj���

❀Êâ��{)��èÇ�	�Ç1i\o*,+{)���Çi\o*)�Ç4)���{©ý,+Ç

Ç�~�ÿ{a~Ç�&~Ç4~�,Ö{�ø�{MAC"�0�R�'®~|Q{#a�=<jÇO
$Çä�|Q{"�ShÇ��ó�Usb��Ç�5�element_name¥�½{Ö	��*element_name¥{
��¦�{|QÖ	X#nÇ��z(Ã0��hÝ¦)�jâ{,Ç¥ñ�FØ�Çb(Ã:0���`
|Qû½�Uelement_dataÇ��*claim{j��

6.7.2.32 mpo_externalize_pipe_label

int mpo_externalize_pipe_label(struct label * label, char * element_name, struct sbuf

* sb, int *claimed);
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label R~i\o*,+{)�

element_name ��i\,+)�{|Q{Ö	

sb ~u?8)�{©ý,+o*{	nbuffer

claimed �*,1�ßelement_data­Ç�Ùj���

❀Êâ��{)��èÇ�	�Ç1i\o*,+{)���Çi\o*)�Ç4)���{©ý,+Ç

Ç�~�ÿ{a~Ç�&~Ç4~�,Ö{�ø�{MAC"�0�R�'®~|Q{#a�=<jÇO
$Çä�|Q{"�ShÇ��ó�Usb��Ç�5�element_name¥�½{Ö	��*element_name¥{
��¦�{|QÖ	X#nÇ��z(Ã0��hÝ¦)�jâ{,Ç¥ñ�FØ�Çb(Ã:0���`
|Qû½�Uelement_dataÇ��*claim{j��

6.7.2.33 mpo_externalize_socket_label

int mpo_externalize_socket_label(struct label * label, char * element_name, struct sbuf

* sb, int *claimed);
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label R~i\o*,+{)�

element_name ��i\,+)�{|Q{Ö	

sb ~u?8)�{©ý,+o*{	nbuffer

claimed �*,1�ßelement_data­Ç�Ùj���

❀Êâ��{)��èÇ�	�Ç1i\o*,+{)���Çi\o*)�Ç4)���{©ý,+Ç
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Ç�~�ÿ{a~Ç�&~Ç4~�,Ö{�ø�{MAC"�0�R�'®~|Q{#a�=<jÇO
$Çä�|Q{"�ShÇ��ó�Usb��Ç�5�element_name¥�½{Ö	��*element_name¥{
��¦�{|QÖ	X#nÇ��z(Ã0��hÝ¦)�jâ{,Ç¥ñ�FØ�Çb(Ã:0���`
|Qû½�Uelement_dataÇ��*claim{j��

6.7.2.34 mpo_externalize_socket_peer_label

int mpo_externalize_socket_peer_label(struct label * label, char * element_name, struct
sbuf * sb, int *claimed);
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label R~i\o*,+{)�

element_name ��i\,+)�{|Q{Ö	

sb ~u?8)�{©ý,+o*{	nbuffer

claimed �*,1�ßelement_data­Ç�Ùj���

❀Êâ��{)��èÇ�	�Ç1i\o*,+{)���Çi\o*)�Ç4)���{©ý,+Ç

Ç�~�ÿ{a~Ç�&~Ç4~�,Ö{�ø�{MAC"�0�R�'®~|Q{#a�=<jÇO
$Çä�|Q{"�ShÇ��ó�Usb��Ç�5�element_name¥�½{Ö	��*element_name¥{
��¦�{|QÖ	X#nÇ��z(Ã0��hÝ¦)�jâ{,Ç¥ñ�FØ�Çb(Ã:0���`
|Qû½�Uelement_dataÇ��*claim{j��

6.7.2.35 mpo_externalize_vnode_label

int mpo_externalize_vnode_label(struct label * label, char * element_name, struct sbuf

* sb, int *claimed);
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label R~i\o*,+{)�

element_name ��i\,+)�{|Q{Ö	

sb ~u?8)�{©ý,+o*{	nbuffer

claimed �*,1�ßelement_data­Ç�Ùj���

❀Êâ��{)��èÇ�	�Ç1i\o*,+{)���Çi\o*)�Ç4)���{©ý,+Ç

Ç�~�ÿ{a~Ç�&~Ç4~�,Ö{�ø�{MAC"�0�R�'®~|Q{#a�=<jÇO
$Çä�|Q{"�ShÇ��ó�Usb��Ç�5�element_name¥�½{Ö	��*element_name¥{
��¦�{|QÖ	X#nÇ��z(Ã0��hÝ¦)�jâ{,Ç¥ñ�FØ�Çb(Ã:0���`
|Qû½�Uelement_dataÇ��*claim{j��
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6.7.2.36 mpo_internalize_cred_label

int mpo_internalize_cred_label(struct label * label, char * element_name, char

* element_data, int * claimed);
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label Rú�ß{)�

element_name ���\,+)�{|Q{Ö	

element_data ��úÝ¦{©ýjâ

claimed �*jâúthÝ¦Ç�Ùj���

❀Êâ�Ç©ýo*{i\,+)�jâÇ
O�Ç�\o*{)��è�ø�{MAC0�R�'®~Ä
�|Q{#��=<jÇu/a)�{�\Ý¦>FÇO$Ç"�Sh��D�/,�velement_name¥
{��Z��{|QÖ	Çuh½4d��Ý¦element_data¥?8{jâ�¡�{Ç�*Ö	X�{ÝV
jâÝ¦v*ÄÕÇ�<j(Ã0Ç?��*claimed{��

6.7.2.37 mpo_internalize_ifnet_label

int mpo_internalize_ifnet_label(struct label * label, char * element_name, char

* element_data, int * claimed);
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label Rú�ß{)�

element_name ���\,+)�{|Q{Ö	

element_data ��úÝ¦{©ýjâ

claimed �*jâúthÝ¦Ç�Ùj���

❀Êâ�Ç©ýo*{i\,+)�jâÇ
O�Ç�\o*{)��è�ø�{MAC0�R�'®~Ä
�|Q{#��=<jÇu/a)�{�\Ý¦>FÇO$Ç"�Sh��D�/,�velement_name¥
{��Z��{|QÖ	Çuh½4d��Ý¦element_data¥?8{jâ�¡�{Ç�*Ö	X�{ÝV
jâÝ¦v*ÄÕÇ�<j(Ã0Ç?��*claimed{��

6.7.2.38 mpo_internalize_pipe_label

int mpo_internalize_pipe_label(struct label * label, char * element_name, char

* element_data, int * claimed);
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label Rú�ß{)�
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element_name ���\,+)�{|Q{Ö	

element_data ��úÝ¦{©ýjâ

claimed �*jâúthÝ¦Ç�Ùj���

❀Êâ�Ç©ýo*{i\,+)�jâÇ
O�Ç�\o*{)��è�ø�{MAC0�R�'®~Ä
�|Q{#��=<jÇu/a)�{�\Ý¦>FÇO$Ç"�Sh��D�/,�velement_name¥
{��Z��{|QÖ	Çuh½4d��Ý¦element_data¥?8{jâ�¡�{Ç�*Ö	X�{ÝV
jâÝ¦v*ÄÕÇ�<j(Ã0Ç?��*claimed{��

6.7.2.39 mpo_internalize_socket_label

int mpo_internalize_socket_label(struct label * label, char * element_name, char

* element_data, int * claimed);
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label Rú�ß{)�

element_name ���\,+)�{|Q{Ö	

element_data ��úÝ¦{©ýjâ

claimed �*jâúthÝ¦Ç�Ùj���

❀Êâ�Ç©ýo*{i\,+)�jâÇ
O�Ç�\o*{)��è�ø�{MAC0�R�'®~Ä
�|Q{#��=<jÇu/a)�{�\Ý¦>FÇO$Ç"�Sh��D�/,�velement_name¥
{��Z��{|QÖ	Çuh½4d��Ý¦element_data¥?8{jâ�¡�{Ç�*Ö	X�{ÝV
jâÝ¦v*ÄÕÇ�<j(Ã0Ç?��*claimed{��

6.7.2.40 mpo_internalize_vnode_label

int mpo_internalize_vnode_label(struct label * label, char * element_name, char

* element_data, int * claimed);
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label Rú�ß{)�

element_name ���\,+)�{|Q{Ö	

element_data ��úÝ¦{©ýjâ

claimed �*jâúthÝ¦Ç�Ùj���

❀Êâ�Ç©ýo*{i\,+)�jâÇ
O�Ç�\o*{)��è�ø�{MAC0�R�'®~Ä
�|Q{#��=<jÇu/a)�{�\Ý¦>FÇO$Ç"�Sh��D�/,�velement_name¥
{��Z��{|QÖ	Çuh½4d��Ý¦element_data¥?8{jâ�¡�{Ç�*Ö	X�{ÝV
jâÝ¦v*ÄÕÇ�<j(Ã0Ç?��*claimed{��
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6.7.3)))���///GGG
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6.7.3.1©©©GGGøøø:::ééé666)))���///GGGvvv***

6.7.3.1.1 mpo_associate_vnode_devfs

void mpo_associate_vnode_devfs(struct mount * mp, struct label * fslabel, struct
devfs_dirent * de, struct label * delabel, struct vnode * vp, struct label * vlabel);
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mp Devfs�ñ�

fslabel Devfs©Gø:)�(mp->mnt_fslabel )

de Devfsø91

delabel ¦de#�É{|Q)�

vp ¦de#�É{vnode

vlabel ¦vp#�É{|Q)�

❀Êâkjde��{devfsø91ùÙ)�fåÇ��Çc£
O{devfs vnode�ß)�ÃvlabelÄ�

6.7.3.1.2 mpo_associate_vnode_extattr

int mpo_associate_vnode_extattr(struct mount * mp, struct label * fslabel, struct vnode

* vp, struct label * vlabel);
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mp ©Gø:�ñ�

fslabel ©Gø:)�

vp Rú)�{vnode

vlabel ¦vp#�É{|Q)�

❀,©Gø:j0au¥ÖRvp{)��ÄÕÇ(Ã0�XÄÕÇ�óerrno �½{#a{FØ�h��*

©Gø:X|Ñj0au{ÖRv*Ç�,1�DRfslabel ó�vlabel�

6.7.3.1.3 mpo_associate_vnode_singlelabel

void mpo_associate_vnode_singlelabel(struct mount * mp, struct label * fslabel, struct
vnode * vp, struct label * vlabel);
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mp ©Gø:�ñ�

fslabel ©Gø:)�

vp Rú)�{vnode

vlabel ¦vp#�É{|Q)�

❀ó:õ­)�©Gø:ÞÇ&~��=<jÇÊâ©Gø:)�ÇfslabelÇ�vp÷�|Q)��
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6.7.3.1.4 mpo_create_devfs_device

void mpo_create_devfs_device(dev_t dev, struct devfs_dirent * devfs_dirent, struct
label * label);
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dev devfs_direntéa{÷÷

devfs_dirent Rú)�{Devfsø91

label Rú�U{devfs_dirent)�

❀���÷÷cO{devfs_dirent�U)���<jRó÷÷©Gø:�ñ�­èÝ��c÷÷�ú®~�

6.7.3.1.5 mpo_create_devfs_directory

void mpo_create_devfs_directory(char * dirname, int dirnamelen, struct devfs_dirent

* devfs_dirent, struct label * label);
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dirname cOø9{Ö	

namelen 	n�dirname{�Ý

devfs_dirent cOø9óDevfs¥éa{ø91

❀���ø9kj{cOdevfs_dirent�U)���<jRó�ñ�­è÷÷©Gø:ÇÝV���Ç��
�½ø9�è{c÷÷�ú®~�

6.7.3.1.6 mpo_create_devfs_symlink

void mpo_create_devfs_symlink(struct ucred * cred, struct mount * mp, struct
devfs_dirent * dd, struct label * ddlabel, struct devfs_dirent * de, struct label

* delabel);
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cred Ì�f�ç

mp devfs�ñ�

dd Ózø)

ddlabel ¦dd#�É{)�

de nRÓz1

delabel ¦de#�É{|Q)�

60



❀❀69❀TrustedBSD MACU%

❀�c£
O{devfs(5)nRÓz1�U)�ÃdelabelÄ�

6.7.3.1.7 mpo_create_vnode_extattr

int mpo_create_vnode_extattr(struct ucred * cred, struct mount * mp, struct label

* fslabel, struct vnode * dvp, struct label * dlabel, struct vnode * vp, struct label

* vlabel, struct componentname * cnp);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

mount ©Gø:�ñ�

label ©Gø:)�

dvp �ø9vnode

dlabel ¦dvp#�É{|Q)�

vp c
O{vnode

vlabel ¦vp#�É{|Q)�

cnp vp¥{�­Ö	

❀Rvp{)�U�©Gj0au�ÄÕÇR)���vlabelÇ?(Ã0�d�Ç(Ãéa{FØ�h�

6.7.3.1.8 mpo_create_mount

void mpo_create_mount(struct ucred * cred, struct mount * mp, struct label * mnt, struct
label * fslabel);
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cred Ì�f�ç

mp 0�ÖRú�ñ{©Gø:

mntlabel Rú�U{mp{|Q)�

fslabel Rú�ñtmp{©Gø:{|Q)��

❀���{Ì�f�çÄ
O{�ñ��U)���<jRó©Gø:�ñ�ú®~�

6.7.3.1.9 mpo_create_root_mount

void mpo_create_root_mount(struct ucred * cred, struct mount * mp, struct label

* mntlabel, struct label * fslabel);
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D�6.7.3.1.8�.

❀���{Ì�f�çÄ
O{�ñ��U)���<jRó�ñÊ©Gø:�Çmpo_create_mount;��
ú®~�

6.7.3.1.10 mpo_relabel_vnode

void mpo_relabel_vnode(struct ucred * cred, struct vnode * vp, struct label * vnodelabel,
struct label * newlabel);
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cred Ì�f�ç

vp Rú­c)�{vnode

vnodelabel vp��{|Q)�

newlabel RRSvnodelabel{cÃ,��4\IÄ)�

❀Êâ��{c)�ZÌ�f�çÇÍckjvnode{)��

6.7.3.1.11 mpo_setlabel_vnode_extattr

int mpo_setlabel_vnode_extattr(struct ucred * cred, struct vnode * vp, struct label

* vlabel, struct label * intlabel);
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cred Ì�f�ç

vp Uñ)�Äéa{vnode

vlabel vp{|Q)�

intlabel RúU��c{)�

❀RkjintlabelÉñ{)�fåU��½vnode{j0au��<júvop_stdcreatevnode_ea Ä®

~�

6.7.3.1.12 mpo_update_devfsdirent

void mpo_update_devfsdirent(struct devfs_dirent * devfs_dirent, struct label

* direntlabel, struct vnode * vp, struct label * vnodelabel);
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devfs_dirent 0�Ödevfsø91

direntlabel RúÍc{devfs_dirent{|Q)�

vp �vnode .Ã½

vnodelabel vp{|Q)�

❀ÊâÄ��{devfs vnode)�Çédevfs_dirent{)��qÍc�­c)��Çdevfs vnode{v*ÄÕ
��ÇR®~�<juh�)�{�#Ç�$Çý&#a{vnodejâ�èú�XÃB­~Ç�XÌ¿�)
�{cçÕ��iÇódevfs¥cO�ÇnRÓz�Ç�zømac_vnode_create_from_vnode Ç�R®~

�<jÇévnode)��qð)�v*�

6.7.3.2 IPCééé666)))���///GGGvvv***

6.7.3.2.1 mpo_create_mbuf_from_socket

void mpo_create_mbuf_from_socket(struct socket * so, struct label * socketlabel, struct
mbuf * m, struct label * mbuflabel);
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socket �z	 �z	Ã½WIP

socketlabel socket{|Q)�

m 0�Ömbuf

mbuflabel Rú�U{m{|Q)�

❀Êâ��{�z	)��c
O{mbuf>\÷�)���h�z	�	�Çc{jâçÝV>åÇ?R
Ù?ûókjmbuf¥�ÇR®~�<j�

6.7.3.2.2 mpo_create_pipe

void mpo_create_pipe(struct ucred * cred, struct pipe * pipe, struct label * pipelabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

pipe �w

pipelabel pipe{|Q)�

❀Êâ��{Ì�f�çkjÇ÷�cO�w{)���h�Çc�wú
OÇ�<jRú®~�
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6.7.3.2.3 mpo_create_socket

void mpo_create_socket(struct ucred * cred, struct socket * so, struct label

* socketlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç X,�#

so 0�ÖRú)�{�z	

socketlabel Rú�U{so{)�

❀Êâ��{Ì�f�çkjÇ÷�cO�z	{)���hcO�Ç�z	Ç�<jRú®~�

6.7.3.2.4 mpo_create_socket_from_socket

void mpo_create_socket_from_socket(struct socket * oldsocket, struct label

* oldsocketlabel, struct socket * newsocket, struct label * newsocketlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

oldsocket )&�z	

oldsocketlabel oldsocket{|Q)�

newsocket cO�z	

newsocketlabel newsocket{|Q)�

❀Êâlisten(2)�z	oldsocketÇ�cOaccept(2){�z	newsocketÇ÷�)��

6.7.3.2.5 mpo_relabel_pipe

void mpo_relabel_pipe(struct ucred * cred, struct pipe * pipe, struct label * oldlabel,
struct label * newlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

pipe �w

oldlabel pipe{h�|Q)�

newlabel R�pipe÷�{c{|Q)�

❀�pipe÷�c)�newlabel�
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6.7.3.2.6 mpo_relabel_socket

void mpo_relabel_socket(struct ucred * cred, struct socket * so, struct label * oldlabel,
struct label * newlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç X,�#

so 0�Ö�z	

oldlabel so{h�)�

newlabel R�socket÷�{c)�

❀Êâ��{)�kjÇé�z	{h�)��qÍc�

6.7.3.2.7 mpo_set_socket_peer_from_mbuf

void mpo_set_socket_peer_from_mbuf(struct mbuf * mbuf, struct label * mbuflabel, struct
label * oldlabel, struct label * newlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

mbuf ,�z	zBt{��Çjâç

mbuflabel mbuf{)�

oldlabel �z	{h�)�

newlabel R��z	�U{|Q)�

❀Êâ��{mbuf)�Ç÷�ìÇstream�z	{é�)��øUnix­{�z	�iÇ�h�Çstream�
z	zBt��Çjâç�Ç�<jRú®~�

6.7.3.2.8 mpo_set_socket_peer_from_socket

void mpo_set_socket_peer_from_socket(struct socket * oldsocket, struct label

* oldsocketlabel, struct socket * newsocket, struct label * newsocketpeerlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

oldsocket ý��z	

oldsocketlabel oldsocket{|Q)�

newsocket é��z	

newsocketpeerlabel R�newsocket�U{|Q)�

❀Êâ��{ÏÇ�z	à�Ç��Çstream UNIX¦�z	÷�é�)���h#a{�z	é�-�q
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Ëz�Ç�<jRóÜàI/ú®~�

6.7.3.3 Network Object Labeling Event Operations

6.7.3.3.1 mpo_create_bpfdesc

void mpo_create_bpfdesc(struct ucred * cred, struct bpf_d * bpf_d, struct label

* bpflabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç X,�#

bpf_d 0�ÖbpfÃc�

bpf R�bpf_d�U{|Q)�

❀Êâ��{Ì�f�çkjÇ�cO{BPFÃc�÷�)��h�ÇK
BPF÷÷���Ç�<jRú
®~�

6.7.3.3.2 mpo_create_ifnet

void mpo_create_ifnet(struct ifnet * ifnet, struct label * ifnetlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

ifnet �dz=

ifnetlabel R�ifnet�U{|Q)�

❀�cO{�dz=÷�)���<jó1�<Y�ú®~Õh�Çc{Ô®z=#�,~�ÇÝVh�

Ç�z=óZs�Ý��ìÇ~�v*
"¾���

6.7.3.3.3 mpo_create_ipq

void mpo_create_ipq(struct mbuf * fragment, struct label * fragmentlabel, struct ipq

* ipq, struct label * ipqlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

fragment ��ÇúzB{IPI¡

fragmentlabel fragment{|Q)�

ipq Rú)�{IP­�èï
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

ipqlabel R�ipq�U{|Q)�

❀Êâ��ÇzBt{I¡{mbuf>\fåÇ�cO{IPI¡­�èï÷�)��

6.7.3.3.4 mpo_create_datagram_from_ipq

void mpo_create_create_datagram_from_ipq(struct ipq * ipq, struct label * ipqlabel,
struct mbuf * datagram, struct label * datagramlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

ipq IP­�èï

ipqlabel ipq {|Q)�

datagram Rú)�{jâç

datagramlabel R�datagramlabel�U{|Q)�

❀ÊâIPI¡­�èïÇ�¦¦­�q�{IPjâç÷�)��

6.7.3.3.5 mpo_create_fragment

void mpo_create_fragment(struct mbuf * datagram, struct label * datagramlabel, struct
mbuf * fragment, struct label * fragmentlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

datagram jâç

datagramlabel datagram{|Q)�

fragment Rú)�{I¡

fragmentlabel R�datagram�U{|Q)�

❀ÊâjâçÄéa{mbuf>\fåÇ�ÙcO{I¡{mbuf>\÷�)��

6.7.3.3.6 mpo_create_mbuf_from_mbuf

void mpo_create_mbuf_from_mbuf(struct mbuf * oldmbuf, struct label * oldmbuflabel,
struct mbuf * newmbuf, struct label * newmbuflabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

oldmbuf .�{ÃÍÄmbuf
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

oldmbuflabel oldmbuf{|Q)�

newmbuf Rú)�{cOmbuf

newmbuflabel R�newmbuf�U{|Q)�

❀ÊâìÇ��jâç{mbuf>\fåÇ�cOjâç{mbuf>\÷�)��ó�õ�G�RÌ®~�<
jÇ��Ç��éà�F
­cI{ìÇmbuf��

6.7.3.3.7 mpo_create_mbuf_linklayer

void mpo_create_mbuf_linklayer(struct ifnet * ifnet, struct label * ifnetlabel, struct
mbuf * mbuf, struct label * mbuflabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

ifnet �dz=

ifnetlabel ifnet{|Q)�

mbuf cOjâç{mbuf>\

mbuflabel R�mbuf�U{|Q)�

❀�óÉ½z=Þ��ìÇÓ4�/a
cO{jâç{mbuf>\÷�)���<jRó¥��G�ú®
~Ç��hIPv4ZIPv6NF2ó/aARPÝVND6��

6.7.3.3.8 mpo_create_mbuf_from_bpfdesc

void mpo_create_mbuf_from_bpfdesc(struct bpf_d * bpf_d, struct label * bpflabel, struct
mbuf * mbuf, struct label * mbuflabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

bpf_d BPFÃc�

bpflabel bpflabel{|Q)�

mbuf Rú)�{cOmbuf

mbuflabel R�mbuf�U{|Q)�

❀�&~kjBPFÃc�
O{cjâç{mbuf>\÷�)��hékjBPFÃc�Ä�É{BPF÷÷�
qUv*�Ç�<jRú®~�

6.7.3.3.9 mpo_create_mbuf_from_ifnet

void mpo_create_mbuf_from_ifnet(struct ifnet * ifnet, struct label * ifnetlabel, struct
mbuf * mbuf, struct label * mbuflabel);
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

ifnet �dz=

ifnetlabel ifnetlabel{|Q)�

mbuf cOjâç{mbuf>\

mbuflabel R�mbuf�U{|Q)�

❀�,�dz=kj
O{jâç{mbuf>\÷�)��

6.7.3.3.10 mpo_create_mbuf_multicast_encap

void mpo_create_mbuf_multicast_encap(struct mbuf * oldmbuf, struct label * oldmbuflabel,
struct ifnet * ifnet, struct label * ifnetlabel, struct mbuf * newmbuf, struct label

* newmbuflabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

oldmbuf ��jâç{mbuf>\

oldmbuflabel oldmbuf{|Q)�

ifnet �dz=

ifnetlabel ifnet{|Q)�

newmbuf Rú)�{cOjâçmbuf>\

newmbuflabel R�newmbuf�U{|Q)�

❀h��{.�jâçúÉ½õBUãz=Ãmulticast encapsulation interfaceÄÿ®�ú®~Ç�c
O{
jâçÄómbuf>\÷�)���h&~���z=���Çmbuf�ÇR®~�<j�

6.7.3.3.11 mpo_create_mbuf_netlayer

void mpo_create_mbuf_netlayer(struct mbuf * oldmbuf, struct label * oldmbuflabel, struct
mbuf * newmbuf, struct label * newmbuflabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

oldmbuf zB{jâç

oldmbuflabel oldmbuf{|Q)�

newmbuf cOjâç

newmbuflabel newmbuf{|Q)�

❀��IPæ2O�/azBjâçÃoldmbufÄ
cO{jâç÷�Ùmbuf>\{)���õ<Y���
®~�<jÇ��Ç/aICMP>Fjâç��
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6.7.3.3.12 mpo_fragment_match

int mpo_fragment_match(struct mbuf * fragment, struct label * fragmentlabel, struct ipq

* ipq, struct label * ipqlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

fragment IPjâçI¡

fragmentlabel fragment{|Q)�

ipq IPI¡­�èï

ipqlabel ipq {|Q)�

❀ÊâÄ��{IPI¡­�èïÃipqÄ{)�Ç5�Ý9�ÇIPjâçÃfragmentÄ{mbuf{>\4d
n\Ù�F�n\Ç�(Ã1�d�Ç(Ã0��hIPæ2�AR�Ç¦¦zBt{I¡8�ìÇ.�{I
¡­�èï¥�ÇR®~�<j�q�\5�Ö�*�½ÇR�I¡­c"¾��Çc{I¡­�èï�

|Q,1¼~��=<jÇÊâ)�ÝVÙÆfå��XÏ�{IPI¡­��

6.7.3.3.13 mpo_relabel_ifnet

void mpo_relabel_ifnet(struct ucred * cred, struct ifnet * ifnet, struct label

* ifnetlabel, struct label * newlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

ifnet 0�Ö�dz=

ifnetlabel ifnet{|Q)�

newlabel R�ifnet÷�{c)�

❀ÊâÄ��{c)�ÇnewlabelÇ1ùÌ�f�çÇcredÇé�dz={)��qÍc�

6.7.3.3.14 mpo_update_ipq

void mpo_update_ipq(struct mbuf * fragment, struct label * fragmentlabel, struct ipq

* ipq, struct label * ipqlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

mbuf IPI¡

mbuflabel mbuf{|Q)�

ipq IPI¡­�èï

ipqlabel RúÍc{ipq{h�|Q)�
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❀ÊâÄ��{IPI¡mbuf>\ÃmbufÄ�zBÇ{IPI¡­�èïÃipqÄ{)��qÍc�

6.7.3.4���ÇÇÇ)))���///GGGvvv***

6.7.3.4.1 mpo_create_cred

void mpo_create_cred(struct ucred * parent_cred, struct ucred * child_cred);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

parent_cred �Ì�f�ç

child_cred �Ì�f�ç

❀ÊâÄ��{Ì�f�çÇ�cO{Ì�f�ç÷�)���h��ÇcO{struct ucred®~crcopy(9)
�ÇR®~$<j��<jXa¦�Ç��ÃforkingÄÝV
O/G×��á�

6.7.3.4.2 mpo_execve_transition

void mpo_execve_transition(struct ucred * old, struct ucred * new , struct vnode * vp,
struct label * vnodelabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

old .�{Ì�f�ç X,�#

new Rú)�{cÌ�f�ç

vp Rú�q{©G .úÃ½

vnodelabel vp{|Q)�

❀�Çp�f�çold{Ì����q(vp©G
s�)�Ý¦�Ç�<jÊâvnode)���Ì�­c)�
�new��h�Ç�Ç>F�qvnode©GÇ
/,�=<jmpo_execve_will_transition �ÄÕ(Ã{

|Q�ÇR®~�<j�|QÜL,1/,��ÜÇÌ�f�çZ;\�®~mpo_create_cred u"��

�=<jÇso as not to implement a transitioning event.�`|Q"�êmpo_create_cred <jÇý&��"

�mpo_execve_will_transition Ç�a�"��<j�

6.7.3.4.3 mpo_execve_will_transition

int mpo_execve_will_transition(struct ucred * old, struct vnode * vp, struct label

* vnodelabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

old ó�qexecve(2)��{Ì�f�ç X,�#

vp Rú�q{©G

vnodelabel vp{|Q)�

❀�|Qû½ÇhkjÌ�f�ç�qkjvnode�Ç4d���q�Ç)�Ý¦v*��*��Ç(
Ã1Öd�Ç(Ã0�ý&�Ç|Q(Ã0ÇÇ������XÏ�{émpo_execve_transition {®~*

Pï÷ÇO����ÙÆ�[�Ç|Q�FÝ¦ÇÒR�q$<j�

6.7.3.4.4 mpo_create_proc0

void mpo_create_proc0(struct ucred * cred);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Rú�U{Ì�f�ç

❀��Ç0ÇÄ��X�Ç{��Ç
OÌ�f�ç�

6.7.3.4.5 mpo_create_proc1

void mpo_create_proc1(struct ucred * cred);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Rú�U{Ì�f�ç

❀��Ç1ÇÄ�~��Ç{��Ç
OÌ�f�ç�

6.7.3.4.6 mpo_relabel_cred

void mpo_relabel_cred(struct ucred * cred, struct label * newlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

newlabel Rúa~tcredÞ{c)�

❀Êâ��{c)�ÇéÌ�f�çÞ{)��qÍc�
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6.7.4666¯̄̄;;;���555���

❀/,6¯;��=<jÇ|QÜL�k/�X{6¯;�û|�/�<Y�ÇX4ýéÇ�Ç6¯;�

�=<j{kj�Ç�ÇÝV¥�ÇGYf�çÇZ#�v*õù{ÙÆ�[é6{fåÃÙ¥,�Ý9

)�Ä�6¯;��=<j(Ã0Ç,+ã��v*Öd�Ç(Ã�Çerrno(2)FØ�h�®~��=<
jÇR(»Ä�ø:Õ~{|QÜLÇÅ��q|Q#�{5�Zû|Ç���L�c0��\X3|Q

{(Ã�*Õ��hÄ�{ÜLþã��v*�ÇbÄÕ(Ã�d�Ç�*��ÇÝV¥�ÜL�½(

ÃÇ�rÇ5�X/,��*�õÇÜL{5�ñF(ÃÇR�½Bókern_mac.c ¥{error_select()

<j,Ç¢(Ã{FØ�h¥Ç 
�Ç\7{Ç(ÃÉ~��

!°��ÿ EDEADLK

EINVAL

ESRCH

EACCES

!���ÿ EPERM

❀�*Ä�|QÜL(Ã{FØ�hþ��ñ�óÞc��ÿ�ï,¥Ç��? 
�Ç(Ã� 
FØ

�h{�Ä'��Õ�XFØÇÃH{kjÇé6X?óÇ6¯úáýÇZÙÆFØ�

6.7.4.1 mpo_check_bpfdesc_receive

int mpo_check_bpfdesc_receive(struct bpf_d * bpf_d, struct label * bpflabel, struct
ifnet * ifnet, struct label * ifnetlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

bpf_d Ì�ÖBPFÃc�

bpflabel bpf_d{|Q)�

ifnet 0�Ö�dz=

ifnetlabel ifnet{|Q)�

❀û½MACU%4da�ã�R�kjz=zBt{jâç��É�BPFÃc�Äéa{¥àK�ÄÕÇ
�(Ã0Öd�Ç(ÃFØ�hfåerrno �OF&~{FØ�h�ÕEACCESÇ~�)�Xn{<
YÖEPERMÇ~�bè�Y{<Y�

6.7.4.2 mpo_check_kenv_dump

int mpo_check_kenv_dump(struct ucred * cred);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

❀û½#�Ì�4da�úã��®�X¢¸çÕÃk�kenv(2)Ä�
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6.7.4.3 mpo_check_kenv_get

int mpo_check_kenv_get(struct ucred * cred, char * name);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

name �X{¢¸#ÞÖ	

❀û½#�Ì�4d,1�®�X¥É½¢¸#Þ{çÕ�

6.7.4.4 mpo_check_kenv_set

int mpo_check_kenv_set(struct ucred * cred, char * name);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

name �X{¢¸#ÞÖ	

❀û½#�Ì�4d�Y÷�É½�X¢¸#Þ{��

6.7.4.5 mpo_check_kenv_unset

int mpo_check_kenv_unset(struct ucred * cred, char * name);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

name �X{¢¸#ÞÖ	Kernel environment variable name

❀û½#�Ì�4d�Y8øÉ½{�X¢¸#Þ{÷��

6.7.4.6 mpo_check_kld_load

int mpo_check_kld_load(struct ucred * cred, struct vnode * vp, struct label * vlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp �XÜL{vnode
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

vlabel vp{|Q)�

❀û½#�Ì�4d�Y�ñÉ½{ÜL©G�

6.7.4.7 mpo_check_kld_stat

int mpo_check_kld_stat(struct ucred * cred);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

❀û½#�Ì�4d�Y6¯�X{�ñÜL©GÓ,1ù#�{:�jâ�

6.7.4.8 mpo_check_kld_unload

int mpo_check_kld_unload(struct ucred * cred);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

❀û½#�Ì�4d�YWñ�Ç�XÜL�

6.7.4.9 mpo_check_pipe_ioctl

int mpo_check_pipe_ioctl(struct ucred * cred, struct pipe * pipe, struct label

* pipelabel, unsigned long cmd, void * data);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

pipe �w

pipelabel pipe{|Q)�

cmd ioctl(2)×


data ioctl(2)jâ

❀û½#�Ì�4d�Y®~�½{ioctl(2)ø:®~�
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6.7.4.10 mpo_check_pipe_poll

int mpo_check_pipe_poll(struct ucred * cred, struct pipe * pipe, struct label

* pipelabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

pipe �w

pipelabel pipe{|Q)�

❀û½#�Ì�4d�Yé�wpipe�qpollv*�

6.7.4.11 mpo_check_pipe_read

int mpo_check_pipe_read(struct ucred * cred, struct pipe * pipe, struct label

* pipelabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

pipe �w

pipelabel pipe{|Q)�

❀û½�Ì�4d�YÖRpipe�

6.7.4.12 mpo_check_pipe_relabel

int mpo_check_pipe_relabel(struct ucred * cred, struct pipe * pipe, struct label

* pipelabel, struct label * newlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

pipe �w

pipelabel pipe{h�|Q)�

newlabel R�pipelabel÷�{c)�

❀û½�Ì�4d�Y�pipe­c÷�)��
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6.7.4.13 mpo_check_pipe_stat

int mpo_check_pipe_stat(struct ucred * cred, struct pipe * pipe, struct label

* pipelabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

pipe �w

pipelabel pipe{|Q)�

❀û½�Ì�4d�Y�®¦pipe#�{:�få�

6.7.4.14 mpo_check_pipe_write

int mpo_check_pipe_write(struct ucred * cred, struct pipe * pipe, struct label

* pipelabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

pipe �w

pipelabel pipe{|Q)�

❀û½�Ì�4d�YUpipe�

6.7.4.15 mpo_check_socket_bind

int mpo_check_socket_bind(struct ucred * cred, struct socket * socket, struct label

* socketlabel, struct sockaddr * sockaddr);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

socket RúÔ½{�z	

socketlabel socket{|Q)�

sockaddr socket{��

6.7.4.16 mpo_check_socket_connect

int mpo_check_socket_connect(struct ucred * cred, struct socket * socket, struct label
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* socketlabel, struct sockaddr * sockaddr);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

socket RúËz{�z	

socketlabel socket{|Q)�

sockaddr socket{��

❀û½�Ì�ÃcredÄ4d�YR�z	ÃsocketÄÔ½t��sockaddr�ÄÕÇ(Ã0Çd�(Ã�Ç
FØ�herrno �OFf~{FØ�h�ÕEACCESÇ~�)�Xn{<YÖEPERMÇ~��YX�{<
Y�

6.7.4.17 mpo_check_socket_receive

int mpo_check_socket_receive(struct ucred * cred, struct socket * so, struct label

* socketlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

so �z	

socketlabel so{|Q)�

❀û½�Ì�4d�Y�®�z	so{#�få�

6.7.4.18 mpo_check_socket_send

int mpo_check_socket_send(struct ucred * cred, struct socket * so, struct label

* socketlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

so �z	

socketlabel so{|Q)�

❀û½�Ì�4d�Y/,�z	so��få�

6.7.4.19 mpo_check_cred_visible

int mpo_check_cred_visible(struct ucred * u1, struct ucred * u2);
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

u1 Ì�f�ç

u2 é6f�ç

❀h½�Ì�f�çu14d�Y�see�ä�f�çu2{ÙÆÌ��ÄÕÇ(Ã0Öd�Ç(ÃFØ�
herrno �OFf~{FØ�h�ÕEACCESÇ~�)�Xn{<YÖEPERMÇ~��YX�{<
YÖESRCHÇ~u
ØX,Du��<j,ó�õ¢¸�&~ÇÝi×
psÄ&~{�Ç-{çÕsysctlÇ
1ù/,procfs{çÕ�®v*�

6.7.4.20 mpo_check_socket_visible

int mpo_check_socket_visible(struct ucred * cred, struct socket * socket, struct label

* socketlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

socket 0�Ö�z	

socketlabel socket{|Q)�

6.7.4.21 mpo_check_ifnet_relabel

int mpo_check_ifnet_relabel(struct ucred * cred, struct ifnet * ifnet, struct label

* ifnetlabel, struct label * newlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

ifnet 0�Ö�dz=

ifnetlabel ifnet��{|Q)�

newlabel Rúa~tifnetÞ{c{|Q)�

❀û½�Ì�f�ç4d�Y&~��{)�ÍckjéÉ½{�dz={)��q­c÷��

6.7.4.22 mpo_check_socket_relabel

int mpo_check_socket_relabel(struct ucred * cred, struct socket * socket, struct label

* socketlabel, struct label * newlabel);
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

socket 0�Ö�z	

socketlabel socket��{|Q)�

newlabel Rúa~tsocketlabelÞ{Íc)�

❀û½�Ì�f�ç4d�Yf~��{)�é�z	kj{)��q­c÷��

6.7.4.23 mpo_check_cred_relabel

int mpo_check_cred_relabel(struct ucred * cred, struct label * newlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

newlabel Rúa~tcredÞ{Íc)�

❀û½�Ì�f�ç4d�YR��{)�­c÷��É½{Íc)��

6.7.4.24 mpo_check_vnode_relabel

int mpo_check_vnode_relabel(struct ucred * cred, struct vnode * vp, struct label

* vnodelabel, struct label * newlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç X,�#

vp 0�Övnode .úÃ½

vnodelabel vp��{|Q)�

newlabel Rúa~tvpÞ{|Q)�

❀û½�Ì�f�ç4d�YRkjvnode{)�­c÷���½)��

6.7.4.25 mpo_check_mount_stat

int mpo_check_mount_stat(struct ucred * cred, struct mount * mp, struct label

* mountlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

mp 0�Ö©Gø:�ñ

mountlabel mp{|Q)�

❀h½#�Ì�f�ç4d�Y��óÉ½©Gø:Þ�qstatfs{�*�ÄÕÇ�(Ã0Öd�Ç(Ã�
Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê��<j,�ó
�ï<Y�ú®~Õóstatfs(2)ZÙÆ#�®~Ï-ÇÝVh��,©Gø:ï,¥ 
\øýÇ©Gø:
�Ç��Ç®~getfsstat(2)��

6.7.4.26 mpo_check_proc_debug

int mpo_check_proc_debug(struct ucred * cred, struct proc * proc);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç X,�#

proc 0�Ö�Ç

❀h½#�Ì�f�ç4d�YdebugÉ½�Ç�ÄÕÇ�(Ã0Öd�Ç(Ã�Çerrno ��OF&~{F

Ø�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!XêÖESRCHÇ~�[tø){?ó�ptrace(2)
Zktrace(2) APIÇ1ùìJprocfsv*R®~�<j�

6.7.4.27 mpo_check_vnode_access

int mpo_check_vnode_access(struct ucred * cred, struct vnode * vp, struct label * label,
int flags);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�Övnode

label vp{|Q)�

flags access(2))�

❀Êâ#�Ì�f�çû½ÙéÉ½vnode1É½6¯)��q{access(2)ZÙÆ#�®~{(Ã���
ÄÇaf~¦mpo_check_vnode_open #3{ªBu"��<j�ÄÕÇ�(Ã0Öd�Ç(Ã�
Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.28 mpo_check_vnode_chdir

int mpo_check_vnode_chdir(struct ucred * cred, struct vnode * dvp, struct label

* dlabel);
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

dvp 0�Öchdir(2){ø{vnode

dlabel dvp{|Q)�

❀h½#�Ì�f�ç4d�YR�ÇÓ*ø9#¦tÉ½vnode�ÄÕÇ�(Ã0Öd�Ç(Ã�
Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.29 mpo_check_vnode_chroot

int mpo_check_vnode_chroot(struct ucred * cred, struct vnode * dvp, struct label

* dlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

dvp ø9vnode

dlabel ¦dvp#�É{|Q)�

❀h½#�Ì�4d�Ychroot(2)t�(dvp)É½{ø9�

6.7.4.30 mpo_check_vnode_create

int mpo_check_vnode_create(struct ucred * cred, struct vnode * dvp, struct label

* dlabel, struct componentname * cnp, struct vattr * vap);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

dvp 0�Övnode

dlabel dvp{|Q)�

cnp dvp¥{ÄÊÖ

vap vap{vnodeau

❀h½#�Ì�f�ç4d�YóÉ½�ø9Ç1É½{Ö	ZauÇ�D�Çvnode�ÄÕÇ�(Ã0Öd
�Ç(Ã�Çerrno ��OF&~{FØ�hÕEACCESu,+~�)�X�{Ç
~EPERMÇ~�Y!
X��1O_CREAT�kj®~open(2)ÇÝémknod(2)Çmkfifo(2)�{®~Rs��<jú®~�
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6.7.4.31 mpo_check_vnode_delete

int mpo_check_vnode_delete(struct ucred * cred, struct vnode * dvp, struct label

* dlabel, struct vnode * vp, void * label, struct componentname * cnp);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

dvp �ø9vnode

dlabel dvp{|Q)�

vp 0�ÖRúÍø{vnode

label vp{|Q)�

cnp vp¥{ÄÊÖ

❀h½#�Ì�f�ç4d�Y,É½{�ø9¥ÇÍøÉ½Ö	{vnode�ÄÕÇ�(Ã0Öd�Ç(Ã�
Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�&~unlink(2)
Zrmdir(2)ÇRs��<jú®~�
Ø��=<j{|Q¤��"��Çmpo_check_rename_to Ç~uG

Y��­×Öv*s�{ø)©G{Íø�

6.7.4.32 mpo_check_vnode_deleteacl

int mpo_check_vnode_deleteacl(struct ucred * cred, struct vnode * vp, struct label

* label, acl_type_t type);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç X,�#

vp 0�Övnode úÃ½

label vp{|Q)�

type ACL ¡n

❀h½#�Ì�f�ç4d�YÍøÉ½vnode{É½¡n{ACL�ÄÕÇ�(Ã0Öd�Ç(Ã�
Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.33 mpo_check_vnode_exec

int mpo_check_vnode_exec(struct ucred * cred, struct vnode * vp, struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�ÖRú�q{vnode
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

label vp{|Q)�

❀h½#�Ì�f�ç4d�Y�qÉ½vnode�é��q�Y{û|¦�[}�/G{û|4ÎÂI

{�ÄÕÇ�(Ã0Öd�Ç(Ã�Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�
{ÖEPERMÇ~�Y!Xê�

6.7.4.34 mpo_check_vnode_getacl

int mpo_check_vnode_getacl(struct ucred * cred, struct vnode * vp, struct label * label,
acl_type_t type);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�Övnode

label vp{|Q)�

type ACL ¡n

❀h½#�Ì�f�ç4d�Y�®É½vnodeÞ{É½¡n{ACL�ÄÕÇ�(Ã0Öd�Ç(Ã�
Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.35 mpo_check_vnode_getextattr

int mpo_check_vnode_getextattr(struct ucred * cred, struct vnode * vp, struct label

* label, int attrnamespace, const char * name, struct uio * uio);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�Övnode

label vp{|Q)�

attrnamespace j0auÖ	8-

name j0auÖ

uio I/O�è�bÖkDuio(9)

❀h½#�Ì�f�ç4d�Y�®É½vnodeÞÉ½Ö	8-ZÖ	{j0au�&~j0au"�)�
?û{|QÜL,�Ì��éYJj0au{v*�q�Oÿ®�ÄÕÇ�(Ã0Öd�Ç(Ã�
Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�
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6.7.4.36 mpo_check_vnode_link

int mpo_check_vnode_link(struct ucred * cred, struct vnode * dvp, struct label * dlabel,
struct vnode * vp, struct label * label, struct componentname * cnp);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

dvp ø9vnode

dlabel ¦dvp#�É{|Q)�

vp Ózø{vnode

label ¦vp#�É{|Q)�

cnp Rú
O{Ózéa{ÄÊÖ

❀h½#�Ì�4d�Y�kjvpÉ½{vnode
O�Ç�kjcnpÉ½Ö	{Óz�

6.7.4.37 mpo_check_vnode_mmap

int mpo_check_vnode_mmap(struct ucred * cred, struct vnode * vp, struct label * label,
int prot);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp Rúnó{vnode

label ¦vp#�É{|Q)�

prot mmapâ�(kDmmap(2))

❀h½#�Ì�4d�YRÉ½vnodevp1prot�½{â�0*�qnó.

6.7.4.38 mpo_check_vnode_mmap_downgrade

void mpo_check_vnode_mmap_downgrade(struct ucred * cred, struct vnode * vp, struct label

* label, int * prot);

kkkjjj ���ÒÒÒ ÃÃÃ½

cred See�6.7.4.37�.

vp

label

prot Rú\ÿ{mmap protections
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❀ÊâÌ�Z0�)�Ç\�mmap protections�

6.7.4.39 mpo_check_vnode_mprotect

int mpo_check_vnode_mprotect(struct ucred * cred, struct vnode * vp, struct label

* label, int prot);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp nó{vnode

prot ?ûâ�

❀h½#�Ì�4d�YRÉ½vnodevpnó�?8-{?ûâ�kj÷���½��

6.7.4.40 mpo_check_vnode_poll

int mpo_check_vnode_poll(struct ucred * active_cred, struct ucred * file_cred, struct
vnode * vp, struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

active_cred Ì�f�ç

file_cred ¦struct file#�É{f�ç

vp Rú�qpollv*{vnode

label ¦vp#�É{|Q)�

❀h½#�Ì�4d�YéÉ½vnodevp�qpollv*�

6.7.4.41 mpo_check_vnode_rename_from

int mpo_vnode_rename_from(struct ucred * cred, struct vnode * dvp, struct label * dlabel,
struct vnode * vp, struct label * label, struct componentname * cnp);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

dvp ø9vnode

dlabel ¦dvp#�É{|Q)�

vp Rú­×Ö{vnode

label ¦vp#�É{|Q)�
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

cnp vp¥{ÄÊÖ

❀h½#�Ì�4d�Y­×ÖÉ½vnodeÇvp�

6.7.4.42 mpo_check_vnode_rename_to

int mpo_check_vnode_rename_to(struct ucred * cred, struct vnode * dvp, struct label

* dlabel, struct vnode * vp, struct label * label, int samedir, struct componentname

* cnp);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

dvp ø9vnode

dlabel ¦dvp#�É{|Q)�

vp ú��{vnode

label ¦vp#�É{|Q)�

samedir Y�n#ÞÖ�*ÍZø{ø94#3{Ç�ú��1

cnp ø)componentÖ

❀h½#�Ì�4d�Y­×ÖÉ½vnodevpÇ��½ø9dvpÇÝÍÖ�cnp��*Ã���.�©GÇ

�vpZlabel{�R�NULL.

6.7.4.43 mpo_check_socket_listen

int mpo_check_socket_listen(struct ucred * cred, struct socket * socket, struct label

* socketlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

socket 0�Ö�z	

socketlabel socket{|Q)�

❀h½#�Ì�4d�Y)&É½�z	�ÄÕÇ�(Ã0Öd�Ç(ÃFØ�h�errno �OF&~{F

Ø�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.44 mpo_check_vnode_lookup

int mpo_check_vnode_lookup(struct ucred * cred, struct vnode * dvp, struct label

* dlabel, struct componentname * cnp);
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

dvp 0�Övnode

dlabel dvp{|Q)�

cnp ú5�{ÄÊÖ

❀h½#�Ì�f�ç4d�YóÉ½{ø9vnode¥��IÉ½Ö	�qlookupv*�ÄÕÇ�(Ã0Öd
�Ç(Ã�Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.45 mpo_check_vnode_open

int mpo_check_vnode_open(struct ucred * cred, struct vnode * vp, struct label * label,
int acc_mode);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�Övnode

label vp{|Q)�

acc_mode open(2)6¯Ü*

❀h½#�Ì�f�ç4d�YóÉ½vnodeÞ1É½{6¯Ü*�qopenv*��*ÄÕÇ�(Ã0Öd
�Ç(Ã�ÇFØ�h�OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.46 mpo_check_vnode_readdir

int mpo_check_vnode_readdir(struct ucred * cred, struct vnode * dvp, struct label

* dlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

dvp 0�Öø9vnode

dlabel dvp{|Q)�

❀h½#�Ì�f�ç4d�YóÉ½{ø9vnodeÞ�qreaddir v*�ÄÕÇ�(Ã0Öd�Ç(Ã�
ÇFØ�herrno �OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�
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6.7.4.47 mpo_check_vnode_readlink

int mpo_check_vnode_readlink(struct ucred * cred, struct vnode * vp, struct label

* label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�Övnode

label vp{|Q)�

❀h½#�Ì�f�ç4d�YóÉ½nRÓzvnodeÞ�qreadlink v*�ÄÕÇ�(Ã0Öd�Ç(Ã
�Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê��<j,�
ó¥�¢¸�ú®~ÇÝi�~��Ç�*�q{readlink ®~ÇÝV4ó�Ç�qÖ	�®�[*�q

{readlink �

6.7.4.48 mpo_check_vnode_revoke

int mpo_check_vnode_revoke(struct ucred * cred, struct vnode * vp, struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�Övnode

label vp{|Q)�

❀h½#�Ì�f�ç4d�Y²=éÉ½vnode{6¯�ÄÕÇ�(Ã0Öd�Ç(Ã�Çerrno ��OF

&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.49 mpo_check_vnode_setacl

int mpo_check_vnode_setacl(struct ucred * cred, struct vnode * vp, struct label * label,
acl_type_t type, struct acl * acl);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�Övnode

label vp{|Q)�

type ACL ¡n

acl ACL
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❀h½#�Ì�f�ç4d�Y÷�É½vnode{É½¡n{ACL�ÄÕÇ�(Ã0Öd�Ç(Ã�
Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.50 mpo_check_vnode_setextattr

int mpo_check_vnode_setextattr(struct ucred * cred, struct vnode * vp, struct label

* label, int attrnamespace, const char * name, struct uio * uio);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�Övnode

label vp{|Q)�

attrnamespace j0auÖ	8-

name j0auÖ

uio I/O�è�bÖkDuio(9)

❀h½#�Ì�f�ç4d�Y÷�É½vnodeÞÉ½Ö	8-¥É½Ö	{j0au{��&~j0au
÷P�\)�{|QÜL,���éÙ&~{au"��i{â���iÇ��ó5�Z"�v*�-,

�?ó{¿pÇ|QÜLa��½Êâu�uio¥{jâ)ñû|��*tó�q�ÇÍøv*Ç�k

juio{��,��NULL�ÄÕÇ�(Ã0Öd�Ç(Ã�Çerrno ��OF&~{FØ�hÕEACCESÇ
~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.51 mpo_check_vnode_setflags

int mpo_check_vnode_setflags(struct ucred * cred, struct vnode * vp, struct label

* label, u_long flags);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�Övnode

label vp{|Q)�

flags ©G)�ÖkDchflags(2)

❀h½#�Ì�f�ç4d�Y�É½{vnode÷�É½{)��ÄÕÇ�(Ã0Öd�Ç(Ã�
Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.52 mpo_check_vnode_setmode

int mpo_check_vnode_setmode(struct ucred * cred, struct vnode * vp, struct label * label,
mode_t mode);
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�Övnode

label vp{|Q)�

mode ©GÜ*ÖkDchmod(2)

❀h½#�Ì�f�ç4d�YRÉ½vnode{Ü*÷��É½��ÄÕÇ�(Ã0Öd�Ç(Ã�
Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.53 mpo_check_vnode_setowner

int mpo_check_vnode_setowner(struct ucred * cred, struct vnode * vp, struct label

* label, uid_t uid, gid_t gid);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�Övnode

label vp{|Q)�

uid ~�ID

gid �ID

❀h½#�Ì�f�ç4d�YRÉ½vnode{©GuidZ©Ggid÷��É½���*Ã�ÍcÇ#�kj
�,�ú÷��(-1 )�ÄÕÇ�(Ã0Öd�Ç(Ã�Çerrno ��OF&~{FØ�hÕEACCESÇ~�)
�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.54 mpo_check_vnode_setutimes

int mpo_check_vnode_setutimes(struct ucred * cred, struct vnode * vp, struct label

* label, struct timespec atime, struct timespec mtime);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�Övp

label vp{|Q)�

atime 6¯�-ÖkDutimes(2)

mtime ���-ÖkDutimes(2)

❀h½#�Ì�f�ç4d�YRÉ½vnode{6¯�-)ü÷��É½��ÄÕÇ�(Ã0Öd�Ç(Ã
�Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�
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6.7.4.55 mpo_check_proc_sched

int mpo_check_proc_sched(struct ucred * ucred, struct proc * proc);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

proc 0�Ö�Ç

❀h½#�Ì�f�ç4d�Y�#É½�Ç{®Ýkj�ÄÕÇ�(Ã0Öd�Ç(Ã�Çerrno ��O

F&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!XêÖESRCHÇ~�
ØX,Du
��

❀See setpriority(2) for more information.

6.7.4.56 mpo_check_proc_signal

int mpo_check_proc_signal(struct ucred * cred, struct proc * proc, int signal);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

proc 0�Ö�Ç

signal fRÖkDkill(2)

❀h½#�Ì�f�ç4d�Y5É½�Ç��É½fR�ÄÕÇ�(Ã0Öd�Ç(Ã�Çerrno ��O

F&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!XêÖESRCHÇ~�
ØX,Du
��

6.7.4.57 mpo_check_vnode_stat

int mpo_check_vnode_stat(struct ucred * cred, struct vnode * vp, struct label * label);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp 0�Övnode

label vp{|Q)�

❀h½#�Ì�f�ç4d�YóÉ½vnodeÞ�qstat v*�ÄÕÇ�(Ã0Öd�Ç(Ã�
Çerrno ��OF&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

❀See stat(2) for more information.
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6.7.4.58 mpo_check_ifnet_transmit

int mpo_check_ifnet_transmit(struct ucred * cred, struct ifnet * ifnet, struct label

* ifnetlabel, struct mbuf * mbuf, struct label * mbuflabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

ifnet �dz=

ifnetlabel ifnet{|Q)�

mbuf 0�ÖRú��{mbuf

mbuflabel mbuf{|Q)�

❀h½#��dz=4d�Y��É½{mbuf�ÄÕÇ�(Ã0Öd�Ç(Ã�Çerrno ��OF&~{F

Ø�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.59 mpo_check_socket_deliver

int mpo_check_socket_deliver(struct ucred * cred, struct ifnet * ifnet, struct label

* ifnetlabel, struct mbuf * mbuf, struct label * mbuflabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

ifnet �dz=

ifnetlabel ifnet{|Q)�

mbuf 0�ÖRú��{mbuf

mbuflabel mbuf{|Q)�

❀h½#��z	4d�Y,É½{mbuf¥zBjâç�ÄÕÇ�(Ã0Öd�Ç(Ã�Çerrno ��OF

&~{FØ�hÕEACCESÇ~�)�X�{ÖEPERMÇ~�Y!Xê�

6.7.4.60 mpo_check_socket_visible

int mpo_check_socket_visible(struct ucred * cred, struct socket * so, struct label

* socketlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç X,�#

so 0�Ö�z	

socketlabel so{|Q)�
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❀h½#�Ì�f�çcred4d�Y&~ø:);<jÇ��Ç�netstat(8)Zsockstat(1)&~{Ç�u
�
É½{�z	(socket)�ÄÕÇ�(Ã0Öd�Ç(Ã�Çerrno ��OF&~{FØ�hÕEACCESÇ~
�)�X�{ÖEPERMÇ~�Y!XêÖESRCHÇ~�
ØX,Du��

6.7.4.61 mpo_check_system_acct

int mpo_check_system_acct(struct ucred * ucred, struct vnode * vp, struct label

* vlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

ucred Ì�f�ç

vp ��©GÖacct(5)

vlabel ¦vp#�É{)�

❀ÊâÌ�)�Z����©G{)�Çh½�Ì�4d�YéÄ���

6.7.4.62 mpo_check_system_nfsd

int mpo_check_system_nfsd(struct ucred * cred);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

❀h½#�Ì�4d�Y®~nfssvc(2)�

6.7.4.63 mpo_check_system_reboot

int mpo_check_system_reboot(struct ucred * cred, int howto);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

howto u�reboot(2){howtokj

❀h½#�Ì�4d�Y1�½0*­éø:�

6.7.4.64 mpo_check_system_settime

int mpo_check_system_settime(struct ucred * cred);
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kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

❀h½#�~�4d�Y÷�ø:�¨�

6.7.4.65 mpo_check_system_swapon

int mpo_check_system_swapon(struct ucred * cred, struct vnode * vp, struct label

* vlabel);

kkkjjj ���ÒÒÒ ÃÃÃ½½½

cred Ì�f�ç

vp swap÷÷

vlabel ¦vp#�É{)�

❀h½#�Ì�4d�Y���Ç*�swap÷÷{vp�

6.7.4.66 mpo_check_system_sysctl

int mpo_check_system_sysctl(struct ucred * cred, int * name, u_int * namelen, void * old,
size_t * oldlenp, int inkernel, void * new , size_t newlen);

kkkjjj ���ÒÒÒ

cred Ì�f�ç

name kDsysctl(3)

namelen

old

oldlenp

inkernel Y�n#ÞÖ�*,�Xú®~ÇÙ�ú��1

new kDsysctl(3)

newlen

❀h½#�Ì�4da�úã��q�½{sysctl(3)/Ö�

6.7.5)))������®®®®®®~~~

❀h~��Ç>FéìÇé6{)��q���ÇRZ�­c)�/G�éa{Ícv*IÜZ�qÕD

�Ç�q6¯;�5�Çh�$'Ícv*4�H%úã�{Öl�Ç®~��ÇÕÁ{�=<jé)�
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�q���­c)��=<j/�zB�>F�Ç
b{é6�é6)��bZ>Fc)�Ç*�Q�k

j�é6­c)�v*{�½R��Ï{)�5�ç·ÇÄ1ÇXã�óz�u{)���,Ç¥ç·�

½Çù
X
¦ó$,Ç¥cI{�?�

6.8aaa~~~������øøø���èèè
❀TrustedBSD MACU%Ý9ê��|QÃ�{�ÄÃ£ÇÝi�®ä6)�{MAC z=EÇéø:f�
ç�®�ø{��,�~�I{MAC )�
Ø|Ñ{loginE<jÇ1ù¥��	��ZÍc�Xé6(�
Ç�©GZ�dz=�)�\)�{Óä�XÈÇR�Íõ��a~��ø�è{-ûfåúÝ9�u�

6.8.1|||QQQÃÃÃ���{{{)))������®®®API

❀TrustedBSD MAC
Ø{LÞE<jZø:®~Çã�a~Ç�&~�«:�{�|QÃ�{z=uÿ®
é6{MAC)���$Ça~Ç�,14��®È«|Q{)�ÇÃ����éìÇ�½|Q{|Ñ
­
c�h��õ/~ÓäÇ��ifconfig(8)Çls(1)Zps(1)Ç&~YJ|QÃ�{z=�®�d�è�©GZ�
Ç{)�få�YJAPI�ú~�|ÑMAC �®ÓäÇ�
�Çgetfmac(8)Çgetpmac(8)Çsetfmac(8)Çsetfsmac(8)ÇZsetpmac(8)�MAC API{÷�û�,k�mac(3).

❀a~Ç�ÿ®{MAC)��Ü«?óo*Õ�\o*Ç~u(ÃZ÷��ÇZé6{)�Ãmac_tÄÖ

ä�C	n�{i\o*Ç*�)�ó{�©G¥{?8o*Ç~�5~��+ÝV�~�Q����
ÇMAC)����)�Ã£�ÄÇÙ¥�ÇÃ£4�Ço�ÃÖ	Ç�Ä{�Ã���X¥{�Ç|QÜ
LI/ú�½�Ç�½{Ö	Ç�Ç¢é)�¥¦�Ö	éa{�f~Ù|Q��{0*�q�Û�f~

i\o*,+{)�ÇÙ)�Ã£,+�Ö	/ �ÇÃ£�-1ÏRIÅ�a~Ç�,1&~MAC U%

Ø{APIR�Ç�\)�ó�\o*Z©ýo*�-�qÝ¦��h5�X�®ìÇé6{�\)��Ç
�\o*{)���béÄ�{Ã£ø\*P�\)�?ûï÷��$Ç/�f~�ÁÜ«0*��Õ&

~mac_prepare(3)Z�ÇÝ9Ä�)�Ã£{�?ï,ÖÝVÇ&~,mac.conf(5){�©G¥�ñb�Ã£
ø\{ìÇø:®~�óé6ÿ/÷�b�)�ÇRã�a~Ç�óXh½ø:4df~#�|Q{<Y

�Ç��5~�(Ã¦é6#�É{�?B{�\)��

ÕÕÕ???: ø�{MACEX|Ñ�z���\o*{)�Ã£ÇÄ�{�����L�ï{Z½�qÕR�\o*{
)�Ý¦Ä©ý	n�Çé	n��q�öÇ!�RÙÝ¦Ä�\o*)���*a~Ç�{*VyÒh"��

�Ç,1óRu{Çý¥��é�\o*)��q�z��{z=�

6.8.2���~~~������½½½)))���

❀~�Þ�©�®{)�z=Çsetusercontext(3)Ç{q�.²ú���Ç,login.conf(5)¥�®¦ìÇ~�
~9¡/#�É{MAC�\)��hLOGIN_SETALLú÷�ÇÝVhLOGIN_SETMACúÒh�½�ÇYJ

�\)�RZÙÆ~�Þ�©kj�åú÷��

ÕÕÕ???: ,1½ÏÇó��{ìÇÇý¥ÇFreeBSDR²MAC)�,login.conf {~�¡/jâE¥äñÇ�Ù

���ÇÕÁ{jâE�X,ó$��Çsetusercontext(3) APIa�âÑX#�
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6.9BBB���
❀TrustedBSD MACU%&z�XÜL�1�«ø¥{0*ÇqÕø:{�\|Q�Ç¢�,¼~��{�
Xé6auÇ��&~�MAC U%NÏ��{�\)�jâÇu"�6¯;��U%
Ø{�Ùu&z

�|Ê,1óÙÞ"�È«|QÇ�¼~BSD��{f�çÃcredentialÄ¦©Gâ�å�{|QÇ1ùf
å��\|QÃ�MLSZBibaÄ�"�c�\qÖ{|Q�Ç|ÊÇ,1k�ý©lÇ1ê����\Ü
L{få�
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���������???øøø:::
Ø¶ÕMatthew Dillon. HÕintron@intron.ac.

7.1ÔÔÔ®®®���???{{{���®®®−vm_page_t

❀Ô®�?/,�è�vm_page_t 1��äú�q�®�Ô®�?{��Ç¢È�éa{�è

�vm_page_t ÄS,ÇYJ�è�?8ó¥�Ç��®èï¥{�Ç°Á�

❀��,1ÿ�ó"(wired)�ÙÄ(active)ÇVÙ(inactive)�¥?(cache)���(free)çÕ�øêó"çÕÇ�
�Äú8�ó�Çv5Ó,èï°ÇS,êÇÄÿ{çÕ�ó"�X8�ó�[èï°�

❀FreeBSD�¥?�Z���"�ê�ÇÍ��ì{�èïå�Ç1"�é�{I¡�®���«çÕÑé
aøõÇèïÇèï{�\éaøÿ®ì{�ÿ��ÿ¥?�h��I{�Çc��ÇFreeBSDÌAC²�
Ç��ÿ��ÿ¥?éà{�ÁI{É���?é6�

❀$iÇ�Ç�,1��ÇZ~�jÇ,1ú�Ç��jÃ½����?ø:�"�ê�ªôÃ

½�(ultimate locked)çÕÇ�Ç�,1~�)�PG_BUSY,+Y�çÕ�

❀��Ç�Ç�èïÑ�LLRU(Least-Recently Used){Æ�Ó*�

HHHVVVÕÕÕ: áªLeast-Recently Used�Ü«®�0*Õ1.R�least-recently�®��'5�vÿÇ?B��!��Ç
rÇáª®���!£{&~�-!��Ö2.R�least�Z�recently�®���#ÇÑ�;�used�ÇrÇáª
®���!£!è&~��YÜ«®�0*{"�?Bäý#3�

�Ç���!ðÿ�ó"ÝÙÄçÕ�ó"�Ç����É�ìÿ{�,����?ø:/,·Ãó�Ç

vÙ×{�èï(LRU)h½�{#�Ç1"RÆ¢#t�ÇvXÙ×{�èï¥�#Ät¥?¥{��l¦
�ÇVMé6�ÉÇbú*�Áýò~{� �ó��éï¥{�4]t�ú&~{�FreeBSD¦ÞXR�
8ó��èï¥Çb4��âÑ�½jÞ{���Ç1"/a¥ä�I{�

❀�*�Ç�ÇAC6¯�ÇXó�,¥
óì�èï¥{�(¾�VÙèïÝ¥?èï)Ç�Ç#éQDý
Íè{�FØ�	Çs��ú­íÙ��*�ÊýX?ó�ø:�?�¥Ç�Ç��ú�¬Ç$��ú,
�c¥ñ��

HHHVVVÕÕÕ: Intel�¢Û{CPUÓ*óâ�Ü*�Ç,~u"����?�h¯�{��8-éaø]"�?�Ç�t
�ÖUÖh¯�{��8-��éa{]"�?�ÇCPUÌ�	�Ç�FØ�Ç/�v*ø:¦�c�÷÷�q
b¦ÇÖ¯��®�?û��ÇU¯��Uñ?û���YÇ�FØ�?:v*ø:Ýa~Ç�
�|Ê+�{

FØÇ¦�óCPUmG"�¥Y¦a~Ç�Ýv*ø:�Xÿd{FØ{�	å�#3�kDIntel{CPUâ�Ü
*
�C~�

❀FreeBSDÄÕ{®r�èïÇACRÈÇèï¥{�j��ó�Ç7h{�¾ÞÇ3��®Ç�ÿd{.
8®Z�8®��­c²o{�¾j�û½�ø:�?{�Z�Y«­c²o�pageoutE��Ç"�ÇÝ
i8®�8®�(¦Æ¢{�÷?û3Z)�)@�úZ~{Ù×ÇÝ(­�Ç¢óLRUèï¥{ �ÝóX
3Ù×ÇÝ{�èï-#Ä)�h�¾X²o�óèï-û#�Ç�$���FreeBSD{VMø:ÌR­íÙ
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�
�	{FØªG®�t�Ç\®{j�Ç�$h½ì��Ù×/��{"�ÇÝ�Y,1�ÍP{û½
[�8®/I{�Ç�)ñû|�

7.2:::���{{{¥¥¥???fffååå���èèè���−vm_object_t

❀FreeBSD"�ê:�{����?é6�(VMé6){÷��.�VMé6,1¦È«¡n{�?&~0*
#�\−�z&~(unbacked)�b¦(swap)�Ô®÷÷�©G���©Gø:&~#3{VMé6�®X�j
â−©G{¥?ÇÄ1YJ¥?{�è�4:�{�

❀VMé6,1úkkk������(shadowed)�Ç¢,1úæ8tÙÇ¡/VMé6æ2{ºà�¾�Ç,1��Çb
¦VMé6Ç8�ó©GVMé6æ2{ºàÇ1"�MAP_PRIVATE{mmap()v*�Yø{�2v*�,
1~u"�È«Èø{á0�uÇÝiU����(copy-on-writeÇ~���©Gø:)Ç1`	ñ��8
-�

❀ahÕ?Ç�Çvm_page_t �è�ó��Ç�/��¦�ÇVMé6#�É�VMé6k�ý,1"�J
"¾{á0#3{��

7.3©©©GGGøøø:::QQQ���/QQQñññ−buf���èèè���

❀vnode VMé6Ç��©GVMé6Ç�Ä����Ç¢��{8®(clean)/�8®(dirty)fåÇ
X�v�
©Gø:{8®/�8®���¾�ÇhVMø:�3Z�ÇÔ®�ZÙéa{"�?ûìÇVMø:Ò��
óU�t"�?ûì�R��)��.8®��iÇ©Gø:��êR©GÝ©GÃjâ{È\Inót

�X���?(KVM)¥1"v*�

❀~u�qYJ�®{"�Ò4¯Ä±�{©Gø:¥?Çstruct buf Ýbp�h©Gø:��é�

ÇVMé6{�\Iv*�ÇÇ�ÌRYÇé6{Y\Inótstruct bufÇ?%Rstruct buf¥�nót�X
���?(KVM)¥�3ø{Ç�cQ�/Qñ/���RVMé6{È\Inótbuf�è�¥Çl�ébuf�
è��qQ�/Qñv*���{vm_page_tóQ�/QñÏ-/�ú)������©Gø:¥?�Ì
���ÇYé�©Gø:PÄÇ�:��~Çé©Gø:¥?v*�éVM]"�(hard)v*ÍP�

❀FreeBSDâ��½jÞ{�X���?u?8struct buf{nóÇb4YJbuf�è�a�4ú8®,{�Y
J�X���?�~u?8nóÇ?X!�¥?jâ{�Å�ÎÂ{�ÇÔ®jâ¥?4vm_page_t {�

ÇÕ�ÇX4©Gø:¥?{Õ��l
Ç��©Gø:¥?ú~uÿ®Q�/QñÇÆ¢û�{!�ê3
��qQ�/Qñ,�{jÞ�b4Ç��/��jú©Gø:¥?,Ø&~ÇÄ1Y?XÌ�Ä¯��

7.4nnnóóó���,,,−vm_map_t, vm_entry_t

❀FreeBSDRÔ®�,�è,VMø:¥I¬êñu�È�Ç{Ä��,,1X¬�Ç(on the fly)­OÇ?%
/�ú��4�'u{��O{�,Ç��X���?(KVM)Ç��4ú{Èu½I{{ÖYJ�,X4
�'u{�

❀FreeBSD/,vm_map_tZvm_entry_t �èR���?¥vm_objects {È��)�\I�Éåu��,

ú�z{,vm_map_t /vm_entry_t /vm_object_t ¥��'{\Äñu�Y°��­ù��Ç·�
t{

�Ô®���z¦vm_object #�É�?Xith�vm_page_t �úÌúÓzttó¦�#�É{�,

¥�h�,ú®~�Ç�Çvm_page_t �è�,1úÓzt�Çpmaps�l
Ç���ê�'{�ÉÇO$
óé6¥Ä�é3��{Z~ÌZ~3�vm_page_t �è�ÇYøÒ"�êJK­(board){¥?{:��

99



❀❀79❀���?ø:

7.5 KVM???ûûûnnnóóó
❀FreeBSD&~KVM?8È«Èø{�X�è��óKVM¥!L{\Ç"�4©Gø:¥?��4
¦struct buf "���{nó�

❀X4LinuxÇFreeBSDXXXRÄ�{Ô®�?nótKVM¥�Y?�øFreeBSD,1ó32 ²ÑÞ�®§
,4GB{�?{��/"ÞÇ�*mmu(HVÕÕ,�4���?�®\Ã�Ç�Memory Management
Unit�)��ê{�ÅÇFreeBSD®XÞ,1ó32 ²ÑÞ�®!õ8TB{�?{��l
ÇLõj32²Ñ
��nó4GB�?ÇY��4�ÇpX��

❀��«å�,1�®KVM��®KVM{Ì�å�4KKK­­­III{{{ììì (zone allocator)�K­I{ì�®
øKVM{LLÇòRLL#I�p½LB{BLÇ1"�Lì�«¡n{�è�I{��,1&~×

vmstat -m ��h�KVMIK&~<Y�

7.6®®®rrrFreeBSD{{{���������???øøø:::
❀
�V{N3CÅ&zFreeBSD,1�qÄÕ®r�X��Äu�Çøê�X{� 
1maxusers ZNMBCLUSTERSÇ�X��)�[ìO{/<�YJ�X�H{� 1(�Ä)ú�½
ó/usr/src/sys/i386/conf/ CONFIG_FILE�¥�Ä�,~�X{� 1{Ãc,

ó/usr/src/sys/i386/conf/LINT ¥It�

❀ó�ÇLø:{{�¥Ç�,�����maxusers {��j�)�/�ó10t128�Õ?Ç,Ý�
�maxusers {�,�s�ø:,"�,~{KVM¥DñÇ,
ZåÃ�½�{v*�!PRmaxusers ÷

��Ç\®{j�Ç?%��ÙÇ 1Ç�NMBCLUSTERSÇu���½{ýÍ�

❀�*�{ø:�ú­�V{&~�dÇ�����NMBCLUSTERS{��j�)�/�ó1024t4096�

❀NBUF�4�:{��ø:{kj�YÇkjû½ø:,~unó©Gø:Q�/Qñ¥?{KVM{jÞ�
Õ?ÕYÇkj¦:�{¥?���[�ø�YÇkj,ó3.0-CURRENTZ1�{�X¥úÄÕ{®�Ç
/�XahúCÄ{®��·¢M?�XXX����½NBUF�tø:�qh½Ç�ÔB{�Ìs�:��H{©

Gø:v*ÖÔL{�Ì&~�èï¥bè�ÁÇ
LÞ{�ÿ�ó"çÕ�

❀b�<Y�ÇFreeBSD�X�H�4Xú��{��,1ó�X{�©G¥~makeoptions �½\

F(debugging)Z��)��Õ?Ç��ÄXa&~-gÇø:��êa��$�	{L�X(�n{47MBÝ
Íõ)�

makeoptions DEBUG="-g"
makeoptions COPTFLAGS="-O -pipe"

❀Sysctl
Øêóäq�®r�X{0*��/�X���½�[sysctl#ÞÇ�Ù4¦VM#�{�J#
Þ�

❀äq�VMZø:®r{k/#é�z�J�D�Çah¦,�óUFS/FFS©Gø:Þ&~Soft Updates�
ó/usr/src/sys/ufs/ffs/README.softupdates °����[{�{�+�

❀Ù'Çah{��êõ{b¦8-��ahó�ÇÔ®�cÞ{��Çb¦IKÇ!õ4ÇÇ��ó�
{�Ó*��cÞ��ah��è2õ�Ì�?{b¦8-Ö"�����ê�?{�Çb¦IK¤aÍ
õ���ah�L�Ï�¥{!L�?{�û½b¦IK{LBÇYø1�ÒXò��­cÉ�cIK

ê��*�ÿ®ø:ÿd�{�?6p(crash dump)Ç��Çb¦IK���è¦Ì�?�ø
LÇ/var/crash ����ê{8-uËã6p�

❀NFSÞ{b¦IK,1iP{ú4.XÝ�u{ø:&~Çb4���Ò¸NFSqÖìR�²I�ãñv*
i�{àâ�
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SMPng÷÷÷���©©©lll
U*ÕJohn BaldwinZRobert Watson. HÕ¯c.

8.1���XXX
❀YP©léø�SMPng%è{÷�¦"��qê�ë�ÇD��ëêäý{ÆªZ#�ÓäÇÙ�4�
�FreeBSD�X{3Z¦�qÜnÇz�uÿXêä�ø:¥{Ã|QÇ?ÃcêóÈÇ�ø:¥Z�û
ÂÝ{3ZZ"�?q�{Z½Ç!�4-û{"��ÒÇ~1�:!ð)ñìJ÷�û|{ÄåÇ?&

ÖVê�&~�½{ÆªÄ,��	{­Lk/�

❀YP©l�óÞUh¥Ç?RXäÍc1'n¦SMPng1ø��{!c÷�¦"�{<Y�Ù¥��õ
B�ø�¤�4
ªÇb·¢ÌÅL�Ùß"�����YP©l{ÍcZOFÇ>�É©l�ö�

❀SMPng{ø)4&�X�ê?��q�äýÞÇ�X4�ÇiL
�ì{Ç���t�X�êõ"Ç�
�qÇ·¢��&~ìJÙÇõ"ÇÇ�ó"��Ä~t{ÓäÇYÝi�Ý�(mutex)�á0/\Æ
Ã(shared/exclusive lock)�fRÞ(semaphores)Z�G#Þ(condition variable)��*æ�ê�Ç¢1ùÙ
ÇSMPbªÇ>kÝý©{bª,���

8.2äääýýýÓÓÓäää¦¦¦ÞÞÞÃÃÃ{{{äääúúú���###

8.2.1ÆÆÆ���vvv***���


ZZZ���???���

❀���?�ZÆ�v*�
.²�iõ�ëaîÇO$Y��?XK®éÙ�q-¦{�ë�;
Ó

�Ç�*�éì�#ÞÞUÃÇÒX�óXÜz#a{Ã�éÙ�qÖRv*��Ò4�Ç�?�{*~

ó�ây�?v*{#é~�Çb?Xây�?v*{ÎÂ���¦Ó�Ç�?�?XâyCPURý�O
R¥?Ý?û¥à{��mUÃ�?Ç
4óÃ:8�hâÙÄâ�{jâÇé���t¦:8{�ÇÃ

{CPUÝ÷÷,D�Ñ��?�{CPU,1óÙOR¥?Ý?û¥à¥RjââÑÙÄæ�{��?�{
�-Çb�*ÙÇCPUó3�jâÃÞ�qÆ�v*Ç���ÇCPU��âyÇÙÄÍc{jâ�Ç1ù
�?�Ä�F{�[ÙÇv*Çé��ÇCPU,D�

❀¾�Ç"÷ó�;\Ün¥Ç��óÌ?(Ýì�\ÛOR¥?)¥{jâ4,D{Çhì�CPUÞþ�
Æ�v*�ÇÙÇCPU{?û¥àZOR¥?Ò��é3�OR¥?"Þ{\\Uv*Ç1ù�?���
{\\�qÄv*�qmU�

❀Yø�uÇó&~�Æ�v*â�{�?\Ã�Ò���/Be�¾�Çó"�sleep mutex�Ç·¢Ò
��&~atomic_cmpset 
X4atomic_set uK
MTX_CONTESTED �Yø){ÆO4Ç·¢��

²mtx_lock{�ÖtìÇ#ÞÇ?â$�qû|�l
Ç·¢Öt{�,�4,�{Ç�,�ó·¢�q

û|{,Ç¥�	#��O$Çh�qatomic_set �Ç!ª,�Ìé����q� Ç
X4·¢�qû

|{��Ç�YÒ��/,atomic_cmpset uây��ó·¢{û|�â4!c{�Çbé#a{#Þ�

q� �

❀!�ÇÆ�v*�ã��'ÍcÝÖ�Ç�?\Ã���Æ��ÍcõÇ\Ã�ÇÒ��&~ÃuS�

Çê�¾�Ç�*��ÍcÜÇ#��É{�jì�ÇÒ��&~ÃÇ
X4Ü'\Õ{Æ�v*ê�
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8.2.2ÖÖÖÃÃÃ¦¦¦UUUÃÃÃ

❀ÖÃ?X��4UÃ�ø��YÜ«¡n{ÃÇÑ��hâ/,Ç¢6¯{X4,�{jâ�l
Ç�

�Uv*��4\Æ{Ç
õÇ"Ç�,1�\�Ö3�#Þ{��&~X3¡n{Ã~�ÖZUv*�

�õÈ�X3{"�0*�

❀��«0�4~sxÃÇÇ,1~�"�U�&~{\ÆÃÇ
Ö��*�á0Ã�Y«0��I;\Ò
ê�

❀��«0��Q�É»�,1~õÇÃuâ�3�jâÃ�Ö�Ç��ÃÙ¥{�ÇÖÃý,�l
Ç

�*�Ujâ{�Ç���D�ÞÄ�{UÃ�YÌLL
°Uv*{S$Çbh,�1õ«0*6¯j

â�e,�:��~�¾�Ç��Ç�b43�Iproctree_lock sxÃZ�Çmutexâ�{�ó�æ�5
�.Ã�Ç{��Ç�Ç~procÃÍ�0"�b4ÇÙÇ�J�0Ç¾�inferior Y¡��/,��bó

�ÇdÞ�q�ÂÇ?é�Ç�ÇÞÃ{�0ÒX�Yø)êÇd�ÇRÃ�âyóé·¢ÄÜz{�*

�qv*�Ç��5��{çY�Î�H�

8.2.3ÞÞÞÃÃÃçççÕÕÕZZZ���***

❀�*3��&~ÃuâÑÄ5�#Þ{çÕÇ?â$�qìJv*�Ç4X���óÖ#Þ��éÙÞ

ÃÇ?ó�qv*���Ã{�,��ÃR&#Þò',#ÇY,�Ìs���Ä){û|�H�O$Ç

óÄ)5�Z�{Ä*�e��Ç����âÑÞÃçÕ�

8.3%%%èèè¦¦¦÷÷÷���������

8.3.1ééé¥¥¥äää{{{ÿÿÿ®®®

❀¦�õÙÇõ"ÇUNIX �XÄfR{Ü*¡�ÇFreeBSDÌ�£¥äÿ®Ç�ÕÁ{"ÇÞ�©ÇYø
)�êt¥ä"Çó±tÃ��¬�b�ê�½X��{ÒÔÇ¥ä"Çó�X¥Ç41"�"Ç{��

ÿäq{�O$Ç¥äÿ®Ç�Xa�q,ÈÇ1½��ÙÇ�X"Ç�$iÇ��õÇÿ®Ç�,1I

03�¥ä"ÇÇ¥äÿ®Ç�Xa~ºÇÝ&~,�s�~º{ÃÇ1�½RÙÇ¥äÿ®Ç����

❀ø�óFreeBSD¥{¥ä"Ç4�­Þÿ¥ä"Ç�YøÁ�Ç¢{ÆOó�ÇÝt¥ä"Ç���q�
'qr{Þ�©#¦v*�ó!ð{"�¥Ç�XXã��3ÇO$¥äóKä�X"Ç��Ç���V

�X"Ç�¬Ý(Ã~�Õ��b��q�

❀�ê�û/a�-¯�ÇFreeBSD�X�óf~ê�3*®Ý|Q�ø�Ç��:8~ºmutexÝ�	¥
ä�b��ä�X"ÇÇb!ªø)4óFreeBSDÞ"��ÁÄÃc{\�3*®Ý|Q�

❀?:Ä�{¥äÿ®Ç�ÑóÕÁ{"ÇÞ�©¥�q�#'ÇìJÿ®Ç�Ì�zóÌ¥äÞ�©¥

�q�YJ¥äÿ®Ç�Ç�óúFØ�×Ö��O¤�¥äÿ®Ç�ÇO��ÏÇý{�X¥&~

êINTR_FAST)�u)�YJÿ®Ç��ø����¨¥äZ�=I/O÷÷¥äf~Y�¡n���YJÿ
®Ç���ÕÁ{Þ�©ÇO
Ç¢ÑX�Üz�¬uÃÇO$�Ò��&~��mutex�

❀!�Ç¤��«Á�4ÞÿÞ�©#¦{��Ç,1óMDSh¥&~�O�¥ä"ÇÑ4ó�XÞ�©
¥�q{ÇÄ1Ç,1�~�?�Ç{vmspace (���?��8-)�O$Çó4ÞÿÞ�©#¦¥Ç#¦
t¥ä"Ç?X#¦éa{vmspaceÇ
4�~ú¥ä"Ç{vmspace��hâú¥ä"Ç{vmspaceXó¥
äÿ®,Ç¥>�Çú¥ä"Çó¥ä"ÇXò�~Ùvmspace��4Xã��q{�¦b
t{<Y,�
ó¥ä"Ç�¬ÝqÄ��	��*¥ä"Ç�	�¬Ç�Çò'��,äqçÕ�R&~��{Þ�

©ÇYø�uÇÒ,1:8ú¥ä{"Çê�
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❀Y«��{ ÿó�Ç¢ZmG�·#�Ç
%"��v�ìÇO$��óYø)�QuLlu��Õ

�baf~�ø�Yø�,�¤��,�Ç
%/"Þ,�Ì'
s�u��\ÇO���Ä�{¥äÿ

®Ç�ÑÌÁýú\ÛÃ(Giant)�¬Ç
Y«�¬R�
��"Ç�t��iÇMike Smith
Ff~��
«0*uÿ®¥ä"ÇÕ

1.�Ç¥äÿ®Ç�I�Ü\IÇ�ÇóÌ¥äÞ�©¥äq{Ì�(predicate)Z�Çó��{"ÇÞ�
©¥�q{ÿ®Ç�(handler)�

2.�*¥äÿ®Ç�p�Ì�Ç�hþ�¥ä�Ç�q�Ì���*Ì�(Ã]Ç����¥äúÿ®q
�Ç�X,¥ä(Ã��*Ì�(Ã"ÇÝV¥ä��Ì�Ç�®Ýäq"Ç*ÿ®Ç��

❀óY�Ü*¥7h�f~4ÞÿÞ�©#¦,�4:��ì{�O�·¢,�Ìæ�ó�u�#Y�Ü

*ÇO$�ó!P{0�Ça�4ö�MÔó4ÞÿÞ�©#¦�Þ{Ó*Ç1"��ZqÕ¥äÿ®%

èÇ±�ò��4ÞÿÞ�©#¦4d7~�

8.3.2���XXX���333¦¦¦øøø���KKK

8.3.2.1���XXX���333;;;���

❀�X�3{�'i;\ÇÙäý�.4CPU�a�q��ÿ!°{Ó*�hlÇ�èó®.<Y�4Y
ø��J��ÇHÄY�®.{S$Ì�I°�Ç1��óYJ<Y��3ÌzX ��

❀"�q\{�X�3�I;\Õó®ÝR��q{"Ç?8�äqèï�Ç5�Ç{��ÿ4d°�ø

�tó�q{"Ç��*4Yø{�Ç�q�'Þ�©#¦?Áý
)�q�"Ç�

❀¦�Ã�êó�3�â�õjjâÇb�X?X4,1�\�ÿÿ�3{�¾�Ç�*Ñ���mutex{
"Çú�3Ç
c"Ç��AÜz3���mutexÇc"ÇÒ,������VÇO�ú¥ä{"Ç,�{
Ï��åÌäqê�$iÇìJShÇ¾�óAlphaÞ{exec é�Ç��8-�R�q��{Sh�X�

ú�äÇO�Çú~u|Ñ"�{Þ�©#¦v*�óYJShã¥ÇÌ/,&~ø�Kuø�¢~�

3�

8.3.2.2øøø���KKK

❀ø�KAPI{	�4�½óø�K��	Þ�©#¦�é�q\�3*�X
ÓÇøêh�"Ç�i{Ù
Ç"Ç{�Çsetrunqueue Ñ4�ä��critical_enter {�«"�0*4÷��"Ç��)�Ç?�

Ùéa08ø��*®~setrunqueue �÷�êYÇ)�Ç�ÃXc"ÇZh�"Ç#�Ù��ÿ°�Ç

ÑXÌ�	�3�l
Ç��ø�KÌó��mutex¥~��½Þ�©#¦Ç
%�ê3�ÜzõÇ�
�mutexÇO$ø�KAPI��|Ñ	����YÇÆOÇø�{"�¥f~ê	��jÇ
X��4\Ç
{"Ç)��

❀�ê¦,�Àá/a�-Çóø�K¥{�3úMÔÇ
X4�z¿ï��*"Çaú�äÇ?ú��

,äqÇ
h�"Çÿ�ø�KÇ�Ì÷��"Ç��)�Ç,+��Çß��q{�äv*�h!i�

ø�KRñ�ÇÌ5�Y�)�Ç�*Çú� Ç�h�"ÇÌú�äÇ1ã�Í°��ÿ{"Ç
)ä

q�

❀¥äÌZ��ÇZ��mutex��{¯���*�ÿ¥äÿ®Ç���ÃÇÇÒX�¥ä�[���Ã{
ShÇ1�½,��	{» jâ�è{<Y�ø�ÇY�å�4?,ø�KAPI1cpu_critical_enter

Zcpu_critical_exit <j{o*"�{�ø�Y�APIÌóÄ�FreeBSDÄ|Ñ{²ÑÞ¢~Z­cé
~¥ä�Y«0�?X4!�{ÇbÇÍ4®�Ç�Í�4th�"��®XÞÇY�yÏAPI���{
\óÌ¥äÞ�©¥{��mutex&~�l
Ç�êtShÍ�;\ÇÇú~óê\\��mutexÇ��Ý
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iÄ�ø�KÞ�RÙ,MI API ¥ß¬ñu8�MD APIÇ?�ó��&~Ç{MI API {��mutex"�
¥&~,�Ì�ÍP{H*��*·¢!ªf~êY«"�0*Ç�MD API ,����ÖÇ1:�Ù��
\ÕAPIY�/"�

8.3.2.3÷÷÷���RRR©©©

❀��Á
t{Çhq\�3?:��
Ø!�u��ÇfRê�JR©{D��

❀��ÿR©4Ç�3Sh?X�DÙÇCPU{?ó�"÷·¢�ÜÇCPUÇA ZBÇÙ¥A Þ"Ç{��
ÿ�4Ç
BÞ"Ç{��ÿ42��*CPU B
���ÿ�1{"Ç��,äqçÕÇ�®XÞÇ·¢æ
�CPU A#¦�Y�c"ÇÇYøÒ�ÜÇ��ÿ!°{"Çóäqê�l
Çh½ýÇCPUó�3�Í
\7Ç?/,IPI5�ÇCPU�ñfRÇ?qÄ#�{3ZÓ*{S$�I°��O$Çø�{ShÌ�
�CPU B#¦�Í°��ÿ{"Ç�>Õ?Yø)�Ìtø:��ÍP{çÕÇO�CPU BÌV�q��
ÿ�1
X42{�Ç"Ç�

❀��ÿR©4!�é�"���ÿ{�X"Ç{Áý�3�ó�ÁÄ½B{�3v*{;\<o¥Ç�

��ÿ�ÌúÁý�ä(ÝóÙRñø�K�ú�ä)�l
Ç�õó�X¥�q{"ÇÇ�iõ�Ì�qi
á{�-ÒÌ�¬Ý(Ã~�Õ�O$Ç�*�X�äYJ"Ç?�qÙÇ:"�{�X"ÇÇ��X,

�ÌóYJ"ÇjÞ�~ºÝ�qq���#¦ñV�Yø�uÇCPUÒ��®rOR¥?1{\c"Ç
{�q�h�X(Ãtú�ä{"Ç�ÇÇ���­c�ß��¿�{OR¥?få�$iÇ�*�X�

êRéR�¬Ý(Ã~�Õ{�Ç"Ç{�äÒÔtY��{�Ç¤�ê½VÜ'�i{Þ�©#¦�O

$Çå�<Y�Ç��ó��ÿv°{"Ç4"�"Ç�Ç�3ShbÌÁý�q�äv*�

❀é~béÄ��X"Ç{q\�3é�®A:��ÐÏÇO�ÇÌè3ñÍõ{¿Õ�G(race
conditions)�ó
1Ü�YJ¿Õ�G{\ÿ®ìø:¥ÇY�z�Ù�~�O$Ç·¢
Øê�X 
1FULL_PREEMPTIONué~béÄ��X"Ç{�3ÇY� 1Ì�~�®Aø{�

8.3.3"""ÇÇÇûûû###

❀;\��Ç"Ç,�ÇCPU#Ät��ÇÞ{,ÇÁ*û#�ó:�3*�X¥ÇY�ÌóÒh½B{
�Ç¾�®~msleep Ý(Ã�~�Õ�bÌ�	�b4Çó�3*�X¥Ç¥ä,�Ìó�[�����

äÇ?s�û#�é�CPU��{jâ
ÓY,�ÌQu�J�Ák/ÇO�øcurthread Zcurpcb 1i

{jâÑ,�óû#,Ç¥�	#����?ó�ó{"Çû#Ç&z�Iâ�{CPU��jâ6¯#z
Ã~�YÒ��óìJShã¢�û#Ç1Üz­½{CPU��jâ�

❀ø�·¢f~ø�Ku�½û#ÇO�Ç¢�ê��Þ�©#¦�b4ÇY��,�4�«,�Î¸{

!�ÇO�ø�K"�ÞÌ��h�ÿ®ìÞ{¥ä"Ç�O
Ç
Øê��ÇAPIÇ~1�+h��Çó
ú�ä�ÇXaû#t��CPU�

❀Y�API�w"Çö�ÇÇ�®Ýì
Ø�Y�APIÝiÜÇ<jÕsched_pin Zsched_unpin �YÜÇ

<j~��®"Ç��{�jtd_pinned ��*	��jL��Ç�"ÇRúÃÔÇ
"Ç
)äq�Ù

	��j��Ç,+ÿ��ö�çÕ�Ä�{®Ýì"�¥ÇÑ�Fâyö�"Ç�óÇ¢D'®

~sched_pin �Äó{CPUÞäq�����"Ç��ÌU	��jÇ
��ÙÇ"ÇóIö�"Ç��
�qÇ%Ñ�sched_lock Ã�bÌÖ	��jÇO$6¯td_pinned X�ÞÃ�sched_pin <jÌ&	

��j��Ç
sched_unpin �&Ù�>�Õ?ÇYJ<j�v*h�"ÇÇ?RÙÔ½tÙ�qÇ�Ä

ÿ{CPUÞ��R�?"ÇÔ½t�½{CPUÞÇ�a&~sched_bind Zsched_unbind �
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8.3.4®®®ñññ(Callout)

❀�Xå�timeout ã��XqÖÕ~<jÇ1*�softclock �G¥ä{�\Iu�q�/GRä�Ä

æ�{�¨W+{jø�qÇ?óLÕ�½{�-Ã®~�
Ø{<j�

❀�ûtimeout (§�)/G{\Û,4��\ÛmutexÇcallout_lock â�{ÖÄ�étimeout,{6¯ÇÑ
��D�ütYÇmutex�hsoftclock ¨r�ÇÇÌ·Ã�û§�,Ç?IñaéÄ{�J���½Ã�

�Çsoftclock "ÇÌó®~Ä
Ø{timeout Ã®<j�D�:8callout_lock mutex��*óÕ~�
��÷�CALLOUT_MPSAFE)�Ç�ó®~®ñ<j��Ç¤ÌØR\ÛÃÇ?ó��:8�Ù

�Çcallout_lock mutexÌó��ÿ®�ò'Üz�softclock Shó:8YÇmutex�Ì:�Be�â
Ñ,{��çÕ��*é~êDIAGNOSTICÇ��Ç<j{�q�-Ìú�9Ç�*§,êì�k�Ç�Ì

�	´·�

8.4���½½½jjjâââ{{{ÃÃÃ|||QQQ

8.4.1³³³âââ

❀struct ucred4�X�\{³â�è�ÇÇ/�*��X¥1�Ç�s5{6¯;�{�â�BSD-̀ 	{
ø:f~�«�U����{Ünuÿ®³âjâÕ3�³â�è�,�?óõÇZ~Ç�*��éÙ�

q��Ç�YÇ�è�Rú�����Çl��¦�Z~���óK
�~�"�6¯;�{³âOR¥

?�-?óÇY«)�ÌôL����?�óû#tûÂÝ{SMP�ÇY�Ün��VêLÞ{Ãv*Ç
O����á0{³âb�"���ÇO
�½êó&~á0³â��i{3Zv*�

❀³â�è����ÇZ~�Çú��4,#{ÖXã��#á0{³â�è�Çd�R,�s��	¿

Õ�G�cr_mtxp mutex~�â�struct ucred{Z~�jÇ1��Ù��u�&~³â�è��Ç��ó&
~,Ç¥âÑ�H{Z~Çd�ÇÒ,�óYÇX\®{>DV&~,Ç¥ú:8�

❀struct ucred mutex4�«�mutexÇñ�u��DÇÇ/,mutexÓ"��

❀��õ~�6¯;�û|Ç³â/�<Y�41�Ö0*6¯{Ç$��Äa&~td_ucredÇO�ÇX

��ÞÃ�hÍc�Ç³â�Ç5�ZÍc,Ç¥��Ñ�proc Ã�5�ZÍcv*��&~p_ucredÇ

1�½5��Z&~�{¿Õ�G�

❀�*Ä®ø:®~RóÍc�Ç³â���q6¯;�5�Ç�td_ucred���mc�h��Ç{��

Yø)�ê�½���&~,�{³â��XÌ�Äó�Ç���X�ÇR"Ç�è�{td_ucred�bm

c��Ç{p_ucredÇ1ây�X6¯;��~tc{³â�

8.4.2©©©GGGÃÃÃcccnnnZZZ©©©GGGÃÃÃcccnnn,,,

❀-û��Róã����

8.4.3 Jail ���èèè���

❀struct prisonâ?ê~����J/,jail(2) API
O{jail Ä~t{�®få�YÝijail {ÌåÖ�IP�
�Ç1ù�J#�{÷��YÇ�è�Ý9Z~�jÇO��5Y��è�"¾{�bÌóõ«³â�è

�-á0�~ê�ÇmutexÇpr_mtxuâ�éZ~�j1ùÄ�jail �è�¥,##Þ{ÖU6¯���J
#Þ�Ìó
Ojail {�/�	#�Ç��Ñ��H{struct prisonÒ,1
)ÖYJ�ê����Ç1øä
�{ÞÃv*{©lÇ,1ósys/jail.h {Õ:¥It�
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8.4.4 MAC UUU%%%

❀TrustedBSD MACU%Ì1struct label{o*���øï�Xé6{jâ��Äu�Ç�X¥{label ()
ü)4�¦Ùéa{�Xé63ø{Ãâ�{�¾�Çstruct vnodeÞ{v_label)ü4�ÙÄóvnodeÞ
{vnodeÃâ�{�

❀øê	�t)ï�Xé6¥{)ü�iÇMACU%�������Ý9.Õ~{ZíÙ|Q{ï,�|
Q,Z��j��Ç\Ûmutex (mac_policy_list_lock )â�����ê3�?q��q�õ6¯;�5
�Çé|Q,{�Ö6¯Çó�>��j�ÇU%{�=ÿ��D�Ñ�YÇmutex�MAC�=v*{,
Ç¥?X����-Ñ�$mutex --�Jv*Ç¾�©Gø:é6Þ{)üv*--4ÑÈ{����|Q
,Ç¾�óÕ~Z�øÕ~|Q�Ç��Ñ�$mutexÇ
%�FZ~�j��Ç1�½ó~,�éÙ�q
���

❀é����V,����çÕ{"ÇÇ
Øê�Ç�G#Þmac_policy_list_not_busy ÇbY��G#

Þ��ó®~V��Ñ�ÙÇÃ�b�&~Çd�,�ÌZ�Ã��¯����jórÇU%¥/"Þ¤

ÈÜêì«o*{á0/\ÆÃ{*~Õ¦sxÃX3{�0ó�Ç�Vï,����çÕ{"Ç,1��Ç

X4ã���jZÙÇóMAC U%�=(Ý�\){Ã�-{��<Y�

8.4.5ÜÜÜLLL

❀é�ÜL�ø:Ç~�â�á0jâ&~ê�Ç\Õ{ÃÇÇ4�Çá0/\Æ(SX)ÃÇ�õ<Y��Ü
zÇ(1á0Ý\Æ{0*)ÇO$·¢
Øê�Ç0"&~{wu;�éYÇÃ{6¯ÇYJw,1
ósys/module.h ¥ItÇÙ~�Ñ:�;\Òê�YÇÃâ�{Ì�4module_t (h1á00*ÞÃ)Z\
Û{modulelist_tYÜÇ�è�Ç1ùÜL��Í��Z®�YJÃ|QÇ���ûÝ
Ökern/kern_module.c {ÍSh�

8.4.6 Newbus ÷÷÷÷÷÷ddd

❀newbusø:&~ê�ÇsxÃ�Ö{�0aÑ�á0(Ö)Ã(sx_slock(9))
U{�0�aÑ�\Æ(U)
Ã(sx_xlock(9))��\<j�ÄX���qÞÃÇ
i\,D{�aÊâ��ÞÃ��J1øX�ÞÃÇO
�YJ1øó\Ç4�Ö{Ç(¾�device_get_softc(9))ÇO
?XÌ�	¿Õ�G�bénewbusjâ�è
{��#é
Ó:�èÇO$\Ç{Ã.²�ê&~Ç
X��Äu�R»�

8.4.7���www

❀...

8.4.8���ÇÇÇZZZ"""ÇÇÇ

❀-�Ç�'�è

❀- procÃùÙk�

❀-óø:®~,Ç¥"Ç��{proc1�ýÇÝitd_ucred

❀-�Ç-v*

❀-�Ç�ZÌ�
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8.4.9®®®ÝÝÝììì

❀ý©óÙÇ�0.²
Øêiõ��sched_lock {k�ZÕ:�

8.4.10 Select ZZZPoll

❀select Zpoll YÜÇ<jã�"Ç�¬?�V©GÃcnÞ{/G--!�D{<Y4©GÃcn4d,
ÖÝ,U�

❀...

8.4.11 SIGIO

❀SIGIOqÖã��Ç>Fó�½©GÃcn{Ö/UçÕ�	#��ÇRSIGIOfRk�ÉÙ�Ç���
?É½�Xé6ÞÇ�ã���ÇÝ�Ç�Õ~SIGIOÇYÇ�ÇÝ�Ç�Á�aÌ(owner)���|
ÑSIGIOÕ~{é6ÇÑÝ9��b	ãÇ�*é6�Õ~��NULLÇd�4��5ÃcY�Õ~{struct
sigio{�b�Y�	ã��\ÛmutexÇsigio_lock â��®~SIGIO��<j�Ç��1��Z~�0
*��Y�	ãÇ1hâý�Õ~�ý{¥YÇ	ãXX¬Ã{â��

❀�Ç�Ét�ÇÝ�Ç�{Õ~é6ÇÑÌI{�struct sigio�èÇ?Ýi�Ã�é6{�b�aÌ�f
Rfå�³âÇ1ù��Y�Õ~{�Äfå��Ç�ÇÝ�Ç�ÑÝ9�Ç.Õ~struct sigio�è�{ï
,Çé�Çu�4p_sigiolstÇ
é�Ç��4pg_sigiolst�YJ,�#a{�ÇÝ�Ç�Ãâ��ø

ê~1Rstruct sigioËzt�Ç�Þ{sio_pgsigio	ã�iÇóstruct sigio¥{õj	ãóÕ~,Ç¥Ñ
4X#Þ��Ä
ÓÇ
�|Êó"�c{|ÑSIGIO{�Xé6�ÇÌæ��½ó®~SIGIO|Ñ<
jÇ¾�fsetown Ýfunsetown Ñ��è�ÃÇ1½V��ó�è�ÃZ\ÛSIGIOÃ�-½BÃ��/
�,1/,
°�è�Þ{Z~�juHtYø{ø{Ç¾�Çó�q�wv*�Ç&~Z~ìÇ�w{

©GÃcnYø{v*ÇÒ,1L$Í®�

8.4.12 Sysctl

❀sysctl MIB qÖÌ,�X�\Ç1ù~�Õ{a~Ç�1ø:®~{0*þ��YÌZ��èÜÇZÃ
��{¯�ÕÙ�4é�Ñ×Ö8-{jâ�è{â�ÇÙ�4¦�J/,sysctlz=6¯{�X#ÞZ<
j�-{b����sysctlã��zsñ(����)�X:�jâ1ù{�kjÇsysctlå����wYJ
#Þ#a{ÞÃªB�ø�Çsysctl&~�Ç\ÛsxÃu"�ésysctl v*{�q�Öl
ÇYJ4"½

~\ÛÃâ�{Ç?%��
ØÙÇâ�å��Y��{Ù�\IR-û�ëÞÃZsysctl#�#Ä{ª
B�

❀-��RsysctlÍc�Ä�q{v*{~�Ç,Æ�{ÖÎ��copyinZcopyout�Uc�Ç��copyin�Þ
Ã�ÖÎ��Uc���Ã�copyout��Ä{sysctl�4copyoutÎ�?÷�Ç¢copyinÄzt{c�Ç�
l,1f~Î*{Ün�l
ÇéÄ�sysctlÿ®Ç�f~��«Ün?�½Ãv*0ÁÇ��«0*,�
Í�Ý�J�

❀-é�/�{<YÇsysctl,1�	�Çmutex�btSYSCTL_FOOwZ�è�¥�YéõjsysctlÑ4�
H{�é�&~sxÃ���mutexÇÝÙÇø\�~ºmutex�i{Ã|QÇ,1~SYSCTL_PROC��u
qÄth{ÞÃ�
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8.4.13���ÖÖÖèèèïïï(Taskqueue)

❀�Öèï(taskqueue){z=ÝiÜÇ¦��É{~�â�#�jâ{Ã�taskqueue_queues_mutex 4

~�â�taskqueue_queues TAILQ {Ã�¦YÇø:�É{��ÇmutexÃ4 �struct taskqueue�è�
Þ�ó$ÿ&~3ZÆª{ø{ó�â�struct taskqueue¥jâ{qru�aÕ?{4Ç?��\Õ{�Ð
Ï~�éÙ�ü{Ó*�qÃ{û�~{wÇO�YJÃäýÞXÌókern/subr_taskqueue.c 1i{�

0~t�

8.5"""������ÒÒÒ

8.5.1~~~ºººèèèïïï

❀~ºèï4�«~�â?3ÿ�Ç�V/w(wait channel)Þ~º"Çï,{jâ�è�ó�V/wÞÇ�
Çÿ�:zºçÕ{"ÇÑÌPQ�Ç~ºèï�è�h"Çó�V/wÞ�	�¬�ÇÇÌR~ºèï

�è��É�Ç�V/w�¦�V/w�É{~ºèï�â?ó�Ç±ï,¥�

❀~ºèï±ï,¥â?êÝ9�è�Ç�¬"Ç{�V/wÞ{~ºèï�YÇ±ï,Þ{1Á

*sleepqueue (~ºèï)Ó�ÇÝ9ê�Ç~ºèï{Ó,Ç1ù�Ç��mutex�$ÿ{��mutex~�â
�~ºèï,Ç1ùÙÞ~ºèï�è{����Ç�V/wÞ�Ì�É�Ç~ºèï��*�õÇ"Ç

ó3��V/wÞ�¬Ç�~ºèï¥R�Éø��Ç"Ç�i{\\"Ç�h,~ºèï¥Íø"Ç

�Ç�*ÇX4��{�¬{~º"ÇÇ�ÌÜzÌ~ºèï{8�,Þ{~ºèï�è�!��Ç"Ç

ÌóÁ�äq�ÜzÌ~ºèï���"Ç�,�1Z��~ºèïX3{'�,Ù¥ÍøÇO$Ç"Ç

¬
èï�,�ÌPQ¦Ù���X3{~ºèï�

❀sleepq_lock <jÌÃÔ�½�V/wÞ~ºèïÓ{��mutex�sleepq_lookup <jÌóÌ~ºèï

±ï,¥�IÉ½{�V/w��*��ItÌ~ºèïÇÇÌ(ÃNULL�sleepq_release <jÌéÉ

½�V/wÄ�É{��mutex�q�Ã�

❀R"Ç��~ºèï4/,sleepq_add uqÄ{�YÇ<j{kjÝi�V/w��5â��V/w

{mutex{�b��V>åÃc�Ç1ù�Ç)�Ùh�®~$<j��Ça/,sleepq_lock �~ºè

ïÓÞÃ��*�V/wX4/,mutexâ�{(ÝVÇ�\ÛÃâ�)Ç�aRmutex�b÷��NULL�


flags ()�)kj�Ýiê�Ç¡n	ãÇ~1,+"ÇýR��t{~ºèï{¡nÇ1ù~º4d4
,¥ä{(SLEEPQ_INTERRUPTIBLE)�ø���Ü«¡n{~ºèïÕ/,msleep Zwakeup <j�®{�

:~ºèï(SLEEPQ_MSLEEP)Ç1ùä��G#Þ{~ºèï(SLEEPQ_CONDVAR)�~ºèï¡nZÃ�b
YÜÇkjq\4~��\{äÓ5��®~sleepq_add {ShÇaÒ+�ó�É{sleepqueueÓ?
,sleepq_lock �qÞÃ��Ç?&~�V<jó~ºèïÞ�¬���ÃÄ�~�â��V/w

{interlock�

❀/,&~sleepq_set_timeout ,1�~º÷�§��YÇ<j{kjÝi�V/wÇ1ù1#é�¨W

+j�\ {§��-��*~ºaúìÇtu{fRKäÇ�¤a®~sleepq_catch_signals <jÇ

YÇ<j��{kjÒ4�V/w��*$"Ç.²��ûfRÇ�sleepq_catch_signals R(ÃfR

�RÖÙÇ<Y�ÇÙ(Ã��40�

❀�`R"Ç��t~ºèï¥ÇÒ,1&~sleepq_wait <j���RÙ�¬ê�ø��á
Øê�Ç

�V<jÇ&~ýÇRû�®~Y4dæ�ã�&~§��BtfRÇÝ~�Õ"Ç®ÝìKä~ºç

Õ�Ù¥Çsleepq_wait <j;\��VÇ�th�"Ç/,ìÇ¨r(wakeup)<j�*�Á�ä
qÖsleepq_timedwait <j��VÇ�th�"Çú�*�¨rÇÝVHt��&

~sleepq_set_timeout ÷�{§�Ösleepq_wait_sig <jÌ�V�*�¨rÇÝVÙ~ºú¥äÖ


sleepq_timedwait_sig <j��V�*�¨r�Ht~sleepq_set_timeout ÷�{§�ÇÝ"Ç{
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~ºú¥äY®«�G���Ä�YJ�V<j{��ÇkjÑ4�V/w�ø$�

iÇsleepq_timedwait_sig {��Çkj4�ÇY��Ç,+��®~sleepq_catch_signals �4d

����ûfR�

❀�*"Çú�*�Á�äqÇÝÙ~ºúfRª�Ç��V<jÌ(Ã�Ç,+~ºÄÕ��*"Ç{

~ºú§�Ý~�Õ"Ç®ÝìKäÇ�Ì(Ã#a{errnoj����Õ?{4ÇO�sleepq_wait ��

(Ã0ÇO$®~VX���Ç(Ã���~fåÇ
a"½ÇqÄê�'ÄÕ{~º�3�Ç�*"Ç{
~º�-§�Ç?3�úª�Ç�sleepq_timedwait_sig R(Ã�Ç,+�	§�{FØSh��*(

ÃFØSh40
%&~sleepq_wait_sig Ýsleepq_timedwait_sig u�q�¬Ç�a®

~sleepq_calc_signal_retval u5�4d��ûfRÇ?â$ 
\7{(Ã��v��®

~sleepq_catch_signals zt{fR�RÇa*�kj�Ésleepq_calc_signal_retval �

❀ó3�~º/wÞ~º{"ÇÇ,1�sleepq_broadcast Ýsleepq_signal <ju�*�¨r�YÜ

Ç<j{kjþÝiæ�¨r{�V/w�R¨r"Ç{��ÿ(priority)
°tõèÇ1ù�Ç)�(flags)
kj,+R�Á�äq{~ºèï¡n���ÿkjR*�!���ÿÇ�*RÁ�{"Ç{��ÿ�$

kjÍ°(j�Í�)�Ù��ÿXÌ®r�)�kjÌ�~�<j�\{äÓÇ~1h�~ºèï��ú
h)FØ{¡néV�¾�Ç�G#Þ<jXaÁ��:~ºèï{�q�sleepq_broadcast <jRÁ

�Ä��½~º/wÞ{�¬"ÇÇ
sleepq_signal ��Á�ó�V/wÞ��ÿ!°{�¬"Ç�ó

®~YJ<j��ÇaD�&~sleepq_lock é~ºèïÞÃ�

❀~º"Ç�,1/,®~sleepq_abort <ju¥äÙ~ºçÕ�YÇ<j��óÑ�sched_lock �b

�®~Ç
%"Ç��ÿ�~ºèï�Þ�"Ç�,1/,&~sleepq_remove <j,�½{~ºèï¥

Íø�YÇ<jÝiÜÇkjÇý~º/wZ"ÇÇÇ�ó"Çÿ��½~º/w{~ºèï�Þ�bR

Ù¨r��*"ÇXó�Ç~ºèï�ÞÇÝ3�ÿ����V/w{~ºèïÞÇ�YÇ<jR��Ñ

X)
�z(Ã�

8.5.2���			ÝÝÝ   (turnstile)

❀-¦~ºèï{�vZX3�

❀-�®/�V/:8(lookup/wait/release) -�ëTDF_TSNOBLOCK¿Õ�G�

❀-��ÿ�B�

8.5.3������mutex """���{{{���JJJûûû���

❀-·¢4da�Fmtx_destroy()Ñ�mutexÇO�Ã��\�äÓÇ¢��úÙÇé6Ñ�Ú

8.5.3.1������mutex

❀-&~�ø�K...

8.5.3.2~~~ºººmutex

❀-ÃcmutexàB�{¿Õ�G

❀-�[óÑ��	Ý ÓÃ�Ç,1�\�ÖàBmutex{mtx_lock�
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8.5.4 Witness

❀-Ç�)��

❀-Ç�[Ó*

8.6ÙÙÙÇÇÇ������

8.6.1¥¥¥äääÍÍÍZZZICUäää666

❀- struct isrc

❀- picPÄ

8.6.2ÙÙÙÇÇÇ¯̄̄���/������

❀-4daRinterlock�Ésema_wait Ú

❀-4da
Ø:~º*sxÃÚ

❀-���J��th&~Z~�j{�ë�

bbbªªª,,,
ÆÆÆ���

h$¬7h{6¯NF�Ç�*�v*{H*éÙÇÄ�CPUþ,DÇ�ÁÙ�Æ�v*��B{Æ
�v*4åì�z
Ø{�ÒÍ°{ä6�'
ÓÇ�*�è�{õÇÄÊ��ÇÃâ�Ç��*é

Ç¢{v*Ñ4óÞÃ���Ã��q{Ç�,1ÁÙ�Æ�v*�

kD: v*.

���¬¬¬

"Ç�VÃ�ýÍÝ�G�ú�¬�Y�bª�O$ú�£êÔõ{?:�

kD: ~º.

øøø���KKK

Xã��	�3{Shã�&~critical_enter(9) APIu,+��ZRñø�K�
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bª,

MD

,+¦åì/²Ñ���

kD: MI.

���???vvv***

�?v*ÝiÖÝU�?¥{�½ ��

MI

,+¦åì/²ÑÃ��

kD: MD.

vvv***

D: �?v*

ÌÌÌ¥¥¥äääÞÞÞ���©©©

Ì¥äÞ�©,+h�	¥ä�Ä�q{�ãSh�YJSh,1�zäqìÇ¥äÿ®Ç�ÇÝ®

Ý�IZªà"ÇÇ1"�É½{¥äÍ�q¥äÿ®Ç��

"""������XXX"""ÇÇÇ

�«°��ÿ{�X"Ç�ø�Ç��¥ä"Ça�"���ÿ{�X"Ç�

kD: "Ç.

~~~ººº

h�Ç��G#ÞÝ/,msleep Ýtsleep �¬?��~ºèï�ÇÁÙ��~ºçÕ�

kD: �¬.

,,,~~~ºººÃÃÃ

,~ºÃ4�«ó�Ç~º��,Ñ�{Ã�Ã�®ì(lockmgr)ÃZsxÃ4ø�FreeBSD¥��{,
~ºÃ�!ªÇìJsxÃÇ¾�allproc (\\�Ç)Zproctree (�Çd)ÃRÄ�X,~ºÃ�

kD: ~º.

"""ÇÇÇ

�struct threadÄ,H{�X"Ç�"Ç,1Ñ�ÃÇ?p�ÕÁ{�qÞ�©�

���VVV///www

"Ç,1óÙÞ~º{�X�����
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❀❀9999❀

���UUUFreeBSD÷÷÷÷÷÷PPPÄÄÄÇÇÇ���
U*ÕMurray Stokely.äúuC~intro(4)ÕJörg Wunsch. HÕspellar @SMTH.

9.1;;;���
❀ý9;��ëê�[�FreeBSD�U÷÷PÄÇ��bª÷÷óY�{Þ�©¥õ~��Sø:¥mG#
�{ÀÜÇ��cÇK\åÇCo�*ìùÙEc�÷÷PÄÇ�4v*ø:¥~�;��½÷÷{�G

�G���Ä¢{�÷÷Çý÷÷PÄÇ�~�GÜ�÷÷{q�Ç
���½{��mG�÷÷PÄÇ

�,1ú·Õ��H�ø:ÇÝV/,ÄÕ�XÓzÓä
kld�ó����ñ�

❀¡UNIXv*ø:¥{Lõj÷÷Ñ4/,÷÷��u6¯{Ç���úÁ��O©G�YJ©Gó©G
ø:{�'�è¥/� �/dev ø9��óFreeBSD 5.0-RELEASE1�{�qÇ¥,édevfs(5){|Ñ¤�
�úøÄtFreeBSD¥Ç�Ç÷÷�����·Õ
OÇ?%ÕÁ�#�÷÷PÄÇ�{?ó�ø:¥Lõ
j÷÷��4/,äqMAKEDEV
O{�

❀÷÷PÄÇ�,1/Q�I�Ü¡Ç	nZ�d÷÷PÄÇ��

9.2ÄÄÄÕÕÕ���XXXÓÓÓzzzÓÓÓäää−KLD
❀kldz=ã�ø:�®Ê,äq{ø:¥ÄÕ���ZÍøÕ��Yã�÷÷PÄÇ�{�UVRÆ¢{
c�Ä�ñtäq{�X¥Ç
X~�ê�Ac�Ä
ª$�­é�

❀kldz=/,�Á{�Y×
&~Õ

• kldload -�ñc�XÜL

• kldunload -Wñ�XÜL

• kldstat -ïÞh��ñ{ÜL

❀�XÜL{Ç�U%

/ *
* KLDÇ�U%

* IAndrew Reiter óDaemonnewsÞ{©9Äé�

* /

#include <sys/types.h>
#include <sys/module.h>
#include <sys/systm.h> / * uprintf * /
#include <sys/errno.h>
#include <sys/param.h> / * kernel.h ¥~t{½B * /
#include <sys/kernel.h> / * ÜLð)�¥&~{¡n * /

/ *
* �ñÿ®<jÇ�	ÿ®KLD{�ñZWñ�
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* /

static int
skel_loader(struct module * m, int what, void * arg)
{

int err = 0;

switch (what) {
case MOD_LOAD: / * kldload * /

uprintf("Skeleton KLD loaded.\n");
break;

case MOD_UNLOAD:
uprintf("Skeleton KLD unloaded.\n");
break;

default:
err = EOPNOTSUPP;
break;

}
return(err);

}

/ * 5�XÙ�\I�Ò$ÜL * /

static moduledata_t skel_mod = {
"skel",
skel_loader,
NULL

};

DECLARE_MODULE(skeleton, skel_mod, SI_SUB_KLD, SI_ORDE R_ANY);

9.2.1 Makefile

❀FreeBSD
Øê�ÇmakefileÝ9©GÇ¼~Ç�,1O¤��H���t�X{ÀÜ�

SRCS=skeleton.c
KMOD=skeleton

.include <bsd.kmod.mk>

❀;\�~YÇmakefileäqmakeÒ�ê
O©Gskeleton.ko ÇE���×
,1²Ç�ñt�XÕ

# kldload -v ./skeleton.ko
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9.3666¯̄̄÷÷÷÷÷÷PPPÄÄÄÇÇÇ���
❀UNIX 
Øê��Úá{ø:®~Ø~�{a~Ç�&~�h~�6¯÷÷���Ç�X{Þ�RYJ®
~I�t#a{÷÷PÄÇ��lý/dev/MAKEDEV��{ø:	ÄêLõj{÷÷��Çb�*�tó


����{PÄÇ�Ç,���~mknod
O���{÷÷���

9.3.1


OOO···ÕÕÕ÷÷÷÷÷÷������

❀mknod×
���Çkju
O÷÷�������½÷÷��{Ö	Ç÷÷{¡nÇ÷÷{ÌRhZ÷

÷{,Rh�

9.3.2ÄÄÄÕÕÕ÷÷÷÷÷÷������

❀÷÷©Gø:ÇÝV�devfsÇó\Û©Gø:Ö	8-¥
Øé�X÷÷Ö	8-{6¯�Y>øê�
��÷÷PÄÇ�
��·Õ÷÷��ÇÝV�÷÷��
���ã÷÷PÄÇ�
Qu{�ó¯

��Devfs�ó�0¥Çb.²�êÓ*z#hPê�

9.4			nnn÷÷÷÷÷÷
❀	n÷÷PÄÇ��z,~��Ç�QjâÇÝ�Qjât~��Ç�Y4!Ê/{�¡÷÷PÄÇ

�ÇÍhd¥�LÞ{;\¾��

❀YÇ;\{�÷÷¾�Ì�Ô�UÉÇ{�[�Ç?%h�ÖRÇ{��ÌRYJ�(ÃÉ���Á�

+êÜÇÇýÇ�Ç7~�FreeBSD 4.XÇ�Ç7~�FreeBSD 5.X�

¾¾¾9-1.777~~~���FreeBSD 4.X{{{ÃÃÃ������÷÷÷÷÷÷PPPÄÄÄÇÇÇ���"""¾¾¾

/ *
* ;\
echo��÷÷KLD

*
* Murray Stokely

* /

#define MIN(a,b) (((a) < (b)) ? (a) : (b))

#include <sys/types.h>
#include <sys/module.h>
#include <sys/systm.h> / * uprintf * /
#include <sys/errno.h>
#include <sys/param.h> / * kernel.h ¥~t{½B * /
#include <sys/kernel.h> / * ÜLð)�¥&~{¡n * /
#include <sys/conf.h> / * cdevsw�è * /
#include <sys/uio.h> / * uio �è * /
#include <sys/malloc.h>

#define BUFFERSIZE 256

/ * <jÆn * /
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d_open_t echo_open;
d_close_t echo_close;
d_read_t echo_read;
d_write_t echo_write;

/ * 	n÷÷�=� * /
static struct cdevsw echo_cdevsw = {

echo_open,
echo_close,
echo_read,
echo_write,
noioctl,
nopoll,
nommap,
nostrategy,
"echo",
33, / * �lkms â� - /usr/src/sys/conf/majors * /
nodump,
nopsize,
D_TTY,
-1

};

typedef struct s_echo {
char msg[BUFFERSIZE];
int len;

} t_echo;

/ * #Þ * /
static dev_t sdev;
static int count;
static t_echo * echomsg;

MALLOC_DECLARE(M_ECHOBUF);
MALLOC_DEFINE(M_ECHOBUF, "echobuffer", "buffer for echo module");

/ *
* YÇ<júkld[un]load(2) ø:®~u®~Ç

* 1û½�ñZWñÜL���fR{Ä*�

* /

static int
echo_loader(struct module * m, int what, void * arg)
{

int err = 0;

switch (what) {
case MOD_LOAD: / * kldload * /

sdev = make_dev( &echo_cdevsw,
0,
UID_ROOT,
GID_WHEEL,
0600,
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"echo");
/ * kmalloc I{ØPÄÇ�&~{�? * /
MALLOC(echomsg, t_echo * , sizeof(t_echo), M_ECHOBUF, M_WAITOK);
printf("Echo device loaded.\n");
break;

case MOD_UNLOAD:
destroy_dev(sdev);
FREE(echomsg,M_ECHOBUF);
printf("Echo device unloaded.\n");
break;

default:
err = EOPNOTSUPP;
break;

}
return(err);

}

int
echo_open(dev_t dev, int oflags, int devtype, struct proc * p)
{

int err = 0;

uprintf("Opened device \"echo\" successfully.\n");
return(err);

}

int
echo_close(dev_t dev, int fflag, int devtype, struct proc * p)
{

uprintf("Closing device \"echo.\"\n");
return(0);

}

/ *
* read <jzI�echo_write() ?û{buf Ç?RÙ(Ãt~�8-Ç

* 1ØÙÆ<j6¯�

* uio(9)

* /

int
echo_read(dev_t dev, struct uio * uio, int ioflag)
{

int err = 0;
int amt;

/ *
* YÇÖv*�õLÚ

* ¦~�>F{LB�øÇÝV����jâ{LB�

* /
amt = MIN(uio->uio_resid, (echomsg->len - uio->uio_offse t > 0) ?

echomsg->len - uio->uio_offset : 0);
if ((err = uiomove(echomsg->msg + uio->uio_offset,amt,ui o)) != 0) {

uprintf("uiomove failed!\n");
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}
return(err);

}

/ *
* echo_write zI�Ç	n�?RÇâ?t¥àKÇ~�1�{6¯�

* /

int
echo_write(dev_t dev, struct uio * uio, int ioflag)
{

int err = 0;

/ * R	n�,~�8-{�?��t�X8- * /
err = copyin(uio->uio_iov->iov_base, echomsg->msg,

MIN(uio->uio_iov->iov_len, BUFFERSIZE - 1));

/ * �ó��1null �e	n�Ç?�9�Ý * /

* (echomsg->msg + MIN(uio->uio_iov->iov_len, BUFFERSIZE - 1)) = 0;
echomsg->len = MIN(uio->uio_iov->iov_len, BUFFERSIZE);

if (err != 0) {
uprintf("Write failed: bad address!\n");

}
count++;
return(err);

}

DEV_MODULE(echo,echo_loader,NULL);

¾¾¾9-2.777~~~���FreeBSD 5.XÃÃÃ������÷÷÷÷÷÷PPPÄÄÄÇÇÇ���"""¾¾¾

/ *
* ;\
echo��÷÷ KLD

*
* Murray Stokely

*
* $Sh�Søren (Xride) Straarup Ý¦t5.X

* /

#include <sys/types.h>
#include <sys/module.h>
#include <sys/systm.h> / * uprintf * /
#include <sys/errno.h>
#include <sys/param.h> / * kernel.h ¥~t{½B * /
#include <sys/kernel.h> / * ÜLð)�¥&~{¡n * /
#include <sys/conf.h> / * cdevsw�è * /
#include <sys/uio.h> / * uio �è * /
#include <sys/malloc.h>

#define BUFFERSIZE 256
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/ * <jÆn * /
static d_open_t echo_open;
static d_close_t echo_close;
static d_read_t echo_read;
static d_write_t echo_write;

/ * 	n÷÷�=� * /
static struct cdevsw echo_cdevsw = {

.d_version = D_VERSION,

.d_open = echo_open,

.d_close = echo_close,

.d_read = echo_read,

.d_write = echo_write,

.d_name = "echo",
};

typedef struct s_echo {
char msg[BUFFERSIZE];
int len;

} t_echo;

/ * #Þ * /
static struct cdev * echo_dev;
static int count;
static t_echo * echomsg;

MALLOC_DECLARE(M_ECHOBUF);
MALLOC_DEFINE(M_ECHOBUF, "echobuffer", "buffer for echo module");

/ *
* YÇ<júkld[un]load(2) ø:®~u®~,

* 1û½�ñZWñÜL���fR{Ä*.

* /

static int
echo_loader(struct module * m, int what, void * arg)
{

int err = 0;

switch (what) {
case MOD_LOAD: / * kldload * /

echo_dev = make_dev( &echo_cdevsw,
0,
UID_ROOT,
GID_WHEEL,
0600,
"echo");

/ * kmalloc I{ØPÄÇ�&~{�? * /
echomsg = malloc(sizeof(t_echo), M_ECHOBUF, M_WAITOK);
printf("Echo device loaded.\n");
break;

case MOD_UNLOAD:
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destroy_dev(echo_dev);
free(echomsg, M_ECHOBUF);
printf("Echo device unloaded.\n");
break;

default:
err = EOPNOTSUPP;
break;

}
return(err);

}

static int
echo_open(struct cdev * dev, int oflags, int devtype, struct thread * p)
{

int err = 0;

uprintf("Opened device \"echo\" successfully.\n");
return(err);

}

static int
echo_close(struct cdev * dev, int fflag, int devtype, struct thread * p)
{

uprintf("Closing device \"echo.\"\n");
return(0);

}

/ *
* read <jzI�echo_write() ?û{buf Ç?RÙ(Ãt~�8-Ç

* 1ØÙÆ<j6¯�

* uio(9)

* /

static int
echo_read(struct cdev * dev, struct uio * uio, int ioflag)
{

int err = 0;
int amt;

/ *
* YÇÖv*�õLÚ

* ��~�>F{LBÇÝV����jâ{LB�

* /
amt = MIN(uio->uio_resid, (echomsg->len - uio->uio_offse t > 0) ?

echomsg->len - uio->uio_offset : 0);
if ((err = uiomove(echomsg->msg + uio->uio_offset, amt, ui o)) != 0) {

uprintf("uiomove failed!\n");
}
return(err);

}

/ *
* echo_write zI�Ç	n�?RÇâ?t¥àK, ~�1�{6¯.
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* /

static int
echo_write(struct cdev * dev, struct uio * uio, int ioflag)
{

int err = 0;

/ * R	n�,~�8-{�?��t�X8- * /
err = copyin(uio->uio_iov->iov_base, echomsg->msg,

MIN(uio->uio_iov->iov_len, BUFFERSIZE - 1));

/ * �ó��1null �e	n�Ç?�9�Ý * /

* (echomsg->msg + MIN(uio->uio_iov->iov_len, BUFFERSIZE - 1)) = 0;
echomsg->len = MIN(uio->uio_iov->iov_len, BUFFERSIZE);

if (err != 0) {
uprintf("Write failed: bad address!\n");

}
count++;
return(err);

}

DEV_MODULE(echo,echo_loader,NULL);

❀óFreeBSD 4.XÞ�ã$PÄÇ�Ç�RD���~��×
ó�{©Gø:Þ
O�Ç��Õ

# mknod /dev/echo c 33 0

❀PÄÇ�ú�ñ�Ç�a��êE��JÀÜÇ�Õ

# echo -n "Test Data" > /dev/echo

# cat /dev/echo

Test Data

❀]t{mG÷÷ó��9Ãc�

❀VßýÍ

• Dynamic Kernel Linker (KLD) Facility Programming Tutorial
(http://ezine.daemonnews.org/200010/blueprints.html) - Daemonnews (http://www.daemonnews.org/) October
2000

• How to Write Kernel Drivers with NEWBUS (http://ezine.daemonnews.org/200007/newbus-intro.html) -
Daemonnews (http://www.daemonnews.org/) July 2000

9.5LLL÷÷÷÷÷÷(>>>}}}¥¥¥)
❀ÙÆUNIXø:|Ñ��¡n{�c÷÷ÇÁ�L÷÷�L÷÷4�X�Ç¢
Ø¥à{�c÷÷�Y«
¥à&zL÷÷����~ÇÝV�:�X,"�¥àÌ­c�\Uv*{'�Ç&za~Ç�´�êó

�[�/ù��wïh{�c��{�Å�Ys�é�cjâ�èÃ©Gø:ÇjâE�Ä{,½�{Z
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,"{ÿdÁ�Ä�X,����Uv*úÒÔÇ�XÃ�5a~Ç�ç·ýÇ�½{Uv*±têUF

ØÇY���Z��ê��u¯����YÇÆOÇ]t{a~Ç�,X�v�L÷÷Ç/"ÞÇ��Ä

�6¯�c{a~Ç�Ñ¦Å�½�4&~	nÃÝ�raw�Ä÷÷���"�R�Ç�cÃIKÄ3ä�
X3ªB{ÜÇ÷÷×��áÇ,
�&#��XShôL��ì�Ç*�M��cI/Oäú�è�S�{
�\IÇFreeBSDnïêéQ¥à{�c÷÷{|Ñ�

9.6���ddd÷÷÷÷÷÷PPPÄÄÄÇÇÇ���
❀6¯�d÷÷{PÄÇ�X��&~÷÷��� 
ýÇPÄÇ�4ä��X�\{ÙÆû½
X4®

~open()Çé�d÷÷{&~/��ø:®~socket(2)Z��

❀Íõû�Ç>kDifnet(9)ÉåC~�Ã¢÷÷{ÍShÇ1ùBill PaulÞU{�dPÄÇ��

122



❀❀10999❀

ISA÷÷÷÷÷÷PPPÄÄÄÇÇÇ���
U*ÕSergey Babkin.���C~ÕMurray Stokely�Valentino VaschettoZWylie Stilwell. HÕspellar

@SMTH.

10.1���ccc
❀ý9�ëê�UISA÷÷PÄÇ�#�{�J¯��Y�0+{�Sh#h-ûÇi�4t|É.t]t
{ShÇX,Y�l��4�Sh�Ç�½ê¦ÄÿX{Ì�Ã�{û��]"{¾�,1ó"�PÄÇ

�{ÍSh¥It�epZaha Í4få{PuÍ�

10.2äääýýýfffååå
❀�n{ISAPÄÇ���1�Ý9©GÕ

#include <sys/module.h>
#include <sys/bus.h>
#include <machine/bus.h>
#include <machine/resource.h>
#include <sys/rman.h>

#include <isa/isavar.h>
#include <isa/pnpvar.h>

❀Ç¢ÃcêbéISAZ/~�"�ø:{ÀÜ�

❀�"�ø:41Á5é6{0*"�{ÇÙÌ��è/,#�É{0�<ju6¯�

❀ISAPÄÇ�"�{�"0�{ï,¦�[ÙÆ�"{i#��é�Ö	��xxx�{".PÄÇ�ÇÇ
¢R4Õ

• static void xxx_isa_identify (driver_t * , device_t); /�~��"PÄÇ�
X4÷÷PÄ

Ç��bé�ISA÷÷ÇYÇ0���O~EÕ�*÷÷
ØìJ÷÷�½{Ã:PnPÄ0��Äc�÷
÷ÇYÇ¾Ç,1"�Ç�

• static int xxx_isa_probe (device_t dev); ó.�ÃÝPnPÄ �æ�÷÷�é�.²\I{�{
÷÷ÇYÇ¾Ç��ê
Ø÷÷�½{éìJkj{�Äc��

• static int xxx_isa_attach (device_t dev); �zZð)�÷÷�

• static int xxx_isa_detach (device_t dev); Wñ÷÷PÄÜL���÷÷�

• static int xxx_isa_shutdown (device_t dev); ø:����q÷÷{���

• static int xxx_isa_suspend (device_t dev); ø:����çÕ��å÷÷��,1¥�#¦t

��çÕ�

• static int xxx_isa_resume (device_t dev); ,��çÕ(Ã�Á�÷÷{ÙÄçÕ�

❀xxx_isa_probe() Zxxx_isa_attach() 4��
Ø{ÇÙ�¾ÇÊâ÷÷{��,1� 
�"��
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❀&~�Á��ÃcnR÷÷PÄÓztø:�

/ * |Ñ{�"0�, * /
static device_method_t xxx_isa_methods[] = {

/ * ïñPÄÇ�|Ñ{Ä��"0�<j * /
/ * QVX|Ñ{<j * /
DEVMETHOD(device_identify, xxx_isa_identify),
DEVMETHOD(device_probe, xxx_isa_probe),
DEVMETHOD(device_attach, xxx_isa_attach),
DEVMETHOD(device_detach, xxx_isa_detach),
DEVMETHOD(device_shutdown, xxx_isa_shutdown),
DEVMETHOD(device_suspend, xxx_isa_suspend),
DEVMETHOD(device_resume, xxx_isa_resume),

{ 0, 0 }
};

static driver_t xxx_isa_driver = {
"xxx",
xxx_isa_methods,
sizeof(struct xxx_softc),

};

static devclass_t xxx_devclass;

DRIVER_MODULE(xxx, isa, xxx_isa_driver, xxx_devclass,
load_function, load_argument);

❀$ÿ{�èxxx_softc4�Ç÷÷�½{�èÇÇÝ9��{PÄÇ�jâZPÄÇ�ýÍ{Ãcn��"
ShÌ�Ä�����Ç÷÷I{�ÇsoftcÃcn�

❀�*PÄÇ�*�,�ñÜL"�ÇhPÄÇ�ú�ñÝWñ�ÇÌ®~load_function() <j�qP

ÄÇ��½{ð)�Ý8®Ó*Ç?Rload_argument*�<j{�ÇkÞ���V��*PÄÇ�X|Ñ
ÄÕ�ñÃ¦é��ÇÇ��úÓzt�X¥ÄÇ�YJ�ahú÷��0Ç!�{½BR�åu��Ä
+Õ

DRIVER_MODULE(xxx, isa, xxx_isa_driver,
xxx_devclass, 0, 0);

❀�*PÄÇ�4�|ÑPnP{÷÷
U{Ç��Ò��½B�ÇÝ9Ä�|Ñ{PnP ID{,�YÇ,�$
PÄÇ�Ä|Ñ{PnP ID{ï,Z1|,Ö{o*Éñ{�¦YJIDéa{mG¡nZnR{Ãc�Ä�
�åu��Õ

static struct isa_pnp_id xxx_pnp_ids[] = {
/ * �ÇÄ|Ñ{PnP ID3�q * /
{ 0x12345678, "Our device model 1234A" },
{ 0x12345679, "Our device model 1234B" },
{ 0, NULL }, / * ,�e * /

};

❀�*PÄÇ�X|ÑPnP÷÷ÇÇ�l���Ç8{PnP ID,Ç��Ä+Õ
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static struct isa_pnp_id xxx_pnp_ids[] = {
{ 0, NULL }, / * ,�e * /

};

10.3 Device_t���bbb
❀Device_t4�÷÷�è
½B{�b¡nÇY°·¢��e,÷÷PÄÇ��UV{nÝ�¡lU{0
���Á{0�~uv�÷÷�è¥{�Õ

• device_t device_get_parent(dev) ÜR÷÷{��"�

• driver_t device_get_driver(dev) ÜR�5ÙPÄÇ��è{�b�

• char * device_get_name(dev) ÜRPÄÇ�{Ö	Çó·¢{¾�¥�"xxx" �

• int device_get_unit(dev) ÜR\ÃRÃ¦�ÇPÄÇ��É{÷÷,0
)�RÄ�

• char * device_get_nameunit(dev) ÜR÷÷ÖÇÝi\ÃR�¾��xxx0�Ç�xxx1���

• char * device_get_desc(dev) ÜR÷÷Ãc�/�Ç1|,Ö{o*Ãc÷÷{h#nR�

• device_set_desc(dev, desc) ÷�Ãcfå�Y&z÷÷Ãc�5desc	n�Ç$�YÇ	n�ÒX
�ú�øI{�

• device_set_desc_copy(dev, desc) ÷�Ãcfå�Ãcú ót�\ÄÕI{{¥àKÇYødesc	
n�ó1�,1ú�#
XÌ�	�3{�*�

• void * device_get_softc(dev) ÜR�5¦÷÷�É{÷÷ÃcnÃxxx_softc�èÄ{�b�

• u_int32_t device_get_flags(dev) ÜR{�©G¥�½�÷÷{)��

❀,1&~�Çi0"{<jdevice_printf(dev, fmt, ...) ,÷÷PÄÇ�¥K\µå�Ç�Äóµ

å���\ÃÖZ�R�

❀device_t{YJ0�ó©Gkern/bus_subr.c ¥"��

10.4{{{���©©©GGG¦¦¦���ÄÄÄ{{{���ÏÏÏ---###///ZZZæææ���{{{~~~���
❀ISA÷÷ó�X{�©G¥{Ãc��Õ

device xxx0 at isa? port 0x300 irq 10 drq 5
iomem 0xd0000 flags 0x1 sensitive

❀à=��IRQ�ZÙÆ�úÝ¦Ä¦÷÷�É{ýÍ��Êâ÷÷é�Ä{���Z|ÑÇÝ{X3ÇY
J�4, {�¾�ÇìJ÷÷ÊýX��ÖDRQÇ
�J�ã�÷÷,÷÷{�à=ÖRIRQ÷���
*åì�õÇISA�"Ç,1ó{�©G¥Òh�½ý��"Ç�isa0 Ýisa1 Çd�RóÄ�ISA�"Þ�
Â÷÷�

❀Ï¡(sensitive) 4�«ýÍ>FÇÇ�+��óÄ�:Ï¡÷÷��æ�÷÷�$�u¯ú|ÑÇb�

�,�óø�{�[PÄÇ�¥&~,�

❀é��{ISA÷÷Çiõ<Y�PÄÇ��l�êc�{�kj�b4ø:¥{�{�Ç÷÷��ä��
Ç{�q��*ø:¥ã�3�¡n{ÜÇ÷÷Çbéa{PÄÇ�e���Ç{�qÇ¾�:
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device xxx0 at isa?

�����Ç÷÷Ìú{��

❀bé�|Ñ/,PnPÝÛ�NF�q�Ä#/{÷÷Ç�Ç{�qÒ�ê{�ø:¥{Ä�÷÷Ç�ÞÁ
{{�qÇÝV;\�Õ

device xxx at isa?

❀�*÷÷PÄÇ��|Ñ��Ä#/{÷÷�|Ñ�÷÷Ç?%Ü¡÷÷3��ãó�ÑåìÞÇ��

��ó{�©G¥Ãc�÷÷Ò�êê��Ä#/{÷÷Rú�Ä���

❀�*ISA÷÷4�Ä{�{Ç�	{/G��Õ

❀Ä�÷÷PÄÇ�{#/¾ÇÃÝi#/Ä�PnP÷÷{PnP#/¾ÇÄ1±å~�ú®~�Æ¢#/ñ
÷÷�Ò²÷÷��tISA�"Þ{ï,¥�/�PÄÇ�{#/¾ÇRc÷÷¦Ç¢{PÄÇ��Éå
u�
PnP#/¾Ç?X�wÙÆPÄÇ�ÇO$X�RPÄÇ�¦ÇÄ��{c÷÷�Éåu�

❀&~PnPNFtPnP÷÷��zºÇ13�Ç¢úæ���÷÷�

❀ú)��Ï¡(sensitive) {:PnP÷÷{æ�¾Çú®~��*æ�÷÷ÄÕÇ��Ò�Ù®~�
z(attach)¾Ç�

❀Ä�:PnP÷÷{æ�ZËz¾Ç13ø{0*ú®~�

❀PnP÷÷,zº¥Á�,uÇ?ÉÇ¢I{Ä>F{ýÍÕI/O��?��)��IRQZDRQÇÄ�YJ¦
.Ëz{�÷÷XÌàB�

❀é��ÇPnP÷÷ÇÄ�ISA÷÷PÄÇ�{æ�¾ÇÑÌú®~���Ç�F$÷÷{PÄÇ�RúË
z�õÇPÄÇ�1X3{��Y�F�Ç÷÷{<Y4,�{ÇY«<Y�Çä�!°��Y{PÄÇ

�RÜ��æ�¾Ç��®~ISA_PNP_PROBE()R]"{PnP IDZPÄÇ�|Ñ{IDï,*�vÇ�
*IDXó,¥�(Ã�½�Y?�ø�ÇPÄÇ�ÇÝiX|Ñ�[PnP÷÷{PÄÇ�ÇÑ��é��
{PnP÷÷Ã�G®~ISA_PNP_PROBE()Çé���÷÷Ç�è�~�Ç8{PnP ID,®~?(Ã�½�

❀æ�¾Ç±tFØ�Ì(Ã�Çt�ÃFØhÄÇÄÕ�(Ã�Ý���

❀�{(Ã�~�PnP÷÷|ÑõÇz={<Y�¾�Ç�{/�z=Zc{°ÿz=/,X3{PÄÇ�
u
Ø|Ñ�ÜÇPÄÇ�Ñc�÷÷�óæ�¾Ç¥(Ãv°�{PÄÇ���Ã¦é��Ç(Ã0{P
ÄÇ�ä�!°{��ÿÇ(Ã-1{Ù'Ç(Ã-2{ÍóÙ�Ç�$�VÄ��*õÇPÄÇ�(Ã#3{
�Ç��!�®~{Ü��O$Ç�*PÄÇ�(Ã0ÇÒäý�êhfÇÜz��Y®`�

❀÷÷�½{#/¾Ç��êR�¡
X4\ÇPÄÇ��`É÷÷�Ò6&~PnP{<Y�øÇé�ì�
÷÷ÇÌæ�Y�¡¥Ä�{PÄÇ����YÇ�uó�[�?{PÄÇ�¥�þ�"�Çùý©l¥

Xò£1�D�

❀��æ��÷÷{��PnP÷÷ú¢~ÇÇ¢XÌúËzÜ'Ã�'*��÷÷Ç�'*�PnPÄ�b�
*#/¾Ç÷÷#�{ÇY«<Y�÷÷PÄÇ��	�hâ3�÷÷XÌú÷÷PÄÇ�ËzÜ'Õ�

'*��{�~�{�{Ç�'*��Ä#/{�

❀é��Ä#/{÷÷ÃÝiPnPZ÷÷�½{Ä{��Ç"B�X4ÇX�,�X{�©G¥5Ç¢��
á)�O$Ç¢����ÊýX&~á)Ç���Ä��Ä#/{÷÷&~\ÃR�0{÷÷{á)ÇÝV
&~sysctlz=
X4á)�

❀/,&~<j�resource_query_ * () Zresource_ * _value() �z6¯{�ýÍÇ,
,1
ØÙÆX

�~{{��Ç¢{"� �kern/subr_bus.c ��{IDE�cPÄìi386/isa/wd.c Ý9Yø&~{¾

��b����&~{�{)ï0��R�Û{�ýÍY¡/<�É�"{�Sh�
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10.5ýýýÍÍÍ
❀~�U�t�X{�©G¥{fåú*�{�ýÍÿ®Ç?��t�X��"{�Sh�ÛY\Ifå

?RÙÝ¦��èdevice_t{�Z¦��É{�"ýÍ�é��ì<Y�{{�ÇPÄÇ�,1�z&
~resource_ * <j6¯{�ýÍ�l
Ç/��X���XM?Yø)ÇO$Y�Xò��ZÿXYÇ¯

��

❀�"ýÍ¦�Ç÷÷#�É�/,¡nZ¡n¥{j	)#Ç¢�é�ISA�"Ç½Bê�Á{¡nÕ

• SYS_RES_IRQ-¥äR

• SYS_RES_DRQ- ISA DMA/wR

• SYS_RES_MEMORY -nótø:�?8-{÷÷�?{)�

• SYS_RES_IOPORT-÷÷I/O
?ì{)�

❀¡n�{�Þ,0
)ÇO$�*÷÷�ÜÇ�?K­ÇÇ{SYS_RES_MEMORY¡n{ýÍ�R�0Z1�
ýÍ¡n¦CªÓ{¡nÃ�ÇÄ�ýÍ�ä�CªÓunsigned long ¡nÇ?%������q¡n��

Ý¦(cast)�ýÍRX�Ë�Ç¦�é�ISAÇ¢�Ä4Ë�{�ISA÷÷ã�{ýÍ�R�Õ

IRQ: 0-1
DRQ: 0-1
MEMORY: 0-3
IOPORT: 0-7

❀Ä�ýÍú,+�Q�å)�Z�j{)��é�IRQZDRQýÍÇ�j�Ä��1��?{�Z~Ô®
���

❀éýÍ�ê�q®«¡n{Ä*Õ

• set/get

• allocate/release

• activate/deactivate

❀Set÷�ýÍ&~{)��Allocationâ�ñ>F{)�Ç&zÙÇ÷÷X�ò3~Ã?5�$)���ú
ÙÇ÷÷3~Ä�Activation�q��{Ä*&zPÄÇ�,16¯ýÍÃ¾�Çé��?ÇÇRúnót
�X{����8-Ä�

❀v*ýÍ{<j�Õ

• int bus_set_resource(device_t dev, int type, int rid, u_lo ng start, u_long count)

�ýÍ÷�)��ÄÕ�(Ã0Çd�(ÃFØh��Ä$<j��ótype Çrid Çstart Ýcount ��{

�§ñêã�{)�bÌ(ÃFØ�

• dev -PÄÇ�{÷÷

• type -ýÍ¡nÇSYS_RES_*

• rid -¡n�\{ýÍRÃIDÄ

• start, count -ýÍ)�
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• int bus_get_resource(device_t dev, int type, int rid, u_lo ng * startp, u_long

* countp)

RzýÍ)��ÄÕ�(Ã0Ç�*ýÍß�½B�(ÃFØh�

• u_long bus_get_resource_start(device_t dev, int type, in t rid) u_long

bus_get_resource_count (device_t dev, int type, int rid)

"�<jÇ�~uÜRstartÝcount�ñF{<Y�(Ã0ÇO$�*04ýÍ{start\����ÇRÃ�K
I(Ã{04d�+FØ�sä{4Çé���PÄÇ�Ç��ISAýÍ{start�,0
)�

• void bus_delete_resource(device_t dev, int type, int rid)

ÍøýÍÇ
Ù�½B�

• struct resource * bus_alloc_resource(device_t dev, int type, int * rid, u_long start,

u_long end, u_long count, u_int flags)

óstartZend�-��úÙÇ÷÷3~{�0�count�{)�I{�ÇýÍ�X,ÇX|Ñéà��*ý
Íß�ú÷�Ç��Ä
OÇ�start�0Çend�~0Ã\1Ä{Yé�O�?�ø��&~1�/
,bus_set_resource() ÷�{û½�ÕstartZcountÒ4Ç¢��Çend=(start+count)ÇY«<Y�Ç�
*1�ýÍ��½BÇ�(ÃFØ�¦�rid/,Z~��ÇbÇ?XúISA�"{ýÍI{Sh÷�ÃÙ
Ç�",�&~X3{0�?,���ÇÄ�

❀á)4�Ç nóÇ®~V¡lU{�Õ

• RF_ACTIVE -&zýÍI{�ú�ÄíÙ�

• RF_SHAREABLE -ýÍ,13�úõÇPÄÇ�á0�

• RF_TIMESHARE -ýÍ,1úõÇPÄÇ�I�á0Ç�Ò4�ÇúõÇPÄÇ�3�I{Çb�[É
½�-��úÙ¥�ÇíÙ�

• ñF(Ã0�úI{{�,1&~rhand_ * () ,(Ã{é9Üz�

• int bus_release_resource(device_t dev, int type, int rid, struct resource * r)

• :8ýÍÇr�bus_alloc_resource() (Ã{é9�ÄÕ�(Ã0Çd�(ÃFØh�

• int bus_activate_resource(device_t dev, int type, int rid , struct resource * r) int

bus_deactivate_resource(device_t dev, int type, int rid, struct resource * r)

• íÙÝ¢~ýÍ�ÄÕ�(Ã0Çd�(ÃFØh��*ýÍúI�á0%h�ú��PÄÇ�íÙÇ�
(ÃEBUSY�

• int bus_setup_intr(device_t dev, struct resource * r, int flags, driver_intr_t

* handler, void * arg, void ** cookiep) int bus_teardown_intr(device_t dev, struct

resource * r, void * cookie)

• �É/I¬¥äÿ®Ç�¦÷÷�ÄÕ�(Ã0Çd�(ÃFØh�

• r -úíÙ{ÃcIRQ{ýÍé9�

flags -¥ä��ÿÇ����Õ

• INTR_TYPE_TTY-ªàZÙÇ¡�{	n¡n÷÷�&~spltty() ¶
Ç¢�

• (INTR_TYPE_TTY | INTR_TYPE_FAST) -Q�¥àvB{ªà¡n÷÷Ç
%Q�Þ{jâ¿�i�
EÃ¾��*�=Ä�&~spltty() ¶
Ç¢�

• INTR_TYPE_BIO -L¡n÷÷ÇXÝiCAM;�ìÞ{�&~splbio() ¶
Ç¢�
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❀❀109❀ISA÷÷PÄÇ�

• INTR_TYPE_CAM- CAM Ã/~6¯0�Common Access MethodÄ�";�ì�&~splcam() ¶
Ç

¢�

• INTR_TYPE_NET-�dz=;�ì�&~splimp() ¶
Ç¢�

• INTR_TYPE_MISC-È«ÙÇ÷÷�øê/,splhigh() ��ÙÇ0�¶
Ç¢�splhigh() ¶
Ä�

¥ä�

❀h¥äÿ®Ç��q�Ç�{Ù��ÿ{Ä�ÙÇ¥äÑú¶
Ç��{¾i4MISCÿ/ÇÇXÌ¶

ÙÇ¥äÇ�XÌúÙÇ¥ä¶
�

• handler -�5ÿ®Ç�{�bÇ¡ndriver_intr_tú½B�void driver_intr_t(void * )

• arg -��Éÿ®Ç�{kÞÇ)#�½÷÷��ÿ®Ç�RÇ,void*Ý¦��["�¡n�ISA¥äÿ
®Ç�{ÎÕ½4&~\ÃR*�kÞÇcÕ½ÃM?Ä&~�5÷÷softc�è{�b�

• cookie[p] -,setup() zB{�Çh��Éteardown() �~�)#ÿ®Ç��

❀½Bê¥�0�uv*ýÍé9(struct resource *)�÷÷PÄÇ��UV¡lU{�Õ

• u_long rman_get_start(r) u_long rman_get_end(r) RzúI{{ýÍ)�{å)Z�e�

• void * rman_get_virtual(r) RzúíÙ{�?ýÍ{����

10.6���"""���???nnnóóó
❀iõ<Y�÷÷PÄÇ�Z÷÷�-{jâb¦4/,�?�q{��Ü«,�{#�Õ

❀(a)�? �÷÷�Þ

❀(b)�?��®å{Ì�?

❀<Y(a)¥ÇPÄÇ�,���ó�Þ{�?¦Ì?�-uÃ ójâ��êR�Þ{�?nót�X{
���8-Ç�Þ�?{Ô®��Z�Ý��ú½B�SYS_RES_MEMORYýÍ�l�ýÍÒ,1úI{?í

ÙÇÇ{���/,&~rman_get_virtual() ÜR�v�{PÄÇ�R<jpmap_mapdev() ~�$ø{Ç

�óXahò�z&~$<j�Ç.Ä�ýÍíÙ{�Ç�\Z½�

❀LõjISA�{�?{��Ô®� �640KB-1MB)��-{ìÇ ��ìJISA���ÍL{�?)
�Ç �16M1�{ìÇ �Ã��ISA�"Þ24 ��!�Ä�Y«<Y�Ç�*åì��÷÷�?{å
)��Íõ{�?Ã¦é��ÇÇ¢­µÄÇ���óú÷÷&~{�?å)��ÿ{��Ç�?8É�

�õBIOSã�óå)�14MBÝ15MBÿ{�1M{�?8É��*BIOSth�ç·�?8ÉÇFreeBSDÒ
�êthÿ®Ç¢Ã$�uó�BIOSÞ,�Ìñ¯�Ä�

❀<Y(b)¥Ç�4jâ{��ú��t÷÷Ç÷÷&~DMA"�6¯Ì?¥{jâ�?óÜÇ!�ÕD
�ÇISA���6¯16MB1�{�?�Ù'Ç���8-¥Ë�{�ÁóÔ®��8-¥,�XË�Ç÷
÷,�XzX�qI±/Bøv*��"�ø:�YJ¯�
Ø�Ä�Ä{�ûÍ�Ç��{���PÄÇ
���qÄ�

❀DMA�?I{&~êÜÇ�èÇbus_dma_tag_t Zbus_dmamap_t�)üÃtagÄÃcêDMA�?�F{
�u�nóÃmapÄ,+�LYJ�uI{{�?L�õÇnó,1¦3�)ü�É�

❀)ü�Lé�u{�Ë
ú��Ädn�'�è��)ü�Ë�)ü{Ä��FÇ,1
ÙÍÎÂÇb

Xã�8P�F�
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❀�Ä�Ç�Ç÷÷\Ã
O�Çº�)üÃ���)üÄ��*�Ç÷÷��X3�F{�?KÇ��

�Ç�?KÑÌ
O�Ç)üÇYJ)ü*��)ü{/��

❀&~)ü
Onó{0��Ü«�

❀Ù�ÇI{�LLn\)ü�F{Ë��?Ã1�,1ú:8Ä�Y�Ä~�I{�ê¦÷÷/f
?

ó#év��-{�J�?K�RYø{�?�ñtnó¥:��4ÕÇ�4ú�* �7hÔ®�?)

�{�rL�

❀Ù�ÇR���?¥{�?K­�ñtnó¥�Y¡�?{���Ñú5�Ç�4dn\nó{�F�

�[n\��óÆ) ���*Xn\�I{�Çc{n\�F{�'f�Á(bounce page)�Ç~*¥-?
û�h,Xn\{Æ)�ÁU�jâ�ÇjâD�ú ót'f�ÁÇl�,'f�Á��t÷÷�hÖ

R�ÇjâRÌ,÷÷t'f�ÁÇl�ú ótÇ¢Xn\{Æ)�Á�Æ)Z'f�Á�-{ óÿ

®úÁ*3Z�Y�Ä~�\'�Q{äú�ÞÕ�'�Q��ñ¥àKÇqÄ�QÇWñ¥àK�

❀Ó*óDMA�?Þ{<j�Õ

• int bus_dma_tag_create(bus_dma_tag_t parent, bus_size_ t alignment, bus_size_t

boundary, bus_addr_t lowaddr, bus_addr_t highaddr, bus_d ma_filter_t * filter, void

* filterarg, bus_size_t maxsize, int nsegments, bus_size_t maxsegsz, int flags,

bus_dma_tag_t * dmat)


Oc)ü�ÄÕ�(Ã0Çd�(ÃFØh�

• parent -�)üÝVNULLÇNULL~�
Oº�)ü�

• alignment -éR�I{É)ü{�?K{éà�F��no specific alignment����1��a~�1�
{bus_dmamem_alloc() 
X4bus_dmamap_create() ®~�

• boundary -Ô®����ÇI{�?�X��,�é��no boundary�&~0��a~�1�
{bus_dmamem_alloc() 
X4bus_dmamap_create() ®~����2{Æ0��*��1:�
µDMA0*&~�?Ã�Ò4�ÇDMA���ISA DMA;�ì
Ø
X4÷÷�üÄÇ��
�DMAmG!�Ç����X�L�64KB (64*1024)�

• lowaddr, highaddr -Ö	ã��JØs�YJ�~�!�,~��?I{{Ô®��{ã�)��Ùh
#9BÊâ1�X3{&~
�ÄX3�

• é�bus_dmamem_alloc() Ç,0tlowaddr-1{Ä���ú@�ã�ÇÍ°{��Xã�&~�

• é�bus_dmamap_create() Ç�K-[lowaddr; highaddr]�i{Ä���ú@�,6¯�)���{
���Áú��É,H<jÇ�Çû½4d,6¯��*��
Ø,H<jÇ�rÇK-ú@�X

,6¯�

• é�ISA÷÷Çt��Ã��,H<jÄ�Õ

lowaddr = BUS_SPACE_MAXADDR_24BIT

highaddr = BUS_SPACE_MAXADDR

• filter, filterarg -,H<jùÙkj��*filter�NULLÇ�h®~bus_dmamap_create() �ÇrÇK

-[lowaddr, highaddr]ú@�X,6¯�d�ÇK-[lowaddr; highaddr]�{�ÇúAC6¯{�Á{Ô
®��ú��É,H<jÇ�Çû½4d,6¯�,H<j{Æn�Õint filterfunc(void * arg,

bus_addr_t paddr) �h�Á,1ú6¯�Ç��(Ã0Çd�(Ã:���

• maxsize-/,$)ü,1I{{!L�?�Ã1	��Ä���YÇ�i
ï®ÇÝV,1�?LÇ
Y«<Y�Çé�ISA÷÷YÇ�,1÷�BUS_SPACE_MAXSIZE_24BIT�
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• nsegments-÷÷|Ñ{I±/Bøã{!Ljø��*X�!�Ç�&~ah&~
�BUS_SPACE_UNRESTRICTED�OFé�)ü&~YÇ�Ç
��º)ü�½"�!��nsegments�
��BUS_SPACE_UNRESTRICTED{)üX�~�"��ñnóÇ�,1RÇ¢*��)ü�nsetments
{"�!�LÕ�250-300Çò°{�Rs��Xæ2DñÃmGÃ�t�|Ñ��õ{I±/Bø¥à
KÄ�

• maxsegsz-÷÷|Ñ{I±/Bøã{!LÚ@�é�ISA÷÷{!L�
�BUS_SPACE_MAXSIZE_24BIT�

• flags-á){ C�¡lU{á)��Õ

• BUS_DMA_ALLOCNOW -
O)ü�>FI{Ä�,�~t{'ó�Á�

• BUS_DMA_ISA -�v�³{�Ç)�Ç�~�Alphaåì�i386åì��½BÇ�Alphaåì{Ä
�ISA÷÷Ñah&~YÇ)�Çb��¤��Yø{PÄÇ��

• dmat -�5(Ã{c)ü{?û{�b�

• int bus_dma_tag_destroy(bus_dma_tag_t dmat)

=Ä)ü�ÄÕ�(Ã0Çd�(ÃFØh�

dmat -ú=Ä{)ü�

• int bus_dmamem_alloc(bus_dma_tag_t dmat, void ** vaddr, int flags, bus_dmamap_t

* mapp)

I{)üÄÃc{�LË��?K�úI{{�?{LB�)ü{maxsize�ÄÕ�(Ã0Çd�(ÃFØ
h�®~�*ú~�ÜR�?{Ô®��Çbó$����~bus_dmamap_load() RÙ�ñ�

• dmat -)ü

• vaddr -�5?û{�bÇ�?û8-~�(Ã{I{K­{�X����

• flags -á){ C���¡lU{á)�Õ

• BUS_DMA_NOWAIT -�*�?X�Áý,~�(ÃFØ��*$)���÷�Ç�ã�¾Çz
ºÇ�t�?,~���

• mapp -�5(Ã{cnó{?û{�b�

• void bus_dmamem_free(bus_dma_tag_t dmat, void * vaddr, bus_dmamap_t map)

:8�bus_dmamem_alloc() I{{�?�ø�ÇéI{{Q�ISA!�{�?{:8��"��O$Ç
OF{&~Ün�¦,���-�âÑZ­~I{{K­�X�44�:8ìJK­Çl�òá�-�

I{Ç�Y?X?�øXah&~bus_dmamem_free() Õæ�iOÇÒÌúqr�"��

• dmat -)ü

• vaddr -�?{�X���

• map -�?{nóÃËbus_dmamem_alloc() (Ã{�øÄ

• int bus_dmamap_create(bus_dma_tag_t dmat, int flags, bus _dmamap_t * mapp)
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�)ü
OnóÇ1�~�bus_dmamap_load() �ÄÕ�(Ã0Çd�(ÃFØh�

• dmat -)ü

• flags-®XÞ4á){ C�b¤,�½B,�[á)ÇO$ø��40�

• mapp -�5(Ã{cnó{?û{�b�

• int bus_dmamap_destroy(bus_dma_tag_t dmat, bus_dmamap_ t map)

=Änó�ÄÕ�(Ã0Çd�(ÃFØh�

• dmat -¦nó�É{)ü

• map -R�ú=Ä{nó

• int bus_dmamap_load(bus_dma_tag_t dmat, bus_dmamap_t ma p, void * buf, bus_size_t

buflen, bus_dmamap_callback_t * callback, void * callback_arg, int flags)

�ñ¥àKtnó¥(nó��/��bus_dmamap_create() ÝVbus_dmamem_alloc() )
O�¥àK{
Ä��ÁÑÌú5�Ç�4dn\)ü{�FÇ?��JXn\{I{'f�Á�Ì
OÔ®ãÃcn

{j�Ç?RÙ��ÉÃ®<j�Ã®<j1ì«0*ÿ®YÇj��ø:¥{'f¥àK4I!{Ç

O$�*��{'f¥àKX�ÁýÜzÇ�R>F�èÇh'f¥àK,~�ò®~Ã®<j��*

Ã®<jÁý�q�(Ã0Ç�*>Fú\èÇ�VRu�qÇ�(ÃEINPROGRESS���«<Y�Ç¦

\è{Ã®<j�-{3Z�PÄÇ��	�

• dmat -)ü

• map -nó

• buf -¥àK{�X���

• buflen -¥àK{�Ý

• callback, callback_arg -Ã®<jùÙkj

Ã®<j{Æn�Õ

void callback(void * arg, bus_dma_segment_t * seg, int nseg, int error)

• arg -¦��Ébus_dmamap_load() {callback_arg#3�

• seg-ãÃcn{j�

• nseg-j�¥{ÃcnÇj

• error -,+ãjøDñÕ�ú÷�EFBIGÇ�)üã�{!Ljø{ãÃ���¥àK�Y«<Y�j

�¥{Ãcn{jø��)ü�,{��õ�éY«<Y{ÿ®�PÄÇ�û½ÕÊâæ�{ªBÇ

PÄÇ�,1@Ù�FØÇÝR¥àKI�ÜÇ?\Õÿ®��Ç�

ãj�¥{��1Ý9��	ãÕ

• ds_addr -ãÔ®��

• ds_len-ã�Ý

• void bus_dmamap_unload(bus_dma_tag_t dmat, bus_dmamap_ t map)

unload the map.
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• dmat -)ü

• map -.�ñ{nó

• void bus_dmamap_sync (bus_dma_tag_t dmat, bus_dmamap_t m ap, bus_dmasync_op_t op)

¦÷÷�qÔ®�Q��ÇR�ñ{¥àK¦Ù'f�Á�q3Z�$<jqÄÆ)¥àK¦ÙnóÇ

ý�-Ä���{jâ óÓ*��q�Q��Z����é¥àK�q3Z�

• dmat -)ü

• map -.�ñ{nó

• op -��q{3Zv*{¡nÕ

• BUS_DMASYNC_PREREAD-,÷÷t¥àK{Öv*��

• BUS_DMASYNC_POSTREAD-,÷÷t¥àK{Öv*��

• BUS_DMASYNC_PREWRITE-,¥àKt÷÷{Uv*��

• BUS_DMASYNC_POSTWRITE-,¥àKt÷÷{Uv*��

❀h�PREREADZPOSTWRITE�8v*ÇbRu,�Ì�#ÇO$PÄÇ�¥X��QÇ¢�
�bus_dmamem_alloc() Üz{�?X��3Z�

❀,bus_dmamap_load() ¥®~Ã®<j��Çãj�4?ûó2¥{�?%4�)üã�{!Ljø{

ã½�I{P{�Yø��i386�ø�èÞéãjø{"�!�Õ�250-300Ã�X2�4KB>V~��è
{LBÇãj��ø{LB�8	�ÇZÙÇ���ñu{8-Ä���j�ä�!Ljø
I{ÇO$Y
Ç���X�÷�Ä§ñ"����sä{4Çé�LõjmG
ÓÇÄ|Ñ{ã{!Ljø�iõ�b

�*PÄÇ�.ÿ®ä�:�õI±/Bøã{¥àKÇ�ah�\I�\I�ÿ®Õ�ñ¥àK{�\
IÇ�Qt÷÷Çl��ñ¥àK{��\IÇ�$'��

❀��Ç"B�X4ãjø,�!�¥àK{LB��*¥àK¥{Ä��Á��Ô®ÞXË�Ç�I¡

<Y�|Ñ{!L¥àKÚ@�(nsegments * page_size)�¾�Ç�*|Ñ{ã{!Ljø�10Ç�ói386Þ
,1hâ|Ñ{!L¥àKLB�40K��*æ�ÍL{���óPÄÇ�¥&~�J�O���

❀�*mGÊýX|ÑI±/BøÇÝVPÄÇ�æ�ý&óÎ­I¡{<Y��l|Ñì«¥àKLBÇ
��ûÍ�4Õ�*Ã����Æ)¥àKÇÒóPÄÇ�¥I{�ÇË�{¥àK*�¥-?û�

❀�Á4h&~nó�{�n®~~�ÇÊâénó{ä�&~
X3�	n->~��+�-��

❀é�,ËztI¬÷÷ÇYÏ- ���X#{¥àKÕ

❀bus_dmamem_alloc -> bus_dmamap_load -> ...use buffer... -> -> bus_dmamap_unload -> bus_dmamem_free

❀é�,PÄÇ�i\���VÇ?%²�#�{¥àKÕ

bus_dmamap_create ->
-> bus_dmamap_load -> bus_dmamap_sync(PRE...) -> do trans fer ->
-> bus_dmamap_sync(POST...) -> bus_dmamap_unload ->
...
-> bus_dmamap_load -> bus_dmamap_sync(PRE...) -> do trans fer ->
-> bus_dmamap_sync(POST...) -> bus_dmamap_unload ->
-> bus_dmamap_destroy
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❀h�ñ�bus_dmamem_alloc() 
O{nó�Ç���V{¥àK{��ZLB��

Zbus_dmamem_alloc() ¥&~{�ø�Y«<Y�Ò,1âyrÇ¥àKú*��Çã
nóÃO
Ã®

,1ä�$"÷ÄÇ?%>FúÁý�qÃ{ÏXÌ(ÃEINPROGRESSÄ�Y«<Y�Ã®<j��*{
�4â?Ô®���

❀�n+¾��Õ

static void
alloc_callback(void * arg, bus_dma_segment_t * seg, int nseg, int error)
{

* (bus_addr_t * )arg = seg[0].ds_addr;
}

...
int error;
struct somedata {

....
};
struct somedata * vsomedata; / * ��� * /
bus_addr_t psomedata; / * Ô®�"#�{�� * /
bus_dma_tag_t tag_somedata;
bus_dmamap_t map_somedata;
...

error=bus_dma_tag_create(parent_tag, alignment,
boundary, lowaddr, highaddr, / * filter * / NULL, / * filterarg * / NULL,
/ * maxsize * / sizeof(struct somedata), / * nsegments * / 1,
/ * maxsegsz * / sizeof(struct somedata), / * flags * / 0,
&tag_somedata);

if(error)
return error;

error = bus_dmamem_alloc(tag_somedata, &vsomedata, / * flags * / 0,
&map_somedata);

if(error)
return error;

bus_dmamap_load(tag_somedata, map_somedata, (void * )vsomedata,
sizeof (struct somedata), alloc_callback,
(void * ) &psomedata, / * flags * /0);

❀Sh�åu���Ç��v�ìÇb�4th{&~0��"��*4Õ�*I{õÇ�?K­Ç��

RÇ¢�\Ä�Ç�è?*�r�I{Ã�*éàZ��!�ã�{�Ä4�ÇiP{Ì?�

❀h�ñ�?¥àKt�bus_dmamap_create() 
O{nó�Ç��Ã®,�úÒÔÇO$��fR�O

D�¦Ã®<j�q3Z�Sh�åu4�Á{ø�Õ

{
int s;
int error;

s = splsoftvm();
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error = bus_dmamap_load(
dmat,
dmamap,
buffer_ptr,
buffer_len,
callback,
/ * callback_arg * / buffer_descriptor,
/ * flags * /0);

if (error == EINPROGRESS) {
/ *

* �q��{v*1hâ¦Ã®{3Z�

* Ã®úhâ�t·¢�qêsplx() Ýtsleep() bÌú®~�

* /
}

splx(s);
}

❀ÿ®>F{Ü«0�I/4Õ

❀1.�*/,�*�)�>F.²�euqÄ>FÃ¾�CAM>FÄÇ�RÄ���Z{ÿ®8�Ã®P
ÄÇ�¥Ì�v;\ÇÃ®�e�Ì)�>F���X��Ôõ�i{3Z����;�{ÆOÇÈ�>

Fèï�t>FqÄb:8,�4ÇPÌ?�

❀2.�*>F4ó<j(Ã�qÄÃ¾�	n÷÷Þ�:{ÖU>FÄÇ���ó¥àKÃcnÞ÷�3
Z)�Ç?®~tsleep() ��ÁhÃ®<jú®~�ÇÇR�qÿ®?5�3Z)���*÷�ê3Z)

�ÇÇa��ñ�Ç¨rv*�óY«0�¥ÇÃ®<jÝV�qÄ���{ÿ®ÃÒ4�Á{<YÄÇ

ÝV;\ó¥àKÃcn¥?ûãj��Ã®qÄ�ÇÃ®<jÒ�&~YÇ?û{ãj�?�qÄ�{

ÿ®�

10.7 DMA
❀ISA�"¥Direct Memory Access (DMA)4/,DMA;�ìÃ"�Þ4Ç¢¥{ÜÇÇbY�4Ã�û
�Ä"�{��ê&1�{ISA÷÷;\"(Ç�";�Z���	{\öÑø¥óDMA;�ì¥�sä
{4ÇFreeBSD
Øê��<jÇYJ<jLõ²DMA;�ì{$Áû�é÷÷PÄÇ�[uêåu�

❀!;\<Y4�J�v��{÷÷�Ò6PCIÞ{�"Ì÷÷�øÇÇ¢����	�"±ÏZ�?�
��Ç¢]t,DMA;�ì��{��/<4�"®`�Ä1�ê$ø{ÇÇ¢"ã4ÿÉ,DMA;�
ì�hËzPÄÇ��Çø:DMA;�ì��){��/<Ò4/,®~��<jó�ÇDMA/wÞíÙ
ÿÉÜ*�

❀void isa_dmacascade(int channel_number)

❀Ä���Z{ÙÄ/,é÷÷�ÇqÄ�hWñPÄÇ��ÇX��®~DMA#�{<j�

❀é�v;\{÷÷Ç/<'
#z�ì�&~{<jÝiÕ

• int isa_dma_acquire(int chanel_number)

â��ÇDMA/w�ÄÕ�(Ã0Ç�*/w.²úâ�ÝúÙÇPÄÇ�â��(ÃEBUSY�Lõj
{ISA÷÷ÑX�á0DMA/wÇO$YÇ<j/�óËz÷÷�®~��"ýÍ{�Sz=&zY«
â�Ä�õ�Çbø����&~��*X&~Ç��ÁÙÇDMA¾ÇRÌpanic�

• int isa_dma_release(int chanel_number)
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:8��â�{DMA/w�:8/w���X��tó�q¥{�QÃ�iÇ:8/w�÷÷��X�
òAC�å�QÄ�

• void isa_dmainit(int chan, u_int bouncebufsize)

I{��½/w&~{'f¥àK�>F{¥àKLBX�§,64KB�1�Ç�*�Q¥àK��X4
Ô®Ë�{ÇÝ§ñISA�",6¯{�?)�ÇÝJÖ64KB{��Ç�Ì�Ä&~'f¥àK��*
�Q�4&~n\Þc�G{¥àKÃ¾�Ç�bus_dmamem_alloc() I{{�JÄÇ�X��®

~isa_dmainit() �b&~$<jÌt/,DMA;�ì�Q�?jâ#z:�0"�

• chan -/wR

• bouncebufsize-1	��j{'f¥àK{LB

• void isa_dmastart(int flags, caddr_t addr, u_int nbytes, i nt chan)

ï÷éÄDMA�Q�"�éÄ÷÷Þ{�Q����®~$<ju÷�DMA;�ì�Ç5�¥àK4d
Ë�{%óISA�?)���Ç�*X4��Ä&~'f¥àK��*��'f¥àKÇb'f¥àK�
�~isa_dmainit() ÷�ÇÝé�>F{�QLBu�ÔBÇ�ø:Rpanic�U>F%&~'f¥àK
{<Y�ÇjâRú�Ä ót'f¥àK�

• flags - ÙhÇû½R�qÄ{v*{¡n�05 B_READZB_WRITE�Ý�

• B_READ -,ISA�"Öt�?

• B_WRITE -,�?UtISA�"Þ

• B_RAW -�*÷��DMA;�ìRÌ�Ô¥àKÇ?ó�Q�e��Ä­cð)�Ç��Çò'­�
�Q3�¥àKÃhlÇPÄÇ�,��å÷÷{��Ç�Q���#¥àK¥{jâÄ��*��

÷�Çkj�é�'�Q�HÇó�å��'�Q����ò'®~isa_dmastart() ���óX&~

'f¥àK�&~B_RAWb�?B�

• addr -¥àK{���

• nbytes -¥àK�Ý���B���64KB�Xã��Ý�0ÕO�DMA;�ìRÌ®��64KBÇ
�X
Sh²Ç®��0Ç�øÒÌs�X,½�{H*�é�/wR��Z°�4{<YÇ�Ý���SjÇ
O�YJ/w�'�Q2	��Ûj�Ý<Y�Ç!��Ç	�Xú�Q�

• chan -/wR

• void isa_dmadone(int flags, caddr_t addr, int nbytes, int c han)

÷÷ç·�QqÄ�Ç3Z�?��*4&~'f¥àK{Öv*Ç�Rjâ,'f¥àK ótÆ)

¥àK�kÞ¦isa_dmastart() {#3�ã�&~B_RAW)�ÇbÇ���XÌk
/isa_dmadone() �

• int isa_dmastatus(int channel_number)

(Ãh��Q¥��{	�j�óisa_dmastart() ¥÷�êB_READ{<Y�Ç(Ã{j	�½XÌ�
����Q�e�ÇÌú�Ä� t¥àK{�Ý�t*{~�4ó÷÷�fR�+�Q.qÄ�5�

��{	�j��*	�jX�0Ç�$'�Q,��¯��

• int isa_dmastop(int channel_number)

8ïh�{�Q?(Ã����Q{	�j�
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10.8 xxx_isa_probe
❀YÇ<jæ�÷÷4d?ó��*PÄÇ�|Ñ�Äc�÷÷{�{ìJ\IÃ�¥ä5ÞÝ�?�

�ÄÇ��Äc���ó$¾Ç¥qÄ�

❀é��?ÙÆ�"Ç�*X�c�t÷÷ÇÝVc�tb�5�½ÇÝV�	ìJÙÆ¯�Ç�ah(

Ã�Çt�{FØ��*÷÷X?ó���(Ã�ENXIO�ÙÆFØ�,�,+ÙÆ�G��Ý��?�ø

ÄÕ�LõjPÄÇ�(Ã�,+ÄÕ�

❀hPnP÷÷|ÑõÇz=�&~�(Ã��¾�ÇX3PÄÇ�|Ñ�{/�z=Zvc{°ÿz=��
ÜÇPÄÇ�ÑRc�÷÷�óæ�¾Ç¥(Ãv°�{PÄÇ�Üz��Ã¦é��Ç(Ã0{PÄÇ�
ä�!°{��ÿÇ(Ã-1{Ù'Ç(Ã-2{Í�Ç��Ä�YøÇ�|Ñ�z={÷÷Rú�PÄÇ�ÿ
®ÃÙah,æ�¾Ç¥(Ã-1ÄÇ
3��|Ñcz={÷÷R�cPÄÇ�ÿ®ÃÙah,æ�¾Ç
¥(Ã0Ä�

❀÷÷Ãcn�èxxx_softc�ø:ó®~æ�¾Ç��I{��*æ�¾Ç(ÃFØÇÃcnÌúø:�Ä
R>I{�O$�*ñ�æ�FØÇPÄÇ���âyR>I{æ�Ï-Ç&~{Ä�ýÍÇ%hâ��

���ê��Ãcnú�\�R>I{��*æ�ÄÕqÄÇÃcnR�ø:â??ó1���É¾

Çxxx_isa_attach() ��*PÄÇ�(Ã��ÇÒX�âyÇRÜz!°��Y%ÙËz¾ÇÌú®~�

O$Y«<Y�Ç���ó(Ã�:8Ä�{ýÍÇ?ó��{��óËz¾Ç¥­cI{Ç¢�

hxxx_isa_probe() (Ã0�Çó(Ã�:8ýÍ�4�ÇPÌ?Ç
%¥�¥Ý{PÄÇ�ahYø
)�bó:8ýÍÌ?óìJ¯�{<Y�Çã�PÄÇ�ó,æ�¾Ç(Ã0ZËz¾Ç{�q�-âÑ
ýÍ�

❀�n{æ�¾Ç1Rz÷÷ÃcnZ\ÃR
)Õ

struct xxx_softc * sc = device_get_softc(dev);
int unit = device_get_unit(dev);
int pnperror;
int error = 0;

sc->dev = dev; / * ÓzÃu * /
sc->unit = unit;

❀l�5�PnP÷÷�5�4/,�ÇÝ9PnP IDï,{,�q{�$,Ý9YÇPÄÇ�|Ñ{PnP IDZ
1|Ó,Öo*Éñ{éaYJID{÷÷nR{Ãc�

pnperror=ISA_PNP_PROBE(device_get_parent(dev), dev,
xxx_pnp_ids); if(pnperror == ENXIO) return ENXIO;

❀ISA_PNP_PROBE{\ö��Õ�*�Ã÷÷\ÃÄ��ú*�PnPc�tÇ�(ÃENOENT��*ú*
�PnPc�tÇbc�t{IDX�{,¥{��IDÇ�(ÃENXIO�!�Ç�*÷÷�|ÑPnP%�{,¥
{�ÇIDÇ�(Ã0Ç?%�device_set_desc() ,,¥Rz7h{Ãc�q÷��

❀�*÷÷PÄÇ��|ÑPnP÷÷Ç�<Y�åu��Õ

if(pnperror != 0)
return pnperror;

❀é�X|ÑPnP{PÄÇ�X���Oÿ®ÇO�PÄÇ�Ì��8{PnP ID,Ç%�*óPnP�Þ®~
ÌztENXIO�
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❀æ�¾Ç/��è��ìJ!èÞ{ýÍÇ�I/Oà=RÇu��?æ���é�X3{mGÇPÄÇ�
,�Ì�Ä��ÙÆ��{ýÍ�PnP÷÷{Ä�ýÍ�PnP�ø:½�÷�ÇO$PÄÇ�X�����
�Ç¢�

❀/�6¯÷÷Ä��{!èfåÒ4à=R�l�ìJ÷÷ã�,÷÷{�
?ì¥RzÙ�fåÃ¦

�X4Ä�{÷÷ÑYøÄ�O$D�·¢�ARzà=å)�Õ

sc->port0 = bus_get_resource_start(dev,
SYS_RES_IOPORT, 0 /* rid * /); if(sc->port0 == 0) return ENXIO;

❀äà=��úâ?ósoftc�è¥Ç1"Ru&~��*��²�&~à=Ç��'Ñ®~ýÍ<jRÌz
{Ã�}I��*·¢��ztà=Ç�(ÃFØý,�#'Ç�J÷÷PÄÇ�#h(ÒÇ�Aæ�Ä

�,�{à=Ç��Õ

/ * $÷÷Ä�,�{äI/O à=��, * /
static struct xxx_allports {

u_short port; / * à=�� * /
short used; / * á)Õ$à=4d.úÙÆ\Ã&~ * /

} xxx_allports = {
{ 0x300, 0 },
{ 0x320, 0 },
{ 0x340, 0 },
{ 0, 0 } / * ,�e * /

};

...
int port, i;
...

port = bus_get_resource_start(dev, SYS_RES_IOPORT, 0 / * rid * /);
if(port !=0 ) {

for(i=0; xxx_allports[i].port!=0; i++) {
if(xxx_allports[i].used || xxx_allports[i].port != port )

continue;

/ * Itê * /
xxx_allports[i].used = 1;
/ * ó.�à=Þæ� * /
return xxx_really_probe(dev, port);

}
return ENXIO; / * à=Ã�#/Ý.²ú&~ * /

}

/ * �ó��_�à={��bÌtHY� * /
for(i=0; xxx_allports[i].port!=0; i++) {

if(xxx_allports[i].used)
continue;

/ * )��.ú&~ - ý&·¢ó$à=�������

* �è·¢1�XÌò'æ�

* /
xxx_allports[i].used = 1;
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error = xxx_really_probe(dev, xxx_allports[i].port);
if(error == 0) / * ó�Çà=It�Ç÷÷ * /

return 0;
}
/ * æ�,Ä�,�{��Çb��,~{ * /
return ENXIO;

❀hlÇ)YJ/</�a�&~PÄÇ�{identify() ¾Ç�b,���Çth{®�u�Ò���ó

<jprobe() ¥qÄÍPÕ�*Y«æ�Ìt�JÙÆÏ¡÷÷�[�æ�¾Ç�á)sensitive \�ÕÏ

¡÷÷D�úæ�Çl�4ÙÆ÷÷�bidentify() ¾ÇóÄ�æ���ú®~ÇO$Ç¢XÌ�DÏ¡

÷÷?,�vOYJ÷÷�

❀�óÇ·¢ztå)à=1�Ò��÷�à=jÃPnP÷÷øiÄÇO��Xó{�©G¥��YÇf
å�

if(pnperror / * �é:PnP÷÷ * /
&& bus_set_resource(dev, SYS_RES_IOPORT, 0, sc->port0,
XXX_PORT_COUNT)<0)

return ENXIO;

❀!�I{?íÙ�¡à=��8-Ã�O�startZend?�4��&~·¢/,bus_set_resource() ÷

�{�J��ÄÕ

sc->port0_rid = 0;
sc->port0_r = bus_alloc_resource(dev, SYS_RES_IOPORT,
&sc->port0_rid,

/ * start * / 0, / * end* / ~0, / * count * / 0, RF_ACTIVE);

if(sc->port0_r == NULL)
return ENXIO;

❀�ó,16¯à=nó{
?ì�Ç·¢Ò,11ì«0*5÷÷U�jâ?5�÷÷4d�·¢Ï�

{�ø*ñ'a��*��Ç��Ò,�ÙÆ{÷÷óYÇ��ÞÇÝVYÇ��ÞÊý��÷÷�

❀/�PÄÇ��tËz¾ÇbÌ÷�¥äÿ®<j�Y��·¢�S1S®Ü*�qæ�Ç§��

1DELAY()"��æ�¾Ç��hâX�{È�åÇ÷÷Þ{Ä��V��ó§��qÄ��*÷÷XóY

ã�-�/aÇ�,�÷÷ñùFÝ{�FØÇPÄÇ���(ÃFØÇhh½§�-Å�ÇÉ÷÷�J

�i�-1hâ,"Õ¦�"½DELAY()ó�[åìÞÑÒ�#3jÞ{�-Çb±ä�CPU{X3Ç$<
j¤4��½{Ø�lÝ�

❀�*æ�¾Ç]{.5�¥ä4d]{Ó*ÇÇ,1�{�Zæ�¥ä�bXOFYø�

/ * 1Î­�v�ä�÷÷{0*"� * /
if(error = xxx_probe_ports(sc))

goto bad; / * (Ã�:8ýÍ * /

❀�v�Ä��÷÷{h#nRÇ<jxxx_probe_ports() �,�÷�÷÷Ãc�b�*�|Ñ�«÷÷

nRÇ��,1m�h{o*qÄ�hlÇé�PnP÷÷ÇPnP|Ñ,,¥�Ä÷�Ãc�

if(pnperror)
device_set_desc(dev, "Our device model 1234");
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❀æ�¾ÇahÝV/,ÖR÷÷{�
?ìu��Ä�ýÍ{)�ÇÝVhâ�~��*÷��·¢R

"½�ÇQÆÞ�?{¾��æ�¾Çah¦,�4:��*{ÇYøI{Z5�Ù�ýÍÕ�u{Ó*

Ò,1ÍP��ÉËz¾Çu)�

❀�?��,1ó�X{�©G¥�½ÇÝVéaìJ÷÷,1ó:4�u{�
?ì¥½�{���*

Ü«)�þ,~eX3Ç��ah~ýÇ�Ú,�~�à&ó�X{�©G¥Òh÷���ÇbÆ¢�w

��ó���Ç�ah��&~YÇ��Ç"�{¾�,�4Yø{Õ

/ * D�ACIñ{��� * /
sc->mem0_p = bus_get_resource_start(dev, SYS_RES_MEMOR Y, 0 / * rid * /);
if(sc->mem0_p == 0) { / * ��Ç~���½ * /

sc->mem0_p = xxx_read_mem0_from_device_config(sc);

if(sc->mem0_p == 0)
/ * ,÷÷{�
?ì�tXêY� * /
goto bad;

} else {
if(xxx_set_mem0_address_on_device(sc) < 0)

goto bad; / * ÷÷X|Ñ��� * /
}

/ * Ò4à=Ç÷��?LBÇ

* é�ìJ÷÷Ç�?LBX4�jÇ

* 
ah,÷÷{�
?ì¥ÖRÇ17a÷÷{X3nR

* ��Ç 
4t~�²�?LB÷���msize �{�ýÍÇ

* �ISA�"�Äÿ®

* /
if(pnperror) { / *�é:PnP÷÷ * /

sc->mem0_size = bus_get_resource_count(dev, SYS_RES_ME MORY, 0 /* rid * /);
if(sc->mem0_size == 0) / * ~����½ * /

sc->mem0_size = xxx_read_mem0_size_from_device_config (sc);

if(sc->mem0_size == 0) {
/ * "½Y4÷÷:��{�«nRÇ���Ä{��uÇ

* ~���� P÷�ÇO$"½!��F{<Y

* ÃhlÇ]"�RÊâ÷÷PÄÇ�
X3Ä

* /
sc->mem0_size = 8 * 1024;

}

if(xxx_set_mem0_size_on_device(sc) < 0)
goto bad; / *÷÷X|Ñ�ÇLB * /

if(bus_set_resource(dev, SYS_RES_MEMORY, / * rid * /0,
sc->mem0_p, sc->mem0_size)<0)

goto bad;
} else {

sc->mem0_size = bus_get_resource_count(dev, SYS_RES_ME MORY, 0 /* rid * /);
}

❀¡�,i�45�IRQZDRQÄ~{ýÍ�

❀�*�#�qt�Çl�Ò,1:8Ä�ýÍ?(ÃÄÕ�
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xxx_free_resources(sc);
return 0;

❀!�Çÿ®õC<Y�Ä�ýÍahó(Ã�ú:8�·¢¼~Yø�Ç/"Õsoftc�èó��É·¢1
�ú��ÇO$·¢�êIñ4dI{êìJýÍÕ�*I{�YJýÍ{Ãcn:��

bad:

xxx_free_resources(sc);
if(error)

return error;
else / * h#FØ�� * /

return ENXIO;

❀Y4qr{æ�¾Ç�ýÍ{:8,õÇ�0qÄÇO$RÇIt�Ç<j¥Ç�åu,�4�Á{ø

�Õ

static void
xxx_free_resources(sc)

struct xxx_softc * sc;
{

/ * 5��ÇýÍÇ�*:0�:8 * /

/ * ¥äÿ®<j * /
if(sc->intr_r) {

bus_teardown_intr(sc->dev, sc->intr_r, sc->intr_cooki e);
bus_release_resource(sc->dev, SYS_RES_IRQ, sc->intr_r id,

sc->intr_r);
sc->intr_r = 0;

}

/ * ·¢I{,{Ä�«¡{�? * /
if(sc->data_p) {

bus_dmamap_unload(sc->data_tag, sc->data_map);
sc->data_p = 0;

}
if(sc->data) { / * sc->data_map ��0�,�\� * /

/ * the map will also be freed * /
bus_dmamem_free(sc->data_tag, sc->data, sc->data_map) ;
sc->data = 0;

}
if(sc->data_tag) {

bus_dma_tag_destroy(sc->data_tag);
sc->data_tag = 0;

}

... �*�Ç:8ÙÆ{nóZ)ü ...

if(sc->parent_tag) {
bus_dma_tag_destroy(sc->parent_tag);
sc->parent_tag = 0;

}
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/ * :8Ä��"ýÍ * /
if(sc->mem0_r) {

bus_release_resource(sc->dev, SYS_RES_MEMORY, sc->mem 0_rid,
sc->mem0_r);

sc->mem0_r = 0;
}
...
if(sc->port0_r) {

bus_release_resource(sc->dev, SYS_RES_IOPORT, sc->por t0_rid,
sc->port0_r);

sc->port0_r = 0;
}

}

10.9 xxx_isa_attach
❀�*æ�¾Ç(ÃÄÕ?%ø: 
Ëz�ÇPÄÇ�Ç�Ëz¾Ç�	RPÄÇ�"�Ëztø:�

�*æ�¾Ç(Ã0Ç�Ëz¾ÇÏ�zBqr{÷÷�èsoftcÇ$�è�æ�¾Ç÷��3�Ç�*æ�
¾Ç(Ã0ÇÇ,�Ï�YÇ÷÷{Ëz¾ÇahóRu{ì�ú®~��*æ�¾Ç(Ã��Ç�PÄÇ
�,�XÌ*$"÷�

❀�*ÄÕqÄÇËz¾Ç(Ã0Çd�(ÃFØh�

❀Ëz¾Ç{éÄËæ�¾Ç#�ÇR�J�~jâRt�JÍ�46¯{#Þ¥�

struct xxx_softc * sc = device_get_softc(dev);
int unit = device_get_unit(dev);
int error = 0;

❀l�I{?íÙÄ�ýÍ���à=)�/�ó,æ�(Ã�Òú:8ÇO$��­cI{�·¢æ�

æ�¾Ç.²7h�÷�êÄ�{ýÍ)�Ç?RÇ¢â?ó�èsoftc¥��*æ�¾Ç��ê�JúI
{{ýÍÇÒX��ò'I{Ã­cI{ú@�FØÄ�

sc->port0_rid = 0;
sc->port0_r = bus_alloc_resource(dev, SYS_RES_IOPORT, & sc->port0_rid,

/ * start * / 0, / * end* / ~0, / * count * / 0, RF_ACTIVE);

if(sc->port0_r == NULL)
return ENXIO;

/ * ÆÞ�? * /
sc->mem0_rid = 0;
sc->mem0_r = bus_alloc_resource(dev, SYS_RES_MEMORY, &s c->mem0_rid,

/ * start * / 0, / * end* / ~0, / * count * / 0, RF_ACTIVE);

if(sc->mem0_r == NULL)
goto bad;

/ * Rz��� * /
sc->mem0_v = rman_get_virtual(sc->mem0_r);

❀DMA>F/w(DRQ)1#�0*úI{�&~isa_dma * () <j��qð)��¾�Õ
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❀isa_dmacascade(sc->drq0);

❀¥ä>F"(IRQ)���O�øêI{1iÇPÄÇ�{¥äÿ®<j�ah¦Ç�É�óô�{ISAP
ÄÇ�¥Ç�ø:��É¥äÿ®<j{kÞ4÷÷\ÃR�bó�SPÄÇ�¥Ç�LÕ½ÇOF��

�5�èsoftc{�b��Çi­�{ÆOó�h�èsoftcúÄÕI{�Ç,softcRz\ÃRi�4Ç
,
\ÃRRzsoftcih
�3�ÇYÇÕ½�&z~�X3�"{a~Ç��åu:�Ç?ã�Ç¢á0S
hÕ�Ç�"�Ù��{æ�ÇËzÇI¬ZÙÆ�"#�{¾ÇÇ
Ç¢�-,1á0LL{PÄÇ�

Sh�

sc->intr_rid = 0;
sc->intr_r = bus_alloc_resource(dev, SYS_RES_MEMORY, &s c->intr_rid,

/ * start * / 0, / * end* / ~0, / * count * / 0, RF_ACTIVE);

if(sc->intr_r == NULL)
goto bad;

/ *
* "½éXXX_INTR_TYPE{½B�v�PÄÇ�{¡nÇ

* ¾�INTR_TYPE_CAM~�CAM{PÄÇ�

* /
error = bus_setup_intr(dev, sc->intr_r, XXX_INTR_TYPE,

(driver_intr_t * ) xxx_intr, (void * ) sc, &sc->intr_cookie);
if(error)

goto bad;

❀�*PÄÇ���¦�?�qDMAÇ�YL�?ah��c0*I{Õ

error=bus_dma_tag_create(NULL, / * alignment * / 4,
/ * boundary * / 0, / * lowaddr * / BUS_SPACE_MAXADDR_24BIT,
/ * highaddr * / BUS_SPACE_MAXADDR, /* filter * / NULL, / * filterarg * / NULL,
/ * maxsize * / BUS_SPACE_MAXSIZE_24BIT,
/ * nsegments * / BUS_SPACE_UNRESTRICTED,
/ * maxsegsz * / BUS_SPACE_MAXSIZE_24BIT, / * flags * / 0,
&sc->parent_tag);

if(error)
goto bad;

/ * iõÀÜ4,�)ü�Ë
u

* "÷sc->data �5?ûá0jâ{�èÇ¾��Ç¢¥àK,�4Õ

* struct {

* u_short rd_pos;

* u_short wr_pos;

* char bf[XXX_RING_BUFFER_SIZE]

* } * data;

* /
error=bus_dma_tag_create(sc->parent_tag, 1,

0, BUS_SPACE_MAXADDR, 0, /* filter * / NULL, / * filterarg * / NULL,
/ * maxsize * / sizeof( * sc->data), / * nsegments * / 1,
/ * maxsegsz * / sizeof( * sc->data), / * flags * / 0,
&sc->data_tag);

if(error)
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goto bad;

error = bus_dmamem_alloc(sc->data_tag, &sc->data, / * flags * / 0,
&sc->data_map);

if(error)
goto bad;

/ * ó&sc->data_p {<Y�Çxxx_alloc_callback() �4RÔ®��

* â?t*�ÙkÞ���V{�b¥�

* k����"�?nó��¥{-û���

* Ù"�,14YøÕ

*
* static void

* xxx_alloc_callback(void * arg, bus_dma_segment_t * seg,

* int nseg, int error)

* {

* * (bus_addr_t * )arg = seg[0].ds_addr;

* }

* /
bus_dmamap_load(sc->data_tag, sc->data_map, (void * )sc->data,

sizeof ( * sc->data), xxx_alloc_callback, (void * ) &sc->data_p,
/ * flags * /0);

❀I{êÄ�{ýÍ�Ç÷÷ahúð)��ð)�,�Ýi�AÄ��uÇhâÇ¢å*~�

if(xxx_initialize(sc) < 0)
goto bad;

❀�"�ø:R�Äó;�ÑÞK\�æ�¾Ç÷�{÷÷Ãc�b�*PÄÇ�.K\�J��÷÷{

�ifåÇ�4,�{Ç¾�Õ

device_printf(dev, "has on-card FIFO buffer of %d bytes\n" , sc->fifosize);

❀�*ð)�¾Ç±t�[¯�ÇOF(ÃFØ��K\��få�

❀Ëz¾Ç{!��Z4R÷÷Ëzt�X¥{Õ��ø:�qÄYÇZ½{°h0*�v�PÄÇ�{

¡nÕ	n÷÷�L÷÷��d÷÷�CAM SCSI�"÷÷���

❀�*Ä�þÓ*t��(ÃÄÕ�

error = xxx_attach_subsystem(sc);
if(error)

goto bad;

return 0;

❀!�Çÿ®õC<Y�(ÃFØ�ÇÄ�ýÍahúR>I{�·¢¼~Yø�Ç/"Õ�èsoftc��É
·¢��ú��ÇO$·¢�Iñ4dI{êìJýÍÕ�*I{�Ç¢{Ãcn:��

bad:

xxx_free_resources(sc);
if(error)
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return error;
else / * exact error is unknown * /

return ENXIO;

❀YÒ4Ëz¾Ç{\\�

10.10 xxx_isa_detach
❀�*PÄÇ�¥?óYÇ<jÇ%PÄÇ�ú�H�,�ñÜLÇ�PÄÇ�ä�úWñ{�Å��*

mG|Ñy�¯ÇY4�Çi­�{�u�bISA�"X|Ñy�¯ÇO$YÇ�ué�ISA÷÷X4�/
­��WñPÄÇ�{�Å,�ó®A��~Çbiõ<Y���ó�Çý{PÄÇ�ãÖÙÉ��Ôø

:{<Y�b���ãcÇý{PÄÇ�Ç?%ÃX�[Ñ��­éÇYø&z�D°ÅUI¬¾Ç�J

X�z���Ç�ÁWñã�ó~�	�{åìÞ�ÿPÄÇ�{X��åu��Íõ{�4®X
.�

�ÿPÄÇ�4�1��{v*ÇûXXahó~�	�{åìÞ"qÃ?%hø:äq��\Ü*�Y

�4Xúã�{Ä�l
Çñ�qru�DÇ¤4Ì
ØI¬¾Ç�

❀�*PÄÇ�ÄÕI¬ÇI¬¾Ç(Ã0Çd�(ÃFØh�

❀I¬\ö4Ëz{º4��){��G/<Ò4RPÄÇ�,�X�ø:I¬��*÷÷h�tK


øÇPÄÇ��ÜÇ 
ÕáýI¬ÝV����?���qI¬� ~ý«0*Rû��½�X�ø:

�q����{�ÅZPÄÇ�*V{ P�/�������4ÍP{ 
�

struct xxx_softc * sc = device_get_softc(dev);
int error;

error = xxx_detach_subsystem(sc);
if(error)

return error;

❀��ZÇPÄÇ�,�æ�� mGtì«��{çÕ�Ýi*��[R��q{�QÇ¢~DMA/w
Z¥ä1�½÷÷» �?�é�LõjPÄÇ�
ÓÇYt4��¾ÇÄ){ÇO$�*PÄÇ�¥Ý

i��¾ÇÇ·¢��®~ÇÒ,1ê�

❀xxx_isa_shutdown(dev);

❀!�:8Ä�ýÍ?(ÃÄÕ�

xxx_free_resources(sc);
return 0;

10.11 xxx_isa_shutdown
❀hø:���{��®~$¾Ç�/,Ç&mG��ì«��{çÕ�é�LõjISA÷÷
ÓX���
OÄ*ÇO$YÇ<j?:]t��ÇO�X��ø­éÄ�÷÷Ìú­cð)��b�J÷÷����

½Z½��Ç1hâó�­é��úth�5�tÃé�iõ&~��#/NF{÷÷�/�~Ä�iõ

<Y�Çó÷÷
?ì¥¢~DMAZ¥äÇ?*�R��q{�Q4ÇPÌ?�h#Ä*Rû�mGÇO
$·¢Ã�ó$-ûÿX�
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10.12 xxx_intr
❀hBtu��½÷÷{¥ä�ÒÌ®~¥äÿ®<j�ISA�"X|Ñ¥äá0ÃìJ�O<Y¾iÄÇ
O$"�Þ�*¥äÿ®<jú®~Ç��,1hf¥ä4u�Ù÷÷�l
Ç¥äÿ®<j��S®÷

÷
?ì?hâ¥ä4�Ç{÷÷�	{��*X4Ç¥äÿ®<jah(Ã�

❀ISAPÄÇ�{ÎÕ½4R÷÷\ÃR*�kÞ��ó.²BïÇh®~bus_setup_intr() �cPÄÇ

�zB�[óËz¾Ç¥�Æ¢�½{kÞ�ÊâcÕ½ÇÇah4�5�èsoftc{�b�O$¥äÿ®
<j/�4�Á�ø
)Õ

static void
xxx_intr(struct xxx_softc * sc)
{

❀Çäqó�bus_setup_intr() {¥ä¡nkj�½{¥ä��ÿÞ�Y?�ø¢~Ä�ÙÆ3¡n{¥

äZÄ��G¥ä�

❀�ê�½¿pÇ¥äÿ®¾Ç/UÄ¬¢o*Õ

while(xxx_interrupt_pending(sc)) {
xxx_process_interrupt(sc);
xxx_acknowledge_interrupt(sc);

}

❀¥äÿ®<j���5÷÷aI¥äÇbX�5¥ä;�ìaIÇ�V�ø:�	ÿ®�
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PCI÷÷÷÷÷÷
 HÕspellar @SMTH.

❀ý9RÿXFreeBSD�êÉPCI�"Þ{÷÷�UPÄÇ�

Ø{å��

11.1æææ���¦¦¦ËËËzzz
❀Y�{få4��PCI�"Sh�[³S/,�Ëz{÷÷Ç?��c�ñ{kld4dÌËzÙ¥�Ç�

11.1.1+++¾¾¾PPPÄÄÄÇÇÇ���ÍÍÍSSShhh(mypci.c)

/ *
* ¦PCI<j�qb�{;\KLD

*
* Murray Stokely

* /

#include <sys/param.h> / * kernel.h ¥&~{½B * /
#include <sys/module.h>
#include <sys/systm.h>
#include <sys/errno.h>
#include <sys/kernel.h> / * ÜLð)�¥&~{¡n * /
#include <sys/conf.h> / * cdevsw�è * /
#include <sys/uio.h> / * uio �è * /
#include <sys/malloc.h>
#include <sys/bus.h> / * pci �"~t{�è�Æn * /

#include <machine/bus.h>
#include <sys/rman.h>
#include <machine/resource.h>

#include <dev/pci/pcivar.h> / * �ê&~get_pci w! * /
#include <dev/pci/pcireg.h>

/ * softc â?·¢�Ç"¾{jâ� * /
struct mypci_softc {

device_t my_dev;
struct cdev * my_cdev;

};

/ * <jÆn * /
static d_open_t mypci_open;
static d_close_t mypci_close;
static d_read_t mypci_read;
static d_write_t mypci_write;

/ * 	n÷÷�=� * /
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static struct cdevsw mypci_cdevsw = {
.d_version = D_VERSION,
.d_open = mypci_open,
.d_close = mypci_close,
.d_read = mypci_read,
.d_write = mypci_write,
.d_name = "mypci",

};

/ *
* ócdevsw¾Ç¥Ç·¢/,�è�cdev¥{ÄÊsi_drv1 Iñ·¢{softc �

* h·¢OÁ/dev 1�Çó·¢{.�ø{¾Ç¥Ç

* ·¢÷�YÇ#Þ�5·¢{softc �

* /

int
mypci_open(struct cdev * dev, int oflags, int devtype, d_thread_t * td)
{

struct mypci_softc * sc;

/ * Look up our softc. * /
sc = dev->si_drv1;
device_printf(sc->my_dev, "Opened successfully.\n");
return (0);

}

int
mypci_close(struct cdev * dev, int fflag, int devtype, d_thread_t * td)
{

struct mypci_softc * sc;

/ * Look up our softc. * /
sc = dev->si_drv1;
device_printf(sc->my_dev, "Closed.\n");
return (0);

}

int
mypci_read(struct cdev * dev, struct uio * uio, int ioflag)
{

struct mypci_softc * sc;

/ * Look up our softc. * /
sc = dev->si_drv1;
device_printf(sc->my_dev, "Asked to read %d bytes.\n", ui o->uio_resid);
return (0);

}

int
mypci_write(struct cdev * dev, struct uio * uio, int ioflag)
{

struct mypci_softc * sc;
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/ * Look up our softc. * /
sc = dev->si_drv1;
device_printf(sc->my_dev, "Asked to write %d bytes.\n", u io->uio_resid);
return (0);

}

/ * PCI|Ñ<j * /

/ *
* RìÇ÷�{)#¦YÇPÄÇ�|Ñ{)##�v�

* �*#nÇ÷�Ãc	n?(ÃÄÕ�

* /
static int
mypci_probe(device_t dev)
{

device_printf(dev, "MyPCI Probe\nVendor ID : 0x%x\nDevic e ID : 0x%x\n",
pci_get_vendor(dev), pci_get_device(dev));

if (pci_get_vendor(dev) == 0x11c1) {
printf("We’ve got the Winmodem, probe successful!\n");
device_set_desc(dev, "WinModem");
return (BUS_PROBE_DEFAULT);

}
return (ENXIO);

}

/ * ��hæ�ÄÕ�b®~Ëz<j * /

static int
mypci_attach(device_t dev)
{

struct mypci_softc * sc;

printf("MyPCI Attach for : deviceID : 0x%x\n", pci_get_dev id(dev));

/ * Look up our softc and initialize its fields. * /
sc = device_get_softc(dev);
sc->my_dev = dev;

/ *
* Create a /dev entry for this device. The kernel will assign us

* a major number automatically. We use the unit number of this

* device as the minor number and name the character device

* "mypci<unit>".

* /
sc->my_cdev = make_dev( &mypci_cdevsw, device_get_unit(dev),

UID_ROOT, GID_WHEEL, 0600, "mypci%u", device_get_unit(d ev));
sc->my_cdev->si_drv1 = sc;
printf("Mypci device loaded.\n");
return (0);

}
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/ * I¬÷÷� * /

static int
mypci_detach(device_t dev)
{

struct mypci_softc * sc;

/ * Teardown the state in our softc created in our attach routine . * /
sc = device_get_softc(dev);
destroy_dev(sc->my_cdev);
printf("Mypci detach!\n");
return (0);

}

/ * ø:��Ï-ósync ��®~� * /

static int
mypci_shutdown(device_t dev)
{

printf("Mypci shutdown!\n");
return (0);

}

/ *
* ÷÷�å¾Ç�

* /
static int
mypci_suspend(device_t dev)
{

printf("Mypci suspend!\n");
return (0);

}

/ *
* ÷÷Á�Ã­c
)Ä¾Ç�

* /
static int
mypci_resume(device_t dev)
{

printf("Mypci resume!\n");
return (0);

}

static device_method_t mypci_methods[] = {
/ * ÷÷z= * /
DEVMETHOD(device_probe, mypci_probe),
DEVMETHOD(device_attach, mypci_attach),
DEVMETHOD(device_detach, mypci_detach),
DEVMETHOD(device_shutdown, mypci_shutdown),
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DEVMETHOD(device_suspend, mypci_suspend),
DEVMETHOD(device_resume, mypci_resume),

{ 0, 0 }
};

static devclass_t mypci_devclass;

DEFINE_CLASS_0(mypci, mypci_driver, mypci_methods, siz eof(struct mypci_softc));
DRIVER_MODULE(mypci, pci, mypci_driver, mypci_devclass , 0, 0);

11.1.2+++¾¾¾PPPÄÄÄÇÇÇ���{{{Makefile

# PÄÇ�mypci {Makefile

KMOD= mypci
SRCS= mypci.c
SRCS+= device_if.h bus_if.h pci_if.h

.include <bsd.kmod.mk>

❀�*�RÞÁ{Í©GZMakefile 8��Çø9Ç�,1äqmake�H+¾PÄÇ��¤�Ç�,1ä

qmake load RPÄÇ�ãñth�tóäq{�X¥Ç
make unload ,óãñ�WñPÄÇ��

11.1.3ÍÍÍõõõýýýÍÍÍ

• PCI Special Interest Group (http://www.pcisig.org/)

• PCI System Architecture, Fourth Edition by Tom Shanley, et al.

11.2���"""ýýýÍÍÍ
❀FreeBSD�,��">FýÍ
Øê�«Á5é6{å����Ä�÷÷Ñ4ì«¡n{�"ÃPCI, ISA,
USB, SCSI��Ä{/�ÄÊÇ?%YJ÷÷��,Æ¢{��"ÜRýÍÃ¾��?ã,¥ä",Ý
VDMA/wÄ�

11.2.1äää������


???ììì

❀�êéPCI÷÷)J�~{/<Ç���,PCI{�8-ÜRBase Address Registers(BARs)�ÜRBAR�
{PCI�½{û�úä6ó<jbus_alloc_resource() ¥�

❀¾�Ç�Ç�n{PÄÇ�,�óattach() <j¥�J¡��Á{ÀÜÕ

sc->bar0id = PCIR_BAR(0);
sc->bar0res = bus_alloc_resource(dev, SYS_RES_MEMORY, & sc->bar0id,

0, ~0, 1, RF_ACTIVE);
if (sc->bar0res == NULL) {
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printf("Memory allocation of PCI base register 0 failed!\n ");
error = ENXIO;
goto fail1;

}

sc->bar1id = PCIR_BAR(1);
sc->bar1res = bus_alloc_resource(dev, SYS_RES_MEMORY, & sc->bar1id,

0, ~0, 1, RF_ACTIVE);
if (sc->bar1res == NULL) {

printf("Memory allocation of PCI base register 1 failed!\n ");
error = ENXIO;
goto fail2;

}
sc->bar0_bt = rman_get_bustag(sc->bar0res);
sc->bar0_bh = rman_get_bushandle(sc->bar0res);
sc->bar1_bt = rman_get_bustag(sc->bar1res);
sc->bar1_bh = rman_get_bushandle(sc->bar1res);

❀�Çä�
?ì{é9úâ?ósoftc�è¥Ç1"1�,1&~Ç¢5÷÷U��

❀l�Ò�&~YJé9¦bus_space_ *<j�åÖU÷÷
?ì�¾�ÇPÄÇ�,�Ý9��{O�<

jÇ~uÖRÆ��½{
?ìÕ

uint16_t
board_read(struct ni_softc * sc, uint16_t address)
{

return bus_space_read_2(sc->bar1_bt, sc->bar1_bh, addr ess);
}

❀¡�{Ç,1~�Á{<jU
?ìÕ

void
board_write(struct ni_softc * sc, uint16_t address, uint16_t value)
{

bus_space_write_2(sc->bar1_bt, sc->bar1_bh, address, v alue);
}

❀YJ<j18 Ç16 Z32 {Çý?óÇ�ah#a�&~bus_space_{read|write}_{1|2|4} �

ÕÕÕ???: óFreeBSD 7.0ZÍ°Çý¥Ç,1~bus_ * <juS�bus_space_ *�bus_ * <j&~{kj4struct
resource *�bÇ
X4bus tagZé9�YøÇ3Ò,1Rsoftc¥{bus tagZbusé9YÜÇÄÊ#ÞV«Ç
?Rboard_read() <j�U�Õ

uint16_t
board_read(struct ni_softc * sc, uint16_t address)
{

return (bus_read(sc->bar1res, address));
}
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11.2.2¥¥¥äää

❀¥ä�LZI{�?ýÍ#�{0*,Á5é6{�"ShI{�D�Ç��,��"I{IRQýÍÇl
���÷�¥äÿ®<juÿ®YÇIRQ�

❀ò�'Çu�÷÷attach() <j{¾��©	Íä�Òu�

/ * RzIRQýÍ * /

sc->irqid = 0x0;
sc->irqres = bus_alloc_resource(dev, SYS_RES_IRQ, &(sc- >irqid),

0, ~0, 1, RF_SHAREABLE | RF_ACTIVE);
if (sc->irqres == NULL) {

printf("IRQ allocation failed!\n");
error = ENXIO;
goto fail3;

}

/ * �ó·¢ah÷�¥äÿ®<j * /

error = bus_setup_intr(dev, sc->irqres, INTR_TYPE_MISC,
my_handler, sc, &(sc->handler));

if (error) {
printf("Couldn’t set up irq\n");
goto fail4;

}

❀ó÷÷{I¬¾Ç¥��Õ?�J¯�����*î÷÷{¥ä�Ç?#ø¥äÿ®<j��

`bus_teardown_intr() (ÃÇ��w�{¥äÿ®<jXÌòú®~Ç?%Ä�,�.²�qêYÇ¥

äÿ®<j{"ÇÑ.²(Ã���$<j,1zºÇ®~$<j����X�p��[�Ý��

11.2.3 DMA

❀ý�.BïÇ�4��»$ÆO
Éñ�ÿ®YJ¯�{7h0�4&~bus_space_dma * () <j�hÍ

cY��1'n�ø~��ÇYãÒ,�úV«�l
Çø�API¤Xä�J#ÄÇO$�`Ç¢û½�u
�ÇÍcY��u'n�J�ÄÒiPê�

❀óPCÞÇ.�q�"Ì;DMA{i�÷÷��ÿ®Ô®��Ç��FreeBSD&~���??%�ÿ®�
��ÇY�4Ç¯��sä{4Ç�Ç<jÇvtophys() ,1ÐÏ·¢�

#include <vm/vm.h>
#include <vm/pmap.h>

#define vtophys(virtual_address) (...)

❀l
YÇ�ûÍ�óalphaÞ��X�øÇ?%·¢]t.�{4�ÇÁ�vtobus() {<j�

#if defined(__alpha__)
#define vtobus(va) alpha_XXX_dmamap((vm_offset_t)va)
#else
#define vtobus(va) vtophys(va)
#endif
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11.2.4RRR>>>III{{{ýýýÍÍÍ

❀R>attach() Ï-I{{Ä�ýÍ:�­����Be��Çý&ó�½{�G���âyR>I{�

Jth{ÀÜÇYøh�{PÄÇ�V«�ø:�l,1&~�
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///~~~666¯̄̄000���SCSI;;;���ììì
U*ÕSergey Babkin.���C~ÕMurray Stokely. HÕspellar @SMTH.

12.1


ªªª
❀ý©l"½ÖVéFreeBSD{÷÷PÄÇ�ZSCSINF�L�ê�Çý©l¥iõfå4,1�PÄÇ�
¥Õ

• ncr (/sys/pci/ncr.c )�Wolfgang Stanglmeier and Stefan Esser�U

• sym (/sys/dev/sym/sym_hipd.c )�Gerard Roudier�U

• aic7xxx (/sys/dev/aic7xxx/aic7xxx.c )�Justin T. Gibbs�U

❀Z,CAM{ShýüÃ*VJustin T. GibbsÇD/sys/cam/ *Ä¥!9�h�J�û0��åuôä\ö

uÇ?%äýÞ4,Justin T. Gibbs{Sh¥�	X��!9�Ç·RÙ)���recommended��

❀ý©l1�Sh¾��q�Ò�¦���¾�¥Ý9iõû�Ç?%�åui4]tShÇbÇ�l�

4�Sh�YøU4�ê1�«,®�{0*u0+�'�é�]t{PÄÇ�ÇÙÇ0�,�ÍÜL

�Ç?%Í�°H�©l�émGû��qä6Çé��JÌÜ�·¢Ä�0+{�'{¯�ÇÝú��

ó
�VC~{ÙÆ9�¥.�Ãc{¯��)3øÿ®�YJû�/�1®~ä�ÃcuÖ	{<j�

Õ:Ý�ªé{o*0��sä{4Çä�"�$�{qr¾�ÇÝiÄ�û�Ç,1ó]t{PÄÇ�

¥It�

12.2///~~~äääúúú���èèè
❀CAMS,/~6¯0�ÃCommon Access MethodÄ�Ç1¡SCSI0*¯�I/O�"�YÒã�R/~÷÷
PÄÇ�Z;�I/O�"{PÄÇ�I¬
uÕ¾��cPÄÇ��3�;�SCSI�IDE�%/Ý�[ÙÆ�
"Þ{�cÇYø�cPÄÇ�\IX���«c{I/O�"
­UÃÝ ó��Ä�YøÇÜÇ!­�{
ÙÄ"�4Õ

• iii���÷÷÷÷÷÷ÜÜÜLLL -i�÷÷Ã�cÇ�QÇCD-ROM�Ä{PÄÇ�

• SCSIzzz===ÜÜÜLLL(SIM) -ËztI/O�"Ç�SCSIÝIDEÇ{Ìå�"7{ìPÄÇ��

❀i�÷÷PÄÇ�,OSzB>FÇRÇ¢Ý¦�SCSI×
�ï?RYJSCSI×
��tSCSIz=Ü
L�SCSIz=ÜL�	RYJ×
��É"�mGÃÝV�*"�mGX4SCSIÇ
4¾�IDEÇ���
RYJSCSI×
Ý¦�mG{native×
Ä�

❀��Y�·¢¡lU{4�USCSI7{ìPÄÇ�Ç,$ÿ
)·¢R,SIM{nÝ�DÄ�{/<�

❀�n{SIMPÄÇ���Ýi��{CAM#�{>©GÕ

#include <cam/cam.h>
#include <cam/cam_ccb.h>
#include <cam/cam_sim.h>
#include <cam/cam_xpt_sim.h>
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#include <cam/cam_debug.h>
#include <cam/scsi/scsi_all.h>

❀�ÇSIMPÄÇ���){��G/<45CAM�ø:Õ~Ç���YóPÄÇ�{xxx_attach() <j

Ã$ÿZ1�{xxx_~��Q��{PÄÇ�Ö	�íÄÏ-qÄ�xxx_attach() <j�ü�ø:�"�

Ä{�Sh®~Ç·¢ó$XÃcY\ISh�

❀Y��P�ZuqÄÕD���I{¦SIM�É{>FèïÕ

struct cam_devq * devq;

if(( devq = cam_simq_alloc(SIZE) )==NULL) {
error; / * �Jÿ®FØ{Sh * /

}

❀$ÿSIZE ��I{{èï{LBÇÇ�Ý9{!L>Fjø�Ç4SIMPÄÇ�óSCSI�Þ�ê?qÿ
®{>F{jø��Ä,1��ï®Õ

SIZE = NUMBER_OF_SUPPORTED_TARGETS* MAX_SIMULTANEOUS_COMMANDS_PER_TARGET

❀��Z�·¢{SIM
OÃcnÕ

struct cam_sim * sim;

if(( sim = cam_sim_alloc(action_func, poll_func, driver_ name,
softc, unit, max_dev_transactions,
max_tagged_dev_transactions, devq) )==NULL) {

cam_simq_free(devq);
error; / * �JFØÿ®Sh * /

}

❀Õ?�*·¢X�
OSIMÃcnÇ·¢�:8devqÇO�·¢éÙÃ�)�[ÙÆ/<Ç
%·¢.�
Õ�?�

❀�*SCSI�Þ�õ�SCSI�"Ç����"��Ç��{cam_sim�è�

❀�Ç�U{¯�4Ç�*SCSI��X���SCSI�"·¢���)Ç�Ç����Çdevq�è¤4�
�SCSI�"ÚóCAMSh{Õ:¥Éñ{I�4Õ��0*þ,Ç�PÄÇ�{*V 
�

❀kÞ�Õ

• action_func -�5PÄÇ�xxx_action <j{�b�

static void xxx_action ( struct cam_sim *sim, union ccb *ccb );

• poll_func -�5PÄÇ�xxx_poll() <j{�b�

static void xxx_poll ( struct cam_sim *sim );

• driver_name -"�PÄÇ�{Ö	Ç¾��ncr�Ý�wds��
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• softc -�5YÇSCSI�PÄÇ�{�\Ãcn{�b�YÇ�b1�úPÄÇ�~uÜR��jâ�

• unit -;�ì\ÃRÇ¾�é�;�ì�wds0�{$j	R�0�

• max_dev_transactions -Ã)üÜ*��ÇSCSIø){!L?�ÃsimultaneousÄ/Öj�YÇ��Ä��
�4��1Ç��:SCSI�b,�¾i�$iÇ�*PÄÇ�æ��q�Ç/Ö{3�ï÷��Ç/ÖÇ
,1RÙ÷��2Çb��X�z��Y«�ìu�

• max_tagged_dev_transactions -3ø{ÀÜÇb4ó)üÜ*��)ü4SCSIó÷÷Þ�åõÇ/Ö{0
*Õ�Ç/Öú�£�Ç��{)üÇ?ú��t÷÷�h÷÷qÄìJ/ÖÇÇR�*Ë3)ü�å

��ÃuÇYøSCSI7{ìÃZPÄÇ�ÄÒ��wýÇ/ÖqÄê�$kÞ�ú��4!L)üý
Ý�ÇRû�SCSI7{ì{�Å�

❀!�·¢Õ~¦·¢{SCSI7{ì�É{SCSI�"�

if(xpt_bus_register(sim, bus_number) != CAM_SUCCESS) {
cam_sim_free(sim, / * free_devq * / TRUE);
error; / * �JFØÿ®Sh * /

}

❀�*��SCSI�"��Çdevq�èÃýÇ·¢RQ�õ��"{��*õÇ�Ç�Ç�Q����
"ÄÇ��"R�4�0Çd�SCSI�Þ{���"ah�X3{R����"��Ç��\Õ
{cam_sim�è�

❀Y��·¢{;�ìq\�ztCAMø:��ódevq{�,1ú¿ïÕóÄ�1�,CAM�ñ{®~¥
R1sim�kÞÇdevq,1�Çsñ�

❀CAM�YJIZ/G
ØêU%��J/Gu���ÃSIMPÄÇ�ÄÇ�Ju�i�÷÷PÄÇ�Ç
¤��Ju�CAM�ø:ýü��[PÄÇ�Ñ,1�ìJ¡n{IZ/GÕ~Ã®ÇYø�J/G�	
�ÇÒÌú/��

❀Y«/G{�Ç�n¾�Ò4÷÷� ��Ç/ÖZ/G1�path�{0*KIÇ¢Ä*~{÷÷�ø)
�½{/G/�ó¦÷÷�q/Öÿ®Ï-�	�O$�Ç/Ö{4»,1ú­~uç·$/GÃY4�

\{ÇO�/G4»{ ó4ó/Gç·¾Ç¥�q{Ç
%�XÌúdeallocate�X*��Z��Ä�ó
�[�/ÇÝi¥ä¾Ç¥ÇÄÕI{4»�4�\{Ç¦��øÌs�ìJ�i
=Ç?%Y«0�,

�?ó{�Ç¯�4����,���8��?�é��"� /GÇ·¢��½BÝi�"ÞÄ�÷÷

ó�{/{n4»�Yø·¢Ò�
��1�{�"� /G
O4»Ç�½1��?X�{¯�Õ

struct cam_path * path;

if(xpt_create_path(&path, / * periph * /NULL,
cam_sim_path(sim), CAM_TARGET_WILDCARD,
CAM_LUN_WILDCARD) != CAM_REQ_CMP) {

xpt_bus_deregister(cam_sim_path(sim));
cam_sim_free(sim, / * free_devq * /TRUE);
error; / * �JFØÿ®Sh * /

}

softc->wpath = path;
softc->sim = sim;

❀t��Ä�t{Ç4»ÝiÕ
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• i�÷÷PÄÇ�{IDÃ��·¢�Ç���Çù$ÿ�8Ä

• SIMPÄÇ�{IDÃcam_sim_path(sim) Ä

• ÷÷{SCSIø)RÃCAM_TARGET_WILDCARD{?���Ä�devices�Ä

• �÷÷{SCSI LUNRÃCAM_LUN_WILDCARD{?���Ä�LUNs�Ä

❀�*PÄÇ�X�I{YÇ4»ÇÇRX�t�Ó*ÇO$�ø<Y�·¢WøÃdismantleÄ�
ÇSCSI�"�

❀·¢ósoftc�è¥â?4»�b1"1�&~�Y��·¢â?sim{�ÃÝV�*·¢Ñ?Ç�,1ó
,xxx_probe() Rñ�¿ïÇÄ�

❀YÒ4!��F{ð)�Ä��){�#��ê²/<)thÃØÇ¤���Ç¯��

❀é�SIMPÄÇ�Ç��Ç�O¡lU{/GÕ[�ø)÷÷ú��IXtê�Y«<Y�� ¦YÇ÷
÷{SCSINÛ,�4ÇPÌ?�O$·¢�YÇ/G5CAMÕ~�ÇÃ®�/,�Y«¡n{>Fu>
FCAM;�LÞ{CAMÄ*Ç>FÒú��tCAMÕÃHÕÕk��Á+¾ShZÆ©Ä

struct ccb_setasync csa;

xpt_setup_ccb(&csa.ccb_h, path, / *��ÿ* /5);
csa.ccb_h.func_code = XPT_SASYNC_CB;
csa.event_enable = AC_LOST_DEVICE;
csa.callback = xxx_async;
csa.callback_arg = sim;
xpt_action((union ccb * )&csa);

❀�ó·¢���xxx_action() Zxxx_poll() {PÄÇ��=��

❀

static void xxx_action ( struct cam_sim *sim, union ccb *ccb );

❀/aCAM�ø:{>FfRìJÄ*�SimÃcê>F{SIMÇCCB�>Fýü�CCBS,�CAM
Control Block��Ç4iõ�½"¾{É\Ç�Ç"¾�ìJ¡n{/ÖÃckÞ�Ä�YJ"¾á0?û
økÞÚá\I{CCB>\�ÃHÕÕY�ãXiïhÇ>�qk�Æ©Ä

❀CAM�|ÑSCSI;�ìÓ*��åV(initiator)(�normal�)Ü*Ç�|ÑSCSI;�ìÓ*�ø
)(target)ÃÜ�SCSI÷÷ÄÜ*�Y�·¢��D¦�åVÜ*��{\I�

❀½Bê�Ç<jZwÃ¦é��Ç0�Äu6¯�èsim¥ÚájâÕ

• cam_sim_path(sim) -4»IDÃkDÞÁÄ

• cam_sim_name(sim) - sim{Ö	

• cam_sim_softc(sim) -�5softcÃPÄÇ���jâÄ�è{�b

• cam_sim_unit(sim) -\ÃR

• cam_sim_bus(sim) -�"ID

❀�ê#/÷÷Çxxx_action() ,1&~YJ<jzt\ÃRZ�5Ç{softc�è{�b�

❀>F{¡nú?ûóccb->ccb_h.func_code�O$Ç/�xxx_action() ��ÇL{switch�ÄÕ
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struct xxx_softc * softc = (struct xxx_softc * ) cam_sim_softc(sim);
struct ccb_hdr * ccb_h = &ccb->ccb_h;
int unit = cam_sim_unit(sim);
int bus = cam_sim_bus(sim);

switch(ccb_h->func_code) {
case ...:

...
default:

ccb_h->status = CAM_REQ_INVALID;
xpt_done(ccb);
break;

}

❀,default caseªé\I,1�ñÃ�*Bt��×
ÄÇ×
{(Ãhú÷�tccb->ccb_h.status

¥Ç?%/,®~xpt_done(ccb) RrÇCCB(ÃtCAM¥�

❀xpt_done() X�,xxx_action() ¥®~Õ¾�I/O>F,1óSIMPÄÇ�Z/ÝÇ{SCSI;�ì¥\
è�ÃHÕÕÇ�I/O>FÚÄl�Çh÷÷��(post)�Ç¥äfRÇ�+é$>F{ÿ®.�e
�Çxpt_done() ,1,¥äÿ®¾Ç¥ú®~�

❀"�ÞÇCCBçÕX4��ú����Ç(ÃhÇ
4)ª�ì«çÕ�CCBú��Éxxx_action() ¾

Ç�ÇÙRzçÕCCB_REQ_INPROGÇ,+Ùtó�q¥�/sys/cam/cam.h ¥½BêjÞ¯|{çÕ

�ÇÇ¢a��:�-¦�,+>F{çÕ�Í�U{4ÇçÕ"�Þ4�Ç�ÞçÕ�Ã�6 ÄZ�J
,�ñ�{��¡(�)á) Ã° Ä{� Ý(bitwise or)���Þ�Ìó1�Í-û�ÿX�éÇ¢{Î
�,1óFØ���(Errors Summary section)It�,�{çÕá)�Õ

• CAM_DEV_QFRZN -hÿ®CCB�Ç�*SIMPÄÇ�zt�ÇÎ­FØÃ¾�ÇPÄÇ�X�/a 

Ý�'êSCSINFÄÇÇah®~xpt_freeze_simq() È�>FèïÇ²$÷÷{ÙÆ.�èbß�

úÿ®{CCB(ÃtCAMèïÇl���¯�{CCB÷�YÇá)?®~xpt_done() �YÇá)Ì&

zCAM�ø:ÿ®FØ��Èèï�

• CAM_AUTOSNS_VALID -�*÷÷(ÃFØ�GÇ%CCB¥�÷�á
)CAM_DIS_AUTOSENSEÇSIMPÄÇ����Ä�qREQUEST SENSE×
u,÷÷äRsenseÃj0
FØfåÄjâ��*YÇ�AÄÕÇsensejâahúâ?óCCB¥%÷�$á)�

• CAM_RELEASE_SIMQ -¡��CAM_DEV_QFRZNÇb~�SCSI;�ì�üñ¯�(ÝýÍáb){<
Y�$�é;�ì{Ä�>FÌúxpt_freeze_simq() *��SIMPÄÇ�.qY«áb<YÇ?/,
(Ã÷�ê$á){CCB/�CAM�Ç;�ìèïRÌú­céÄ�

• CAM_SIM_QUEUED -hSIMR�ÇCCB8�Ù>Fèï�ah÷�$á)ÃÝhCCBñèbß�(Ã
ÉCAM�V«Ä��ó$á)¤��óCAMSh{�[�0&~,ÇO$Ùø{�;~�fäÄ�

❀<jxxx_action() Xã�zºÇO$éýÍ6¯{Ä�3Z��/,È�SIMÝ÷÷èïuqÄ�øê
�c{á)iÇCAM�ø:
Øê<jxpt_release_simq() Zxpt_release_devq() u�z�ÈèïÇ


X�RCCB��tCAM�

❀CCB>\Ý9��	ãÕ

• path ->F{4»ID

• target_id ->F{ø)÷÷ID

• target_lun -ø)÷÷{LUN ID
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• timeout -YÇ×
{§�-ÅÇ1NÆ�

• timeout_ch -�Ç�SIMPÄÇ�?û§�ÿ®<j{0"�ÄÃCAM�ø:�ü?Xé$*�["÷Ä

• flags-��>F{ÈÇfå 

• spriv_ptr0ÇÇÇspriv_ptr1 - SIMPÄÇ�â��~{	ãÃ¾�ÓztSIMèïÝSIM��;�LÄÖ"�
ÞÇÇ¢*�É\?óÕspriv_ptr0Zspriv_ptr1ä�¡n(void *)Çspriv_field0Zspriv_field1ä�¡
nunsigned longÇsim_priv.entries[0].bytesZsim_priv.entries[1].bytes�¦É\{ÙÆo*LB��{	�j
�Çsim_priv.bytes��ÇÜõLB{j�

❀&~CCB{SIM��	ã{OF0�4�Ç¢½B�J�?B{Ö	Ç?%óPÄÇ�¥&~YJ�?B
{Ö	ÇÒ4�ÁYøÕ

#define ccb_some_meaningful_name sim_priv.entries[0]. bytes
#define ccb_hcb spriv_ptr1 / * ~�mG;�L * /

❀!�D{�åVÜ*{>F4Õ

• XPT_SCSI_IO -�qI/O/Ö

É\ccb{�struct ccb_scsiio csio�"¾~���kÞ�Ç¢4Õ

• cdb_io -�5SCSI×
¥àK{�bÝ¥àKýü

• cdb_len- SCSI×
�Ý

• data_ptr -�5jâ¥àK{�bÃ�*&~I±/ø¥Ì�ì��Ä

• dxfer_len -V�Qjâ{�Ý

• sglist_cnt-I±/ø¥ã{�j

• scsi_status-(ÃSCSIçÕ{�0

• sense_data-×
(ÃFØ�â?SCSI sensefå{¥àKÃY«<Y�Ç�*��÷�CCB{á
)CAM_DIS_AUTOSENSEÇ�"½SIMPÄÇ�Ì�ÄäqREQUEST SENSE×
Ä

• sense_len-¥àK{�ÝÃ�*��L�sense_data{LBÇSIMPÄÇ������f~vB�Ä
ÃHÕÕ���ÄÇk�Æ©ùShÄ

• resid, sense_resid-�*jâ�QÝSCSI sense(ÃFØÇ�Ç¢Ò4(Ã{��Ã��QÄjâ{�
j�Ç¢�åu?X4�/�?BÇO$hi
�®{<Y�Ã¾�Ç�jSCSI;�ìFIFO¥àK¥
{	�jÄÇ&~£���3ø,1�é�ÄÕqÄ{�QÇÇ¢��ú÷��0�

• tag_action-&~{)ü{«¡�Õ

• CAM_TAG_ACTION_NONE -/ÖX&~)ü

• MSG_SIMPLE_Q_TAG, MSG_HEAD_OF_Q_TAG, MSG_ORDERED_Q_TAG -���7h{)üfå
ÃD/sys/cam/scsi/scsi_message.hÄÖ�Éñ)ü¡nÇSIMPÄÇ������)ü�

ÿ®>F{/�\ö��Õ

�){��G/<45�,�{¿p�GÇhâ×
 �èï¥�XÌú¥�Õ

struct ccb_scsiio * csio = &ccb->csio;

if ((ccb_h->status & CAM_STATUS_MASK) != CAM_REQ_INPROG) {
xpt_done(ccb);
return;
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}

·¢�5�·¢{;�ìq\|Ñ÷÷Õ

if(ccb_h->target_id > OUR_MAX_SUPPORTED_TARGET_ID
|| cch_h->target_id == OUR_SCSI_CONTROLLERS_OWN_ID) {

ccb_h->status = CAM_TID_INVALID;
xpt_done(ccb);
return;

}
if(ccb_h->target_lun > OUR_MAX_SUPPORTED_LUN) {

ccb_h->status = CAM_LUN_INVALID;
xpt_done(ccb);
return;

}

l�I{·¢ÿ®>FÄ�{jâ�èÃ��#�{mG;�L�Ä��*·¢X�I{�È�SIMè
ïÇ�9�·¢��Ç�å{v*Ç(ÃCCBÇ>FCAMRCCB­c�è�1�hýÍ,~�Ç��/
,(ÃÙçÕ¥÷�CAM_SIMQ_RELEASE {ccbu�ÈSIMèï�d�Ç�*Ä�t�Ç�RCCB¦m
G;�LÃHCBÄÓzÇ?RÙ)��.�è�

struct xxx_hcb * hcb = allocate_hcb(softc, unit, bus);

if(hcb == NULL) {
softc->flags |= RESOURCE_SHORTAGE;
xpt_freeze_simq(sim, / * count * /1);
ccb_h->status = CAM_REQUEUE_REQ;
xpt_done(ccb);
return;

}

hcb->ccb = ccb; ccb_h->ccb_hcb = (void * )hcb;
ccb_h->status |= CAM_SIM_QUEUED;

,CCB¥
Rø)jâtmG;�L�5�4d�F·¢I{�Ç)üÇ�*4��	�Ç��{)ü
?è�SCSI)üfå�SIMPÄÇ���	¦÷÷NÛ÷½
$|Ñ{!L�"PÝ�3Z¤GZ 
#�

hcb->target = ccb_h->target_id; hcb->lun = ccb_h->target _lun;
generate_identify_message(hcb);
if( ccb_h->tag_action != CAM_TAG_ACTION_NONE )

generate_unique_tag_message(hcb, ccb_h->tag_action);
if( !target_negotiated(hcb) )

generate_negotiation_messages(hcb);

l�÷�SCSI×
�,1óCCB¥1õ«�U{0*�½×
{?ûÇYJ0*�CCB¥{á)�½�
×
¥àK,1Ý9óCCB¥ÝV~�b�5Ç�V<Y��b,1�5Ô®��Ý������mG
/���Ô®��ÇO$·¢�4R��Ý¦�Ô®���

XÔ#�{
+Õ/�Y4/,®~vtophys() uqÄ{Çb���O{Alpha�I�ÿÇ�êPCI÷÷
ÃÇ¢�ó3SCSI;�ì{LõjÄPÄÇ�5Alpha%è{,#�uÇÝ¦���S1vtobus() uq

Ä�[IMHO 
ØÜÇ\Õ{<jvtop() Zptobus() Ç
vtobus() �4Ç¢{;\µSÇYø)�Pz

õ�] ó>FÔ®��{<Y�Ç(ÃQ�çÕCAM_REQ_INVALID{CCB4,1{Çh�{PÄÇ�Ò
4�ø){�b�,�4YÇ¾�ÃPÄÇ�¥ah�XQ�G�H{Í�z)�Ä¥�ø�HAlpha�
½{Sh¡ä��*��Ô®����Ý¦ÝnóÃ���Çb�øS$iLÇO$·¢X�ø)�
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if(ccb_h->flags & CAM_CDB_POINTER) {
/ * CDB is a pointer * /
if(!(ccb_h->flags & CAM_CDB_PHYS)) {

/ * CDB�b4��{ * /
hcb->cmd = vtobus(csio->cdb_io.cdb_ptr);

} else {
/ * CDB�b4Ô®{ * /

#if defined(__alpha__)
hcb->cmd = csio->cdb_io.cdb_ptr | alpha_XXX_dmamap_or ;

#else
hcb->cmd = csio->cdb_io.cdb_ptr ;

#endif
}

} else {
/ * CDBóccb( ¥àK)¥ * /
hcb->cmd = vtobus(csio->cdb_io.cdb_bytes);

}
hcb->cmdlen = csio->cdb_len;

�ó4÷�jâ{��êÇ��'Ç,1óCCB¥1õ«�U{0*�½jâ?ûÇYJ0*�CCB¥
{á)�½�D�·¢ztjâ�Q{05�!;\{<Y4��jâ���Q{<YÕ

int dir = (ccb_h->flags & CAM_DIR_MASK);

if (dir == CAM_DIR_NONE)
goto end_data;

l�·¢5�jâó�Çchunk¥¤4óI±/ø¥ï,¥Ç?%4Ô®��¤4����SCSI;�ì,
���ÿ®�!jø�!�Ý{LL��*>FtHtYÇ!�·¢Ò(ÃFØ�·¢&~�Ç�O<

j(ÃCCBÇ?ó�Ç�0ÿ®HCBýÍáb���chunk{<j4PÄÇ�#�{Ç$ÿ·¢X��Ç
¢{-û"��é��� H¯�{û�,1k�SCSI×
(CDB)ÿ®{Ãc��*ìJ#�é��½
{�Ôh
ÝX,�"�Ç(ÃçÕCAM_REQ_INVALID4,1{�"�ÞÇ�ó{CAMSh¥��ý�
���&~I±/ø¥�Å�b�è��"�\Ç:I±��¥àK{<YÇCAM¥Y«<Y~ziõ�

int rv;

initialize_hcb_for_data(hcb);

if((!(ccb_h->flags & CAM_SCATTER_VALID)) {
/ * \Ç¥àK * /
if(!(ccb_h->flags & CAM_DATA_PHYS)) {

rv = add_virtual_chunk(hcb, csio->data_ptr, csio->dxfer _len, dir);
}

} else {
rv = add_physical_chunk(hcb, csio->data_ptr, csio->dxfe r_len, dir);

}
} else {

int i;
struct bus_dma_segment * segs;
segs = (struct bus_dma_segment * )csio->data_ptr;

if ((ccb_h->flags & CAM_SG_LIST_PHYS) != 0) {
/ * SGï,�b4Ô®{ * /
rv = setup_hcb_for_physical_sg_list(hcb, segs, csio->sg list_cnt);
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} else if (!(ccb_h->flags & CAM_DATA_PHYS)) {
/ * SG¥àK�b4��{ * /
for (i = 0; i < csio->sglist_cnt; i++) {

rv = add_virtual_chunk(hcb, segs[i].ds_addr,
segs[i].ds_len, dir);

if (rv != CAM_REQ_CMP)
break;

}
} else {

/ * SG¥àK�b4Ô®{ * /
for (i = 0; i < csio->sglist_cnt; i++) {

rv = add_physical_chunk(hcb, segs[i].ds_addr,
segs[i].ds_len, dir);

if (rv != CAM_REQ_CMP)
break;

}
}

}
if(rv != CAM_REQ_CMP) {

/ * �*ÄÕ��ê�chunk Ç·¢æ�add_ * _chunk() <j(Ã

* CAM_REQ_CMPÇ�*>FÔLÃÔõ	�ÝÔõchunks Ä

* �(ÃCAM_REQ_TOO_BIG,ÙÆ<Y�(ÃCAM_REQ_INVALID�

* /
free_hcb_and_ccb_done(hcb, ccb, rv);
return;

}
end_data:

�*YÇCCBXã�ä
ËzÇ·¢Ò��YÇfåthcbÕ

if(ccb_h->flags & CAM_DIS_DISCONNECT)
hcb_disable_disconnect(hcb);

�*;�ì�êq\��äqREQUEST SENSE×
Ç��ahRá)CAM_DIS_AUTOSENSE{���
ÉÇÇYø,1óCAM�ø:X.REQUEST SENSE����ÄREQUEST SENSE�

��{��/<4÷�§�ÇR·¢{hcb��ÉmG?(ÃÇ��{�¥äÿ®<jÃÝ§�ÿ®<
jÄqÄ�

ccb_h->timeout_ch = timeout(xxx_timeout, (caddr_t) hcb,
(ccb_h->timeout * hz) / 1000); / * RNÆÝ¦��Ij * /

put_hcb_into_hardware_queue(hcb);
return;

Y�4(ÃCCB{<j{�Ç,�"�Õ

static void
free_hcb_and_ccb_done(struct xxx_hcb * hcb, union ccb * ccb, u_int32_t status)
{

struct xxx_softc * softc = hcb->softc;

ccb->ccb_h.ccb_hcb = 0;
if(hcb != NULL) {

untimeout(xxx_timeout, (caddr_t) hcb, ccb->ccb_h.timeo ut_ch);
/ * ·¢�:8hcbÇO$ýÍáb¯��ÒX?óê * /
if(softc->flags & RESOURCE_SHORTAGE) {
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softc->flags &= ~RESOURCE_SHORTAGE;
status |= CAM_RELEASE_SIMQ;

}
free_hcb(hcb); / * 3�,�[�\ï,¥#øhcb * /

}
ccb->ccb_h.status = status |

(ccb->ccb_h.status & ~(CAM_STATUS_MASK|CAM_SIM_QUEUED ));
xpt_done(ccb);

}

• XPT_RESET_DEV -��SCSI�BUS DEVICE RESET�>åt÷÷

øê>\iCCB¥��jâ�QÇÙ¥!t|¡lU{kÞ�target_id��v�;�ìmGÇmG;�L
Ò4XPT_SCSI_IO>F¥�øú
OÃk�XPT_SCSI_IO>F{ÃcÄ?ú��t;�ìÇÝVÁý�
ÇtSCSI;�ì��RESET>åt÷÷ÇÝVYÇ>F,��4Xú|ÑÃ?(Ãç
ÕCAM_REQ_INVALIDÄ�
%>FqÄ�Çø){Ä�.ä
Ëz(disconnected){/Ö��ú¥�Ã,
�ó¥ä¾Ç¥Ä�


%ø){Ä�h�NÛó� �Ì¿�ÇO$Ç¢�,�ú8ø�ÝV8ø,�úÒÔÇO�X��

øø)RÌó��'/Ö�>F­cNÛ�

• XPT_RESET_BUS-��RESETfRtSCSI�"

CCB¥?X��kÞÇ��¡lU{kÞ4��5�èsim{�b)#{SCSI�"�

!B"�Ì���"ÞÄ�÷÷{SCSINÛÇ?(ÃçÕCAM_REQ_CMP�

ôh{"�"�ÞÌ�i� SCSI�"Ã,��� SCSI;�ìÄ?RÄ�ómGèï¥{Zä
Ëz
{�Jtúÿ®{CCB{qÄçÕ)��CAM_SCSI_BUS_RESET�4YøÕ

int targ, lun;
struct xxx_hcb * h, * hh;
struct ccb_trans_settings neg;
struct cam_path * path;

/ * SCSI�"� ,�Ì�Di��-ÇY«<Y�ah&~¥äÝ§�u5�

* � 4dqÄ�b�ê;\Ç·¢Y�"÷� iO�

* /
reset_scsi_bus(softc);

/ * ¿ïÄ��è{CCB * /
for(h = softc->first_queued_hcb; h != NULL; h = hh) {

hh = h->next;
free_hcb_and_ccb_done(h, h->ccb, CAM_SCSI_BUS_RESET);

}

/ * NÛ{Ã8øv*�{Ä�À�Ç·¢ç·YÇ� * /
neg.bus_width = 8;
neg.sync_period = neg.sync_offset = 0;
neg.valid = (CCB_TRANS_BUS_WIDTH_VALID

| CCB_TRANS_SYNC_RATE_VALID | CCB_TRANS_SYNC_OFFSET_VALID);

/ * ¿ïÄ�ä
Ëz{CCBZ�À{NÛÃHÕÕ�ÀØclean Ä * /
for(targ=0; targ <= OUR_MAX_SUPPORTED_TARGET; targ++) {

clean_negotiations(softc, targ);

164



❀❀129❀/~6¯0�SCSI;�ì

/ * �*,�ç·/G * /
if(xpt_create_path(&path, / * periph * /NULL,

cam_sim_path(sim), targ,
CAM_LUN_WILDCARD) == CAM_REQ_CMP) {

xpt_async(AC_TRANSFER_NEG, path, &neg);
xpt_free_path(path);

}

for(lun=0; lun <= OUR_MAX_SUPPORTED_LUN; lun++)
for(h = softc->first_discon_hcb[targ][lun]; h != NULL; h = hh) {

hh=h->next;
free_hcb_and_ccb_done(h, h->ccb, CAM_SCSI_BUS_RESET);

}
}

ccb->ccb_h.status = CAM_REQ_CMP;
xpt_done(ccb);

/ * ç·/G * /
xpt_async(AC_BUS_RESET, softc->wpath, NULL);
return;

RSCSI�"� *�<ju"�,�4ÇPÌ?ÇO��*/<ñê�FÇÇÌú§�<j*�!�{
ç·u­~�

• XPT_ABORT -¥��½{CCB

kÞóÉ\ccb{"¾�struct ccb_abort cab�¥�Q�Ù¥��{kÞ	ã�Õ

abort_ccb -�5ú¥�{ccb{�b

�*X|Ñ¥äÒ(ÃCAM_UA_ABORT�Y�4!B�"�YÇ®~{;40*Ç�[<Y�Ñ(
ÃCAM_UA_ABORT�

h
0*�4]t�"�YÇ>F�D�5�a~tSCSI/Ö{¥�Õ

struct ccb * abort_ccb;
abort_ccb = ccb->cab.abort_ccb;

if(abort_ccb->ccb_h.func_code != XPT_SCSI_IO) {
ccb->ccb_h.status = CAM_UA_ABORT;
xpt_done(ccb);
return;

}

l���ó·¢{èï¥ItYÇCCB�Y,1/,(»·¢Ä�mG;�Lï,Ç�I¦YÇCCB�
É{;�LuqÄÕ

struct xxx_hcb * hcb, * h;

hcb = NULL;

/ * ·¢"÷softc->first_hcb 4¦$�"�É{Ä�HCB{ï,>Ã£Ç

* Ýi�J�èVÿ®{�mGtóÿ®{Zä
Ëz{�J�

* /
for(h = softc->first_hcb; h != NULL; h = h->next) {

if(h->ccb == abort_ccb) {
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hcb = h;
break;

}
}

if(hcb == NULL) {
/ * ·¢{èï¥��Yø{CCB * /
ccb->ccb_h.status = CAM_PATH_INVALID;
xpt_done(ccb);
return;

}

hcb=found_hcb;

�ó·¢u���HCBh�{ÿ®çÕ�Ç,�ÝMóèï¥t�Vú��tSCSI�"ÇÝ$�tó�
Q¥ÇÝ.ä
Ëz?�V×
�*ÇÝV"�Þ.�mGqÄbß�ú�G)��qÄ��êhâ·

¢XÌ¦mG�	¿p�GÇ·¢RHCB)��¥�(aborted)ÇYø�*YÇHCB�ú��tSCSI�"
{�ÇSCSI;�ìRÌ�tYÇá)?!,Ç�

int hstatus;

/ * $ÿ�+��Ç<jÇ�����OÄ*b�&zYÇá)émG,D

* /
set_hcb_flags(hcb, HCB_BEING_ABORTED);

abort_again:

hstatus = get_hcb_status(hcb);
switch(hstatus) {
case HCB_SITTING_IN_QUEUE:

remove_hcb_from_hardware_queue(hcb);
/ * ���q * /

case HCB_COMPLETED:
/ * Y4�«;\{<Y * /
free_hcb_and_ccb_done(hcb, abort_ccb, CAM_REQ_ABORTED );
break;

�*CCB$�tó�Q¥Ç·¢�ÄÌ1ì«mG#�{0*�fRÉSCSI;�ìÇ/�Ç·¢æ�¥
�h�{�Q�SCSI;�ìÌ÷�SCSI ATTENTIONfRÇ?hø)éÙ�q/a���ABORT>å�
·¢�� §�Ç1hâø)XÌ{Ïzº��*×
X�óìÇ\®{�-Ç�10Æ�¥�Ç§�¾
ÇÒÌäq?� rÇSCSI�"���×
ÌóìÇ\®{�-�ú¥�ÇO$·¢�ó,1�R¥�
>F(ÃÇh*ÄÕqÄÇ?Rú¥�{CCB)��¥�Ãb¤��RÇ)��qÄÄ�

case HCB_BEING_TRANSFERRED:
untimeout(xxx_timeout, (caddr_t) hcb, abort_ccb->ccb_h .timeout_ch);
abort_ccb->ccb_h.timeout_ch =

timeout(xxx_timeout, (caddr_t) hcb, 10 * hz);
abort_ccb->ccb_h.status = CAM_REQ_ABORTED;
/ * �F;�ì¥�CCBÇl��	�Ç¥ä?*�

* /
if(signal_hardware_to_abort_hcb_and_stop(hcb) < 0) {

/ * �¼Ç·¢��Üz¦mG{¿p�GÇó·¢¥�

* YÇ/Ö��ÇÒX¬�"Çò�A�'

* ÃHÕÕX¬Øgetoff Ä* /
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goto abort_again;
}

break;

�*CCB �ä
Ëz{ï,¥Ç�RÇ÷��¥�>FÇ?ómGèï{�àRÇ­c�è�� §
�Ç?ç·¥�>FqÄ�

case HCB_DISCONNECTED:
untimeout(xxx_timeout, (caddr_t) hcb, abort_ccb->ccb_h .timeout_ch);
abort_ccb->ccb_h.timeout_ch =

timeout(xxx_timeout, (caddr_t) hcb, 10 * hz);
put_abort_message_into_hcb(hcb);
put_hcb_at_the_front_of_hardware_queue(hcb);
break;

}
ccb->ccb_h.status = CAM_REQ_CMP;
xpt_done(ccb);
return;

YÒ4��ABORT>F{\\Ç¦�¤��Ç¯����ABORT>å8øLUNÞÄ�tó�q¥{/
ÖÇ·¢��RLUNÞÄ�ÙÆÙÄ/Ö)��¥���ahó¥ä¾Ç¥qÄÇ%ó¥�/Ö���

RCCB¥�*�<ju"�,�4ÇiP{Ì?ÇO��*I/O/Ö§�YÇ<j�êú­~���{X
34§�/ÖR�§�>F(ÃçÕCAM_CMD_TIMEOUT��4XPT_ABORT{caseªéÒÌiBÇ4
�ÁYøÕ

case XPT_ABORT:
struct ccb * abort_ccb;
abort_ccb = ccb->cab.abort_ccb;

if(abort_ccb->ccb_h.func_code != XPT_SCSI_IO) {
ccb->ccb_h.status = CAM_UA_ABORT;
xpt_done(ccb);
return;

}
if(xxx_abort_ccb(abort_ccb, CAM_REQ_ABORTED) < 0)

/ * no such CCB in our queue * /
ccb->ccb_h.status = CAM_PATH_INVALID;

else
ccb->ccb_h.status = CAM_REQ_CMP;

xpt_done(ccb);
return;

• XPT_SET_TRAN_SETTINGS -�*÷�SCSI�Q÷�{�

óÉ\ccb{"¾�struct ccb_trans_setting cts�¥�Q{kÞÕ

• valid - ÙhÇ�+ahÍc�J÷�Õ

• CCB_TRANS_SYNC_RATE_VALID -3Z�Q¤G

• CCB_TRANS_SYNC_OFFSET_VALID -3Z #

• CCB_TRANS_BUS_WIDTH_VALID -�"PÝ

• CCB_TRANS_DISC_VALID -÷�é~/¢~ä
Ëz

• CCB_TRANS_TQ_VALID -÷�é~/¢~Q)ü{\è
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• flags-�Ü\I�ÄÇÜÃkÞZ�v*)#�ÜÃkÞ�Õ

• CCB_TRANS_DISC_ENB-é~ä
Ëz

• CCB_TRANS_TAG_ENB -é~Q)ü{\è

• �v*�Õ

• CCB_TRANS_CURRENT_SETTINGS -�#h�{NÛ

• CCB_TRANS_USER_SETTINGS-�Ôæ�{~��

• sync_period, sync_offset-��:{Ç�*sync_offset==0�>F3ZÜ*

• bus_width -�"QPÇ1 �Ã
X4	�Ä

HHHÕÕÕ: k�Æ©ZÍh

|ÑÜ�NÛkjÇ~�÷�Zh�÷��~�÷�óSIMPÄÇ�¥"�Þ~zXõÇY/��4�¡
�?ÇØÞ�?ûÃ?ó1�Á�ÄÙ��kj{�JÌ<�÷�~�kj?XÌs�­cNÛ�Q¤

G�bhSCSI;�ìNÛ�ÇÇ��{ÏX�÷�°�~�kj{�ÇO$Ç"�Þ4Þ!�

h�÷�Çt�ÙÖ	Ä+Ç�h�{��#Ç¢?�ø��'�Q���­cNÛkj���'ÇY

J�new current settings�?��ú"½���~�÷÷ÞÇÇ¢�4~*NÛ{å)Z½�$iÇÇ¢
��ISCSI;�ì{"��Å!�Õ¾�Ç�*SCSI;�ì�8 �"Ç
>F�F÷�16 �QÇ�ó
��É÷÷�kj��ú����R�8 �

�Ç��Õ?{¯�Ò4�"PÝZ3ZÜÇkj4bé�ø){
Ó{Ç
ä
ËzZé~)üÜÇ

kj4bé�lun
Ó{�

OF{"�4âÑ3�NÛkjÃ�"PÝZ3Z�QÄÕ

• user -~�{��Ç�Þ

• current -"�	H{�J

• goal -/,÷��current�kjÄ>F{�J

Sh�åu4Õ

struct ccb_trans_settings * cts;
int targ, lun;
int flags;

cts = &ccb->cts;
targ = ccb_h->target_id;
lun = ccb_h->target_lun;
flags = cts->flags;
if(flags & CCB_TRANS_USER_SETTINGS) {

if(flags & CCB_TRANS_SYNC_RATE_VALID)
softc->user_sync_period[targ] = cts->sync_period;

if(flags & CCB_TRANS_SYNC_OFFSET_VALID)
softc->user_sync_offset[targ] = cts->sync_offset;

if(flags & CCB_TRANS_BUS_WIDTH_VALID)
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softc->user_bus_width[targ] = cts->bus_width;

if(flags & CCB_TRANS_DISC_VALID) {
softc->user_tflags[targ][lun] &= ~CCB_TRANS_DISC_ENB;
softc->user_tflags[targ][lun] |= flags & CCB_TRANS_DISC _ENB;

}
if(flags & CCB_TRANS_TQ_VALID) {

softc->user_tflags[targ][lun] &= ~CCB_TRANS_TQ_ENB;
softc->user_tflags[targ][lun] |= flags & CCB_TRANS_TQ_E NB;

}
}
if(flags & CCB_TRANS_CURRENT_SETTINGS) {

if(flags & CCB_TRANS_SYNC_RATE_VALID)
softc->goal_sync_period[targ] =

max(cts->sync_period, OUR_MIN_SUPPORTED_PERIOD);
if(flags & CCB_TRANS_SYNC_OFFSET_VALID)

softc->goal_sync_offset[targ] =
min(cts->sync_offset, OUR_MAX_SUPPORTED_OFFSET);

if(flags & CCB_TRANS_BUS_WIDTH_VALID)
softc->goal_bus_width[targ] = min(cts->bus_width, OUR_ BUS_WIDTH);

if(flags & CCB_TRANS_DISC_VALID) {
softc->current_tflags[targ][lun] &= ~CCB_TRANS_DISC_E NB;
softc->current_tflags[targ][lun] |= flags & CCB_TRANS_D ISC_ENB;

}
if(flags & CCB_TRANS_TQ_VALID) {

softc->current_tflags[targ][lun] &= ~CCB_TRANS_TQ_ENB ;
softc->current_tflags[targ][lun] |= flags & CCB_TRANS_T Q_ENB;

}
}
ccb->ccb_h.status = CAM_REQ_CMP;
xpt_done(ccb);
return;

$�h��'�ÿ®I/O>F�ÇÇÌ5�Ù4d��­cNÛÇ¾�/,®~<
jtarget_negotiated(hcb)�Ç,1��"�Õ

int
target_negotiated(struct xxx_hcb * hcb)
{

struct softc * softc = hcb->softc;
int targ = hcb->targ;

if( softc->current_sync_period[targ] != softc->goal_sy nc_period[targ]
|| softc->current_sync_offset[targ] != softc->goal_syn c_offset[targ]
|| softc->current_bus_width[targ] != softc->goal_bus_w idth[targ] )

return 0; / * FALSE * /
else

return 1; / * TRUE * /
}

­cNÛYJ��Ç�*���3��Éh�Zø{(goal)kjÇYøé�1�{I/O/Öh�Zø{kj
R#3Ç%target_negotiated() Ì(ÃTRUE�hð)��Ãóxxx_attach() ¥Äh�NÛ���ú
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ð)��!$3ZÜ*Çø{Zh����úð)��;�ìÄ|Ñ{!L��ÃHÕÕÆ©,��

ØÇ$ÿ��Ä

• XPT_GET_TRAN_SETTINGS -ÜzSCSI�Q÷�{�

$v*�XPT_SET_TRAN_SETTINGS{�v*�~/,á
)CCB_TRANS_CURRENT_SETTINGSÝCCB_TRANS_USER_SETTINGSÃ�*3�÷����PÄÇ
�(Ãh�÷�ÄÄ>F
z{jâ�ßCCB"¾�struct ccb_trans_setting cts�.

•

XPT_CALC_GEOMETRY -�®�c{\öÃBIOSÄ�è(geometry)

kÞóÉ\ccb{"¾�struct ccb_calc_geometry ccg�¥�QÕ

• block_size-Q�Ç1	��{LLBÃ�Á�×KÄ

• volume_size-Q�Ç1	��{òLB

• cylinders -QñÇ\öÎÁ

• heads-QñÇ\ö�>

• secs_per_track-QñÇ��w{\ö×K

�*(Ã{�è¦SCSI;�ìBIOSÄ.6{�/iLÇ?%SCSI;�ìÞ{�cú*�,Zs{Ç�ø
:,�Ã�éÄ�,aic7xxxPÄÇ�¥!R{�n�®+¾Õ

struct ccb_calc_geometry * ccg;
u_int32_t size_mb;
u_int32_t secs_per_cylinder;
int extended;

ccg = &ccb->ccg;
size_mb = ccg->volume_size

/ ((1024L * 1024L) / ccg->block_size);
extended = check_cards_EEPROM_for_extended_geometry(s oftc);

if (size_mb > 1024 && extended) {
ccg->heads = 255;
ccg->secs_per_track = 63;

} else {
ccg->heads = 64;
ccg->secs_per_track = 32;

}
secs_per_cylinder = ccg->heads * ccg->secs_per_track;
ccg->cylinders = ccg->volume_size / secs_per_cylinder;
ccb->ccb_h.status = CAM_REQ_CMP;
xpt_done(ccb);
return;

YÉñê�Ä�4Ç°h�®�v��½BIOS{pP(quirk)��*BIOS��
Ø0�÷�EEPROM¥
{�extended translation�á)Ç�$á)/�ah"½��1�ÙÆ�q�è�Õ

128 heads, 63 sectors - Symbios ;�ì

16 heads, 63 sectors - �*;�ì

�Jø:BIOSZSCSI BIOSÌ#�¿pÇ��X½Ç¾�Symbios 875/895 SCSIZPhoenix BIOS{�\ó
ø:���ÌÉñ�è128/63Ç
h¥éÄÝ�éÄ�Ì4255/63�
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• XPT_PATH_INQ -4»¯®Ç¦é��ÇÜzSIMPÄÇ�ZSCSI;�ìÃ�Á�HBA - Ìå�"7{
ìÄ{�u�

�uóÉ\ccb{"¾�struct ccb_pathinq cpi�¥(ÃÕ

• version_num - SIMPÄÇ�RÇh�Ä�PÄÇ�&~1

• hba_inquiry -;�ìÄ|Ñ�u{ ÙhÕ

• PI_MDP_ABLE -|ÑMDP>åÃu�SCSI3{�JÀÜ?Ä

• PI_WIDE_32 -|Ñ32 PSCSI

• PI_WIDE_16 -|Ñ16 PSCSI

• PI_SDTR_ABLE -,1NÛ3Z�Q¤G

• PI_LINKED_CDB -|ÑÓz{×


• PI_TAG_ABLE -|ÑQ)ü{×


• PI_SOFT_RST -|Ñ��  
Ãm� Z�� óSCSI�"¥4�Ý{Ä

• target_sprt -ø)Ü*|Ñ{á)Ç�*X|Ñ��0

• hba_misc -;�ì�uì1Õ

• PIM_SCANHILO -,°IDt�ID{�"·Ã

• PIM_NOREMOVE -,#ø÷÷XÝió·Ã�ï

• PIM_NOINITIATOR -X|Ñ�åVnº

• PIM_NOBUSRESET -~�¢~ð)BUS RESET

• hba_eng_cnt -�³{HBAZ9�jÇ¦¸À��{�JÀÜÇh��4��0

• vuhba_flags -ØaÛ��{á)Çh��~

• max_target -!L|Ñ{ø)IDÃé8 �"�7Ç16 �"�15Ç��/w�127Ä

• max_lun -!L|Ñ{LUN IDÃév�{SCSI;�ì�7Çvc{�63Ä

• async_flags -�ã{IZÿ®<j{ ÙhÇh��~

• hpath_id -�ø:¥!°{4»IDÇh��~

• unit_number -;�ì\ÃRÇcam_sim_unit(sim)

• bus_id -�"RÇcam_sim_bus(sim)

• initiator_id -;�ì��{SCSI ID

• base_transfer_speed -IZ$�Q{ÖB�Q¤GÇ1KB/s�Çé�SCSI��3300

• sim_vid - SIMPÄÇ�{ØaÛIDÇ10�e{	n�ÇÝ9��0ó�{!L�Ý�SIM_IDLEN

• hba_vid - SCSI;�ì{ØaÛIDÇ10�e{	n�ÇÝ9��0ó�{!L�Ý�HBA_IDLEN

• dev_name -÷÷PÄÇ�Ö	Ç10��{	n�ÇÝ9��0ó�{!L�Ý�DEV_IDLENÇ�
�cam_sim_name(sim)

÷�	n�	ã{OF0�4&~strncpyÇ�Õ

strncpy(cpi->dev_name, cam_sim_name(sim), DEV_IDLEN);

÷�YJ��RçÕ÷��CAM_REQ_CMPÇ?RCCB)��qÄ�
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12.3SSS®®®

static void xxx_poll ( struct cam_sim *sim );

❀S®<j~�h¥ä�ø:Xå*~�Ã¾�Çø:ÿdÝtó
Oø:ÝûÄÜ�¥ä�CAM�ø:
ó®~S®<j�÷�7h{¥äÿ/�O$ÇÄ�)\\{�4®~¥ä¾ÇÃÝÙÆ0�ÇS®¾Ç

u�q"�Ä*,
¥ä¾Ç�4®~S®¾ÇÄ�������If&Añ�Ç\Õ{<ju�ÚY4�
�X3{®~Õ½�xxx_poll ¾ÇR�ècam_sim{�b*�kÞÇ
PCI¥ä¾Ç�LÊ/Õ½R{4�
5�èxxx_softc{�bÇISA¥ä¾Ç�4R÷÷RÇO$S®¾Ç�Ä�åu4Õ

static void
xxx_poll(struct cam_sim * sim)
{

xxx_intr((struct xxx_softc * )cam_sim_softc(sim)); / * for PCI device * /
}

❀or

static void
xxx_poll(struct cam_sim * sim)
{

xxx_intr(cam_sim_unit(sim)); / * for ISA device * /
}

12.4IIIZZZ///GGG
❀�*OÁêIZ/GÃ®Ç�ah½BÃ®<j�

static void
ahc_async(void * callback_arg, u_int32_t code, struct cam_path * path, void * arg)

• callback_arg -Õ~Ã®�
Ø{�

• code -)#/G¡n

• path -)#/G*~�ÙÞ{÷÷

• arg -/G�½{kÞ

❀\�¡n/G{"�ÇAC_LOST_DEVICEÇ�åu��Õ

struct xxx_softc * softc;
struct cam_sim * sim;
int targ;
struct ccb_trans_settings neg;

sim = (struct cam_sim * )callback_arg;
softc = (struct xxx_softc * )cam_sim_softc(sim);
switch (code) {
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case AC_LOST_DEVICE:
targ = xpt_path_target_id(path);
if(targ <= OUR_MAX_SUPPORTED_TARGET) {

clean_negotiations(softc, targ);
/ * send indication to CAM * /
neg.bus_width = 8;
neg.sync_period = neg.sync_offset = 0;
neg.valid = (CCB_TRANS_BUS_WIDTH_VALID

| CCB_TRANS_SYNC_RATE_VALID | CCB_TRANS_SYNC_OFFSET_VALID);
xpt_async(AC_TRANSFER_NEG, path, &neg);

}
break;

default:
break;

}

12.5¥¥¥äää
❀¥ä¾Ç{h#¡n�v�SCSI;�ìÄËzt{i��"{¡nÃPCIÇISA��Ä�

❀SIMPÄÇ�{¥ä¾Çäqó¥äÿ/splcamÞ�O$ahóPÄÇ�¥&~splcam() u3Z¥ä¾Ç

¦PÄÇ���\I{ÙÄÃé���úõÿ®ì{PÄÇ�Ç/<Í��UÇb$ÿ·¢�QY«<

YÄ�ý©l¥{�Sh;\��Qê3Z¯��"�Sh�½X��QÇ¢��Çvþ{Í�Ò4ó�

�ÙÆ¾Ç{�=�ÿ÷splcam() Ç?ó(Ã�RÇ� Ç,
~�ÇL{ø�Kâ�Ç¢��êhâ¥

äÿ/�4ÌúÁ�Ç,1½B�ÇÝã<jÇ�Õ

static void
xxx_action(struct cam_sim * sim, union ccb * ccb)
{

int s;
s = splcam();
xxx_action1(sim, ccb);
splx(s);

}

static void
xxx_action1(struct cam_sim * sim, union ccb * ccb)
{

... process the request ...
}

❀Y«0�;\
%HæÇbÇ?ó{¯�4¥ä,�Ìú�¬#éi�{/GÇYÌéø:u��	�

Ák/���0ÁÇspl() <j��#h°{�i
=ÇO$LÞiB{ø�K,��XP�

❀¥ä¾Çÿ®{<YZÙ¥û�Î­�v�mG�·¢�D��n(typical)�<Y�

❀D�Ç·¢5��"Þ4d±têSCSI� Ã,��3�SCSI�"Þ{��SCSI;�ìZåÄ��*Y
ø·¢¿ïÄ��è{Zä
Ëz{>FÇç·/G?­cð)�·¢{SCSI;�ì�ð)�Ï-;�ì
XÌ�ñ��Ç� ÇYé·¢�I­�Çd�3�SCSI�"Þ{ÜÇ;�ì,�Ì��uÃ�� �
V�;�ì�×FØ/�å{<Y,1ó3��0�qÿ®ÇbY,�����RESETfRtSCSI�"u�
 ¦SCSI÷÷{ËzçÕ�
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int fatal=0;
struct ccb_trans_settings neg;
struct cam_path * path;

if( detected_scsi_reset(softc)
|| (fatal = detected_fatal_controller_error(softc)) ) {

int targ, lun;
struct xxx_hcb * h, * hh;

/ * ¿ïÄ��è{CCB * /
for(h = softc->first_queued_hcb; h != NULL; h = hh) {

hh = h->next;
free_hcb_and_ccb_done(h, h->ccb, CAM_SCSI_BUS_RESET);

}

/ * �ç·{NÛ{�À� * /
neg.bus_width = 8;
neg.sync_period = neg.sync_offset = 0;
neg.valid = (CCB_TRANS_BUS_WIDTH_VALID

| CCB_TRANS_SYNC_RATE_VALID | CCB_TRANS_SYNC_OFFSET_VALID);

/ * ¿ïÄ�ä
Ëz{CCBZ�ÀNÛ * /
for(targ=0; targ <= OUR_MAX_SUPPORTED_TARGET; targ++) {

clean_negotiations(softc, targ);

/ * report the event if possible * /
if(xpt_create_path(&path, / * periph * /NULL,

cam_sim_path(sim), targ,
CAM_LUN_WILDCARD) == CAM_REQ_CMP) {

xpt_async(AC_TRANSFER_NEG, path, &neg);
xpt_free_path(path);

}

for(lun=0; lun <= OUR_MAX_SUPPORTED_LUN; lun++)
for(h = softc->first_discon_hcb[targ][lun]; h != NULL; h = hh) {

hh=h->next;
if(fatal)

free_hcb_and_ccb_done(h, h->ccb, CAM_UNREC_HBA_ERROR) ;
else

free_hcb_and_ccb_done(h, h->ccb, CAM_SCSI_BUS_RESET);
}

}

/ * ç·/G * /
xpt_async(AC_BUS_RESET, softc->wpath, NULL);

/ * ­cð)�,��iõ�-ÇY«<Y�ah���¥ä�fR

* �+ð)�dqÄÇÝó§��5� - b�ê;\·¢"÷

* ð)�]{iO

* /
if(!fatal) {

reinitialize_controller_without_scsi_reset(softc);
} else {
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reinitialize_controller_with_scsi_reset(softc);
}
schedule_next_hcb(softc);
return;

}

❀�*¥äX4�;�ì)�{�GZå{Ç�i,�h�mG;�Lñ�ê¯���v�mGÇ,��

:HCB#�{/GÇ$ÿ·¢�+X�DÇ¢�l�·¢IÛYÇHCB�	ê��Õ

struct xxx_hcb * hcb, * h, * hh;
int hcb_status, scsi_status;
int ccb_status;
int targ;
int lun_to_freeze;

hcb = get_current_hcb(softc);
if(hcb == NULL) {

/ * ÝV¿�(stray) {¥äÇÝVìJÀÜÎ­FØÇ

* ÝVY4mG#�{ìJÀÜ

* /
�q��{ÿ®;
return;

}

targ = hcb->target;
hcb_status = get_status_of_current_hcb(softc);

❀D�·¢5�HCB4dqÄÇ�*qÄ·¢Ò5�(Ã{SCSIçÕ�

if(hcb_status == COMPLETED) {
scsi_status = get_completion_status(hcb);

❀l��YÇçÕ4d¦REQUEST SENSE×
��Ç�*���;\�ÿ®��Ç�

if(hcb->flags & DOING_AUTOSENSE) {
if(scsi_status == GOOD) { / * autosense ÄÕ * /

hcb->ccb->ccb_h.status |= CAM_AUTOSNS_VALID;
free_hcb_and_ccb_done(hcb, hcb->ccb, CAM_SCSI_STATUS_ ERROR);

} else {
autosense_failed:

free_hcb_and_ccb_done(hcb, hcb->ccb, CAM_AUTOSENSE_FA IL);
}
schedule_next_hcb(softc);
return;

}

❀d�×
�ü.²qÄÇ²ÍõÕ?Å8óû�Þ��*YÇCCB��¢~auto-sense?%×
Ë
3sensejâ�½Ç�äqREQUEST SENSE×
zB�Jjâ�

hcb->ccb->csio.scsi_status = scsi_status;
calculate_residue(hcb);

if( (hcb->ccb->ccb_h.flags & CAM_DIS_AUTOSENSE)==0
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&& ( scsi_status == CHECK_CONDITION
|| scsi_status == COMMAND_TERMINATED) ) {

/ * éÄauto-SENSE * /
hcb->flags |= DOING_AUTOSENSE;
setup_autosense_command_in_hcb(hcb);
restart_current_hcb(softc);
return;

}
if(scsi_status == GOOD)

free_hcb_and_ccb_done(hcb, hcb->ccb, CAM_REQ_CMP);
else

free_hcb_and_ccb_done(hcb, hcb->ccb, CAM_SCSI_STATUS_ ERROR);
schedule_next_hcb(softc);
return;

}

❀a�NÛ/G{�Ç�n/<Õ,SCSIø)ÃÃI·¢{NÛèCÝ�ø)�å{ÄzBt{NÛ>
åÇÝø)Ã�NÛÃáý·¢{NÛ>åÝXÃIÇ¢Ä�

switch(hcb_status) {
case TARGET_REJECTED_WIDE_NEG:

/ * Á�t8-bit �" * /
softc->current_bus_width[targ] = softc->goal_bus_widt h[targ] = 8;
/ * ç·/G * /
neg.bus_width = 8;
neg.valid = CCB_TRANS_BUS_WIDTH_VALID;
xpt_async(AC_TRANSFER_NEG, hcb->ccb.ccb_h.path_id, &n eg);
continue_current_hcb(softc);
return;

case TARGET_ANSWERED_WIDE_NEG:
{

int wd;

wd = get_target_bus_width_request(softc);
if(wd <= softc->goal_bus_width[targ]) {

/ * ,zI{ÃI * /
softc->current_bus_width[targ] =
softc->goal_bus_width[targ] = neg.bus_width = wd;

/ * ç·/G * /
neg.valid = CCB_TRANS_BUS_WIDTH_VALID;
xpt_async(AC_TRANSFER_NEG, hcb->ccb.ccb_h.path_id, &n eg);

} else {
prepare_reject_message(hcb);

}
}
continue_current_hcb(softc);
return;

case TARGET_REQUESTED_WIDE_NEG:
{

int wd;

wd = get_target_bus_width_request(softc);

176



❀❀129❀/~6¯0�SCSI;�ì

wd = min (wd, OUR_BUS_WIDTH);
wd = min (wd, softc->user_bus_width[targ]);

if(wd != softc->current_bus_width[targ]) {
/ * �"PÝ�#ê * /
softc->current_bus_width[targ] =
softc->goal_bus_width[targ] = neg.bus_width = wd;

/ * ç·/G * /
neg.valid = CCB_TRANS_BUS_WIDTH_VALID;
xpt_async(AC_TRANSFER_NEG, hcb->ccb.ccb_h.path_id, &n eg);

}
prepare_width_nego_rsponse(hcb, wd);

}
continue_current_hcb(softc);
return;

}

❀l�·¢~¦�Á#3{þÍ�ÿ®auto-senseÏ-,�ñ�{�[FØ�d�Ç·¢ò�'��û��

if(hcb->flags & DOING_AUTOSENSE)
goto autosense_failed;

switch(hcb_status) {

❀·¢�D{��/G4�½Ï{Ëzä
ÇYÇ/GóABORTÝBUS DEVICE RESET>å��ú�*4
t�{ÇÙÆ<Y�4:t�{�

case UNEXPECTED_DISCONNECT:
if(requested_abort(hcb)) {

/ * ¥�k/ø)ZLUNÞ{Ä�×
ÇO$R�Çø)ZLUNÞ{

* Ä�ä
Ëz{HCB�)��¥�

* /
for(h = softc->first_discon_hcb[hcb->target][hcb->lun ];

h != NULL; h = hh) {
hh=h->next;
free_hcb_and_ccb_done(h, h->ccb, CAM_REQ_ABORTED);

}
ccb_status = CAM_REQ_ABORTED;

} else if(requested_bus_device_reset(hcb)) {
int lun;

/ * � k/�Çø)Þ{Ä�×
ÇO$R�Çø)ZLUNÞ{

* Ä�ä
Ëz{HCB)��� 

* /

for(lun=0; lun <= OUR_MAX_SUPPORTED_LUN; lun++)
for(h = softc->first_discon_hcb[hcb->target][lun];

h != NULL; h = hh) {
hh=h->next;
free_hcb_and_ccb_done(h, h->ccb, CAM_SCSI_BUS_RESET);

}
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/ * ��/G * /
xpt_async(AC_SENT_BDR, hcb->ccb->ccb_h.path_id, NULL) ;

/ * Y4CAM_RESET_DEV>FýüÇÇqÄê * /
ccb_status = CAM_REQ_CMP;

} else {
calculate_residue(hcb);
ccb_status = CAM_UNEXP_BUSFREE;
/ * request the further code to freeze the queue * /
hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to_freeze = hcb->lun;

}
break;

❀�*ø)áýzI)üÇ·¢Ò/�CAMÇ?(Ã$LUN{Ä�×
Õ

case TAGS_REJECTED:
/ * ç·/G * /
neg.flags = 0 & ~CCB_TRANS_TAG_ENB;
neg.valid = CCB_TRANS_TQ_VALID;
xpt_async(AC_TRANSFER_NEG, hcb->ccb.ccb_h.path_id, &n eg);

ccb_status = CAM_MSG_REJECT_REC;
/ * >F�Á{ShÈ�èï * /
hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to_freeze = hcb->lun;
break;

❀l�·¢5��JÙÆ<YÇÿ®(processing)äýÞ�!�÷�CCBçÕÕ

case SELECTION_TIMEOUT:
ccb_status = CAM_SEL_TIMEOUT;
/ * request the further code to freeze the queue * /
hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to_freeze = CAM_LUN_WILDCARD;
break;

case PARITY_ERROR:
ccb_status = CAM_UNCOR_PARITY;
break;

case DATA_OVERRUN:
case ODD_WIDE_TRANSFER:

ccb_status = CAM_DATA_RUN_ERR;
break;

default:
/ *1/~0�ÿ®Ä�ÙÆFØ * /
ccb_status = CAM_REQ_CMP_ERR;
/ * >F�Á{ShÈ�èï * /
hcb->ccb->ccb_h.status |= CAM_DEV_QFRZN;
lun_to_freeze = CAM_LUN_WILDCARD;
break;

}

178



❀❀129❀/~6¯0�SCSI;�ì

❀l�·¢5�4dFØÎ­t��È�Q�èïÇ�tÇztÿ®0,�ÈÇ�*4Yø��ÒYøu

ÿ®Õ

if(hcb->ccb->ccb_h.status & CAM_DEV_QFRZN) {
/ * È�èï * /
xpt_freeze_devq(ccb->ccb_h.path, / * count * /1);

* / * ­c�èYÇø)/LUN{Ä�×
ÇRÇ¢(ÃCAM* /

for(h = softc->first_queued_hcb; h != NULL; h = hh) {
hh = h->next;

if(targ == h->targ
&& (lun_to_freeze == CAM_LUN_WILDCARD || lun_to_freeze == h->lun) )

free_hcb_and_ccb_done(h, h->ccb, CAM_REQUEUE_REQ);
}

}
free_hcb_and_ccb_done(hcb, hcb->ccb, ccb_status);
schedule_next_hcb(softc);
return;

❀YÝi/~¥äÿ®Ç¦��½ÿ®ì,���ìJ��ÿ®�

12.6FFFØØØ������
❀h�qI/O>F�iõ/<,�ñF�,1óCCBçÕ¥:�-¦�ç·FØÆO�&~{¾�±Y�ý
©l¥��êqråD$ÿÉñé�nFØ�G{OF/a{�Ç��Õ

• CAM_RESRC_UNAVAIL -ìJýÍö�X,~Ç?%hÙ#�,~�SIMPÄÇ�X��	/G�Y«
ýÍ{�Ç¾�Ò4ìJ;�ì�\mGýÍÇhÙ,~�;�ìXÌ�Ù�	¥ä�

• CAM_UNCOR_PARITY -�	X,Á�{ÛSDèFØ

• CAM_DATA_RUN_ERR -jâiDÝ�½Ï{jâçÕ(phase)Ãsó��Ç05Þ
X
4CAM_DIR_MASK�½{05ÄÇÝé�P�Qñ�Ûj�Q�Ý

• CAM_SEL_TIMEOUT -�	 
§�Ãø)X/aÄ

• CAM_CMD_TIMEOUT -�	×
§�Ã§�<jäqÄ

• CAM_SCSI_STATUS_ERROR-÷÷(Ã{FØ

• CAM_AUTOSENSE_FAIL -÷÷(Ã{FØ%REQUEST SENSE×
�½

• CAM_MSG_REJECT_REC -BtMESSAGE REJECT>å

• CAM_SCSI_BUS_RESET-BtSCSI�"� 

• CAM_REQ_CMP_ERR -ñ��X,�(impossible)�SCSIçÕ(phase)ÝVÙÆ�I/<ÇÝV�*��
Z{fåX,~��4/~FØ

• CAM_UNEXP_BUSFREE -ñ��½Ï{ä
Ëz

• CAM_BDR_SENT - BUS DEVICE RESET>åú��tø)

• CAM_UNREC_HBA_ERROR -X,Á�{Ìå�"7{ìFØ
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• CAM_REQ_TOO_BIG ->Fé�;�ìÔL

• CAM_REQUEUE_REQ -$>Fahú­c�è1âÑ/Ö{'�u�Y�n�ñ�ó�ï�
/ÕSIM#/ñêahÈ�èï{FØÇ?%��ósimÿ/ÞRø){ÙÆ�è>F8ÃtXPTèï�
YJFØ{�n<Y� 
§��×
§�ZÙÆ¡�<Y�YJ<Y�ñ¯�{×
(ÃçÕu�+

FØÇ$×
ZÙÆ¤��ú��t�"{×
ú­c�è�

• CAM_LUN_INVALID - SCSI;�ìX|Ñ>F¥{LUN ID

• CAM_TID_INVALID - SCSI;�ìX|Ñ>F¥{ø)ID

12.7§§§���ÿÿÿ®®®
❀hHCB{§�Ïw�Ç>FÒahú¥�ÇÒ4ÿ®XPT_ABORT>F�ø���K/ó�ú¥�{>F
{(ÃçÕah�CAM_CMD_TIMEOUT
X4CAM_REQ_ABORTEDÃYÒ4���¥�{"�!P�
<juqÄÄ�b¤��Ç,�{¯�Õ�*¥�>F��ñêf&��ÍÚY«<Y�ah� SCSI�
"ÇÒ4ÿ®XPT_RESET_BUS>F�øÃ?%RÙ"��<jÇ,ÜÇ�0®~{.��7~�Y
�Ä�
%�*÷÷� >Fñê¯�Ç·¢ah� rÇSCSI�"�O$!ª§�<j�åu4�Áø
�Õ

static void
xxx_timeout(void * arg)
{

struct xxx_hcb * hcb = (struct xxx_hcb * )arg;
struct xxx_softc * softc;
struct ccb_hdr * ccb_h;

softc = hcb->softc;
ccb_h = &hcb->ccb->ccb_h;

if(hcb->flags & HCB_BEING_ABORTED
|| ccb_h->func_code == XPT_RESET_DEV) {

xxx_reset_bus(softc);
} else {

xxx_abort_ccb(hcb->ccb, CAM_CMD_TIMEOUT);
}

}

❀h·¢¥��Ç>F�Ç3�ø)/LUN{Ä�ÙÆä
Ëz{>F�Ìú¥��O$ñ�ê�Ç¯�Ç
·¢ah(ÃÇ¢{çÕCAM_REQ_ABORTED¤4CAM_CMD_TIMEOUTÚh�{PÄÇ�&
~CAM_CMD_TIMEOUT�Y�åun\\öÇO��*�Ç>F§�Ç�,�÷÷ñ�êìJ{hiü
{/<ÇO$�*Ç¢��úvO�Ç¢��ah§��
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USB÷÷÷÷÷÷
U*ÕNick Hibma.���C~ÕMurray Stokely. HÕspellar @SMTH.

13.1;;;���
❀/~�q�"(USB)4R÷÷ËztÇ|�®å{�«c0���"�èBñêv5/f{�ºÇ?%Ù

�ßI�Dtê÷÷tÅL���Z��¦host�qÍõb�{�"�éUSB{|ÑÝ9óh�Ä�_¡
¥,O$óc£��{PC¥Ñ,~�°*(Apple)Z��QUSB{iMacémG��Û	�Æ¢USBÇý{÷÷
4�ÇiL{í¹��u{PC�)�½PCÞ{Ä��Ëzìah��ÇÝõÇUSBËzìRSÇ
Ø/~
{ý�ý~�Å�éUSBmG{|ÑóNetBSD{#h�ÏÒ�êÇÇ4�Lennart Augustsson�NetBSD1ø

�{�Sh.²ú#�tFreeBSDÞÇ·¢ø���ø�Ç��á0Sh�éUSB�ø:{"�u�Ç�
õUSB{�ui­��

❀Lennart Augustsson...²²²qqqÄÄÄêêêNetBSD111øøø¥¥¥USB|||ÑÑÑ{{{LLL\\\III"""���������III¡¡¡\\\YYY111ÓÓÓ***ÞÞÞ¯̄̄|||{{{ÓÓÓ
***���������III¡¡¡\\\ArdyZZZDirk éééýýý©©©¶¶¶{{{µµµXXXZZZDDDééé���

• ÷÷�zËzt�®åÞ{à=ÇÝVËztÁ�ø¥ì{÷÷ÇoÄdn÷÷�è�

• ÷÷,óäq�ËzÝä
�

• ÷÷,1�å�ü?þ�hostø:{­c=�äq�

• ��÷÷,��"Ø�ÇO$host�G��Ë��Çø¥ì{�Í½®�

• X3÷÷¡n��X3{qÖ�ÞÇ?%3��",1Ëz!õ126Ç÷÷ÇYÒ��ôh�®Ý�"Þ
{�Q1ßI¼~12Mbps{,~QP�ÃUSB 2.0§,400MbpsÄ

• ÷÷���?Ý9i�46¯t{���ü{få�

❀�USB�ø:1ùËztÇ{÷÷
�PÄÇ�I.
�ÝR�
�{�){|Ñ�YJ�),1
,USBÌ�Ú
Üz�°*(Apple)/,&z/~¡PÄÇ�,,Ùv*ø:MacOS¥ÜzÇ
%Xó¹�
�«c÷÷&~\Õ{PÄÇ�u�ñMqä�)ï{PÄÇ��ý9ACr®äýfå1"

éFreeBSD/NetBSD¥USB2{h�"��Çäý{ê��l
ÇOFR�Ák�¥
ù{#��)¦ý9
3�ÝÖ�

13.1.1 USB222{{{���èèè

❀FreeBSD¥{USB|Ñ,úI�®��!��Ý9Ì;ìÇ5mGùÙ®Ý÷�
Ø�Ç/~z=�Ç|
ÑmGð)�Çé�Q�q®ÝÇÿ®.qÄ/�½{�Q��ÇÌ;ìPÄÇ�"��Ç��hubÇ1mG
Ã�0*
Øé;�åìòÁÊà={
?ì{6¯�

❀¥-�ÿ®÷÷ËzZä
Ç÷÷{äýð)�ÇPÄÇ�{ 
Ç/f/wÃ�wÄZýÍ�®�Y

ÇqÖ��;�å��wZÙÞ�Q{÷÷>F�

❀º�Ý9|Ñ�½Ã¡Ä÷÷{ÈÇPÄÇ��YJPÄÇ�"�øå��wi{ÙÆ�wÞ&~{N

F�Æ¢�"��iÕ�Ç&z÷÷é�XÝ~�8-4,D{�Æ¢&~qÖ�è3ñ{USBPÄÇ�
z=(USBDI)�
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13.2ÌÌÌ;;;ììì
❀Ì;ìÃHCÄ;��"ÞÝ{�Q�&~1NÆ{v�ó�v
)�ÇÌ;ì�	�Çv
)ÃSOF,
Start of FrameÄÝ�

❀SOFÝ~�3Zv{
)ZË�v{jø�Ýóv¥ú�QÇÝ�hostt÷÷ÃoutÄÇÝ�÷÷
thostÃinÄ��Q�4�host�åÃS®�QÄ�O$��USB�"����Çhost��ÇÝ{�QÑ��
ÇçÕ~ãÇjâzBV,1óÙ¥(ÃACKÃaIzBÄÇNAKÃ­AÄÇSTALLÃFØ�GÄÝ��
���Ã×Ojâ~ãÇ÷÷X,~Ý.ä
Ä�USB�)USB specification
(http://www.usb.org/developers/docs.html){�8.5�Í-û��:êÝ{û��USB�"Þ,1ñ��¥X3
¡n{�QÕ;�(control)ÇLL(bulk)Ç¥ä(interrupt)Z3Z(isochronous)��Q{¡nZÆ¢{�uó�
ÁÃcÃ‘�w’��¥Ä�

❀USB�"Þ{÷÷Z÷÷PÄÇ�-{Ln�QúÌ;ìÝHCPÄÇ�I¿�õÇÝ�

❀tå�à�{÷÷>FÃ;��QÄ�J�O�Ç¢�ÜÝ®Ç~ã�ÄÕéÄÃSETUPÄÇjâ
ÃDATAÇ, ÄZçÕÃSTATUSÄ�÷�Ãset-upÄÝú��t÷÷��*?ójâ~ãÇjâÝ{05
ó÷�Ý¥Éñ�çÕ~ã¥{05¦jâ~ãÏ-{05#'ÇÝVh��jâ~ã��IN�Ì;ìm
G�
Ø
?ìÇ~�â?Êà={h�çÕZ�,çÕ�#
?ì!��'� 1uÄ�	{�

#�USB�)[2]OF&~�Ç��hubu
ØéYJ
?ì{6¯���hub��n\�)�119¥Éñ
{hub÷÷¡�Ç��
Ø�Çå��w&z÷÷>F,1��ÉÇ�Ç(Ã)ïZhub¡�½{��Ãc
n�Ç�ah
Ø�Ç¥ä�w~uç·Ùà=�	{#��h�,~{Ì;ì�)�ÜÇÕ/~Ì;ì

z= (http://developer.intel.com/design/USB/UHCI11D.htm)ÃUHCIÖ]��ÄZ
8Ì;ìz=
(http://www.compaq.com/productinfo/development/openhci.html)ÃOHCIÖ�¹Ç��Ç)�Ìs
�Ä�UHCI�){÷�/,�FÌ;ìPÄÇ���v{�Q
Øqr{®ÝÇ,
>èêmG�ì
u�OHCI¡n{;�ì�ü
Ø�ÇÍä6{z=uqÄiõÓ*Ç,
Í�ÕÁ�

13.2.1 UHCI

❀UHCIÌ;ì��øQ�1024Ç�5�vjâ�è{vï,�Ç®�Ü«X3{jâ¡nÕ�QÃcn
ÃTDÄZèï>ÃQHÄ��ÇTD,+,+¦÷÷à��q/f{�ÇÝ�QH4R�JTDÃZQHÄ�I
Ä�{�«0��

❀�Ç�Q��ÇÝõÇÝ�Ä�UHCIPÄÇ�RL{�QI¿ÄõÇÝ�ø3Z�QiÇ�Ç�QÑÌ
I{�ÇQH�é��«¡n{�QÇÑ��Ç¦$¡néa{QHÇÄ�YJQHÑÌúø¥tYÇQHÞ�
���û½{�Ò�FÇ3Z�Q��D��qÇÇ4/,vï,¥{�b�zZ~{�!�{3ZTD�
QZ~��v{¥ä�Q{QH�¥ä�Q{Ä�QH�5;��Q{QHÇ;��Q{QH��5LL�Q
{QH��Á{C,Éñê�ÇCo��Õ

❀Ys��Á{®ÝÌó�v¥äq�;�ì,vï,¥Rzh�v{�b�ÇD����v¥{Ä�{

3Z(isochronous)Ý�qTD�YJTD{!��ÇZ~��v{¥ä�Q{QH�l�Ì;ìR,�ÇQH�
qtÈÇ¥ä�Q{QH�qÄ��èï�Ç¥ä�Q{QHÌR;�ì�5tÄ�;��Q{QH�ÇR�
qó���V®Ý{Ä��èïÇl�4óLLQH¥\è{Ä��Q��ê0"ÿ®.qÄÝ�½{�
QÇmGÌó�vâ��	X3¡n{¥ä�ó�Q{!��ÇTD¥ÇHCPÄÇ�÷
�Interrupt-On-Completion u)��QqÄ�{�Ç¥ä��*TDHtêÙ!LFØjÇÒ)�FØ¥
ä��*óTD¥÷�áÝc� Ç%�QêB�Ä÷�{Ý�ÝÃ{ÝÄÇÒÌ)�$¥ä1/�;�ì
PÄÇ��Q.qÄ�IñýÇ�Q.qÄÝ�	FØ4Ì;ìPÄÇ�{�Ö�h¥äqÖ¾Çú®~

�ÇÇR½ Ä�.qÄ{�Q?®~Ç¢{Ã®�

❀Í-¦{Ãc>�UHCI specification� (http://developer.intel.com/design/USB/UHCI11D.htm)
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13.2.2 OHCI

❀éOHCIÌ;ì�q�Ç��4zõ�;�ì"÷���à�(endpoint),~Ç?�wv¥X3�Q¡n{
®Ý��ÿZ\��Ì;ì&~{Ì�jâ�è4à�ÃcnÃEDÄÇÇÞÁËzø�Ç�QÃcn
ÃTDÄ{èï�EDÝ9à�Äã�{!L{ÝLBÇ;�ìmGqÄÝ{I¿��'�Q�ÑÌÍc�5
jâ¥àK{�bÇhå)Zª��b#��ÇTDÒR�tqÄèï(done-queue)��«¡n{à�È�Ù
��{èï�;�ZLL(bulk)à�I/óÇ¢��{èï\è�¥äEDód¥\èÇód¥{ýÝ½Bê
Ç¢äq{ªÝ�

❀vï,¥ä3Z(isochronous);�LL(bulk)

❀Ì;ìó�v¥äq{®Ý�åu���;�ìD�äq:±Ïu;�ZLLèïÇ!�,tHCPÄÇ
�÷�{�Ç�-!��l�1v�R�5 *�¥äEDdÞýÝ�0{���¥{ÂZÇäq�Çv�R
{¥ä�Q�óYÇd{â�Ç3ZEDúËzÇ?±�ú(»�3ZTDÝ9ê�QahäqÙ¥{��Ç
v{v�R�Ä�±Ïu{�Qäq,1�Ç;�ZLLèïò'ú(»�¥äqÖ¾ÇÌú±Ïu�®

~Çuÿ®qÄ{èïÇ��Ç�Q®~Ã®Ç?­c®Ý¥äZ3Zà��

❀Í-¦{Ãc>� OHCI specification (http://www.compaq.com/productinfo/development/openhci.html)�qÖ
�Çý¥-�Ç
Øê1,;{0*é÷÷�q6¯Ç?��ø�X3PÄÇ�ZqÖ�Ä&~{ýÍ�

$�ÿ®�Á�0ÁÕ

• ÷÷{�få

• ¦÷÷�q/f{�w

• æ�ZËz÷÷Ç1ù,÷÷I¬(detach)�

13.3 USB÷÷÷÷÷÷fffååå

13.3.1÷÷÷÷÷÷{{{���fffååå

❀�Ç÷÷
ØêX3ÿ/{{�få��Ç÷÷ä��ÇÝõÇ{�Çæ�/ËzÏ-,Ù¥ ½�Ç�
{�
ØÕGZQP�F��Ç{�¥,1�õÇz=�÷÷z=4à�{Îø(collection)�¾�ÇUSBî
�ì,1��ÇQªz=ÃQª¡ÄÇZé�<(knob)�CRc(dial)Z�<{z=ÃHID¡Ä��Ç{�¥
{Ä�z=,13��HÇ?,úX3{PÄÇ�Ëz��Çz=,1�÷~z=Ç1
ØX3�Þ{q

Ökj�¾�ÇóL#å¥ÇY~u
ØX3{vLB1ù�Ævj�

❀�Çz=¥,1�½0ÝõÇà��à�4¦÷÷�q/f{\56¯��Ç¢
Ø¥àKuø�?û,
÷÷
u{ÇÝiñt÷÷{jâ��Çà�ó{�¥�����Çýà�R�ÞÙ05�å�à�Çý

à�0ÇX4�[z={�\IÇ?%óÄ�{�¥,~�Ç�qÖ��®Ç?%÷÷PÄÇ�X��z&
~�

❀Level 0 Level 1 Level 2 Slot 0

❀Slot 3 Slot 2 Slot 1

❀(��+ê32Çx¥{4Ç)

❀Y«�'�{�fåó÷÷¥/,)ï{��ÃcnuÃcÃk�USB�)[2]�9.6�Ä�Ç¢,1/
,Get Descriptor Requestu>F�qÖ�¥?YJÃcn1�½óUSB�"Þ�qX��{�Q�éYJÃ
cn{6¯4/,<j®~u
Ø{�
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• ÷÷ÃcnÕ��÷÷{/~fåÇ�ØaÛÇ�¬Z�¾IDÇ|Ñ{÷÷¡��¡Z7~{NFÇå
�à�{!LÝLB��

• {�ÃcnÕ${�¥{z=jÇ|Ñ{�åZÁ��ÅÇ1ùÕG�F�

• z=ÃcnÕz=¡��¡Z7~{NFÇz=÷~{�{jøZà�jø�

• à�ÃcnÕà����05Z¡nÇ|Ñ{!LÝLBÇ�*4¥ä¡n{à��¤ÝiS®ªG�

å�à�Ãà�0Ä��ÃcnÇ
%,Xú��z=Ãcn¥�

• 	n�ÃcnÕóÙÆÃcn¥Ì�ìJ	ã
Ø	n�ÂZ�Ç¢,ú~u5RÃcu	n�Ç,�

1õ«ªÓ{o*
Ø�

❀¡�Ò(specification),1��Ç¢��{Ãcn¡nÇYJÃcn�,1/,GetDescriptor RequestuÜ
z�

❀�w¦÷÷Þà�{/fÇ�²Ä¢{�w�PÄÇ�Rtà�{�Q
bt�wÇ?
Ø�QÃIZ

�QÄ�½ÝqÄ�®~{Ã®ÇÝ�VqÄÃ3Z�QÄ�tà�{�Qó�w¥ú�q���QÝV

qÄÇÝV�½ÇÝV§�Ã�*÷�ê§�Ä�é��Q�Ü«¡n{§��§�{�	,��

�USB�"Þ{§�ÃNÆÄ�YJ§�ú@��½Ç,�4��÷÷ä
ËzZå{���«§�ó�
G¥"�Çh�Q��ó�½{�-ÃÆÄ�qÄ�þ��Y4��÷÷é�Q{Ýd½aIZå{�Ù

ÆO4��÷÷¤��ï÷PzBjâÇ¥àK
ñÝ§ñÇÝNFFØ�

❀�*�wÞ{�QL��É{à�Ãcn¥�½{!LÝLBÇÌ;ìÃOHCIÄÝHCPÄÇ�
ÃUHCIÄR�!LÝLBI¿�QÇ?%!��ÇÝ,�B�!LÝ{LB�

❀���é÷÷u�(Ãè�Ä>F{jâ?X4Ç¯��¾�Çt®��®ì{LLin�Q,�>
F200	�{jâÇb®��®ì����5Ç	�,~�PÄÇ�,1÷�áÝ(SPD))��Çã�Ì;ì
ý&ó�Q{jâÞè�Ä>F{jâÞ{<Y��zIÝ�YÇ)��óin�Q¥�HÇO�R�ú��
t÷÷{jâÞ�4/��w{��*�Q,Ç¥÷÷ñ�X,Á�{FØÇ�wÌú*î�zIÝ��

Íõjâ1�ÇPÄÇ���h½*î{ÆOÇ?/,óå��wÞ��8øà��å÷÷>F(clear
endpoint halt device request)u8øà�*î�G�

❀��«X3¡n{à�Zéa{�wÕ-

• ;��w/å��wÕ�Ç÷÷��Ç;��wÇËztå�à�Ãà�0Ä�$�wäñ÷÷>FZ�É
{jâ�å��wZÙÆ�wÞ{�Q{K/ó��QÄ&~{NFÇNFóUSB�)[2]¥Ãc�YJ
>F~�� Z{�÷÷��Ç÷÷��|ÑUSB�)[2]{�99¥
Ø{��äý×
��wÞ|Ñ{
×
,1/,÷÷¡�)j0Ç1|Ñ�i{Õ��

• LL(bulk)�wÕY4USB¦Æ)�Q��éa{�$Ô�

• ¥ä�wÕhost5÷÷��jâ>FÇ�*÷÷��ÀÜ��Ç�RNAKÃd½aIÄjâÝ�¥ä�Q
�
O�w��½{ªGú®Ý�

• 3Z�wÕYJ�w~�ä�û½�Ò{3ZjâÇ¾�@ªÝQª�ÇbXây�½�Q�h�"�

¥.²�éY«¡n�w{ìJ|Ñ�h�QÏ-ñ�FØÇÝV��Ç¾�b�¥àK8-u?û�

�{jâ
Zå{÷÷d½aIÝÃNAKÄ�Ç;��LLZ¥ä�w¥{ÝÌú­A�
3ZÝó�
��½ÝéÝNAK�XÌ­AÇO��ø,��'3ZÕe�

❀Ä�QP{,~uó�w{
OÏ-ú�®��Qó1NÆ{v��q®Ý�v¥{QPI{�USB�)
{�5.6��½�3ZZ¥ä�Qúã�>Qv¥õH90%{QP�;�ZLL�Q{ÝóÄ�3ZZ¥ä
Ý���q®ÝÇ?R>QÄ���QP�

❀���Q®ÝZQPÃB{Íõfå,1óUSB�)[2]{�59ÇUHCI�)[3]{{�1.3�ÇOHCI�
)[4]{3.4.2�¥It�
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13.4÷÷÷÷÷÷{{{æææ���ZZZËËËzzz
❀ø¥ì(hub)/�c÷÷.Ëz�ÇqÖ�Éà=��(switch on)Ç�÷÷
Ø100mA{���$�÷÷ÿ
�Ùå�çÕÇ?)&÷÷��0�qÖ�Ì/,å��w��5RÈ«Ãcn�$�ÇR5÷÷��Set
Address>FÇR÷÷,å�÷÷��(��0)#
�,��õÇ÷÷PÄÇ�|Ñ$÷÷�¾�Ç�Ç®�
�®ì,�/,AT/�z=|ÑISDN TA�l
Ç�½nR{ISDN7{ì{PÄÇ�,�
Øé$÷÷{
ÍP|Ñ��ê|ÑYø{�ÙuÇæ�Ì(Ã��ÿÇ�+Æ¢{|Ñÿ/�|Ñ�¬{�½ÇýÌä

�!°��ÿÇ/~PÄÇ�ä�!���ÿ��*�Ç{���õÇz=Ç�,�õÇPÄÇ�ÌËz

t�Ç÷÷��ÇPÄÇ���|ÑÄ�z={�Ç�ø�

❀�cËz{÷÷æ�PÄÇ��ÇD�æ�÷÷�½{PÄÇ���*����Ç�æ�ShóÄ�|

Ñ{{�Þ­�æ�,ÇÇ�tó�Ç{�¥Ëzt�ÇPÄÇ���ê|ÑX3z=Þ&~õÇPÄÇ

�{÷÷Çæ�Ìó�Ç{�¥{Ä�ß�úPÄÇ��Ò(claim){z=Þ­��q�§ñø¥ìÕG½
®{{�Ìú�Q�ËzÏ-ÇPÄÇ�ah²÷÷ð)�t7hçÕÇbX�� ÇO��øÌ&z÷

÷RÇ��,�"Þä
Ç?­céÄæ�,Ç��ê�½>QX��{QPÇXahóËz��Ò¥ä

�wÇ
ahÒÔI{�wÇ�tK
©G?]{&~jâ�h��©G�Ç�w�ahúò'��Ç¦

�÷÷,��lËzø�

13.4.1÷÷÷÷÷÷äää


ËËËzzz(disconnect) ZZZIII¬¬¬(detach)

❀÷÷PÄÇ�¦÷÷�q�[/ÖÏ-Çah½ÏÌzBtFØ�USB{÷�|Ñ?ó¹÷÷ó�[�ù
�ä
Ëz�PÄÇ�ahhâh÷÷Xó�)th{/<�

❀$iÇä
Ëz(disconnect)��­cËz(reconnect){÷÷XÌú­cËz(reattach)�#3{÷÷"¾�
RuhÍõ{÷÷|Ñ�ïRÃk�÷÷ÃcnÄÇÝ
�ñÙÆ½B÷÷)#{0�{��ÇY«<Y

,�Ì�#�

❀÷÷ä
Ëz4�ø¥ìó��tø¥ìPÄÇ�{¥äÝ¥�fR/�(signal){�çÕ�#få�+
ýÇà=��êËz�#�Ëzt�Çà=Þ{÷÷{Ä�÷÷PÄÇ�á~{÷÷I¬0�ú®~Ç�

èú´�8®��*à=çÕ�+3��Ç÷÷.²Ëz(connect)t�Çà=Ç�æ�ZËz÷÷{,ÇR
úéÄ�÷÷� Róø¥ìÞ�	�Çä
-Ëz�ïÇ?R�ÞÁÄc�qÿ®�

13.5 USBPPPÄÄÄÇÇÇ���{{{NNNFFFfffååå
❀USB�)��½Bøå��wiÙÆ�wÞ&~{NF�Y0Á{få,1,È«uÍÜz�!ïh{u
Í4USBÌ�[1]Þ{
�V\I�,YJ�ÁÞ,1ztjøXä��{÷÷¡{�)�YJ�)�½,
PÄÇ�nÝ�åu/�÷÷ah�øÇÇ��
Ø{äýÕ�Z/f/wÞ&~{NF�USB�)[2]Ý
iêø¥ì¡{Ãc�|å�Á÷÷(HID){¡�).²
OñuÇ1h\éEc�j	Q�Æ��ohÝ
Öì��<��<(C9knob)�
��{�F���Ç¾�4~�L�Þ?û÷÷{¡�)�÷÷¡{qr
ï,k�USBÌ�[1]{
�V\I�

❀l
,�õ÷÷{NFfå¤��úÚY���Ä~NF{få,�,1,��÷÷{Ú�Üz��JÚ
�ÌóÉ��)���F�ü]â·NF(Non-Disclosure Agreement, NDA)�Lõj<Y�ÇYÌ��RP
ÄÇ�
8ÍSh�

❀��Çfå{iPuÍ4LinuxPÄÇ�ÍShÇO�iõÚ�.²
)�Æ¢{÷÷
ØLinux�{PÄ
Ç��Éø�JPÄÇ�*V®¯Æ¢{fåuÍ�4�ÇPÌ?�

❀¾�Õ|å�Á÷÷�|å�Á÷÷Ç�Ec�`)�j	Q�Æ��<�CRc�{�)úÙÆ÷÷

¡�)Z~Ç?óiõ÷÷¥&~�
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❀❀139❀USB÷÷

❀¾�ÇQªî�ì
ØtjÜÝ¦ì{à�Ç,�¤
Ø�i�w~�p.Z�Ç¢��÷÷�Á{�

<ZCRcó\Õ{z=¥
ØHIDà��)@ì;�¡�4�$�/,,~{�XZ~�8-{EÇ
¦HID¡PÄÇ�Ý/~PÄÇ��å,1;\�z�
OéYJz={|Ñ���Ç÷÷,1*�ó�
Ç{�¥{õÇz=�X3{÷÷PÄÇ�PÄ{¾�ÇYÇ÷÷4�«"({EcÇQ��{`)z

=��ê�½ó÷÷¥�USBø¥ìÝi�ÇmG
s�{ÄýÞ�Ç��ÛR,EcòÁ{PS/2à=z
Bt{`)jâ¦u�Ec{�E�\Äó3�Ç{�¥{ÜÇ\Õ{z=�`)ZEcPÄÇ�È�Ë

zt7h{z=Ç?I{tÜÇÕÁà�{�w.

❀¾�ÕûG�ñ�.²
�ñu{�õ÷÷4ä�/~ø{ÿ®ìÇ?R�i{USBXe��Ù¥���
PÄÇ�{
�ZUSB÷÷{ûG�l:�cÇ�õ÷÷��óËz(connect)���ñûG�

❀�Á{Z½:�;Ò�z�÷÷/,ØaÛZ�¬ID)#�ü���ÇPÄÇ�æ�?ËztÇÇ?R
ûG�ñtÙ¥�$�÷÷���� ÇPÄÇ�I¬�áö{ö*��÷÷�YÇó�"Þ{?ó�÷

÷R�#ÙØaÛ/�¬/Çý{ID1'nÙ
Ø�ûG{/"ÇO$��ÇPÄÇ�Ræ�Ç?Ë
z(attach)tÇ�

❀YJ¡n{÷÷{�Ç¾�4ä�EZ-USB{ActiveWire I/OÆ�YÇ_¡��Ç/~ûG�ñì��ñ
tActiveWireÆ�Þ{ûG�#ÇýID�l�ÇR�qEZ-USB_¡{USB\I{�� Ç,USB�"Þä

Ç?ò'­cËz�

❀¾�ÕL�Þ?û÷÷�éL�Þ?û÷÷{|ÑÌ��w��{NFèO�Iomega USB ZipPÄì4ä
�SCSIÇý{PÄì�SCSI×
ZçÕfåúÝãtL¥ÇóLL(bulk)�wÞ�Qt/u�÷÷Ç
óUSB"ÞÜ�SCSI;�ì�ATAPIZUFI×
1#�{0*ú|Ñ�

❀L�Þ?û�)|ÑÜ«X3¡n{é×
L{Ýã�!ð{�Aä�/,å��w��×
ZçÕf

åÇ&~LL�QóhostZ÷÷�-#Äjâ�ó²èäúÞ÷�ñ��«0�ÇY«0�ä�Ýã×
Z
çÕLÇ?óLLoutZinà�Þ��Ç¢��)°h��½ê[����	��Ç1ùó�tFØ�G{
<Y�a�)����YJ÷÷�UPÄÇ�{!L�44N®ä�USB{NFÇtÇ7\.�{éL�
Þ?û÷÷{|Ñ�CAM
Øêâ�Ç1#h�zêh{0*uqÄYÇ�ATAPIÒ��Y�;\êÇO
�»$ÞIDEz=,��,õ«X3{,�0*�

❀u�Y-E Data{éUSB�c{|Ñ�X4���
ÇO�÷�ê��c{×
ø�
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Newbus
U*ÕJeroen Ruigrok van der Werven (asmodai)ZHiten Pandya. HÕspellar @SMTH.

❀���///¡¡¡\\\Matthew N. Dodd, Warner Losh, Bill Paul, Doug Rabson, Mike Smith, Peter Wemm and Scott
Long.

❀ý9-û�:êNewbus÷÷U%�

14.1÷÷÷÷÷÷PPPÄÄÄÇÇÇ���

14.1.1÷÷÷÷÷÷PPPÄÄÄÇÇÇ���{{{øøø{{{

❀÷÷PÄÇ�4�G�GÇÇó�X��i�÷÷Ã¾�Ç�c��d7{�Ä{/~@CZi�÷÷

{"�"��-
Øêz=�÷÷÷÷÷÷PPPÄÄÄÇÇÇ���zzz===(DDI)4�X¦÷÷PÄÇ��G�-½B{z=�

14.1.2÷÷÷÷÷÷PPPÄÄÄÇÇÇ���{{{¡¡¡nnn

❀óUNIX�Ç�SÇFreeBSD�,¥Ò�
uÇ½Bê�«¡n{÷÷Õ

• L÷÷PÄÇ�

• 	n÷÷PÄÇ�

• �d÷÷PÄÇ�

• �÷÷PÄÇ�

❀LLL÷÷÷÷÷÷1&~û½LB{[jâ]L{0*äq�Y«¡n{PÄÇ��vÄ¢{¥¥¥àààKKK¥¥¥???(buffer
cache)ÇÙø{4ó�?¥{Û~K­¥?6¯,{jâL�Y«¥àK¥?��ä��Ñ
U(write-behind)ÇY?�øjâó�?¥ú���Çhø:�qÙ±Ïu�cmc�bÌú3Zt�cÇ,

��Uv*�

14.1.3			nnn÷÷÷÷÷÷

❀l
ÇóFreeBSD 4.0Çý1ù��Çý¥ÇL÷÷Z	n÷÷{K/#zX?óê�

14.2 Newbus������
❀Newbus"�ê�«ä�ä6�{cn�"�èÇ,1óFreeBSD 3.0¥�tY«�"�è{�ëÇh
�Alpha{#�ús�tShd¥��t4.0ÇbÄ�÷÷PÄÇ�&~{å�ø:�Ùø{4�Ìåø:

ØÉvvv***øøø:::{È«�"Z÷÷{�Ë
ØÍ�Á5é6{0��

❀ÙÌ��uÝiÕ
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❀❀149❀Newbus

• ÄÕËz

• PÄÇ��4ÜL�

• ��"

❀!�Í{�#��4,²ÁZ�Oø:Ü#�÷÷dYÛ�

❀º�×�{4���ÊÊÊ���÷÷ÇÇ*��÷÷ÇÄ�ÙÆ÷÷�zóÇÞÁ�é��Ç�èÇ/��Ê��

�\Ç/�ÇÙÞËzøÃ�host-to-PCI����ÀÜ�é�x86ÇY«�Ê�÷÷����nexus���÷÷Çé
�AlphaÇAlpha{È«X3nR�X3{º�÷÷ÇéaX3{mG_¡�ÇÝ
ilcaÇapecsÇciaZtsunami�

❀NewbusÞ�©¥{÷÷,+ø:¥{\ÇmG"��¾�Ç�ÇPCI÷÷ú,+��ÇNewbus÷÷�ø
:¥{�[÷÷,1�/�Ö�/�{÷÷/�úÁ����bus����ø:¥�~�"{¾�Ò4ISAZPCIÇÆ
¢È��®ËztISAZPCI�"Þ{÷÷ï,�

❀/�ÇX3¡n{�"�-{Ëzú,+����������÷÷ÇÇ{/�Ò4ÇÄËz{�"��Ç¾�Ò

4PCI-to-PCI���ÇÇó�PCI�"Þú,+�pcibNÇ
~Ç{/�pciN,+ËzóÇÞÁ{�"�Y«Y

Û;�êPCI�"d{"�Çã�ÚáSh3�~�º�Z�z{�"�

❀Newbus�è¥{�Ç÷÷>FÇ{�÷÷u�ÙnóýÍ��÷÷zø>FÇ{�÷÷Ç�tt
Hnexus�O$ÇäýÞnexus4Newbusø:¥���wÄ�ýÍ{\I�




+++: ISA÷÷,�.ó0x230nóÙIOà=ÇO$Ç5Ù�÷÷>FÇY«<Y�4ISA�"�ISA�"RÇb
ÉPCI-to-ISA�ÇPCI-to-ISA�zø>FPCI�"ÇPCI�"tHhost-to-PCI�Ç!�tHnexus�Y«5Þ,Þ
{���ÿó�,1�8-u#¦>F�é0x230 IOà={>FóMIPSåìÞ,1úPCI�#Ä0xb0000230 ÿ{

�?nó�

❀ýÍI{,1ó÷÷d{�[�0�1;��¾�ÇóiõAlpha²ÑÞÇISA¥ä¦PCI¥ä4\Õ�®
{ÇéISA¥ä{ýÍI{4�Alpha{ISA�"÷÷�®{�óIA-32ÞÇISAZPCI¥äÑ�º�{nexus÷
÷�®�é�Ü«#�Ç�?Zà=��8-�\Ç"��®-óIA-32Þ4nexusÇóAlphaÃ¾�ÇCIA
ÝtsunamiÄÞ4#�{_¡�PÄÇ��

❀�ê�)�é�?Zà=nóýÍ{6¯ÇNewbusr\êNetBSD{bus_space API�Æ¢
Øê\�
{APIuS�inb/outbZ�z�?ÖU�Yø){�3ó�\ÇPÄÇ�Ò,1&~�?nó
?ìÝà=
nó
?ìÃ�JmG|ÑÜVÄ�

❀Y«|Ñú\?têýÍI{å�¥�I{ýÍ�ÇPÄÇ�,1,ýÍ¥5R�É

{bus_space_tag_tZbus_space_handle_t�

❀Newbus�ã�óÛ~�$ø{{©G¥½Bz=0��YJ4.m©GÇ,1ósrc/sys ø9d¥It�

❀Newbusø:{Xe4,j0{�ä�é6�Ç(object-based programming)�{Ün�ø:¥{�Ç÷÷ä
�ÇÄ|Ñ{�Ç0�,�ø:ZÙÆ÷÷&~YJ0�u;�÷÷?>FqÖ�÷÷Ä|Ñ{X30�

ú½B�õÇ�z=���z=��4÷÷"�{��#�{0��

❀óNewbusø:¥Ç÷÷0�4/,ø:¥{È«÷÷PÄÇ�
Ø{�h���ÄÄÄ{{{���(auto-configuration)Ï
-÷÷úËz(attach)tPÄÇ�ÇÇ&~PÄÇ��Ò{0�,�1�÷÷,1,ÙPÄÇ�III
¬¬¬(detach)Ç?­­­cccËËËzzz(re-attach)tä�c0�,{cPÄÇ��YÒã�PÄÇ�{ÄÕ�¦Ç
ÄÕ
�¦é�PÄÇ�{
�:��~�

❀z=/,¦©Gø:¥~�½Bvnodev*{ªÓ#�{z=½BªÓuÃc�z=úâ?ó0�©G¥
Ã/�×Ö�foo_if.m Ä�
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❀❀149❀Newbus

¾¾¾14-1. Newbus{{{000���

# Foo �ø:/ PÄÇ�ÃÕ:... Ä

INTERFACE foo

METHOD int doit {
device_t dev;

};

# �*��/,DEVMETHOD()
Ø�Ç0�Ç�DEFAULT�RÌú&~{0�

METHOD void doit_to_child {
device_t dev;
driver_t child;

} DEFAULT doit_generic_to_child;

❀hz=ú�H�ÇÇ�	�Ç>©G�foo_if.h �ÇÙ¥Ý9<j�ÒÕ

int FOO_DOIT(device_t dev);
int FOO_DOIT_TO_CHILD(device_t dev, device_t child);

❀Ê±�Ä�	{>©GÇ�Ì
O�ÇÍ©G�foo_if.c �ÖÙ¥Ý9�J<j{"�ÇYJ<j~�

óé60�,¥�I#�<j{ �?®~�Ç<j�

❀ø:½BêÜÇÌ�z=���Çäýz=úÁ����÷÷÷÷÷÷(device)���Ç?Ýi¦Ä�÷÷#�{0
�����÷÷÷÷÷÷(device)���z=¥{0�Ýi���æææ���(probe)���Ç���ËËËzzz(attach)���Z���III¬¬¬(detach)���ÇÆ¢~u
;�mG{c�Ç1ù���������(shutdown)���Ç������ååå(suspend)���Z���ÁÁÁ���(resume)���ÇÆ¢~��E/G
/��

❀��ÇÇÍ��ìz=4���bus����$z=Ý9{0�7~�Q�/�{÷÷ÇÝi6¯�"�½{�÷
÷få1Ç/G/�Ãchild_detachedÇdriver_addedÄZ/a�®

Ãalloc_resourceÇactivate_resourceÇdeactivate_resourceÇrelease_resourceÄ�

❀�bus�z=¥{iõ0���"÷÷{ìJ/��qqÖ�YJ0�/�&~�ÜÇkÞ�½
ØqÖ
{�"Z>FqÖ{�÷÷��ê;�÷÷PÄÇ�ShÇYJ0�¥{iõÑ�6¯V(accessor)<jÇ
6¯V<j~u�I�÷÷?®~�÷÷Þ{0��¾�Ç0�BUS_TEARDOWN_INTR(device_t dev,

device_t child, ...) ,1&~<jbus_teardown_intr(device_t child, ...) u®~�

❀ø:¥{ìJ�"¡n
Øê�iz=1
Øé�"�½Õ�{6¯�¾�ÇPCI�"PÄÇ�½B
ê�pci�z=Ç$z=�ÜÇ0�read_configZwrite_configÇ~�6¯PCI÷÷{{�
?ì�

14.3 Newbus API
❀��Newbus API:�jLÇý�CÅRÇ©l��ý©l{��ÇýÌQuÍõfå�

14.3.1ÍÍÍSSShhhøøø999ddd¥¥¥{{{­­­���   ���

❀src/sys/[arch]/[arch] -�½åì�è{�XSh �YÇø9�¾�i386 �èÝSPARC64�è�
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❀❀149❀Newbus

❀src/sys/dev/[bus] -|Ñ�½[bus] {÷÷ �YÇø9�

❀src/sys/dev/pci - PCI�"|ÑSh �YÇø9�

❀src/sys/[isa|pci] - PCI/ISA÷÷PÄÇ� �YÇø9�FreeBSD4.0 Çý¥ÇPCI/ISA|ÑSh,V
?ó�YÇø9¥�

14.3.2­­­������èèèZZZ¡¡¡nnn½½½BBB

❀devclass_t -Y4�5struct devclass {�b{¡n½B�

❀device_method_t -¦kobj_method_t #3Ãk�src/sys/kobj.h Ä�

❀device_t -Y4�5struct device {�b{¡n½B�device_t ,+ø:¥{÷÷�Ç4�Xé6�

"�û�k�src/sys/sys/bus_private.h �

❀driver_t -Y4�Ç¡n½BÇÇZ~struct driver �driver �è4�¡device( ÷÷)�Xé6ÖÇ

�â?øPÄÇ�{��jâ�

CCC14-1. driver_t"""���

struct driver {
KOBJ_CLASS_FIELDS;
void * priv; / * PÄÇ���jâ * /

};

❀device_state_t 4�Ç�Þ¡nÇýdevice_state �ÇÝ9Newbus÷÷ó�Ä{���,�{çÕ�

CCC14-2.÷÷÷÷÷÷çççÕÕÕdevice_state_t

/ *
* src/sys/sys/bus.h

* /
typedef enum device_state {

DS_NOTPRESENT, /* �æ�Ýæ��½ * /
DS_ALIVE, / * æ�ÄÕ * /
DS_ATTACHED, /* ®~êËz0� * /
DS_BUSY /* ÷÷.K
 * /

} device_state_t;

÷÷÷ÕÕÕ

1. bus_generic_read_ivar(9) and bus_generic_write_ivar(9)
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���QQQ���øøø:::
Ø¶ÕJean-Francois Dockes. HÕspellar @SMTH.

15.1;;;���
❀FreeBSD�Q�ø:8ß�R/~�Qÿ®¯�¦÷÷�½{¯�I¬
u�Y&zÍ�4��éc÷÷
{|Ñ�

❀pcm(4)U%4�Q�ø:{¥e\I�ÇÌ�"��Á{�GÕ

• �Çtj	��QZ×Qì<j{ø:®~z=Ãread, write, ioctlsÄ�ioctl×
ø\/��{OSS
ÝVoxwarez=Çã��Äõ��a~Ç�X����#��

• ÿ®�Qjâ{ÚáShÃÂ*Ý¦Ç��/wÄ�

• �Ç:�{�Gz=Ç¦mG�½{Qªz=ÜLz=

• éìJ/~mGz=Ãac97ÄÝá0{mG�½ShÃ¾�ÕISA DMA¾ÇÄ{�i|Ñ�

❀é�½��{|Ñ4/,mG�½{PÄÇ�u"�{ÇYJPÄÇ�
Ø/wZ×Qìz=Ç��t

/~pcmSh¥�

❀ý9¥ÇbªpcmR��QPÄÇ�{¥eÇ/~\IÇY4é�mG�½{ÜL
Ó{�

❀½Ï{PÄÇ��UVhlæ�,��ÜL
)Ç?&~�JSh*�!ªk��b4Ç���QSh

�I;�¤àÇY�äýÞ½øêÕ:�ý©lACÉñU%z={�Ç��Ç?ÃI�U��Sh�,

�ñ�{�J¯��

❀*��i{E»ÇÝV�øê,�Ç,Ó*{)¾
){Í��iÇ�,1

, http://people.FreeBSD.org/~cg/template.c (http://people.FreeBSD.org/~cg/template.c)It�ÇÕ:,{PÄÇ
�ÜÆ�

15.2©©©GGG
❀ø/usr/src/sys/sys/soundcard.h ¥{Úáioctlz=½BiÇÄ�{#�Shh�(FreeBSD 4.4) 
�/usr/src/sys/dev/sound/ �

❀ó/usr/src/sys/dev/sound/ �ÁÇpcm/ø9¥â?ø¥eShÇ
isa/ Zpci/ ø9¥�ISAZPCIÆ
{PÄÇ��

15.3æææ���ÇÇÇËËËzzz���
❀�QPÄÇ�&~¦�[mGPÄÇ�ÜL#3{0�æ�ZËzÃ÷÷Ä��,�æ�¨���C~

¥ISAÝPCI9�{��uÜRÍõfå�

❀l
Ç�QPÄÇ�óìJ0Á��JX3Õ
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❀❀159❀�Q�ø:

• Æ¢R���Ò�pcm¡÷÷ÇQ��Ç÷÷���èstruct snddev_infoÕ

static driver_t xxx_driver = {
"pcm",
xxx_methods,
sizeof(struct snddev_info)

};

DRIVER_MODULE(snd_xxxpci, pci, xxx_driver, pcm_devclas s, 0, 0);
MODULE_DEPEND(snd_xxxpci, snd_pcm, PCM_MINVER, PCM_PREFVER,PCM_MAXVER);

Lõj�QPÄÇ���?û��Ù÷÷{����få���jâ�è/�óËz¾Ç¥I{�Ù�

�/,®~pcm_register() Zmixer_init() ��Épcm��ÁpcmR$��*�®~�QPÄÇ�z=

�{kj��Ãu�

• �QPÄÇ�{Ëz¾Çah/,®~mixer_init() 5pcm�ÒÇ{MIXERÝAC97z=�é
�MIXERz=ÇYÌzøZå®~ xxxmixer_init() �

• �QPÄÇ�{Ëz¾Ç/,®~pcm_register(dev, sc, nplay, nrec) 5pcm�ÒÙ/

~CHANNEL{�ÇÙ¥sc4÷÷jâ�è{��Çópcm1�{®~¥RÌ~tÇÇnplay Znrec 4B

8Z9Q/w{jø�

• �QPÄÇ�{Ëz¾Ç/,®~pcm_addchan() �ÒÇ{�Ç/wé6�YÌópcm¥OÁå/w\

ÄÇ?zøÌZå®~ xxxchannel_init() ÃHÕÕ>k�Æ©Ä�

• �QPÄÇ�{I¬¾Çó:8ÙýÍ��ah®~pcm_unregister() �

❀�Ü«,�{0�uÿ®:PnP÷÷Õ

• &~device_identify() 0�Ã)¾Õsound/isa/es1888.c Ä�device_identify() 0�ó.���

æ�mGÇ�*��|Ñ{÷÷ÒÌ
O�Çc{pcm÷÷ÇYÇpcm÷÷zøÌú��tprobe/attach�

• &~½��X{�{0�Ç�pcm÷÷÷�7h{hintsÃ)¾Õsound/isa/mss.c Ä�

❀pcmPÄÇ�ah"�device_suspend Çdevice_resume Zdevice_shutdown ¾ÇÇYø�Í�®ZÜ

LWñÒ�th��¾*~�

15.4zzz===
❀pcmXe¦�QPÄÇ��-{z=1bª�Xé6{w�u½B�

❀�QPÄÇ�/�
ØÜ«Ì�{z=ÕCHANNEL1ùMIXERÝAC97�

❀AC974�ÇiB{mG6¯Ã
?ìÖ/UÄz=Ç�PÄÇ��QAC97�h�hì{mGu"��Y
«<Y�Ç"�{MIXERz=�pcm¥á0{AC97Sh
Ø�

15.4.1 CHANNELzzz===

15.4.1.1<<<jjjkkkjjj{{{///���ÕÕÕ???///111

❀�QPÄÇ�/�~�Ç��jâ�èuÃcÆ¢{÷÷ÇPÄÇ�Ä|Ñ{B8Z9Qjâ/wÈ�

�Ç�

❀é�Ä�{CHANNELz=<jÇ��Çkj4�ÇX?Ò{�b�
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❀❀159❀�Q�ø:

❀��Çkj4�5��{/wjâ�è{�bÇchannel_init() 4Ç¾iÇÇ{�b�5��÷÷�è

Ã?(Ã�pcm1�&~{/w�bÄ�

15.4.1.2jjjâââ���QQQvvv***������

❀é��Qjâ�QÇpcmXe¦�QPÄÇ�4/,�Ç�struct snd_dbufÃc{á0�?K­�q/f
{�

❀struct snd_dbuf4pcm��{Ç�QPÄÇ�/,®~6¯V<jÃsndbuf_getxxx() ÄuÜz¡lU{

��

❀á0�?K­{LB��sndbuf_getsize() Ç?úI¿�LBû½Ç%��sndbuf_getblksz() 	�{

iõL�

❀hB8�Ç��{�Qå���ÃR?�',uÒ49QÄÕ

• pcm
)��ß¥àKÇl�1kjPCMTRIG_START®~�QPÄÇ�{ xxxchannel_trigger() �

• �QPÄÇ�zø�\1sndbuf_getblksz() 	�LB�LÇ­�RrÇ�?K­

Ãsndbuf_getbuf() Çsndbuf_getsize() Ä�Qt÷÷�é��Ç�QLÃ®pcm<jchn_intr() ÃY

/�ó¥ä�-�	Ä�

• chn_intr() �\Rcjâ ót�Jjâ.�Qt÷÷Ã�ó8�Ä{K­Ç?ésnd_dbuf�è�q7
h{Íc�

15.4.1.3 channel_init

❀®~xxxchannel_init() uð)��ÇB8Z9Q/w�YÇ®~,�QPÄÇ�{Ëz¾Ç¥�å�

Ãk�æ�ZËz��Ä�

static void *
xxxchannel_init(kobj_t obj, void * data,

struct snd_dbuf * b, struct pcm_channel * c, int dir) ➊

{
struct xxx_info * sc = data;
struct xxx_chinfo * ch;

...
return ch; ➋

}

➊ b�/wstruct snd_dbuf{���Çahó<j¥/,®~sndbuf_alloc() uð)��Ä~{¥àKL

B/�4÷÷’�n’�QLB{�ÇvB{õj�

c�pcm/w;��è{�b�Y4ÇX?Ò�b�<jahRÇâ?tÛ\/w�è¥Çó�Á®

~pcm<jÃ¾�Õchn_intr(c) Ä�Ì&~Ç�

dir �+/w05ÃPCMDIR_PLAYÝPCMDIR_RECÄ�

➋ <jah(Ã�Ç�bÇ$�b�5~�;�$/w{��K­�ÇR*�kjú��téÙÆ/wz

={®~�
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15.4.1.4 channel_setformat

❀xxxchannel_setformat() ah��½/wÇ�½�QÂ*÷�mG�

static int
xxxchannel_setformat(kobj_t obj, void * data, u_int32_t format) ➊

{
struct xxx_chinfo * ch = data;

...
return 0;

}

➊ format �AFMT_XXX value���Ãsoundcard.h Ä�

15.4.1.5 channel_setspeed

❀xxxchannel_setspeed() ��½{Rø¤Ý÷�/wmGÇ?(Ã(Ã,�®r,{¤Ý�

static int
xxxchannel_setspeed(kobj_t obj, void * data, u_int32_t speed)
{

struct xxx_chinfo * ch = data;
...

return speed;
}

15.4.1.6 channel_setblocksize

❀xxxchannel_setblocksize() ÷�LLBÇY4pcm¦�QPÄÇ�Ç1ù�QPÄÇ�¦÷÷�-{

�Q\ {LB��QÏ-Ç�'�QYøLB{jâ�Ç�QPÄÇ�Ñah®~pcm{chn_intr() �

❀LõjPÄÇ��Õ?Y�{LLBÇO�h"��Q
)�a�&~YÇ��

static int
xxxchannel_setblocksize(kobj_t obj, void * data, u_int32_t blocksize)
{

struct xxx_chinfo * ch = data;
...

return blocksize; ➊

}

➊ <j(Ã,�®r,{LLB��*LLB]{#�êÇY«<Y�ah®~sndbuf_resize() ®r

¥àK{LB�

15.4.1.7 channel_trigger

❀xxxchannel_trigger() �pcmu;�PÄÇ�¥{"��Qv*�

static int
xxxchannel_trigger(kobj_t obj, void * data, int go) ➊

194



❀❀159❀�Q�ø:

{
struct xxx_chinfo * ch = data;

...
return 0;

}

➊ go½Bh�®~{Ä*�,�{��Õ

• PCMTRIG_STARTÕPÄÇ�ahéÄ,/t/w¥àK{jâ�Q��*��Çah/
,sndbuf_getbuf() Zsndbuf_getsize() 5R¥àK{ä��ZLB�

• PCMTRIG_EMLDMAWR/ PCMTRIG_EMLDMARDÕ·ªPÄÇ�ÇQ�ÝQñ¥àK,�.úÍc,ê�

LõjPÄÇ��4�QYJ®~�

• PCMTRIG_STOP/ PCMTRIG_ABORTÕPÄÇ�ah*�h�{�Q�

ÕÕÕ???: �*PÄÇ�&~ISA DMAÇ�ahó÷÷Þ�qÄ*�®~sndbuf_isadma() Ç?ÿ®DMA_¡�0{
/<�

15.4.1.8 channel_getptr

❀xxxchannel_getptr() (Ã�Q¥àK¥h�{¥à�Ç/��chn_intr() ®~Ç
%Y�4��

�pcm�wÇah�ý���cjâ�

15.4.1.9 channel_free

❀®~xxxchannel_free() u:8/wýÍÇ¾�hPÄÇ�Wñ�Ç?%�*/wjâ�è4ÄÕI{

{ÇÝV�*X&~sndbuf_alloc() �q¥àKI{Ç�ah"�YÇ<j�

15.4.1.10 channel_getcaps

struct pcmchan_caps *
xxxchannel_getcaps(kobj_t obj, void * data)
{

return &xxx_caps; ➊

}

➊ YÇ¾Ç(Ã�5Ã/�·Õ½B{Äpcmchan_caps�è{�bÃósound/pcm/channel.h ¥½

BÄ�YÇ�èâ?ø!BZ!LføªGZúzI{�QÂ*��[�QPÄÇ�Ñ,1*��Ç)

¾�

15.4.1.11ÍÍÍõõõ<<<jjj

❀channel_reset() , channel_resetdone() Zchannel_notify() ~��Oø{Ç�¦Y�|,(Cameron
Grant)�qæÿ��XahóPÄÇ�¥"�Ç�

195



❀❀159❀�Q�ø:

❀X÷Ä&~channel_setdir() .

15.4.2 MIXERzzz===

15.4.2.1 mixer_init

❀xxxmixer_init() ð)�mGÇ?·ªpcm��×Qì÷÷,~uB8Z9Q�

static int
xxxmixer_init(struct snd_mixer * m)
{

struct xxx_info * sc = mix_getdevinfo(m);
u_int32_t v;

[ ð)�mG]

[ �B8×Qì÷�v¥7h{ ] ➊

mix_setdevs(m, v);
[ �9Q×Qì÷�v¥7h{ ]
mix_setrecdevs(m, v)

return 0;
}

➊ ÷��Çrj�¥{ Ç?®~mix_setdevs() Zmix_setrecdevs() u·ªpcm?ó��÷÷�

❀×Qì{ ½B,1ósoundcard.h ¥It�ÃSOUND_MASK_XXX�ZSOUND_MIXER_XXX# Ä�

15.4.2.2 mixer_set

❀xxxmixer_set() �×Qì÷÷÷�QÞÿ/(level)�

static int
xxxmixer_set(struct snd_mixer * m, unsigned dev,

unsigned left, unsigned right) ➊

{
struct sc_info * sc = mix_getdevinfo(m);
[ ÷�QÞÿ/(level)]
return left | (right << 8); ➋

}

➊ ÷÷ú�½�SOUND_MIXER_XXX�

ó)�[0-100]�-�½QÞ����aht÷÷·Q�

➋ ��mG(QÞ)ÿ/(level),�X�{Q��¾ÇÌñ�ìJËrÇ¾Ç(Ã�ÞÁÄ+{"�ÿ/�
Ã)�0-100�Ä�
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15.4.2.3 mixer_setrecsrc

❀xxxmixer_setrecsrc() ÷½9QÍ÷÷�

static int
xxxmixer_setrecsrc(struct snd_mixer * m, u_int32_t src) ➊

{
struct xxx_info * sc = mix_getdevinfo(m);

[ ��src ¥{:� , ÷�mG]

[ Ícsrc 'n"�Ä*]
return src; ➋

}

➊ Ï�{9Q÷÷��Ç ­�½.

➋ (Ã÷�~u9Q{"�÷÷��JPÄÇ���÷��Ç9Q÷÷��*ñ�FØÇ<jah(

Ã-1�

15.4.2.4 mixer_uninit, mixer_reinit

❀xxxmixer_uninit() ahhâXÌ�ñ�[�QÇ?%�*,��aht×QìmGä��

❀xxxmixer_reinit() ahhâ×QìmG��Ç?%Á�Ä�X

Imixer_set() Ýmixer_setrecsrc() ;�{÷��

15.4.3 AC97zzz===

❀AC97�Q�AC97�h�hì{PÄÇ�"��Ç��®Ç0�Õ

• xxxac97_init() (ÃIt{ac97�h�hì{jø�

• ac97_read() ¦ac97_write() ÖU�½{
?ì�

❀TheAC97z=�pcm¥{AC97Shu�q°�v*�k�sound/pci/maestro3.c Ýsound/pci/ �iõ

ÙÆ��*�)¾�
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PC Card
 HÕspellar @SMTH.

❀ý9RÿXFreeBSD��UPC CardÝCardBus÷÷{PÄÇ�

Ø{å��bø�ý©��9ê�[5
��{pccardPÄÇ�¥��PÄÇ��

16.1������÷÷÷÷÷÷
❀5Ä|Ñ{pccard÷÷ï,¥��c÷÷{Z½.²¦ø:óFreeBSD 4¥&~{0�X3ê�ó1�{
Çý¥Ç���ö/etc ¥{�Ç©Guïñ÷÷�,FreeBSD 5.0
)Ç÷÷PÄÇ��wÇ¢|Ñ��÷
÷��ó�X¥��ÇI|Ñ÷÷{,ÇPÄÇ�~ÇuËz÷÷�

16.1.1������

❀,1�Ü«0�u#/PC CardÇÆ¢Ñä��Þ{CISfå���«0�4&~��ÛZ�¬{j	�
R���«0�4&~|,Ö{	n�Ç	n��4Ý9óCIS¥�PC Card�"&~ø¥*jâEZ�J
wu
Ø�Ç4~{÷�Ü*ÇtPÄÇ�{�UVi�4�h½�{ÙPÄÇ�{÷÷�

❀�ÇiÊ({"�<Y4ÇìÇÚ���QPC Card�¬
�ñk�÷�Çl�²YÇ÷�qÉ�i{Ú
�Ç1"ó=�ÞñH��JÚ���Æ÷�Ç²5Æ¢{ø)0�kÝ�®K­ñH�¬Ç?RÆ¢�

�{Ö	8t�¥�l
Ä¢{é���{��Çý&),�[��ÇYJ��/����Ù��l
Ç

�ê��Æ¢��Çý{¬]ÇYJØàÛ��Ì²Æ¢Ú�{Ö	8�CIS8-{,Ö	n�¥ÇeXÌ
�Ä��ÛZ�¬{ID�

❀A�1Þ<YÇé�FreeBSDu�&~j	ID,1>BÓ*Þ�3��Ì>BRID��tø:{,Ç¥Ä
Qu{�ìu����û5�x4�{]t��VÇ�Ùh
ØÆ�{ØàÛó¥ejâE¥.²��Ç

X3{ID��LinksysÇD-LinkZNetGear4²�ñH#3÷�{�Ç�)��Û�#3{÷�,�ó�ý1
Ã�BuffaloZCorega{Ö	ñH�l
ÇYJ÷÷��ä�#3{��ÛZ�¬ID�

❀PC Card�"óÙ¥ejâE/sys/dev/pccard/pccarddevs ¥â?ê�{fåÇbXÝ9ýÇPÄÇ�

¦Ç¢�É{få�Ç�
Øê��wÇ1ã�óPÄÇ�~u�Ò÷÷{,¥�4�
O;\�ø�

❀!�ÇìJ:��à{÷÷ÊýXÝ9��Û)#�YJ÷÷��&~,ÖCIS	n�u�{Ç¢��*
·¢X��Y«aúÍ���õPÇbé�ìJ:��àe:��q{CD-ROMB8ìu�e4��{�
/�ah�½&~Y«0�Çbý�¥¤4ïñêiõ÷÷ÇO�Ç¢4ó�#tPC CardÛ�{OEMý�
����{Çah��&~j	0��

16.1.2 pccarddevs{{{ÂÂÂ***

❀pccarddevs ©G��������&~Ç¢{�JØàÛïñê��ÛRh�ý��j	\�����

Ý9êYJØàÛ&~{Ä��¬ÇÝiÆ¢{�¬IDRhZÃc	n��Ãc	n�/�XÌú&~
Ã#'Çý&·¢,1�{j	ÇýRÇ·¢�lä�|,Ö{CIS÷�÷÷{ÃcÄ�l��&~	n�
�{0�{�J÷÷­�YÜ�{ÀÜ�!�Ç©G�[�0,1&~CZÂ{Õ:�

❀©G{���Ý9ØàÛID�>âÑï,�j	\��$iÇ�ê���Ç/~8ß{â?�u0"�
â?YJfåÇ·¢¦NetBSDá0$©GÇO$>N®é$©G{�[Í��¾�Õ
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vendor FUJITSU 0x0004 Fujitsu Corporation
vendor NETGEAR_2 0x000b Netgear
vendor PANASONIC 0x0032 Matsushita Electric Industrial Co .
vendor SANDISK 0x0045 Sandisk Corporation

❀�+ê�ÇØàÛID�i.�{4NETGEAR_2"�Þ4NETGEAR,Ùéo�{OEMÇé�J�
Ø|
Ñ{*V��?X�wNETgear&~{4/|{ID�YJ�ø#h�z4Ã��qÞÑ�ØàÛ�E	u�
+ýq{¡/���ØàÛ{Ö	�Ö	RÌópccarddevs©G{�Á­�ñ�ÇÖ	�Ì~óPÄÇ�{
�{,¥ÇO$âÑÇ{áB?%4�H{C)#n�¤��ÇÉØàÛ{����j	ID�X��
�0xffffffff Ý0xffff o*{IDÇO�Ç¢4â�IDÃ�V4’8IDø\’Ç
�V��Ìó�ÞôÙ�{
�¥�tÇ~u�+noneÄ�!�¤�����Ú�{Ãc	n��YÇ	n�óFreeBSD¥øê~�Õ:
ø{i?��ú&~,�

❀©G{���Ý9�¬.��ó�Á¾�¥�t{:

/ * Allied Telesis K.K. * /
product ALLIEDTELESIS LA_PCM 0x0002 Allied Telesis LA-PCM

/ * Archos * /
product ARCHOS ARC_ATAPI 0x0043 MiniCD

❀Â*¦ØàÛ{�Jq#��Ù¥��¬�E	�l�4ØàÛÖ	Ç�ÞÁ­�
u��ÁËø�¬

Ö	Ç$Ö	óPÄÇ�¥&~Ç%ah4�Ç�HC)#nÇb,11j	
>�l�4�{�����
¬ID�ØàÛ/�é0xffffffff Z0xffff �#3{Õ½�!�4��÷÷�ü{	n�Ãc��

�FreeBSD{pccard�"PÄÇ�Ì,|,Ö{CIS�ø
O�Ç	n�ÇO$YÇ	n�óFreeBSD¥/�
Xú&~ÇbìJCIS�øX�w��F{<Y�¤,�&~��¬���Û{	ñ~�\�Çl�ò��
¬ID{j	\���Ç��Û�ø����CÕ:Ç�ø�-��Ç8q�

❀�®�i6�Á{ØàÛ��ÇbÄ�{��ÛID�-1�-1óFreeBSD pccard�"Sh¥?�ø��{�
�{�[ÀÜ����Ç¢4C)#nÇÇ¢{Ö	�����ø$�iÂ*�3�©G{����

❀!���Ý9�J��~	n��{{��Y��{Â*¦/~�{Â*��X3Õ

product ADDTRON AWP100 { "Addtron", "AWP-100&spWireless& spPCMCIA", "Version&sp01.02", NULL
product ALLIEDTELESIS WR211PCM { "Allied&spTelesis&spK. K.", "WR211PCM", NULL, NULL } Allied Telesis

❀·¢.²Yçê�¬�E	Ç�ËØàÛÖ	Çl�òË�{Ö	ÇÒ6ó©G���¥�ø�l
Ç

Y��Ò¦�Â*X3ê���Ç{}I�Ç�Ë�Ç	n��YJ	n�éaCIS_INFO®Ã�¥½B{Ø
àÛÇ�¬Z�ifå�YJ	n�ú�	pccarddevs.h {Ç�,HÇR&sp�¦�"�{8Â�8�ø
?�ø�ø{Y\Iahú�Q�ó· 
{¾�¥��ÇFØ{�ø�ø:é�{v*u���­�Ç

d�XahóÙ¥Ý9ÇýR���ØàÛóYÇ	ã¥Ì��{iõX3ÇýÇYJÇýÑ�Ó*ÇY

«<Y��Jfå�Ìt�Jp�#��{|óFreeBSD¥Í
1&~���hØàÛñ�=��DÃ,~
uÇ$Â��ÄÇæ�ñH3�¬]�{iõX3\I�ÇY�4���{��*YøÇ�ó�JØàÛ

�lâÑ#3{��Û/�¬é{èD<Y�Ç�dKI
���­�.$�X�&~t�,H*�{�

16.1.3æææ���¾¾¾ÇÇÇøøø¾¾¾

❀�Ãz�[5Ä|Ñ{÷÷ï,¥��÷÷ÇÒ��ÃziõPÄÇ�Ñ�{æ�Z/Ý�{¾Ç���
����
Øê�Ç/��ÇYóFreeBSD 5.x¥����ì����4window-dressingX3ÇY�Éñê
�Ç®.�{Çý�
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static const struct pccard_product wi_pccard_products[] = {
PCMCIA_CARD(3COM, 3CRWE737A, 0),
PCMCIA_CARD(BUFFALO, WLI_PCM_S11, 0),
PCMCIA_CARD(BUFFALO, WLI_CF_S11G, 0),
PCMCIA_CARD(TDK, LAK_CD011WL, 0),
{ NULL }

};

static int
wi_pccard_probe(dev)

device_t dev;
{

const struct pccard_product * pp;

if ((pp = pccard_product_lookup(dev, wi_pccard_products ,
sizeof(wi_pccard_products[0]), NULL)) != NULL) {

if (pp->pp_name != NULL)
device_set_desc(dev, pp->pp_name);

return (0);
}
return (ENXIO);

}

❀Y�·¢��Ç,1�{èj�Ç÷÷{;\pccardæ�¾Ç��ÞÁÄ
tÇÖ	,�X3Ã�*X
4foo_pccard_probe() �Ò4foo_pccard_match() Ä�<jpccard_product_lookup() 4�Ç/~<

jÇÇ(»,?(Ã�5ÇÄ�{{��1{�b��JPÄÇ�,�&~YÇå�uRìJ�{��f

å��tPÄÇ�{ÙÇ\IÇO$,¥,��J#����{�FÒ4�*���ÇX3{,Ç�t,

{�è{��ÇÃ£��èpccard_product�

❀
���,wi_pccard_productsÒÌ��ÇÄ��øÑ4PCMCIA_CARD(fooÇbarÇbaz){o*�foo\I�

u�pccarddevs {��ÛID�bar\I��¬�baz�$�ÄÏ�{Õ�R��õpccards,1�õÇÕ
�Ç���Í�KI
Õ�1ZÕ�0��,1���PCMCIA_CARD_DÇÇÝiêu�pccarddevs ©G{÷

÷Ãc���,1��PCMCIA_CARD2ZPCMCIA_CARD2_DÇh�����&~å�Ãc�

Z�,pccarddevs¥Rz�)�Ç3��{CIS	n�Z��ÛRh�ÒÌ~tÇ¢�

16.1.4RRRÇÇÇ\\\óóó���ååå

❀O$Ç�ê�Ç��c÷÷Ç���q�ÁZ½�D�Ç��,÷÷Üz)#få�qÄYÇ!�4{

0�Ò4R÷÷��tPC CardÝCFx¥Ç?�ñdevinfo -v ��,�Ì�t�J¡��Á{ÀÜÕ

cbb1 pnpinfo vendor=0x104c device=0xac51 subvendor=0x12 65 subdevice=0x0300 class=0x060700
cardbus1
pccard1

unknown pnpinfo manufacturer=0x026f product=0x030c cisv endor="BUFFALO" cisproduct="WLI2-CF-S11"

❀*�Qñ{�\I���ÛZ�¬��¬{j	ID�
cisvenderZcisproduct�CIS¥
Ø{Ãcý�¬{
	n��

❀��·¢D�.��&~j	 1ÇO$D��A
Oä�${�ø��ê+¾ÇÞÁ{�.²úãã

�è�ê�·¢�t{ØàÛ�BUFFALOÇÇ.²��Ç�øêÕ

vendor BUFFALO 0x026f BUFFALO (Melco Corporation)
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❀Yø·¢Ò,1ê��YÇ��I�Ç�øÇb·¢�����b·¢��Õ

/ * BUFFALO * /
product BUFFALO WLI_PCM_S11 0x0305 BUFFALO AirStation 11M bps WLAN
product BUFFALO LPC_CF_CLT 0x0307 BUFFALO LPC-CF-CLT
product BUFFALO LPC3_CLT 0x030a BUFFALO LPC3-CLT Ethernet Adapter
product BUFFALO WLI_CF_S11G 0x030b BUFFALO AirStation 11M bps CF WLAN

❀·¢Ò,15pccarddevs ¥��Õ

product BUFFALO WLI2_CF_S11G 0x030c BUFFALO AirStation ul tra 802.11b CF

❀ø�Ç���ÇCÄZ½u­c�	pccarddevs.h Ç~uRYJ)#nÝ¦t0�PÄÇ���óPÄ

Ç�¥&~Ç¢����qÄ�ÁZ½Õ

# cd src/sys/dev/pccard

# make -f Makefile.pccarddevs

❀�`qÄêYJZ½Ç�Ò,15PÄÇ�¥���ê�Y�4�Ç���q{;\v*Õ

static const struct pccard_product wi_pccard_products[] = {
PCMCIA_CARD(3COM, 3CRWE737A, 0),
PCMCIA_CARD(BUFFALO, WLI_PCM_S11, 0),
PCMCIA_CARD(BUFFALO, WLI_CF_S11G, 0),

+ PCMCIA_CARD(BUFFALO, WLI_CF2_S11G, 0),
PCMCIA_CARD(TDK, LAK_CD011WL, 0),
{ NULL }

};

❀Õ?Ç·ó·��{q�ÁÝ9ê’+’ÇbY�4~u�®Y�q�X�²Ç��t"�PÄÇ�¥��
`���êYqÇÒ,1­c�H�XÝÜLÇ?Aø�Ç4d�#/÷÷��*Ç#/ñ÷÷?�Ó

*Ç>
bV¶��*ÇXÓ*Ç>IñtÇÓ*Ä��{ÀÜ?
b�ÇV¶��*ÇÊýX#/÷

÷Ç���,�)Fê��Çah­c5���Z�

❀�*�4�ÇFreeBSDÍSh{committerÇ?%Ä�ÀÜ�åuÑt�Ó*Ç��ah²YJ�#
bt
d¥�l
�JB��{ÀÜ����D�D�Ç���
bpccarddevs ©Gtd¥�qÄ�Ç���­

c�	pccarddevs.h ?RÇ*���'
bu
bÃY4�êhâth{$FreeBSD$)üÌ�ó�Á{©
G¥Ä�!�Ç���²ÙÇÀÜ
btPÄÇ��

16.1.5


bbbccc÷÷÷÷÷÷

❀iõ|�z²c÷÷{�ø��É*V�>X��ø)�>RÇ¢*�PRu
bÇ?RPRRh��É*
V~��9�Yøhâ�øXÌ¿��
bPR�ÇV¶¥����Ý9pccardevs.h {diffÇO��JÀÜ
,1­c�	�Ý9÷÷{ÃcZ0�PÄÇ�{V¶4��{��*�X�wÖ	Ç&~OEM99*�Ö
	Ç*VRÌ®��#a�®rOEM99�
bVXah
bOEM99Ç
a�It!°{OEM�ø?
b°
��Ç{�Ç�
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