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� µÚ 11a,'��[��l(Tuning)��a;jE±/�®?±�fA�ACPIéÙÑ§�cron�|CÍ�
?9Ýkernel tuningó41�/��

� µÚ 14a,�ÙH�S��a;¦�ÝÌa{ßç­(VPN)�jn�ÙÝDã�×(ACL)�|CH�2
×(Security Advisories)Ý/��

� µÚ 16a,/JPDã�×(MAC)ÎÍÌX¦�Ýa;�Ía+Û�%�ÎMAC^×�|CA¢ºà¸¼
¸
ÝFreeBSD�Ù?H��
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� µÚ 29a
$ç­Tà×a±¦bn3FreeBSD�¸à �'n�H�Paç­|C¸
àATM(Asynchronous Transfer Mode)ç­Ý+Û�

�¦�Ý×	Þ��(Glossary)�à|1��h��¨Ý�+�

�¥±Y_h�X�Ý%��

ÏÏÏÞÞÞÌÌÌÝÝÝxxx���ÑÑÑ���

ÍW�ÝÏÞÌÎFreeBSDZ���ÝWõa`ËO�WÝT��®�ÏÞÌ�âÝAìÝx���


xii



�

�¦��JÝê�õS�

�XbÝASCII%�í;W%j}PÝ%��

�NÍa;í�áÃ��|-">Ýp��a;/�`��\ïXkÝ�ÝI5�

�/�Úx¥±à�Wë�I5:E��¸àFreeBSDF,E�ÙÑ§F, andE!�F�
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� µÚ 7a,9ª�Å¯
�(Multimedia)�

ÍÍÍhhhÚÚÚxxx

Íhx�5
"�I5�Ï×I	9��¸à:�+ÛFreeBSDÝH��ÃÍE®�\ï�qA�
Ý�
��Ç�Tï®Ä×°!�ÝxÞ¼å\�ÏÞI59ðàE®:�+ÛFreeBSDðà���9I5�|
�¶5�¼\�NaG«KºbÃ��Ã�ºà�Ía;��Ý/�õ\ïT��áÝ�9x�Î¯\ï

�|Ã�KÝa;å\�ÏëI59�ÙÑ§:�+ÛFreeBSD�WX�·¶Ý&ËÝÞI5�Ï°I5
9ç­;G:�J�Àç­õ&PServerÝÞ��Ï"I59!�:�Î&ËbnFreeBSDÝ£Ù�
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Covers the basic commands and functionality of the FreeBSD operating system. If you are familiar with Linux
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µÚ 4a,8���Ñ§S

Covers the installation of third-party software with both FreeBSD’s innovativeEPorts CollectionF and
standard binary packages.

µÚ 5a, X WindowÚ��ÙS

Describes the X Window System in general and using X11 on FreeBSD in particular. Also describes common
desktop environments such asKDE andGNOME .

µÚ 6a, Desktop Applications

Lists some common desktop applications, such as web browsers and productivity suites, and describes how to
install them on FreeBSD.

µÚ 7a, Multimedia

Shows how to set up sound and video playback support for your system. Also describes some sample audio and
video applications.

µÚ 8a, Configuring the FreeBSD Kernel

Explains why you might need to configure a new kernel and provides detailed instructions for configuring,
building, and installing a custom kernel.

µÚ 9a,��S

Describes managing printers on FreeBSD, including information about banner pages, printer accounting, and
initial setup.

µÚ 10a, Linux Binary Compatibility

Describes the Linux compatibility features of FreeBSD. Also provides detailed installation instructions for
many popular Linux applications such asOracle, SAP R/3, andMathematica®.

µÚ 11a, Configuration and Tuning

Describes the parameters available for system administrators to tune a FreeBSD system for optimum
performance. Also describes the various configuration filesused in FreeBSD and where to find them.

µÚ 12a, Booting Process

Describes the FreeBSD boot process and explains how to control this process with configuration options.

µÚ 13a, Users and Basic Account Management

Describes the creation and manipulation of user accounts. Also discusses resource limitations that can be set on
users and other account management tasks.

µÚ 14a, Security

Describes many different tools available to help keep your FreeBSD system secure, including Kerberos, IPsec
and OpenSSH.

µÚ 16a, Mandatory Access Control

Explains what Mandatory Access Control (MAC) is and how thismechanism can be used to secure a FreeBSD
system.
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µÚ 18a, Storage

Describes how to manage storage media and filesystems with FreeBSD. This includes physical disks, RAID
arrays, optical and tape media, memory-backed disks, and network filesystems.

µÚ 19a, GEOM

Describes what the GEOM framework in FreeBSD is and how to configure various supported RAID levels.

µÚ 20a, Vinum

Describes how to use Vinum, a logical volume manager which provides device-independent logical disks, and
software RAID-0, RAID-1 and RAID-5.

µÚ 22a, Localization

Describes how to use FreeBSD in languages other than English. Covers both system and application level
localization.

µÚ 23a, The Cutting Edge

Explains the differences between FreeBSD-STABLE, FreeBSD-CURRENT, and FreeBSD releases. Describes
which users would benefit from tracking a development systemand outlines that process.

µÚ 24a, Serial Communications

Explains how to connect terminals and modems to your FreeBSDsystem for both dial in and dial out
connections.

µÚ 25a, PPP and SLIP

Describes how to use PPP, SLIP, or PPP over Ethernet to connect to remote systems with FreeBSD.

µÚ 26a, Electronic Mail

Explains the different components of an email server and dives into simple configuration topics for the most
popular mail server software:sendmail.

µÚ 27a, Network Servers

Provides detailed instructions and example configuration files to set up your FreeBSD machine as a network
filesystem server, domain name server, network informationsystem server, or time synchronization server.

µÚ 28a, Firewalls

Explains the philosophy behind software-based firewalls and provides detailed information about the
configuration of the different firewalls available for FreeBSD.

µÚ 29a, Advanced Networking

Describes many networking topics, including sharing an Internet connection with other computers on your
LAN, advanced routing topics, wireless networking, bluetooth, ATM, IPv6, and much more.

!�A, Obtaining FreeBSD

Lists different sources for obtaining FreeBSD media on CDROM or DVD as well as different sites on the
Internet that allow you to download and install FreeBSD.
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!�B, Bibliography

This book touches on many different subjects that may leave you hungry for a more detailed explanation. The
bibliography lists many excellent books that are referenced in the text.

!�C, Resources on the Internet

Describes the many forums available for FreeBSD users to post questions and engage in technical conversations
about FreeBSD.

!�D, PGP Keys

Lists the PGP fingerprints of several FreeBSD Developers.
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aaa1.���+++
Restructured, reorganized, and parts rewritten by Jim Mock.

1.1.ÃÃÃ���
&ð��
EFreeBSD�·¶	|ìa;��FreeBSD��Ý&]«�fA¸Ýaª�êý��sÿP�
��

\�9a�
ÞÝ�


� FreeBSD�Í�OS� Ýn;�

� FreeBSD��ÝaªÙø�

� FreeBSD��Ýêý�

� FreeBSD open-source�sÿPÝÃ�ÃF�

�	QC��bEFreeBSDF9(CÝã¼�

1.2. Welcome to FreeBSD!
FreeBSDÎ×Í�4.4BSD-Lite�ß���3|Intel (x86 and Itanium®), AMD64, AlphaTM, Sun UltraSPARC®

Ã�Ýé\îÆ�Ý®¼�Ù�!`�É�ÕÍ�¿¬Ý�®ô3
���EyÍ��aªÝ+Û��

:FreeBSDaªÙø�EyFreeBSDÝt±ÌÍ+Û��:current release�uÆÕEyFreeBSD��bX
Q¤Ý�(	Î�PD{�'n�Ã�)��:A¢EFreeBSDbQ¤
(../../../../doc/zh_TW.Big5/articles/contributing/index.html)�

1.2.1. FreeBSD ������%%%������

FreeBSDèº�¯&9�
���9°���À�

�

�V8�J�JÝ9�ªP9�:�È@1�Ç¸3�Ù�H�¥Ý�µì��PÆ�¿5¬vTà�

P�¸àï2¿2�²£Ù�

�

99ß�à(multi-user):��½&9ß�|!`¸à×ÍFreeBSD�Ù¼�§&�Ý¯���ÙÝ{�ø
\(A��^CÂñ^)ô�|¯XbÝ¸àïÊ	25²�ô�|jE&½¸àïT×N¸àïÝ�Ù£
Ù��|'§�|1��Ù�l�Ä�¸à�

�

?àÝ9TCP/IPç­��:�Yî&9¼&ýã�f
A�SCTP�DHCP�NFS�NIS�PPP�SLIP�IPSec�IPv6ÝYî�ôµÎ1FreeBSD�|�|2«Í�
®¼�ÙDÄç­�!º®�TÎ	®
¼Ý§� àH�»AèºGÐjn�²(NFS)Cé�

�(email)����TÎ¯
Ý
¼=îçjç­(Internet)¬èºWWW�FTP�­ã(routing)�C§j
�(firewall�security)�Än���
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�

9B7�1�(Memory protection):�@1�P(TÎ¸àï)�º!8�W�Ç¸�¢�Pb�ÑðÝº
®�K�ºÅ(Í��PÝÆ��

� FreeBSDÎ932�-(32-bit):Ý®¼�Ù(3Alpha�Itanium�AMD64CUltraSPARCîJÎ964�
-(64-bit):)�Æ�×��-Î9ø'�Ý�

�

¼&ýãÝ9X Window�Ù:(X11R7)�|3ð�Ý-!VGA�î�/ÇK�èºÝ%�;Ý¸àï+
«(GUI)�¬v�ÀÝ�JÝæ��PD�

�

�9à#Æ�:&9Í�®¼�Ù(fA�Linux�SCO�SVR4�BSDIõNetBSD)Ý�Æ�j�

�ó|0�ÝñÇ�|Æ�ÝTà�P�9°K�DÄFreeBSDÝ9ports:C9packages:8�Ñ§^×¼
ãÿ���m�ðTÕç­îÕ�¨´Xm�Ý8��

�h²�ç­î$b�&ð�|É�Ýó|0�Tà�P�FreeBSDÝæ��PD�&9ð�Ý¤¼
ÌUNIX �ÙK8��X|�I5Ý�PK©m��KÝÑ;(TqÍ�àÑ;)�µ�|_ËÆ��

�

m�`�Hð(demand paged)virtual memoryCEmerged VM/buffer cacheFÝ'��9F3�Ù�bà�
��B7�Ý�PÆ�`�)Qb�ýÝ[£�¨�

�

YîCPUÝEÌ9��§(SMP)��|Yî9CPUÝé\�Ù�

�

��8�ÝC�C++ |CFortranÝ�(õÍ��s�Ì�|CÍ�&9�º
$@sÝ�P+�ô[/
3portsõpackages�

�

JÍ�ÙKb9æ��PD:�9¯¯E®¼�(=bt��Ýßé��ÉQ�=b���wÝ�Ù�

¢s�©��T8�XV@��Ã¤Yµ÷�

�Â½v²°Ý9aîZ�:�

�	QC���cAh	

FreeBSD�ÙÛÎÃyY»�L�.å¸¾5lÝé\�Ù@~N(Computer Systems Research Groupôµ
ÎCSRG)Xs�Ý4.4BSD-Lite�|CÃyBSD�Ù�sÝ8�FÙ�tÝãCSRGXèºÝ{`²ÝW
��
Ýèº��§ËÑÌ��Ý�®�FreeBSD��ô7áÝóû�`|îÝÞI�J�|��ÿt?
ÝÆ�[£|C�ÙÝ%���Ñ	&9¤¼îÝºßÑÄæ2�T�èº[�C%�`�FreeBSD�B
Ìn9øÝ©²--µÎ¨3	

FreeBSDÝºàP�P§�Í@��§×3¯Ý�	æî��8�Ý�sÕ�Ã��;�TÎßC�Ïî
«ÝFaÝ]���ÝGÐ�×�9°��u�|à¤àÝUnix®`¼¾W�£�Áb��¸àFreeBSD
ô�ðÕ	FreeBSDôåÇy¼�y�¦&@~�TC�.X�sÝóûÍ{`²Ý8��9°;ð©m
��ð�KÝðàTqÍµÎ¹ðÝ�	Qôb¤¼8���v�¨ÝóêÎ�^Ë¦�

ãyNÍßK�|ãÿFreeBSDÝæ��PD�9Í�Ù�|��J��Æ��¢æÍ��P°�	Ý�
�T����Ey�&Ã¤ãÿÝ®¼�Ù;ð^bð°9ø2�Ñ;�|ìèº×°ßÆ¸àFreeBSD
Ý»��
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�ç­��� FreeBSD/�úNÝç­��¸¸W
ç­��(Aì»)Ý§�¿¬�

�

jn§� (FTP servers)

�

�¦£Gç§� (WWW servers) (ýãÝT?H�Ý[SSL]=a)

� IPv4CIPv6 routing

�

§j�|CNAT (EIP masqueradingF) gateways�

�

é�
�§� (Electronic Mail servers)

�

ç­±ö§� (USENET News)TÎé�µ×û�Ù(BBS)

��b?9...

bÝFreeBSD�
�|�|2�à-!Ý386 PC��@M>ù
Ý^ Õ°ÍCPUÝXeon¬¸àÂÃp
�(RAID)¼��

¼ºàîÝmO�

�>��u
Î£�8nr½Ý.ß��ô^bf¸àFreeBSD�.Õ?9®¼�Ù��Õ^�x�Cç
­Ý]°Ý�¨²A�¯�¿àé\¼�§×°Í�Ý�®��b×°ACAD�ó.ºÕ|C%��§
8���|¹ð2ãÿ¸à�

�@~�bÝ�JÝæ��PD�FreeBSDÎ@~®¼�ÙCé\I.ÝÁ·�(�Ìb¹ðv�ããÿ
©PÝFreeBSDô¸ÿ×Í5HË2Ý)®����ÄHTÌJC�Ù�wPÝ®Þ����3Ýø
ø�

�

ç­�¯A�m�router�Name Server (DNS)TH�Ý§j�(Firewall)�FreeBSD�|D|ÝÞ¯^b
àÕÝ386T486 PC��W
�·Ý§� �#�ÌbÄl��(packet-filter)Ý���

�

XÚ��®ì� FreeBSDÎX âÐ^Ý���¯�|¸à¹ðÝX11 Server�FreeBSD�¬�|�	G
ÐX�PâÐ^�ô�|Æ�Í2ÝX �P�3D�l�®ìÝ���A�b×¬�³§� Ý
��FreeBSD#��|Bãç­�^(�m{Ã�ôµÎEdisklessF)���W?-!v|yÑ§Ý�®
ì�

�

8��s�ÃÍH�ÝFreeBSDµ�âÝ�JÝ�P�s�Ì�AGNU C/C++_Ë Ctý �

¯�|Bãt�CD-ROM�DVDTÎ�FTPìî8/FreeBSD --�ÀñÇ�Æ�Ý�Ù|C�ÙÝ�J�
PD����¢å!�A ãÿFreeBSD�

1.2.2.   333àààFreeBSD���

&9InternetîÝ�lçìKÎ|FreeBSD®
¸Ý®¼�Ù�»A�

�
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Yahoo! (http://www.yahoo.com/)

�

Apache (http://www.apache.org/)

�

Blue Mountain Arts (http://www.bluemountain.com/)

�

Pair Networks (http://www.pair.com/)

�

Sony Japan (http://www.sony.co.jp/)

�

Netcraft (http://www.netcraft.com/)

�

Weathernews (http://www.wni.com/)

�

Supervalu (http://www.supervalu.com/)

�

TELEHOUSE America (http://www.telehouse.com/)

�

Sophos Anti-Virus (http://www.sophos.com/)

�

JMA Wired (http://www.jmawired.com/)

|C&9Í�Ýçì�

1.3.nnnyyyFreeBSD ������
#ì¼ýÝÎFreeBSD��Ýeÿ��âaªÙøÝ�+���Ýêý�|C�sÝÿP�

1.3.1. FreeBSD aaaªªªÙÙÙøøøÝÝÝ���+++

Contributed by Jordan Hubbard.

FreeBSD�iÝ�°Î31993O�X�WÝ�£ÎÙ�yî�×à9& ]386BSDÝpatchkit(ÑÑ�Ì):
��ÝëÍÜ�î�ßNate Williams�Rod Grimesõ&(Jordan Hubbard)�

&Æt�ÝêýÎ��×	386BSDá)ÑÑÝsnapshotÌ�|-ÑÑ	`×ÀpatchkitK��|�XÝ®
Þ�b°ß���Bÿ\�Ý��(Ì§�E386BSD 0.5FTE386BSD InterimFµÎ9Íæ.�

386BSDÎBill Jolitz Ý®¼�Ù�3	`µ�bV×OÝ5×D¡�	�ÑÑ�Ì(patchkit)^�ÿÓÿ�
ß�°��&ÆP²È2!��®×°¯Ý�¬X�èº×	Û`PÝE�;Ì(cleanup)F¼QÃBill�Q
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��ãyBill Jolitz EQX�ã�ÍE���Ý-��v^b�@¼�Î¼ÝÆÕ�X|���-MQ«Û
\Ç�^�

�ò&Æ-X�3Ç¸^bBill ÝY¹ì�¯���)Qµ�ì��t¡&Æ2àDavid GreenmanóY�
X�Ý(C�ôµÎ9FreeBSD:�3�®Ý	`Ý×°¸àï���¡�µ��X�Ýt�Ýêý�	�
����@È×6µ�WË`�×6µ�ÿ?z½Ý�&«Walnut Creek CD-ROMD¡s�CD-ROM9ø
��-îçÝßµ�|àf´��Ý]PãÿFreeBSD�Walnut Creek CD-ROM�©QW|CD-ROM¼s
�FreeBSDÝ�°�!`èºÝ×¬^ |C">Ýçjç­Ý�´�A��ÎWalnut Creek CD-ROM¿
{ÎèGÝ*�9Íâ���Î��44PöÝ���£����FreeBSD�ºAh">ÝW�Õ*^9
øÝ!ÿ�

Ï×ù|CD-ROM (Cç­)s�ÝFreeBSD 1.0Î31993OèÞ`��ÌÍÎÃyãU.C. Berkeley|Âñ]
Ps�Ý4.3BSD-Lite (ENet/2F)|C&9¼�y386BSDõ�ã8�Ã�ºÝ8��EyÏ×gs���
�ÕW��&Æê#½y1994O5`s�Ý8	W�ÝFreeBSD 1.1�

Q�h¡�ò�¨×Í�²Ý±ö3NovellõU.C. BerkeleynyBerkeley Net/2Âñ�°�2�Ýå(@�
�¡�W�U.C. Berkeley#å�I	ÝNet/2Ý�PDKÎ9+ª¼Ý:vÎòyNovellÝP®--¯@îÎ
	`�òG�AT&T ãÿÝ�BerkeleyÿÕÝÎNovellEy4.4BSD-LiteÝ9àÉ:�t¡	4.4BSD-Liteâ
ys��¡�-��Î+ª�
��Xb¨bNet/2¸àïK�ú¦�È?ð±ÌÍ�9�ÀÝFreeBSD�
yÎ�&Æ��Oy1994O6`9G�c÷µÃyNet/2Ý®`�3hGè�ì�Í���.&3�§|G
®t¡×gs��ôµÎFreeBSD 1.1.5.1�

FreeBSD-��Ý9#A9¥±s�Æ�:ÝÝÜ�®--��±Ýv��JÝ4.4BSD-Lite¥±J)�9
ÍELiteFÌÍÎ��JÝ�.
BerkeleyÝCSRG�BÀtÝ��3�ñ×Í�|�^Æ�Ý�ÙXm�
Ý�PD(Ãyu�°�îÝ�O)�v�ÌÍ3Intel¿¬ÝÉ�Î&ð��JÝ�àÕ1994O11`Í��
��WÝ9Í»É�!`3�O12`9|CD-ROM|Cç­Ý�Ps�ÝFreeBSD 2.0�4Q�	ÌÍ3	
`bF�2Õ·�¬)Î°b�LÝW����y1995O6`ês�Ý?�|H��??
ÝFreeBSD 2.0.5�

&Æ31996O8`s�ÝFreeBSD 2.1.5�3ISPõ¤¼$��&ðø���¡�2.1-STABLE5YÝ¨×Í
ÌÍTº�ß�¸µÎ31997O2`s�FreeBSD 2.1.7.1�!`ôÎ2.1-STABLE5YÝt¡Ì��¡h5
Y-
áî�ÏV�GGèºH�PÝ�úõÍ��¥ý0Ñ�Ýî�(RELENG_2_1_0)�

1996O11`FreeBSD 2.2��sx�5Y(E-CURRENTF)�¼W
RELENG_2_25Y�¸ÝÏ×Í�J
Ì(2.2.1)y1997O4`s��2.25YÝ;�ÌÍ397O�K� s�Ý�Ít¡ÌÎ31998O11`s�
Ý2.2.8Ì�Ï×ÍÑPÝ3.0ÌÍ31998O10`s��ùÇ�×2.25YÝaK�

1999/01/20̂ ��5Y�9®ßÝ4.0-CURRENT|C3.X-STABLEËÍ5Y�3.X-STABLE]«�3.1s�
y1999/02/15�3.2s�y1999/05/15�3.3s�y1999/09/16�3.4s�y1999/12/20�3.5s�y2000/06/24
�#ì¼¿F¡sµÝ×°ÝÑ�j(EKerberosH�P]«ÝÑÑ)�µ>ù�3.5.1�9Î3.X5Yt¡×
Ís�ÌÍ�

32000/03/13êbÝ×Í±Ý5Y�ôµÎ4.X-STABLE�9Í5Y�¡sµÝ&9Ýs�Ì
Í
4.0-RELEASE32000O3`s���t¡Ý4.11-RELEASEJ32005O1`s��4-STABLE5YÝY
îº¹�Õ2007/01/31�¬x�NF3yH�]«Ý�ü��©CÍ��¥®ÞÝÑ��

���òÝ5.0-RELEASE32003/01/19ÑPs��9ÎÞ��sëOÝE)�®�!`ô���ú9
9CPU(SMPng)ÝYî�kernel thread(KSE)ÝYî�jn�Ù2àUFS2|CYîsnapshot��¬Y
îUltraSPARCõia64 ¿¬�Yî ��32 bitÝPCMCIA���¡y2003O6`s�Ý5.1��-CURRENT
9Ís"x�5YÝt¡5.XÌÍÎ32004O2`ÑPs�Ý5.2.1-RELEASE�35.X��
á-STABLE
(RELENG_55Y)�¡�-CURRENTµ»É
6.X���

RELENG_55Yy2004O8`ÑP�þ��¡Î5.3-RELEASE�¸Î5-STABLE5YÝÏ×Ís�ÌÍ�
t¡Ý5.5-RELEASEÎ32006O5`s�Ý�3h�¡RELENG_55Y��µ��
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RELENG_65Yy2005O7`�þ��6.X5YÝÏ×Írelease(6.0-RELEASE)Î32005O11`�Ý�t
±Ý8.4-RELEASEÎ32006O5`s��	QC�RELENG_65Y�Þb¡�Ýs�Ì�

RELENG_75Yy2007O10`�þ�t±Ý9.1-RELEASEÎ32006O5`s��RELENG_75Y�Þb
¡�Ýs�Ì�

êG���Ý�s�iµ�38.X-CURRENT (trunk)5Y�
���8.XÝCD-ROM (	Q�ô�|àç­
8) snapshotÌÍ�|3FreeBSD snapshot server (ftp://current.FreeBSD.org/pub/FreeBSD/snapshots/)ãÿ�

1.3.2. FreeBSD ������ÝÝÝêêêýýý

Contributed by Jordan Hubbard.

FreeBSD��Ýêý3yèº�®��àHÝ8���!ñ�¢§×fZ�&Æ��&9ßE�PD(|C
�iÍ�)Kb&ð�Ý7á�.h�	Q�+��«b×°£�îÝ�9�¬&Æ¬^ÆÕ¾X2�Oÿ
Õ9v£Ã�&Æ-
&ÆÝ´�9¸ú(mission):Î
�¢ßèº�PD��Ñ�ÆÆÕà9°�PD�
%��.
9ø�PDÞ�È�?Â½2¸à���sìÍ�Â�&-
9Î�ã8�tÃÍÝ�!`ô

Î&ÆXÌ0Ý×Íêý�

&Æ�PDW��bu�Î|GNU GPLTïLGPLsµÝ£°�PDñbK&Ý!�§×��?©Îú×
PÝ�O�w�PD��Î½Ý�ãy¸àGPLÝ8�3¤¼àHîº¦�u��ÓP�.h�A��|
óCÝ��&Æºf´�K¸à§×8E?´êÝBSDÌJ¼sµ8��

1.3.3. FreeBSD ÝÝÝ���sssÿÿÿPPP

Contributed by Satoshi Asami.

FreeBSDÝ�sÎ×Í&ð�wvÌÄPÝÄ��µ	�Q¤ï(�
(../../../../doc/zh_TW.Big5/articles/contributors/article.html)X:ÕÝ�Îã�t&Wûî0ÝQ¤ïs"R¼
Ý�FreeBSDÝ�sÃ�Úx.&ó|y�Ý�sïDÄçjç­Ü!�®�&ÆôBðn¥½£°E&
ÆÝ�i�·¶Ý±�sïõ±Ýx��£°b·¶?
×M¢���Ýß©m�3FreeBSD technical
discussions
L¡) (http://lists.FreeBSD.org/mailman/listinfo/freebsd-hackers)=,&Æ�FreeBSD
announcements
L¡) (http://lists.FreeBSD.org/mailman/listinfo/freebsd-announce)E£°�TÝ�&Æ
�
ÝßôÎ8	bàÝ�

P¡Î�}�sïTï�TPÝ$#)®�9¡�FreeBSD��õ¸Ý�sÄ�ºÎ�ýÝ


The SVN and CVS repository

Ä�óO¼FreeBSDÝ�³source tree×àÎ|CVS (http://ximbiot.com/cvs/wiki/) (Concurrent Versions
System)¼î�Ý�¸ÎÍ�ã8���à¼�
ÌÍ�×�×��FreeBSD/µb!Ý�Q�32008
O6`R�FreeBSDÌÍ�×�Ù;àSVN (http://subversion.tigris.org)(Subversion)�96ð�®&Æ-

ÎbÄ��.
CVS�FÝ*�§×�0lsource tree|CaªÌÍó��\">Uù�.h�x
�ÝrepositoryêGÎ2àSVN��clientÐÝ�Ì	ÎCVSup�csupKÎ|�PÝCVSÚx
Ã��
)�|µ�Ñðº®�hÛ.SVN repositorybbackport/CVS��|µ�¯clientÐ8��êG�µ
©b�³source treeÎ2SVNÌÍ�×]P��Z��ç°�Ports9°repository)¹�¸àCVSÌÍ
�×]P��x�ÝCVS repository (http://www.FreeBSD.org/cgi/cvsweb.cgi)Î�yY»�LSanta Clara
ÝØ¬^ î�Q¡�mirrorÕt&îÍ�Ý&9^ î�SVN tree/bËÍx5Y�-CURRENT|
C-STABLE�9°K�Dê�%Õ�
^ î����¢å?±¯Ýsource tree×;�
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The committers list

XÛÝcommitters¼ÝÎECVS treebwriteJ§�¬µ�!0JI5��b�!J§�Ñ;FreeBSD
source�(EcommitterF9ÞÙ�cvs(1)�Ýcommit ¼���¼�Îà¼.±ÝÑ;èø�CVS
repository�)�èøÑ;�committerÆlãÝt?]P�µÎàsend-pr(1)¼��uèøPRÝø��
Ùîb*j¨éÝ��ô�|;àØ*]P�Ø*ÕFreeBSD committer’s
L¡)Ç��

The FreeBSD core team

A�.FreeBSD:WÎ×�2¥Ý��FreeBSD core teamµ8	y9l¯º(board of directors):�core
teamÝx��.3y@1h��b�?ÝÚx�|�½Ñ@Ý]'s"�h²���#�v�.Ý8
��sï�ácommitters���|3u�WõÒ�`ÿ|��±��êGÝcore teamÎ32008O7
`committersÎóß�ó�¼Ý�NËOºÜð×góÜ�

b°core teamWõ��.Ø°©�P��ôµÎ1�ÆÄ6¼�@1×°��ÙÝ%��[��n
yFreeBSD�sïÆ|C&�.�P���¢åQ¤ï(�
(../../../../doc/zh_TW.Big5/articles/contributors/article.html)�

¥¥¥: core team�I5Wõ�áFreeBSD�sKÎ��P²���¬Î�Í����ÿ�¢ÞË�X|��
.EcommitmentF0�
Eguaranteed supportF�E�âG«XýÝ9l¯º:��Î�ª	Ýv.�
T&&ÆT�1��ÆÎ×N�wwaæÍÝ81ßþ�ÍßÍ�r½Wµ��óC7áFreeBSD�sÝ#
�b
ï�E	

Í�ÝQ¤ï

t¡×F�¬9F�&t�¥�Ý�t�Ý�sï$#µÎ¹�
&Æèº/�|Cý0ÑÑÝ¸à

ï�
��FreeBSD&mT�sï!�Ýx�]P�-ÎDÄ�åFreeBSD technical discussions
L¡
) (http://lists.FreeBSD.org/mailman/listinfo/freebsd-hackers)¼
�Ú;�9]«�¢���¢å!�C
|¡�&P�!ÝFreeBSD
L¡)(mailing lists)�

FreeBSDQ¤ï(� (../../../../doc/zh_TW.Big5/articles/contributors/article.html)8	�v�\W���©
�bQ¤µº��áÍ�����ñÇ�ÊQ¤FreeBSD×°/�÷�

Q��èºæ�D¬&
9Í���Q¤Ý°×]P��m���7áÝ�J�®���1���¢

åFreeBSD ç (../../../../index.html)�

��Ý1�&ÆÝ�sÿPµ	Î×à^bq@Ý!Ti�9Ë/��sÿPÎ|�¸àï]-
x�!

`¯�Æ���|2�!î�8����º.�3ÝQ¤ï4t3²	&ÆÝêýÎèºâb��×lP

ÝTà8�(ports/packages)�|-¯¸àïDêH��¸àÝ®¼�Ù���9�sÿP8	Ð)h×ê
ý�

&ÆEy£°���áFreeBSD�sïÝ��Î��1¹A!Gß×øÝ7á�|@1µ�W�	
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1.3.4.ttt±±±ÝÝÝFreeBSD sss���ÌÌÌÍÍÍ

FreeBSDÎ¹ð¸àvñb�Jæ��PDÝ|4.4BSD-Lite
Ã�Ý�Ù��|3Intel i386TM, i486TM,
Pentium®, Pentium Pro, Celeron®, Pentium II, Pentium III, Pentium 4 (Tï8�lr), XeonTM, DEC Alpha
õSun UltraSPARC
Ã�Ýé\îÆ�Ý®¼�Ù�¸x�|�L�.O«¸¿5lÝCSRG@~�àÝ
8�
Ã��¬�áÝNetBSD�OpenBSD�386BSD|C�ã8�Ã�ºÝ×°���

��1994OÏ�&ÆsµÝFreeBSD 2.0�¡��ÙÝÆ�[£����%�PKbÝ�ß¥êÝè>�t
�Ý;�µÎ&ÆÞB7��jn�ÙÝcachê ×�)3×R�9�©¸ÿ�ÙÝ�¨�ÿ??,¬v¸
ÿFreeBSD�ÙtKÝB7�mO3KÕ5 MB�Í¸Ý;
�À�JÝNIS cilent and server��Yî�Y
îtransaction TCP�PPPä#=a�J)ÝDHCPYî�SCSI��ÙÝ;
�ISDNÝYî�ATM�FDDI
|CØHç­(Ethernet��À100 MbitõGigabit)ÝYî�è>Ýt±ÝAdaptec�×�,��PÝ;��|
Có|û�ÝbugÑÑ�

tÝtÃÍÝ�Ù8��FreeBSD�èºÝÂåK�Ý��8�Ñ§^×�Ports Collection�ÕÍh}�
`��bøÄ24,000Íports�9P����http(WWW)§� Õ»Y��P+��_ì |C
��ÕÝ
¿{XbÝ����JÝPorts Collectionm�V500 MBÝ{Ãè �tÝportÃÍÚxjn²�K©;D
��port8�Ýæ�Db96��?:ÝI	�Ah×¼�&Æ�|?�|?±9°ports�ô��Ý3K
A�Ý1.0ÌPorts CollectionEy{Ãè ÝmO��H�×ÍportÝ��©m�
á�portÝê��í
ámake install �9ø��ÙµºQ¯�?Ý�
�_ËÝNÍ�PÝ�Jæ��P�K��FTP
TCD-ROM��ÿ�X|
©mãn�ÈÝ{Ãè ¼_Ë¯�Ýport8��¿{N×ÍportKb�¯�
_Ë?ÝEpackageF|]-H��A����_ËportÝß�©�àÍ��¼�(pkg_add )µ�|H��b
npackagesõportsÝÞ;��|¢åµÚ 4a�

FreeBSDx^Ý/usr/share/doc ê�ì0Õ&9bàÝZ��¼QÃ
H��¸àFreeBSD�ô�|¸à
ì«Ýçë�|p� ¼�åÍ^îH�ÝW�


FreeBSḐ àW�

/usr/share/doc/handbook/index.html

FreeBSDð�®�/

/usr/share/doc/faq/index.html

h²��3ì�çë0Õt±Ì(ôÎ?±t�ÃÝÌÍ)�http://www.FreeBSD.org/�
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aaa2.HHH���FreeBSD
Restructured, reorganized, and parts rewritten by Jim Mock. The sysinstall walkthrough, screenshots, and general

copy by Randy Pratt.

2.1.ÃÃÃ���
FreeBSDèº×Í��?àÝZC+«H��P�§�sysinstall�9ÎFreeBSDï'¸àÝH��P�Ü
æÃ¤ub�wÝ��ô�|;à�
ÝH��P�ÍaÞ1�A¢¸àsysinstall¼H�FreeBSD�

\�9a�
ÞÝ�


�A¢%®FreeBSDH�n

� FreeBSDE{ÃÝ¸àCgH�

�A¢@�sysinstall�P�

�3Æ�sysinstall`º®Ý8n®Þbø°�9°®ÞÝ�¤
¢�|C�A¢/��

3��å\9a�G�
m�


�å\�H�ÝFreeBSDÌÍX!�{�Yî��|@�
Ý{�b^b�Yî�

¥¥¥: ×�¼1�hH�1�ÎjEi386 (8�ÝPC^Ë)ÚxÝé\�A�bÍ�Úx(fAAlpha)ÝH�1��&
Æº×¿���4QÍZ�ºðð?±�¬b���
H�ÌÍîX!Ý1�Z�b°&�á�3h�&Æ�È


.Í1�Za	®×�ÝH�¢�æJµ?�

2.2.{{{���mmmOOO

2.2.1.ttt±±±mmmOOO

H�FreeBSDÝ{�]«t±mO�µ&FreeBSDÌÍ�{�Úx-½�bX�!�

nyH�XmÝt±mO��3FreeBSDçìÝRelease Information
(http://www.FreeBSD.org/releases/index.html)08nÝInstallation Notes1��#ì¼Ýa;ºb8n1�J
§�qAH�FreeBSDÝ]P�!���ºm�8Ã^T�Ã^�TØ°�µJÎ�ç­��9°I	º
3µÚ 2.3.7;b+Û�

2.2.1.1. FreeBSD/i386 CCCFreeBSD/pc98 ÚÚÚxxx

FreeBSD/i386CFreeBSD/pc98ËËÌÍí6486T??Ý�§ �|C�K24 MBÝRAM��K150 MBÝ
{Ãè ���
�t�H��

¥¥¥: E��{����3�I	�µ�?9ÝRAM�?�Ý{Ãè �ºf¸à?"ÝCPU?bà�
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a2.H�FreeBSD

2.2.1.2. FreeBSD/alpha ÚÚÚxxx

u��FreeBSD/alpha�Jm@-�^lÎÍbYî(�¢åµÚ 2.2.2;)vÄ6J9{Ã/�FreeBSḐ
à�êGP°!`�Í�®¼�Ù�D�9{Ã6#ÕSRM3�bYîÝSCSI controllerî�TïIDE{
Ã(�^lÝSRMbYî��IDE{Ã�^)�

h²��m�^lÝSRM console firmware�b°^l�|óCAlphaBIOS (or ARC) firmwareTSRM¼à�
u^bÝ��Jm�{�Ã¤Ýçì�ìµ±Ý3��

¥¥¥: �FreeBSD 7.0µ��YîAlpha�FreeBSD 6.X ��JÎhÚxÝt¡Yî�

2.2.1.3. FreeBSD/amd64 ÚÚÚxxx

bËËCPU�þFreeBSD/amd64�Ï×ËÎ�ÀAMD AthlonTM64�AMD Athlon64-FX�AMD OpteronTM

T??ÝCPU�

ÏÞËJÎIntel® EM64TÚxÝCPU�9°ô�|àFreeBSD/amd64�9°CPU�ÀÝIntel CoreTM 2 Duo
�Quad�Extreme��|CIntel Xeon 3000�5000�70008n��ÝCPU�

ux^�þnà
nVidia nForce3 Pro-150�JÄ6�JBIOS'��ÞIO APIC�à���u0�Õ9ó
4�£��µÎ0ACPI�à�.
Pro-150þnàbÍbug�êG&Æ$P0Õ���¼�

2.2.1.4. FreeBSD/sparc64 ÚÚÚxxx

u��FreeBSD/sparc64�Jm@-�^lÎÍbYî(�¢åµÚ 2.2.2;)�

FreeBSD/sparc64Ä6¸àJ9{Ã�.
P°!`�Í�®¼�Ù�D�

2.2.2.bbbYYYîîîÝÝÝ{{{���

FreeBSDNgreleasè Kºb!îFreeBSD Hardware Notes¼1�bYîÝ{����;ð9	Z��3�
ÃTFTPÝtî·ê�0Õ�ôµÎ(
HARDWARE.TXTÝjn�h²�3sysinstallÝdocumentationó4
/ô�|:Õ�NgFreeBSD releasè ���ºµ&�!Úx����8n�ábYîÝ{��3FreeBSD
çìÝRelease Information (http://www.FreeBSD.org/releases/index.html)°�|0Õ&�!releaseÌÍ�&Ú
xîÝ{�Yî���

2.3.HHH���GGGÝÝÝãããnnn���®®®

2.3.1.������


ééé\\\ÝÝÝ{{{���zzz���

3H�FreeBSD�G�
T��½Þ
é\�Ý{�z���¼�FreeBSDH��PºÞ9°{�({Ã�
ç­���Ã^��)|lrC%CÃ¤��¼�FreeBSDôº��
9°{�0�tÊ	ÝIRQCIO port
Ý'��¬Î.
PCÝ{�Ëv@3HÄ�Ó�9ÍM»�×�1J�EW��9`�
µ��m�W�
?;b®ÞÝ'�Âó�
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a2.H�FreeBSD

A�
��ÝÍ¸Ý®¼�Ù�A�WindowsTLinux�£���ã9°�ÙXèºÝ�Ì�¼ã:9°{
�'�ÂÎ§�'�Ý�uËÝ^ð°@�Ø°�à%�'�Â�£��|lã::�î«XýîÝ�

��1��¸Ý'��býî3�î�ðàÝIRQrD
3�5|C7��IOÁÝÂ;ð|16
��î�»
A0x330�

�È
3H�FreeBSD�G�.9°£]��T'�ì¼�W�}�ô&º´bà��»A�

���}}}2-1.{{{���zzz���(ÜÜÜ»»»)

{{{���(((ÌÌÌ IRQ IO port(s) nnnÛÛÛ

Ï×9IDE{Ã N/A N/A 40 GB�Seagate%C�#3Ï×fIDE4aÝmaster

CDROM N/A N/A #3Ï×fIDE4aÝslave

ÏÞ9{Ã N/A N/A 20 GB�IBM %C�#3ÏÞfIDE4aÝmaster

Ï×ÍIDE controller 14 0x1f0

ç­� N/A N/A Intel 10/100

óA^ N/A N/A 3Com® 56K faxmodem�#3COM1

�

{�z��W�¡�µmjE¯X��ÝFreeBSDÌÍ�{�mO�¼lãÎÍbYî�

2.3.2.nnn			


ÝÝÝ£££]]]

A���Ýé\î«Db¥�£]�£�3H�FreeBSDG��@�
�BÞ9°£]n	Ý�¬v�?
�Ä9°n	jÎÍ^b®Þ�FreeBSDH��P3�¶á�¢£]Õ
Ý{ÃG�Kº�èø
@-�
×Ë
@��¶á�£��¡µ�ô^bDCÝ^ºC�

2.3.3.XXX������ÞÞÞFreeBSD HHH���ÕÕÕøøø���

A�
�¯FreeBSDà#¸àJ9{Ã�£��à#®Õì×;�

Q��A�
��FreeBSD«ÉbÝ�Ù¬D�£��
Ä6E{ÃÝ£]5µ]Pb�áÝÝ��|C
ÍXCWÝÅ(�

2.3.3.1. FreeBSD/i386 ÚÚÚxxxÝÝÝ{{{ÃÃÃgggHHHÿÿÿPPP

PCîÝ{Ã�|�Þ5
&95÷ (chunk)�9° ½§�5v (Partitions)�ãyFreeBSD/Iô
bpartition�(Ì����|CW���.h;ð3FreeBSD9\ºÌñ9°ÂÃ5÷ 
disk slicesT�
Ìslices�Ü»¼1�FreeBSDÝfdisk ÝEéÎjEPC{ÃÝslice�&partition�.
PCÍ��F'��
NÍ{Ãt9�|b4Í5v ��9°5v§�x�5v (Primary Partitions)�
ÝMÓ9Í§×�|
-�¸à?9Ý5v �µbÝ±Ý5v vl�§®�;¨5v (Extended Partition)�NÍ{Ãµ©�
b×Í;¨5v �Q��3;¨5v �«�|�ñ&9Í©�5v �§®�ì5v (Logical
Partitions)�

NË5v KbÍ5v �r(Partition ID)à| ½NË5v Ý£]vl��FreeBSD5v �r
Î165�
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×�¼ý�NË®¼�ÙKºb�
}©Ý]P¼ ½5v �Ü»�DOSCÍ�¡Ý®¼�Ù�f
AWindowsº5g�NÍx�5v C�ì5v 1ÍÂÃ�r(drive letter)��C: ���

FreeBSDÄ6H�3x�5v �FreeBSD�|39Í5v î«Dw£]TÎ
�ñÝ�¢jn�Q
��A�
b�99{Ã�ô�|39°(TI	){Ã�ñFreeBSD5v �H�FreeBSDÝ`Î�Ä6�
K�b1Í5v �FreeBSḐ à�9Í5v �|Î$Î¸àÝ5v �TÎ¨DÝ5v (¬î«Ý£
]�ÆÕµ�¸à)�

A��Bà�ÝÂÃîXbÝ5v �£�
Ä6¸àÍ�®¼�ÙXèºÝ�Ì(	ÎDOS or Windowsî
Ýfdisk )¼à�×Í5v �FreeBSDà�

A�b9õÝ5v �ô�|¸à¸�¬¸àG�
��m��J§×ì9°5v �

FreeBSDt�H�m�V100 MBÝè �¬Î9©Î9t�H�:�¿{^yì9Kè ¼Dw
�
Ý
jn�´§�Ý(�â%�+«)t�H�ÎV250 MB�TïÎ350 MB¼�(�â%�+«)��m�H�Í
�Ý��8��£�Þm�?9Ý{Ãè �


�|¸à¤¼8�	ÎPartitionMagic® T¹ð�ã�Ì	ÎGParted¼¥±�J5v è �¼
�FreeBSDàÝè �FreeBSD�Ã�FTPî«Ýtools ê��âËÍ¹ðÝ�Ì�ô�|¾W9Í�

®�§®�FIPSCPResizer�9°�ÌÝ1�Z��|3!Íê�/0Õ�FIPS�PResizer
õPartitionMagic �|¥±�J3MS-DOSÕWindows MEX¸àÝFAT16CFAT325v ���êG�á
�?;NTFS5v ÝbPartitionMagic CGParted9ËË�Ì�P�GParted3&9Linux distributions
ÝLive CDKbèº�	ÎSystemRescueCD (http://www.sysresccd.org/)�

êG�áMicrosoft Vista5v Ý¥±�J��ºb®Þ�3�î�v«�®`��BÿW\�bVistaH�
�Ã|¹0×�h²�ú¦�È��ÂÃî��|C¨b£]n	�

ÊÊÊ×××�	Ý¸à9°�Ì���ºÀtXb{ÃîÝ£]�3¸à9°�ÌG��@�
�b�n	?£]�

PPP»»»2-1. ¸̧̧ààà¨̈̈bbbÝÝÝ555vvv   

�'
©b×Í4 GBÝ{Ã��v�B�ÝWindows�Q¡Þ99{Ã5WËÍÂÃ�r�C: CD:�NÍ

��
2 GB�C: þîwÝ1 GBÝ£]��D: þîwÝ0.5 GBÝ£]�

9�î{ÃîbËÍ5v �NÍÂÃ�rþKÎ5v �
�|.Xbw3D: Ý£]�KÉ�ÕC:�9

øµè�ÝÏÞÍ5v �|�FreeBSḐ à�

PPP»»»2-2.¹¹¹333¨̈̈bbbÝÝÝ555vvv   

�'
©b×Í4 GB{Ã��v�B�ÝWindows�3H�Windows`.4 GBK�C: þ�¬v¨3�B

àÝ1.5 GBè ��¯�Þyìè Ý2 GB�FreeBSḐ à�

Ah×¼�
Ý�FreeBSD�¯Ä63|ìËË]PÞó×�

1.n	Windows£]�Q¡¥�Windows�¬3H�Windows`�2 GBÝ5vè �

2.¸àî�Ý�Ì�	ÎPartitionMagic�¼¥±�JWindowsXàÝ5v ���
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2.3.3.2. Alpha ÚÚÚxxxÝÝÝÂÂÂÃÃÃgggHHHÿÿÿPPP

3Alphaî�
Ä6¸à×J9{Ã�FreeBSD�^bð°3!9{Ãî«Í�®¼�Ù�D�µ�!lr
ÝAlpha^ �
Ý{Ã�|ÎSCSITIDE{Ã�©�
Ý^ �|�9°{Ã�^µ�|�

¶ïDigital / Compaq̧ àW�Ý_4±}�XbSRMíáÝI5Kà�¶�î�¥��SRM��¶b
½�

�ÿá
ÂÃÝ(Ì|Clr��|3SRM consoleèîì¸àSHOW DEVICEú��

>>>SHOW DEVICE

dka0.0.0.4.0 DKA0 TOSHIBA CD-ROM XM-57 3476
dkc0.0.0.1009.0 DKC0 RZ1BB-BS 0658
dkc100.1.0.1009.0 DKC100 SEAGATE ST34501W 0015
dva0.0.0.0.1 DVA0
ewa0.0.0.3.0 EWA0 00-00-F8-75-6D-01
pkc0.7.0.1009.0 PKC0 SCSI Bus ID 7 5.27
pqa0.0.0.4.0 PQA0 PCI EIDE
pqb0.0.1.4.0 PQB0 PCI EIDE

»��^ 
Digital Personal Workstation 433au�¬v�î�h^ b=#ëÍÂÃ^�Ï×Í
ÎCDROM�§�DKA0�¨²ËÍÎÂÃ^�5½§��DKC0CDKC100�

ÂÃ^Ý(Ì�bDKxCøÝÎSCSI{Ã�»A�DKA100�îÎSCSI{Ã�ÍSCSI ID
1��3Ï×
ÍSCSIVø4(A)��DKC300�îÎSCSI{Ã�ÍSCSI ID
3��yÏëÍSCSIVø4(C)��H(
ÌPKxJ
SCSI�×��ãî�SHOW DEVICEÝ��:¼�SCSI�Ã^ô�Ú
ÎSCSI{ÃÝ×Ë�

u
IDE{ÃÝ��(ÌºbDQxCø��PQxJ�î8ETÝIDEÂÃ�× �

2.3.4.JJJ§§§¯̄̄ÝÝÝççç­­­'''���£££]]]

A��DÄç­( FTPìTNFS)H�FreeBSD�£�µÄ6á¼
Ýç­'��3H�FreeBSDÝÄ��Þ
ºèî
íá9°£G�|5¿�WH�Ä��

2.3.4.1. ¸̧̧àààØØØHHHççç­­­(Ethernet)TTTCable/DSL óóóAAA^̂̂îîîççç

u¸àØHç­�TÎ�DÄCable/DSLóA^îç�£�
Ä6ãnì«Ý£G�

1. IP�ë

2.ï'Gateway(à¼)ÝIP�ë

3. Hostname(̂  (Ì)

4. DNS§� ÝIP�ë

5. Subnet Mask

u�á¼9°£G�
�|�®�ÙÑ§ïTÎ
ÝISP¼ï��Æ��º19°£GºãDHCP��¼
��A�Î9øÝ���B�9×Fµ�|Ý�
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2.3.4.2. ¸̧̧àààóóóAAA^̂̂îîîççç

uã×�ÝóA^ä#îç�
)Q�|H�FreeBSD�©Îºm���Ý` �


Ä6á¼�

1.ä#ÕISPÝé�rD�

2.
ÝóA^Î=ÕøÍCOMÁ�

3.
ä#ÕISPXàÝòr«ÛD�

2.3.5.ãããåååFreeBSD ���000���(Errata)

4Q&Æ¼æ¸ÿNÍFreeBSDs�ÌÍK�%��¬ÎÄ��)Q�¹b`ºsßý0�3Ø°���
Ý��ì�9°ý0ºÅ(ÕH�ÝÄ��	s¨9°ý0vÑÑ¡�ºÞ¸Æ�3 FreeBSD�0
�(Errata) (http://www.FreeBSD.org/releases/9.1R/errata.html)��3
H�FreeBSDG�T��::�0��
b^b%�®ÞºÅ(Õ
ÝH��

nyXbs�ÌÍÝ£G(�À�0�)��|3FreeBSDçì (../../../../index.html)Ýs�� (release
information) (../../../../releases/index.html)0Õ�

2.3.6.ãããnnn???FreeBSD HHH���jjjnnn

FreeBSD�|DÄì«�¢×ËH�¼Ù
�H�


Local Media

�CDROMTDVD

�¨bÝDOS5v 

�SCSITQICÂñ�

�8ÃÂn

Network

� FTPì�YîPassvieÿPÝFTPì(u
^ 3NAT/)�#�HTTP proxyK�|�

�NFS§� 

�Ýà(dedicated)ÝparallelTserial=a

u�BbFreeBSDÝCDTDVD�¬^ �Yî��Ã�^Ý��£��à#
ì×;(µÚ 2.3.7;)�

u^bFreeBSDH�nÝ��£���:µÚ 2.13;9�º+ÛA¢ãnXm�ÝH�n�ï�;M»�
?¡�µ�|µ�ì×MµÚ 2.4;�

2.3.7.ãããnnn???���^̂̂ÂÂÂnnn

FreeBSDH�ø�Î��é\�^¡�
áFreeBSDH�i«����Î3Í�®¼�ÙîÆ��P�×
�¼ý�é\KÎà�3{ÃîÝ®¼�Ù¼�^�ô�|à�^Ân¼�^�h²�¨3�9óé\K

�|��Ã�^�
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èèèîîî: A�
bFreeBSDÝCDROMTDVD(P¡Îàó¨WÝTÎ�
t�Ý)�v
Ýé\�Yîã�Ã�
^�(;ð3BIOS�ºbEBoot OrderFTv«ó4)�£�
µ�|®Äh�;�.
FreeBSD CDROM
TDVDK�|à¼�^�

�¶ïì«M»�|%®�^n�

1. ãÿ�^nÝÌ	j(images)

�^ÂnàÝÌ	j(images);ðºw3�ÃnîÝfloppies/ ê�/�¨²ô�|�	Îì«FTPì
Ýfloppiesê�ì
µ�ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/ <arch>/ <version>-RELEASE/floppies/ �

�Þ9arch:�9version:�ð
ÆÕH�Ýé\Úx�OSÌÍ�»A���Ý
ÎFreeBSD/i386 9.1-RELEASE�£��|
Õ (ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386/9.1-RELEASE/floppies/)ìµ�

Ì	j(images)Ý!j(KÎ.flp ��floppies/ ê�/�â×°�!àHÝÌ	j(images)�9ãX
y
��ÝFreeBSDÌÍ�mO�{�gn
¢�;ð�4ÍÌ	j�ôµ
Î�boot.flp �kern1.flp �kern2.flp �kern3.flp �ub¶®Ý����å!×ê�ì

ÝREADME.TXTZ�j�|¡�8nt±¥�¯4�

¥¥¥���: 3¸àFTPìµ`�Ä6¸àbinaryÿP
�Fí�b°p� ï'Î|text (TASCII)ÿP¼Fí£
]�X|9°ý0FíÿPìµÝÌ	jX�WÝÂn�ºP°¸à�

2. ãn�^Ân

NÍÌ	jKm�×ùÂn�¬v��¹¸àÕûÝÂn�t��Ýl?]PµÎ�
�.9°Ân�

¥±}P;(format)���8*XÛÝ�}P;ÝÂn�Windows/Ýformat3}P;`�¬�º×å
¯ÎÍbû���©ºà#Þ¸Æýîû���¸àû�I5���h²��È2à�±ÝÂn¼%®

H�nf´1��

¥¥¥���: u3H�FreeBSDÝÄ��sß	^�i«Û�TÎÍ�M²Ý¨é�´���¶ÝµÎ�^ÂnÎ
Íû*��àÍ�ÝÂn%®Ì	j���:�

3. ÞÌ	j(images)¶áÕÂn/

.flp j¬&×�jn���à#.¸�%ÕÂnî�¯@î¸Î�âJùÂnXb/�ÝÌ	

j(image)�ôµÎ1���öÜ�%jnÕÂnî��Ä6¸à©½Ý�Ì�P�¼ÞÌ	jà#¶
ÕÂnî�

u�àMS-DOS/Windows¼®H�nÝ��£��|àfdimage �Ì�P¼ÞÌ	j�¶ÕÂnî�

u
àÝÎFreeBSD�ÃÝ�(�'�Ã^�r
E: �£��Æ�v«ì«Ý¼��

E:\> tools\fdimage floppies\boot.flp A:

�jENÍm�àÕÝ.flp Ì	j�¥�î�Ý¼�(Bÿ?;8nj()�NgÝÌ	j�W¡�K
m�ð¨²×n¼�±ÝÌ	j��Bÿ�3®?ÝÂnîÛ�Î¸àøÍÌ	j®Ý�u.flp Ì	

jw3�!2]����Ñ;î�¼��u^bFreeBSD�ÃÝ���|ÕFTPî«Ýtools ê�

(ftp://ftp.FreeBSD.org/pub/FreeBSD/tools/)ìµfdimage ¸à�
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A��àUNIX �Ù(fAÍ�¬FreeBSD̂  )¼%®�^nÝ���|àdd(1)¼�¼.Ì	jà#
¶áÕÂnî�3FreeBSDîÝ���|Æv«ì«Ý¼��

# dd if=boot.flp of=/dev/fd0

3FreeBSD��/dev/fd0 µÎ¼Ï×¬8Ã^(Ç×�MS-DOS/WindowsîÝA: ÂÃ^)��/dev/fd1

¼B: ÂÃ^�ÍõÝµhv.��ÄÍ�ÝUNIX �Ù��ºà�!Ý(Ì�9`µ�ãå��ÙÝ
1�Z�Ý�

¨3R�&Æ�|��H�FreeBSDC	

2.4.������HHH���

¥¥¥���: ï'Ý�µì�H�Ä�¬�º;�
ÂÃ^�Ý�¢£]�t&
:Õì«ÝG>�

Last Chance: Are you SURE you want continue the installation ?

If you’re running this on a disk with data you wish to save then WE
STRONGLY ENCOURAGE YOU TO MAKE PROPER BACKUPS before proceeding!

We can take no responsibility for lost disk contents!

3:Õ9t¡ÝÊ×G>G�
K�|�`Ò�H��P��º�?
Ý{Ã�A�
s¨b�¢'�ý0�9

`
�|à#ÞéÙn*��ºCW�¢J��

2.4.1.���^̂̂@@@���øøø���SSS

2.4.1.1. i386TM ¿¿¿¬¬¬ÝÝÝ���^̂̂øøø���

1. 3×���é\éÙ�nÎnTÝ�

2. Æ�é\éÙ�n�â��Ý`Î�¸T�º�î
á�Ù'�ó�TBIOS�¶øÍ"�ð�Ý
b�F2, F10, DelTAlt +S�(¶"�µA@j�µX�)�¡Î�¶øÍ"��¶¸
áBIOS'�i
«�b`
Ýé\��º�î×Í%�i«�;ð�°Î¶Esc"ÞÒ�9Í%�i«�|¸
�È:
ÕÄ�Ý'�G>�

3. 0��|'�9�^5�(Boot Order):Ýó4�;ð�ó4º��×°'n¯
óC�»A
Floppy ,
CDROM, First Hard Disk ���

A��à8ÃH���@�floppy disk��
�^5�ÝÏ×Í�u�à�ÃH��BÿCDROM��

�^5�ÝÏ×Í�
Ý�¹�Ä�Ý¶É��¢�^ �x^�1�W��

;D'�¬Ò���ÙT�º¥±@��

4. u�àÂnH���.3µÚ 2.3.7;×;�%®?Ýboot.flp £ùH�ÂnwÕÏ×¬8Ã^��

A�Î��ÃH��£��^¡�ÞFreeBSD�Ãwá�Ã^��

A���^¡A?ð×ø�^b�8ÃT�Ã�^��lã


1.Î�ÎÂnT�ÃHMwá�ý´�^` �A�Î��Þ¸Æwá�Q¡¥±�^�
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2. BIOS'��ET�Ý;D'���¥±lãBIOSÝ'��

3.
Ýé\BIOS�Yî��Ã�^�

5. h`�FreeBSDµ��@�Ý�A�Î��Ã�^�º�Õv«ì«Ýi«(ÌÍI56¯)�

Booting from CD-Rom...
CD Loader 1.2

Building the boot loader arguments
Looking up /BOOT/LOADER... Found
Relocating the loader and the BTX
Starting the BTX loader

BTX loader 1.00 BTX version is 1.01
Console: internal video/keyboard
BIOS CD is cd0
BIOS drive C: is disk0
BIOS drive D: is disk1
BIOS 639kB/261120kB available memory

FreeBSD/i386 bootstrap loader, Revision 1.1

Loading /boot/defaults/loader.conf
/boot/kernel/kernel text=0x64daa0 data=0xa4e80+0xa9e4 0 syms=[0x4+0x6cac0+0x4+0x88e9d]
\

A�
�8Ã�^�º:Õv«ì«Ýi«(ÌÍI56¯)�

Booting from Floppy...
Uncompressing ... done

BTX loader 1.00 BTX version is 1.01
Console: internal video/keyboard
BIOS drive A: is disk0
BIOS drive C: is disk1
BIOS 639kB/261120kB available memory

FreeBSD/i386 bootstrap loader, Revision 1.1

Loading /boot/defaults/loader.conf
/kernel text=0x277391 data=0x3268c+0x332a8 |

Insert disk labelled "Kernel floppy 1" and press any key...

�qAèîÞboot.flp Ânã��¬wákern1.flp 9ùÂn�Q¡¶Enter "�À��
©m�Ï
×ùÂn@��Q¡qAèî��wá8nÂnÇ��

6. P¡�8ÃT�Ã�^�#ì¼º
áFreeBSD boot loaderó�i«�

17



a2.H�FreeBSD

%%%���2-1. FreeBSD Boot Loaderóóó���


�|��10J�TÎ¶Enter "�

2.4.1.2. Alpha ¿¿¿¬¬¬ÝÝÝ���^̂̂øøø���

1. 3×���é\éÙ�nÎnTÝ�

2. Æ�é\éÙ�n�Q¡��^i«�¨�

3. u�àÂnH���.3µÚ 2.3.7;×;�%®?Ýboot.flp £ùH�ÂnwÕÏ×¬8Ã^��Q

¡�Æì�¼�¼�Ân�^(�.ì�8Ã^�r;
¯é\Ý8Ã^�r)�

>>>BOOT DVA0 -FLAGS ” -FILE ”

u�à�ÃH���.�?ÝH�nwá�Ã^�Q¡Æì�¼�¼��Ã�^(�.ì��Ã^�r
;
¯é\Ý�Ã^�r)�

>>>BOOT DKA0 -FLAGS ” -FILE ”

4. #½FreeBSD�^nµº��Ý�uÎã8Ã�^Ý��9`º:Õ|ìG>�

Insert disk labelled "Kernel floppy 1" and press any key...

�ï¼î�J�boot.flp n�;wkern1.flp n�Q¡¶Enter�

5. P¡�8ÃT�Ã�^�
Kº:Õì«9ðG>�

Hit [Enter] to boot immediately, or any other key for command prompt.
Booting [kernel] in 9 seconds... _


�|��10J�TÎ¶Enter "�#ì¼µº
ákernel configurationó��

2.4.1.3. Sparc64® ¿¿¿¬¬¬ÝÝÝ���^̂̂øøø���

�9óÝSparc64®̂  ï'º���{Ã�^�.h��FreeBSDÝ��Jm�
áPROM(OpenFirmware)
'�ãç­T�Ã�^���

18
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��¥�^�Q¡��àÕ�^G>�¨�9I5��º�^ lr�!��bX-²�¬�Ãº�¨	

ì�9ø�

Sun Blade 100 (UltraSPARC-IIe), Keyboard Present
Copyright 1998-2001 Sun Microsystems, Inc. All rights rese rved.
OpenBoot 4.2, 128 MB memory installed, Serial #51090132.
Ethernet address 0:3:ba:b:92:d4, Host ID: 830b92d4.

u
^ h`º�ã{Ã�^�£�m�¶L1+A TStop+ATïÎDÄserial console (à°�¢åtip(1)
Tcu(1)/bn~#Ý1�)X�BREAK¼�¼
áPROM prompt��Ãº	ì«�

ok ➊

ok {0} ➋

➊ 9ÎÊày©b�×CPUÝ^ �

➋ 9ÎÊàySMP^ �óCI5Î¼êG3¸à�ÝCPU_r�

h`�.H��Ãwá�Ã^/�Q¡3PROM promptÆboot cdrom Ç��

2.4.2.£££���§§§���������ååå���???{{{���ÝÝÝ������÷÷÷���

�G3ÇKîX�îÝt¡¿y�C�ºD3õD (buffer)|-
�å�

u��åõD ��¶Scroll Lock"�9º�@ �i«���Q¡µ�|¸à]'"�T
ÎPageUp�PageDown"¼îì�å��¶×gScroll Lock "�µº�ci« ��

¨3µ���:��å×ì�?{�Ýi«Ï�¯T�º:Õv«%�2-2Ýi«�ËÑi«ºµ¯Ýé\
'n�bX�!�

%%%���2-2.���???{{{���ÝÝÝ»»»���

avail memory = 253050880 (247120K bytes)
Preloaded elf kernel "kernel" at 0xc0817000.
Preloaded mfs_root "/mfsroot" at 0xc0817084.
md0: Preloaded image </mfsroot> 4423680 bytes at 0xc03ddcd 4

md1: Malloc disk
Using $PIR table, 4 entries at 0xc00fde60
npx0: <math processor> on motherboard
npx0: INT 16 interface
pcib0: <Host to PCI bridge> on motherboard
pci0: <PCI bus> on pcib0
pcib1:<VIA 82C598MVP (Apollo MVP3) PCI-PCI (AGP) bridge> a t device 1.0 on pci0
pci1: <PCI bus> on pcib1
pci1: <Matrox MGA G200 AGP graphics accelerator> at 0.0 irq 1 1
isab0: <VIA 82C586 PCI-ISA bridge> at device 7.0 on pci0
isa0: <iSA bus> on isab0
atapci0: <VIA 82C586 ATA33 controller> port 0xe000-0xe00f at device 7.1 on pci0
ata0: at 0x1f0 irq 14 on atapci0
ata1: at 0x170 irq 15 on atapci0
uhci0 <VIA 83C572 USB controller> port 0xe400-0xe41f irq 10 at device 7.2 on pci
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0
usb0: <VIA 83572 USB controller> on uhci0
usb0: USB revision 1.0
uhub0: VIA UHCI root hub, class 9/0, rev 1.00/1.00, addr1
uhub0: 2 ports with 2 removable, self powered
pci0: <unknown card> (vendor=0x1106, dev=0x3040) at 7.3
dc0: <ADMtek AN985 10/100BaseTX> port 0xe800-0xe8ff mem 0x db000000-0xeb0003ff ir
q 11 at device 8.0 on pci0
dc0: Ethernet address: 00:04:5a:74:6b:b5
miibus0: <MII bus> on dc0
ukphy0: <Generic IEEE 802.3u media interface> on miibus0
ukphy0: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto
ed0: <NE2000 PCI Ethernet (RealTek 8029)> port 0xec00-0xec 1f irq 9 at device 10.
0 on pci0
ed0 address 52:54:05:de:73:1b, type NE2000 (16 bit)
isa0: too many dependant configs (8)
isa0: unexpected small tag 14
orm0: <Option ROM> at iomem 0xc0000-0xc7fff on isa0
fdc0: <NEC 72065B or clone> at port 0x3f0-0x3f5,0x3f7 irq 6 d rq2 on isa0
fdc0: FIFO enabled, 8 bytes threshold
fd0: <1440-KB 3.5" drive> on fdc0 drive 0
atkbdc0: <Keyboard controller (i8042)> at port 0x60,0x64 o n isa0
atkbd0: <AT Keyboard> flags 0x1 irq1 on atkbdc0
kbd0 at atkbd0
psm0: <PS/2 Mouse> irq 12 on atkbdc0
psm0: model Generic PS/@ mouse, device ID 0
vga0: <Generic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-0 xbffff on isa0
sc0: <System console> at flags 0x100 on isa0
sc0: VGA <16 virtual consoles, flags=0x300>
sio0 at port 0x3f8-0x3ff irq 4 flags 0x10 on isa0
sio0: type 16550A
sio1 at port 0x2f8-0x2ff irq 3 on isa0
sio1: type 16550A
ppc0: <Parallel port> at port 0x378-0x37f irq 7 on isa0
pppc0: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIB LE mode
ppc0: FIFO with 16/16/15 bytes threshold
plip0: <PLIP network interface> on ppbus0
ad0: 8063MB <IBM-DHEA-38451> [16383/16/63] at ata0-maste r UDMA33
acd0: CD-RW <LITE-ON LTR-1210B> at ata1-slave PIO4
Mounting root from ufs:/dev/md0c
/stand/sysinstall running as init on vty0

�~ÞlãN4l?���|@�FreeBSDbÑ@�?ÕN4{��u^�?Õ{�Ý��£i«µ�º
��¼Ý���kernel�|¯
�îæÍï'ÝGENERICkernelX�YîÝ{��	Î¯[��v�

�FreeBSD 6.2RÝÌÍ�3�?{�¡º:Õ%�2-3��à]'"óC¯Ý»½�2 TNà�Q¡
¶Enter"µºQ¯'�8n»½�"8ET�h²��Ò��¥@sysinstall�P�ô����
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%%%���2-3.óóóCCC»»»½½½

%%%���2-4.ÒÒÒ���Sysinstall���PPP

3xi«óCExit Install�#ì¼T�º�¨|ìG>�

User Confirmation Requested
Are you sure you wish to exit? The system will reboot

(be sure to remove any floppies/CDs/DVDs from the drives).

[ Yes ] No

u¶ì[ Yes ]�¡�Q�Ý.�Ã[�¼Ý��£��ì¥�^¡êº�g@�H��PÝ�

u¯ÎàÂn�^Ý��£�¥�^�G��Bÿ�[�boot.flp nÏ�
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2.5.+++ÛÛÛSysinstall
sysinstallÎFreeBSD��XèºÝH��P�¸Î|ZCÿPE®]P
x�5
¿·ó��i«�|¯


�H��

sysinstalló�x�ã]'"�Enter�Tab�Space|CÍ�¶"¼
�E®�3sysinstallxi«ÝUsage
/b9°"8E®îÝ1��

�ãå9°1���Þ*ýÉÕUsage�Q¡ó[Select]�9`¯i«T�º�	%�2-5�#½�¶Enter
"�

#ì¼�º�¨H�Ý¸à1��å\�±�¶Enter |®/xi«�

%%%���2-5.óóóCCCSysinstallxxxiii«««ÝÝÝ999Usage(""">>>111���):::

2.5.1.óóóCCC999Documentation( 111���ZZZ���):::óóó���

3xi«à]'"óCDoc�Q¡¶Enter"�
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%%%���2-6.óóóCCC999Documentation(111���ZZZ���):::óóó���

9`º�¨1�Z�Ýó��

%%%���2-7. SysinstallÝÝÝ111���ZZZ���(Documentation)óóó���

å\9°1�Z��¥��

�å\Z�Ý���à]'"óã�å\ÝZ�Q¡¶Enter "�\�¡��¶×gEnter "µº/Õ1�
Z�i«Ý�

u�/Õxi«�à]'"óCExitQ¡¶ìEnter "Ç��

2.5.2.óóóCCC999"""888EEETTT:::óóó���

A��;�"8¶"ÝETÿP��3xó�óãKeymapQ¡¶Enter"Ç��×��µìÎ�à�;�
t&¯àÝ"8�Î×�ýãT&YP"8�
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%%%���2-8. Sysinstallxxxóóó���


�|¸àîì"É�Õ
�¸àÝ"8ET]P�Q¡¶ìSpace"|óã¸��¶×ìSpace"�|ã
�óã�	
�W¡��óC[ OK ]Q¡¶Enter "Ç��

39Íi«�îÝ©ÎÍ�×�I5�u©�àï'"8ET]Pµ?Ý���|àTab¼ó[ Cancel ]9
øµº�/xi«�

%%%���2-9. Sysinstall"""888EEETTTóóó���

2.5.3.HHH���óóó444ÝÝÝ'''���iii«««

�óOptionsQ¡¶Enter"�
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%%%���2-10. Sysinstallxxxóóó���

%%%���2-11. Sysinstallóóó444'''���

;ð�¸àï�9àï'Âµ�|Ý���àÑ;¸Æ��Release NameÝ2]Jµ¯XH�ÝÌÍ�b
X�!�

�êGXóÝÝ4ê�º3i«ì]| 9çC�î1��¥��Í��\t¡Ýó4ÎUse Defaults(¸
àï'Â)�
�|¢ãhó4ÞXbÝ'��æ
ï'Â�

¨²��|¶F1"¼å\&ó4Ý1��

�¶Q"JÎ�|/Õxi«�

2.5.4.������


���ýýýãããHHH���

Standard(ýã)H�Êày£°�"UNIX TFreeBSDÝ¸àï�à]'"óCStandardQ¡¶Enter "Ç
���
áýãH��
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%%%���2-12.������


���ýýýãããHHH���

2.6.{{{ÃÃÃèèè   ÝÝÝ555ggg

ÝÏ×Í��µÎ�X�5g�FreeBSDàÝÂÃè �label�|-sysinstallQ¯�8nãn�®�.
h�¯Ä6�EFreeBSDÎA¢@-ÂÃÝø�bÍÃF�

2.6.1. BIOS ÂÂÂÃÃÃ^̂̂___rrr

3H��'�FreeBSD�G�b�¥�Ý×FÄ6¥��LÍ	
b&99{ÃÝ`Î�

3PCÚx�	
þ	MS-DOSTMicrosoft Windows9Ë«BIOS'�8nÝ®¼�Ù�BIOS£\�|�J
ÑðÝÂÃ^5��Q¡9°®¼�Ùº«½BIOS�;��9¯¸àï�×�&ÿ�ãXÛÝEprimary
masterF{Ã�^�bßs¨t���-!Ýn	�Ù]P�µÎ��ó×9×ÿ×øÝ{Ã�Q¡��
¸à Ghost®TXCOPY|Þ£]�Ï×9{Ã�%ÕÏÞ9{Ãî«��X|�	Ï×9{Ã,Ý(��
Î¼ñTû�CWÝ)�µ�|DêDÄ�JBIOS�Ý�^5���à#àÏÞ9{Ã�^�9«Þ^$
t��.ÏÞ9{Ã«Ï×9E�(��jumper)b!øÝ[��-½µÎ��àt^$�

h²�u�bf´òÝSCSI��Ù�;ðÍ�ôbBIOSÝ��¼¯SCSI'n(t9�Õ7Í)¾Õv«;�
5�Ý���

êYî�]PÝ¸àï���º�Õ�#�.
3FreeBSD�¬&Ah�FreeBSD�º¢�BIOS'�Â�
�vô���?Elogical BIOS drive mappingF'��9º¯ß�Æ�¶É���µÎ×øÝ{Ã��v£
]ô���¨×9�%Ä¼���Q^ð°	|G£øà�

¸àFreeBSDÝ`Î��ÞBIOS�Ý{Ã�^5��/æÍÑðÝ5��¬v|¡���;9'��A�

m�6ð{Ã5�Ý��£�à{�]P�à#Æ�^$��jumperC4aÇ��

26



a2.H�FreeBSD

×××ððð���ÆÆÆ¯̄̄���Bill CCCFredÝÝÝHHH���aaa���

f«(Bill)ÆÕQ¡�Æ(Fred).�ÝWintel^ þFreeBSD��3×9SCSI{Ã(IDÎ0)�îFreeBSD�

yÎ¡�Æ��à�±ÝFreeBSD�Ù�¬ÎÄÝ¿F��s¨99SCSI�{Ãsß&9�®Þ��¡�
�µ«f«1R9�¯�

h¯BÄ¿F¡�f«X�Î��X®ÞÝ`ÎÝ�X|��¡«V Ý{ÃE[� F/J�×Í×ÿ

×øÝ{Ã�¬vBÄ�Msurface+¾?�¡��î99{Ã���à�.h�f«Þ¸ÝID �W4�Q
¡H�Õ¡�ÆÝ^ �¬vÞ£]�ÂÃ0�%ÕÂÃ4�¨3±{Ã�?Ý��v:R¼?	×6Ñ
ð�X|�f«-
¨3T��|��à¸Ý�yÎÕSCSI BIOS�'�SCSI ID 4
�^Ã�àÂÃ4¥
±�^¡�FreeBSD×6þÿ�5¿�

¡�Æµ�àÝ¿F¡�f««¡�ÆX��¼ÔF±Ý��½>ùFreeBSD::�f«ÞID 0Ý{ÃÉ
t(.
b®Þ)¬vê�E[� F�JÝ×9×øÝ{Ã¼�Q¡�à¡�ÆÝ�^ÂnDÄFTP]P
Þ399{Ãî�Ý±ÌÝFreeBSD�H�Ä�K�5¿�

¡�ÆàÝ9±ÌÍ¿F¡�Æÿ¸�Ê)à3��I�...Î`ÎÞ|Gw3��ÙÝ�®£]�%Ä¼
Ý�.h�¡�ÆÞID 4ÝSCSI{Ã(�«bw���Ù��%Ä¼Ýt±£])�mountR¼���bQ
s¨3ID 4Ý{Ãî��|GÝXb£]K��Ý	

�M�£]Õ9ÎþÕø��Ý÷�

æ¼�	�f«ÞID 0{ÃÝ£]�%ÕID 4{ÃÝ`Î�ID 4µ�WE±Ý�%`(new clone)F��	
��SCSI BIOS'�ID 4
�^Ã��¯�Ù�ID 4�^�9M»Í@©Î��
¢�Ý�.
�I5Ý
®¼�Ù�|¢ã�BIOS'�|;��^5��¬ÎFreeBSDQº.�^5��æWÑðÝÿP�.
h�¡�ÆÝFreeBSD�Î�t�Ý£9ID 0{Ã�^Ý�¯@î�XbÝ£]K�3Æ¯t�Ý£9{
Ãî���Î3��	�ÝID 4{Ã�

&Æ�{·3s¨9�¯`�£°£]K�3�&Æ.£]�t�Ý£9ID 0{Ãã�¼¬ø��¡�
Æ(�vf«ô�h¡�Ý0Ý¥�....)�

4Q&Æ9\Ý»�ÎàSCSI{Ã�¬Î8!ÝÌFô�|�à3IDE{Ãî�

2.6.2.|||FDisk ¼¼¼���ñññ555vvvÂÂÂ   (Slices)

¥¥¥: 39`Î
X�Ý�?K��ºËÑ¶á{Ã��A�¯s¨�ýÝ���¥¼×ÅÝ���|àó�¼Ò
�sysinstall �TÎ¶U"¼Undo(/Æ)Xb'��A�¯�BÝ�v�á¼§�Ò��¯�|à#Þé\éÙ
n*�¥¼�

3sysinstallxi«óC¸àýãH�¡�T�º:Õì«ÝG>�

Message
In the next menu, you will need to set up a DOS-style ("fdisk")
partitioning scheme for your hard disk. If you simply wish to devote
all disk space to FreeBSD (overwriting anything else that mi ght be on
the disk(s) selected) then use the (A)ll command to select th e default
partitioning scheme followed by a (Q)uit. If you wish to allo cate only
free space to FreeBSD, move to a partition marked "unused" an d use the
(C)reate command.

[ OK ]
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[ Press enter or space ]

9`�µi«1��¶Enter "�Q¡º:Õ×Í���î«º��Xb3�?{�`X0ÕÝ{
Ã�%�2-13P»�îÝÎb0ÕËÍIDEÂÃ^Ý���9ËÍÂÃ^5½
�ad0 �ad2�

%%%���2-13.óóóCCCFDisk���555vvvÝÝÝ{{{ÃÃÃ

¯��º?��
¢ad1 ^�39��
%�º��Ý÷�

���A�
bË9IDE{Ã�×ÍÎprimary master�×ÍÎsecondary master�9øºsß%�¯÷�A
�FreeBSDµï0ÕÝ5�¼
�Æú(�fA´�Îad0 �¼Îad1 £�µ�º�¨æW�

¬Î�¨3®Þ¼Ý�A�
¨3�3primary slave��Ïë9{Ã�£�99{ÃÝ(ÌµºÎad1��

GæÍÝad1 µº�Wad2�9øºCW%�®Þ÷�.
{�'nÝ(Ì(	Îad1s1a )Îà¼´0jn�
ÙÝ�.h
��ºMQs¨�b°jn�Ù�hP°Ñð�î�Ä6Ñ;FreeBSD'�(/etc/fstab )�
�|Ñ@�î�


Ý�X9Í®Þ�3'�kernel`�|2àIDE{ÃX3Ý�H¼ú(��&qA0ÕÝ5��¸à9Ë
]PÝ��3secondary masterÝIDE{ÃµÕGºÎad2�Ç¸�Ù�¬^bad0 Tad1 ô�åÅ(�

ãyh
FreeBSD kernelï''��ôµÎ
¢î�i«©�îad0 Cad2 �Æ�i«î9¬^ ÝË9{

ÃÎ5½�3primary|Csecondary4aîÝmaster�9Ë9K^b�3slaveî�

�ó?�H�FreeBSDÝ{Ã�Q¡¶ì[ OK ]�#½µº��FDisk�Q¡º:Õv«%�2-14Ýi«�

FDiskÝ�îi«5
ëÍI5�

Ï×I	Îi«tî]ÝGË��9�º�îêGXóÝ{Ã£G��À¸3FreeBSDÝ(Ì�{
Ãgeometry�{ÃÀ���

ÏÞI5º�îêGXóÝ{Ãîbø°slice|C&sliceÝRÏ�H�Xª���FreeBSD(Ì�à�1
���v½(sub-type)�»���î�b2Í�Ý¬v$Î¸àÝslice�9ÎåÕPCÝ{ÃÍ�ÚxÅ(�
Æ�h²��b×Í�ÝFAT slice(;ðÎMS-DOS / Windows�ÝC: )�|C×Í;¨ÂÃ5v
 (3MS-DOS / Windows/ÝÍ�ÂÃ�r)�

ÏëI5J�îFDisk�àÝ¼��
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%%%���2-14. (ÜÜÜ»»»)ÎÎÎ___ìììGGGÝÝÝFdisk 555vvv   (Partition)

#ì¼��Ý¯�«
�§�5v{Ãbn�

u�¯FreeBSḐ àJ9{Ã(}¡ÝH�º��
@-|sysinstall¼µ�H��µºzt�{Ã/îÝ£
])�£�µ�|¶A"( Use Entire Disk)�|ÀtXbÉDÝslice�ã���ÝÎ×Í�Ý¬ýî

unused (!øÝ�9ôÎPC{ÃÚxXCW)Ýslice�|C×Í�ÝFreeBSD slice��¡��à]'".
��É��FreeBSD slice�Q¡¶S"|-Þhsliceý
�^slice�h`Ýi«T�v«%�2-15��¥
��3Flags û�ÝAÂ�î�sliceòyactive�ôºãhslice¼�^�

u�Àt¨bslice|V�è �FreeBSḐ à��|.��ÉÕ�ÀtÝslice¡¶D"�Q¡�¶C"�
h`º�¨E�o��íá�±¦Ýslice��
¢�íá)Ê���¡¶Enter "Ç���ï'Â
�5g
è Ýt�Â��|Ît�ÝT$Î5gÝJ9{Ã���

u��ñ�±�FreeBSDÝè (DÄv«PartitionMagic �vÝ�Ì)�£��|¶C"|±¦slice�!ø
ôºbE�o�¨�¼®��±¦Ýslice��
¢�

%%%���2-15. Fdisk222àààJJJ999{{{ÃÃÃ®®®555vvv   (Partition)
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�±¡�¶Q"�9°?;ºõD�sysinstall¸à�¬��ºËÑ¶áÕ{Ã�

2.6.3.HHH���Boot Manager

¨3�|óCÎÍ��boot manager�×����ÂÕì��µ�ºm��boot manager�

�b×Í|îÝ{Ã��FreeBSD¬&�3Ï×Í{Ãî�

�!×9{ÃîtÝb�FreeBSD�²��b�Í�®¼�Ù�X|m�3�^`óC�
áøÍ®¼�
Ù�

u©�FreeBSD�¬vÎ�3Ï×9{Ã�£�óStandardÇ��u�Bb¸àÍ�Ýboot manager��^

áFreeBSD£��óNoneÇ��

�µ��mO��µ�,C�Q¡¶Enter "�

%%%���2-16. SysinstallÝÝÝBoot Manageróóó���

¶F1ºb�!®¼�Ù�D`�b��ÂÕÝ8n®Þ1��

2.6.4.333ÍÍÍ���{{{ÃÃÃîîî���ñññ555vvvÂÂÂ   (Slices)

ub×Í|îÝ{Ã�£�3ó�boot manager�¡º�/ÕóC{ÃÝi«�u�.FreeBSD�39Í{
Ãî�£��|3hóCÍ�{Ã�¬¥�¸àFDisk¼�ñslice�

¥¥¥���: uÏ×9{Ã�Î�FreeBSDÝ��£�N×9µ�K�FreeBSD boot manager��|�
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%%%���2-17.ÒÒÒ���999óóóCCC{{{ÃÃÃ:::iii«««

Tab"�|3t¡óCÝ{Ã|C[ OK ]�[ Cancel ]� 
�6ð�

�¶×gTabº�ÉÕ[ OK ]�Q¡�¶Enter "|µ�H��

2.6.5.|||Disklabel ¼¼¼���ñññ555vvv   (Partitions)

¨3Ä63â�ñ?Ýslice!�×°5v ��¥��NÍ5v Ý�rÎ�aÕh�h²b�c�d;ðÎ

©�àH��������

b°�P�|DÄ©�Ý5v]P�¾Õ??Ý[��LÍÎ5v Î5÷3�!{ÃîÝ`Î�¬Î�

¨3Î
Ï×g�FreeBSD�X|����ìÖ�A¢5v{Ã�?�t¥�ÝÎ��?FreeBSDQ¡.ê
A¢�à��	EFreeBSDb×���Ý!��¡��|�`¥�FreeBSD�¬;�5vÝ]P�

ì«»�b°Í5v �Í�×ÍÎswapè �i Í�ëÍÎjn�Ù�

���}}}2-2.ÏÏÏ×××999{{{ÃÃÃÝÝÝ555vvv   (Partition)gggHHH

555vvv    jjjnnn���ÙÙÙ ������ +++ÛÛÛ

a / 128 MB h
qê�jn�Ù(root filesystem)�Í�Ýjn�ÙKº
,µ3qê��ì�128 MBEyhjn�Ù¼1Î8	)
§Ý���.
;ð9�¬�ºwH9£]��3FreeBSD
��¡ºàÕV40 MBÝqê�è �yìÝè ÎwÛ`
£]àÝ�h²ôT��ïº×°è �.
^¡

ÝFreeBSDÌÍ��ºm�?9Ý/ (qê�)è �

31



a2.H�FreeBSD

555vvv    jjjnnn���ÙÙÙ ������ +++ÛÛÛ

b N/A RAM Ý2~3
¹

�ÙÝswapè Îw3b5v �A¢óCÊ)Ýswapè
 ���Î×�.®�×�¼1�swapè T�ÎB7
�(RAM)��Ý2T3¹�h²�swap�Km�64 MB�.
huRAM �y32 MBÝ���.swap��'
64 MB�
ub×Í|îÝ{Ã�J�|3NÍ{ÃKgHswapè
 �FreeBSDº�àNÍ{ÃîÝswapè �Ah×¼-
�b[è{swapÝP��u
ò9v�µ���Õ�À�
m�ÝswapÀ��(fA�128 MB)�Q¡t|�IÝ{Ã
ó�(fA�Ë9{Ã)�9øÕ�¼Ý��µÎNÍ{Ãî
XmgHÝswap���39Í»���JNÍ{ÃXm
�swapè 
64 MB�

e /var 256 MB /var ê�ºwÝjnb�9Ë�	Îlogjn|CÍ�Ý�
ÙÑ§jn�9°jn�I5KÎFreeBSDN^º®Xº
\�¶�.9°jn¨²wÕÝ�Ýjn�Ù(Ç/var )J�
|t·;9°jnÝDã���lyÅ(Í�ê�ÝDã�

f /usr yõÝ{Ãè

 

XbÍ�jn;ðºD3/usr CÍ�ê�/�

u�.FreeBSD�39Í{Ãî�£�Ä63
XgHÝÍ�sliceî±¦5v �t��Ý]P�µÎ3
NÍ{Ãî�ñ5v �×Í�swapè �¨×ÍJÎjn�Ù�

���}}}2-3.ÍÍÍ���{{{ÃÃÃÝÝÝ555vvv   (Partition)gggHHH

555vvv    jjjnnn���ÙÙÙ ������ +++ÛÛÛ

b N/A �¢å��Ý+Û G«bèÄ�swapè Î�|¬&{Ã�Ç
¸^b¸àa5v �¬êYî�Îº

.swapè '
b5v �

e /diskn yõÝ{Ãè yìÝè Î×Í�Ý5v �t��Ý�

°ÎÞ�!�
a5v ���Îe5v

 �Q��êYîa5v Î1º�qê

�(/ )X¸àÝ�	Q�
�×��ñÇhê
Y�¬sysinstallÍ�º�X|ï¸ÉbÝ]
Pº¯¯H�?�z�����¯�|.9

°jn�Ù,µ3�¢2]�ÍP»Î�È

.¸Æ,µy/disk nê��Í�ÝnÝó

C�Jµ&{ÃÝ5��bX�;�¬u


{·�ô�|.¸Æ,µyÍ�2]�

�W5v gH�¡�µ�|àsysinstall¼�ñ��
º:ÕAìG>�

Message
Now, you need to create BSD partitions inside of the fdisk
partition(s) just created. If you have a reasonable amount o f disk
space (200MB or more) and don’t have any special requirement s, simply
use the (A)uto command to allocate space automatically. If y ou have
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more specific needs or just don’t care for the layout chosen b y
(A)uto, press F1 for more information on manual layout.

[ OK ]
[ Press enter or space ]

�¶Enter"|
áFreeBSD5v _ì �§�Disklabel�

%�2-18�îÏ×gÆ�DisklabelÝi«�9i«� 5
ëÍ s�

G¿��îÝÎÑ3_ìÝ{Ã�|CêGÑ3�ñÝslice�yøÍ5v î�(3h��DisklabelÎ¸
àPartition name (5v (Ì)��&slice(Ì)�hi«ôº�îêGslice�b9Kè �º¸à�ð­
�1µÎ$Î¼�5v Ý9õè �

3i«� �J�î��ñÝ5v �NÍ5v Ýjn�Ù(Ì�Xª���|C×°¢ó�

3i«ì]�J�îDisklabel�àÝ¶"�

%%%���2-18. SysinstallÝÝÝDisklabel___ììì   

Disklabel���5g5v �¬«�ï'Â���¶A Ç����W�
º:Õv«%�2-19Ýi«��
Ä�ãyXàÝ{Ã���×�X|��5gX'�Ý���×�)à���å�
�×�ÿ¸àï'�

���|�

¥¥¥: ï'º�/tmp ê�®
}ñ5v ��&!òy/ �ì�Ah×¼���¹/ º�×ÀÛ`jnj��
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%%%���2-19. SysinstallÝÝÝDisklabel___ììì   ���¸̧̧ààà������555ggg

A�
��à��5g5v ��T��'���à]'"óCÏ×Í5v �¬¶ìDÀt��¥�h
�®àÕÀtXb5v �

�ñÏ×Í5v (a�,µ
/ �qê�)��3i«tî]óCÑ@ÝÂÃ5vÂ (slice)¬¶ìC�#ì
¼Þ�¨E�o�º�Oíá±Ý5v ��(A%�2-20Xî)�9\�|à#íá|block
���Tï
Î|M(MB)
���T|G(GB)
���Tï|C(ÂÖ�cylinders)
���

¥¥¥: �FreeBSD 5.XR�J�¸àCustom Newfs ó4¼àUFS2 (�FreeBSD 5.1R�hÇ
ï'Â)�uÎ¸
àAuto Defaults ��ï'Ý�µì�J�|�àCustom Newfs ó4�Tï3�ñjn�Ù`¼�-O 2 ¢óù

��uàCustom Newfs ó4Ý��J½�Ý��î-U ¼@àSoftUpdates��	

%%%���2-20.qqqêêê���ÝÝÝèèè   555ggg

34



a2.H�FreeBSD

h�ï'�îÝ���ºÎJÍsliceÝXbè �u�2à�G»�X+ÛÝ�5���J¶Backspace
"¼�t9°óC�¬íá»��Ý128M�A%�2-21Xî�#½¶ì[ OK ]�

%%%���2-21.ÑÑÑ;;;qqqêêê���ÝÝÝèèè   555ggg

3íá�¡º®X��ñÝÎjn�Ù(file system)TïÎswapè �A%�2-22Xî�Ï×Íó4
jn
�Ù�X|óCFS¡¶ìEnter�

%%%���2-22.óóóCCC555vvv   ÝÝÝvvvlll

t¡�.
�±¦ÝÎjn�Ù�X|Ä6×åDisklabel�ÞÍ,µ�¢��A%�2-23Xî�qê�j
n�ÙÝ,µF
/�X|�íá/ �Q¡¶ìEnter�
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%%%���2-23.óóóCCCqqqêêê���ÝÝÝ,,,µµµFFF

âX�ñÝ5v º�î3i«î��|àî�v«�®¼�ñÍ�5v �Q�3�ñswap5v `�
�Ù¬�º®�,µyø\�.
swapè Î�ÄÜ²,µÝ�h²3�ñt¡5v /usr `��|à#

2àï'���ôµÎ�sliceyõÝXbè �

t¡FreeBSDîÝDiskLabel_ì i«ºv«%�2-24�@jóCJµH�óC�bX�!��¶ìQÇ
��W5v !��

%%%���2-24. Sysinstall Disklabel___ììì   
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2.7.óóóCCC������HHH���ÝÝÝ

2.7.1.óóóCCC���HHH���ÝÝÝ������///(Distribution Set)

��ø°���x�ãXy��ÙÝàH
¢CÂÃè ���ïHÝ����t�H�Õ�JH�K

b�uÎUNIX TFreeBSD±W�;ðà#óÍ��×Ç�������f´Ê)bB�Ýß¼à�

u�¡�&��Ýó4Þ;£G��¶F1"�:��¡¶Enter Çº/Õâ�Ý��óCi«�

um�GUI+«�£Äm�óX��Ý8n����yX serverÝ'�C�àø×vÝw«Ñ§�Ä6
3FreeBSD�?�¡��
��X server'�Þ;I5�¢åµÚ 5a�

ï'H�ÝX11ÌÍ
Xorg�

um���kernel�£�m�óbâsource codeÝó4��y
¢m��kernelC8nÞ;��¢
åµÚ 8a�

���2��IK�µ�àæWm��%�Ý�u{ÃÈ���|]'"ó%�2-25%ìÝAlló4�¬¶
ìEnterÇ��u{Ãè �È��µ��mOóCH��	Q3H��±¡��Î�|µmO���Í�
���

%%%���2-25.óóóCCC������ÝÝÝ������///(Distributions)

2.7.2.HHH���Ports Collection

3����/�¡�#½º®ÎÍ��FreeBSD Ports���Ports���|¯
DêH�&Ëð�Ý8��
¸Í�¬�â£°8�Ýæ�D��Î×Í�âA¢��ìµ�_Ë�H�third-party8�Ýjn/
)�µÚ 4aº+ÛA¢¸àports�

H��P¬�ºlãÎÍb�Èè ¼wports tree�X|��@-b�Èè �êGFreeBSD 9.1
ÝFreeBSD Ports Collection�Vm�500 MBÝè �.h��|.£?±ÌÝFreeBSDºm�?9Ýè 
¼��

User Confirmation Requested
Would you like to install the FreeBSD ports collection?
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This will give you ready access to over 24,000 ported softwar e packages,
at a cost of around 500 MB of disk space when "clean" and possib ly much
more than that if a lot of the distribution tarballs are loade d
(unless you have the extra CDs from a FreeBSD CD/DVD distribu tion
available and can mount it on /cdrom, in which case this is far less
of a problem).

The Ports Collection is a very valuable resource and well wor th having
on your /usr partition, so it is advisable to say Yes to this op tion.

For more information on the Ports Collection & the latest por ts,
visit:

http://www.FreeBSD.org/ports

[ Yes ] No

à]'"ó[ Yes ]µº�Ports Collection�ÍJµó[ No ]|¯Ä�ó?¡¶Enter µ��Q¡º�g/Õó
C��/Ýi«�

%%%���2-26.@@@---���HHH���ÝÝÝ������///

u�9óÝ4êK@-^®ÞÝ��µ|]'"óExit[�¬@-[ OK ]bóÕ�Q¡¶I Enter µ��

2.8.óóóCCCHHH���¼¼¼ÙÙÙ
u��CDROMTDVDH��à]'"Þ*ýÉÕInstall from a FreeBSD CD/DVD�¬@�ó[ OK ]¡¶
ìEnterµº���Ý�

uÎ�àÍ�Ý]PH�Ý���óCÊ	ÝH�¼Ù�Q¡ñïÇK¼î
�H�Ç��

¶F1�|�îjEhI5(H�¼Ù)Ýaî1��¶×ìEnterµº/Õ9óCH�¼Ù:Ýi«Ý�
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%%%���2-27.óóóCCCHHH���¼¼¼ÙÙÙ

FTPHHH���ÿÿÿPPP: ¸àFTPH�Ý��b5ëËÿP
x�P(active)FTP���P(passive)FTPTÎDÄHTTP
proxy server�

x�PFTP��FTP serverH�

�ó4ºDÄEActiveFÿP®FTPFí�®�9ºP°LÄ§j��¬�à3£°´�\��Yî��ÿ
PÝFTPì�uFTP=aº��(ï'
��ÿP)�£�;ðx�ÿP::	

��PFTP�DÄ§j���FTP serverH�

�ó4º¯sysinstall ��¸àEPassive(��P)F¼
�FTP=a�µ�|LÄ©.&¸àü�TCP port
=áÝ§j��

DÄHTTP proxyÝFTP�DÄhttp proxy¼�FTPìH�

�ó4º¯sysinstall ÝFTP=a��DÄHTTPÜ�(µ	ç°p� ×ø)=Õproxy server��proxy
serverº�ËXÄ¼ÝÝ�O�Q¡»X�FTP server�9�|LD©.&HTTP=a¬�.&FTP=aÝ
§j��¬Bÿ�à�`�Ä6¼�proxy serverÝ�ë�

Eproxy FTP server���;ð�3ráàÝòr(Ì¡«��îE@FÐr��î�ráÝserver(Ì�Q
¡�proxy serverµºEfakes(��)F
ËÝserverø��ÜÍ»��u�Õftp.FreeBSD.org ¼��¬� D

Äproxy FTP serverôµÎfoo.example.com ¬v¸àport 1234�

3h�µì��|Õoptionsó��ÞFTP username'
ftp@ftp.FreeBSD.org �ÛDJ'
�
Ýemail*
O�H�¼ÙI5�J¸àFTP (TproxybYîÝ��µàpassive FTP)��URLJ
àftp://foo.example.com:1234/pub/FreeBSD �

.
ftp.FreeBSD.org Ý/pub/FreeBSD º�porxyÕfoo.example.com �X|µ�|�foo.example.com 9¬

^ (9¬º�ftp.FreeBSD.org 8j/¼�
)H��
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2.9.������


���HHH���
Õh
c��|��
�H�Ý�9ôÎ
�¹?�Õ{ÃÝt¡^º�

User Confirmation Requested
Last Chance! Are you SURE you want to continue the installati on?

If you’re running this on a disk with data you wish to save then WE
STRONGLY ENCOURAGE YOU TO MAKE PROPER BACKUPS before proceeding!

We can take no responsibility for lost disk contents!

[ Yes ] No

óC[ Yes ]¬¶ìEnter|@-ËÝ���H�

H�Xm` ºµAXóCH�Ý��/(distribution)�H�¼Ù|Cé\>��bX�!�3H�ÝÄ�
��ºb×°G>�îêGÝH�
��

	
:Õì«ÝG>�î�BH��WÝ


Message

Congratulations! You now have FreeBSD installed on your sys tem.

We will now move on to the final configuration questions.
For any option you do not wish to configure, simply select No.

If you wish to re-enter this utility after the system is up, yo u may
do so by typing: /usr/sbin/sysinstall.

[ OK ]

[ Press enter or space ]

�¶Enter"¼
�8nÝ¡�'��

A�âóÝÎ[ No ]¬¶ìEnter "�£�º�\H�(µ�º�Õ¯Ýæb�Ù)�#½�º�¨|ìG
>�

Message
Installation complete with some errors. You may wish to scro ll
through the debugging messages on VTY1 with the scroll-lock feature.
You can also choose "No" at the next prompt and go back into the
installation menus to retry whichever operations have fail ed.

[ OK ]

9ðG>ÛÎ.
K^��¢���Æ��¶Enter |®/xi«�
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2.10.¡¡¡���HHH���
H��ÙW��¡��|3±�?ÝFreeBSD¥�^�G�TïÎ¯¡�DÄsysinstall (FreeBSD 5.2�
GÌÍJÎ/stand/sysinstall )Q¡óCConfigureó4|
�¡�'��

2.10.1.'''���ççç­­­

A�
�Gb'�àPPP=aDÄFTPH��£�9Íi«Þ�º�¨�ÑAî«âX1Ý�
�|}¡
��?;�

bnLAN T.FreeBSD'�
gatewayTrouter�¢å¸àW��bnç­
$ºàÝa;�

User Confirmation Requested
Would you like to configure any Ethernet or SLIP/PPP network devices?

[ Yes ] No

A��'�ç­���óC[ Yes ]Q¡¶Enter�ÍJ�ó[ No ]|µ��

%%%���2-28.óóóCCCççç­­­���

à]'"óC
�'�Ýç­��Q¡¶Enter�

User Confirmation Requested
Do you want to try IPv6 configuration of the interface?

Yes [ No ]

3{ß ½ç­Ý�µ�ãyêGÝInternetÜ�(IPv4)�ÕÈà�X|�ó[ No ]�'�IPv6�Q¡
¶Enter�

uÎDÄRA server=ÕÉbÝIPv6�(�£�µó[ Yes ]¬¶Enter��¡�Ùº�¿JÖ�¨´RA
server�

User Confirmation Requested
Do you want to try DHCP configuration of the interface?
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Yes [ No ]

#ì¼�u�m�DHCP (Dynamic Host Configuration Protocol)�ó[ No ]¬¶Enter�

óC[ Yes ]Ý��JºÆ�dhclient�uW��ÕIP�JÍº��pî8nÝ�('��Þ;�¢
åµÚ 27.5;�

ì«Ýç­'�%�îA¢3 ½ç­(LAN)��Þ�^ '�
gatewayÝ]P�

%%%���2-29.'''���ed0999ùùùççç­­­���ÝÝÝççç­­­'''���

�àTab"3&û� ®6ð�¬pîÊ)Ý£]�

Host(̂  (Ì)

�JÝ^ (Ì�»AÍ»�Ýk6-2.example.com �

Domain(ç½)

^ XòÝç½(Ì�»AÍ»�Ýexample.com �

IPv4 Gateway

9��íáGatewayÝIP�ë�Í��.Þ��»LÕGÐç­�©b3�gatewayòy�ç­Í�;
F�×`���íá�u9^ Í���
� ½ç­ÝgatewayÝ���1¹Íû
èç�h²�;
ðIPv4 Gatewayôº�-
Îdefault gatewayTdefault route�

Name server(Name serverTDNS server)

�ç­XàÝDNS server�IP�Í»�'�^ X3Ýç­^bDNS�ÆpîÝÎ�ISPXèºÝDNS
server (208.163.10.2 )�

IPv4 address

The IP address to be used for this interface was192.168.0.1
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Netmask

The address block being used for this local area network is a Class C block (192.168.0.0 - 192.168.0.255 ).
The default netmask is for a Class C network (255.255.255.0 ).

Extra options to ifconfig

Any interface-specific options toifconfig you would like to add. There were none in this case.

UseTab to select[ OK ] when finished and pressEnter.

User Confirmation Requested
Would you like to Bring Up the ed0 interface right now?

[ Yes ] No

Choosing[ Yes ] and pressingEnter will bring the machine up on the network and be ready for use. However, this
does not accomplish much during installation, since the machine still needs to be rebooted.

2.10.2. Configure Gateway

User Confirmation Requested
Do you want this machine to function as a network gateway?

[ Yes ] No

If the machine will be acting as the gateway for a local area network and forwarding packets between other machines
then select[ Yes ] and pressEnter. If the machine is a node on a network then select[ No ] and pressEnter to
continue.

2.10.3. Configure Internet Services

User Confirmation Requested
Do you want to configure inetd and the network services that i t provides?

Yes [ No ]

If [ No ] is selected, various services suchtelnetd will not be enabled. This means that remote users will not be able
to telnet into this machine. Local users will still be able to access remote machines withtelnet.

These services can be enabled after installation by editing/etc/inetd.conf with your favorite text editor. See
µÚ 27.2.1; for more information.

Select[ Yes ] if you wish to configure these services during install. An additional confirmation will display:

User Confirmation Requested
The Internet Super Server (inetd) allows a number of simple I nternet
services to be enabled, including finger, ftp and telnetd. E nabling
these services may increase risk of security problems by inc reasing
the exposure of your system.

With this in mind, do you wish to enable inetd?
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[ Yes ] No

Select[ Yes ] to continue.

User Confirmation Requested
inetd(8) relies on its configuration file, /etc/inetd.con f, to determine
which of its Internet services will be available. The defaul t FreeBSD
inetd.conf(5) leaves all services disabled by default, so t hey must be
specifically enabled in the configuration file before they will
function, even once inetd(8) is enabled. Note that services for
IPv6 must be separately enabled from IPv4 services.

Select [Yes] now to invoke an editor on /etc/inetd.conf, or [ No] to
use the current settings.

[ Yes ] No

Selecting[ Yes ] will allow adding services by deleting the# at the beginning of a line.

%%%���2-30. Editing inetd.conf

After adding the desired services, pressingEscwill display a menu which will allow exiting and saving the changes.

2.10.4.@@@àààSSHrrrááá

User Confirmation Requested
Would you like to enable SSH login?

Yes [ No ]

óC[ Yes ]µº@àsshd(8)�ôµÎOpenSSHÝdaemon�P�9º.&�^ ��GÐH�rá�n
yOpenSSH�¢åµÚ 14.11;I5Ý1��
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2.10.5. Anonymous FTP

User Confirmation Requested
Do you want to have anonymous FTP access to this machine?

Yes [ No ]

2.10.5.1. Deny Anonymous FTP

Selecting the default[ No ] and pressingEnter will still allow users who have accounts with passwords to use FTP to
access the machine.

2.10.5.2. Allow Anonymous FTP

Anyone can access your machine if you elect to allow anonymous FTP connections. The security implications
should be considered before enabling this option. For more information about security seeµÚ 14a.

To allow anonymous FTP, use the arrow keys to select[ Yes ] and pressEnter. The following screen (or similar) will
display:

%%%���2-31. Default Anonymous FTP Configuration

PressingF1 will display the help:

This screen allows you to configure the anonymous FTP user.

The following configuration values are editable:

UID: The user ID you wish to assign to the anonymous FTP user.
All files uploaded will be owned by this ID.

Group: Which group you wish the anonymous FTP user to be in.

Comment: String describing this user in /etc/passwd
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FTP Root Directory:

Where files available for anonymous FTP will be kept.

Upload subdirectory:

Where files uploaded by anonymous FTP users will go.

The ftp root directory will be put in/var by default. If you do not have enough room there for the anticipated FTP
needs, the/usr directory could be used by setting the FTP Root Directory to/usr/ftp .

When you are satisfied with the values, pressEnter to continue.

User Confirmation Requested
Create a welcome message file for anonymous FTP users?

[ Yes ] No

If you select[ Yes ] and pressEnter, an editor will automatically start allowing you to edit themessage.

%%%���2-32. Edit the FTP Welcome Message

This is a text editor calledee. Use the instructions to change the message or change the message later using a text
editor of your choice. Note the file name/location at the bottom of the editor screen.

PressEscand a pop-up menu will default toa) leave editor. PressEnter to exit and continue. PressEnter again to
save changes if you made any.

2.10.6. Configure Network File System

Network File System (NFS) allows sharing of files across a network. A machine can be configured as a server, a
client, or both. Refer toµÚ 27.3; for a more information.
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2.10.6.1. NFS Server

User Confirmation Requested
Do you want to configure this machine as an NFS server?

Yes [ No ]

If there is no need for a Network File System server, select[ No ] and pressEnter.

If [ Yes ] is chosen, a message will pop-up indicating that theexports file must be created.

Message
Operating as an NFS server means that you must first configur e an
/etc/exports file to indicate which hosts are allowed certa in kinds of
access to your local filesystems.
Press [Enter] now to invoke an editor on /etc/exports

[ OK ]

PressEnter to continue. A text editor will start allowing theexports file to be created and edited.

%%%���2-33. Editing exports

Use the instructions to add the actual exported filesystems now or later using a text editor of your choice. Note the
file name/location at the bottom of the editor screen.

PressEscand a pop-up menu will default toa) leave editor. PressEnter to exit and continue.

2.10.6.2. NFS Client

The NFS client allows your machine to access NFS servers.

User Confirmation Requested
Do you want to configure this machine as an NFS client?

Yes [ No ]
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With the arrow keys, select[ Yes ] or [ No ] as appropriate and pressEnter.

2.10.7. System Console Settings

There are several options available to customize the systemconsole.

User Confirmation Requested
Would you like to customize your system console settings?

[ Yes ] No

To view and configure the options, select[ Yes ] and pressEnter.

%%%���2-34. System Console Configuration Options

A commonly used option is the screen saver. Use the arrow keysto selectSaver and then pressEnter.
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%%%���2-35. Screen Saver Options

Select the desired screen saver using the arrow keys and thenpressEnter. The System Console Configuration menu
will redisplay.

The default time interval is 300 seconds. To change the time interval, selectSaver again. At the Screen Saver
Options menu, selectTimeout using the arrow keys and pressEnter. A pop-up menu will appear:

%%%���2-36. Screen Saver Timeout

The value can be changed, then select[ OK ] and pressEnter to return to the System Console Configuration menu.
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%%%���2-37. System Console Configuration Exit

SelectingExit and pressingEnter will continue with the post-installation configurations.

2.10.8. Setting the Time Zone

Setting the time zone for your machine will allow it to automatically correct for any regional time changes and
perform other time zone related functions properly.

The example shown is for a machine located in the Eastern timezone of the United States. Your selections will vary
according to your geographical location.

User Confirmation Requested
Would you like to set this machine’s time zone now?

[ Yes ] No

Select[ Yes ] and pressEnter to set the time zone.

User Confirmation Requested
Is this machine’s CMOS clock set to UTC? If it is set to local ti me
or you don’t know, please choose NO here!

Yes [ No ]

Select[ Yes ] or [ No ] according to how the machine’s clock is configured and pressEnter.
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%%%���2-38. Select Your Region

The appropriate region is selected using the arrow keys and then pressingEnter.

%%%���2-39. Select Your Country

Select the appropriate country using the arrow keys and pressEnter.
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%%%���2-40. Select Your Time Zone

The appropriate time zone is selected using the arrow keys and pressingEnter.

Confirmation
Does the abbreviation ’EDT’ look reasonable?

[ Yes ] No

Confirm the abbreviation for the time zone is correct. If it looks okay, pressEnter to continue with the
post-installation configuration.

2.10.9. Linux Compatibility

User Confirmation Requested
Would you like to enable Linux binary compatibility?

[ Yes ] No

Selecting[ Yes ] and pressingEnter will allow running Linux software on FreeBSD. The install will add the
appropriate packages for Linux compatibility.

If installing by FTP, the machine will need to be connected tothe Internet. Sometimes a remote ftp site will not have
all the distributions like the Linux binary compatibility.This can be installed later if necessary.

2.10.10. Mouse Settings

This option will allow you to cut and paste text in the consoleand user programs with a 3-button mouse. If using a
2-button mouse, refer to manual page, moused(8), after installation for details on emulating the 3-button style. This
example depicts a non-USB mouse configuration (such as a PS/2or COM port mouse):

User Confirmation Requested
Does this system have a PS/2, serial, or bus mouse?
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[ Yes ] No

Select[ Yes ] for a PS/2, serial, or bus mouse, or[ No ] for a USB mouse and pressEnter.

%%%���2-41. Select Mouse Protocol Type

Use the arrow keys to selectType and pressEnter.

%%%���2-42. Set Mouse Protocol

The mouse used in this example is a PS/2 type, so the defaultAuto was appropriate. To change protocol, use the
arrow keys to select another option. Ensure that[ OK ] is highlighted and pressEnter to exit this menu.
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%%%���2-43. Configure Mouse Port

Use the arrow keys to selectPort and pressEnter.

%%%���2-44. Setting the Mouse Port

This system had a PS/2 mouse, so the defaultPS/2 was appropriate. To change the port, use the arrow keys and then
pressEnter.
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%%%���2-45. Enable the Mouse Daemon

Last, use the arrow keys to selectEnable, and pressEnter to enable and test the mouse daemon.

%%%���2-46. Test the Mouse Daemon

Move the mouse around the screen and verify the cursor shown responds properly. If it does, select[ Yes ] and press
Enter. If not, the mouse has not been configured correctly�select[ No ] and try using different configuration
options.

SelectExit with the arrow keys and pressEnter to return to continue with the post-installation configuration.

2.10.11. Install Packages

Packages are pre-compiled binaries and are a convenient wayto install software.

Installation of one package is shown for purposes of illustration. Additional packages can also be added at this time
if desired. After installationsysinstall can be used to add additional packages.
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User Confirmation Requested
The FreeBSD package collection is a collection of hundreds o f
ready-to-run applications, from text editors to games to WE B servers
and more. Would you like to browse the collection now?

[ Yes ] No

Selecting[ Yes ] and pressingEnter will be followed by the Package Selection screens:

%%%���2-47. Select Package Category

Only packages on the current installation media are available for installation at any given time.

All packages available will be displayed ifAll is selected or you can select a particular category. Highlight your
selection with the arrow keys and pressEnter.

A menu will display showing all the packages available for the selection made:

%%%���2-48. Select Packages
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Thebashshell is shown selected. Select as many as desired by highlighting the package and pressing theSpacekey.
A short description of each package will appear in the lower left corner of the screen.

Pressing theTab key will toggle between the last selected package,[ OK ], and[ Cancel ].

When you have finished marking the packages for installation, pressTab once to toggle to the[ OK ] and press
Enter to return to the Package Selection menu.

The left and right arrow keys will also toggle between[ OK ] and[ Cancel ]. This method can also be used to select
[ OK ] and pressEnter to return to the Package Selection menu.

%%%���2-49. Install Packages

Use theTab and arrow keys to select[ Install ] and pressEnter. You will then need to confirm that you want to
install the packages:

%%%���2-50. Confirm Package Installation
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Selecting[ OK ] and pressingEnter will start the package installation. Installing messages will appear until
completed. Make note if there are any error messages.

The final configuration continues after packages are installed. If you end up not selecting any packages, and wish to
return to the final configuration, selectInstall anyways.

2.10.12. Add Users/Groups

You should add at least one user during the installation so that you can use the system without being logged in as
root . The root partition is generally small and running applications asroot can quickly fill it. A bigger danger is
noted below:

User Confirmation Requested
Would you like to add any initial user accounts to the system? Adding
at least one account for yourself at this stage is suggested s ince
working as the "root" user is dangerous (it is easy to do thing s which
adversely affect the entire system).

[ Yes ] No

Select[ Yes ] and pressEnter to continue with adding a user.

%%%���2-51. Select User

SelectUser with the arrow keys and pressEnter.
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%%%���2-52. Add User Information

The following descriptions will appear in the lower part of the screen as the items are selected withTab to assist with
entering the required information:

Login ID

The login name of the new user (mandatory).

UID

The numerical ID for this user (leave blank for automatic choice).

Group

The login group name for this user (leave blank for automaticchoice).

Password

The password for this user (enter this field with care!).

Full name

The user’s full name (comment).

Member groups

The groups this user belongs to (i.e. gets access rights for).

Home directory

The user’s home directory (leave blank for default).

Login shell

The user’s login shell (leave blank for default, e.g./bin/sh ).

The login shell was changed from/bin/sh to /usr/local/bin/bash to use thebashshell that was previously
installed as a package. Do not try to use a shell that does not exist or you will not be able to login. The most common
shell used in the BSD-world is the C shell, which can be indicated as/bin/tcsh .
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The user was also added to thewheel group to be able to become a superuser withroot privileges.

When you are satisfied, press[ OK ] and the User and Group Management menu will redisplay:

%%%���2-53. Exit User and Group Management

Groups can also be added at this time if specific needs are known. Otherwise, this may be accessed through using
sysinstall (/stand/sysinstall in FreeBSD versions older than 5.2) after installation is completed.

When you are finished adding users, selectExit with the arrow keys and pressEnter to continue the installation.

2.10.13. Set the root Password

Message
Now you must set the system manager’s password.
This is the password you’ll use to log in as "root".

[ OK ]

[ Press enter or space ]

PressEnter to set theroot password.

The password will need to be typed in twice correctly. Needless to say, make sure you have a way of finding the
password if you forget. Notice that the password you type in is not echoed, nor are asterisks displayed.

New password :
Retype new password :

The installation will continue after the password is successfully entered.
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2.10.14. Exiting Install

If you need to configureadditional network devicesor any other configuration, you can do it at this point or after
installation withsysinstall (/stand/sysinstall in FreeBSD versions older than 5.2).

User Confirmation Requested
Visit the general configuration menu for a chance to set any l ast
options?

Yes [ No ]

Select[ No ] with the arrow keys and pressEnter to return to the Main Installation Menu.

%%%���2-54. Exit Install

Select[X Exit Install] with the arrow keys and pressEnter. You will be asked to confirm exiting the installation:

User Confirmation Requested
Are you sure you wish to exit? The system will reboot (be sure t o
remove any floppies/CDs/DVDs from the drives).

[ Yes ] No

Select[ Yes ] and remove the floppy if booting from the floppy. The CDROM drive is locked until the machine starts
to reboot. The CDROM drive is then unlocked and the disk can beremoved from drive (quickly).

The system will reboot so watch for any error messages that may appear, seeµÚ 2.10.16; details.

2.10.15. Configure Additional Network Services

Contributed by Tom Rhodes.

Configuring network services can be a daunting task for new users if they lack previous knowledge in this area.
Networking, including the Internet, is critical to all modern operating systems including FreeBSD; as a result, it is
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very useful to have some understanding FreeBSD’s extensivenetworking capabilities. Doing this during the
installation will ensure users have some understanding of the various services available to them.

Network services are programs that accept input from anywhere on the network. Every effort is made to make sure
these programs will not do anythingEharmfulF. Unfortunately, programmers are not perfect and through time
there have been cases where bugs in network services have been exploited by attackers to do bad things. It is
important that you only enable the network services you knowthat you need. If in doubt it is best if you do not
enable a network service until you find out that you do need it.You can always enable it later by re-running
sysinstallor by using the features provided by the/etc/rc.conf file.

Selecting theNetworking option will display a menu similar to the one below:

%%%���2-55. Network Configuration Upper-level

The first option,Interfaces, was previously covered during theµÚ 2.10.1;, thus this option can safely be ignored.

Selecting theAMD option adds support for the BSD automatic mount utility. This is usually used in conjunction with
the NFS protocol (see below) for automatically mounting remote file systems. No special configuration is required
here.

Next in line is theAMD Flags option. When selected, a menu will pop up for you to enter specific AMD flags. The
menu already contains a set of default options:

-a /.amd_mnt -l syslog /host /etc/amd.map /net /etc/amd.ma p

The-a option sets the default mount location which is specified here as/.amd_mnt . The-l option specifies the
defaultlog file; however, whensyslogd is used all log activity will be sent to the system log daemon.The/host

directory is used to mount an exported file system from a remote host, while/net directory is used to mount an
exported file system from an IP address. The/etc/amd.map file defines the default options for AMD exports.

TheAnon FTP option permits anonymous FTP connections. Select this option to make this machine an anonymous
FTP server. Be aware of the security risks involved with thisoption. Another menu will be displayed to explain the
security risks and configuration in depth.

TheGateway configuration menu will set the machine up to be a gateway as explained previously. This can be used
to unset theGateway option if you accidentally selected it during the installation process.
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TheInetd option can be used to configure or completely disable the inetd(8) daemon as discussed above.

TheMail option is used to configure the system’s default MTA or Mail Transfer Agent. Selecting this option will
bring up the following menu:

%%%���2-56. Select a default MTA

Here you are offered a choice as to which MTA to install and setas the default. An MTA is nothing more than a mail
server which delivers email to users on the system or the Internet.

SelectingSendmail will install the popularsendmailserver which is the FreeBSD default. TheSendmail local
option will setsendmail to be the default MTA, but disable its ability to receive incoming email from the Internet.
The other options here,Postfix andExim act similar toSendmail. They both deliver email; however, some users
prefer these alternatives to thesendmailMTA.

After selecting an MTA, or choosing not to select an MTA, the network configuration menu will appear with the next
option beingNFS client.

TheNFS client option will configure the system to communicate with a servervia NFS. An NFS server makes file
systems available to other machines on the network via the NFS protocol. If this is a stand-alone machine, this option
can remain unselected. The system may require more configuration later; seeµÚ 27.3; for more information about
client and server configuration.

Below that option is theNFS server option, permitting you to set the system up as an NFS server. This adds the
required information to start up the RPC remote procedure call services. RPC is used to coordinate connections
between hosts and programs.

Next in line is theNtpdate option, which deals with time synchronization. When selected, a menu like the one below
shows up:
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%%%���2-57. Ntpdate Configuration

From this menu, select the server which is the closest to yourlocation. Selecting a close one will make the time
synchronization more accurate as a server further from yourlocation may have more connection latency.

The next option is the PCNFSD selection. This option will install thenet/pcnfsd package from the Ports
Collection. This is a useful utility which provides NFS authentication services for systems which are unable to
provide their own, such as Microsoft’s MS-DOS operating system.

Now you must scroll down a bit to see the other options:

%%%���2-58. Network Configuration Lower-level

The rpcbind(8), rpc.statd(8), and rpc.lockd(8) utilitiesare all used for Remote Procedure Calls (RPC). Therpcbind

utility manages communication between NFS servers and clients, and is required for NFS servers to operate
correctly. Therpc.statd daemon interacts with therpc.statd daemon on other hosts to provide status monitoring.
The reported status is usually held in the/var/db/statd.status file. The next option listed here is therpc.lockd
option, which, when selected, will provide file locking services. This is usually used withrpc.statd to monitor what
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hosts are requesting locks and how frequently they request them. While these last two options are marvelous for
debugging, they are not required for NFS servers and clientsto operate correctly.

As you progress down the list the next item here isRouted, which is the routing daemon. The routed(8) utility
manages network routing tables, discovers multicast routers, and supplies a copy of the routing tables to any
physically connected host on the network upon request. Thisis mainly used for machines which act as a gateway for
the local network. When selected, a menu will be presented requesting the default location of the utility. The default
location is already defined for you and can be selected with theEnter key. You will then be presented with yet
another menu, this time asking for the flags you wish to pass onto routed. The default is-q and it should already
appear on the screen.

Next in line is theRwhod option which, when selected, will start the rwhod(8) daemonduring system initialization.
Therwhod utility broadcasts system messages across the network periodically, or collects them when in
EconsumerFmode. More information can be found in the ruptime(1) and rwho(1) manual pages.

The next to the last option in the list is for the sshd(8) daemon. This is the secure shell server forOpenSSHand it is
highly recommended over the standardtelnet and FTP servers. Thesshdserver is used to create a secure connection
from one host to another by using encrypted connections.

Finally there is theTCP Extensions option. This enables the TCP Extensions defined in RFC 1323 and RFC 1644.
While on many hosts this can speed up connections, it can alsocause some connections to be dropped. It is not
recommended for servers, but may be beneficial for stand alone machines.

Now that you have configured the network services, you can scroll up to the very top item which isX Exit and
continue on to the next configuration item or simply exitsysinstall in selectingX Exit twice then[X Exit Install].

2.10.16. FreeBSD ���^̂̂øøø���

2.10.16.1. FreeBSD/i386 ÝÝÝ���^̂̂øøø���

If everything went well, you will see messages scroll off thescreen and you will arrive at a login prompt. You can
view the content of the messages by pressingScroll-Lock and usingPgUpandPgDn. PressingScroll-Lock again
will return to the prompt.

The entire message may not display (buffer limitation) but it can be viewed from the command line after logging in
by typingdmesg at the prompt.

Login using the username/password you set during installation (rpratt , in this example). Avoid logging in asroot

except when necessary.

Typical boot messages (version information omitted):

Copyright (c) 1992-2002 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992 , 1993, 1994

The Regents of the University of California. All rights rese rved.

Timecounter "i8254" frequency 1193182 Hz
CPU: AMD-K6(tm) 3D processor (300.68-MHz 586-class CPU)

Origin = "AuthenticAMD" Id = 0x580 Stepping = 0
Features=0x8001bf<FPU,VME,DE,PSE,TSC,MSR,MCE,CX8,MM X>
AMD Features=0x80000800<SYSCALL,3DNow!>

real memory = 268435456 (262144K bytes)
config> di sn0
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config> di lnc0
config> di le0
config> di ie0
config> di fe0
config> di cs0
config> di bt0
config> di aic0
config> di aha0
config> di adv0
config> q
avail memory = 256311296 (250304K bytes)
Preloaded elf kernel "kernel" at 0xc0491000.
Preloaded userconfig_script "/boot/kernel.conf" at 0xc0 49109c.
md0: Malloc disk
Using $PIR table, 4 entries at 0xc00fde60
npx0: <math processor> on motherboard
npx0: INT 16 interface
pcib0: <Host to PCI bridge> on motherboard
pci0: <PCI bus> on pcib0
pcib1: <VIA 82C598MVP (Apollo MVP3) PCI-PCI (AGP) bridge> a t device 1.0 on pci0
pci1: <PCI bus> on pcib1
pci1: <Matrox MGA G200 AGP graphics accelerator> at 0.0 irq 1 1
isab0: <VIA 82C586 PCI-ISA bridge> at device 7.0 on pci0
isa0: <ISA bus> on isab0
atapci0: <VIA 82C586 ATA33 controller> port 0xe000-0xe00f at device 7.1 on pci0
ata0: at 0x1f0 irq 14 on atapci0
ata1: at 0x170 irq 15 on atapci0
uhci0: <VIA 83C572 USB controller> port 0xe400-0xe41f irq 1 0 at device 7.2 on pci0
usb0: <VIA 83C572 USB controller> on uhci0
usb0: USB revision 1.0
uhub0: VIA UHCI root hub, class 9/0, rev 1.00/1.00, addr 1
uhub0: 2 ports with 2 removable, self powered
chip1: <VIA 82C586B ACPI interface> at device 7.3 on pci0
ed0: <NE2000 PCI Ethernet (RealTek 8029)> port 0xe800-0xe8 1f irq 9 at
device 10.0 on pci0
ed0: address 52:54:05:de:73:1b, type NE2000 (16 bit)
isa0: too many dependant configs (8)
isa0: unexpected small tag 14
fdc0: <NEC 72065B or clone> at port 0x3f0-0x3f5,0x3f7 irq 6 d rq 2 on isa0
fdc0: FIFO enabled, 8 bytes threshold
fd0: <1440-KB 3.5" drive> on fdc0 drive 0
atkbdc0: <keyboard controller (i8042)> at port 0x60-0x64 o n isa0
atkbd0: <AT Keyboard> flags 0x1 irq 1 on atkbdc0
kbd0 at atkbd0
psm0: <PS/2 Mouse> irq 12 on atkbdc0
psm0: model Generic PS/2 mouse, device ID 0
vga0: <Generic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-0 xbffff on isa0
sc0: <System console> at flags 0x1 on isa0
sc0: VGA <16 virtual consoles, flags=0x300>
sio0 at port 0x3f8-0x3ff irq 4 flags 0x10 on isa0
sio0: type 16550A
sio1 at port 0x2f8-0x2ff irq 3 on isa0
sio1: type 16550A
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ppc0: <Parallel port> at port 0x378-0x37f irq 7 on isa0
ppc0: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBL E mode
ppc0: FIFO with 16/16/15 bytes threshold
ppbus0: IEEE1284 device found /NIBBLE
Probing for PnP devices on ppbus0:
plip0: <PLIP network interface> on ppbus0
lpt0: <Printer> on ppbus0
lpt0: Interrupt-driven port
ppi0: <Parallel I/O> on ppbus0
ad0: 8063MB <IBM-DHEA-38451> [16383/16/63] at ata0-maste r using UDMA33
ad2: 8063MB <IBM-DHEA-38451> [16383/16/63] at ata1-maste r using UDMA33
acd0: CDROM <DELTA OTC-H101/ST3 F/W by OIPD> at ata0-slave u sing PIO4
Mounting root from ufs:/dev/ad0s1a
swapon: adding /dev/ad0s1b as swap device
Automatic boot in progress...
/dev/ad0s1a: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/ad0s1a: clean, 48752 free (552 frags, 6025 blocks, 0.9 % fragmentation)
/dev/ad0s1f: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/ad0s1f: clean, 128997 free (21 frags, 16122 blocks, 0. 0% fragmentation)
/dev/ad0s1g: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/ad0s1g: clean, 3036299 free (43175 frags, 374073 bloc ks, 1.3% fragmentation)
/dev/ad0s1e: filesystem CLEAN; SKIPPING CHECKS
/dev/ad0s1e: clean, 128193 free (17 frags, 16022 blocks, 0. 0% fragmentation)
Doing initial network setup: hostname.
ed0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICA ST> mtu 1500

inet 192.168.0.1 netmask 0xffffff00 broadcast 192.168.0. 255
inet6 fe80::5054::5ff::fede:731b%ed0 prefixlen 64 tenta tive scopeid 0x1
ether 52:54:05:de:73:1b

lo0: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 163 84
inet6 fe80::1%lo0 prefixlen 64 scopeid 0x8
inet6 ::1 prefixlen 128
inet 127.0.0.1 netmask 0xff000000

Additional routing options: IP gateway=YES TCP keepalive= YES
routing daemons:.
additional daemons: syslogd.
Doing additional network setup:.
Starting final network daemons: creating ssh RSA host key
Generating public/private rsa1 key pair.
Your identification has been saved in /etc/ssh/ssh_host_k ey.
Your public key has been saved in /etc/ssh/ssh_host_key.pu b.
The key fingerprint is:
cd:76:89:16:69:0e:d0:6e:f8:66:d0:07:26:3c:7e:2d root @k6-2.example.com

creating ssh DSA host key
Generating public/private dsa key pair.
Your identification has been saved in /etc/ssh/ssh_host_d sa_key.
Your public key has been saved in /etc/ssh/ssh_host_dsa_ke y.pub.
The key fingerprint is:
f9:a1:a9:47:c4:ad:f9:8d:52:b8:b8:ff:8c:ad:2d:e6 root @k6-2.example.com.
setting ELF ldconfig path: /usr/lib /usr/lib/compat /usr/ X11R6/lib
/usr/local/lib
a.out ldconfig path: /usr/lib/aout /usr/lib/compat/aout /usr/X11R6/lib/aout
starting standard daemons: inetd cron sshd usbd sendmail.
Initial rc.i386 initialization:.

67



a2.H�FreeBSD

rc.i386 configuring syscons: blank_time screensaver mous ed.
Additional ABI support: linux.
Local package initialization:.
Additional TCP options:.

FreeBSD/i386 (k6-2.example.com) (ttyv0)

login: rpratt
Password:

Generating the RSA and DSA keys may take some time on slower machines. This happens only on the initial
boot-up of a new installation. Subsequent boots will be faster.

If the X server has been configured and a Default Desktop chosen, it can be started by typingstartx at the
command line.

2.10.16.2. FreeBSD/alpha ���^̂̂øøø���

Once the install procedure has finished, you will be able to start FreeBSD by typing something like this to the SRM
prompt:

>>>BOOT DKC0

This instructs the firmware to boot the specified disk. To makeFreeBSD boot automatically in the future, use these
commands:

>>> SET BOOT_OSFLAGS A

>>> SET BOOT_FILE ”

>>> SET BOOTDEF_DEV DKC0

>>> SET AUTO_ACTION BOOT

The boot messages will be similar (but not identical) to those produced by FreeBSD booting on the i386.

2.10.17. FreeBSD Shutdown

It is important to properly shutdown the operating system. Do not just turn off power. First, become a superuser by
typingsu at the command line and entering theroot password. This will work only if the user is a member of the
wheel group. Otherwise, login asroot and useshutdown -h now .

The operating system has halted.
Please press any key to reboot.

It is safe to turn off the power after the shutdown command hasbeen issued and the messageEPlease press any key
to rebootF appears. If any key is pressed instead of turning off the power switch, the system will reboot.

You could also use theCtrl +Alt +Del key combination to reboot the system, however this is not recommended
during normal operation.
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2.11.HHH���ÝÝÝ¶¶¶pppÓÓÓ½½½���XXX
The following section covers basic installation troubleshooting, such as common problems people have reported.
There are also a few questions and answers for people wishingto dual-boot FreeBSD with MS-DOS or Windows.

2.11.1. What to Do If Something Goes Wrong

Due to various limitations of the PC architecture, it is impossible for probing to be 100% reliable, however, there are
a few things you can do if it fails.

Check the Hardware Notes (http://www.FreeBSD.org/releases/index.html) document for your version of FreeBSD
to make sure your hardware is supported.

u{�b3Yîz�/�¬¸àGENERICkernel)b®Þ�£�µ��m���kernel�|�ábYîÝ{
��The kernel on the boot disks is configured assuming that most hardware devices are in their factory default
configuration in terms of IRQs, IO addresses, and DMA channels. If your hardware has been reconfigured, you will
most likely need to edit the kernel configuration and recompile to tell FreeBSD where to find things.

It is also possible that a probe for a device not present will cause a later probe for another device that is present to
fail. In that case, the probes for the conflicting driver(s) should be disabled.

¥¥¥: Some installation problems can be avoided or alleviated by updating the firmware on various hardware
components, most notably the motherboard. The motherboard firmware may also be referred to as BIOS and
most of the motherboard or computer manufactures have a website where the upgrades and upgrade information
may be located.

Most manufacturers strongly advise against upgrading the motherboard BIOS unless there is a good reason for
doing so, which could possibly be a critical update of sorts. The upgrade process can go wrong, causing
permanent damage to the BIOS chip.

2.11.2. Using MS-DOS® and Windows® File Systems

At this time, FreeBSD does not support file systems compressed with theDouble SpaceTM application. Therefore
the file system will need to be uncompressed before FreeBSD can access the data. This can be done by running the
Compression Agentlocated in theStart> Programs > System Tools menu.

FreeBSD can support MS-DOS based file systems(FAT16 and FAT32). This requires you use the mount_msdosfs(8)
command with the required parameters. The utility most common usage is:

# mount -t msdosfs /dev/ad0s1 /mnt

In this example, the MS-DOS file system is located on the first partition of the primary hard disk. Your situation may
be different, check the output from thedmesg, andmount commands. They should produce enough information to
give an idea of the partition layout.

¥¥¥: Extended MS-DOS file systems are usually mapped after the FreeBSD partitions. In other words, the slice
number may be higher than the ones FreeBSD is using. For instance, the first MS-DOS partition may be
/dev/ad0s1 , the FreeBSD partition may be /dev/ad0s2 , with the extended MS-DOS partition being located on
/dev/ad0s3 . To some, this can be confusing at first.
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NTFS partitions can also be mounted in a similar manner usingthe mount_ntfs(8) command.

2.11.3. Troubleshooting Questions and Answers

1. My system hangs while probing hardware during boot, or it behaves strangely during install, or the floppy drive
isn’t probed.

FreeBSD 5.0 and above makes extensive use of the system ACPI service on the i386, amd64 and ia64 platforms to
aid in system configuration if it’s detected during boot. Unfortunately, some bugs still exist in both the ACPI driver
and within system motherboards and BIOS. The use of ACPI can be disabled by setting the
hint.acpi.0.disabled hint in the third stage boot loader:

set hint.acpi.0.disabled="1"

This is reset each time the system is booted, so it is necessary to addhint.acpi.0.disabled="1" to the file
/boot/loader.conf . More information about the boot loader can be found inµÚ 12.1;.

2. I go to boot from the hard disk for the first time after installing FreeBSD, the kernel loads and probes my
hardware, but stops with messages like:

changing root device to ad1s1a panic: cannot mount root

What is wrong? What can I do?

What is thisbios_drive:interface(unit,partition)kernel_name thing that is displayed with the boot
help?

There is a longstanding problem in the case where the boot disk is not the first disk in the system. The BIOS uses a
different numbering scheme to FreeBSD, and working out which numbers correspond to which is difficult to get
right.

In the case where the boot disk is not the first disk in the system, FreeBSD can need some help finding it. There are
two common situations here, and in both of these cases, you need to tell FreeBSD where the root filesystem is. You
do this by specifying the BIOS disk number, the disk type and the FreeBSD disk number for that type.

The first situation is where you have two IDE disks, each configured as the master on their respective IDE busses,
and wish to boot FreeBSD from the second disk. The BIOS sees these as disk 0 and disk 1, while FreeBSD sees them
asad0 andad2 .

FreeBSD is on BIOS disk 1, of typead and the FreeBSD disk number is 2, so you would say:

1:ad(2,a)kernel

Note that if you have a slave on the primary bus, the above is not necessary (and is effectively wrong).

The second situation involves booting from a SCSI disk when you have one or more IDE disks in the system. In this
case, the FreeBSD disk number is lower than the BIOS disk number. If you have two IDE disks as well as the SCSI
disk, the SCSI disk is BIOS disk 2, typeda and FreeBSD disk number 0, so you would say:

2:da(0,a)kernel
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To tell FreeBSD that you want to boot from BIOS disk 2, which isthe first SCSI disk in the system. If you only had
one IDE disk, you would use ’1:’ instead.

Once you have determined the correct values to use, you can put the command exactly as you would have typed it in
the/boot.config file using a standard text editor. Unless instructed otherwise, FreeBSD will use the contents of
this file as the default response to theboot: prompt.

3. I go to boot from the hard disk for the first time after installing FreeBSD, but the Boot Manager prompt just prints
F? at the boot menu each time but the boot won’t go any further.

The hard disk geometry was set incorrectly in the Partition editor when you installed FreeBSD. Go back into the
partition editor and specify the actual geometry of your hard disk. You must reinstall FreeBSD again from the
beginning with the correct geometry.

If you are failing entirely in figuring out the correct geometry for your machine, here’s a tip: Install a small DOS
partition at the beginning of the disk and install FreeBSD after that. The install program will see the DOS partition
and try to infer the correct geometry from it, which usually works.

The following tip is no longer recommended, but is left here for reference:

If you are setting up a truly dedicated FreeBSD server or workstation where you don’t care for (future) compatibility with
DOS, Linux or another operating system, you’ve also got the option to use the entire disk (‘A’ in the partition editor),
selecting the non-standard option where FreeBSD occupies the entire disk from the very first to the very last sector. Thiswill
leave all geometry considerations aside, but is somewhat limiting unless you’re never going to run anything other than
FreeBSD on a disk.

4. The system finds my ed(4) network card, but I keep getting device timeout errors.

Your card is probably on a different IRQ from what is specifiedin the/boot/device.hints file. The ed driver
does not use the ‘soft’ configuration by default (values entered using EZSETUP in DOS), but it will use the software
configuration if you specify-1 in the hints for the interface.

Either move the jumper on the card to a hard configuration setting (altering the kernel settings if necessary), or
specify the IRQ as-1 by setting the hintEhint.ed.0.irq="-1"F This will tell the kernel to use the soft configuration.

Another possibility is that your card is at IRQ 9, which is shared by IRQ 2 and frequently a cause of problems
(especially when you have a VGA card using IRQ 2!). You shouldnot use IRQ 2 or 9 if at all possible.

2.12.


$$$HHH���¼¼¼PPP
Contributed by Valentino Vaschetto.

This section describes how to install FreeBSD in exceptional cases.

2.12.1. Installing FreeBSD on a System without a Monitor or K eyboard

This type of installation is called aEheadless installF, because the machine that you are trying to install FreeBSD
on either does not have a monitor attached to it, or does not even have a VGA output. How is this possible you ask?
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Using a serial console. A serial console is basically using another machine to act as the main display and keyboard
for a system. To do this, just follow the steps to create installation floppies, explained inµÚ 2.3.7;.

To modify these floppies to boot into a serial console, followthese steps:

1. Enabling the Boot Floppies to Boot into a Serial Console

If you were to boot into the floppies that you just made, FreeBSD would boot into its normal install mode. We
want FreeBSD to boot into a serial console for our install. Todo this, you have to mount theboot.flp floppy
onto your FreeBSD system using the mount(8) command.

# mount /dev/fd0 /mnt

Now that you have the floppy mounted, you must change into the/mnt directory:

# cd /mnt

Here is where you must set the floppy to boot into a serial console. You have to make a file calledboot.config

containing/boot/loader -h . All this does is pass a flag to the bootloader to boot into a serial console.

# echo "/boot/loader -h" > boot.config

Now that you have your floppy configured correctly, you must unmount the floppy using the umount(8)
command:

# cd /

# umount /mnt

Now you can remove the floppy from the floppy drive.

2. Connecting Your Null-modem Cable

You now need to connect anull-modem cablebetween the two machines. Just connect the cable to the serial
ports of the 2 machines.A normal serial cable will not work here, you need a null-modem cable because it has
some of the wires inside crossed over.

3. Booting Up for the Install

It is now time to go ahead and start the install. Put theboot.flp floppy in the floppy drive of the machine you
are doing the headless install on, and power on the machine.

4. Connecting to Your Headless Machine

Now you have to connect to that machine with cu(1):

# cu -l /dev/cuad0

3FreeBSD 5.X��;à/dev/cuaa0 �&/dev/cuad0 �

That’s it! You should now be able to control the headless machine through yourcu session. It will ask you to put in
thekern1.flp , and then it will come up with a selection of what kind of terminal to use. Select the FreeBSD color
console and proceed with your install!

2.13.%%%®®®HHH���nnn

¥¥¥: 
�¹¥«1��3Z�XèÕÝ5FreeBSD�Ã6�39�¼ÝÎ
X�óT��t�ÝFreeBSD
CDROMTDVD�
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There may be some situations in which you need to create your own FreeBSD installation media and/or source. This
might be physical media, such as a tape, or a source thatsysinstallcan use to retrieve the files, such as a local FTP
site, or an MS-DOS partition.

For example:

�You have many machines connected to your local network, and one FreeBSD disc. You want to create a local FTP
site using the contents of the FreeBSD disc, and then have your machines use this local FTP site instead of
needing to connect to the Internet.

�You have a FreeBSD disc, and FreeBSD does not recognize your CD/DVD drive, but MS-DOS/Windows does.
You want to copy the FreeBSD installation files to a DOS partition on the same computer, and then install
FreeBSD using those files.

� The computer you want to install on does not have a CD/DVD drive or a network card, but you can connect a
ELaplink-styleF serial or parallel cable to a computer that does.

�You want to create a tape that can be used to install FreeBSD.

2.13.1. Creating an Installation CDROM

As part of each release, the FreeBSD project makes availableat least two CDROM images (EISO imagesF) per
supported architecture. These images can be written (EburnedF) to CDs if you have a CD writer, and then used to
install FreeBSD. If you have a CD writer, and bandwidth is cheap, then this is the easiest way to install FreeBSD.

1. Download the Correct ISO Images

The ISO images for each release can be downloaded from
ftp://ftp.FreeBSD.org/pub/FreeBSD/ISO-IMAGES- arch/ version or the closest mirror. Substitute
arch andversion as appropriate.

That directory will normally contain the following images:

���}}}2-4. FreeBSD 5.X and 6.X ISO Image Names and Meanings

jjj((( ///���

ÌÍ-RELEASE-Úx-bootonly.iso Everything you need to boot into a FreeBSD kernel
and start the installation interface. The installable files
have to be pulled over FTP or some other supported
source.

ÌÍ-RELEASE-Úx-disc1.iso Everything you need to install FreeBSD and aElive
filesystemF, which is used in conjunction with the
ERepairF facility in sysinstall.

ÌÍ-RELEASE-Úx-disc2.iso FreeBSDZ�(FreeBSD 6.2�GÝ)�|C&
9third-party packages�

ÌÍ-RELEASE-Úx-docs.iso FreeBSDZ�(FreeBSD 6.2C�¡)�

You mustdownload one of either the bootonly ISO image (if available), or the image of disc one. Do not
download both of them, since the disc one image contains everything that the bootonly ISO image contains.
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Use the bootonly ISO if Internet access is cheap for you. It will let you install FreeBSD, and you can then install
third-party packages by downloading them using the ports/packages system (seeµÚ 4a) as necessary.

Use the image of disc one if you want to install a FreeBSD release and want a reasonable selection of third-party
packages on the disc as well.

The additional disc images are useful, but not essential, especially if you have high-speed access to the Internet.

2. Write the CDs

You must then write the CD images to disc. If you will be doing this on another FreeBSD system then see
µÚ 18.6; for more information (in particular,µÚ 18.6.3; andµÚ 18.6.4;).

If you will be doing this on another platform then you will need to use whatever utilities exist to control your CD
writer on that platform. The images provided are in the standard ISO format, which many CD writing
applications support.

¥¥¥: If you are interested in building a customized release of FreeBSD, please see the Release Engineering
Article (../../../../doc/zh_TW.Big5/articles/releng).

2.13.2. Creating a Local FTP Site with a FreeBSD Disc

FreeBSD discs are laid out in the same way as the FTP site. Thismakes it very easy for you to create a local FTP site
that can be used by other machines on your network when installing FreeBSD.

1. On the FreeBSD computer that will host the FTP site, ensurethat the CDROM is in the drive, and mounted on
/cdrom .

# mount /cdrom

2. Create an account for anonymous FTP in/etc/passwd . Do this by editing/etc/passwd using vipw(8) and
adding this line:

ftp: * :99:99::0:0:FTP:/cdrom:/nonexistent

3. Ensure that the FTP service is enabled in/etc/inetd.conf .

Anyone with network connectivity to your machine can now chose a media type of FTP and type inftp:// your

machine after pickingEOtherF in the FTP sites menu during the install.

¥¥¥: If the boot media (floppy disks, usually) for your FTP clients is not precisely the same version as that provided
by the local FTP site, then sysinstall will not let you complete the installation. If the versions are not similar and
you want to override this, you must go into the Options menu and change distribution name to any.

ÊÊÊ×××This approach is OK for a machine that is on your local network, and that is protected by your firewall.
Offering up FTP services to other machines over the Internet (and not your local network) exposes your
computer to the attention of crackers and other undesirables. We strongly recommend that you follow good
security practices if you do this.
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2.13.3.���ñññHHH���àààÝÝÝÂÂÂnnn

u
Ä6�ÂnH�(4Q&Æ��È9ø�)��¡Î.
{��YîTÎ
¾¹�à9�ÑsÝ]P�

KÄ6�ãn×°Ân|ºH��

Ân�KÿÎ1.44 MB At a minimum, you will need as many 1.44 MB floppies as ittakes to hold all the files in the
base (base distribution) directory. If you are preparing the floppies from DOS, then theymustbe formatted using the
MS-DOSFORMATcommand. If you are using Windows, use Explorer to format thedisks (right-click on theA: drive,
and selectEFormatF).

Do not trust factory pre-formatted floppies. Format them again yourself, just to be sure. Many problems reported by
our users in the past have resulted from the use of improperlyformatted media, which is why we are making a point
of it now.

If you are creating the floppies on another FreeBSD machine, aformat is still not a bad idea, though you do not need
to put a DOS filesystem on each floppy. You can use thedisklabel andnewfs commands to put a UFS filesystem
on them instead, as the following sequence of commands (for a3.5" 1.44 MB floppy) illustrates:

# fdformat -f 1440 fd0.1440

# bsdlabel -w fd0.1440 floppy3

# newfs -t 2 -u 18 -l 1 -i 65536 /dev/fd0

Then you can mount and write to them like any other filesystem.

After you have formatted the floppies, you will need to copy the files to them. The distribution files are split into
chunks conveniently sized so that five of them will fit on a conventional 1.44 MB floppy. Go through all your
floppies, packing as many files as will fit on each one, until youhave all of the distributions you want packed up in
this fashion. Each distribution should go into a subdirectory on the floppy, e.g.:a:\base\base.aa ,
a:\base\base.ab , and so on.

¥¥¥���: The base.inf file also needs to go on the first floppy of the base set since it is read by the installation
program in order to figure out how many additional pieces to look for when fetching and concatenating the
distribution.

Once you come to the Media screen during the install process,selectFloppy and you will be prompted for the rest.

2.13.4.���MS-DOS555vvv   HHH���

uãn��MS-DOS5v 
�H���.XbH�jK�%Õ�5v qê�/Ýfreebsd ê��f

A�c:\freebsd �hê��xÄ6��ÃTFTP/Ýê��x×l�.huÎ���Ã�%jn��È¸
àDOSÝxcopy ¼��»A���%FreeBSDt�H�XmÝjn�

C:\> md c:\freebsd

C:\> xcopy e:\bin c:\freebsd\bin\ /s

C:\> xcopy e:\manpages c:\freebsd\manpages\ /s

�'C: þb9õè ��|wFreeBSDH�j�E:JÎ�Ã^�r�

u^b�Ã^��|Õftp.FreeBSD.org (ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386/9.1-RELEASE/)�ì
µH�j�NÍH���KbÍ8ETÝê��fAbaseÎw39.1/base/
(ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386/9.1-RELEASE/base/)ê�/�
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�Þ
�H�Ý��(	Qè �È)wÕMS-DOS5v Ýc:\freebsd ��.
9ÍBIN H���Gºt

Þ�H����

2.13.5.%%%®®®HHH���àààÝÝÝÂÂÂñññ

�ÂñîH�ô&Ît��Ý]P�fàFTPT�ÃH��"�H��P�'XbjnKºD¹w3Âñ
î�3ãÿXb��ÝH�j�¡��|àì�¼�.¸ÆD¹w3Âñî�

# cd /freebsd/distdir

# tar cvf /dev/rwt0 dist1 ... dist2

	�H�`�Ä6�@-Âñ�b�Èè �|-¯H�Ä�õDè (�|��óC�w3øÍê�)��
|�ûÂñH�`Ý�Ijn�ãyÂñÍ�¬���^Dã�.hàÂñH�ºm���ÝõDè �

¥¥¥: 3¸àH�Ân�^�G�Âñ×���wáÂñ^/�ÍJ3�?{�`��ºP°�?ÕÂñ^�

2.13.6. Before Installing over a Network

bëËç­H�]P�Ethernet (ýãEthernetþn)�Serial port(SLIPTPPP)�Parallel port (PLIP (laplink
cable))�

DÄç­H�Ýt"]P�µÎ¸àEthernetç­�	FreeBSDYî�9óð�ÝEthernetç­��XbY
îÝç­�(CÍXmÝ'�)Kb3&ÌÍÝFreeBSD/ÝHardware Note1�Z�/���u
XàÝÎ
bYîÝPCMCIAç­����Ä3�^�G��.�ç­�æî�.
FreeBSDÝH�Ä��êG¬�
YîPCMCIA�Ý#æd�

h²��m�á¼�àÝIP�ë|C8ETÝnetmask
¢�|C^ (Ì�uXàÝÎPPP=a��v^
bü�IP�½HT�.

ÝISPº��5gIP�
�ny9°ç­ÝÞI'���|ÿ�
ç­�(Ý�
ÙÑ§ï�u��|^ (Ìµ�=Õ8ETÝ^ ��&à#¸àIP�ë�=�£�
�m�DNS|
CgatewayÝ�ë(uàÝÎPPP=a�gateway�ëµÎISPX5g�¯ÝIP�ë)�u�DÄHTTP proxy¼
¸àFTPH��£�Ä6á¼proxyÝçë
¢�u
Eî�Xm£G�#Ý��£��3H��G���
®�ÙÑ§ïTISP�

SLIPÝYî8	æ��¬vx�å§yé\� Ý@�a­(hard-wired)�fA�Blé\�Í�é\� 
Ýseriala��X|ÿ|é\ |à#a­=��ÛÎãySLIPH�êG¬�Yîä#���PPP�bèº
ä#���X|����8�2àPPP�&SLIP�

u�DÄóA^(modem)¼H��£PPP¿{Î
°×óC���ãn?ISPXèºÝ8n£]�.
3H
���µºàÕ�

u¸àPAPTCHAP¼=ÕISP(ð­�1�u3Windows�|�DÄscriptµ�|=aÕISP)�£�
Gm
3pppèîÐrìíádial ¼�Ç�är�ÍJ�
Ä6á¼A¢|�óA^X2àÝEAT ¼�/F¼=
ÕISP�.
PPPär�PGèº&ð&ÊÝâÐÿa (terminal emulator)�R��¢åHandbook
�user-pppa;|CFAQ (../../../../doc/zh_TW.Big5/books/faq/ppp.html)�Ý8n4ê�ubE®îÝ¶®��
|Æset log local ... ¼��|-3ÇKî�î8nB��

u�à#|hard-wired]P=Õ¨²ÝFreeBSD(2.0-RC�¡)^ �£��|�ÊDÄElaplinkF¿�éÝ
¼H��¿�ÁÝFí>£f��Á{�9(t{�¾NJ50 kbytes/sec)�X|H�>�º?"×°�
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2.13.6.1. Before Installing via NFS

NFSH�]P8	�-�©mÞFreeBSDH�jnKwÕØ¬NFS serverî�Q¡�¼�¸à9¬NFS®

H�¼ÙÇ��

u�server©.&Eprivileged portF(;ð9ÎSun�®ìÝï'Â)�£�3H��G�Ä6�ÕOptionsó
��¼�NFS Secure '�Â�

uç­�Ý=a`²�·�£��m��J×ìNFS Slow'��


Ý¯NFSH��5¿�W�NFSx^Ä6��|Yî�ê�Ý,µ(mount)�»A�FreeBSD 9.1H�ê
�Î3�ziggy:/usr/archive/stuff/FreeBSD �£�ziggy Ä6.&à#,µ

3/usr/archive/stuff/FreeBSD ��&G/usr TÎ/usr/archive/stuff �

3FreeBSDÝ/etc/exports j�î���Îã-alldirs ó4X'��Í�ÝNFS server��ºb�!Ý
'�]P�u:Õpermission denied ý0G>�J�î��ãy^b@à9ó4XCWÝ�
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Rewritten by Chris Shumway.

3.1.ÃÃÃ���
#ì¼Ý9×aÞ��FreeBSD®¼�ÙÝÃÍ¼�C����I	Ý/�3UNIX-like ®¼�Ù�KÎ8
;Ý�A�
E9°/�!�Ý���|wTÝ®Ä�A�
â#ÇFreeBSD�£
×��~ÞÝ\�9
a�

\�9a�
ÞÝ��

�A¢¸àFreeBSDÝEvirtual consolesF�

�UNIX jnJ§º®Ý]P|CFreeBSD�jnÝflags�

�ï'ÝFreeBSDjn�ÙgH�

� FreeBSDÝÂÃ�x�

�A¢,µ(mount)�áµ(umount)jn�Ù

�%�Îprocesses�daemons|Csignals�

�%�Îshell�|CA¢�?
ï'Ýrá�(�

�A¢¸àÃÍÝZC_ì �

�%�Îdevicesõdevice nodes�

� FreeBSDì¸àÝbinary}P�

�A¢å\manual pages|�ÿ?9Ý£G�

3.2. Virtual Consoles õõõâââÐÐÐ^̂̂

b�9]°�|E®FreeBSD�Í�×ËµÎ3ZCâÐ^îÆC�Ah¸àFreeBSDÇ�D|Ý�º
ÕUNIX ®¼�ÙÝ�æõÄP�9×;à�%�ÎEâÐ^FõEconsoleF�|C�|A¢3FreeBSD
�ºà¸Æ�

3.2.1. The Console

A�
^bÞFreeBSD'�W�^`��
á%�;ÿP��Ùº3@�Ýscriptþ��¡�îráÝèî
Ðr�
Þº:Õ	Î9øÝ���

Additional ABI support:.
Local package initialization:.
Additional TCP options:.

Fri Sep 20 13:01:06 EEST 2002

FreeBSD/i386 (pc3.example.org) (ttyv0)
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login:

9ÍG>3
Ý�Ùîºb°&Ý�!�¬ÎT�º:Õv«Ý���&Æ�·¶ÝÎt¡Ë��t¡Ë

�Î�

FreeBSD/i386 (pc3.example.org) (ttyv0)

9��âÝâ�^��ÙÝ£G�
:ÕÝÎ3IntelT8��§ Ýx86ÚxîÆ�ÝEFreeBSDF
Ýconsole1�9¬^ Ý(C(N¬UNIX ^ Kb×Í(C)Îpc3.example.org ��
¨3:ÕÝÎ¸Ý

�Ùconsole�ttyv0 âÐ^�

t¡Ý×�T�KºÎ�

login:

9Î
T��íá
ÝEòr(ÌFÝ2]�ì×�;Þ×å
A¢ráFreeBSD�

3.2.2.rrráááFreeBSD

FreeBSDÎ×Ímultiuser�multiprocessingÝ�Ù�9Î×ÍÑPÝ(Ì�¼ÝÎ3�×^ î�|!`�
�!ß¸à�¬!`�|Æ��9�PÝ�Ù�

N×Ë9¸àï�ÙKm��|5ï�!E¸àïFÝ]°�3FreeBSD (|CXbÝUNIX-like ®¼�Ù)
��XbÝ¸àï3Æ��P�GÄ6�EráF�Ù�NÍ¸àïKb×à}©Ýòr(

Ì(EusernameF)CÛD(EpasswordF)�FreeBSD3.&¸àïÆ��PGÞº�®9ËÍ®Þ�

3FreeBSD�^¬þ�@�Ýscript�¡2�¸Þº��èîC-�O
íáÑ@Ýòr(Ì�

login:

39ÍP»��&Æ�'
ÝòrÎjohn �3èîC-�íájohn ¬¶ìEnter�#½
T�º:Õ¨×
ÍèîC-�
íáEÛDF�

login: john

Password:

íájohn ÝÛD��¶ìEnter�íáÝÛD�º�î3ÇKî�
�m�
hHT�9ø�Î
ÝH�
îÝ®Þ�

A�
íáÝÑ@ÝÛD�
T��BráFreeBSD�¨3µ�|��Xb�àÝ¼�Ý�


T�º:ÕMOTD (Ç*^G>�Messages Of The Day)�¡«#½ú�èîC-(×Í#,$,TÎ%C-)�
9µ�î
�BW�ráFreeBSDÝ�

3.2.3.999¥¥¥Console

3×ÍConsoleìÆ�UNIX 	QÎ^b®Þ�Q�FreeBSDÎ�|!`Æ��9�PÝ�	FreeBSD9ø
�|!`Æ�×�À�PÝ®¼�Ù�©b×Íconsole�|íá¼�@3ÎbF�ð�.hEvirtual
consolesFµ�ÿ8	?à�

�|'�¯FreeBSD!`b�9virtual console�à¿Í¶"Ýà)µ�|�×Ívirtual console®Õ½
Ývirtual console�N×ÍconsoleKb���!Ýí��¼�	�Ø×Ívirtual console6ðÕì×ÍÝ`
Î�FreeBSDº���§"8íáCÇKí��
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FreeBSD1ºÝ©½Ý¶"à)¼6ðconsole3�
�|àAlt -F1�Alt -F2�ÕAlt -F8¼6ðFreeBSDÝ�
!console�

	
�×Íconsole6ðÕì×ÍÝ`Î�FreeBSDº�§ÇKí�Ý;DC/Æ�9µE?	Fb�
9EÌaFÝÇKõ"8��|¯
íá¼�ÕFreeBSDÆ��3Ø×ÍconsoleîÆ�Ý�P¬�º.

6Õ½Ýconsole��cÆ��6ðÕ¨×Íconsolè �¸Æ)ºµ�Æ��

3.2.4. /etc/ttys jjj

FreeBSDï'ÝÌaconsoleÀ�b8Í�¬9¬&{P!��
�Dê'�9°ÌaconsoleÝó�¦3�
bnÌaconsoleÝ_r«'�K3/etc/ttys 9jn/'��

�|à/etc/ttys jn¼'�FreeBSDÝÌaconsole�jn/N�&Û�ZC(����^b#9C)KÎ'
�âÐ^TÌaconsole�FreeBSDï'b9ÍÌaconsole¬©@�8Í�ôµÎ|ì|ttyv ��Ý£¿�

'��

# name getty type status comments
#
ttyv0 "/usr/libexec/getty Pc" cons25 on secure
# Virtual terminals
ttyv1 "/usr/libexec/getty Pc" cons25 on secure
ttyv2 "/usr/libexec/getty Pc" cons25 on secure
ttyv3 "/usr/libexec/getty Pc" cons25 on secure
ttyv4 "/usr/libexec/getty Pc" cons25 on secure
ttyv5 "/usr/libexec/getty Pc" cons25 on secure
ttyv6 "/usr/libexec/getty Pc" cons25 on secure
ttyv7 "/usr/libexec/getty Pc" cons25 on secure
ttyv8 "/usr/X11R6/bin/xdm -nodaemon" xterm off secure

bn&û�Ý'�|CÍ�ó4��¢åttys(5)1��

3.2.5. Single User ÿÿÿPPPÝÝÝConsole

bnEsingle userÿPFÝ+Û3µÚ 12.6.2;9\b�¼+Û�3single userÿP`��È¸àÝconsole
©b×Í�¬PÌaconsole�à��single userÿP8n'�Â�|3/etc/ttys j��J�ì«

|console ��Ý£��µÎÝ�

# name getty type status comments
#
# If console is marked "insecure", then init will ask for the r oot password
# when going to single-user mode.
console none unknown off secure

¥¥¥: 3console £�G«ÝÛ�bèÕ��|.£�Ýsecure ;
insecure �Ah×¼�Ç¸FreeBSD

ásingle userÿP�)º�O
íároot ÝÛD�

�µ��ÊÎÍ�;
insecure�.
0×�Broot ÛDÝ��u�rásingle userÿPµb°jìÝ��Ñ
�bÍ�]P�|rá�¬E�!FreeBSD�^��Ýß���µº8	�W�
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3.2.6.???;;;console ÝÝÝ���îîîiii«««

FreeBSD consoleï'�î���|�J
1024x768�1280x1024TÍ��î��ÇKbYîÝ����
���6ð�î���Ä6�¥±_Ëkernel¬�áì«9Ë4'��

options VESA
options SC_PIXEL_MODE

×Ëkernelb�á9Ë4¬¥±_Ë�±�µ�|àvidcontrol(1)¼�?êGXYîÝÿPbø°�u�ã
:YîÝÿP��|Æ�

# vidcontrol -i mode

�¼�º�î�^ XYîÝ�îÿPz��Q¡�|3root console/DÄvidcontrol(1)¼��¼?;�
îÿP�

# vidcontrol MODE_279

uE±Ý�îÿPÆÿ��ý��|3/etc/rc.conf '���|¯Ng¥�^¡º��ß[�|î«9�

µ
»�µÎ�

allscreens_flags="MODE_279"

3.3.JJJ§§§
FreeBSDÙ�yBSD UNIX�µYÝ¿Í¥�ÝUNIX ÃF�´�ôt���¸Î×�multi-user®¼�Ù�
¸�|!`�§9ß9���.S9Ý5²�Ñ§¼�N�¸àïE{Ã�H��\'n�B7�CCPU
` Ý�O�

ô.
�Ù�ÈYî9¸àï�X|�ÙÑ§Ý×6KbJ§¼X� �|\ã�¶áTÆ�£Ù�9°

J§5½¸àëàâ
�ÝóC;D�×à��jnÝXbï�×à��jnXòÝNà��t¡×àJ

��Í�Xbß��î9°óCÝ]PAì:

ÂÂÂ JJJ§§§ êêê������îîî

0 ��\ã,��¶á,��Æ� ---

1 ��\ã,��¶á,�Æ� --x

2 ��\ã,�¶á,��Æ� -w-

3 ��\ã,�¶á,�Æ� -wx

4 �\ã,��¶á,��Æ� r--

5 �\ã,��¶á,�Æ� r-x

6 �\ã,�¶á,��Æ� rw-

7 �\ã,�¶á,�Æ� rwx

¸àls(1)¼�`��|�î-l ¢ó�¼lÚ�ÞÝê�z��z��û�Ý£G�âjnEXbï�Nà

CÍ�ßÝJ§�3�×Íê�9ìÆ�ls -l �º�îAìÝ��:

% ls -l

total 530
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-rw-r--r-- 1 root wheel 512 Sep 5 12:31 myfile
-rw-r--r-- 1 root wheel 512 Sep 5 12:31 otherfile
-rw-r--r-- 1 root wheel 7680 Sep 5 12:31 email.txt
...

39�×X
�A¢ 5ls -l Ï×û	�Ý£G:

-rw-r--r--

Ï×Í(t¼\)ÝC-à¼�î9ÍjnÝvl
¢�týãjn|²�$bê��©�C-�H(Special
character device)�SocketCÍ�©�Ìajn�H(Special pseudo-file device)�3h»	��- �î�jn


×ÍýãÝjn�P»�#ì¼ÝëÍC-��rw- ��XbïEjn=bÝJ§��#ì¼ÝëÍC

-�r-- J��NàEjn=bÝJ§�t¡ëÍC-�r-- J��Í�ßEjn=bÝJ§�Ó5r(-)
�î^bJ§�P»�Ý9ÍjnÝJ§�©.&Xbï\ã�¶ájn�Nà|CÍ�ßG�\ãj

n�qA|îÝ�}�hËJ§Ýjn�|¸à644 ¼�î�NàóC5½��jnÝëËJ§�

|îÎ�ýÝ]P�¬�Ù�A¢�×�HÝJ§�@jîFreeBSDE�9Ý{Ã�HµA!jn��P
�|�@�\ã|C¶á£]A×�jn�9°©��Hjn(Special device file)K;Dy/dev ê���

ê�ô!Ajn�=b\ã�¶áCÆ�ÝJ§�¬3Æ�J§î�jnb��Ý-²�	ê��ýî


�Æ�`����|¸àEcdF (?;ê�)
á�ê��ô���ÈDã3hê���Ý�áj(Ýj
n(	Q�jn)=b�
ÝJ§)

LÍ���È��ê�/��Ä6=bê�Ý\ãJ§��	�Àt�áj(Ýjn`�ôÄ6=bjn

X3ê�Ý¶á|CÆ�ÝJ§�

�b×°J§�¬9°J§x�3©��µ¸à�Asetuid binariesCsticky directories�A�
��á¼?
9jnJ§Ý£GC¸à]°���Ä¢åchmod(1)1�Z��

3.3.1.JJJ§§§ÐÐÐrrr

Contributed by Tom Rhodes.

J§Ðr�Ì�Ðr�î�¸àC-Ý]P¼ã�¸àóÂ¼'�jnTê�ÝJ§�Ðr�îÝ}Pµ

�
(Øß)(�®)(J§)��¸àÝÐrAì:

444êêê CCCÒÒÒ ���LLL

(Øß) u ¸àï

(Øß) g NàXbï

(Øß) o Í�

(Øß) a �I(EworldF)

(�®) + ¦�J§

(�®) - ÉtJ§

(�®) = ¼�J§

(J§) r \ã

(J§) w ¶á

(J§) x Æ�

(J§) t Sticky bit

(J§) s Set UIDTGID
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A�G!ø¸àchmod(1)¼�¼'��¬¸àÝ¢ó
9°C-�»A�
�|¸àì�¼�/cÍ�¸
àïDãjnFILE:

% chmod go= FILE

ubËÍ|îÝÐr�î�|¸à<r(,) â�»A�ì�¼�ÞºÉtNàCÍ�ßEjnFILE Ý¶á

J§�¬¸�Iß(EworldF)E�jbÆ�J§�

% chmod go-w,a+x FILE

3.3.2. FreeBSD jjjnnnmmmýýý(Flag)

Contributed by Tom Rhodes.

tÝG«èÕÝjnJ§²�FreeBSDYî¸àEjnmýF�9°mý¦�ÝjnÝH�PCÑ§P�
¬��âê��

jnmý¦�ÝÑ§P�@13Ø°`Îroot �º�²ÞjnÑ;TÉt�

Ñ;ÝjnflagGm�¸à=b�|Ý+«Ýchflags(1)�Ì�»A�ýî�Ù/cÀtÝmýyj
nfile1 �¸àì�¼��

# chflags sunlink file1

u�Ét�Ù/cÀtÝmý�©m���3sunlink G�îEnoF�»A�

# chflags nosunlink file1

¸àls(1)C¢ó-lo �lÚjnêGÝmý�

# ls -lo file1

í�Ý��Aì:

-rw-r--r-- 1 trhodes trhodes sunlnk 0 Mar 1 05:54 file1

9óÝmýG�ãroot ¸àï¼ýîTÉt��I	mý�ãjnXbï'��&Æ�È�ÙÑ§ï�å

\chflags(1)Cchflags(2)1�|¡�8nÞ;�

3.4.êêê������xxx
-IFreeBSDÝê�Úx�µ�E�ÙbÃ¯ÝÃ�§��t¥�Ý�ÄyJÍê�Ýqê��µÎE/F
ê���ê�º3�^`t�,µ(mount)��«ºb�^XºàÕÄnjn�h²�qê��bS�Í�
jn�ÙÝ,µF8n'��

5,µF6µÎ¯±¦Ýjn�Ù��#Õî·Ýjn�Ù(;ðµÎ5qê�6jn�Ù)Ýê��
3µÚ 3.5;9\Ehb?�Þ+Û�ýãÝ,µF�ÀÝ/usr �/var �/tmp �/mnt |C/cdrom �9°ê

�;ðºB�3/etc/fstab '�j/�/etc/fstab ÎB�&jn�ÙC8n,µFÝ�}��I5

3/etc/fstab bB�Ýjn�Ù�º3�^`ãrc(8) script¼��,µ�t&¸Æb'�noauto ó4�Í

�Þ;1��¢åµÚ 3.6.1;�
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bnjn�ÙÚxÝ�J1��¢åhier(7)�¨3÷�¯&Æ�l�×�ð�Ýê�bø°Ï�

êêê��� 111���

/ jn�ÙÝqê��

/bin/ single-user�multi-userËËÿP/�¸àÝÃÍ�
Ì�

/boot/ ®¼�Ù�^Ä�ºàÕÝ�P�'�j�

/boot/defaults/ ï'Ý�^@�'�j����¢åloader.conf(5)
�

/dev/ Device nodes����¢åintro(4)�

/etc/ �Ù'�jC×°scriptj�

/etc/defaults/ ï'Ý�Ù'�j����¢årc(8)�

/etc/mail/ MTA(Mail Transport Agent)Ý8n'�j�	
Îsendmail(8)�

/etc/namedb/ named'�j����¢ånamed(8)�

/etc/periodic/ N^�N��N`DÄcron(8);Æ�Ý��4
�script����¢åperiodic(8)�

/etc/ppp/ ppp '�j����¢åppp(8)�

/mnt/ �ÙÑ§ïYà�	Û`,µFÝèê��

/proc/ Processjn�Ù����¢åprocfs(5)
Cmount_procfs(8)�

/rescue/ å¦=îàHÝ×°statically linked�P����¢
årescue(8)�

/root/ root òrÝ�ê��

/sbin/ ºsingle-userCmulti-user�(¸àÝ�Ù�PCÑ
§�Ì�

/tmp/ Û`jn�×����¥�^�¡/tmp /Ý��º

�zt*��;ðºÞmemory-basedjn�Ù,µ
3/tmp î�9°±¯�DÄtmpmfs8nÝrc.conf(5)
�(�ó¼���W�(TÎ3/etc/fstab /�'

�����¢åmdmfs(8)�)

/usr/ x�Î¸àïXH�Ý�Ì�P�Tà�PDw

��

/usr/bin/ ðà�Ì��s�Ì�Tà8��

/usr/include/ ýãC includeÝ8nheaderjn0�

/usr/lib/ ÐP0Dw��

/usr/libdata/ Í�&P�ÌÝ£]j�

/usr/libexec/ �ÙdaemonsC�Ù�Ì�P(DÄÍ��P¼Æ
�)�
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êêê��� 111���

/usr/local/ Dw×°��H�ÝÆ�j�ÐP0���!`�

ôÎFreeBSD portsÚxÝï'H�ê
��/usr/local /Ýê�Úx�l�/usr 8!�

���¢åhier(7)1��¬manê�»²�¸ÆÎ
à#w3/usr/local 9ì��

&/usr/local/share ��portsXH�Ý1�Z�
J3share/doc/ port�

/usr/obj/ 3_Ë/usr/src ê�`X®ßÝ8nÚxobjectj
n�

/usr/ports FreeBSD Ports Collection (optional)�

/usr/sbin/ �ÙdaemonC�Ù�Ì(à#ã¸àïÆ�)�

/usr/share/ &Úx/�;Ýjn�

/usr/src/ BSDÍ�Ýæ�D(T��±¦Ý)�

/usr/X11R6/ X11R68n��ÝÆ�j�ÐP0�(optional)�

/var/ Dw&ËàHÝlogj�Û`Tõ`Dw���T

�Ýspooljn�b`Î�memory-basedjn�Ùô
º,µ3/var �9°±¯�DÄvarmfs8n
Ýrc.conf(5)�(�ó¼���W�(TÎ
3/etc/fstab /�'��8nÞ;�¢

åmdmfs(8)�)

/var/log/ &4�ÙB�Ýlogjn�

/var/mail/ &¸àïÝmailboxjn�

/var/spool/ &Ë��^�
��ÙÝspoolê��

/var/tmp/ Û`jn�9°jn3¥�^¡;ð)º1º�t

&/var Îòymemory-basedjn�Ù�

/var/yp B�NIS maps�

3.5.ÂÂÂÃÃÃààà���
FreeBSDà¼´0jnÝt���µÎjnÝ(ÌÝ�jnÝ(Ìb��¶�5�X|1readme.txt

õREADME.TXTÎËÍ�!Ýjn�FreeBSD¬�¸à�j((.txt )¼¾½9Î×Í�Pj�Z�jTÎÍ
�vlÝjn�

jnD3ê��«�×Íê����^b�¢jn�ô��b?¿yÍjn�ê���ô�|�âÍ�Ý

ê��
�|�ñ$·PÝê�|-£]ÝÑ§�

jnTê�ÝETÎ¢ã��ÝjnTê�(Ì�Q¡�îÑEaÐr(/ )��¡�Úm��îÍ�Ýê�
(Ì�A�
b×Íê�foo ��«b×Íê�§®bar �9Íê��ê�âÝ×Í§readme.txt Ýj

n�£�9ÍjnÝ�(�Tï1jnÝ­5µÎfoo/bar/readme.txt �

ê�Cjn;D3jn�Ù���NÍjn�ÙKb°××Ítî·Ýê��§�qê�(root directory)�
Q¡39Íqê�ì«��bÍ�Ýê��
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ÕêG
c�ÃõÍ�
àÄÝÝ®¼�ÙK-�9��Îb°�×øÝ2]µÎÝ�»AMS-DOSà\ 	

jnõê�(ÌÝ5âÐr��Mac OS®JÎà: Ðr�

FreeBSDÝ­5�¬^b¸àÂÃ^�rTÍ�ÝÂÃ(Ì�.h�
��|¸à
	c:/foo/bar/readme.txt 9ø�Ýjn(Ì�

8EÝ�3FreeBSD�Ù�b×Íjn�Ù�¼�
qjn�Ù�qjn�ÙÝqê�ã/ �î�Q¡Í�

Ýjn�Ù�,µ(mount)3qjn�Ù�ì�.hP¡
ÝFreeBSD�Ùîb9K9{Ã�N×Íê�:
R¼µ	3!×ÍÂÃî�

�'
bëÍjn�Ù�5½§®A�BCC�NÍjn�ÙK�âËÍê��§�A1�A2 (µhv.
ÿB1�B2CC1�C2)�

ÌA
x�Ýjn�Ù�A�
àls ¼�ã:hê�Ý/��
º:ÕËÍ�ê��A1CA2�AìXî�

Root
/

A1/ A2/

×Íjn�ÙÄ6|ê��P,µy¨×Íjn�Ùî�.h��'
ÞB,µyA1�î�JBÝqê�

µ�WÝA1��3B�ìÝ�¢ê�Ý­5ô��;�:

Root
/

A1/ A2/

B1/ B2/

3B1TB2ê��Ý�¢jnÄ6Bã­5/A1/B1 T/A1/B2 ��¾Õ�Xbæ¼3/A1 �Ýjnºõ`�

2�R¼�àÕB�5Ét(unmounted)6¡�º��¨�¼�

A�B,µ3A2�î�Jº�W�

Root
/

A1/ A2/

B1/ B2/

î«Ý­55½
/A2/B1 C/A2/B2 �

jn�Ù�|,3Í�jn�ÙÝê��î�;��GÝ»��Cjn�Ù�|,3jn�ÙBÝB1ê�

�î�A%Xî�
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Root
/

A1/ A2/

B1/ B2/

C1/ C2/

TïCà#,µyAÝA1ê��î�

Root
/

A1/ A2/

C1/ C2/ B1/ B2/

A�
!�MS-DOSÝ��9õjoin ¼��v«(4Q��8!)�

×��µì
�m�HT9°���t&
�H�±ÝÂÃ��Q;ð3
H�FreeBSD̀ �ñ?jn�

Ù¬X�?�,µ3¢��¡µ�º���¢?�Ý�


���|¸à�×Ý×Í�Ýqjn�Ù(root file system)���ñÍ�Ýjn�Ù�9øb?�ôbb
û��

¸̧̧ààà999ÍÍÍjjjnnn���ÙÙÙÝÝÝ???���

��!Ýjn�Ù3,îÝ`Î�|b�!Ý,µ¢ó�Ü»¼1�
O¯�
�|Þqjn�Ù'W°

\�|�¹��TÀtTÑ;*¥�Ýjn�Þ¸àï�¶áÝjn�Ù(»A/home )}ñ�¼ô�|¯
�ÆànosuidÝ¢ó,µ�hó4�|¯39Íjn�Ù�Æ�jÝsuid/guid bits´[�ô&�|¯�Ù
?H��

� FreeBSDº��qA
jn�ÙÝ¸à]P¼�t·ÝjngH]P�.h�×Íb�9�jn�ðð
¶áÝjn�Ù«©b¿Í´�ÝjnÝjn�ÙgHÎ�×øÝ�A�
©b�××Í�Ýjn�

Ù�9I5µ^àÝ�

� FreeBSDÝjn�Ù3�éÝ`Î�%ü�Q��3Ø°¥�Ý`Î�é)QºEjn�Ù�xCWª
��5vW&9Íjn�ÙÝ�3�Ù3�é¡f´�ÈÑð@��|-
3m�Ý`ÎÞn	£]/

D/¼�

¸̧̧ààà���×××jjjnnn���ÙÙÙÝÝÝ???���

�jn�ÙÝ��Îü�Ý�
	�H�FreeBSDÝ`ÎT�º��×Í����Î¡¼
��º�.è
 ���A�^bn	Ý�Î�p¾WÝ�
Ä6Þjn�Ù¥±�ñ

m�Ý���Q¡Þn	/

D/¼�

¥¥¥���: FreeBSDÝgrowfs(8)¼��|MÓh§×à#�?jn�ÙÝ���
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jn�Ù�â35v �«�.
FreeBSDYYUNIX Úx�9\ýÝ5v õ×�èÕÝ5v (»
AMS-DOS5v )�!�N×Í5v ã×Í�r(CÒ)�î��aÕh�NÍ5v ©��â×Íjn�

Ù�.htÝ1ð�Õàjn�Ù!Ý,µF¼�îjn�Ù²�ô�|à�â�Ý5v �r¼�î�

FreeBSDôºJÂÃè ¼	swap space�Swap space�FreeBSD	®ÌaB7�à�9¯
Ýé\?	=
bf@j?9ÝB7��	FreeBSDÝB7�à�Ý`Î�¸º.×°êG^àÕÝ£]ÉÕswap space�
Q¡3àÕÝ`ÎÉ/�(!`É�I	^àÕÝ)�

Ø°5v bY»Ý¸à]PAì�

555vvv    YYY»»»

a ;ð�âqjn�Ù(root file system)

b ;ðÎswap space

c ;ðõJÍsliceÝ��×ø��×°ºàÕJÍsliceÝ�Ì�P(»A{Ãû�lã�
Ì)¼¸à�×�¼1
T��º.jn�Ù�ñ39Í5v �

d 5v d�Bb��©��L�¬Î�B��¸à�X|¨3dµõÍ�×�Ý5v 

8!Ý�

NÍ�âbjn�ÙÝ5v ÎD3XÛÝslice�«�FreeBSDÝsliceµÎ¼¿ð&ÆÌ
5v
 (partition)Ý���!ø2�º9ø�ÌñôÎ.
FreeBSDÝUNIX �ý��sliceÎb_rÝ��1r
_Õ4r�

slicerD«3�H(Ì¡«��#×ÍCÒs�Q¡�1r��_ì��.hEda0s1FµÎ¼Ï×ÍSCSI
{ÃÝÏ×Íslice�×ÍÂÃî©�b°Í@�Ýslice�¬Î3@�Ýslice�
�|j
Ê	vlÝ�
ìslice�9°;¨Ýslice_r�5���X|Ead0s5FÎÏ×ÍIDE{ÃîÝÏ×Í;¨slice�jn�Ù
3�H(device)�µÎ3×Íslice���

Slices�Edangerously dedicatedFÿPÝ@�ÂÃ^�|CÍ��â5v (partition)ÝÂÃKÎ|CÒa

ÕhÝ_r¼�î�_rÎ#3�H(ÌÝ¡«Ý�.hEda0aFÎÂÃ^daîÝÏ×ÍEdangerously
dedicatedFÿP�5v ��Ead1s3eFJÎÏÞ9IDE{ÃîÏëÍsliceÝÏ"Í5v �

t¡�&Æµ�|.�ÙîÝNÍÂÃK 5�¼Ý�×ÍÂÃÝ(Ìºb×Í�D¼�î9ÍÂÃÝv

l�#½Î×ÍóC��î9Îø×ÍÂÃ�9\«sliceNÍÂÃ_r�0���×ø�ð�Ý�D�|
¢��}3-1�

	�¢ï×Í5v Ý`Î�FreeBSDº�
×¿íá�â9Í5v ÝsliceCÂÃ^(Ì�	�¢ï×
ÍsliceÝ`Î�ôÄ6íá�â9ÍsliceÝÂÃ(Ì�§��÷�´����ÂÃ(Ì�Q¡s �îslice
_r�t¡�íá5v CÒ�r�P»�|¢�P»3-1.

P»3-2îPÝ×ÍÃÍÝÂÃ5¾ÿP�8*E
b°QÃ�

�H�FreeBSD�
Ä6��HÂÃÝslice�#½yslice��ñ��FreeBSDàÝ5v �t¡39°5v
 ��ñjn�Ù(Tswap space)¬X��Þ9°jn�Ù,µyø��

���}}}3-1.ÂÂÂÃÃÃ^̂̂���rrr

���rrr ���LLL

ad ATAPI(IDE)ÂÃ^

da SCSIà#DãÂÃ^
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���rrr ���LLL

acd ATAPI(IDE)�Ã^

cd SCSI�Ã^

fd 8Ã^

PPP»»»3-1.ÂÂÂÃÃÃ���sliceCCC555vvv   úúú(((PPP»»»

(((ÌÌÌ ���LLL

ad0s1a Ï×ÍIDE{Ã(ad0 )îÏ×Íslice (s1 )ÝÏ×Í5v (a)�

da1s2e ÏÞÍSCSI{Ã(da1 )îÏÞÍslice (s2 )ÝÏ"Í5v (e)�

PPP»»»3-2.ÂÂÂÃÃÃÝÝÝÃÃÃFFFÿÿÿlll

h%�îFreeBSD�#Õ�ÙÝÏ×ÍIDEÂÃ^/IgH%��'9ÍÂÃÝ��Î4 GB�¬v�âÝ
ËÍ2 GBÝslice (MS-DOSÝ5v )�Ï×ÍsliceÎDOSÝC: ÂÃ^�ÏÞÍJH�ÝFreeBSD�ÍP»
ÝFreeBSDbëÍ5v |C×Íswap5v �

9ëÍ5v NÍKÎ×Íjn�Ù�a5vÎq(root)jn�Ù�5veÎ/var ��f 5vÎ/usr ê��

x�

DOS or
Windows

First slice,
called ad0s1
(C: in DOS)

Second slice,
called ad0s2

Partition a,
mounted as /,
called ad0s2a

Partition b,
used as swap,
called ad0s2b

Partition e,
mounted as /var,
called ad0s2e

Partition f,
mounted as /usr,
called ad0s2f

(not to scale)

Partition c,
not mounted,
called ad0s2c

3.6.,,,µµµ���áááµµµjjjnnn���ÙÙÙ
jn�Ùµ	×9W�/ µ	ÎWq��/dev �/usr |CÍ�3qê�ìÝê�µ	ÎW���9°W�
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î«ê�b5Y�	Î/usr/local ��

.
Ø°æ.�&ÆºÞ×°ê�5½w3�!Ýjn�Ùî�A/var �âÝ��º��¼

Ýlog/ �spool/ �ê�|C&P&øÝõDj�.qjn�ÙjÕ��¼�Q�ÎÍ?x��X|&Æ?

?ºf´H'./var �/ �Z�¼�

¨×Íð�Õ.Ø°ê�w3�!jn�ÙîÝ§ãÎ�9°jn3�!Ý@�TÌaÂÃ^î�	

Îç­jn�Ù (Network File System)TÎ�Ã^�

3.6.1. fstab jjj

3/etc/fstab �«b'�Ýjn�Ùº3�^ÝÄ����2�,µ(t&�jn�Ùb��înoauto ¢

ó)�

/etc/fstab jn/�Ý}PAì�

device /mount-point fstype options dumpfreq passno

device

�H(Ì(��HÄ6ËÝD3)����¢åµÚ 18.2;.

mount-point

jn�Ù�,µÕÝê�(�ê�Ä6ËÝD3)�

fstype

jn�Ùvl�9Î�F�mount(8)Ý¢ó�FreeBSDï'Ýjn�ÙÎufs �

options

�\�¶Ýjn�Ùàrw��°\Ýjn�ÙJÎàro�¡«Úm���|�Í�ó4�ð�Ýó4

Anoauto Îà3��y�^Ä����Ý,µÝjn�Ù�Í�ó4�¢åmount(8)1��

dumpfreq

dump(8)ãh4êX�£°jn�Ùm�H��A�9}èçJ|ë
ï'Â�

passno

9Í4êX�jn�ÙlãÝ5��Ey�®ÄlãÝjn�Ù�¸ÆÝpassno Â�'
ë�qjn

�ÙÝpassno ÂT'
×(.
m�fXbÍ�Ý���lã)��Í�Ýjn�ÙÝpassno ÂT��

'ÿf×��ub9Íjn�ÙÌb8!Ýpassno Â�Jfsck(8)º�½¿�2(A���Ý�)lã9
°jn�Ù�

?9ny/etc/fstab jn}PCó4Ý£G�¢åfstab(5)1�Z��

3.6.2. mount ¼¼¼���

mount(8)¼�ÎJ¼,µjn�ÙàÝ�

ÃÍÝE®¼�}PAì:

# mount device mountpoint
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3mount(8)�«bèÕ×�ÀÝó4��ÄtðàÝµÎ9°�

,,,µµµóóó444

-a

./etc/fstab �«Xb�^b�,µ�^b�ýBWEnoautoF�v^bà-t 4tÝjn�Ù,µ

R¼�

-d

Æ�XbÝ�®�¬Î�ËÝ�ñ§,µÝsystem call�9Íó4õ-v ¤gJ¼.?mount(8)Þ��%
��®`�?à�

-f

ú�,µ���Ýjn�Ù(��)�TÎà¼ú×ã�¶áJ§(.jn�ÙÝ,µÏV��Dã�W
°\)�

-r

à°\Ý]P,µjn�Ù�9Íó4õ3-o ó4�¼�ro (3FreeBSD 5.2�GÝÌÍÎàrdonly )
¢óÎ×øÝ�

-t fstype

à¼�Ýjn�ÙlV(fstype)¼,µ¼�Ýjn�Ù�TÎ3b-a ó4`©,µ¼�lVÝjn�

Ù�

ï'Ýjn�ÙÎEufsF�

-u

?±jn�ÙÝ,µó4�

-v

�î´�Þ£G�

-w

|�DãÝÿP,µjn�Ù�

-o ó4¡«º#½|<r5âÝ¢ó�»A�

noexec

�.&39Íjn�ÙîÆ�Þ
��PD�9ôÎ×ÍËbàÝH�ó4�

nosuid

���jn�ÙîÝsetuidTsetgidmý�9ôÎ×ÍËbàÝH�ó4�
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3.6.3. umount ¼¼¼���

umount(8)¼�Ý¢ó�|Î,µF(mountpoint)��H(Ì�|C-a TÎ-A �ó4�

�î-f �|ú×áµ��î-v JÎº�î�Þ£G��¥�ÝÎ×�¼1à-f ¬�ÎÍ?x��ú×á

µjn�Ùb��ºCWé\	^�Tïªûjn�Ù/Ý£]�

-a õ-A Îà¼áµXb�,µÝjn�Ù�¨²��|à-t ¼¼��áµÝÎø°ËvÝjn�Ù��

¥�ÝÎ-A ¬�º�%áµqjn�Ù�

3.7.������
FreeBSDÎ×Í9�Ý®¼�Ù�ôµÎ13!×` /�|þøÄ×Í�P�N×ÍÑ3�` þÝ�
Pµ§���(process)�
ìÝNÍ¼�K�Kº�@×Í±Ý����b°�Ù��Î×à3þ|î¹�
ÙÑðº®Ý�

N×Í��Kb×Í�¥«ÝóC§�process ID�TÌ
PID��vµ	jn×ø�N×Í��ôb=b
ïCNà�=bïCNàÝ£GÎà¼X�%�jnT�HÎ9Í���|�@Ý(G«bèÕÄjnJ
§)��I	Ý��Kbl���l��Î�@9Í��Ý���»A�
Eshellíá¼��shellÍ�µÎ
×Í����
Æ�Ý¼�ôÎ���N×Í
à9Ë]PþÝ��Ýl��KÎshell�b×Í©½Ý�
�§�init(8)ÎÍ»²�init ÕGÎÏ×Í���X|�ÝPID×àKºÎ1�3FreeBSD�^Ý`Îinit

º��2�kernel�@�

�:�ÙÆ��Ý���bËÍ8	bàÝ¼��à�ps(1)|Ctop(1)�ps ¼�Îà¼��Ñ3Æ���

���v�||¸ÆÝPID�àÝ9KB7��Æ�Ý¼�(ÌCÍ¡�¢óÎ%����top ¼�JÎ�

îXbÑ3Æ�Ý���¬vóJÖ?±×g�.h
�|!�PÝÌ:
Ýé\Ñ3�%��

3ï'Ý�µì�ps ¼�©º�î
X=bÝÝ���»A�

% ps

PID TT STAT TIME COMMAND
298 p0 Ss 0:01.10 tcsh

7078 p0 S 2:40.88 xemacs mdoc.xsl (xemacs-21.1.14)
37393 p0 I 0:03.11 xemacs freebsd.dsl (xemacs-21.1.14)
48630 p0 S 2:50.89 /usr/local/lib/netscape-linux/naviga tor-linux-4.77.bi
48730 p0 IW 0:00.00 (dns helper) (navigator-linux-)
72210 p0 R+ 0:00.00 ps

390 p1 Is 0:01.14 tcsh
7059 p2 Is+ 1:36.18 /usr/local/bin/mutt -y
6688 p3 IWs 0:00.00 tcsh

10735 p4 IWs 0:00.00 tcsh
20256 p5 IWs 0:00.00 tcsh

262 v0 IWs 0:00.00 -tcsh (tcsh)
270 v0 IW+ 0:00.00 /bin/sh /usr/X11R6/bin/startx -- -bpp 16
280 v0 IW+ 0:00.00 xinit /home/nik/.xinitrc -- -bpp 16
284 v0 IW 0:00.00 /bin/sh /home/nik/.xinitrc
285 v0 S 0:38.45 /usr/X11R6/bin/sawfish

39ÍP»��|:Õps(1)Ýí�5W?¿Íû��PID µÎG«bèÕÝprocess ID�PIDÝ5gÎ�1
��×àÕ99999�A�à�Ý�êº�/¼¥���5g(u�PID�B3àÝ�JPID�º¥±5
g)�TTû�Î¼9Í�P3øÍttyîÆ��39��|�E¯�Ñ�STATÎ�PÝÏV�ô�|���
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Ñ�TIMEÎ9Í�P3CPUîÆ�Ý` �9;ð�Î�PÀ��Ý` �.
	
��Æ��P¡��
I	Ý�P3CPUîÆ�Gº��î�K` ���t¡�COMMANDÎÆ�9Í�PÝú���

ps(1)b¿Í�!Ýó4à)�|à¼�?�î�¼Ý£G�Í�×ÍtbàÝà)Îauxww�a�|�îX

bÑ3þÝ��Ý¼���©Î
��Ý�uJÎ�î��Ý=bï(Ì|CB7�¸à�µ�x �|

.daemon���î�¼��ww�¯ps(1)�î�NÍ���JÝ/����l.Ä���ÇK^*Ý�

top(1)ôbv«Ýí��×�Ý�µ:	Î9ø�

% top

last pid: 72257; load averages: 0.13, 0.09, 0.03 up 0+13:38: 33 22:39:10
47 processes: 1 running, 46 sleeping
CPU states: 12.6% user, 0.0% nice, 7.8% system, 0.0% interru pt, 79.7% idle
Mem: 36M Active, 5256K Inact, 13M Wired, 6312K Cache, 15M Buf , 408K Free
Swap: 256M Total, 38M Used, 217M Free, 15% Inuse

PID USERNAME PRI NICE SIZE RES STATE TIME WCPU CPU COMMAND
72257 nik 28 0 1960K 1044K RUN 0:00 14.86% 1.42% top

7078 nik 2 0 15280K 10960K select 2:54 0.88% 0.88% xemacs-21. 1.14
281 nik 2 0 18636K 7112K select 5:36 0.73% 0.73% XF86_SVGA
296 nik 2 0 3240K 1644K select 0:12 0.05% 0.05% xterm

48630 nik 2 0 29816K 9148K select 3:18 0.00% 0.00% navigator- linu
175 root 2 0 924K 252K select 1:41 0.00% 0.00% syslogd

7059 nik 2 0 7260K 4644K poll 1:38 0.00% 0.00% mutt
...

í�Ý£G5WËÍI	���(G"�)|�t�×Í��ÝPID��Ù¿í�µ(�Ùb9R�Ý?�)�
�ÙÝ�^` (�îg¥�ÕR)|C¨3Ý` ��3���«ÝÍ�óC5½Î3ýb9K��Ñ3
Æ�(3Í»�
47)�b9KB7�Cswap space��àÝ��bµÎ�Ù5½�Ý9K` 3�!ÝCPU
ÏVî�

#ì¼ÝI	Îã?¿Íû�XxW�õps(1)í�Ý£Gv«�µA!G»�
�|:ÕPID�¸àï(
Ì�CPU�ðÝ` |CÑ3Æ�Ý¼��top(1)3ï'Ý�µì�º×å
��à*Ý9KÝB7�è
 �39\º5WËû�×ÍÎÀà�(total size)�¨×ÍÎ@jà�(resident size)�Àà�Î¼9ÍTà
�Pm�ÝB7�è ��@jà�JÎ¼@jî��PÝB7�¸à��39Í»��«
�|:

ÕNetscape®�Ý¿{Õ30 MBÝRAM�¬Î©bàÕ9 MB�

top(1)Nâ2JÖº��?±�î/���às ó4¼;� âÝ` �

3.8. Daemon���***rrrCCCâââccc������
	3Æ�Zh_ì `�
�|��|2¸à¸�§¸\ãjnTÎ%�Ý��|9ø�Î.
_ì b

èº9°����bµÎ_ì µ!3×ÍâÐ^(Terminal)�î�b°�P¬�Î'�W×à3#[¸à
ïÝíáÝ�X|¸Æ3×��Æ�Ý`Îµ�âÐ^\�Ý�»A1�ç°§� JFK3/Tç°]

«Ý�O�¸;ð�m�
íá�¢���¨²�	Î.*�×ÍìFXÕ¨×ÍìÝ�P�ôÎ9Ëv

lÝTà�P�

&Æ.9Ë�PÌ®daemon�Daemon (Ê1�F�ß)Î�6ß��Ý���<Æ�òy��p�T¡Êp
��ÎF�Ý�Þ·��lî¼1<ÆµÎ3�ßv�×°bàÝ¯��«*FÝç°§� TÎ
�§

� �	�9ôµÎ
¢BSDÝ�ÆÎ���|¼KÎ×wL½M¾ìJ½ëü�Ý"��Ê1Ýæ.�

;ð¼1deamon�PÝ(C¡«Kº�×ÍCÒEdF�BIND ÎBerkeley Internet Name DomainÝ¹¶(¬
@jîÆ�Ý�P(ÌÎnamed)�Apacheç°§� Ý�P(ÌÎhttpd ���^���PÎlpd �µhv
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.�9ÎêYà°�¬^b{P!��»ASendmailx�ÝØ*daemonÎ§�sendmail ��Îmaild �

«
�	Ý�×ø�

b°`Îºm�«ØÍdaemon��Ú;�9°Ú;ÎDÄXÛÝ*r(signal)¼FL��daemon��(TÎ
Í�Æ��Ý��)�¢ãX�*r�
�|õ×Ídaemon (TÎ�¢×ÍÑ3þÝ��)Ú;�*rb�9
Ë�b°b©�Ý�L�b°JÎºãTà�P¼�\�Tà�PÝ1�Z�º×å
��PÎA¢�\

*rÝ�
©�X*r�
=bÝ���Xkill(1) Tkill(2) Ý*r�½ßÝ��Î��.&Ý��Ä root

�åh§×���|X*r��¢ßÝ���

FreeBSDÍ�3Ø°�µôºX*r�Tà�P��'bÍTà�P¶ÿ�ÿ�Q¡
%�Dã¸��$
ÝB7�Ý`Î�FreeBSDºX×ÍSegmentation Violation*r(SIGSEGV)�9Í���êA�b×ÍTà
�PàÝalarm(3)Ýsystem call�O�Ù3Ä×ð` �¡§�×ì�` ÕÝÝ`Î�ÖÝ*
r(SIGALRM)µº�X�Ý�Í�Ýµhv.�

SIGTERMandSIGKILL 9ËÍ*r�|J¼âc���àSIGTERM�@��Îf´b�:Ý]P����

ºNR(catch)9Í*r�Ý�Õ
��.�n*�#½ì¼¸º.¸���ÝB�j;;n*�Q¡3n
*���G�@*W\Ý�®�3Ø°�µì��b��º�®^:�SIGTERM��A¸Ñ3�×°���

\Ý�®Ý��

SIGKILL µ^bð°���E¯Ý�9Î×ÍE&Ñ¯Ñ3���¨3µ�&�ì¼FÝ*r�A�
X

ÝSIGKILL *r�ØÍ���FreeBSDÞº.¸�*4�

9°ÎÍ�
b��º�àÕÝ*r�SIGHUP�SIGUSR1�|CSIGUSR2�9°Î;àÝ*r�	X�`�

!ÝTà�Pºb�!ÝDT�

�'
?�Ý
Ýç°§� Ý'�j�
��§ç°§� �¥±\ã'�Â�
�|nT¡�¥±@

�httpd �¬Î9��ºCWç°§� õ���×ð` �9ø����H?��I	ÝdaemonK¶W
º�/TSIGHUP�	[Õ9Í*r�¡�¸Æº�¥±\ã��Ý'�j�.h
�|àXSIGHUP*r¼

ã�n*¥��ê.
^býã3!PA¢/T9°*r��!Ýdaemon��ºb�!Ý�
�X|b¶
®Ý���@-¬�ådeamonÝ1�Z��

*rÎãkill(1) ¼�X�Ý�AP»Xî�

XXX***rrr���������

9ÍP»ÞºîPA¢X×Í*r�inetd(8)�inetd Ý'�jÎ/etc/inetd.conf ��inetd º3[

ÕSIGHUPÝ`Î¥±\ã9Í'�j�

1. 0�
��X*rÝ£Í��ÝID�
ºàÕps(1)|Cgrep(1)9ËÍ¼��grep(1)Îà¼3í��¨
´�0�
¼�ÝC��9Í¼�Îã×�¸àïÆ���inetd(8)Îãroot Æ��X|3¸àps(1)
`m��îax ó4�

% ps -ax | grep inetd

198 ?? IWs 0:00.00 inetd -wW

.h�áinetd(8)ÝPID
198�3Ø°�µìgrep inetd 9Í¼�Í�ôº�¨3í���9Î.


ps(1)ÛÎ0XbÆ��Ý��Ý]PCWÝ�

2. àkill(1) ¼X*r�ê.
inetd(8)Îãroot Æ�Ý�
Ä6àsu(1)6ðWroot ��

% su

Password:

# /bin/kill -s HUP 198

×��µE�9óUNIX ¼�¼ý�	kill(1) Æ�W�`¬�ºí��¢G>��'
X×Í*r�Ø
Í�Î
X=bÝ���£�
µº*Õ9Íý0G>�kill: PID: Operation not permitted �
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�A�
ÆýPIDÝ��£µº.*rX�ý0Ý���9ø��º�¶��ÄA�
È5ºÝ���
�â?µ©Î.*rX�×Í&¸à�ÝPID�£
µ©º:Õkill: PID: No such process ���




%%%���ààà/bin/kill ���: �9shellbèº/�Ýkill ¼��ôµÎ19Ëshellºà#X*r���ÎÆ
�/bin/kill �9øÎË]-Ý^ý¦�¬Î�!Ýshellºb�!Ý+°¼¼�*rÝ(Ì���Í���
.¸Æ;;.º��Aµ�öÝà#à/bin/kill ...Ï�

�XÍ�Ý*rÝ�ôÎ&ðv«�µÚm�.¼��ÝTERMTKILL �ð*Ç��

¥¥¥���: �-8×Í�Ù�Ý��Q¡.�B*¬�ÎÍ?x��©½Îinit(8)�process ID 1�×Í&ð©½Ý�
��Æ�/bin/kill -s KILL 1 Ý��µÎ�ÙñÑn^�.h3
¶ìReturn �Æ�kill(1)�G��×��B
ÿ�g@-
ìÝ¢ó�

3.9. Shells
3FreeBSD���9^ðÝ�®Î3×Í§�shellÝZC+«��WÝ�ShellÝx��®µÎ�íá�[
Õú�¬Æ�¸Æ�&9shellôb/�×°bÃy^ð�®Ý¼��	ÎjnÑ§�jnfE�ú��_
ì�¼�º/|C�(�ó��FreeBSDb/!Ý¿Íshell�	Îsh�Bourne Shell�|Ctcsh �;�Ì

ÝC-shell��b&9Í�Ýshell�|�FreeBSD Ports Collection�ãÿ�	Îzsh |Cbash ��


àøÍshell÷�Í@NÍßÝ�?K�×ø�A�
Î×ÍC�P'�/�£Ey¸à	Îtcsh 9

ËC-likeÝshell��º�Õ8	Ù"�A�¯Î�Linux®Ä¼Ý�Tï
Î×ÍUNIX ±W�£
ô&º
��àbash ¼	®ZC+«�N×ÍshellKb��}©����y9°©F���g)
Ý�®�(�£
µÎ
óCshellÝ¥FÝ�

j(����µÎð�Ýshell���´�íá¼�TjnÝG¿ÍCÒ�9`;ð
©m�¶ìTab"�
#ì¼shellµº��.¼�TÎjn(ÌyõÝI	����'
bËÍjn5½§®foobar

Cfoo.bar �¨3�À*foo.bar �£��|íá�rm fo[ Tab].[ Tab]

Shellº��9Í�rm foo[ #].bar �

[#] ÎconsoleÝ(Ù�9#Ý×ÎÎshell3×å&1¸^bð°������j(�.
b�©×Íj(
Ð)f��foobar õfoo.bar KÎfo ��Ýj(��Ä¸�K�|��Õfoo �A�
#½íá. Q¡�

¶Tab×g�£shellµ�È�
.yìÝj(p�Ý�

ShellÝ¨×4©FÎ¸àÝ�(�ó��(�óÎ|�ó�"Â�variable/key�ÝETn;;DyshellÝ
�(è ���¢ãshellX®ßÝ��K�|\ãhè �.h9Íè ;DÝ&9��Ý'�àV�3
h!î×	ð��(�ó�Í�LÝ���

���óóó ���ÞÞÞ111���

USER êGráÝ¸àï(Ì�

PATH |Ar�:�â�Ýê����à|¨´Æ�jÝ­
5�

DISPLAY uD39Í�(�ó�J��X11=��î Ýç
­(Ì�
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���óóó ���ÞÞÞ111���

SHELL êG¸àÝshell�

TERM ¸àïâÐ^Ý(Ì��¢ãh�ó¾\âÐ^Ý

�æ�

TERMCAP Database entry of the terminal escape codes to perform
various terminal functions.

OSTYPE ®¼�ÙÝËv�A�FreeBSD�

MACHTYPE êG�ÙXàÝCPUÚx�

EDITOR ¸àï�?ÝZC_ì �

PAGER ¸àï�?ÝZC5° �text pager��

MANPATH |Ar�:�â�Ýê����à|¨´manual pages
Ý­5�

3�!Ýshell9ì'��(�óÝ]PôbX�!�Ü»¼1�3C-StyleÝshell9ì�	Îtcsh õcsh�

¯Ä6¸àsetenv ¼'��(�ó�¬3Bourne shells9ì�	Îsh õbash�¯JÄ6¸àexport ¼'

�¯X¸àÝ�(�ó��ÜÍ»�¼1�u�'�TÎÑ;EDITOR9Í�(�ó�3csh Ttcsh ì'

�EDITOR9Í�(�ó
/usr/local/bin/emacs Ý¼�Î�

% setenv EDITOR /usr/local/bin/emacs

3Bourne shellsìJÎ�

% export EDITOR="/usr/local/bin/emacs"

�9óÝshellKYî¸àï3ú���Þ$C-w3�ó�G�|ãÿ�(�óÝÂ�Ü»¼1�echo

$TERMº�î�$TERMÝ'�Â�9Î.
shellãÿÝ$TERMÝ'�Â�¬ÞÍF�echo �î�¼�

Shell�bØ°©½ÝC-Î¼�î©�Ý£]�&ÆÞÍÌ®meta-characters�Í�tð�ÝÎ* C-��

��Ýj(�Ý��C-�9°©�C-�|à3j("��filename globbing�î�Ü»¼1�íáecho

* ºõíáls ÿÕ¿{8!Ý���9Î.
shellºÞXbÐ)* C-ÝjnFÕú��î��ãecho �

î�¼�


Ý�¹shell»Ë9°©�C-�&Æ�|39°©�C-Gw×ÍDEa(\ )C-¸�Æ®ñ(escape)
shellÝ»Ë�Ü»¼1�echo $TERMº��¯êG'�ÝâÐ^}P�echo \$TERM Jºà#��$TERM

9¿ÍC�

3.9.1.���???¯̄̄ÝÝÝShell

�?shellt��Ý]°µÎDÄchsh ú��Æ�chsh Þºñ§�(�ó�EDITOR¼�ÝZC_ì �A

�^b'��Jï'Îvi ��µïmO�Ñ;EShell:FÝÂ�

¯ô�|DÄchsh Ý¢ó-s �9�|à#'�¯Ýshell��m�DÄ�¢ZC_ì �»A��'�.X
àÝshell;
bash��|DÄì�Ý]P�

% chsh -s /usr/local/bin/bash

¥¥¥: ¯X¸àÝshellÄ6�y/etc/shells ���A�ÎãPorts Collection¼�shell�£9ÍM»�B�WÝ�
¬uÎW�H�Ý×Íshell�£�µÄ6
±H�Ýshell
�'��

Ü»¼1�uW�H�Ýbash ¬Þ¸Hy/usr/local/bin 9ì�¯�ÿ�
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# echo "/usr/local/bin/bash" >> /etc/shells

Q¡�¥±Æ�chsh�

3.10.ZZZCCC___ììì   
3FreeBSD�b&9'�Ä6DÄ_ìZCj�W�.h�u�!�ZC_ì Î�?�ÄÝ�FreeBSD
Í��¼base system�µ!b¿ËZC_ì �h²�¯ô�|DÄPorts Collection¼H�Í�ÝZC_ì
 �

t��|.ÝZC_ì §�ee���ÝÍ�(easy editor����¸àee�Ä63ú��îíáee

filename�9\Ýfilename��¯��_ìÝjn(Ì�Ü»¼1��_ì/etc/rc.conf �µ�íáee

/etc/rc.conf ��3eeÝE®+«ì�Xb_ì Ý���E®Kº�î3ÇKÝÑî]�Í�ÝæáÐ

r(^ )��"8îÝCtrl "�X|^e µ�!yCtrl +e�u��@ee��¶ìEsc"�#½óCleave editorÇ
��h`A��jnbÑ;Ä�_ì ºèø¯ÎÍ�Dj�

h²�FreeBSDô/!Ý¿Í?àÝZC_ì �	Îbase systemÝviCFreeBSD Ports Collection/ÝÍ�
_ì �fAEmacsCvim (editors/emacs Ceditors/vim )�9°ZC_ì èº?úÝ���¬Îôf
´p.ê�Q�u��¯��ZC_ì�®�£��F` ¼.ê9°?àÝ_ì �º3^¡

6ì

?9Ý` �

3.11.'''nnnCCC'''nnn;;;FFF
'n(device)x�Î¼«{�f´bnÝ�+��ÀÂÃ���^��î�õ"8�FreeBSD�^Ä�	
���9ó{�;ðK��?Õ¬�î�¼�ô�|ãå/var/run/dmesg.boot /b�^Ý8nG>�

Ü»¼1�acd0Ç
Ï×¬IDE�Ã^Ý�r��kbd0 J��"8�

3UNIX ®¼�Ù��I5Ý'nKÎDÄ§�device nodes('n;F)Ý©�jn¼®Dã��9°jnK
�y/dev ê��

3.11.1.���ñññ'''nnn;;;FFF

u�3�Ùî�ñ±;F�TïÎ�_ËØ°±{�ÝYî8��£�µ��±¦'n;F�

3.11.1.1. DEVFS(DEVice File System)

'njn�Ù(TÌ
DEVFS)Î¼3J�jn�ÙnamespaceèºkernelÝ'nnamespace�DEVFSÛÎî�

9°jn�Ù����±¦TÑ;9°'n;F�

Þ;�¢ådevfs(5)1��

97



a3. UNIXÃ�ÃF

3.12. Binary ÝÝÝ}}}PPP
u�á¼
¢FreeBSDÎ2àelf(5)}P�Ä�¡�	GUNIX �Ù�ëËEÅ(t
¥�FÝ�Æ�j8
neÿ�

� a.out(5)

t���EBÎFÝUNIX objectj}P�It uses a short and compact header with a magic number at the
beginning that is often used to characterize the format (seea.out(5) for more details). It contains three loaded
segments: .text, .data, and .bss plus a symbol table and a string table.

�COFF

The SVR3 object format. The header now comprises a section table, so you can have more than just .text, .data,
and .bss sections.

� elf(5)

The successor to COFF, featuring multiple sections and 32-bit or 64-bit possible values. One major drawback:
ELF was also designed with the assumption that there would beonly one ABI per system architecture. That
assumption is actually quite incorrect, and not even in the commercial SYSV world (which has at least three ABIs:
SVR4, Solaris, SCO) does it hold true.

FreeBSD tries to work around this problem somewhat by providing a utility for brandinga known ELF executable
with information about the ABI it is compliant with. See the manual page for brandelf(1) for more information.

FreeBSD comes from theEclassicF camp and used the a.out(5) format, a technology tried and proven through
many generations of BSD releases, until the beginning of the3.X branch. Though it was possible to build and run
native ELF binaries (and kernels) on a FreeBSD system for some time before that, FreeBSD initially resisted the
EpushF to switch to ELF as the default format. Why? Well, when the Linux camp made their painful transition to
ELF, it was not so much to flee thea.out executable format as it was their inflexible jump-table based shared library
mechanism, which made the construction of shared librariesvery difficult for vendors and developers alike. Since the
ELF tools available offered a solution to the shared libraryproblem and were generally seen asEthe way forwardF
anyway, the migration cost was accepted as necessary and thetransition made. FreeBSD’s shared library mechanism
is based more closely on Sun’s SunOSTM style shared library mechanism and, as such, is very easy to use.

So, why are there so many different formats?

Back in the dim, dark past, there was simple hardware. This simple hardware supported a simple, small system.
a.out was completely adequate for the job of representing binaries on this simple system (a PDP-11). As people
ported UNIX from this simple system, they retained thea.out format because it was sufficient for the early ports of
UNIX to architectures like the Motorola 68k, VAXen, etc.

Then some bright hardware engineer decided that if he could force software to do some sleazy tricks, then he would
be able to shave a few gates off the design and allow his CPU core to run faster. While it was made to work with this
new kind of hardware (known these days as RISC),a.out was ill-suited for this hardware, so many formats were
developed to get to a better performance from this hardware than the limited, simplea.out format could offer.
Things like COFF, ECOFF, and a few obscure others were invented and their limitations explored before things
seemed to settle on ELF.

In addition, program sizes were getting huge and disks (and physical memory) were still relatively small so the
concept of a shared library was born. The VM system also became more sophisticated. While each one of these
advancements was done using thea.out format, its usefulness was stretched more and more with eachnew feature.
In addition, people wanted to dynamically load things at runtime, or to junk parts of their program after the init code
had run to save in core memory and swap space. Languages became more sophisticated and people wanted code
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called before main automatically. Lots of hacks were done tothea.out format to allow all of these things to happen,
and they basically worked for a time. In time,a.out was not up to handling all these problems without an ever
increasing overhead in code and complexity. While ELF solved many of these problems, it would be painful to
switch from the system that basically worked. So ELF had to wait until it was more painful to remain witha.out

than it was to migrate to ELF.

However, as time passed, the build tools that FreeBSD derived their build tools from (the assembler and loader
especially) evolved in two parallel trees. The FreeBSD treeadded shared libraries and fixed some bugs. The GNU
folks that originally wrote these programs rewrote them andadded simpler support for building cross compilers,
plugging in different formats at will, and so on. Since many people wanted to build cross compilers targeting
FreeBSD, they were out of luck since the older sources that FreeBSD had forasandld were not up to the task. The
new GNU tools chain (binutils ) does support cross compiling, ELF, shared libraries, C++ extensions, etc. In
addition, many vendors are releasing ELF binaries, and it isa good thing for FreeBSD to run them.

ELF is more expressive thana.out and allows more extensibility in the base system. The ELF tools are better
maintained, and offer cross compilation support, which is important to many people. ELF may be a little slower than
a.out , but trying to measure it can be difficult. There are also numerous details that are different between the two in
how they map pages, handle init code, etc. None of these are very important, but they are differences. In time support
for a.out will be moved out of theGENERICkernel, and eventually removed from the kernel once the needto run
legacya.out programs is past.

3.13.???999£££GGG

3.13.1. Manual aaaîîî111���

3¸àFreeBSD̀ �t�ÞÝ¸à1��Äymanaî1��¿{&�PKºb!î�y1��|+Û�
�PÝÃÍ��«8n¢óà°��|DÄman¼�¼å\9°1���man¼�Ý¸à8	��|U�

% man command

command�µÎ��á¼Ý¼��ÜÍ»��u�á¼ls Ý�Þà°�µ�|Æ�

% man ls

�&aî1�.
P²�!�� 5
ì�ÝóCa;�

1.¸àï¼��

2.�Ùñ§(System call)Cý0�r�

3. C+�ÐP0�

4.&'nÝ,��P�

5.jn}P�

6.�»Y�PCÍ�
��P�

7.Ó4�Ì�Í�£G�

8.�Ùî��E®Ý¼��

9. Kernel�sàH�
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b°�µºb!øxÞ¬�!a;�ÜÍ»���Ù/ºbchmod¼��¬ôbchmod() �Ùñ§�39

Ë�µ�manT��¼�X�ã�Ýa;�

% man 1 chmod

Ah×¼µºãchmod¼�I5�;ð3¶Z�`º.b¢�ÕØ©�a;ÝmanrDô×¿¶3Àr
/�X|chmod(1)µÎ¼chmod¼���chmod(2)JÎ¼�Ùñ§ÝI5�

A�
�Bá¼ú�Ý(Ì�©Î�á¼�§ø¸àÝ��£µf´?ð�¬u�á¼�àøÍ¼�`�

�§�ð÷�9Í`Î�µ�|¿àmanÝ¨´n"C���|3&1�Ý+ÛI5¨´8nC¿��¸

Ýó4Î-k �

% man -k mail

Ah×¼º:Õ×ÀbEmailFn"CÝ1��¯@î����apropos ¼�Î×øÝ�

�b`¯º:Õ	Î/usr/bin b&9:R¼q�Ý¼��¬�áÍàH�©���íá�

% cd /usr/bin

% man -f *

TïÎ

% cd /usr/bin

% whatis *

9ËïÝ¼�[�Î×øÝ�

3.13.2. GNU Info jjjnnn

FreeBSDb&9�P«�Ì¼�y�ã8�Ã�º(FSF)�tÝmanaî1��²�9°�PèºÝ¨²×
Ë?ÌbÄPÝhypertext}PZ��§�info ��|àinfo ¼�¼å\�Tïub�emacsù�D
ÄemacsÝinfoÿPå\�

�àinfo(1)¼��©mÆ�

% info

¶hºb��1���u�">ãå8nE®]P�J�¶?�

¥¥¥

1. 9µÎi386 Ý�L�¥�Ç¸
�Î3IntelÝ386�§ îÆ�FreeBSD�×øÎi386 �9�Î¼¯

Ý�§ Ýlr�9��îÝÎ¯�§ ÝEÚxF

2. 9°@�ÝscriptÎ3�^Ý`ÎFreeBSDº��Æ�Ý�P��Æx�Ý��ÎÞXb�Æ�Ý��
'�?�¬Þ
'�WeÿÆ�Ý��@��

3. 3syscons(4)�atkbd(4)�vidcontrol(1)�|Ckbdcontrol(1)�manual page��EyFreeBSDÝconsoleC"
8,��Pb�ÞÝ*�1��&Æ39��D¡Þ;�b·¶Ý\ï�`�|3manual pages�ãÕ
nyº®]PÝ?�Þv�JÝ�Õ�
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4. ���Ñ@��ÎbKó������\�»AbÍ��Ñ3�ç­îÝ½Ýé\\×Íjn��£I
é\.
Ø°§ã=�Õ(^ �n*�TÎç­ÿ*Ý)�£9Í��&Æµ1�Î×ÍE���\
ÝF���;ð3BÄË5Ö¼��¡9Í��ºÇ`�	sßÇ`Ý`Î9Í��µº��@*Ý�
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aaa4.888���������ÑÑÑ§§§SSS���Packages CCCPorts ^̂̂×××

4.1.ÃÃÃ���
�ÑFreeBSD3base system��Ý�9�Ù�Ì�Q��3@�ºàî�
��)m�H�Ü²Ý8
��FreeBSDèºÝ2ËH�Tà�PÝ��Ñ§�Ù
Ports Collection (|soucre¼_Ë�H�)
õpackage(ï�_Ë?Ýbinaryj)�î�Ý]P�P¡�àø×Ë�K�|ã	ÎCDROM�Tç­î¼H
���Ýt±Ì8��

\�9a�
ÞÝ��

�A¢|packages¼H�8��

�A¢|ports¼H�8��

��H�ÝpackagesTports�A¢Ét�

�A¢?;(override) ports collectionX¸àÝï'Â�

�A¢3��Ñ§�Ù��0���Ý8��

�A¢>ù�H�Ý8��

4.2.HHH���888���ÝÝÝ&&&ËËË]]]PPP+++ÛÛÛ
;ð�3UNIX �ÙîH�8�`�b¿ÍM»�®�

1. �ìµ�8�D¹j(tarball)�b��Îæ�DTÎbinaryÆ�j�

2. ���D¹j�(;ðÎ|compress(1) , gzip(1)Tbzip2(1)D¹Ý)

3. å\8nZ�j�|Ý�A¢H��(;ðj(ÎINSTALL TREADME�T3doc/ ê�ìÝ×°Z�)

4. A�XìµÝÎæ�D�����Ñ;Makefile TÎÆ�./configure �vÝscript�#½�_Ë�
8��

5. t¡?��?��H��

A�×65¿Ý��µ9����A�3H�&Ý�'�(É�)�FreeBSDÝ8�`�®Þ�£��m�Ñ
;×ì¸Ý�PD���Ñð¸à�

	Q�&Æ�|3FreeBSDî¸àî�ÝFÙ]P¼H�8��¬Î�&Æ�b?��ÝóC�FreeBSD
èºÝËË6¯Ý8�Ñ§^×�packagesõports�µ3¶9SZaÝ`Î��BbøÄ24,000Íport8�
�|¸à�

XÛÝFreeBSD packageµÎ½ß.�Tà�P_Ë�Æ��±��packageº�À�Tà�PÝXbÆ�
j�'�j�Z����ìµÕ{ÃîÝpackageK�DÄFreeBSD��Ñ§¼�¼
�Ñ§�f
A�pkg_add(1)�pkg_delete(1)�pkg_info(1)�¼��X|�©m��ÆÍ¼�µ�DêH�±ÝTà�P
Ý�

�FreeBSD portJÎà×°jn�¼���§Tà�PÝH�ø��
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�B��A�ÆÕ�
¼_ËÝ��m�Æ��9E®M»(ìµ��D�patch�_Ë�H�)��port÷�
JÎ��Xbm��W9°�®ÝÄnM»�X|©mÆ×°��Ý¼��£°æ��PDµº��ì

µ��D�patch�_Ë�à�H��±�

¯@î�ports^×��|à¼®ßpackages�|-�ß�|àpkg_add ¼H��TÎ}¡º+ÛÕÝÍ�

��Ñ§¼��

�packages|Cports¸ÆKÎ×øº-dependencies(8�8µn;)��'�
�H�Ø�P�¬¸b8µ
¨×Í��ÝÐP0(library)��3FreeBSDÝport|CpackageKb9�P|C�ÐP0Ý�X|P¡Î
àpkg_add ¼�Tïport]P¼���P�9Ëï(package�port)Kº�lãb^b��ÐP0�u^bµ
º�����ÐP0Ý�

9ËË*�K�8«�
��º?�
%�FreeBSDº��9ËË*�¼÷�Í@�packagesõportsKb
¸Æ&�Ý���¸àø×Ë��ãXy
�
Ý�?�

Package ???���333yyy���

�!øÎD¹ÄÝpackage�æ�Dtarball8f�Gï;ðºf¡ï�9Ý�

� package¬�m�
�_Ë�E�lTà�PAMozilla�KDE�GNOME ���9F�ÿ8	¥��L
ÍÎ¸à>�cXÝ^ �

��m�¡�A¢3FreeBSDî_Ë8�Ý8nÞ;Ä��Ç�¸àpackage�

Ports ???���333yyy���

�
Ý¯package�3�9ó�Ùî5¿Æ��;ð3_Ë`º¸àf´1FÝó4�Q��DÄportH�
Ý��J�jE©��((fA�Pentium 4TAthlon CPU)¼�Jó4�|Ð)mO�

�b°�P3_Ë`�ºb×°ó4�|óC�Ü»¼1�Apache�|'�×�ÀÝ_Ëó4�uD
Äport¼H�Ý��ºf´ÄP9Ý��|�
ó��Ä¸àï'Ý_Ëó4�

3Ø°�µ�!øÝ�P¬�!_Ëó4�Jº5W�!Ýpackage�fA�Ghostscriptº.
ÎÍ�
�X11 server���5
ghostscript |Cghostscript-nox11 9ËËpackage�AhÝ�JEpackageÕ
Î�WñÝ�¬u��Pb×Í|îTËË�!Ý_Ëó4`�9Epackageµ^ð°Ý�

�Ø°8�Ý/c|binary]P÷µ�Tï1Ä6|æ�D]P÷µ���

�b°ß¬�*�binary��^×�.
�ÆÆÿ�Kbæ�D�(§¡î)µ�|�
lå�¬´0ÎÍb
�3Ý®Þ�

�u�E8��î�
;ÄÝpatch�£�µÄ6��bæ�D���î8npatchÑÑ�

�b°ß�Kbæ�D3W\�X|�ÆPì`µ�|�
å\�á@�Ãà(	Q�Ð)æ�DÍ�Ý0
J!�)æ�D���

u�¥�port?±�VÝ���|�åFreeBSD ports
L¡)
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports)|CFreeBSD ports bugs
L¡)
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports-bugs)�

ÊÊÊ×××3H�8�G�t?�:http://vuxml.freebsd.org//ÎÍb�8�ÝH��ü; �

h²�ô�|�ports-mgmt/portaudit �¸º��lãXb��ÝÝ8�ÎÍb�áÝH��ü�¨²�¸�

º3�8�Ý_ËÄ�G��lã�ô�|3�ÝØ°8��¡�àportaudit -F -a ¼®�«ú×Hl�

Ía#ì¼Þ+ÛA¢3FreeBSḐ àpackageCport¼H��Ñ§third-party8��
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4.3. ´́́000������ÝÝÝ888���
3H��¢8��G�¯Ä6�Ý�¯��%�Ý8��|C�8�§�%�(Ì�

FreeBSDî��Ý8�z��\3¦����Ä�&Æ�È5b¿Ë]P�|¼0¯��Ý8��

� FreeBSDçìîb?±�ÃÝ8�z��3http://www.FreeBSD.org/ports/ (../../../../ports/index.html)�
&ports/µÍP²�5�½v�É�|DÄ8�(Ì¼¨´(A�á¼(CÝ�)�ô�|35v���
Xb�àÝ8��

�

ãDan LangilleXî�FreshPortsçì�çë3http://www.FreshPorts.org/�FreshPortsº�\_·port tree
�Ý&Ë�;�ô�|jEØ°port|�áE_·(�(watch)F/�	b�¢8�>ù`�µºsemail
èø�

�

A��á¼��Ý8�(Ì�£��DÄ	ÎFreshMeat (http://www.freshmeat.net/)9vÝçì¼0�A
�0ÕÝ��|/FreeBSDçì�:×ì9ÍTà�PÎÍ�B�port
�Ý�

�uá¼�portÝÑ@(Ì�¬�á¼w3øÍ5vê���|àwhereis(1)¼�¼0�¼�©�
Æwhereis fileÇ���fileÝ2]�;
��Ý8�(Ì�u0Õ�8��µº×å¯�µ	ì«

9ø�

# whereis lsof

lsof: /usr/ports/sysutils/lsof

Ah×¼�µºá¼lsof (�Ù�Ì�P)Îw3/usr/ports/sysutils/lsof ê��

�h²�ô�|àecho(1)Dê0��portÎ�yporte treeÝ¢��Ü»¼1�

# echo /usr/ports/ * / * lsof *
/usr/ports/sysutils/lsof

�¥��9ôº�î/usr/ports/distfiles ê�/bÐ)j(Ýjn�

��b¨×a�µÎàPorts CollectionÍ�/�Ý¨´^×��àÝ`Î���6ðÕ/usr/ports ê��

Q¡�Æmake search name= �P(Ì�Í��P(Ì�;
�0Ý8�(Ì�Ü»¼1�u�0Ý

Îlsof Ý��£�µÎ�

# cd /usr/ports

# make search name=lsof

Port: lsof-4.56.4
Path: /usr/ports/sysutils/lsof
Info: Lists information about open files (similar to fstat( 1))
Maint: obrien@FreeBSD.org
Index: sysutils
B-deps:
R-deps:

9°¨´�����¥�ÝÎEPath:F9��.
9�º×å¯�|3ø\0Õ�port��¨´��Ý
Í�I5�.
�portH�´Pn;�X|9�µ�ýÝ�

u�?S9Ý¨´�£��|;àmake search key= string�Í�string �;
�¨´Ýn"C�A

h×¼º0port(Ì�8��+(comments)�8�B�j(descriptions)|C8�8µn;(dependencies)�
«ÎÍbÐ)n"C�h²��z½8�(ÌÝ��ô�|J¼0bÐ)n"CxÞÝport�
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âýÝ9ËË]P�¨´C¿KÎcase-insensitive(�Ä 5��¶)�fA�¨´ELSOFF�ElsofFË
ï��KºÎ×øÝ�

4.4. ¸̧̧àààPackages ÑÑÑ§§§^̂̂×××
Contributed by Chern Lee.

4.4.1. Package ÝÝÝHHH���]]]PPP

�|àpkg_add(1)�Í^îTïDÄç­¼H��×FreeBSD package�

PPP»»»4-1.WWW���ìììµµµ���HHH���Package

# ftp -a ftp2.FreeBSD.org

Connected to ftp2.FreeBSD.org.
220 ftp2.FreeBSD.org FTP server (Version 6.00LS) ready.
331 Guest login ok, send your email address as password.
230-
230- This machine is in Vienna, VA, USA, hosted by Verio.
230- Questions? E-mail freebsd@vienna.verio.net.
230-
230-
230 Guest login ok, access restrictions apply.
Remote system type is UNIX.
Using binary mode to transfer files.
ftp> cd /pub/FreeBSD/ports/packages/sysutils/

250 CWD command successful.
ftp> get lsof-4.56.4.tgz

local: lsof-4.56.4.tgz remote: lsof-4.56.4.tgz
200 PORT command successful.
150 Opening BINARY mode data connection for ’lsof-4.56.4.t gz’ (92375 bytes).
100% | ************************************************** | 92375 00:00 ETA
226 Transfer complete.
92375 bytes received in 5.60 seconds (16.11 KB/s)
ftp> exit

# pkg_add lsof-4.56.4.tgz

uW\^bpackage¼Ù(	ÎFreeBSD�Ã)Ý��£��È¸àpkg_add(1)̀ ��î-r ó4¼?DêH

�package�Ah×¼�µº��¾\Ñ@Ýpackage}P�|CX¤gÝ®¼�ÙreleaseÌÍ�Q¡º�

�FTPì8/�H�8ETÝpackage�

# pkg_add -r lsof

î«9»�º��ìµÑ@Ýpackage¬H��u�;ðàÍ�FreeBSD Packages Mirrorì�£�µ�'
�PACKAGESITE�(�ó�Ah×¼�ºã�ï''��pkg_add(1)ºàfetch(3)¼�¼ìµjn�
�fetch(3)Í�Jº¸à8n�(�óÝ'��	Î�FTP_PASSIVE_MODE�FTP_PROXY|

CFTP_PASSWORD�A�¯ç­�(�yfirewall¡«�Tïm�àFTP/HTTP proxyÝ��£�µm�'
��'�Þ;�¢åfetch(3)��¥��î«X1Ý»�Î¶lsof �&lsof-4.56.4 �	¸àGÐ8ã��

`��packageÌrµ�Ä�î�Ý�pkg_add(1)º��ìµ�8�Ýt±Ì/¼H��
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¥¥¥: uàÝÎFreeBSD-CURRENTTFreeBSD-STABLEÝ��pkg_add(1)º��ìµ�8�t±Ì/¼�uà
ÝÎòy-RELEASEÌÍ�£��º8/òy�releaseîX_ËÝpackage�ô�|?;PACKAGESITE�(�

ó�|;�ìµ]P�Ü»¼1�A�ÎFreeBSD 5.4-RELEASEÝ��£�pkg_add(1)ï'º
�ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packag es-5.4-release/Latest/ ¼8package�u�
ú×pkg_add(1)ìµFreeBSD 5-STABLEXàÝpackage�£�µ.PACKAGESITE;'


ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packag es-5-stable/Latest/ Ç��

Packagejb.tgz |C.tbz ËË}P�9°K�DÄftp://ftp.FreeBSD.org/pub/FreeBSD/ports/packages/�T

ïFreeBSD�Ã/ãÿ�Nù4n�ÝFreeBSD�Ã(|CPowerPak���)/Kº3/packages ê�/

wpackage��«Ýê�Úxv«/usr/ports Ýê�Úx�NÍ5vK&�bÝòê��vN	packageK
ºw3All ê�/�

packageê�Úx�portÝK×l�¸Æ�!xWJÍpackage/port�Ù^×�

4.4.2.ÑÑÑ§§§Packages

pkg_info(1)�à¼��Xb�H�Ý8��8��+�

# pkg_info

cvsup-16.1 A general network file distribution system opti mized for CV
docbook-1.2 Meta-port for the different versions of the Doc Book DTD
...

pkg_version(1)JÎ��Xb�H�Ý8�ÌÍ�¸º�î��ÌÍ|CêG^ îport treeÝÌÍ-²�

# pkg_version

cvsup =
docbook =
...

ÏÞûÝÐr�î��H�Ý8�ÌÍ�êG^ îport treeÝÌÍ-²�

ÐÐÐrrr ���������LLL

= ��ÝÌÍ�êG^ îport treeÝÌÍÎ!×Ì
Ý�

< �êG^ îport treeÌÍ8fR¼���ÝÌÍ´
��

> �êG^ îport treeÌÍ8fR¼���ÝÌÍ´
±�(��ÎêG^ îport tree$Î?±�)

? ��Ý8�3portsõS/0P8n£]�(;ð��
Î�Ü»¼1��H�Ý�port��Ports Collection
�ÉtT;(Ý�)

* �8�!`b&9ÌÍ�

4.4.3.ÉÉÉttt���HHH���ÝÝÝPackage

u�Ét��Ý8��£��9¿àpkg_delete(1)�Ì�fA�
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# pkg_delete xchat-1.7.1

�¥�pkg_delete(1)6�wî�JÝ8�(Ì|CÌÍ�u©íáxchatµ���Ä6ðWxchat-1.7.1

���Q��&Æ�|àpkg_version(1)Dê0���ÝXb8�ÌÍ�Tï|wildcard (0àC-)Ý]
P�

# pkg_delete xchat\*

|î«»����ÞºÉtXb|xchat ��Ý8��

4.4.4.ÍÍÍ���ÞÞÞ;;;III			

Xb��Ýpackage£GKºDÕ/var/db/pkg ê�/�3�ê�ì�|0ÕBµ��Ý8�jnz�C�

8��+Ýjn�

4.5. ¸̧̧àààPorts ÑÑÑ§§§^̂̂×××
ì«&Æº+ÛA¢¸àPorts Collection¼H��Ét8�ÝÃÍà°��yÍ��àÝmake�Þà°�

�('���¢åports(7)�

4.5.1.BBBÿÿÿHHH���Ports Collection

3H��×ports�G�Ä6��îPorts Collection��¸x�Îã/usr/ports /×ÀMakefiles , patches
|C×°8��+jXàWÝ�

3�FreeBSD̀ �u�Ý3sysinstall/9ó��Ports CollectionÝ��^n;��|ïì�]P¼H�ports
collection�

CVSup]]]PPP

¸àCVSupÎH��?±Ports CollectionÝ">]°�×�u�?¡�CVSupà°Ý���¢
å¸àCVSup�

¥¥¥: csup Î|C+�ECVSup 8�Ý¥¶�3FreeBSD 6.2C�¡ÌÍÇb!3�Ù/��|à#à�ÙX!
Ýcsup Ç�®ÄM»×Ý�®�¬ÞÍZ8nèÕcvsup ���K;
csup Ç��h²�FreeBSD 6.2�GÝ
ÌÍ�J��net/csup Tïpackage¼¸àcsup�

Ï×gþCVSup�G���@-/usr/ports Î��Ý	u¯�B�ÝPorts Collection�¬ê���îÍ
�patchj�£�CVSup¬�ºÀt¯���îÝpatchj�9ø��º0l�H�Ø°8�`�sßpatch
´?T_Ë´?�

1. H�net/cvsup-without-gui package�

# pkg_add -r cvsup-without-gui

Þ;à°�¢åH�CVSup(µÚ A.5.2;)�

2. Æ�cvsup �
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# cvsup -L 2 -h cvsup.tw.FreeBSD.org /usr/share/examples/cvsup/ports-supfile

�.cvsup.tw.FreeBSD.org�;WÒ¯f´�(")ÝCVSupx^�9I5�|¢å�J
ÝCVSup mirrorì��(µÚ A.5.7;)�

¥¥¥: u�;à�
'Ýports-supfile �fA1���NgKÿÆ¼�¼¼�X¸àÝCVSup x^�

1. 9Ë�µì��|root J§./usr/share/examples/cvsup/ports-supfile �%ÕÍ��H�f

A/root Tï�
òrÝ�ê��

2. Ñ;±Ýports-supfile j�

3. .CHANGE_THIS.FreeBSD.org ;
Ò¯f´�(")ÝCVSup x^�9I5�|¢å�J
ÝCVSup Mirrors (µÚ A.5.7;)ì��

4. Q¡µ��|v«ì�¼�þcvsup �

# cvsup -L 2 /root/ports-supfile

3. Æ�cvsup(1)�¡�µº��?±Ports Collection��Ä9�®©Î9?±:¬�Î9>ù:��º.
��Ý8�¥±_Ë�>ù�

Portsnap]]]PPP

portsnap(8)ôÎ?±Ports CollectionÝ]P�×�FreeBSD 6.0R��/�Portsnap̂ ×��´�Ý�Ù�J
�DÄports-mgmt/portsnap port¼H��

# pkg_add -r portsnap

PortsnapÞ;����¢åPortsnap̧ àS�

1. u/usr/ports ê��D3Ý��µ�ñ×ìÏ�

# mkdir /usr/ports

2. #ì¼�ìµD¹ÝPorts Collection��?±jÕ/var/db/portsnap ê���Wìµ¡��\a�Í

K�|�

# portsnap fetch

3. uÎÏ×gþPortsnapÝ��Jm���DÕ/usr/ports �

# portsnap extract

u�b/usr/ports �v©Î�?±���£�µïì«®�

# portsnap update

Sysinstall]]]PPP

9]P�àsysinstallDÄH�¼Ù¼�Ports Collection��¥��XH�ÝPorts CollectionÌÍ©Î
�releasesµ`ÝÌÍ����&t±�u�îç(Internet)Ý���¸àî�]P�×ºf´?�

1. |root J§Æ�sysinstall (3FreeBSD 5.2�GÌÍJÎ/stand/sysinstall )�]PAì�

# sysinstall
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2. �|]'"É�óC4ê�óCConfigure�Q¡¶Enter "�

3. óCDistributions�Q¡¶Enter "�

4. óCports�Q¡¶Space"�

5. óExit�Q¡¶Enter "�

6. óC�àÝH�¼Ù�fA�CDROM(�Ã)�FTP�]P�

7. óExit�Q¡¶Enter "�

8. ¶ìX "µ�Ò�sysinstall�P�

4.5.2. Ports ÝÝÝHHH���]]]PPP

èÕPorts Collection�´���1�ÝÎ�¢ÛEskeletonF���¼ý�port skeletonµÎ¯8�A¢
3FreeBSD5¿_Ë�H�ÝtÃÍjnà)�N	port skeletonÃÍîºb�

�Makefile j�9ÍMakefile /�b5&9I5�Îà¼¼��A¢_Ë�|C��3�ÙÝ¢��

� distinfo j�_Ë�8�XmìµÝjn�checksum(̧ àmd5(1)Csha256(1)¼l�jn)KºB�39
j�|@1XìµÝjnÎÑ@P0Ý�

� files ê��9ê�wÝÎ¯8�Ñð_Ë�H�Ýpatchj�PatchesjÃÍîÎ×°�jn�¬jE©
�jn¼�Ñ;��vÎöZCj}P�ÃÍî/�;ðº	ÎERemove line 10(ÀtÏ10�)F
TEChange line 26 to this ...(.Ï26�;
...)F�vÝ�9°Patches;ðôÌ
EdiffsF�.
KÎ
ãdiff(1)�PX®ßÝ�

h²�Íê�ô��ºw×°ÜÃ_Ë�portÝjn�

� pkg-descr j�/�Îf´�ÞÝ8�+Û�;ðº¶ÿf´9��

� pkg-plist j��portºH�ÝXbjnz��ôÎ×å�Ù3Ét�port`�m�Àtø°jn�

b°port�ºbÍ�jn�	Îpkg-message j�port�Ù3×°�µ`�ºà9°jn�A��á¼9
°jnÝ?9Þ;àH�|Cport×�à°��¢åFreeBSD Porter’s Handbook
(../../../../doc/zh_TW.Big5/books/porters-handbook/index.html)�

port/¶ÝÎ×å�ÙA¢_Ësource codeÝ8n¼��¬¬�ÎËÑÝsource code��source code�|�
�ÃTç­(Internet)¼ãÿ��8��sï��º.source code|&Ë}P¼sµ�;ðÎ|tar|Cgzip
9Ëï�Ì×RD¹Ýjn�ôb��Î|Í��ÌD¹�TqÍ^D¹��8�Ýsource codeP¡Î|
ø×ËD¹jlV�&ÆKÌ�
EdistfileF�ì«Þ+ÛËËH�FreeBSD portÝ]P�

¥¥¥: �H�portÝ����Ä6
root �	�

ÊÊÊ×××3H��¢port�G���Ä@-b?±Ports CollectionÕt±Ì�h²�låhttp://vuxml.freebsd.org/¼
lãX��ÝportÎÍb8nH��üÈÞm�¥�Ý�

portaudit º3H��¢port�G����lãÎÍb8n�áÝH��ü�9Í�Ì3Ports Collection/
b(ports-mgmt/portaudit )�3H�port �G��|�þportaudit -F ¼��Ah×¼µº8t±Ý£H�ü

£]0/¼mE�NFÝ�Ù��Hlº��?±£]0�¬®H�Im����¢åportaudit(1)|
Cperiodic(8)Ýaî1��
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Ports Collectionº�'¯Ýç­Î�Ñð=aÝ�A�^bÝ��£�mW�.XmÝdistfilej�%
Õ/usr/ports/distfiles ���

��E®�G���
áÆÕH�Ýportê�/�

# cd /usr/ports/sysutils/lsof

×Ë
álsof ê�¡�µ�|:Õ9ÍportÝskeleton�x�#ì¼�µÎ_Ë�ôµÎEbuildF9
Íport�©m��íámake¼��µ�Dê�W_Ë��W¡�T��|:Õv«ì«G>�

# make

>> lsof_4.57D.freebsd.tar.gz doesn’t seem to exist in /usr /ports/distfiles/.
>> Attempting to fetch from ftp://lsof.itap.purdue.edu/p ub/tools/unix/lsof/.
===> Extracting for lsof-4.57
...
[extraction output snipped]
...
>> Checksum OK for lsof_4.57D.freebsd.tar.gz.
===> Patching for lsof-4.57
===> Applying FreeBSD patches for lsof-4.57
===> Configuring for lsof-4.57
...
[configure output snipped]
...
===> Building for lsof-4.57
...
[compilation output snipped]
...
#

�¥��_Ë�W¡�µº/Õèî�(prompt)�#ì¼µÎH��portÝ���Ý��©m3æÍÝmake

¼�¡«��î×ÍCÇ��£ÍCµÎinstall �

# make install

===> Installing for lsof-4.57
...
[installation output snipped]
...
===> Generating temporary packing list
===> Compressing manual pages for lsof-4.57
===> Registering installation for lsof-4.57
===> SECURITY NOTE:

This port has installed the following binaries which execut e with
increased privileges.

#

×Ë/Õèî�(prompt)�µ�|Æ�â�Ý�PÝ�¨²�.
lsof 9�PÆ�`ºbÜ²J§�X|

º�¨H�Ê×�3_Ë�H�portÝ`Î��º��¢�¨ÝÊ×�

h²��ÈÀt_ËàÝ�®ê�(ï'Îwork )�9ê�/
3_ËÄ��XàÕÝ×°Û`jn�9°
jn�©ª{Ãè ��vô��º3�port>ù±Ì`�CW�Ä�ÝæW�

# make clean

===> Cleaning for lsof-4.57
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#

¥¥¥: àmake install clean µ�|×ý��WâX1make�make install �make clean 9ëÍM»Ý�

¥¥¥: b°shellºµAPATH�(�óÝ­5�.£°­5ÝÆ�jcacheR¼�¼�>¨´Æ�j�A�¯àÝÎ
9vÝshell�£�3��port¡m�Ærehash ¼����Æ�±�ÝÆ�j��rehash ¼��|3tcsh �v

Ýshellî¸à�uÎsh Ý��JÎhash -r ����¢å¯X¸àÝshell8nZ��

b°ãXÛthird-partyXs�ÝDVD-ROM®`�	ÎFreeBSD Mall (http://www.freebsdmall.com/)Xs�
ÝFreeBSD Toolkitº�Àdistfilesjn�9°jn�à¼¤gPorts Collection�.DVD-ROM,µ
3/cdrom �u¸àÍ�,µFÝ���Bÿ'�CD_MOUNTPTS�(�ó
8ETÝ,µF�Ah×¼��

ÃîubXmÝdistfilesµº��¸à�ÃÝjn�

¥¥¥: �¥��bKóport¬�.&DÄ�Ã¼sµjn���Ýæ.b�m�pÛ����ìµT÷µjn�TÍ
�æ.�A��H�3�Ãî^!îÝport�µm=îç­��µ�
�H��

ports�Ù2àfetch(1)¼ìµjn�¸b&9��JÝ�(�ó��
À�FTP_PASSIVE_MODE�FTP_PROXY�FTP_PASSWORD�A�Î�yb§j�Ý�(�Tïm�¸

àFTP/HTTP proxy�£�µm�'�9°�ó�¸àÞ;�¢åfetch(3)1��

uP°�`×àîçÝ��£��|¿àmake fetch �©�3portÝtî·­5(/usr/ports )Æ9¼��
£�Xbm�àÕÝjnKºìµ�9¼�ô�|3ì·ê�¸à�»A�/usr/ports/net ��¥��u

�portb8µÝlibraryTïÍ�portÝ��£�¸¬�º«½×RìµÍ�X8µÝjn�u�×gìµX
b8µÝportXbjn�£�¼�¢ó�;àfetch-recursive �&fetch �

¥¥¥: �|3Øv½Ttî·­5Æmake¼�¼_ËXbÝport�Tï|î�Ýmake fetch ¼�¼ìµXbjn�

Q��9øÎ8	���.
b°port��¬D�ôb¨×Ë�µ�b°port��º|8!j(�¬Î@jîQ
Î�!/�Ýjn�

3Ø°���µ���m�îMASTER_SITES(jnÝæ�ìµ�)�²ÝìµF�|ìµXmÝjn��|
àì�¼��¼?;ï'ÝMASTER_SITESìµF�

# cd /usr/ports/ directory

# make MASTER_SITE_OVERRIDE= \

ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/distfiles/ f etch

î«9»��Î.MASTER_SITES;'ftp.FreeBSD.org/pub/FreeBSD/ports/distfiles/ 
ìµF�

¥¥¥: b°port.&(T�O)
ÿ¼�_Ëó4�|@à��à�8��&Ä6Ý���H�ó4|CÍ����Ý
ó4�Ìb��PÝ�ÀÝwww/mozilla �security/gpgme �mail/sylpheed-claws �ub9vó4`�;ð3

_Ë`º�¨8nèîG>�
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4.5.2.1.???;;;(Override)ïïï'''ÝÝÝPorts êêê���

b`Î�ºs¨Õ¸àÍ�ê�®
port�distfilesê���8	bà(#�ÎÄ6)��|'�PORTSDIR

CPREFIX�(�ó|Ñ;ï'Ýportê��Ü»�

# make PORTSDIR=/usr/home/example/ports install

|îº3/usr/home/example/ports /
�_Ë�¬.XbjnH�Õ/usr/local /�

# make PREFIX=/usr/home/example/local install

Jº3/usr/ports ê�/_Ë�¬.XbjnH�Õ/usr/home/example/local /�

	QC�

# make PORTSDIR=../ports PREFIX=../local install

Jº!`�âËË'�(�b�9�;|lP°3Í°�IKb¶Õ�¬
T��Bb8Õ�ÃÃFÝÏ)�

h²�9°�óô|®
�(�ó¼'���µ
X¸àÝshell�¢å8n1��|¡�A¢'��

4.5.2.2.���§§§imake

b°portº¸àimake (X Window�ÙÝ×I	)P°ÑðºàPREFIX�ó�¸Æº¾¹.jnKH�

Õ/usr/X11R6 ê��!ø2�ôb×°Perl portºE¯PREFIX¬.jnH�ÕPerlê�Úx/�¯9
°ports respectPREFIXÎ8	æp�#�Î���Ý¯�

4.5.2.3.¥¥¥±±±'''���Ports óóó444

3_ËØ°port`º�¨ó�i«(ncurses-based)��|à¼óCH�ó4�;ð�?�port�¡�-�H
ºm�¥��Ét�?;×°	�H�Ýó4�¬^¡ubm�Ý��ôb&9]P�|�J9°ó4�

Í�×Ë]P-Î6Õ�portê��¬Æmake config Ç��g/Õó4i«�®�J�¨²��àmake

showconfig |�î�portH�`XàÝó4�ô�|àmake rmconfig ¼.Xbó4/Õ��'��9°

ó4«Í��®K�¢åports(7)/Ý�Þ1��

4.5.3.ÉÉÉttt���HHH���ÝÝÝPorts

¨3
�Bá¼A¢H�port�����¡�A¢Ét�fA�Ý×Íport¡��IÕ�ýportÝ�3h�
&ÆÞÉtG«»�X�Ý£Íport (̂ ~Þ¥�Ý��&Æ�èø×ìµÎlsof )�«Étpackagè 8	
v«(3Packages sectionb+Û)�KÎ¸àpkg_delete(1)¼��

# pkg_delete lsof-4.57

4.5.4.>>>ùùù���HHH���ÝÝÝPorts

´��àpkg_version(1)¼�¼��êGPorts Collection�èºÝ£°�>ùÝportÌÍ�

# pkg_version -v
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4.5.4.1. /usr/ports/UPDATING

Ng?±�Ports Collection�¡���ÄBÿ3>ùportG��::/usr/ports/UPDATING �9�º¶>

ù]«Ý&P®Þ�fA�jn}P;���?'�j�H���Ì�8�Ý®Þ��|C§��XÝ�

JM»�

uUPDATING/��¯:ÕÝÍ�Z�b°�!�8�Ý��£��|UPDATING
ã�

4.5.4.2.|||Portupgrade ¼¼¼>>>ùùù���HHH���ÝÝÝPorts

portupgrade�|Dê>ù��Ý8����Ì��ports-mgmt/portupgrade portH��H�]PµA!
Í�port×ø�àmake install clean ¼�µ�|Ý�

# cd /usr/ports/ports-mgmt/portupgrade

# make install clean

´�t?�|pkgdb -F ¼+¾��Ýports£]0ÎÍb0�¬ÑÑb®ÞÝ2]�3Ng�>ù�G�t
?���×ìpkgdb -F �®º´
�	�

þportupgrade -a Ý��portupgradeº>ù�ÙîXb��ÝÄ�ports�uà-i J3>ùNÍportÄ�
	��º�O@-8n�®ÎÍÐ)Xm�

# portupgrade -ai

u©�>ùØ©��P�&�I�£��|àportupgrade pkgname¼�¼��u��portupgrade8�>
ùØportX8µÝ8n���J�à-R ¢óÇ��

# portupgrade -R firefox

u�àpackage�&port¼H��Jm¼�-P ��|�ub¼�9ó4�Jportupgradeº¨´PKG_PATH

�óX¼�ÝÍ^ê��u0�ÕJDÄç­¼ìµH��uÍ^«ç­K^b�àÝpackageÝ��
Jportupgradeº¸àport]PH��u��Ahê�W¸àport]PH��Jà-PP Ç�ú×�¹¸

àport]PH��

# portupgrade -PP gnome2

u©�ìµdistfiles(Tïu¼�-P Ý��JÎpackage)���_ËTH�jn��|¸à-F����¢

åportupgrade(1)Ý1��

4.5.4.3.|||Portmanager ¼¼¼>>>ùùù���HHH���ÝÝÝPorts

Portmanagerô�|à¼Dê>ù��Ý8����Ì��ports-mgmt/portmanager portH��

# cd /usr/ports/ports-mgmt/portmanager

# make install clean

Xb��Ý8��K�|Dêàv«ì�¼�¼>ù�

# portmanager -u

h²�¸à¢ó�|;
-ui �Ah×¼Portmanager3>ù×°b©�ó4Ý8�`�µº�®�A¢>
ù�Portmanagerô�|à¼�±port��|?ðàÝmake install clean ¼��!��3y�¸º�>

ù¯��ÝportX8µÝXbports�Q¡���_Ë�H���Ýport�
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# portmanager x11/gnome2

u��Ýport�8�8µn;b®Þ`�ô�|àPortmanager¸¸Æ¥hÑ���Portmanager�X8µ
®Þ�±�¡��portôº¥±_Ë�|.TÑ@Ý8µn;�

# portmanager graphics/gimp -f

Íõºà°���¢åportmanager(1)1��

4.5.5. Ports ���{{{ÃÃÃèèè   

.
¸àPorts Collectionô\��ºà�{Ãè �X|3��8�¡�Bÿ�|make clean ¼�¼zt

Û`Ýwork ê��h²��|àì�¼�¼ztJÍPorts Collection/ÝÛ`ê��

# portsclean -C

portsàòÝ�
��º3distfiles ê�/ºá�½&9Ýæ�Djn��|W�Àt9°jn�Tïà

ì�¼�¼ztXbportK�¸àÝ�j�

# portsclean -D

Tï�ztXb��ÝportK��¸àÝ�j�

# portsclean -DD

¥¥¥: portsclean 9�ÌÛÎportupgrade ��Ý×I5�

���ÝÉt£°�BH��¬��m�àÕÝports�bÍports-mgmt/pkg_cutleaves port�ÑÎ��
��W9��Ý?�Ì�

4.6.HHH������¡¡¡���bbb%%%���¡¡¡���¥¥¥���¯̄̄444[[[���
;ð�H��8�¡�&Æ�|å\X!Ý×°Z��Tm�_ì'�j�¼@19Í8��5¿º®�

T3^ �^Ý`Î@�(A�ÎdaemonÝ�)���

�!Ý8�ºb�!Ý'�M»��Ñ§ø�A��?Ý8��¬Î�á¼ì×M§�ðÝ`Î��|�

�:9°�*»�

��àpkg_info(1)�9¼��|�î�DÄ��Ñ§�Ù(Packages/Ports)�Ýø°8��jn�3ø\�Ü
»¼1�uâ�ÝFooPackage (ÌÍ1.0.0)�£�ì«9¼��

# pkg_info -L foopackage-1.0.0 | less

µº�î98�XH�Ýjnz���©½¥�3man/ ê�/Î1�j�etc/ ê�/Î'�j�doc/

ê�/Î�JZ��

u�@���Ý��ÌÍ
¢��|àv«ì�¼�¼ã�
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# pkg_info | grep -i foopackage

|îÞº¨´Xb��Ý�����bÐ)foopackageÝ��(Ì����µmO�Ñ;foopackage


�0Ý��(Ì�

�×Ë@-��PÝaî1�bH��µ�|àman(1)¼�å�!ø2�u��PbèºÝ��ô�|¢
�'�jøÍ�|CÍ�Z��

�u��Pb çÝ����|DÄçì¼0Z��ð�®�/(FAQ)��u�á¼çë��àì�¼��

# pkg_info foopackage-1.0.0

u��Pb çÝ��Jºb×�WWW:��Ý�¨�9�º����PÝ ççë(URL)�

�Portu63�^`µº@�(µ	Internetx^)�;ðKºH�scriptÕ/usr/local/etc/rc.d ê��


�|lå9scriptÝÑ@�Í�Tubm��ô�|Ñ;�;(����¢å@�Services�

4.7.AAA¢¢¢���§§§ÿÿÿ***(Broken)ÝÝÝPorts���
A�s¨ØÍportP°5¿H��º®�b¿Ë]°�|��:�

1.�Problem Report£]0 (../../../../support.html#gnats)�µ�::�1���BbßX�àÝpatchî�
C�£�T&µ�|5¿�X®Þó�

2.'�portÝmaintaineŕ OÜÃ��Æmake maintainer T�åMakefile |ã�maintainerÝemail
address�BÿØ*�maintainer̀ ��!Û�portÝ(Ì�ÌÍ(TÎ.Makefile /Ý$FreeBSD: £×

J�!î)|C8ný0G>�

¥¥¥: b°port�ÎãÝ�Ý�×maintainer�.��ÎDÄmailing list
(../../../../doc/zh_TW.Big5/articles/mailing-list-faq/article.html)ÝÝÞD¡�&9(¬&�I)ÝÐ�email}P
;ðÎ<freebsd-list (Ì@FreeBSD.org > �s®`��Bÿ.9freebsd-list(Ì:;
8nD¡Ýmailing
list(Ì�

LÍ	portÝmaintainerû�Î<freebsd-ports@FreeBSD.org > `�¯@î�B^ß	�port maintainer
Ý�.hu�port)bÑÑTÍ�*�YîÝ��8nD¡Kº3freebsd-ports
L¡)î�¨���E
Ý�A�b!��8�ï��w	�port maintainerÝ��&ÆôK�K�
Ý�á��

uport maintainer̂ b/«
Ý*��J�|àsend-pr(1)¼èø®Þ ×PR�(�¢åWriting FreeBSD
Problem Reports (../../../../doc/zh_TW.Big5/articles/problem-reports/article.html))�

3.��:ÑÑ¸Ï! Porter’s Handbook (../../../../doc/zh_TW.Big5/books/porters-handbook/index.html)�À
ÝEPortsFÚxÝÞ;I	�9°h�/�bÃ
Ñ?b®ÞÝport#�èø�
Ýport�

4.�´�ÝFTPìFìµ_Ë?Ýpackage�package collectionÝtî*ìÎ3ftp.FreeBSD.org î

Ýpackagesê� (ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/packages/)/�¬�Bÿ�lãÎÍ�blocal
mirror (http://mirrorlist.FreeBSD.org/)ì	;ð�µì9°packageK�|à#¸à��vT�f��_
Ë"×°�àpkg_add(1)Ç�5¿H�package�
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Updated for X.Org’s X11 server by Ken TomvMarc Fonvieille.

5.1.ÃÃÃ���
FreeBSḐ àX11¼èº¸àï8	?àÝGUI+«�X11ÎX Window�Ù��ÀXorg|CXFree86@®
Ý�ã8�ÌÍ(|CÍ�Î3Íab+ÛÝ8�)�FreeBSD×àÕFreeBSD 5.2.1-RELEASEK)�3ï'
ÝH��P/��XFree86(ãThe XFree86 Project, Incs�ÝX11 server)��FreeBSD 5.3-RELEASER�ï
'ÝX11;
Xorg(ãX.OrgÃ�ºX�sÝX11 server�¬2à�FreeBSD8	v«Ýlicense)�h²�	Q
ôb¤¼X serversÝFreeBSDÌ�

Íax�Î+ÛX11 (x�½¥yXorg 7.7ÌI5)ÝH��'��uk¡�XFree86Ý�Þ£](\�
ÝFreeBSD/�XFree86ÛÎï'ÝX11��)��¢å�ÌÝFreeBSD Handbook�çë

http://docs.FreeBSD.org/doc/�

káX11Ey�î]«{�ÝYî�µ��¢åXorg (http://www.x.org/)çì�

\�9a�
ÞÝ��

�X Window�ÙÝ&àWI	�|C¸ÆÎA¢8!º®�

�A¢H��'�X11�

�A¢H�¬¸à�!Ýwindow managers�

�A¢3X11î¸àTrueType®Cl�

�A¢'��Ù|¸à%�rá+«�(XDM )

3��å\9a�G�
m�


�á¼A¢ºàports�packages¼H�8��(µÚ 4a)

5.2.¡¡¡���XÝÝÝttt&&&
Ï×g#ÇX Ýß��ÃKºb°è@�LÍÎ!�Í�GUI+«(	ÎMicrosoft WindowsTMac OS)Ý¸
àï�

4QX&-�ÝXbÞ;Cº®]P�¬�ÎÄ6�á¼Ý�¬E¸Æb°ÃÍÃFº?�|îW�

5.2.1.


¢¢¢§§§���X���

X¬&UNIX îÏ×�Ú��Ù�¬¸QÎtÂ
øFºà�æÍÝX @s$#3@sX �Gb�s¨×�
Ú��Ù�£��Ù§�EWF(ãEWindowFÝÏ×ÍC)��X JÎW�¡Ýì×Í1yCÒ�

Xù�Ì�
EXF�EX Window SystemF�EX11F�|CÍ�×°Þ��¸àEX WindowsF9C¿
¼ÌñX11���º¯b°ß���9I5Þ;�¢åX(7)1��
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5.2.2. XÝÝÝClient/Server ÚÚÚxxx

X×��Î'�
ç­Úx�(�¬2àEclient-serverFÚx�

3XÚxì�EX serverFÎ3b"8�ÇK�â�Ýé\îº®��serverI	JÎ�.	Î�îI	Ý
Ñ§��§¼�"8�â�CÍ�'n(f]	Î|0%�¼íá�TïÎ�îÕ7Å^)Ýíá���N
ÍX�P(	ÎXTerm�TNetscape)KÎEclientF�clientºFG>Õserverî�fA�EPlease draw a
window at these coordinatesF�#½serverºF/G>�fA�EThe user just clicked on the OK buttonF�

3�1T�ð2��(�;ðX server«X clientKÎ3!×¬é\îÆ�Ý�Q��ô�|3f´ÿÝw
^îÆ�X server�¬3f´ú�f´òÝé\îþX�P(client)¼�¯��39Ë�ÿ�X client�server
� ÝÚ;µmDÄç­¼
��

9F��º¯b°ß®ßæÉ�.
X �+��ÆæÍÝ-áâ?8D��ÆæÍ|
EX serverFÎ�3
túBÝ^ îþ����EX clientFJÎ3�Æw^î«þ�@jîQ�Î9ø�

bF8	¥���B�X serverÎ3b#ÇK�"8Ý^ îº®��X clientJÎ�î9°Ú�Ý�P�

Ü�(protocol)/¬Pú×!�client|CserverË\^ KÿÎ!×®¼�Ù�TïÿÎ!l^ ��|�
ð­�1�ô�|3Microsoft WindowsTÀ�é\(Apple)ÝMac OSîþX server��v�|DÄ&9¹ð
T¤¼8��W9°H��'��

5.2.3. The Window Manager

X'�ï.�UNIX '�ï.8	v«�KÎEtools, not policyF�ôµÎ1�X�º�%ú×!�Ø��
T��A¢�W��Î©èº¸àï×°�Ì��yA¢ºà9°�Ì�JÎ¸àïÍ�Ý¯Ý�

X;�9ï.�¸¬�!��ÇKîÝÚ���%�ø��A¢É�â�¼ý��à%�à)"¼6ð&
Ú�(fA�3Microsoft WindowsÝAlt +Tab")�&Ú�ÝýÞ��8�|CÎÍ�bnT����

¯@î�X .9I5ø�XÛÝEWindow ManagerF¼Ñ§�b×Àwindow manager�P�	Î:
AfterStep�Blackbox�ctwm�Enlightenment�fvwm�Sawfish�twm�Window Maker ���N×
Ëwindow managerKèº�!Ý¸àB��b°��¸àEvirtual desktops(Ìaw«)F�b°J���à
)"¼Ñ§w«�b°ºbEStart(��)F�TÍ�v«'��b°JÎE�?ðµÿxÞF����H�
±ÝµÿxÞ|?ð²Ì�9°«Í�Ýwindow manager3Ports Collection/Ýx11-wm ê�/Kb�

h²�KDE CGNOME w«�(JbÍ�ò¬J)�JÝwindow manager�

NÍwindow managerô&bÍ�!Ý'�^×�b°mW�¶'�j��bÝJ�DÄGUI�Ì¼�W�
I5Ý'��ÜÍ»��Sawfishµb|Lisp+�¶Ý'�j�

Focus Policy: window managerÝ¨×©�µÎ�.â�¼ýÝEfocus policyF�N×ËÚ��ÙKm�óC®
àÚ�Ý]P�|#å"8íá�|CX�êGøÍÚ�Î�y¸à�ÝÏV�

;ð´
ß!�Ýfocus policy§�Eclick-to-focusF�9ÎMicrosoft WindowsX2àÝÿP�ôµÎ¼ý3�
Ú�¶×ìÝ���Ú�µº�y¸à�ÝÏV�

X¬�Yî×°©�Ýfocus policy�ð­�1�window managerº�×øÍÚ�3¢`Î®à���!
Ýwindow managerb�!ÝYî]P�¬¸ÆKYîclick-to-focus��v�9óKbYî9Ë]P�

|ìÎêGtø�Ýfocus policy�

focus-follows-mouse

â�ÉÕøÍÚ�µÎ¸à�Ú���Ú��×��yÍ�Ú�î«�¬©�.â�ÉÕ�Ú�µ�|;�

®à�ÝÚ����m3¸î«F\�

117



a5. X WindowÚ��Ù

sloppy-focus

�policyÎjEfocus-follows-mouseÝ��;¨�Eyfocus-follows-mouse���u.*ýÉÕt�ÝÚ
�(Tw«)�£XbÍ�Ú�Kº�y&®à���vXb"8íáôº´[�uÎóàsloppy-focus�J©
b3*ýÉÕ±Ú�`�®à�ÝÚ��º�W±Ý��©Ò�êG®à�ÝÚ�)�º;�®àÏV�

click-to-focus

ã*ýF\�ºX�®à�ÝÚ��¬v�Ú�º�Eraised(��)FÕXbÍ�Ú��G�Ç¸*ýÉÕ
Í�Ú��XbÝ"8íá)ºã�Ú�X#[�

&9window managerôYîÍ�policy��9°8fR¼êb°�!�Þ;I5�¢å�window managerÝZ
�1��

5.2.4. Widgets

The X approach of providing tools and not policy extends to the widgets seen on screen in each application.

EWidgetF is a term for all the items in the user interface that can be clicked or manipulated in some way; buttons,
check boxes, radio buttons, icons, lists, and so on. Microsoft Windows calls theseEcontrolsF.

Microsoft Windows and Apple’s Mac OS both have a very rigid widget policy. Application developers are supposed
to ensure that their applications share a common look and feel. With X, it was not considered sensible to mandate a
particular graphical style, or set of widgets to adhere to.

As a result, do not expect X applications to have a common lookand feel. There are several popular widget sets and
variations, including the original Athena widget set from MIT, Motif® (on which the widget set in
Microsoft Windows was modeled, all bevelled edges and threeshades of grey),OpenLook, and others.

Most newer X applications today will use a modern-looking widget set, either Qt, used byKDE , or GTK+, used by
theGNOME project. In this respect, there is some convergence in look-and-feel of the UNIX desktop, which
certainly makes things easier for the novice user.

5.3.HHH���X11
Xorg ÎFreeBSDï'ÝX11@®�Xorg ÎãX.OrgÃ�ºXs���wÙD8�X Window�Ù@®ÝX
server�XorgÛÎ|XFree86 4.4RC2|CX11R6.6
Ã�X®ßÝ�êGFreeBSD Ports Collection/
ÝXorg ÌÍ
7.7�

�Ports Collection¼H�Xorg ÝH�]P�

# cd /usr/ports/x11/xorg

# make install clean

¥¥¥: u�_Ë�JÝXorg���@-�Kb4 GBÝÂÃè �

h²X11ô�à#DÄpackage]P¼H���¸àpkg_add(1)¼H�_Ë?ÝX11���Bÿ3DÄç­
H�`��¼�ÌÍÇ��pkg_add(1)º��8���t±ÌÝ��/¼�
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u���DÄpackage]P¼�Xorg�à#Æì«9�Ç��

# pkg_add -r xorg

¥¥¥: î«Ý»�º��JÝX11����Àserver�client�Cl��h²��bÍ�ÝX11����DÄpackage
Tport]P¼�}H��

ÍaÍõI5Þ+ÛA¢'�X11�|CA¢ÆC{ß®æÝw«�(�

5.4.'''���X11
Contributed by Christopher Shumway.

5.4.1.333���������GGG

3��'�X11�G���¡�X��Ý^ £]
¢�

�ÇK!}

��î�Ýþn!}

��î�ÝB7���

X11ºµÇK!}¼X����|C?±�£�9°!};ð��ÇKX!ÝZ�TÃ¤çìîãÿ�t
¥�ÝÎ�á¼i¿�kà?±�£
¢�

��î�þnJX�X11�àø×Ë,��Pÿà��9óÝþnK�|���?�¬t?�Î�á¼Î
¢Ëþn�|¹0×���?´?�

Video memory on the graphic adapter determines the resolution and color depth which the system can run at. This is
important to know so the user knows the limitations of the system.

5.4.2.'''���X11

Xorg �7.3ÌR��m�¢'�j�©�Æì�Ç��

% startx

u9¼���Tï''�P°¸à�£�µm�W�'�X11�'�X11m�¿ÍM»�´�Î|�ÙÑ§
ïòr¼�ñ��'�j�

# Xorg -configure

9º3/root ê�/®ßxorg.conf.new '�j(P¡Îàsu(1)Tà#rá
root�Kº;�rootï'
Ý$HOME�(�ó)�X11�P#½º�?�ÙÝ�î�8n{��¬Þ�?Õ{�G>¶á'�j�|-
µáÑ@Ý,��P�

ì×MÎ?�¨bÝ'�j�|-@-Xorg �|��î��ÇK8n{�Ñ@º®�

# Xorg -config xorg.conf.new
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u:ÿÕ×ÀAvôÓÝç}i«�|CX �Ýâ�*ý�£�'�jµÎW�Ý��[�?��©�!
`¶ìCtrl +Alt +BackspaceÇ��

¥¥¥: uâ��Ñ@º®�£�m��EÍ®'���¢åFreeBSDH�×a�ÝµÚ 2.10.10;1��

Next, tune thexorg.conf.new configuration file to taste. Open the file in a text editor such as emacs(1) or ee(1).
First, add the frequencies for the target system’s monitor.These are usually expressed as a horizontal and vertical
synchronization rate. These values are added to thexorg.conf.new file under the"Monitor" section:

Section "Monitor"
Identifier "Monitor0"
VendorName "Monitor Vendor"
ModelName "Monitor Model"
HorizSync 30-107
VertRefresh 48-120

EndSection

TheHorizSync andVertRefresh keywords may be missing in the configuration file. If they are,they need to be
added, with the correct horizontal synchronization rate placed after theHorizSync keyword and the vertical
synchronization rate after theVertRefresh keyword. In the example above the target monitor’s rates were entered.

X allows DPMS (Energy Star) features to be used with capable monitors. The xset(1) program controls the time-outs
and can force standby, suspend, or off modes. If you wish to enable DPMS features for your monitor, you must add
the following line to the monitor section:

Option "DPMS"

While thexorg.conf.new configuration file is still open in an editor, select the default resolution and color depth
desired. This is defined in the"Screen" section:

Section "Screen"
Identifier "Screen0"
Device "Card0"
Monitor "Monitor0"
DefaultDepth 24
SubSection "Display"

Viewport 0 0
Depth 24
Modes "1024x768"

EndSubSection
EndSection

TheDefaultDepth keyword describes the color depth to run at by default. This can be overridden with the-depth

command line switch to Xorg(1). TheModes keyword describes the resolution to run at for the given color depth.
Note that only VESA standard modes are supported as defined bythe target system’s graphics hardware. In the
example above, the default color depth is twenty-four bits per pixel. At this color depth, the accepted resolution is
1024 by 768 pixels.

Finally, write the configuration file and test it using the test mode given above.
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¥¥¥: One of the tools available to assist you during troubleshooting process are the X11 log files, which contain
information on each device that the X11 server attaches to. Xorg log file names are in the format of
/var/log/Xorg.0.log . The exact name of the log can vary from Xorg.0.log to Xorg.8.log and so forth.

If all is well, the configuration file needs to be installed in acommon location where Xorg(1) can find it. This is
typically /etc/X11/xorg.conf or /usr/local/etc/X11/xorg.conf .

# cp xorg.conf.new /etc/X11/xorg.conf

The X11 configuration process is now complete.Xorg êG�DÄstartx(1)¼@���The X11 server may also be
started with the use of xdm(1).

¥¥¥: There is also a graphical configuration tool, xorgcfg(1), which comes with the X11 distribution. It allows you to
interactively define your configuration by choosing the appropriate drivers and settings. This program can be
invoked from the console, by typing the command xorgcfg -textmode . For more details, refer to the xorgcfg(1)
manual pages.

Alternatively, there is also a tool called xorgconfig(1). This program is a console utility that is less user friendly,
but it may work in situations where the other tools do not.

5.4.3.


$$$'''���ÝÝÝûûû

5.4.3.1.'''���Intel® i810 000%%%þþþnnnààà

Configuration with Intel i810 integrated chipsets requirestheagpgart AGP programming interface for X11 to drive
the card.���¢åagp(4)1��

This will allow configuration of the hardware as any other graphics board. Note on systems without the agp(4) driver
compiled in the kernel, trying to load the module with kldload(8) will not work. This driver has to be in the kernel at
boot time through being compiled in or using/boot/loader.conf .

5.4.3.2.


´́́ÇÇÇKKKÆÆÆCCC???°°°ÊÊÊ���(((

Í;�'&��Bb°�
$'�Ý�æ�A��½¸àî�'��Ìºb®ÞÝ���9¿à8nlog
j(ºB�8nG>)|-0��°�0´�°Ä�����ºm�àÕZC_ì ®
BÃ�

êGÝ´ÇK(WSXGA, WSXGA+, WUXGA, WXGA, WXGA+�)KbYî16:10C10:9f»�|C×°�
�b®ÞÝf»�|ìÎ×°ð�Ý16:10ÇK����

� 2560x1600

� 1920x1200

� 1680x1050

� 1440x900

� 1280x800
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Ø]«����¦�9°���'�ôÎ8	�|Ý�©�3Section "Screen" /ÝMode�î�µ?�

fA�

Section "Screen"
Identifier "Screen0"
Device "Card0"
Monitor "Monitor0"
DefaultDepth 24
SubSection "Display"

Viewport 0 0
Depth 24
Modes "1680x1050"

EndSubSection
EndSection

Xorg �|DÄI2C/DDC¼ÿá�´ÇKXYîÝ����8n£G�.hµ�Ñ@�?��ÇKX�Yî
Ý�£�����

u,��P¬Î�ÀModeLine G>Ý��£�µ�
Xorg �°'����&Æ�|D
Ä/var/log/Xorg.0.log j¼ãÿModeLine 8n'�£]�Ç�¯ÇKÑð�î�T��|:Õv«ì

«ÝG>�

(II) MGA(0): Supported additional Video Mode:
(II) MGA(0): clock: 146.2 MHz Image Size: 433 x 271 mm
(II) MGA(0): h_active: 1680 h_sync: 1784 h_sync_end 1960 h_ blank_end 2240 h_border: 0
(II) MGA(0): v_active: 1050 v_sync: 1053 v_sync_end 1059 v_ blanking: 1089 v_border: 0
(II) MGA(0): Ranges: V min: 48 V max: 85 Hz, H min: 30 H max: 94 kH z, PixClock max 170 MHz

9°G>�Ì
EDIDG>��|¢ã9°£]�¤gì�ÝÑ@5�¼®ßModeLine '��

ModeLine <name> <clock> <4 horiz. timings> <4 vert. timings >

X|9Ín»Section "Monitor" ÝModeLine µºÎ	ì«9ø�

Section "Monitor"
Identifier "Monitor1"
VendorName "Bigname"
ModelName "BestModel"
ModeLine "1680x1050" 146.2 1680 1784 1960 2240 1050 1053 105 9 1089
Option "DPMS"
EndSection

9ø�µ���WÝ�X Ú�µ�|ÆC
±Ý´ÇK�(C�
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5.5.333X11���¸̧̧àààCCClll
Contributed by Murray Stokely.

5.5.1. Type1 !!!}}}ÝÝÝCCClll

The default fonts that ship with X11 are less than ideal for typical desktop publishing applications. Large
presentation fonts show up jagged and unprofessional looking, and small fonts inNetscapeare almost completely
unintelligible. However, there are several free, high quality Type1 (PostScript®) fonts available which can be readily
used with X11. For instance, the URW font collection (x11-fonts/urwfonts ) includes high quality versions of
standard type1 fonts (Times Roman®, Helvetica®, Palatino®and others). The Freefonts collection
(x11-fonts/freefonts ) includes many more fonts, but most of them are intended for use in graphics software
such as theGimp, and are not complete enough to serve as screen fonts. In addition, X11 can be configured to use
TrueType fonts with a minimum of effort. For more details on this, see the X(7) manual page or the
section on TrueType fonts.

To install the above Type1 font collections from the ports collection, run the following commands:

# cd /usr/ports/x11-fonts/urwfonts

# make install clean

And likewise with the freefont or other collections. To havethe X server detect these fonts, add an appropriate line to
the X server configuration file (/etc/X11/xorg.conf ), which reads:

FontPath "/usr/local/lib/X11/fonts/URW/"

Alternatively, at the command line in the X session run:

% xset fp+ /usr/local/lib/X11/fonts/URW

% xset fp rehash

This will work but will be lost when the X session is closed, unless it is added to the startup file (~/.xinitrc for a
normalstartx session, or~/.xsession when logging in through a graphical login manager likeXDM ). A third
way is to use the new/usr/local/etc/fonts/local.conf file: see the section onanti-aliasing.

5.5.2. TrueType® !!!}}}ÝÝÝCCClll

Xorg has built in support for rendering TrueType fonts. There aretwo different modules that can enable this
functionality. The freetype module is used in this example because it is more consistent with the other font rendering
back-ends. To enable the freetype module just add the following line to the"Module" section of the
/etc/X11/xorg.conf file.

Load "freetype"

Now make a directory for the TrueType fonts (for example,/usr/local/lib/X11/fonts/TrueType ) and copy
all of the TrueType fonts into this directory. Keep in mind that TrueType fonts cannot be directly taken from a
Macintosh®; they must be in UNIX/MS-DOS/Windows format foruse by X11. Once the files have been copied into
this directory, usettmkfdir to create afonts.dir file, so that the X font renderer knows that these new files have
been installed.ttmkfdir is available from the FreeBSD Ports Collection asx11-fonts/ttmkfdir .

# cd /usr/local/lib/X11/fonts/TrueType
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# ttmkfdir -o fonts.dir

Now add the TrueType directory to the font path. This is just the same as described above forType1fonts, that is, use

% xset fp+ /usr/local/lib/X11/fonts/TrueType

% xset fp rehash

or add aFontPath line to thexorg.conf file.

That’s it. NowNetscape, Gimp, StarOfficeTM, and all of the other X applications should now recognize the
installed TrueType fonts. Extremely small fonts (as with text in a high resolution display on a web page) and
extremely large fonts (withinStarOffice) will look much better now.

5.5.3. Anti-Aliased !!!}}}ÝÝÝCCClll

Updated by Joe Marcus Clarke.

Anti-aliasing has been available in X11 sinceXFree864.0.2. However, font configuration was cumbersome before
the introduction ofXFree864.3.0. Beginning withXFree864.3.0, all fonts in X11 that are found in
/usr/local/lib/X11/fonts/ and~/.fonts/ are automatically made available for anti-aliasing to Xft-aware
applications. Not all applications are Xft-aware, but manyhave received Xft support. Examples of Xft-aware
applications include Qt 2.3 and higher (the toolkit for theKDE desktop), GTK+ 2.0 and higher (the toolkit for the
GNOME desktop), andMozilla 1.2 and higher.

In order to control which fonts are anti-aliased, or to configure anti-aliasing properties, create (or edit, if it already
exists) the file/usr/local/etc/fonts/local.conf . Several advanced features of the Xft font system can be
tuned using this file; this section describes only some simple possibilities. For more details, please see fonts-conf(5).

This file must be in XML format. Pay careful attention to case,and make sure all tags are properly closed. The file
begins with the usual XML header followed by a DOCTYPE definition, and then the<fontconfig> tag:

<?xml version="1.0"?>
<!DOCTYPE fontconfig SYSTEM "fonts.dtd">
<fontconfig>

As previously stated, all fonts in/usr/local/lib/X11/fonts/ as well as~/.fonts/ are already made available
to Xft-aware applications. If you wish to add another directory outside of these two directory trees, add a line similar
to the following to/usr/local/etc/fonts/local.conf :

<dir>/path/to/my/fonts</dir>

After adding new fonts, and especially new font directories, you should run the following command to rebuild the
font caches:

# fc-cache -f

Anti-aliasing makes borders slightly fuzzy, which makes very small text more readable and removesEstaircasesF
from large text, but can cause eyestrain if applied to normaltext. To exclude font sizes smaller than 14 point from
anti-aliasing, include these lines:

<match target="font">
<test name="size" compare="less">
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<double>14</double>
</test>
<edit name="antialias" mode="assign">

<bool>false</bool>
</edit>

</match>
<match target="font">

<test name="pixelsize" compare="less" qual="any">
<double>14</double>

</test>
<edit mode="assign" name="antialias">

<bool>false</bool>
</edit>

</match>

Spacing for some monospaced fonts may also be inappropriatewith anti-aliasing. This seems to be an issue with
KDE , in particular. One possible fix for this is to force the spacing for such fonts to be 100. Add the following lines:

<match target="pattern" name="family">
<test qual="any" name="family">

<string>fixed</string>
</test>
<edit name="family" mode="assign">

<string>mono</string>
</edit>

</match>
<match target="pattern" name="family">

<test qual="any" name="family">
<string>console</string>

</test>
<edit name="family" mode="assign">

<string>mono</string>
</edit>

</match>

(this aliases the other common names for fixed fonts as"mono" ), and then add:

<match target="pattern" name="family">
<test qual="any" name="family">

<string>mono</string>
</test>
<edit name="spacing" mode="assign">

<int>100</int>
</edit>

</match>

Certain fonts, such as Helvetica, may have a problem when anti-aliased. Usually this manifests itself as a font that
seems cut in half vertically. At worst, it may cause applications such asMozilla to crash. To avoid this, consider
adding the following tolocal.conf :

<match target="pattern" name="family">
<test qual="any" name="family">

<string>Helvetica</string>
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</test>
<edit name="family" mode="assign">

<string>sans-serif</string>
</edit>

</match>

Once you have finished editinglocal.conf make sure you end the file with the</fontconfig> tag. Not doing
this will cause your changes to be ignored.

The default font set that comes with X11 is not very desirablewhen it comes to anti-aliasing. A much better set of
default fonts can be found in thex11-fonts/bitstream-vera port. This port will install a
/usr/local/etc/fonts/local.conf file if one does not exist already. If the file does exist, the port will create a
/usr/local/etc/fonts/local.conf-vera file. Merge the contents of this file into
/usr/local/etc/fonts/local.conf , and the Bitstream fonts will automatically replace the default X11 Serif,
Sans Serif, and Monospaced fonts.

Finally, users can add their own settings via their personal.fonts.conf files. To do this, each user should simply
create a~/.fonts.conf . This file must also be in XML format.

One last point: with an LCD screen, sub-pixel sampling may bedesired. This basically treats the (horizontally
separated) red, green and blue components separately to improve the horizontal resolution; the results can be
dramatic. To enable this, add the line somewhere in thelocal.conf file:

<match target="font">
<test qual="all" name="rgba">

<const>unknown</const>
</test>
<edit name="rgba" mode="assign">

<const>rgb</const>
</edit>

</match>

¥¥¥: Depending on the sort of display, rgb may need to be changed to bgr , vrgb or vbgr : experiment and see
which works best.

Anti-aliasing should be enabled the next time the X server isstarted. However, programs must know how to take
advantage of it. At present, the Qt toolkit does, so the entireKDE environment can use anti-aliased fonts. GTK+ and
GNOME can also be made to use anti-aliasing via theEFontF capplet (seeµÚ 5.7.1.3; for details). By default,
Mozilla 1.2 and greater will automatically use anti-aliasing. To disable this, rebuildMozilla with the
-DWITHOUT_XFTflag.
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5.6. The X Display Manager
Contributed by Seth Kingsley.

5.6.1. Overview

The X Display Manager (XDM ) is an optional part of the X Window System that is used for login session
management. This is useful for several types of situations,including minimalEX TerminalsF, desktops, and large
network display servers. Since the X Window System is network and protocol independent, there are a wide variety
of possible configurations for running X clients and serverson different machines connected by a network.XDM
provides a graphical interface for choosing which display server to connect to, and entering authorization
information such as a login and password combination.

Think of XDM as providing the same functionality to the user as the getty(8) utility (seeµÚ 24.3.2; for details).
That is, it performs system logins to the display being connected to and then runs a session manager on behalf of the
user (usually an X window manager).XDM then waits for this program to exit, signaling that the user is done and
should be logged out of the display. At this point,XDM can display the login and display chooser screens for the
next user to login.

5.6.2. Using XDM

TheXDM daemon program is located in/usr/local/bin/xdm . This program can be run at any time asroot and
it will start managing the X display on the local machine. IfXDM is to be run every time the machine boots up, a
convenient way to do this is by adding an entry to/etc/ttys . For more information about the format and usage of
this file, seeµÚ 24.3.2.1;. There is a line in the default/etc/ttys file for running theXDM daemon on a virtual
terminal:

ttyv8 "/usr/local/bin/xdm -nodaemon" xterm off secure

By default this entry is disabled; in order to enable it change field 5 fromoff to on and restart init(8) using the
directions inµÚ 24.3.2.2;. The first field, the name of the terminal this program will manage, isttyv8 . This
means thatXDM will start running on the 9th virtual terminal.

5.6.3. Configuring XDM

TheXDM configuration directory is located in/usr/local/lib/X11/xdm . In this directory there are several files
used to change the behavior and appearance ofXDM . Typically these files will be found:

File Description

Xaccess Client authorization ruleset.

Xresources Default X resource values.

Xservers List of remote and local displays to manage.

Xsession Default session script for logins.

Xsetup_ * Script to launch applications before the login interface.

xdm-config Global configuration for all displays running on this
machine.

xdm-errors Errors generated by the server program.
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File Description

xdm-pid The process ID of the currently running XDM.

Also in this directory are a few scripts and programs used to set up the desktop whenXDM is running. The purpose
of each of these files will be briefly described. The exact syntax and usage of all of these files is described in xdm(1).

The default configuration is a simple rectangular login window with the hostname of the machine displayed at the
top in a large font andELogin:F andEPassword:F prompts below. This is a good starting point for changing the
look and feel ofXDM screens.

5.6.3.1. Xaccess

The protocol for connecting toXDM -controlled displays is called the X Display Manager Connection Protocol
(XDMCP). This file is a ruleset for controlling XDMCP connections from remote machines. It is ignored unless the
xdm-config is changed to listen for remote connections. By default, it does not allow any clients to connect.

5.6.3.2. Xresources

This is an application-defaults file for the display chooserand login screens. In it, the appearance of the login
program can be modified. The format is identical to the app-defaults file described in the X11 documentation.

5.6.3.3. Xservers

This is a list of the remote displays the chooser should provide as choices.

5.6.3.4. Xsession

This is the default session script forXDM to run after a user has logged in. Normally each user will havea
customized session script in~/.xsession that overrides this script.

5.6.3.5. Xsetup_*

These will be run automatically before displaying the chooser or login interfaces. There is a script for each display
being used, namedXsetup_ followed by the local display number (for instanceXsetup_0 ). Typically these scripts
will run one or two programs in the background such asxconsole .

5.6.3.6. xdm-config

This contains settings in the form of app-defaults that are applicable to every display that this installation manages.

5.6.3.7. xdm-errors

This contains the output of the X servers thatXDM is trying to run. If a display thatXDM is trying to start hangs for
some reason, this is a good place to look for error messages. These messages are also written to the user’s
~/.xsession-errors file on a per-session basis.
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5.6.4. Running a Network Display Server

In order for other clients to connect to the display server, you must edit the access control rules, and enable the
connection listener. By default these are set to conservative values. To makeXDM listen for connections, first
comment out a line in thexdm-config file:

! SECURITY: do not listen for XDMCP or Chooser requests
! Comment out this line if you want to manage X terminals with x dm
DisplayManager.requestPort: 0

and then restartXDM . Remember that comments in app-defaults files begin with aE!F character, not the usual
E#F. More strict access controls may be desired�look at the example entries inXaccess , and refer to the xdm(1)
manual page for further infomation.

5.6.5. Replacements for XDM

Several replacements for the defaultXDM program exist. One of them,kdm (bundled withKDE ) is described later
in this chapter. Thekdm display manager offers many visual improvements and cosmetic frills, as well as the
functionality to allow users to choose their window managerof choice at login time.

5.7.www«««���(((
Contributed by Valentino Vaschetto.

Íaº+Û3FreeBSD�ÝX���bø°�!Ýw«�(�Ew«�(FP��Â����Ýwindow
managerÕ�JÝw«Tà�P�»AKDE TGNOME�

5.7.1. GNOME

5.7.1.1.nnnyyyGNOME

GNOME is a user-friendly desktop environment that enables users to easily use and configure their computers.
GNOME includes a panel (for starting applications and displayingstatus), a desktop (where data and applications
can be placed), a set of standard desktop tools and applications, and a set of conventions that make it easy for
applications to cooperate and be consistent with each other. Users of other operating systems or environments should
feel right at home using the powerful graphics-driven environment thatGNOME provides. More information
regardingGNOME on FreeBSD can be found on the FreeBSD GNOME Project (http://www.FreeBSD.org/gnome)’s
web site. The web site also contains fairly comprehensive FAQs about installing, configuring, and managing
GNOME .

5.7.1.2. Installing GNOME

�DÄpackageTPorts CollectionÝ]P¼DêH��

DÄç­¿àpackageH�GNOME�

# pkg_add -r gnome2
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�ports treeDÄæ�D_ËH�GNOME�

# cd /usr/ports/x11/gnome2

# make install clean

	GNOME H��W¡�Ä6×åX server@�GNOME �&æÍÝwindow manager�

@�GNOME t��Ý]°Î¿àGDM (GNOME Display Manager)�GDM , which is installed as a part of the
GNOME desktop (but is disabled by default), can be enabled by adding gdm_enable="YES" to /etc/rc.conf .
Once you have rebooted,GNOME will start automatically once you log in�no further configuration is necessary.

GNOME may also be started from the command-line by properly configuring a file named.xinitrc . If a custom
.xinitrc is already in place, simply replace the line that starts the current window manager with one that starts
/usr/local/bin/gnome-sessioninstead. If nothing special has been done to the configuration file, then it is enough
simply to type:

% echo "/usr/local/bin/gnome-session" > ~/.xinitrc

Next, typestartx , and theGNOME desktop environment will be started.

¥¥¥: If an older display manager, like XDM, is being used, this will not work. Instead, create an executable
.xsession file with the same command in it. To do this, edit the file and replace the existing window manager
command with /usr/local/bin/gnome-session :

% echo "#!/bin/sh" > ~/.xsession

% echo "/usr/local/bin/gnome-session" >> ~/.xsession

% chmod +x ~/.xsession

Yet another option is to configure the display manager to allow choosing the window manager at login time; the
section onKDE detailsexplains how to do this forkdm, the display manager ofKDE .

5.7.1.3. Anti-aliased Fonts with GNOME

X11 supports anti-aliasing via itsERENDERF extension. GTK+ 2.0 and greater (the toolkit used byGNOME ) can
make use of this functionality. Configuring anti-aliasing is described inµÚ 5.5.3;. So, with up-to-date software,
anti-aliasing is possible within theGNOME desktop. Just go toApplications�Desktop Preferences�Font, and
select eitherBest shapes, Best contrast, or Subpixel smoothing (LCDs). For a GTK+ application that is not part
of theGNOME desktop, set the environment variableGDK_USE_XFTto 1 before launching the program.

5.7.2. KDE

5.7.2.1. About KDE

KDE is an easy to use contemporary desktop environment. Some of the things thatKDE brings to the user are:

�A beautiful contemporary desktop

�A desktop exhibiting complete network transparency
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�An integrated help system allowing for convenient, consistent access to help on the use of theKDE desktop and
its applications

�Consistent look and feel of allKDE applications

�Standardized menu and toolbars, keybindings, color-schemes, etc.

� Internationalization:KDE is available in more than 40 languages

�Centralized, consistent, dialog-driven desktop configuration

�A great number of usefulKDE applications

KDE comes with a web browser calledKonqueror , which is a solid competitor to other existing web browsers on
UNIX systems. More information onKDE can be found on the KDE website (http://www.kde.org/). For FreeBSD
specific information and resources onKDE , consult the KDE on FreeBSD team (http://freebsd.kde.org/)’s website.

5.7.2.2.HHH���KDE

A!GNOME TÍ�w«Ñ§8�×ø�ô�|DêDÄpackageTPorts Collection¼H��

To install theKDE package from the network, simply type:

# pkg_add -r kde

pkg_add(1) will automatically fetch the latest version of the application.

To buildKDE from source, use the ports tree:

# cd /usr/ports/x11/kde3

# make install clean

After KDE has been installed, the X server must be told to launch this application instead of the default window
manager. This is accomplished by editing the.xinitrc file:

% echo "exec startkde" > ~/.xinitrc

Now, whenever the X Window System is invoked withstartx , KDE will be the desktop.

If a display manager such asXDM is being used, the configuration is slightly different. Editthe.xsession file
instead. Instructions forkdm are described later in this chapter.

5.7.3. More Details on KDE

Now thatKDE is installed on the system, most things can be discovered through the help pages, or just by pointing
and clicking at various menus. Windows or Mac® users will feel quite at home.

The best reference forKDE is the on-line documentation.KDE comes with its own web browser,Konqueror ,
dozens of useful applications, and extensive documentation. The remainder of this section discusses the technical
items that are difficult to learn by random exploration.
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5.7.3.1. The KDE Display Manager

An administrator of a multi-user system may wish to have a graphical login screen to welcome users.XDM can be
used, as described earlier. However,KDE includes an alternative,kdm, which is designed to look more attractive
and include more login-time options. In particular, users can easily choose (via a menu) which desktop environment
(KDE , GNOME , or something else) to run after logging on.

To enablekdm, thettyv8 entry in /etc/ttys has to be adapted. The line should look as follows:

ttyv8 "/usr/local/bin/kdm -nodaemon" xterm on secure

5.7.4. XFce

5.7.4.1. About XFce

XFce is a desktop environment based on the GTK+ toolkit used byGNOME , but is much more lightweight and
meant for those who want a simple, efficient desktop which is nevertheless easy to use and configure. Visually, it
looks very much likeCDE, found on commercial UNIX systems. Some ofXFce’s features are:

�A simple, easy-to-handle desktop

� Fully configurable via mouse, with drag and drop, etc.

�Main panel similar toCDE, with menus, applets and applications launchers

� Integrated window manager, file manager, sound manager,GNOME compliance module, and more

� Themeable (since it uses GTK+)

� Fast, light and efficient: ideal for older/slower machines or machines with memory limitations

More information onXFcecan be found on the XFce website (http://www.xfce.org/).

5.7.4.2. Installing XFce

A binary package forXFceexists (at the time of writing). To install, simply type:

# pkg_add -r xfce4

Alternatively, to build from source, use the ports collection:

# cd /usr/ports/x11-wm/xfce4

# make install clean

Now, tell the X server to launchXFce the next time X is started. Simply type this:

% echo "/usr/local/bin/startxfce4" > ~/.xinitrc

The next time X is started,XFcewill be the desktop. As before, if a display manager likeXDM is being used, create
an .xsession , as described in the section onGNOME, but with the/usr/local/bin/startxfce4 command;
or, configure the display manager to allow choosing a desktopat login time, as explained in the section onkdm.
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Contributed by Christophe Juniet.

6.1.ÃÃÃ���
3FreeBSDî«�|Æ�&ð9ËvÝw«Tà�P�	Îç°p� õZC�§8���9°�P�K
�|DÄ��¼H�TÎ�Ports Collection���_ËH��&9±Ý¸àïº�T�33�ÆÝw«�Ù
�0Õ9°�P�9aÞº×å¯A¢�àðH9�G�H�×°#�Ýw«Tà�P��ÑÎ���T

Î�Ports Collection�H��

m�¥�ÕÝÎ�	�ports�H��PÝ`Î�¸ÆÎ�æ�D��_ËÝ�µï¯_ËÝportsõé\>
�({��ù)�b��º���×ð` ���W�A��æ�D_ËE¯¼1º�H9` Ý���I5
Ýports¯K�0Õ¯�_Ë?Ý��¼H��

.
FreeBSDÌb8�LinuxÞ
×Ý©P�&9æ�3Linuxî�sÝTà�PK�3¯ÝFreeBSDw«
�(Æ��3H��¢LinuxTà�P�G�ú¦�È¯�å\µÚ 10a LinuxÆ�8�ÿP9Ía;��
&9àLinuxÞ
×8�ÿPÝ8�3ports��;ðKºàElinux-F���	¯3¨´ØÍ©�8�`�
B�9F�¬v�|¸àwhereis(1)¼0�3ì�Ý1���K�'¯3H��¢LinuxTà8��G��
B¯�@àÝLinuxÞ
×8�ÿP�

ì�ê�Î9a�X��ÝTà�P�

�p� (	ÎMozilla , Opera, Firefox, Konqueror )

�ð28�(	ÎKOffice, AbiWord , The GIMP , OpenOffice.org)

�Z�p�8�(	ÎAcrobat Reader®, gv, Xpdf , GQview)

�P��§8�(	ÎGnuCash, Gnumeric, Abacus)

3å\9a�G�¯Ä6

�á¼A¢H�Í�Ý8�(third-party software) (µÚ 4a).

�á¼A¢H�Linux8�(µÚ 10a).

�á¼?9ny9ª��(Ý£G���å\µÚ 7a9ª�a;�A�¯��'�õ¸àé�
��ô�
¯�:µÚ 26a
�a;�

6.2.ppp���   
3FreeBSD�¬^bï�H�?Ý©�p� �¬3Ports Collection��Qb&9p� �º¯H�¸à�
A�¯^b�È` �_ËXbÝ��(3Ø°�µì9��º�î��Ý×ð` )�9°Kb¨WÝ��
�ºà#H��

KDE õGNOME w«�(K�èºHTML p� ��¢�µÚ 5.7;¼Ý�?9bnA¢'�9°�JÝ
w«�(�Ù£G�

A�¯3´0D�;Ýp� �¯�|�Ports Collection�0Õì«Ý¿Ë�www/dillo , www/links ,
Twww/w3m�
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9;+Û9°p� �

ppp���   (((ÌÌÌ XXXmmmÝÝÝ���ÙÙÙ£££ÙÙÙ ���ports HHH���`̀̀   xxx���888µµµÝÝÝ888���

Mozilla 9 � Gtk+

Opera K y FreeBSDõLinuxÝÌÍ
Kb�LinuxÝÌÍm
�LinuxÞ
×8�ÿà
|Clinux-openmotif.

Firefox �� � Gtk+

Konqueror �� � KDE ÐP0

6.2.1. Mozilla

Mozilla Î8	¨�;�%�v��É��FreeBSD�Ùî�¸ôÌnbè5Ð)HTML ýãÝ�îS[�
¸?èºÝ
�C±öNàÝå\���h²A�¯ÆÕ��
¶×°ç°Ý��¸�èºÝHTML Ý_
ì �A�ÎNetscapeÝ¸àï�¯��º-�9«Communicator�	�¸ÆÍ@!øÎ¸à8!Ã�
Ýp� �

3>�´X�	ÎCPU>�Ky233MHzTÎ�y64MBB7�Ý^ î«���¸àMozilla ºÎ�Á�
�ð£ÙÝ¯�X|39øÝ^ î«�¯��º��¸àOpera9øD�ùÝp� ��#ì¼¡«º
èÕ�

A�¯b%�æ.��TÎ��_ËMozilla Ý��FreeBSD GNOME$#�B
¯�?Ý9�¯�©�à
ì«Ý¼�DÄç­H���µ�Ý�

# pkg_add -r mozilla

A�^b0Õ���|¸à��¯ôb�ÈÝ` õÂÃè ¼_ËMozilla ¬H�Õ¯Ý�Ù��¯�|
DÄì�M»¼H��

# cd /usr/ports/www/mozilla

# make install clean

Mozilla m�¸àroot ÝJ§¼Æ�chromeÛ�¼@1Ñ@Ý��;�¨²�A�¯m�8×°Ü²Ý²
,�P	Îmouse gestures�¯µÄ6�¸àroot ÝJ§¼H��|Ê	ÝH�9°²,�P�

×Ë¯�WÝMozilla ÝH��¯µ�ô�m�root ÝJ§Ý��¯�|à#Æì«Ý¼�¼@

�Mozilla�

% mozilla

ô�|à#Æì�¼��à#@�
�õ±öå\ �

% mozilla -mail

6.2.2. Firefox

FirefoxÎ|Mozilla æ�D
Ã�Ý±t�p� �Mozilla Î×ÀTà8�ÝJ)���	Îp� �

��P�ìF�8��XàW�FirefoxJöÜÎp� �9ôÎ
¢¸�y�ÞB�Æ�
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�|Æì�¼�¼H��

#pkg_add -r firefox

ô�|DÄPorts Collection�|_Ëæ�DÝ]P¼H��

#cd /usr/ports/www/firefox

# make install clean

6.2.3. Firefox, Mozilla ÝÝÝJavaTM plugin ���PPP

¥¥¥: Í;|Cì×;�í�'
��?Firefox TMozilla�

FreeBSDÃ�º�Sun Microsystemsb¾W0JÜÈ��|÷êJava Runtime Environment(JRETM)CJava
Developement Kit(JDKTM)ÝFreeBSDÌbinary(Æ�j)�FreeBSDÌÝbinary�|3FreeBSDÃ�º
(http://www.freebsdfoundation.org/downloads/java.shtml)çììµ�

�¯FirefoxTMozilla YîJavaTM Ý��´����java/javavmwrapper 9Íport�Q¡�
�http://www.freebsdfoundation.org/downloads/java.shtmlìµDiablo JRE�¬|pkg_add(1)¼�¼H���

#½@�p� �3çë�íáabout:plugins Q¡¶Enter"�µº�îêG��Ýpluginsz��9`
T�µ�|:ÕJavaôb��¼�u)Î:ÕÝ��£µ6ð
root òr�Æì�¼��

# ln -s /usr/local/diablo-jre1.5.0/plugin/i386/ns7/libj avaplugin_oji.so \

/usr/local/lib/browser_plugins/

t¡�¥@p� Ç��

6.2.4. Firefox, Mozilla ÝÝÝMacromedia® Flash TM plugin ���PPP

Macromedia® FlashTM plugin�P¬^bFreeBSDÌ�Q��|DÄ8�·(wrapper)¼Æ�LinuxÌÝplugin
�P�9Íwrapper!`ôYîAdobe® Acrobat®|CRealPlayer® plugin��

#ì¼��www/linuxpluginwrapper �linuxpluginwrapperm���×Í��
Ýemulators/linux_base port�Q¡qAportX¼îÝ®°��Ñ@2'�¯Ý/etc/libmap.conf 	'

�ÝP»jn�y/usr/local/share/examples/linuxpluginwrapper/ Ýê�9ì�

ì×M�JÎ�www/linux-flashplugin7 ��?¡��@�p� �3çë�íáabout:plugins �Q

¡¶Enter"µº�îêG��Ýpluginz��

uFlash plugin̂ �¨Ý���9��Î.
�Ý�symlink=��Æ��6
root òr�Æì�¼��

# ln -s /usr/local/lib/npapi/linux-flashplugin/libflash player.so \

/usr/local/lib/browser_plugins/

# ln -s /usr/local/lib/npapi/linux-flashplugin/flashpla yer.xpt \

/usr/local/lib/browser_plugins/

t¡�¥@p� T�µ�:ÕÝ�

¥¥¥: linuxpluginwrapper ©�3i386Ý�ÙÚxìº��
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6.2.5. Opera

OperaÎÍÌn�J���Ð)ýãÝp� �¸!`ôÌnÝ/�Ý
��±öå\
 �IRC�RSS/Atom feedså\ ��h²Opera?ÎÍD�ù�Æ�>�ê"Ýp� �¸3ports�bË
ËÌÍ�5æß6ÝFreeBSDÌÍ�b3LinuxÿaÿPìÝÌÍ�

�àOperaÝFreeBSDÌÍ¼p�ç°Ý��àì«Ý¼�H��

# pkg_add -r opera

b°FTPì¬¬^b�IÝ���¬ÎÆì«Ý¼�µ��Ports Collection�H��

# cd /usr/ports/www/opera

# make install clean

�H�OperaÝLinuxÌÍÝ���Þî«»��Ýopera �ðWlinux-opera �b°`Î�LinuxÝÌÍ
Îè5bàÝ�	Î©bLinuxÌÍ²,�PÝ`Î�¬3Í�]«¼1�FreeBSDõLinuxÝÌÍ��î
Î×øÝ�

6.2.6. Konqueror

Konqueror ÎKDE w«�ÙÝ×I5�¬Î¸ô�|¢ãH�x11/kdebase3 3KDE�(|²¸
à�Konqueror �©ÎÍç°p� ��!`ôÎjnÑ§ õ9ª�p� �

Konqueror ôb&9Ý²,�P�9°²,�P�|�misc/konq-plugins �H��

Konqueror ôYîFlashÝ²,�P�A¢H�Ý1��¢å�http://freebsd.kde.org/howto.php�

6.3.ððð222���888���
	��
�ð2�±Ý¸àï;ðº�0?àÝð2�8�TÎ?îWÝZC�§ �êGb°w«�(

	ÎKDE�BèºÝð28�à)Ý���FreeBSDèºÝXmÝXbð28��w«�(ô�»²�

9;��Ýì�Ý9°8��

888���(((ÌÌÌ XXXmmm���ÙÙÙ£££ÙÙÙ ���Ports HHH���ÝÝÝ`̀̀   xxx���888µµµ������

KOffice K � KDE

AbiWord K y Gtk+ TÎGNOME

The Gimp K � Gtk+

OpenOffice.org 9 �ò JDK 1.4, Mozilla

6.3.1. KOffice

KDEãN3¸Ýw«�(��èºÝ×Í�|3KDE ²¸àÝð28�à)�¸�âÝ°Ëÿ
à�KWord ÎZC�§ �KSpreadÎ�Õ��P�KPresenterÎ� êw�P�¨²Karbon14¯¯�
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|®ß%�;ÝZ��1

3H�t±ÌÝKOffice�G���@�¯bt±ÌÍÝKDE�

u�à��¼H�KOffice��µïì«Ý¼��

# pkg_add -r koffice

A����D3Ý��¯�|¸àports collection.»A�H�KDE3 �ÝKOffice��¸àì�¼�H��

# cd /usr/ports/editors/koffice-kde3

# make install clean

6.3.2. AbiWord

AbiWord Î×Í¹ðÝZC�§8��²Ìõ�ÆK�«yMicrosoft Word�¸Ê)�§Z��*�� 
×�n�����¸ô&ð">��âÝ&9���v&ð�|îW�

AbiWord �|íáTí�&9jn}P��À×°bÝ¿Ý}P�»A�8(Microsoft)2¥Ý.doc }P�

AbiWord ô�à��H��¯�|àì�¼�¼H��

# pkg_add -r abiword

A�0�Õ��Ý��¸ô�|�Ports Collection�_ËH���Ports CollectionT��1¹3t±ÝÏ
V�AbiWord �|DÄì�]P_ËH��

# cd /usr/ports/editors/abiword

# make install clean

6.3.3. The GIMP

EyÅ	Ý_ìCÑ;¼1�GIMP Î&ðÞ[ÝÅ	�§8��¸�|	®��Ý0%8�TÎ{`²
Ý8n�§8��¸Yî
ó¾9Ý²,�PC¼�F(script-fu)+«�GIMP �|\¶&9jn}P�¸
ôYî+à 2õW¶��

ËÛ�GIMP 3êGÎ2.xÌ�A�¯��H�1.xÌÝ���àPorts Collection�Ýgraphics/gimp1 �¨

²A�¯�B¸àêYAdobe Photoshop��v�êYGIMP +«Ý��¯ô�|��H
�graphics/gimpshop �¸Ý¸à+«è5v«Adobe Photoshop�

¯�|¸àì«¼�H����

# pkg_add -r gimp

A�Ý¯ÝFTPì¬^b9Í���¯�|¸àPorts Collection�3Ports CollectionÝgraphics
(http://www.FreeBSD.org/ports/graphics.html)ê�ìô�âÝThe Gimp Manual(GIMP¸àW�)�ì«îP
A¢H�9°�P�

# cd /usr/ports/graphics/gimp

# make install clean

# cd /usr/ports/graphics/gimp-manual-pdf

# make install clean
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ËÛ�¨²3Ports Collection�ôb×°²,�P�|¸à�»A1�|�§ó�8^rawjn}P
Ýgimp-ufraw �

¥¥¥: GIMP¸àW�ôbHTML}PÝ�¯�|3graphics/gimp-manual-html �H��

6.3.4. OpenOffice.org

OpenOffice.org�âÝXb�JÝð28�à)�ZC�§ ��Õ��� 8��b0%8��tÝ¸
Ý¸àï+«&ðv«Í�Ýð28�����Èíáõí�&9#�Ýjn}P�¸ô�âÝ�!+�

Ý¸àï+«�·ClãõCÎ�

OpenOffice.orgÝZC�§ ¸àXML jn}P¼¦�É�PCÄP��Õ��PYîº/(macro)���
v�È¸à²¼Ý£]0+«�OpenOffice.org�Bè5%��¬v�È3Windows, SolarisTM, Linux,
FreeBSDCMac OS X�®¼�Ùî«Æ���á¼?9nyOpenOffice.orgÝ£G�|3OpenOffice.orgç
° (http://www.openoffice.org/)îã��¯ô�|3FreeBSD OpenOffice.orgÉ�$#
(http://porting.openoffice.org/freebsd/)Ýç°îã�nyFreeBSDîOpenOffice©�Ý£GTà#ìµ�_Ë
?Ý��

�H�OpenOffice.org��à|ì]P¼Æ��

# pkg_add -r openoffice.org

¥¥¥: 	¯3¸àFreeBSD -RELEASEÌÍÝ`Î�î«Ý®°T��ÿ;��ÎÍ�ÝÌÍ�¯T�:×
ìFreeBSD OpenOffice.org É�$#Ýçì�¬vàpkg_add(1)H�)ÊÝ���39Íì¬K�|ìµÕ%
�ÝÕ�Ì(release)T�s�ÝÌÍ�

	�BH���¡�¯©�"áì«Ý¼�µ�Æ�OpenOffice.org�

% openoffice.org

ËÛ�Ð:¯ÝÌÍ�b`Îm�íáAopenoffice.org-2.0.1�vÝ¼���Ä¯ô�|àshell�ÝaliasT
Îàsymbolic link¼�§�

¥¥¥: 3Ï×g@�Ý`Î�OpenOfficeº®Õ×°®Þ��v3¯Ý�ê�9ìº���ñ.openoffice.org2

Ý£]ô�

A�P°ãÿOpenOffice.orgÝ���¯)Q�|óC�port_Ë��Ä¯Ä6¯B3T�_ËÝÄ�ºm
���ÝÂÃè v8	�`�

# cd /usr/ports/editors/openoffice.org-2

# make install clean

¥¥¥: A�¯��H�Í2;ÝÌÍ�.G«Ý¼��ðWì«Ý�

# make LOCALIZED_LANG=̄̄̄ ÝÝÝ+++��� install clean
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¯Ä6.¯Ý+�ðWÑ@Ý+�ISO-code 3XYîÝ+��Dz��|3portê��
Ýfiles/Makefile.localized jn�0Õ�

×Ë�WÝî�M»�OpenOffice.org�à|ì¼�@��

% openoffice.org

6.4.ZZZ���ååå���   
�O¼b°Z�}P�ÿ�¼�ø��ÃÍÝ�Ù�ô&�ºb9°}PXmÝýãå� �39×;�

&Æ¼::§�H�9°8��

9ù��Ýì�Ý8�

888���(((ÌÌÌ XXXmmm���ÙÙÙ£££ÙÙÙ ���Ports HHH���`̀̀   xxx���888µµµ������

Acrobat Reader K y LinuxÞ
×8�ÿà

gv K y Xaw3d

Xpdf K y FreeType

GQview K y Gtk+ TÎGNOME

6.4.1. Acrobat Reader®

&9Z�3÷µÝ`ÎKÎàPDFÝjn}P�9Í}PÎÃyE�÷PZ�}P(Portable Document
Format)F�Í�×Í.¦Ýå�8�µÎAcrobat Reader�¸ÎãAdobe2¥s��Linux¸àÝÌÍ�.

FreeBSDô�|Æ�LinuxÞ
�jn�X|¸ô�3FreeBSDî«Æ��

��Ports Collection�H�Acrobat Reader 7©��

# cd /usr/ports/print/acroread7

# make install clean

.
0JÝ§×�X|�èº_Ë?Ý���

6.4.2. gv

gvÎPostScriptõPDFÝå� �¸�xyghostviewÝÃ�î��Ä.
¸àXaw3dÐP0�X|²Ì:
R¼f´�)�gv>�"�+«��¬vb&9���fA1]'P�üù���¹wf»�õDû

(antialias)���v¿{XbÝ¸àK�|�"8Tâ�¼�W�

à��¼H�gv�¸àì�¼��

# pkg_add -r gv

A�¯��ãÿ���¯�|¸àPorts Collection�

# cd /usr/ports/print/gv

# make install clean
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6.4.3. Xpdf

A�¯��×Í�lÝFreeBSD PDFå�8��XpdfÎÍD�ù�vb[£Ýå� �¸©m�&ðKÝ
£Ù�vè5%��¸©¸àýãÝX Cl��m�Motif TÎÍ�ÝX �Ìà(toolkit)�

à��¼H�Xpdf�¸àì�¼��

# pkg_add -r xpdf

A����D3TÎ¯�?¸àPorts Collection�¸à|ì¼��

# cd /usr/ports/graphics/xpdf

# make install clean

×Ë�WÝH��¯�|@�Xpdf ¬v¸àâ��"�¸àó��

6.4.4. GQview

GQviewÎÅ	Ñ§8��¯�|à�"¼å�jn�@�Ü²Ý_ì �¹%ï�����¸ôbPun
êw(slideshow)C×°ÃÍÝjnE®���¯�àGQviewÑ§Å	/¬�Dê20�¥�Ýj
n�GQview�È¸à�ÇKÌ:¬Yî»j;�

A�¯��H�GQviewÝ����¸àì�¼��

# pkg_add -r gqview

A���P°ãÿ�TÎ¯f´�K¸àPorts Collection�©��

# cd /usr/ports/graphics/gqview

# make install clean

6.5.PPP���
A�b�¢§ã¯��3¯ÝFreeBSDw«�(îÑ§¯ÝÍßP��9�b×°��ú��¸à��Ý
Tà�P�ºH��9°P�Ñ§8���b°Î8�yø�ÝQuicken®TExcelZ��

9;��Ýì«9°8��

888���(((ÌÌÌ XXXmmm���ÙÙÙ£££ÙÙÙ ���Ports HHH���ÝÝÝ`̀̀   xxx���ÝÝÝ888µµµ������

GnuCash K � GNOME

Gnumeric K � GNOME

Abacus K y Tcl/Tk

6.5.1. GnuCash

GnuCashÎGNOME $#ÄæW��Ý×I5��GNOME x�ÎèºâÐ¸àï(end-users)Ï6�ú�
Ýw«Tà�P�¸àGnuCash�¯�|¹�S�¯Ý[áC�ð�¯ÝX�òV�TÎ¯ÝôÇJÒ
��¸Ý©PÎ+«àÆ¬��)&ðÝ¼�

141



a6.w«�(Tà�P

GnuCashèºÝ×Í�ÉÝÛ� �òV·ù�Ù�&9">"C���W(auto-completion)ÿP�¸ô�
5��×Ý ��óÍ�ÞÝI	�GnuCashô�ÈíáC)¿Quicken QIFjn�¸ô��§�I5»
jÝ^�C;à0J�}P�

�H�GnuCashÕ¯Ý�Ù��©��ì�M»�

# pkg_add -r gnucash

A���ãÿ���¯�|¸àPorts Collection:

# cd /usr/ports/finance/gnucash

# make install clean

6.5.2. Gnumeric

GnumericÎGNOME w«�(�Ý�Õ��¸Ý©FÎ�ÈqA;D}}P(cell format)C����Ý�
Ù�¼]-��25��6¸àïÝíá�¸ô�Èíá&9#�Ýjn}P�	ÎExcel, Lotus 1-2-3,T
ÎQuattro Pro�GnumericYî¸àmath/guppi 0%8�¼0%�¸b&9/�ÝÐó�v.&×�Ý;

D}}P�	Î:óC�0J�^��` CÍ�}P��

�à��H�Gnumeric�©�Æ|ì¼��

# pkg_add -r gnumeric

A����D3�¯�|�ì«ÝM»¼¸àPorts Collection_ËH��

# cd /usr/ports/math/gnumeric

# make install clean

6.5.3. Abacus

AbacusÎÍ�»ê¸à��Ý�Õ��¸�âÝ&9/�ÝÐó�38nÝr½AÙ�.�P��ó.�
�@à�¸ô�|í�íáExcelÝjn}P�¨²Abacusô�Èí�PostScript}P�

���H�Abacus©���

# pkg_add -r abacus

A�����ãÿÝ��¯�|¸àPorts Collection�¬à|ì¼��

# cd /usr/ports/deskutils/abacus

# make install clean

6.6. `̀̀���
4QFreeBSDÎ.
[�C%�P�3ISP� �ø���Ä¸ô�|��	®w«�((desktop)¼¸à�
¬�?§y¸à3§� î«�êGbóûËTà�PÝ��(packages)
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(http://www.FreeBSD.org/where.html)Tports (http://www.FreeBSD.org/ports/index.html),�º¸à�¯�|q
A¯ÝmOÆC�×Í�YÝw«�(�

ì«Î9a��ÝXbw«Tà8��">/)��

888���(((ÌÌÌ ������(((ÌÌÌ Ports (((ÌÌÌ

Mozilla mozilla www/mozilla

Opera opera www/opera

Firefox firefox www/firefox

KOffice koffice-kde3 editors/koffice-kde3

AbiWord abiword editors/abiword

The GIMP gimp graphics/gimp

OpenOffice.org openoffice editors/openoffice-1.1

Acrobat Reader acroread print/acroread7

gv gv print/gv

Xpdf xpdf graphics/xpdf

GQview gqview graphics/gqview

GnuCash gnucash finance/gnucash

Gnumeric gnumeric math/gnumeric

Abacus abacus deskutils/abacus

¥¥¥

1. ËÛ�Karbon14Î'�0%8��|G§Kontour�?\�GÌ
Killustrator�

2. ËÛ�¯Ä6DÄsane-frontendsTxsane¼+à

3. ËÛ��ÈÑ��Z¸àï
zh-TW�
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���(Multimedia)
Edited by Ross Lippert.

7.1.ÃÃÃ���
FreeBSDÂ½2Yî&Ë¯[��¯
�|²å¼�é\îÝ{FË¯²(Hi-Fi)�h²��ÀÝ�%õê
wMPEG Audio Layer 3 (MP3)�WAV�|COgg Vorbis�&9Ë}PÎ¯Ý�æ�!`FreeBSD Ports
Collectionô�ÀÝ&9ÝTà�P�¯
�|�¯�_Ñ¯[|C�×MIDI gn�

�Î�K�W���!Ý���FreeBSDô�êw×�ÝÚGjõDVD�_D�»ðõêwÚGÝ�Pf
R�§Î¯Ý�P¯K×°�»A�3ã¶9a`�FreeBSD Ports Collection��^bv«audio/sox £ø

?àÝ_D�Ì��Èà¼»ð�!Ý}P��Ä�9Ír½Ý8�@s
"Î8	�>Ý�

ÍaÞ+Û'�¯[�ÝÄ�M»��G+ÛÕÝX11 (µÚ 5a)H�õ'����BýÕÝ�î�ÝI
	�¬��b??Ýêw[��)m�×°ÞI�J�

\�9a�
ÞÝ��

�A¢'��Ù�|Ñ@I½¯[��

�A¢ºàøÍ�P�|?�¯[�ÎÍÑðº®�

�A¢�X¯[�Ý'�®Þ�

�A¢êw��%MP3CÍ�Î¯jn}P�

�X serverÎA¢Yî�î��

�Ports Collections/bø°?àÝÅ	êw��%8��

�A¢êwDVDÝ.mpg C.avi j

�A¢�CDõDVD�[ã(rip)jn�

�A¢'�éÚ�

�A¢'�+à 

3å\9a�G�
T	Ý��

�á¼A¢'��H�±Ýkernel (µÚ 8a)�

ÊÊÊ×××A��àmount(8)¼�¼mount¯��ÃÝ��;ðºsßý0�#�0lkernel panic�9Î.
¯��
ÃÎ©�_D��&×�ÝISOjn�Ù�Æ�
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7.2.'''���¯̄̄[[[���
Contributed by Moses Moore.�úFreeBSD 5.XÝ/��Marc Fonvieille.

7.2.1.'''������ÙÙÙ

��'��G�Ä6�á¼¯Ý¯[�lr�þn
¢�|CÎPCITISA!}�FreeBSDbYî&9Ë
ÝPCI�ISA¯[���lãYîÝ¯[{��Hardware Notes
(http://www.FreeBSD.org/releases/9.1R/hardware.html)�|@-¯Ý¯[�ÎÍYî�ÍZôºèÕ8ET�
�Ý,��P�

�¸à¯[��Ä6�µáÑ@Ý,��P���bËË]PK�|�W9�®�t��]PµÎ

|kldload(8)¼Dêµákernel�Vÿà(module)�	Îì�¼��

# kldload snd_emu10k1

Tï.8n,��P�Õ/boot/loader.conf j�	Î�

snd_emu10k1_load="YES"

î«»�Î�Creative SoundBlaster® Live!̄ [�¸àÝ�Í��àÝ¯[�,��Pÿà��¢
�/boot/defaults/loader.conf P»�u�@�Õ9�àø×Ë,��P�£��|��µ

ásnd_driver ÿà::�

# kldload snd_driver

This is a metadriver loading the most common device drivers at once. This speeds up the search for the correct driver.
It is also possible to load all sound drivers via the/boot/loader.conf facility.

If you wish to find out the driver selected for your soundcard after loading thesnd_driver metadriver, you may
check the/dev/sndstat file with thecat /dev/sndstat command.

¥¥¥: Under FreeBSD 4.X, to load all sound drivers, you have to load the snd module instead of snd_driver .

A second method is to statically compile in support for your sound card in your kernel. The section below provides
the information you need to add support for your hardware in this manner. For more information about recompiling
your kernel, please seeµÚ 8a.

7.2.1.1. Configuring a Custom Kernel with Sound Support

The first thing to do is adding the generic audio driver sound(4) to the kernel, for that you will need to add the
following line to the kernel configuration file:

device sound

Under FreeBSD 4.X, you would use the following line:

device pcm

Then we have to add the support for our sound card. Therefore,we need to know which driver supports the card.
Check the supported audio devices list of the Hardware Notes
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(http://www.FreeBSD.org/releases/9.1R/hardware.html), to determine the correct driver for your sound card. For
example, a Creative SoundBlaster Live! sound card is supported by the snd_emu10k1(4) driver. To add the support
for this card, use the following:

device snd_emu10k1

Be sure to read the manual page of the driver for the syntax to use. Information regarding the syntax of sound drivers
in the kernel configuration can also be found in the/usr/src/sys/conf/NOTES file
(/usr/src/sys/i386/conf/LINT for FreeBSD 4.X).

Non-PnP ISA cards may require you to provide the kernel with information on the sound card settings (IRQ, I/O port,
etc). This is done via the/boot/device.hints file. At system boot, the loader(8) will read this file and passthe
settings to the kernel. For example, an old Creative SoundBlaster 16 ISA non-PnP card will use the snd_sbc(4) driver
in conjunction with snd_sb16(4). For this card the following lines have to be added to the kernel configuration file:

device snd_sbc
device snd_sb16

as well as the following in/boot/device.hints :

hint.sbc.0.at="isa"
hint.sbc.0.port="0x220"
hint.sbc.0.irq="5"
hint.sbc.0.drq="1"
hint.sbc.0.flags="0x15"

In this case, the card uses the0x220 I/O port and the IRQ5.

The syntax used in the/boot/device.hints file is covered in the sound driver manual page. On FreeBSD 4.X,
these settings are directly written in the kernel configuration file. In the case of our ISA card, we would only use this
line:

device sbc0 at isa? port 0x220 irq 5 drq 1 flags 0x15

The settings shown above are the defaults. In some cases, youmay need to change the IRQ or the other settings to
match your card. See the snd_sbc(4) manual page for more information.

¥¥¥: Under FreeBSD 4.X, some systems with built-in motherboard sound devices may require the following option
in the kernel configuration:

options PNPBIOS

7.2.2. Testing the Sound Card

After rebooting with the modified kernel, or after loading the required module, the sound card should appear in your
system message buffer (dmesg(8)) as something like:

pcm0: <Intel ICH3 (82801CA)> port 0xdc80-0xdcbf,0xd800-0 xd8ff irq 5 at device 31.5 on pci0
pcm0: [GIANT-LOCKED]
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pcm0: <Cirrus Logic CS4205 AC97 Codec>

The status of the sound card may be checked via the/dev/sndstat file:

# cat /dev/sndstat

FreeBSD Audio Driver (newpcm)
Installed devices:
pcm0: <Intel ICH3 (82801CA)> at io 0xd800, 0xdc80 irq 5 bufsz 16384
kld snd_ich (1p/2r/0v channels duplex default)

The output from your system may vary. If nopcm devices show up, go back and review what was done earlier. Go
through your kernel configuration file again and make sure thecorrect device is chosen. Common problems are listed
in µÚ 7.2.2.1;.

If all goes well, you should now have a functioning sound card. If your CD-ROM or DVD-ROM drive is properly
coupled to your sound card, you can put a CD in the drive and play it with cdcontrol(1):

% cdcontrol -f /dev/acd0 play 1

Various applications, such asaudio/workman can provide a friendlier interface. You may want to install an
application such asaudio/mpg123 to listen to MP3 audio files. A quick way to test the card is sending data to the
/dev/dsp , like this:

% cat filename > /dev/dsp

wherefilename can be any file. This command line should produce some noise, confirming the sound card is
actually working.

¥¥¥: FreeBSD 4.X users need to create the sound card device nodes before being able to use it. If the card
showed up in message buffer as pcm0, you will have to run the following as root :

# cd /dev

# sh MAKEDEV snd0

If the card detection returned pcm1, follow the same steps as shown above, replacing snd0 with snd1 .

MAKEDEVwill create a group of device nodes that will be used by the different sound related applications.

Sound card mixer levels can be changed via the mixer(8) command. More details can be found in the mixer(8)
manual page.

7.2.2.1. Common Problems

Error Solution

unsupported subdevice XX One or more of the device nodes was not created
correctly. Repeat the steps above.

sb_dspwr(XX) timed out The I/O port is not set correctly.

bad irq XX The IRQ is set incorrectly. Make sure that the set IRQ
and the sound IRQ are the same.
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Error Solution

xxx: gus pcm not attached, out of memory There is not enough available memory to use the device.

xxx: can’t open /dev/dsp! Check withfstat | grep dsp if another application
is holding the device open. Noteworthy troublemakers
areesoundandKDE ’s sound support.

7.2.3. Utilizing Multiple Sound Sources

Contributed by Munish Chopra.

It is often desirable to have multiple sources of sound that are able to play simultaneously, such as whenesoundor
artsd do not support sharing of the sound device with a certain application.

FreeBSD lets you do this throughVirtual Sound Channels, which can be set with the sysctl(8) facility. Virtual
channels allow you to multiplex your sound card’s playback channels by mixing sound in the kernel.

To set the number of virtual channels, there are two sysctl knobs which, if you are theroot user, can be set like this:

# sysctl hw.snd.pcm0.vchans=4

# sysctl hw.snd.maxautovchans=4

The above example allocates four virtual channels, which isa practical number for everyday use.
hw.snd.pcm0.vchans is the number of virtual channelspcm0 has, and is configurable once a device has been
attached.hw.snd.maxautovchans is the number of virtual channels a new audio device is given when it is
attached using kldload(8). Since thepcm module can be loaded independently of the hardware drivers,
hw.snd.maxautovchans can store how many virtual channels any devices which are attached later will be given.

¥¥¥: You cannot change the number of virtual channels for a device while it is in use. First close any programs
using the device, such as music players or sound daemons.

If you are not using devfs(5), you will have to point your applications at/dev/dsp0 .x, wherex is 0 to 3 if
hw.snd.pcm.0.vchans is set to 4 as in the above example. On a system using devfs(5),the above will
automatically be allocated transparently to the user.

7.2.4.'''���ïïï'''(Mixer Channel) ÝÝÝ¯̄̄���������
Contributed by Josef El-Rayes.

¥¥¥: Í��©b3FreeBSD 5.3-RELEASEC�¡ÌÍ�bYî�

The default values for the different mixer channels are hardcoded in the sourcecode of the pcm(4) driver. There are a
lot of different applications and daemons that allow you to set values for the mixer they remember and set each time
they are started, but this is not a clean solution, we want to have default values at the driver level. This is
accomplished by defining the appropriate values in/boot/device.hints . E.g.:
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hint.pcm.0.vol="100"

This will set the volume channel to a default value of 100, when the pcm(4) module is loaded.

7.3. MP3 ¯̄̄���
Contributed by Chern Lee.

MP3 (MPEG Layer 3 Audio) accomplishes near CD-quality sound, leaving no reason to let your FreeBSD
workstation fall short of its offerings.

7.3.1. MP3 Players

By far, the most popular X11 MP3 player isXMMS (X Multimedia System).Winamp skins can be used with
XMMS since the GUI is almost identical to that of Nullsoft’sWinamp. XMMS also has native plug-in support.

XMMS can be installed from themultimedia/xmms port or package.

XMMS’ interface is intuitive, with a playlist, graphic equalizer, and more. Those familiar withWinamp will find
XMMS simple to use.

Theaudio/mpg123 port is an alternative, command-line MP3 player.

mpg123can be run by specifying the sound device and the MP3 file on thecommand line, as shown below:

# mpg123 -a /dev/dsp1.0 Foobar-GreatestHits.mp3

High Performance MPEG 1.0/2.0/2.5 Audio Player for Layer 1, 2 and 3.
Version 0.59r (1999/Jun/15). Written and copyrights by Mic hael Hipp.
Uses code from various people. See ’README’ for more!
THIS SOFTWARE COMES WITH ABSOLUTELY NO WARRANTY! USE AT YOUROWN RISK!

Playing MPEG stream from Foobar-GreatestHits.mp3 ...
MPEG 1.0 layer III, 128 kbit/s, 44100 Hz joint-stereo

/dev/dsp1.0 should be replaced with thedsp device entry on your system.

7.3.2. Ripping CD Audio Tracks

Before encoding a CD or CD track to MP3, the audio data on the CDmust be ripped onto the hard drive. This is done
by copying the raw CDDA (CD Digital Audio) data to WAV files.

Thecdda2wav tool, which is a part of thesysutils/cdrtools suite, is used for ripping audio information from
CDs and the information associated with them.

With the audio CD in the drive, the following command can be issued (asroot ) to rip an entire CD into individual
(per track) WAV files:

# cdda2wav -D 0,1,0 -B
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cdda2wavwill support ATAPI (IDE) CDROM drives. To rip from an IDE drive, specify the device name in place of
the SCSI unit numbers. For example, to rip track 7 from an IDE drive:

# cdda2wav -D /dev/acd0a -t 7

The-D 0,1,0 indicates the SCSI device0,1,0 , which corresponds to the output ofcdrecord -scanbus .

To rip individual tracks, make use of the-t option as shown:

# cdda2wav -D 0,1,0 -t 7

This example rips track seven of the audio CDROM. To rip a range of tracks, for example, track one to seven, specify
a range:

# cdda2wav -D 0,1,0 -t 1+7

The utility dd(1) can also be used to extract audio tracks on ATAPI drives, readµÚ 18.6.5; for more information
on that possibility.

7.3.3. Encoding MP3s

Nowadays, the mp3 encoder of choice islame. Lame can be found ataudio/lame in the ports tree.

Using the ripped WAV files, the following command will convert audio01.wav to audio01.mp3 :

# lame -h -b 128 \

--tt " Foo Song Title" \

--ta " FooBar Artist" \

--tl " FooBar Album" \

--ty " 2001" \

--tc " Ripped and encoded by Foo" \

--tg " Genre" \

audio01.wav audio01.mp3

128 kbits seems to be the standard MP3 bitrate in use. Many enjoy the higher quality 160, or 192. The higher the
bitrate, the more disk space the resulting MP3 will consume--but the quality will be higher. The-h option turns on
theEhigher quality but a little slowerFmode. The options beginning with--t indicate ID3 tags, which usually
contain song information, to be embedded within the MP3 file.Additional encoding options can be found by
consulting the lame man page.

7.3.4. Decoding MP3s

In order to burn an audio CD from MP3s, they must be converted to a non-compressed WAV format. BothXMMS
andmpg123support the output of MP3 to an uncompressed file format.

Writing to Disk inXMMS :

1. LaunchXMMS .

2. Right-click on the window to bring up theXMMS menu.

3. SelectPreference underOptions .
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4. Change the Output Plugin toEDisk Writer PluginF.

5. PressConfigure .

6. Enter (or choose browse) a directory to write the uncompressed files to.

7. Load the MP3 file intoXMMS as usual, with volume at 100% and EQ settings turned off.

8. PressPlay �XMMS will appear as if it is playing the MP3, but no music will be heard. It is actually playing
the MP3 to a file.

9. Be sure to set the default Output Plugin back to what it was before in order to listen to MP3s again.

Writing to stdout inmpg123:

1. Runmpg123 -s audio01.mp3 > audio01.pcm

XMMS writes a file in the WAV format, whilempg123converts the MP3 into raw PCM audio data. Both of these
formats can be used withcdrecord to create audio CDs. You have to use raw PCM with burncd(8). Ifyou use WAV
files, you will notice a small tick sound at the beginning of each track, this sound is the header of the WAV file. You
can simply remove the header of a WAV file with the utilitySoX (it can be installed from theaudio/sox port or
package):

% sox -t wav -r 44100 -s -w -c 2 track.wav track.raw

ReadµÚ 18.6; for more information on using a CD burner in FreeBSD.

7.4.êêêwwwÅÅÅnnn
Contributed by Ross Lippert.

Video playback is a very new and rapidly developing application area. Be patient. Not everything is going to work as
smoothly as it did with sound.

Before you begin, you should know the model of the video card you have and the chip it uses. WhileXorg and
XFree86support a wide variety of video cards, fewer give good playback performance. To obtain a list of extensions
supported by the X server using your card use the command xdpyinfo(1) while X11 is running.

It is a good idea to have a short MPEG file which can be treated asa test file for evaluating various players and
options. Since some DVD players will look for DVD media in/dev/dvd by default, or have this device name
hardcoded in them, you might find it useful to make symbolic links to the proper devices:

# ln -sf /dev/acd0c /dev/dvd

# ln -sf /dev/racd0c /dev/rdvd

On FreeBSD 5.X, which uses devfs(5) there is a slightly different set of recommended links:

# ln -sf /dev/acd0 /dev/dvd

# ln -sf /dev/acd0 /dev/rdvd

Note that due to the nature of devfs(5), manually created links like these will not persist if you reboot your system. In
order to create the symbolic links automatically whenever you boot your system, add the following lines to
/etc/devfs.conf :
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link acd0 dvd
link acd0 rdvd

Additionally, DVD decryption, which requires invoking special DVD-ROM functions, requires write permission on
the DVD devices.

Some of the ports discussed rely on the following kernel options to build correctly. Before attempting to build, add
this option to the kernel configuration file, build a new kernel, and reboot:

options CPU_ENABLE_SSE

¥¥¥: On FreeBSD 4.X options USER_LDT should be added to the kernel configuration file. This option is not
available on FreeBSD 5.X and later version.

To enhance the shared memory X11 interface, it is recommended that the values of some sysctl(8) variables should
be increased:

kern.ipc.shmmax=67108864
kern.ipc.shmall=32768

7.4.1. Determining Video Capabilities

There are several possible ways to display video under X11. What will really work is largely hardware dependent.
Each method described below will have varying quality across different hardware. Secondly, the rendering of video
in X11 is a topic receiving a lot of attention lately, and witheach version ofXorg, or of XFree86, there may be
significant improvement.

A list of common video interfaces:

1. X11: normal X11 output using shared memory.

2. XVideo: an extension to the X11 interface which supports video in any X11 drawable.

3. SDL: the Simple Directmedia Layer.

4. DGA: the Direct Graphics Access.

5. SVGAlib: low level console graphics layer.

7.4.1.1. XVideo

Xorg andXFree86 4.Xhave an extension calledXVideo(aka Xvideo, aka Xv, aka xv) which allows video to be
directly displayed in drawable objects through a special acceleration. This extension provides very good quality
playback even on low-end machines.

To check whether the extension is running, usexvinfo :

% xvinfo

XVideo is supported for your card if the result looks like:

X-Video Extension version 2.2
screen #0
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Adaptor #0: "Savage Streams Engine"
number of ports: 1
port base: 43
operations supported: PutImage
supported visuals:

depth 16, visualID 0x22
depth 16, visualID 0x23

number of attributes: 5
"XV_COLORKEY" (range 0 to 16777215)

client settable attribute
client gettable attribute (current value is 2110)

"XV_BRIGHTNESS" (range -128 to 127)
client settable attribute
client gettable attribute (current value is 0)

"XV_CONTRAST" (range 0 to 255)
client settable attribute
client gettable attribute (current value is 128)

"XV_SATURATION" (range 0 to 255)
client settable attribute
client gettable attribute (current value is 128)

"XV_HUE" (range -180 to 180)
client settable attribute
client gettable attribute (current value is 0)

maximum XvImage size: 1024 x 1024
Number of image formats: 7

id: 0x32595559 (YUY2)
guid: 59555932-0000-0010-8000-00aa00389b71
bits per pixel: 16
number of planes: 1
type: YUV (packed)

id: 0x32315659 (YV12)
guid: 59563132-0000-0010-8000-00aa00389b71
bits per pixel: 12
number of planes: 3
type: YUV (planar)

id: 0x30323449 (I420)
guid: 49343230-0000-0010-8000-00aa00389b71
bits per pixel: 12
number of planes: 3
type: YUV (planar)

id: 0x36315652 (RV16)
guid: 52563135-0000-0000-0000-000000000000
bits per pixel: 16
number of planes: 1
type: RGB (packed)
depth: 0
red, green, blue masks: 0x1f, 0x3e0, 0x7c00

id: 0x35315652 (RV15)
guid: 52563136-0000-0000-0000-000000000000
bits per pixel: 16
number of planes: 1
type: RGB (packed)
depth: 0
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red, green, blue masks: 0x1f, 0x7e0, 0xf800
id: 0x31313259 (Y211)

guid: 59323131-0000-0010-8000-00aa00389b71
bits per pixel: 6
number of planes: 3
type: YUV (packed)

id: 0x0
guid: 00000000-0000-0000-0000-000000000000
bits per pixel: 0
number of planes: 0
type: RGB (packed)
depth: 1
red, green, blue masks: 0x0, 0x0, 0x0

Also note that the formats listed (YUV2, YUV12, etc) are not present with every implementation of XVideo and
their absence may hinder some players.

If the result looks like:

X-Video Extension version 2.2
screen #0
no adaptors present

Then XVideo is probably not supported for your card.

If XVideo is not supported for your card, this only means thatit will be more difficult for your display to meet the
computational demands of rendering video. Depending on your video card and processor, though, you might still be
able to have a satisfying experience. You should probably read about ways of improving performance in the
advanced readingµÚ 7.4.3;.

7.4.1.2. Simple Directmedia Layer

The Simple Directmedia Layer, SDL, was intended to be a porting layer between Microsoft Windows, BeOS, and
UNIX, allowing cross-platform applications to be developed which made efficient use of sound and graphics. The
SDL layer provides a low-level abstraction to the hardware which can sometimes be more efficient than the X11
interface.

The SDL can be found atdevel/sdl12 .

7.4.1.3. Direct Graphics Access

Direct Graphics Access is an X11 extension which allows a program to bypass the X server and directly alter the
framebuffer. Because it relies on a low level memory mappingto effect this sharing, programs using it must be run as
root .

The DGA extension can be tested and benchmarked by dga(1). Whendga is running, it changes the colors of the
display whenever a key is pressed. To quit, useq.
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7.4.2. Ports and Packages Dealing with Video

This section discusses the software available from the FreeBSD Ports Collection which can be used for video
playback. Video playback is a very active area of software development, and the capabilities of various applications
are bound to diverge somewhat from the descriptions given here.

Firstly, it is important to know that many of the video applications which run on FreeBSD were developed as Linux
applications. Many of these applications are still beta-quality. Some of the problems that you may encounter with
video packages on FreeBSD include:

1. An application cannot playback a file which another application produced.

2. An application cannot playback a file which the application itself produced.

3. The same application on two different machines, rebuilt on each machine for that machine, plays back the same
file differently.

4. A seemingly trivial filter like rescaling of the image sizeresults in very bad artifacts from a buggy rescaling
routine.

5. An application frequently dumps core.

6. Documentation is not installed with the port and can be found either on the web or under the port’swork

directory.

Many of these applications may also exhibitELinux-ismsF. That is, there may be issues resulting from the way
some standard libraries are implemented in the Linux distributions, or some features of the Linux kernel which have
been assumed by the authors of the applications. These issues are not always noticed and worked around by the port
maintainers, which can lead to problems like these:

1. The use of/proc/cpuinfo to detect processor characteristics.

2. A misuse of threads which causes a program to hang upon completion instead of truly terminating.

3. Software not yet in the FreeBSD Ports Collection which is commonly used in conjunction with the application.

So far, these application developers have been cooperativewith port maintainers to minimize the work-arounds
needed for port-ing.

7.4.2.1. MPlayer

MPlayer is a recently developed and rapidly developing video player. The goals of theMPlayer team are speed and
flexibility on Linux and other Unices. The project was started when the team founder got fed up with bad playback
performance on then available players. Some would say that the graphical interface has been sacrificed for a
streamlined design. However, once you get used to the command line options and the key-stroke controls, it works
very well.

7.4.2.1.1. Building MPlayer

MPlayer resides inmultimedia/mplayer . MPlayer performs a variety of hardware checks during the build
process, resulting in a binary which will not be portable from one system to another. Therefore, it is important to
build it from ports and not to use a binary package. Additionally, a number of options can be specified in themake

command line, as described in theMakefile and at the start of the build:

# cd /usr/ports/multimedia/mplayer
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# make

N - O - T - E

Take a careful look into the Makefile in order
to learn how to tune mplayer towards you personal preference s!
For example,
make WITH_GTK1
builds MPlayer with GTK1-GUI support.
If you want to use the GUI, you can either install
/usr/ports/multimedia/mplayer-skins
or download official skin collections from
http://www.mplayerhq.hu/homepage/dload.html

The default port options should be sufficient for most users.However, if you need the XviD codec, you have to
specify theWITH_XVID option in the command line. The default DVD device can also bedefined with the
WITH_DVD_DEVICEoption, by default/dev/acd0 will be used.

As of this writing, theMPlayer port will build its HTML documentation and two executables,mplayer , and
mencoder , which is a tool for re-encoding video.

The HTML documentation forMPlayer is very informative. If the reader finds the information on video hardware
and interfaces in this chapter lacking, theMPlayer documentation is a very thorough supplement. You should
definitely take the time to read theMPlayer documentation if you are looking for information about video support in
UNIX.

7.4.2.1.2. Using MPlayer

Any user ofMPlayer must set up a.mplayer subdirectory of her home directory. To create this necessary
subdirectory, you can type the following:

% cd /usr/ports/multimedia/mplayer

% make install-user

The command options formplayer are listed in the manual page. For even more detail there is HTML
documentation. In this section, we will describe only a few common uses.

To play a file, such astestfile.avi, through one of the various video interfaces set the-vo option:

% mplayer -vo xv testfile.avi

% mplayer -vo sdl testfile.avi

% mplayer -vo x11 testfile.avi

# mplayer -vo dga testfile.avi

# mplayer -vo ’sdl:dga’ testfile.avi

It is worth trying all of these options, as their relative performance depends on many factors and will vary
significantly with hardware.

To play from a DVD, replace thetestfile.avi with dvd:// N -dvd-device DEVICE whereN is the title
number to play andDEVICE is the device node for the DVD-ROM. For example, to play title3 from /dev/dvd :
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# mplayer -vo xv dvd://3 -dvd-device /dev/dvd

¥¥¥: The default DVD device can be defined during the build of the MPlayer port via the WITH_DVD_DEVICEoption.
By default, this device is /dev/acd0 . More details can be found in the port Makefile .

To stop, pause, advance and so on, consult the keybindings, which are output by runningmplayer -h or read the
manual page.

Additional important options for playback are:-fs -zoom which engages the fullscreen mode and-framedrop

which helps performance.

In order for the mplayer command line to not become too large,the user can create a file.mplayer/config and set
default options there:

vo=xv
fs=yes
zoom=yes

Finally, mplayer can be used to rip a DVD title into a.vob file. To dump out the second title from a DVD, type this:

# mplayer -dumpstream -dumpfile out.vob dvd://2 -dvd-devic e /dev/dvd

The output file,out.vob , will be MPEG and can be manipulated by the other packages described in this section.

7.4.2.1.3. mencoder

Before usingmencoder it is a good idea to familiarize yourself with the options from the HTML documentation.
There is a manual page, but it is not very useful without the HTML documentation. There are innumerable ways to
improve quality, lower bitrate, and change formats, and some of these tricks may make the difference between good
or bad performance. Here are a couple of examples to get you going. First a simple copy:

% mencoder input.avi -oac copy -ovc copy -o output.avi

Improper combinations of command line options can yield output files that are unplayable even bymplayer . Thus,
if you just want to rip to a file, stick to the-dumpfile in mplayer .

To convertinput.avi to the MPEG4 codec with MPEG3 audio encoding (audio/lame is required):

% mencoder input.avi -oac mp3lame -lameopts br=192 \

-ovc lavc -lavcopts vcodec=mpeg4:vhq -o output.avi

This has produced output playable bymplayer andxine .

input.avi can be replaced withdvd://1 -dvd-device /dev/dvd and run asroot to re-encode a DVD title
directly. Since you are likely to be dissatisfied with your results the first time around, it is recommended you dump
the title to a file and work on the file.
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7.4.2.2. The xine Video Player

Thexine video player is a project of wide scope aiming not only at being an all in one video solution, but also in
producing a reusable base library and a modular executable which can be extended with plugins. It comes both as a
package and as a port,multimedia/xine .

Thexine player is still very rough around the edges, but it is clearlyoff to a good start. In practice,xine requires
either a fast CPU with a fast video card, or support for the XVideo extension. The GUI is usable, but a bit clumsy.

As of this writing, there is no input module shipped withxine which will play CSS encoded DVD’s. There are third
party builds which do have modules for this built in them, butnone of these are in the FreeBSD Ports Collection.

Compared toMPlayer, xine does more for the user, but at the same time, takes some of the more fine-grained
control away from the user. Thexine video player performs best on XVideo interfaces.

By default,xine player will start up in a graphical user interface. The menuscan then be used to open a specific file:

% xine

Alternatively, it may be invoked to play a file immediately without the GUI with the command:

% xine -g -p mymovie.avi

7.4.2.3. The transcode Utilities

The softwaretranscodeis not a player, but a suite of tools for re-encoding video andaudio files. Withtranscode,
one has the ability to merge video files, repair broken files, using command line tools withstdin/stdout stream
interfaces.

A great number of options can be specified during the build from themultimedia/transcode port, we
recommend the following command line to buildtranscode:

# make WITH_OPTIMIZED_CFLAGS=yes WITH_LIBA52=yes WITH_LAME=yes WITH_OGG=yes \

WITH_MJPEG=yes -DWITH_XVID=yes

The proposed settings should be sufficient for most users.

To illustratetranscode capacities, one example to show how to convert a DivX file intoa PAL MPEG-1 file (PAL
VCD):

% transcode -i input.avi -V --export_prof vcd-pal -o output_ vcd

% mplex -f 1 -o output_vcd.mpg output_vcd.m1v output_vcd.mp a

The resulting MPEG file,output_vcd.mpg , is ready to be played withMPlayer. You could even burn the file on a
CD-R media to create a Video CD, in this case you will need to install and use bothmultimedia/vcdimager and
sysutils/cdrdao programs.

There is a manual page fortranscode , but you should also consult the transcode wiki
(http://www.transcoding.org/cgi-bin/transcode) for further information and examples.
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7.4.3. Further Reading

The various video software packages for FreeBSD are developing rapidly. It is quite possible that in the near future
many of the problems discussed here will have been resolved.In the mean time, those who want to get the very most
out of FreeBSD’s A/V capabilities will have to cobble together knowledge from several FAQs and tutorials and use a
few different applications. This section exists to give thereader pointers to such additional information.

The MPlayer documentation (http://www.mplayerhq.hu/DOCS/) is very technically informative. These documents
should probably be consulted by anyone wishing to obtain a high level of expertise with UNIX video. TheMPlayer
mailing list is hostile to anyone who has not bothered to readthe documentation, so if you plan on making bug
reports to them, RTFM.

The xine HOWTO (http://dvd.sourceforge.net/xine-howto/en_GB/html/howto.html) contains a chapter on
performance improvement which is general to all players.

Finally, there are some other promising applications whichthe reader may try:

�Avifile (http://avifile.sourceforge.net/) which is also a port multimedia/avifile .

�Ogle (http://www.dtek.chalmers.se/groups/dvd/) which is also a portmultimedia/ogle .

�Xtheater (http://xtheater.sourceforge.net/)

�multimedia/dvdauthor , an open source package for authoring DVD content.

7.5.'''���éééÚÚÚ���(TV Cards)
Original contribution by Josef El-Rayes. Enhanced and adapted by Marc Fonvieille.

7.5.1.+++ÛÛÛ

éÚ�(TV card)�|¯
àé\¼:Pa�baéÚ;ê�&9�KÎDÄRCATS-videoíáÐ�¼#[
ÚG��vb°���#[FMÂêÝ���

FreeBSD�DÄbktr(4),��P�¼YîPCI+«ÝéÚ��©�9°�¸àÝÎBrooktree
Bt848/849/878/879TConexant CN-878/Fusion 878aÚG[ãþn�h²���@-ø°�îX!Ýó¬��
ÎÍbYî��|¢�bktr(4)1��|ã:XYîÝ{�z��

7.5.2.'''���888nnn,,,������PPP

�àéÚ�Ý��µ�µábktr(4),��P�9Í�|DÄ3/boot/loader.conf j�îì«9×�µ�

|Ý�

bktr_load="YES"

h²�ô�|.�kernel moduleà#�kernel_Ë3×R�®°µÎ3¯Ýkernel'�j/��îì«9¿
��

device bktr
device iicbus
device iicbb
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device smbus

�X|��î9°Ü²Ý,��P�Î.
�Ý&àWI5KÎDÄI2CVø4�8!=#Ý�#ì¼��
¥±_Ë�H�±Ýkernel�

H�?±Ýkernel�¡��¥�^�ºß[��^`�T�º:Õv«ì«ÝÑ@�?ÕTV cardG>�

bktr0: <BrookTree 848A> mem 0xd7000000-0xd7000fff irq 10 a t device 10.0 on pci0
iicbb0: <I2C bit-banging driver> on bti2c0
iicbus0: <Philips I2C bus> on iicbb0 master-only
iicbus1: <Philips I2C bus> on iicbb0 master-only
smbus0: <System Management Bus> on bti2c0
bktr0: Pinnacle/Miro TV, Philips SECAM tuner.

	Q�9°G>��.
Ý{��!�bX�!�However you should check if the tuner is correctly detected;it
is still possible to override some of the detected parameters with sysctl(8) MIBs and kernel configuration file options.
For example, if you want to force the tuner to a Philips SECAM tuner, you should add the following line to your
kernel configuration file:

options OVERRIDE_TUNER=6

or you can directly use sysctl(8):

# sysctl hw.bt848.tuner=6

See the bktr(4) manual page and the/usr/src/sys/conf/NOTES file for more details on the available options. (If
you are under FreeBSD 4.X,/usr/src/sys/conf/NOTES is replaced with/usr/src/sys/i386/conf/LINT .)

7.5.3.???àààÝÝÝ���PPP

�àéÚ���|Úm�H�ì�Tà�P�×


�multimedia/fxtv provides TV-in-a-window and image/audio/video capture capabilities.

�multimedia/xawtv is also a TV application, with the same features asfxtv .

�misc/alevt decodes and displays Videotext/Teletext.

� audio/xmradio , an application to use the FM radio tuner coming with some TV cards.

� audio/wmtune , a handy desktop application for radio tuners.

More applications are available in the FreeBSD Ports Collection.

7.5.4. Troubleshooting

If you encounter any problem with your TV card, you should check at first if the video capture chip and the tuner are
really supported by the bktr(4) driver and if you used the right configuration options. For more support and various
questions about your TV card you may want to contact and use the archives of the freebsd-multimedia
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-multimedia) mailing list.
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7.6.+++ààà   
Written by Marc Fonvieille.

7.6.1.+++ÛÛÛ

FreeBSDµ	�¢¨�®¼�Ù×ø�K�|¸à+à �3FreeBSDÎDÄPorts Collection/
ÝSANE(Scanner Access Now Easy)XèºÝAPI¼E®+à �SANEôº¸à×°FreeBSDÝ,��P
¼�×+à {��

FreeBSD!`YîSCSIõUSBËË+«Ý+à �3��¢'��G��@1SANEbYî
Ý+à
 �SANEbùYî{� (http://sane-project.org/sane-supported-devices.html)Ýz��9�b+Û+à ÝY
î�µõÏVG>�3uscanner(4)/ôbèº×	USB+à ÝYî���

7.6.2. Kernel ÝÝÝ'''���

A!î�XèÝSCSIõUSB&«KbYî�9�ãXy
Ý+à &«��m��!Ý'n,��P�

7.6.2.1. USB +++«««

TheGENERICkernel by default includes the device drivers needed to support USB scanners. Should you decide to
use a custom kernel, be sure that the following lines are present in your kernel configuration file:

device usb
device uhci
device ohci
device uscanner

Depending upon the USB chipset on your motherboard, you willonly need eitherdevice uhci or device ohci ,
however having both in the kernel configuration file is harmless.

If you do not want to rebuild your kernel and your kernel is nottheGENERICone, you can directly load the
uscanner(4) device driver module with the kldload(8) command:

# kldload uscanner

To load this module at each system startup, add the followingline to /boot/loader.conf :

uscanner_load="YES"

After rebooting with the correct kernel, or after loading the required module, plug in your USB scanner. The scanner
should appear in your system message buffer (dmesg(8)) as something like:

uscanner0: EPSON EPSON Scanner, rev 1.10/3.02, addr 2

This shows that our scanner is using the/dev/uscanner0 device node.

¥¥¥: On FreeBSD 4.X, the USB daemon (usbd(8)) must be running to be able to see some USB devices. To
enable this, add usbd_enable="YES" to your /etc/rc.conf file and reboot the machine.
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7.6.2.2. SCSI+++«««

If your scanner comes with a SCSI interface, it is important to know which SCSI controller board you will use.
According to the SCSI chipset used, you will have to tune yourkernel configuration file. TheGENERICkernel
supports the most common SCSI controllers. Be sure to read the NOTESfile (LINT under FreeBSD 4.X) and add the
correct line to your kernel configuration file. In addition tothe SCSI adapter driver, you need to have the following
lines in your kernel configuration file:

device scbus
device pass

Once your kernel has been properly compiled, you should be able to see the devices in your system message buffer,
when booting:

pass2 at aic0 bus 0 target 2 lun 0
pass2: <AGFA SNAPSCAN 600 1.10> Fixed Scanner SCSI-2 device
pass2: 3.300MB/s transfers

If your scanner was not powered-on at system boot, it is stillpossible to manually force the detection by performing
a SCSI bus scan with the camcontrol(8) command:

# camcontrol rescan all

Re-scan of bus 0 was successful
Re-scan of bus 1 was successful
Re-scan of bus 2 was successful
Re-scan of bus 3 was successful

Then the scanner will appear in the SCSI devices list:

# camcontrol devlist

<IBM DDRS-34560 S97B> at scbus0 target 5 lun 0 (pass0,da0)
<IBM DDRS-34560 S97B> at scbus0 target 6 lun 0 (pass1,da1)
<AGFA SNAPSCAN 600 1.10> at scbus1 target 2 lun 0 (pass3)
<PHILIPS CDD3610 CD-R/RW 1.00> at scbus2 target 0 lun 0 (pass 2,cd0)

More details about SCSI devices, are available in the scsi(4) and camcontrol(8) manual pages.

7.6.3.'''���SANE

TheSANE system has been splitted in two parts: the backends (graphics/sane-backends ) and the frontends
(graphics/sane-frontends ). The backends part provides access to the scanner itself. TheSANE’s supported
devices (http://sane-project.org/sane-supported-devices.html) list specifies which backend will support your image
scanner. It is mandatory to determine the correct backend for your scanner if you want to be able to use your device.
The frontends part provides the graphical scanning interface (xscanimage).

The first thing to do is install thegraphics/sane-backends port or package. Then, use thesane-find-scanner

command to check the scanner detection by theSANE system:

# sane-find-scanner -q

found SCSI scanner "AGFA SNAPSCAN 600 1.10" at /dev/pass3
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The output will show the interface type of the scanner and thedevice node used to attach the scanner to the system.
The vendor and the product model may not appear, it is not important.

¥¥¥: Some USB scanners require you to load a firmware, this is explained in the backend manual page. You
should also read sane-find-scanner(1) and sane(7) manual pages.

Now we have to check if the scanner will be identified by a scanning frontend. By default, theSANE backends
comes with a command line tool called scanimage(1). This command allows you to list the devices and to perform an
image acquisition from the command line. The-L option is used to list the scanner device:

# scanimage -L

device ‘snapscan:/dev/pass3’ is a AGFA SNAPSCAN 600 flatbe d scanner

No output or a message saying that no scanners were identifiedindicates that scanimage(1) is unable to identify the
scanner. If this happens, you will need to edit the backend configuration file and define the scanner device used. The
/usr/local/etc/sane.d/ directory contains all backends configuration files. This identification problem does
appear with certain USB scanners.

For example, with the USB scanner used in theµÚ 7.6.2.1;, sane-find-scanner gives us the following
information:

# sane-find-scanner -q

found USB scanner (UNKNOWN vendor and product) at device /de v/uscanner0

The scanner is correctly detected, it uses the USB interfaceand is attached to the/dev/uscanner0 device node. We
can now check if the scanner is correctly identified:

# scanimage -L

No scanners were identified. If you were expecting somethin g different,
check that the scanner is plugged in, turned on and detected b y the
sane-find-scanner tool (if appropriate). Please read the d ocumentation
which came with this software (README, FAQ, manpages).

Since the scanner is not identified, we will need to edit the/usr/local/etc/sane.d/epson.conf file. The
scanner model used was the EPSON Perfection® 1650, so we knowthe scanner will use theepson backend. Be sure
to read the help comments in the backends configuration files.Line changes are quite simple: comment out all lines
that have the wrong interface for your scanner (in our case, we will comment out all lines starting with the word
scsi as our scanner uses the USB interface), then add at the end of the file a line specifying the interface and the
device node used. In this case, we add the following line:

usb /dev/uscanner0

Please be sure to read the comments provided in the backend configuration file as well as the backend manual page
for more details and correct syntax to use. We can now verify if the scanner is identified:

# scanimage -L

device ‘epson:/dev/uscanner0’ is a Epson GT-8200 flatbed s canner
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Our USB scanner has been identified. It is not important if thebrand and the model do not match. The key item to be
concerned with is the‘epson:/dev/uscanner0’ field, which give us the right backend name and the right device
node.

Once thescanimage -L command is able to see the scanner, the configuration is complete. The device is now
ready to scan.

While scanimage(1) does allow us to perform an image acquisition from the command line, it is preferable to use a
graphical user interface to perform image scanning.SANE offers a simple but efficient graphical interface:
xscanimage(graphics/sane-frontends ).

Xsane(graphics/xsane ) is another popular graphical scanning frontend. This frontend offers advanced features
such as various scanning mode (photocopy, fax, etc.), colorcorrection, batch scans, etc. Both of these applications
are useable as aGIMP plugin.

7.6.4. Allowing Scanner Access to Other Users

All previous operations have been done withroot privileges. You may however, need other users to have accessto
the scanner. The user will need read and write permissions tothe device node used by the scanner. As an example,
our USB scanner uses the device node/dev/uscanner0 which is owned by theoperator group. Adding the user
joe to theoperator group will allow him to use the scanner:

# pw groupmod operator -m joe

For more details read the pw(8) manual page. You also have to set the correct write permissions (0660 or 0664) on
the/dev/uscanner0 device node, by default theoperator group can only read the device node. This is done by
adding the following lines to the/etc/devfs.rules file:

[system=5]
add path uscanner0 mode 660

Then add the following to/etc/rc.conf and reboot the machine:

devfs_system_ruleset="system"

More information regarding these lines can be found in the devfs(8) manual page. Under FreeBSD 4.X, the
operator group has, by default, read and write permissions to/dev/uscanner0 .

¥¥¥: Of course, for security reasons, you should think twice before adding a user to any group, especially the
operator group.
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8.3."""???���ÙÙÙ{{{���
Written by Tom Rhodes.

3
�kernel'�Ý"õ�_G��.�^ &4{�£G®F�ãºÎ���Ü�uFreeBSD¬&x�Ý
®¼�Ù�£�ô�|DêDÄêGX¸àÝ®¼�Ù�¼ã:8n{�£G��Ü»¼1�Microsoft
Ý���HHHÑÑÑ§§§õõõ(Device Manager)/;ðºbêGb�Ý{�£G�����HHHÑÑÑ§§§õõõÎ3�×¬�

¥¥¥: Microsoft WindowsØ°ÌÍJÎ�DÄ���ÙÙÙ(System) �
á���HHHÑÑÑ§§§õõõ�

u�^ $ÎH��¢®¼�Ù�£�µ�Ï�0�8n{�£G�Í�×Ë]PÎDÄdmesg(8)|
Cman(1)�FreeBSDî�9{�Kºb8nÝman1�bYîÝ!}lr�¬v�^Ý�?Ä���ôº
��b0ÕÝ{��ÜÍ»��ì«9¿�Î1b�?Õâ��¬vÎ|psm,��P�

psm0: <PS/2 Mouse> irq 12 on atkbdc0
psm0: [GIANT-LOCKED]
psm0: [ITHREAD]
psm0: model Generic PS/2 mouse, device ID 0

,��PÄ6�3��Ýkernel'�j/�á�TïÎàloader.conf(5)�

dmesgb`©�î�ÙG>�^b�^�?ÝI	�ÂÕ9Ë�µ�ãå/var/run/dmesg.boot j�

¨²ô�|DÄpciconf(8)¼��?�ÞÝ8n£G�Ü»1��

ath0@pci0:3:0:0: class=0x020000 card=0x058a1014 chip=0 x1014168c rev=0x01 hdr=0x00
vendor = ’Atheros Communications Inc.’
device = ’AR5212 Atheros AR5212 802.11abg wireless’
class = network
subclass = ethernet

î«�îÎDÄpciconf -lv X:ÕÝath Paç�,��P��|àman ath¼ã:ath(4)Ý8n1��

3¸àman(1)̀ ��î-k ¢óô�|èºf´ÞãÝ£G�|î�»�����|;
Æ�

# man -k Atheros

µº��bâî�n"CÝ8nman1��

ath(4) - Atheros IEEE 802.11 wireless network driver
ath_hal(4) - Atheros Hardware Access Layer (HAL)

á
áB��¡�8n{��(���¯#ì¼Ý��kernelÆCÄ�?
5¿�

8.4.¥¥¥±±±���ggg���___ËËËkernel
´�Ekernel8nê�®">+Û�9�XèÕÝXbê�K3/usr/src/sys /�ô�|à/sys 9

Ísymbolic link¼=Õ9�9�Ý&9�ê�5½YwkernelÝ&àWI5�¬EÆCkernelÅ(t¥�Ý
ê�Îarch/conf �9�Î�|jEmO¼Ñ;��kernel8n'��h²��b3_ËkernelÄ��ºõ
`YwÝcompile ê��âýÕÝarch�|Î��Úx�

×�i386 �alpha �amd64�ia64 �powerpc �sparc64 �pc98 (3^Í´ø�Ý¨×ËPC{�Úx)�3&
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©�{�Úxê�Ý���©¤g8ETÝ{�Úx����ÍõÝæ�DJÎ�{�ÚxPn��|3

XbFreeBSD��Ý¿¬î�à�J�ê�ÚxKÎb�ì�Ç�	Î&4bYîÝ{�'n�jn�
Ù�|C8nó4;ðKºY3¸Æ�
Ý�ê�/�

ÍaXàÕÝ»��KÎ¯¸ài386ÚxÝ^ ��µ@j�µ�E8nê�®�JÇ��

¥¥¥: u
�Ùî^� /usr/src/sys ê��ôµÎ1^�kernel source codeÝ��£�t��H�]PµÎ
|root J§¼Æ�sysinstall �#½�óConfigure�Q¡óDistributions#½
src�óbaset¡ósys�u�
�Kàsysinstall �vW\bEÑPÝF FreeBSD�Ã�|àÝ��£�ô�|à|ì¼�¼H��

# mount /cdrom

# mkdir -p /usr/src/sys

# ln -s /usr/src/sys /sys

# cat /cdrom/src/ssys.[a-d] * | tar -xzvf -

# cat /cdrom/src/sbase.[a-d] * | tar -xzvf -

#ì¼�6ðÕarch/conf ê���%GENERIC'�j
¯�ÌñÝ±kernel(Ì�»A�

# cd /usr/src/sys/ i386/conf

# cp GENERIC MYKERNEL

;ð�ú(]PKÎ�¶�A�¯�.î�&9�!{�ÚxÝFreeBSD̂  Ý��£�ï�^ (

Ì(hostname)¼ú(ºÎf´���î«»���X|ú(
MYKERNELµÎ.
9`Æ�

èèèîîî: �È��.;ÄÝkernel'�jà#w3/usr/src �.
u_ËÂÕÍ�®Þ`�à#B*/usr/src �¥

Y���ºÎf´��ÝóC�×�×ËËÝBÝ�¡�¯��¿J�¡�ºø@Õ�¯!`ôB*�
;

Ýkernel'�j�h²�ô��à#Ñ;GENERIC�.
ìg¯?±source tree`�¸º�±Ì«���8nÑ;
ôÞ���?�

¯ô��Ê.kernel'�j;wÕÍ�2]�Q¡�Õi386ê�/�Í¼'¸Ýsymbolic link�

Ü»�

# cd /usr/src/sys/ i386/conf

# mkdir /root/kernels

# cp GENERIC /root/kernels/ MYKERNEL

# ln -s /root/kernels/ MYKERNEL

¨3�µ��à�
�KÝ_ì ¼Ñ;MYKERNEL�u�â�?FreeBSD���°×�àÝ_ì ���
ÎviÝ�ãy¸Ýà°�9Ë�"yS»Þ��Þ+Û�¯�3¢�hê/0Õ8nh°��
Ä�FreeBSDôèº¨×Í??àÝ_ì �¸§�ee�E±W���9��ÎË?ÝóC�¯�|��
Ñ;jn/Ý8nÛ�|1�8n'�
¢�TïÍ��;ÝGENERIC'�/��

u¯b3SunOSTïÍ�ËBSD®¼�Ùì
�_ËkernelÝB��£�T��B�!�ÍSX+ÛÝ�
I5M»�ð­�1�u
�GàÝÎDOS9v®¼�Ù�£�GENERIC'�jÝ/�µ��f´pU

°�^n;�&ÆÞ3ì«Ýkernel'�ºÇ��
2+Û�

¥¥¥: ub�FreeBSD���?±¯Ýsource treeÝ��J6B3
��¢>ù�G��Ä�D
:/usr/src/UPDATING �9jº+Û3?±Ä��Ý¥�ÈÞT�¥�Ý¯4�ãy/usr/src/UPDATING ÎET

y¯^ îêGÝFreeBSD source codeÌÍ�.hºèºfÍW�?±Ý/��
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¨3��¼_ËkernelÏ�

___ËËËKernel

1. �6ð�/usr/src ê��

# cd /usr/src

2. _Ëkernel�

# make buildkernel KERNCONF= MYKERNEL

3. H�±kernel�

# make installkernel KERNCONF= MYKERNEL

¥¥¥: �b�JÝFreeBSD source tree��_Ëkernel�

èèèîîî: ï'�µì�3_Ë��kernel`��IÝ kernel modulesôº×R¥_�u�">>ùkernel�TÎ©�
¥_XmÝkernel module�£�3_ËkernelG��;×ì/etc/make.conf �fA�

MODULES_OVERRIDE = linux acpi sound/sound sound/driver/d s1 ntfs

î«�'�Â
X�T¥_Ýkernel module���

WITHOUT_MODULES = linux acpi sound/sound sound/driver/ds 1 ntfs

�î«9'�ÂJ
��_áÝkernel module���u�?¡�Í�kernel_ËÝ8n�ó��¢
åmake.conf(5)1��

±Ýkernelº�%Õ/boot/kernel ê�/Ý/boot/kernel/kernel ���ÝJÉ

�/boot/kernel.old/kernel �¨3÷��n^�Q¡µº|±kernel¥�^ub®ÞÝ��Ía¡«º
+Û×°¶pÓ½¼ÜÃ¯�u±kernelP°�^Ý���¢å9�|¬Æ�Ùº®�

¥¥¥: �y�^Ä�ÝÍ�8njn�'��fAloader(8)CÍ'��Jw3/boot �Third partyT��Ýkernel
modulesJºw3/boot/kernel ��Ä�T¥��1¹kernel module�kernelÎÍb!M�9F�¥��ÍJ
º0l�%T�®Þ�

8.5. kernel '''���jjj���111
Updated for FreeBSD 6.X by Joel Dahl.

kernel'�jÝ/�}P8	���N×�K�À×Ín"C�|C×ÍT9Í¢ó�¯@î��9��9
©b×Í¢ó��¢|#��ÝB�KÞ�Ú
Û���E¯�#ì¼Þ|3GENERICX�¨Ý5�××+

Û��u�:��¿¬ÚxbnÝ&ó4�'n����¢å�GENERICj!ê�ÝNOTESj���¿¬

Úx-²´PnÝ;àI	�J�¢å/usr/src/sys/conf/NOTES �
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¥¥¥: u
Ý?���m�×	âbXb�à'�Ý'�j�£��|root �	ì�

# cd /usr/src/sys/ i386/conf && make LINT

ì«
GENERIC'�jÝP»�Í��À1�àÝÛÕ�9»�T��
^ î

Ý/usr/src/sys/ i386/conf/GENERIC 8	#��

machine i386

h�Î¼^ Úx�Ä6
alpha �amd64�i386 �ia64 �pc98�powerpc �sparc64 Í��×�

cpu I486_CPU
cpu I586_CPU
cpu I686_CPU

î«'�Î¼��àø×ËCPUlr�ô�|!`�î9àCPUlr(fA10×�@�ÎÍ�
àI586_CPU TI686_CPU )�Q���kernelÝ���È�@-�
ÝCPUlr�Q¡©àtÊ)Ý£àµ
?Ý�u�@�CPUÕ9Îàø×Ë��|ãå/var/run/dmesg.boot Ý�^G>|@��

ident GENERIC

9Î'��kernel(Ì
¢��|��ú(��	Îã(
MYKERNEL�uÎbï�G1�¼®�Ãºã9

ø(C�ident ¡«ÝC�º3�^`�î�.hu�ï-±kernel�ðàkernelÝ��µ'��!à(Ì
Ç�(fA3��@�àÝkernel)�

#To statically compile in device wiring instead of /boot/de vice.hints
#hints "GENERIC.hints" # Default places to look for devices .

device.hints(5)�à¼'�&4,��PÝó4��^`loader(8)ºlãï'Ý/boot/device.hints '�

j�¸àhints ó4�µ�|.9°hints�V_ákernel/�Ah×¼µ�Ä3/boot /�

ñdevice.hints j�

makeoptions DEBUG=-g # Build kernel with gdb(1) debug symbo ls

�î-g ó4Ý��FreeBSDº3_ËÄ��îdebugàÝ£G�DÄ9ó4º¯gcc(1)@àdebugXºàÕ
Ý8n£G�

options SCHED_4BSD # 4BSD scheduler

FreeBSD.FÙXà(¬vÎï')Ý�ÙCPU scheduler�u
�z½�A¢'���1º9'��

options PREEMPTION # Enable kernel thread preemption

Allows threads that are in the kernel to be preempted by higher priority threads. It helps with interactivity and allows
interrupt threads to run sooner rather than waiting.

options INET # InterNETworking

Networking support. Leave this in, even if you do not plan to be connected to a network. Most programs require at
least loopback networking (i.e., making network connections within your PC), so this is essentially mandatory.

options INET6 # IPv6 communications protocols
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This enables the IPv6 communication protocols.

options FFS # Berkeley Fast Filesystem

This is the basic hard drive file system. Leave it in if you bootfrom the hard disk.

options SOFTUPDATES # Enable FFS Soft Updates support

This option enables Soft Updates in the kernel, this will help speed up write access on the disks. Even when this
functionality is provided by the kernel, it must be turned onfor specific disks. Review the output from mount(8) to
see if Soft Updates is enabled for your system disks. If you donot see thesoft-updates option then you will need
to activate it using the tunefs(8) (for existing file systems) or newfs(8) (for new file systems) commands.

options UFS_ACL # Support for access control lists

This option enables kernel support for access control lists. This relies on the use of extended attributes and UFS2,
and the feature is described in detail inµÚ 14.12;. ACLs are enabled by default and should not be disabled in the
kernel if they have been used previously on a file system, as this will remove the access control lists, changing the
way files are protected in unpredictable ways.

options UFS_DIRHASH # Improve performance on big directori es

This option includes functionality to speed up disk operations on large directories, at the expense of using additional
memory. You would normally keep this for a large server, or interactive workstation, and remove it if you are using
FreeBSD on a smaller system where memory is at a premium and disk access speed is less important, such as a
firewall.

options MD_ROOT # MD is a potential root device

This option enables support for a memory backed virtual diskused as a root device.

options NFSCLIENT # Network Filesystem Client
options NFSSERVER # Network Filesystem Server
options NFS_ROOT # NFS usable as /, requires NFSCLIENT

The network file system. Unless you plan to mount partitions from a UNIX file server over TCP/IP, you can
comment these out.

options MSDOSFS # MSDOS Filesystem

The MS-DOS file system. Unless you plan to mount a DOS formatted hard drive partition at boot time, you can
safely comment this out. It will be automatically loaded thefirst time you mount a DOS partition, as described
above. Also, the excellentemulators/mtools software allows you to access DOS floppies without having to
mount and unmount them (and does not requireMSDOSFSat all).

options CD9660 # ISO 9660 Filesystem

The ISO 9660 file system for CDROMs. Comment it out if you do nothave a CDROM drive or only mount data CDs
occasionally (since it will be dynamically loaded the first time you mount a data CD). Audio CDs do not need this
file system.

options PROCFS # Process filesystem(requires PSEUDOFS)
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The process file system. This is aEpretendF file system mounted on/proc which allows programs like ps(1) to
give you more information on what processes are running. Useof PROCFSis not required under most circumstances,
as most debugging and monitoring tools have been adapted to run withoutPROCFS: installs will not mount this file
system by default.

options PSEUDOFS # Pseudo-filesystem framework

6.X kernels making use ofPROCFSmust also include support forPSEUDOFS.

options GEOM_GPT # GUID Partition Tables.

This option brings the ability to have a large number of partitions on a single disk.

options COMPAT_43 # Compatible with BSD 4.3 [KEEP THIS!]

Compatibility with 4.3BSD. Leave this in; some programs will act strangely if you comment this out.

options COMPAT_FREEBSD4 # Compatible with FreeBSD4

This option is required on FreeBSD 5.X i386 and Alpha systemsto support applications compiled on older versions
of FreeBSD that use older system call interfaces. It is recommended that this option be used on all i386 and Alpha
systems that may run older applications; platforms that gained support only in 5.X, such as ia64 and Sparc64, do not
require this option.

options COMPAT_FREEBSD5 # � FreeBSD5 8�

h�ÎFreeBSD 6.XC?±ÝÌÍumYîFreeBSD 5.X�Ùñ§�m�'��

options SCSI_DELAY=5000 # Delay (in ms) before probing SCSI

This causes the kernel to pause for 5 seconds before probing each SCSI device in your system. If you only have IDE
hard drives, you can ignore this, otherwise you can try to lower this number, to speed up booting. Of course, if you
do this and FreeBSD has trouble recognizing your SCSI devices, you will have to raise it again.

options KTRACE # ktrace(1) support

This enables kernel process tracing, which is useful in debugging.

options SYSVSHM # SYSV-style shared memory

This option provides for System V shared memory. The most common use of this is the XSHM extension in X,
which many graphics-intensive programs will automatically take advantage of for extra speed. If you use X, you will
definitely want to include this.

options SYSVMSG # SYSV-style message queues

Support for System V messages. This option only adds a few hundred bytes to the kernel.

options SYSVSEM # SYSV-style semaphores

Support for System V semaphores. Less commonly used but onlyadds a few hundred bytes to the kernel.

¥¥¥: The -p option of the ipcs(1) command will list any processes using each of these System V facilities.
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options _KPOSIX_PRIORITY_SCHEDULING # POSIX P1003_1B rea l-time extensions

Real-time extensions added in the 1993 POSIX®. Certain applications in the Ports Collection use these (such as
StarOffice).

options KBD_INSTALL_CDEV # install a CDEV entry in /dev

This option is required to allow the creation of keyboard device nodes in/dev .

options ADAPTIVE_GIANT # Giant mutex is adaptive.

Giant is the name of a mutual exclusion mechanism (a sleep mutex) that protects a large set of kernel resources.
Today, this is an unacceptable performance bottleneck which is actively being replaced with locks that protect
individual resources. TheADAPTIVE_GIANToption causes Giant to be included in the set of mutexes adaptively
spun on. That is, when a thread wants to lock the Giant mutex, but it is already locked by a thread on another CPU,
the first thread will keep running and wait for the lock to be released. Normally, the thread would instead go back to
sleep and wait for its next chance to run. If you are not sure, leave this in.

¥¥¥: Note that on FreeBSD 8.0-CURRENT and later versions, all mutexes are adaptive by default, unless explicitly
set to non-adaptive by compiling with the NO_ADAPTIVE_MUTEXESoption. As a result, Giant is adaptive by default
now, and the ADAPTIVE_GIANT option has been removed from the kernel configuration.

device apic # I/O APIC

The apic device enables the use of the I/O APIC for interrupt delivery. The apic device can be used in both UP and
SMP kernels, but is required for SMP kernels. Addoptions SMP to include support for multiple processors.

¥¥¥: apic©§i386Úx�b�Í�ÚxJ�Ä�î9��

device eisa

Include this if you have an EISA motherboard. This enables auto-detection and configuration support for all devices
on the EISA bus.

device pci

Include this if you have a PCI motherboard. This enables auto-detection of PCI cards and gatewaying from the PCI
to ISA bus.

# Floppy drives
device fdc

This is the floppy drive controller.

# ATA and ATAPI devices
device ata
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This driver supports all ATA and ATAPI devices. You only needonedevice ata line for the kernel to detect all PCI
ATA/ATAPI devices on modern machines.

device atadisk # ATA disk drives

This is needed along withdevice ata for ATA disk drives.

device ataraid # ATA RAID drives

This is needed along withdevice ata for ATA RAID drives.

device atapicd # ATAPI CDROM drives

This is needed along withdevice ata for ATAPI CDROM drives.

device atapifd # ATAPI floppy drives

This is needed along withdevice ata for ATAPI floppy drives.

device atapist # ATAPI tape drives

This is needed along withdevice ata for ATAPI tape drives.

options ATA_STATIC_ID # Static device numbering

This makes the controller number static; without this, the device numbers are dynamically allocated.

# SCSI Controllers
device ahb # EISA AHA1742 family
device ahc # AHA2940 and onboard AIC7xxx devices
options AHC_REG_PRETTY_PRINT # Print register bitfields i n debug

# output. Adds ~128k to driver.
device ahd # AHA39320/29320 and onboard AIC79xx devices
options AHD_REG_PRETTY_PRINT # Print register bitfields i n debug

# output. Adds ~215k to driver.
device amd # AMD 53C974 (Teckram DC-390(T))
device isp # Qlogic family
device ispfw # Firmware for QLogic HBAs- normally a module
device mpt # LSI-Logic MPT-Fusion
#device ncr # NCR/Symbios Logic
device sym # NCR/Symbios Logic (newer chipsets + those of ‘nc r’)
device trm # Tekram DC395U/UW/F DC315U adapters

device adv # Advansys SCSI adapters
device adw # Advansys wide SCSI adapters
device aha # Adaptec 154x SCSI adapters
device aic # Adaptec 15[012]x SCSI adapters, AIC-6[23]60.
device bt # Buslogic/Mylex MultiMaster SCSI adapters

device ncv # NCR 53C500
device nsp # Workbit Ninja SCSI-3
device stg # TMC 18C30/18C50
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SCSI controllers. Comment out any you do not have in your system. If you have an IDE only system, you can
remove these altogether. The* _REG_PRETTY_PRINTlines are debugging options for their respective drivers.

# SCSI peripherals
device scbus # SCSI bus (required for SCSI)
device ch # SCSI media changers
device da # Direct Access (disks)
device sa # Sequential Access (tape etc)
device cd # CD
device pass # Passthrough device (direct SCSI access)
device ses # SCSI Environmental Services (and SAF-TE)

SCSI peripherals. Again, comment out any you do not have, or if you have only IDE hardware, you can remove them
completely.

¥¥¥: The USB umass(4) driver and a few other drivers use the SCSI subsystem even though they are not real
SCSI devices. Therefore make sure not to remove SCSI support, if any such drivers are included in the kernel
configuration.

# RAID controllers interfaced to the SCSI subsystem
device amr # AMI MegaRAID
device arcmsr # Areca SATA II RAID
device asr # DPT SmartRAID V, VI and Adaptec SCSI RAID
device ciss # Compaq Smart RAID 5 *
device dpt # DPT Smartcache III, IV - See NOTES for options
device hptmv # Highpoint RocketRAID 182x
device rr232x # Highpoint RocketRAID 232x
device iir # Intel Integrated RAID
device ips # IBM (Adaptec) ServeRAID
device mly # Mylex AcceleRAID/eXtremeRAID
device twa # 3ware 9000 series PATA/SATA RAID

# RAID controllers
device aac # Adaptec FSA RAID
device aacp # SCSI passthrough for aac (requires CAM)
device ida # Compaq Smart RAID
device mfi # LSI MegaRAID SAS
device mlx # Mylex DAC960 family
device pst # Promise Supertrak SX6000
device twe # 3ware ATA RAID

Supported RAID controllers. If you do not have any of these, you can comment them out or remove them.

# atkbdc0 controls both the keyboard and the PS/2 mouse
device atkbdc # AT keyboard controller

The keyboard controller (atkbdc ) provides I/O services for the AT keyboard and PS/2 style pointing devices. This
controller is required by the keyboard driver (atkbd ) and the PS/2 pointing device driver (psm).

device atkbd # AT keyboard
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Theatkbd driver, together withatkbdc controller, provides access to the AT 84 keyboard or the AT enhanced
keyboard which is connected to the AT keyboard controller.

device psm # PS/2 mouse

Use this device if your mouse plugs into the PS/2 mouse port.

device kbdmux # keyboard multiplexer

9¥"8ÝYî�u�ÆÕ!`#9à"8Ý��£�u�Ét��ô^n;�

device vga # VGA video card driver

The video card driver.

device splash # Splash screen and screen saver support

Splash screen at start up! Screen savers require this too.

# syscons is the default console driver, resembling an SCO co nsole
device sc

sc is the default console driver and resembles a SCO console. Since most full-screen programs access the console
through a terminal database library liketermcap , it should not matter whether you use this orvt , theVT220

compatible console driver. When you log in, set yourTERMvariable toscoansi if full-screen programs have trouble
running under this console.

# Enable this for the pcvt (VT220 compatible) console driver
#device vt
#options XSERVER # support for X server on a vt console
#options FAT_CURSOR # start with block cursor

This is a VT220-compatible console driver, backward compatible to VT100/102. It works well on some laptops
which have hardware incompatibilities withsc . Also set yourTERMvariable tovt100 or vt220 when you log in.
This driver might also prove useful when connecting to a large number of different machines over the network,
wheretermcap or terminfo entries for thesc device are often not available�vt100 should be available on
virtually any platform.

device agp

Include this if you have an AGP card in the system. This will enable support for AGP, and AGP GART for boards
which have these features.

# Power management support (see NOTES for more options)
#device apm

Advanced Power Management support. Useful for laptops, although in FreeBSD 5.X and above this is disabled in
GENERICby default.

# Add suspend/resume support for the i8254.
device pmtimer

Timer device driver for power management events, such as APMand ACPI.

175



a8.'�FreeBSD Kernel

# PCCARD (PCMCIA) support
# PCMCIA and cardbus bridge support
device cbb # cardbus (yenta) bridge
device pccard # PC Card (16-bit) bus
device cardbus # CardBus (32-bit) bus

PCMCIA support. You want this if you are using a laptop.

# Serial (COM) ports
device sio # 8250, 16[45]50 based serial ports

These are the serial ports referred to asCOMports in the MS-DOS/Windows world.

¥¥¥: If you have an internal modem on COM4and a serial port at COM2, you will have to change the IRQ of the
modem to 2 (for obscure technical reasons, IRQ2 = IRQ 9) in order to access it from FreeBSD. If you have a
multiport serial card, check the manual page for sio(4) for more information on the proper values to add to your
/boot/device.hints . Some video cards (notably those based on S3 chips) use IO addresses in the form of
0x * 2e8 , and since many cheap serial cards do not fully decode the 16-bit IO address space, they clash with
these cards making the COM4port practically unavailable.

Each serial port is required to have a unique IRQ (unless you are using one of the multiport cards where shared
interrupts are supported), so the default IRQs for COM3and COM4cannot be used.

# Parallel port
device ppc

This is the ISA-bus parallel port interface.

device ppbus # Parallel port bus (required)

Provides support for the parallel port bus.

device lpt # Printer

Support for parallel port printers.

¥¥¥: All three of the above are required to enable parallel printer support.

device plip # TCP/IP over parallel

This is the driver for the parallel network interface.

device ppi # Parallel port interface device

The general-purpose I/O (Egeek portF) + IEEE1284 I/O.

#device vpo # Requires scbus and da

This is for an Iomega Zip drive. It requiresscbus andda support. Best performance is achieved with ports in EPP
1.9 mode.
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#device puc

Uncomment this device if you have aEdumbF serial or parallel PCI card that is supported by the puc(4) glue driver.

# PCI Ethernet NICs.
device de # DEC/Intel DC21x4x ( ETulip F)
device em # Intel PRO/1000 adapter Gigabit Ethernet Card
device ixgb # Intel PRO/10GbE Ethernet Card
device txp # 3Com 3cR990 ( ETyphoon F)
device vx # 3Com 3c590, 3c595 ( EVortex F)

Various PCI network card drivers. Comment out or remove any of these not present in your system.

# PCI Ethernet NICs that use the common MII bus controller cod e.
# NOTE: Be sure to keep the ’device miibus’ line in order to use these NICs!
device miibus # MII bus support

MII bus support is required for some PCI 10/100 Ethernet NICs, namely those which use MII-compliant transceivers
or implement transceiver control interfaces that operate like an MII. Addingdevice miibus to the kernel config
pulls in support for the generic miibus API and all of the PHY drivers, including a generic one for PHYs that are not
specifically handled by an individual driver.

device bce # Broadcom BCM5706/BCM5708 Gigabit Ethernet
device bfe # Broadcom BCM440x 10/100 Ethernet
device bge # Broadcom BCM570xx Gigabit Ethernet
device dc # DEC/Intel 21143 and various workalikes
device fxp # Intel EtherExpress PRO/100B (82557, 82558)
device lge # Level 1 LXT1001 gigabit ethernet
device msk # Marvell/SysKonnect Yukon II Gigabit Ethernet
device nge # NatSemi DP83820 gigabit ethernet
device nve # nVidia nForce MCP on-board Ethernet Networking
device pcn # AMD Am79C97x PCI 10/100 (precedence over ’lnc’)
device re # RealTek 8139C+/8169/8169S/8110S
device rl # RealTek 8129/8139
device sf # Adaptec AIC-6915 ( EStarfire F)
device sis # Silicon Integrated Systems SiS 900/SiS 7016
device sk # SysKonnect SK-984x & SK-982x gigabit Ethernet
device ste # Sundance ST201 (D-Link DFE-550TX)
device stge # Sundance/Tamarack TC9021 gigabit Ethernet
device ti # Alteon Networks Tigon I/II gigabit Ethernet
device tl # Texas Instruments ThunderLAN
device tx # SMC EtherPower II (83c170 EEPICF)
device vge # VIA VT612x gigabit ethernet
device vr # VIA Rhine, Rhine II
device wb # Winbond W89C840F
device xl # 3Com 3c90x ( EBoomerangF, ECyclone F)

Drivers that use the MII bus controller code.

# ISA Ethernet NICs. pccard NICs included.
device cs # Crystal Semiconductor CS89x0 NIC
# ’device ed’ requires ’device miibus’
device ed # NE[12]000, SMC Ultra, 3c503, DS8390 cards
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device ex # Intel EtherExpress Pro/10 and Pro/10+
device ep # Etherlink III based cards
device fe # Fujitsu MB8696x based cards
device ie # EtherExpress 8/16, 3C507, StarLAN 10 etc.
device lnc # NE2100, NE32-VL Lance Ethernet cards
device sn # SMC’s 9000 series of Ethernet chips
device xe # Xircom pccard Ethernet

# ISA devices that use the old ISA shims
#device le

ISA Ethernet drivers. See/usr/src/sys/ i386/conf/NOTES for details of which cards are supported by which
driver.

# Wireless NIC cards
device wlan # 802.11 support

E802.11ýãÝYî�u�Paîç�Jm�î9��

device wlan_wep # 802.11 WEP support
device wlan_ccmp # 802.11 CCMP support
device wlan_tkip # 802.11 TKIP support

E802.11�Û'nÝYî�u�H��Û|C802.11iH�Ü��Jm�î9��

device an # Aironet 4500/4800 802.11 wireless NICs.
device ath # Atheros pci/cardbus NIC’s
device ath_hal # Atheros HAL (Hardware Access Layer)
device ath_rate_sample # SampleRate tx rate control for ath
device an # Aironet 4500/4800 802.11 wireless NICs.
device awi # BayStack 660 and others
device ral # Ralink Technology RT2500 wireless NICs.
device wi # WaveLAN/Intersil/Symbol 802.11 wireless NICs.
#device wl # Older non 802.11 Wavelan wireless NIC.

Support for various wireless cards.

# Pseudo devices
device loop # Network loopback

This is the generic loopback device for TCP/IP. If you telnetor FTP tolocalhost (a.k.a.127.0.0.1 ) it will come
back at you through this device. This ismandatory.

device random # Entropy device

Cryptographically secure random number generator.

device ether # Ethernet support

ether is only needed if you have an Ethernet card. It includes generic Ethernet protocol code.

device sl # Kernel SLIP
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sl is for SLIP support. This has been almost entirely supplanted by PPP, which is easier to set up, better suited for
modem-to-modem connection, and more powerful.

device ppp # Kernel PPP

This is for kernel PPP support for dial-up connections. There is also a version of PPP implemented as a userland
application that usestun and offers more flexibility and features such as demand dialing.

device tun # Packet tunnel.

This is used by the userland PPP software. See thePPPsection of this book for more information.

device pty # Pseudo-ttys (telnet etc)

This is aEpseudo-terminalF or simulated login port. It is used by incomingtelnet andrlogin sessions,xterm,
and some other applications such asEmacs.

device md # Memory Edisks F

Memory disk pseudo-devices.

device gif # IPv6 and IPv4 tunneling

This implements IPv6 over IPv4 tunneling, IPv4 over IPv6 tunneling, IPv4 over IPv4 tunneling, and IPv6 over IPv6
tunneling. Thegif device isEauto-cloningF, and will create device nodes as needed.

device faith # IPv6-to-IPv4 relaying (translation)

This pseudo-device captures packets that are sent to it and diverts them to the IPv4/IPv6 translation daemon.

# The ‘bpf’ device enables the Berkeley Packet Filter.
# Be aware of the administrative consequences of enabling th is!
# Note that ’bpf’ is required for DHCP.
device bpf # Berkeley packet filter

This is the Berkeley Packet Filter. This pseudo-device allows network interfaces to be placed in promiscuous mode,
capturing every packet on a broadcast network (e.g., an Ethernet). These packets can be captured to disk and or
examined with the tcpdump(1) program.

¥¥¥: The bpf(4) device is also used by dhclient(8) to obtain the IP address of the default router (gateway) and so
on. If you use DHCP, leave this uncommented.

# USB support
device uhci # UHCI PCI->USB interface
device ohci # OHCI PCI->USB interface
device ehci # EHCI PCI->USB interface (USB 2.0)
device usb # USB Bus (required)
#device udbp # USB Double Bulk Pipe devices
device ugen # Generic
device uhid # EHuman Interface Devices F

device ukbd # Keyboard
device ulpt # Printer
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device umass # Disks/Mass storage - Requires scbus and da
device ums # Mouse
device ural # Ralink Technology RT2500USB wireless NICs
device urio # Diamond Rio 500 MP3 player
device uscanner # Scanners
# USB Ethernet, requires mii
device aue # ADMtek USB Ethernet
device axe # ASIX Electronics USB Ethernet
device cdce # Generic USB over Ethernet
device cue # CATC USB Ethernet
device kue # Kawasaki LSI USB Ethernet
device rue # RealTek RTL8150 USB Ethernet

Support for various USB devices.

# FireWire support
device firewire # FireWire bus code
device sbp # SCSI over FireWire (Requires scbus and da)
device fwe # Ethernet over FireWire (non-standard!)

Support for various Firewire devices.

For more information and additional devices supported by FreeBSD, see/usr/src/sys/ i386/conf/NOTES .

8.5.1. Large Memory Configurations (PAE)

Large memory configuration machines require access to more than the 4 gigabyte limit on User+Kernel Virtual
Address (KVA) space. Due to this limitation, Intel added support for 36-bit physical address space access in the
Pentium Pro and later line of CPUs.

The Physical Address Extension (PAE) capability of the Intel Pentium Pro and later CPUs allows memory
configurations of up to 64 gigabytes. FreeBSD provides support for this capability via thePAEkernel configuration
option, available in all current release versions of FreeBSD. Due to the limitations of the Intel memory architecture,
no distinction is made for memory above or below 4 gigabytes.Memory allocated above 4 gigabytes is simply added
to the pool of available memory.

To enable PAE support in the kernel, simply add the followingline to your kernel configuration file:

options PAE

¥¥¥: The PAE support in FreeBSD is only available for Intel IA-32 processors. It should also be noted, that the PAE
support in FreeBSD has not received wide testing, and should be considered beta quality compared to other
stable features of FreeBSD.

PAE support in FreeBSD has a few limitations:

�A process is not able to access more than 4 gigabytes of VM space.

�KLD modules cannot be loaded into a PAE enabled kernel, due tothe differences in the build framework of a
module and the kernel.
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�Device drivers that do not use the bus_dma(9) interface willcause data corruption in a PAE enabled kernel and are
not recommended for use. For this reason, aPAEkernel configuration file is provided in FreeBSD which excludes
all drivers not known to work in a PAE enabled kernel.

�Some system tunables determine memory resource usage by theamount of available physical memory. Such
tunables can unnecessarily over-allocate due to the large memory nature of a PAE system. One such example is the
kern.maxvnodes sysctl, which controls the maximum number of vnodes allowedin the kernel. It is advised to
adjust this and other such tunables to a reasonable value.

� It might be necessary to increase the kernel virtual address(KVA) space or to reduce the amount of specific kernel
resource that is heavily used (see above) in order to avoid KVA exhaustion. TheKVA_PAGESkernel option can be
used for increasing the KVA space.

For performance and stability concerns, it is advised to consult the tuning(7) manual page. The pae(4) manual page
contains up-to-date information on FreeBSD’s PAE support.

8.6. If Something Goes Wrong
There are five categories of trouble that can occur when building a custom kernel. They are:

config fails:

If the config(8) command fails when you give it your kernel description, you have probably made a simple error
somewhere. Fortunately, config(8) will print the line number that it had trouble with, so that you can quickly
locate the line containing the error. For example, if you see:

config: line 17: syntax error

Make sure the keyword is typed correctly by comparing it to the GENERICkernel or another reference.

make fails:

If the make command fails, it usually signals an error in your kernel description which is not severe enough for
config(8) to catch. Again, look over your configuration, and if you still cannot resolve the problem, send mail to
the FreeBSD general questions
L¡) (http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions) with
your kernel configuration, and it should be diagnosed quickly.

The kernel does not boot:

If your new kernel does not boot, or fails to recognize your devices, do not panic! Fortunately, FreeBSD has an
excellent mechanism for recovering from incompatible kernels. Simply choose the kernel you want to boot from
at the FreeBSD boot loader. You can access this when the system boot menu appears. Select theEEscape to a
loader promptF option, number six. At the prompt, typeunload kernel and then typeboot

/boot/ kernel.old/kernel , or the filename of any other kernel that will boot properly. When reconfiguring a
kernel, it is always a good idea to keep a kernel that is known to work on hand.

After booting with a good kernel you can check over your configuration file and try to build it again. One
helpful resource is the/var/log/messages file which records, among other things, all of the kernel messages
from every successful boot. Also, the dmesg(8) command willprint the kernel messages from the current boot.

¥¥¥: If you are having trouble building a kernel, make sure to keep a GENERIC, or some other kernel that is
known to work on hand as a different name that will not get erased on the next build. You cannot rely on
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kernel.old because when installing a new kernel, kernel.old is overwritten with the last installed kernel
which may be non-functional. Also, as soon as possible, move the working kernel to the proper
/boot/kernel location or commands such as ps(1) may not work properly. To do this, simply rename the
directory containing the good kernel:

# mv /boot/kernel /boot/kernel.bad

# mv /boot/ kernel.good /boot/kernel

The kernel works, but ps(1) does not work any more:

If you have installed a different version of the kernel from the one that the system utilities have been built with,
for example, a -CURRENT kernel on a -RELEASE, many system-status commands like ps(1) and vmstat(8)
will not work any more. You shouldrecompile and install a worldbuilt with the same version of the source tree
as your kernel. This is one reason it is not normally a good idea to use a different version of the kernel from the
rest of the operating system.

182



aaa9.������
Contributed by Sean Kelly. Restructured and updated by Jim Mock.

9.1.ÃÃÃ���
FreeBSD�|õ&P&øÝ��^¤g����t�ÝßjP��^Õt±Ýè ��^K^®Þ�¯

ÝTà�P�|®ß�{`²ÝZ���í��

ô�|.FreeBSD'�W×¬ç­��§� �9`ÎÝFreeBSD�#[Í�é\X¼Ý���®��À
Í�FreeBSDÝé\�WindowsÝé\|CMac OSÝé\�FreeBSDº@1!`©b×�Z�Ñ3���
�v�|Ù�øÍ¸àïC^ �ÿt9��bµÎ��#ì¼Î ÝZ�9vÝEýÞF°��

\�9a�
ÞÝ��

�A¢'�FreeBSDÝ��9�c��§ �

�A¢H���Äl |5½�§©�Ý���®��À.[ÕÝZ�»ðW
Ý��^:ÿUÝ��}

P��

�Ý�A¢3
��`5-��°´TýÞ�

�A¢¿à½¬é\îÝ��^���

�A¢¿àà##3ç­îÝ��^���

�A¢�×��^ÝJ§��À§×���®Ýjn���|C�.&©�¸àï����

�A¢Bì��^ÝÙ�£]�|C&òrÝ��^¸à��

�A¢�X��`ÂÕÝ®Þ�

3��å\9a�G�
m�


��b'��_ËkernelÝÃ�ÃF(µÚ 8a)�
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PostScript jobs are actually programs sent to the printer; they need not produce paper at all and may return results
directly to the computer. PostScript also uses two-way communication to tell the computer about problems, such as
errors in the PostScript program or paper jams. Your users may be appreciative of such information. Furthermore, the
best way to do effective accounting with a PostScript printer requires two-way communication: you ask the printer
for its page count (how many pages it has printed in its lifetime), then send the user’s job, then ask again for its page
count. Subtract the two values and you know how much paper to charge to the user.

9.3.1.1.2. Parallel Ports

To hook up a printer using a parallel interface, connect the Centronics cable between the printer and the computer.
The instructions that came with the printer, the computer, or both should give you complete guidance.

Remember which parallel port you used on the computer. The first parallel port isppc0 to FreeBSD; the second is
ppc1 , and so on. The printer device name uses the same scheme:/dev/lpt0 for the printer on the first parallel ports
etc.
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9.3.1.1.3. Serial Ports

To hook up a printer using a serial interface, connect the proper serial cable between the printer and the computer.
The instructions that came with the printer, the computer, or both should give you complete guidance.

If you are unsure what theEproper serial cableF is, you may wish to try one of the following alternatives:

�A modemcable connects each pin of the connector on one end of the cable straight through to its corresponding
pin of the connector on the other end. This type of cable is also known as aEDTE-to-DCEF cable.

�

A null-modemcable connects some pins straight through, swaps others (send data to receive data, for example),
and shorts some internally in each connector hood. This typeof cable is also known as aEDTE-to-DTEF cable.

�A serial printercable, required for some unusual printers, is like the null-modem cable, but sends some signals to
their counterparts instead of being internally shorted.

You should also set up the communications parameters for theprinter, usually through front-panel controls or DIP
switches on the printer. Choose the highestbps (bits per second, sometimesbaud rate) that both your computer and
the printer can support. Choose 7 or 8 data bits; none, even, or odd parity; and 1 or 2 stop bits. Also choose a flow
control protocol: either none, or XON/XOFF (also known asEin-bandF orEsoftwareF) flow control. Remember
these settings for the software configuration that follows.

9.3.1.2. Software Setup

This section describes the software setup necessary to print with theLPD spooling system in FreeBSD.

Here is an outline of the steps involved:

1. Configure your kernel, if necessary, for the port you are using for the printer; sectionKernel Configurationtells
you what you need to do.

2. Set the communications mode for the parallel port, if you are using a parallel port; section
Setting the Communication Mode for the Parallel Portgives details.

3. Test if the operating system can send data to the printer. SectionChecking Printer Communicationsgives some
suggestions on how to do this.

4. Set upLPD for the printer by modifying the file/etc/printcap . You will find out how to do this later in this
chapter.

9.3.1.2.1. Kernel Configuration

The operating system kernel is compiled to work with a specific set of devices. The serial or parallel interface for
your printer is a part of that set. Therefore, it might be necessary to add support for an additional serial or parallel
port if your kernel is not already configured for one.

To find out if the kernel you are currently using supports a serial interface, type:

# grep sio N /var/run/dmesg.boot

WhereN is the number of the serial port, starting from zero. If you see output similar to the following:
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sio2 at port 0x3e8-0x3ef irq 5 on isa
sio2: type 16550A

then the kernel supports the port.

To find out if the kernel supports a parallel interface, type:

# grep ppc N /var/run/dmesg.boot

WhereN is the number of the parallel port, starting from zero. If yousee output similar to the following:

ppc0: <Parallel port> at port 0x378-0x37f irq 7 on isa0
ppc0: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBL E mode
ppc0: FIFO with 16/16/8 bytes threshold

then the kernel supports the port.

You might have to reconfigure your kernel in order for the operating system to recognize and use the parallel or serial
port you are using for the printer.

To add support for a serial port, see the section on kernel configuration. To add support for a parallel port, see that
sectionand the section that follows.

9.3.1.3. Setting the Communication Mode for the Parallel Po rt

When you are using the parallel interface, you can choose whether FreeBSD should use interrupt-driven or polled
communication with the printer. The generic printer devicedriver (lpt(4)) on FreeBSD uses the ppbus(4) system,
which controls the port chipset with the ppc(4) driver.

� Theinterrupt-drivenmethod is the default with the GENERIC kernel. With this method, the operating system uses
an IRQ line to determine when the printer is ready for data.

� Thepolledmethod directs the operating system to repeatedly ask the printer if it is ready for more data. When it
responds ready, the kernel sends more data.

The interrupt-driven method is usually somewhat faster butuses up a precious IRQ line. Some newer HP printers are
claimed not to work correctly in interrupt mode, apparentlydue to some (not yet exactly understood) timing
problem. These printers need polled mode. You should use whichever one works. Some printers will work in both
modes, but are painfully slow in interrupt mode.

You can set the communications mode in two ways: by configuring the kernel or by using the lptcontrol(8) program.

To set the communications mode by configuring the kernel:

1. Edit your kernel configuration file. Look for anppc0 entry. If you are setting up the second parallel port, use
ppc1 instead. Useppc2 for the third port, and so on.

� If you want interrupt-driven mode, edit the following line:

hint.ppc.0.irq=" N"

in the/boot/device.hints file and replaceN with the right IRQ number. The kernel configuration file
must also contain the ppc(4) driver:

device ppc
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� If you want polled mode, remove in your/boot/device.hints file, the following line:

hint.ppc.0.irq=" N"

In some cases, this is not enough to put the port in polled modeunder FreeBSD. Most of time it comes from
acpi(4) driver, this latter is able to probe and attach devices, and therefore, control the access mode to the
printer port. You should check your acpi(4) configuration tocorrect this problem.

2. Save the file. Then configure, build, and install the kernel, then reboot. Seekernel configurationfor more details.

To set the communications mode withlptcontrol(8):

1. Type:

# lptcontrol -i -d /dev/lpt N

to set interrupt-driven mode forlpt N .

2. Type:

# lptcontrol -p -d /dev/lpt N

to set polled-mode forlpt N .

You could put these commands in your/etc/rc.local file to set the mode each time your system boots. See
lptcontrol(8) for more information.

9.3.1.4. Checking Printer Communications

Before proceeding to configure the spooling system, you should make sure the operating system can successfully
send data to your printer. It is a lot easier to debug printer communication and the spooling system separately.

To test the printer, we will send some text to it. For printersthat can immediately print characters sent to them, the
program lptest(1) is perfect: it generates all 96 printableASCII characters in 96 lines.

For a PostScript (or other language-based) printer, we willneed a more sophisticated test. A small PostScript
program, such as the following, will suffice:

%!PS
100 100 moveto 300 300 lineto stroke
310 310 moveto /Helvetica findfont 12 scalefont setfont
(Is this thing working?) show
showpage

The above PostScript code can be placed into a file and used as shown in the examples appearing in the following
sections.

¥¥¥: When this document refers to a printer language, it is assuming a language like PostScript, and not Hewlett
Packard’s PCL. Although PCL has great functionality, you can intermingle plain text with its escape sequences.
PostScript cannot directly print plain text, and that is the kind of printer language for which we must make special
accommodations.
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9.3.1.4.1. Checking a Parallel Printer

This section tells you how to check if FreeBSD can communicate with a printer connected to a parallel port.

To test a printer on a parallel port:

1. Becomeroot with su(1).

2. Send data to the printer.

� If the printer can print plain text, then use lptest(1). Type:

# lptest > /dev/lpt N

WhereN is the number of the parallel port, starting from zero.

� If the printer understands PostScript or other printer language, then send a small program to the printer. Type:

# cat > /dev/lpt N

Then, line by line, type the programcarefullyas you cannot edit a line once you have pressedRETURNor
ENTER. When you have finished entering the program, pressCONTROL+D, or whatever your end of file key is.

Alternatively, you can put the program in a file and type:

# cat file > /dev/lpt N

Wherefile is the name of the file containing the program you want to send to the printer.

You should see something print. Do not worry if the text does not look right; we will fix such things later.

9.3.1.4.2. Checking a Serial Printer

This section tells you how to check if FreeBSD can communicate with a printer on a serial port.

To test a printer on a serial port:

1. Becomeroot with su(1).

2. Edit the file/etc/remote . Add the following entry:

printer:dv=/dev/ port:br# bps-rate:pa= parity

Whereport is the device entry for the serial port (ttyd0 , ttyd1 , etc.),bps-rate is the bits-per-second rate at
which the printer communicates, andparity is the parity required by the printer (eithereven , odd , none , or
zero ).

Here is a sample entry for a printer connected via a serial line to the third serial port at 19200 bps with no parity:

printer:dv=/dev/ttyd2:br#19200:pa=none

3. Connect to the printer with tip(1). Type:

# tip printer

If this step does not work, edit the file/etc/remote again and try using/dev/cuaa N instead of/dev/ttyd N .

4. Send data to the printer.

� If the printer can print plain text, then use lptest(1). Type:

% $lptest
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� If the printer understands PostScript or other printer language, then send a small program to the printer. Type
the program, line by line,very carefullyas backspacing or other editing keys may be significant to theprinter.
You may also need to type a special end-of-file key for the printer so it knows it received the whole program.
For PostScript printers, pressCONTROL+D.

Alternatively, you can put the program in a file and type:

% >file

Wherefile is the name of the file containing the program. After tip(1) sends the file, press any required
end-of-file key.

You should see something print. Do not worry if the text does not look right; we will fix that later.

9.3.1.5. Enabling the Spooler: the /etc/printcap File

At this point, your printer should be hooked up, your kernel configured to communicate with it (if necessary), and
you have been able to send some simple data to the printer. Now, we are ready to configureLPD to control access to
your printer.

You configureLPD by editing the file/etc/printcap . TheLPD spooling system reads this file each time the
spooler is used, so updates to the file take immediate effect.

The format of the printcap(5) file is straightforward. Use your favorite text editor to make changes to
/etc/printcap . The format is identical to other capability files like/usr/share/misc/termcap and
/etc/remote . For complete information about the format, see the cgetent(3).

The simple spooler configuration consists of the following steps:

1. Pick a name (and a few convenient aliases) for the printer,and put them in the/etc/printcap file; see the
Naming the Printersection for more information on naming.

2.

Turn off header pages (which are on by default) by inserting thesh capability; see the
Suppressing Header Pagessection for more information.

3. Make a spooling directory, and specify its location with thesd capability; see the
Making the Spooling Directorysection for more information.

4. Set the/dev entry to use for the printer, and note it in/etc/printcap with the lp capability; see the
Identifying the Printer Devicefor more information. Also, if the printer is on a serial port, set up the
communication parameters with thems# capability which is discussed in the
Configuring Spooler Communications Parameterssection.

5. Install a plain text input filter; see theInstalling the Text Filtersection for details.

6. Test the setup by printing something with the lpr(1) command. More details are available in theTrying It Out
andTroubleshootingsections.

¥¥¥: Language-based printers, such as PostScript printers, cannot directly print plain text. The simple setup
outlined above and described in the following sections assumes that if you are installing such a printer you will
print only files that the printer can understand.
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Users often expect that they can print plain text to any of theprinters installed on your system. Programs that
interface toLPD to do their printing usually make the same assumption. If youare installing such a printer and want
to be able to print jobs in the printer languageandprint plain text jobs, you are strongly urged to add an additional
step to the simple setup outlined above: install an automatic plain-text-to-PostScript (or other printer language)
conversion program. The section entitledAccommodating Plain Text Jobs on PostScript Printerstells how to do this.

9.3.1.5.1. Naming the Printer

The first (easy) step is to pick a name for your printer. It really does not matter whether you choose functional or
whimsical names since you can also provide a number of aliases for the printer.

At least one of the printers specified in the/etc/printcap should have the aliaslp . This is the default printer’s
name. If users do not have thePRINTERenvironment variable nor specify a printer name on the command line of any
of theLPD commands, thenlp will be the default printer they get to use.

Also, it is common practice to make the last alias for a printer be a full description of the printer, including make and
model.

Once you have picked a name and some common aliases, put them in the/etc/printcap file. The name of the
printer should start in the leftmost column. Separate each alias with a vertical bar and put a colon after the last alias.

In the following example, we start with a skeletal/etc/printcap that defines two printers (a Diablo 630 line
printer and a Panasonic KX-P4455 PostScript laser printer):

#
# /etc/printcap for host rose
#
rattan|line|diablo|lp|Diablo 630 Line Printer:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:

In this example, the first printer is namedrattan and has as aliasesline , diablo , lp , andDiablo 630 Line

Printer . Since it has the aliaslp , it is also the default printer. The second is namedbamboo, and has as aliasesps ,
PS, S, panasonic , andPanasonic KX-P4455 PostScript v51.4 .

9.3.1.5.2. Suppressing Header Pages

TheLPD spooling system will by default print aheader pagefor each job. The header page contains the user name
who requested the job, the host from which the job came, and the name of the job, in nice large letters. Unfortunately,
all this extra text gets in the way of debugging the simple printer setup, so we will suppress header pages.

To suppress header pages, add thesh capability to the entry for the printer in/etc/printcap . Here is an example
/etc/printcap with sh added:

#
# /etc/printcap for host rose - no header pages anywhere
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
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:sh:

Note how we used the correct format: the first line starts in the leftmost column, and subsequent lines are indented.
Every line in an entry except the last ends in a backslash character.

9.3.1.5.3. Making the Spooling Directory

The next step in the simple spooler setup is to make aspooling directory, a directory where print jobs reside until
they are printed, and where a number of other spooler supportfiles live.

Because of the variable nature of spooling directories, it is customary to put these directories under/var/spool . It
is not necessary to backup the contents of spooling directories, either. Recreating them is as simple as running
mkdir(1).

It is also customary to make the directory with a name that is identical to the name of the printer, as shown below:

# mkdir /var/spool/ printer-name

However, if you have a lot of printers on your network, you might want to put the spooling directories under a single
directory that you reserve just for printing withLPD. We will do this for our two example printersrattan and
bamboo:

# mkdir /var/spool/lpd

# mkdir /var/spool/lpd/rattan

# mkdir /var/spool/lpd/bamboo

¥¥¥: If you are concerned about the privacy of jobs that users print, you might want to protect the spooling
directory so it is not publicly accessible. Spooling directories should be owned and be readable, writable, and
searchable by user daemon and group daemon, and no one else. We will do this for our example printers:

# chown daemon:daemon /var/spool/lpd/rattan

# chown daemon:daemon /var/spool/lpd/bamboo

# chmod 770 /var/spool/lpd/rattan

# chmod 770 /var/spool/lpd/bamboo

Finally, you need to tellLPD about these directories using the/etc/printcap file. You specify the pathname of
the spooling directory with thesd capability:

#
# /etc/printcap for host rose - added spooling directories
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:

Note that the name of the printer starts in the first column butall other entries describing the printer should be
indented and each line end escaped with a backslash.

If you do not specify a spooling directory withsd , the spooling system will use/var/spool/lpd as a default.
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9.3.1.5.4. Identifying the Printer Device

In the Entries for the Ports section, we identified which entry in the/dev directory FreeBSD will use to
communicate with the printer. Now, we tellLPD that information. When the spooling system has a job to print, it
will open the specified device on behalf of the filter program (which is responsible for passing data to the printer).

List the/dev entry pathname in the/etc/printcap file using thelp capability.

In our running example, let us assume thatrattan is on the first parallel port, andbamboo is on a sixth serial port;
here are the additions to/etc/printcap :

#
# /etc/printcap for host rose - identified what devices to us e
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan:\
:lp=/dev/lpt0:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:\
:lp=/dev/ttyd5:

If you do not specify thelp capability for a printer in your/etc/printcap file, LPD uses/dev/lp as a default.
/dev/lp currently does not exist in FreeBSD.

If the printer you are installing is connected to a parallel port, skip to the section entitled,Installing the Text Filter.
Otherwise, be sure to follow the instructions in the next section.

9.3.1.5.5. Configuring Spooler Communication Parameters

For printers on serial ports,LPD can set up the bps rate, parity, and other serial communication parameters on behalf
of the filter program that sends data to the printer. This is advantageous since:

� It lets you try different communication parameters by simply editing the/etc/printcap file; you do not have to
recompile the filter program.

� It enables the spooling system to use the same filter program for multiple printers which may have different serial
communication settings.

The following/etc/printcap capabilities control serial communication parameters of the device listed in thelp
capability:

br# bps-rate

Sets the communications speed of the device tobps-rate, wherebps-rate can be 50, 75, 110, 134, 150, 200,
300, 600, 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600,or 115200 bits-per-second.

ms#stty-mode

Sets the options for the terminal device after opening the device. stty(1) explains the available options.

WhenLPD opens the device specified by thelp capability, it sets the characteristics of the device to those specified
with thems# capability. Of particular interest will be theparenb , parodd , cs5 , cs6 , cs7 , cs8 , cstopb , crtscts ,
andixon modes, which are explained in the stty(1) manual page.
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Let us add to our example printer on the sixth serial port. We will set the bps rate to 38400. For the mode, we will set
no parity with-parenb , 8-bit characters withcs8 , no modem control withclocal and hardware flow control with
crtscts :

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:

9.3.1.5.6. Installing the Text Filter

We are now ready to tellLPD what text filter to use to send jobs to the printer. Atext filter, also known as aninput
filter, is a program thatLPD runs when it has a job to print. WhenLPD runs the text filter for a printer, it sets the
filter’s standard input to the job to print, and its standard output to the printer device specified with thelp capability.
The filter is expected to read the job from standard input, perform any necessary translation for the printer, and write
the results to standard output, which will get printed. For more information on the text filter, see theFilterssection.

For our simple printer setup, the text filter can be a small shell script that just executes/bin/cat to send the job to
the printer. FreeBSD comes with another filter calledlpf that handles backspacing and underlining for printers that
might not deal with such character streams well. And, of course, you can use any other filter program you want. The
filter lpf is described in detail in section entitledlpf: a Text Filter.

First, let us make the shell script/usr/local/libexec/if-simple be a simple text filter. Put the following text
into that file with your favorite text editor:

#!/bin/sh
#
# if-simple - Simple text input filter for lpd
# Installed in /usr/local/libexec/if-simple
#
# Simply copies stdin to stdout. Ignores all filter argument s.

/bin/cat && exit 0
exit 2

Make the file executable:

# chmod 555 /usr/local/libexec/if-simple

And then tell LPD to use it by specifying it with theif capability in/etc/printcap . We will add it to the two
printers we have so far in the example/etc/printcap :

#
# /etc/printcap for host rose - added text filter
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan:\ :lp=/dev/lpt0:\
:if=/usr/local/libexec/if-simple:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:\
:if=/usr/local/libexec/if-simple:
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¥¥¥: A copy of the if-simple script can be found in the /usr/share/examples/printing directory.

9.3.1.5.7. Turn on LPD

lpd(8) is run from/etc/rc , controlled by thelpd_enable variable. This variable defaults toNO. If you have not
done so already, add the line:

lpd_enable="YES"

to /etc/rc.conf , and then either restart your machine, or just run lpd(8).

# lpd

9.3.1.5.8. Trying It Out

You have reached the end of the simpleLPD setup. Unfortunately, congratulations are not quite yet inorder, since
we still have to test the setup and correct any problems. To test the setup, try printing something. To print with the
LPD system, you use the command lpr(1), which submits a job for printing.

You can combine lpr(1) with the lptest(1) program, introduced in sectionChecking Printer Communicationsto
generate some test text.

To test the simpleLPD setup:

Type:

# lptest 20 5 | lpr -P printer-name

Whereprinter-name is a the name of a printer (or an alias) specified in/etc/printcap . To test the default
printer, type lpr(1) without any-P argument. Again, if you are testing a printer that expects PostScript, send a
PostScript program in that language instead of using lptest(1). You can do so by putting the program in a file and
typing lpr file.

For a PostScript printer, you should get the results of the program. If you are using lptest(1), then your results should
look like the following:

!"#$%&’() * +,-./01234
"#$%&’() * +,-./012345
#$%&’() * +,-./0123456
$%&’() * +,-./01234567
%&’() * +,-./012345678

To further test the printer, try downloading larger programs (for language-based printers) or running lptest(1) with
different arguments. For example,lptest 80 60 will produce 60 lines of 80 characters each.

If the printer did not work, see theTroubleshootingsection.
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9.4. Advanced Printer Setup
This section describes filters for printing specially formatted files, header pages, printing across networks, and
restricting and accounting for printer usage.

9.4.1. Filters

AlthoughLPD handles network protocols, queuing, access control, and other aspects of printing, most of thereal
work happens in thefilters. Filters are programs that communicate with the printer andhandle its device
dependencies and special requirements. In the simple printer setup, we installed a plain text filter�an extremely
simple one that should work with most printers (sectionInstalling the Text Filter).

However, in order to take advantage of format conversion, printer accounting, specific printer quirks, and so on, you
should understand how filters work. It will ultimately be thefilter’s responsibility to handle these aspects. And the
bad news is that most of the timeyouhave to provide filters yourself. The good news is that many are generally
available; when they are not, they are usually easy to write.

Also, FreeBSD comes with one,/usr/libexec/lpr/lpf , that works with many printers that can print plain text.
(It handles backspacing and tabs in the file, and does accounting, but that is about all it does.) There are also several
filters and filter components in the FreeBSD Ports Collection.

Here is what you will find in this section:

�SectionHow Filters Work, tries to give an overview of a filter’s role in the printing process. You should read this
section to get an understanding of what is happeningEunder the hoodF whenLPD uses filters. This knowledge
could help you anticipate and debug problems you might encounter as you install more and more filters on each of
your printers.

� LPD expects every printer to be able to print plain text by default. This presents a problem for PostScript (or other
language-based printers) which cannot directly print plain text. Section
Accommodating Plain Text Jobs on PostScript Printerstells you what you should do to overcome this problem.
You should read this section if you have a PostScript printer.

�PostScript is a popular output format for many programs. Some people even write PostScript code directly.
Unfortunately, PostScript printers are expensive. Section Simulating PostScript on Non PostScript Printerstells
how you can further modify a printer’s text filter to accept and print PostScript data on anon PostScriptprinter.
You should read this section if you do not have a PostScript printer.

�SectionConversion Filterstells about a way you can automate the conversion of specific file formats, such as
graphic or typesetting data, into formats your printer can understand. After reading this section, you should be able
to set up your printers such that users can typelpr -t to print troff data, orlpr -d to print TEX DVI data, or
lpr -v to print raster image data, and so forth. I recommend readingthis section.

�SectionOutput Filterstells all about a not often used feature ofLPD: output filters. Unless you are printing header
pages (seeHeader Pages), you can probably skip that section altogether.

�Sectionlpf: a Text Filterdescribeslpf , a fairly complete if simple text filter for line printers (and laser printers
that act like line printers) that comes with FreeBSD. If you need a quick way to get printer accounting working for
plain text, or if you have a printer which emits smoke when it sees backspace characters, you should definitely
considerlpf .

¥¥¥: A copy of the various scripts described below can be found in the /usr/share/examples/printing directory.
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9.4.1.1. How Filters Work

As mentioned before, a filter is an executable program started byLPD to handle the device-dependent part of
communicating with the printer.

WhenLPD wants to print a file in a job, it starts a filter program. It setsthe filter’s standard input to the file to print,
its standard output to the printer, and its standard error tothe error logging file (specified in thelf capability in
/etc/printcap , or /dev/console by default).

Which filterLPD starts and the filter’s arguments depend on what is listed in the/etc/printcap file and what
arguments the user specified for the job on the lpr(1) commandline. For example, if the user typedlpr -t , LPD
would start the troff filter, listed in thetf capability for the destination printer. If the user wanted to print plain text, it
would start theif filter (this is mostly true: seeOutput Filtersfor details).

There are three kinds of filters you can specify in/etc/printcap :

� Thetext filter, confusingly called theinput filter in LPD documentation, handles regular text printing. Think of it
as the default filter.LPD expects every printer to be able to print plain text by default, and it is the text filter’s job
to make sure backspaces, tabs, or other special characters do not confuse the printer. If you are in an environment
where you have to account for printer usage, the text filter must also account for pages printed, usually by counting
the number of lines printed and comparing that to the number of lines per page the printer supports. The text filter
is started with the following argument list:

filter-name [-c] -wwidth -llength -iindent -n login -h host acct-file

where

-c

appears if the job is submitted withlpr -l

width

is the value from thepw (page width) capability specified in/etc/printcap , default 132

length

is the value from thepl (page length) capability, default 66

indent

is the amount of the indentation fromlpr -i , default 0

login

is the account name of the user printing the file

host

is the host name from which the job was submitted

197



a9.��

acct-file

is the name of the accounting file from theaf capability.

�

A conversion filterconverts a specific file format into one the printer can renderonto paper. For example, ditroff
typesetting data cannot be directly printed, but you can install a conversion filter for ditroff files to convert the
ditroff data into a form the printer can digest and print. Section Conversion Filterstells all about them. Conversion
filters also need to do accounting, if you need printer accounting. Conversion filters are started with the following
arguments:

filter-name -xpixel-width -ypixel-height -n login -h host acct-file

wherepixel-width is the value from thepx capability (default 0) andpixel-height is the value from thepy

capability (default 0).

� Theoutput filteris used only if there is no text filter, or if header pages are enabled. In my experience, output
filters are rarely used. SectionOutput Filtersdescribe them. There are only two arguments to an output filter:

filter-name -wwidth -llength

which are identical to the text filters-w and-l arguments.

Filters should alsoexit with the following exit status:

exit 0

If the filter printed the file successfully.

exit 1

If the filter failed to print the file but wantsLPD to try to print the file again.LPD will restart a filter if it exits
with this status.

exit 2

If the filter failed to print the file and does not wantLPD to try again.LPD will throw out the file.

The text filter that comes with the FreeBSD release,/usr/libexec/lpr/lpf , takes advantage of the page width
and length arguments to determine when to send a form feed andhow to account for printer usage. It uses the login,
host, and accounting file arguments to make the accounting entries.

If you are shopping for filters, see if they are LPD-compatible. If they are, they must support the argument lists
described above. If you plan on writing filters for general use, then have them support the same argument lists and
exit codes.

9.4.1.2. Accommodating Plain Text Jobs on PostScript® Prin ters

If you are the only user of your computer and PostScript (or other language-based) printer, and you promise to never
send plain text to your printer and to never use features of various programs that will want to send plain text to your
printer, then you do not need to worry about this section at all.

But, if you would like to send both PostScript and plain text jobs to the printer, then you are urged to augment your
printer setup. To do so, we have the text filter detect if the arriving job is plain text or PostScript. All PostScript jobs
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must start with%! (for other printer languages, see your printer documentation). If those are the first two characters
in the job, we have PostScript, and can pass the rest of the jobdirectly. If those are not the first two characters in the
file, then the filter will convert the text into PostScript andprint the result.

How do we do this?

If you have got a serial printer, a great way to do it is to install lprps . lprps is a PostScript printer filter which
performs two-way communication with the printer. It updates the printer’s status file with verbose information from
the printer, so users and administrators can see exactly what the state of the printer is (such astoner low or paper

jam ). But more importantly, it includes a program calledpsif which detects whether the incoming job is plain text
and callstextps (another program that comes withlprps ) to convert it to PostScript. It then useslprps to send
the job to the printer.

lprps is part of the FreeBSD Ports Collection (seeThe Ports Collection). You can fetch, build and install it yourself,
of course. After installinglprps , just specify the pathname to thepsif program that is part oflprps . If you
installedlprps from the Ports Collection, use the following in the serial PostScript printer’s entry in
/etc/printcap :

:if=/usr/local/libexec/psif:

You should also specify therw capability; that tellsLPD to open the printer in read-write mode.

If you have a parallel PostScript printer (and therefore cannot use two-way communication with the printer, which
lprps needs), you can use the following shell script as the text filter:

#!/bin/sh
#
# psif - Print PostScript or plain text on a PostScript printe r
# Script version; NOT the version that comes with lprps
# Installed in /usr/local/libexec/psif
#

IFS="" read -r first_line
first_two_chars=‘expr "$first_line" : ’\(..\)’‘

if [ "$first_two_chars" = "%!" ]; then
#
# PostScript job, print it.
#
echo "$first_line" && cat && printf "\004" && exit 0
exit 2

else
#
# Plain text, convert it, then print it.
#
( echo "$first_line"; cat ) | /usr/local/bin/textps && prin tf "\004" && exit 0
exit 2

fi

In the above script,textps is a program we installed separately to convert plain text toPostScript. You can use any
text-to-PostScript program you wish. The FreeBSD Ports Collection (seeThe Ports Collection) includes a full
featured text-to-PostScript program calleda2ps that you might want to investigate.
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9.4.1.3. Simulating PostScript on Non PostScript Printers

PostScript is thede factostandard for high quality typesetting and printing. PostScript is, however, anexpensive
standard. Thankfully, Aladdin Enterprises has a free PostScript work-alike calledGhostscript that runs with
FreeBSD. Ghostscript can read most PostScript files and can render their pages onto a variety of devices, including
many brands of non-PostScript printers. By installing Ghostscript and using a special text filter for your printer, you
can make your non PostScript printer act like a real PostScript printer.

Ghostscript is in the FreeBSD Ports Collection, if you wouldlike to install it from there. You can fetch, build, and
install it quite easily yourself, as well.

To simulate PostScript, we have the text filter detect if it isprinting a PostScript file. If it is not, then the filter will
pass the file directly to the printer; otherwise, it will use Ghostscript to first convert the file into a format the printer
will understand.

Here is an example: the following script is a text filter for Hewlett Packard DeskJet 500 printers. For other printers,
substitute the-sDEVICE argument to thegs (Ghostscript) command. (Typegs -h to get a list of devices the current
installation of Ghostscript supports.)

#!/bin/sh
#
# ifhp - Print Ghostscript-simulated PostScript on a DeskJe t 500
# Installed in /usr/local/libexec/ifhp

#
# Treat LF as CR+LF (to avoid the "staircase effect" on HP/PCL
# printers):
#
printf "\033&k2G" || exit 2

#
# Read first two characters of the file
#
IFS="" read -r first_line
first_two_chars=‘expr "$first_line" : ’\(..\)’‘

if [ "$first_two_chars" = "%!" ]; then
#
# It is PostScript; use Ghostscript to scan-convert and prin t it.
#
/usr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \

-sOutputFile=- - && exit 0
else

#
# Plain text or HP/PCL, so just print it directly; print a form feed
# at the end to eject the last page.
#
echo "$first_line" && cat && printf "\033&l0H" &&

exit 0
fi

exit 2

Finally, you need to notifyLPD of the filter via theif capability:
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:if=/usr/local/libexec/ifhp:

That is it. You can typelpr plain.text andlpr whatever.ps and both should print successfully.

9.4.1.4. Conversion Filters

After completing the simple setup described inSimple Printer Setup, the first thing you will probably want to do is
install conversion filters for your favorite file formats (besides plain ASCII text).

9.4.1.4.1. Why Install Conversion Filters?

Conversion filters make printing various kinds of files easy.As an example, suppose we do a lot of work with the
TEX typesetting system, and we have a PostScript printer. Every time we generate a DVI file from TEX, we cannot
print it directly until we convert the DVI file into PostScript. The command sequence goes like this:

% dvips seaweed-analysis.dvi

% lpr seaweed-analysis.ps

By installing a conversion filter for DVI files, we can skip thehand conversion step each time by havingLPD do it
for us. Now, each time we get a DVI file, we are just one step awayfrom printing it:

% lpr -d seaweed-analysis.dvi

We gotLPD to do the DVI file conversion for us by specifying the-d option. Section
Formatting and Conversion Optionslists the conversion options.

For each of the conversion options you want a printer to support, install aconversion filterand specify its pathname
in /etc/printcap . A conversion filter is like the text filter for the simple printer setup (see section
Installing the Text Filter) except that instead of printing plain text, the filter converts the file into a format the printer
can understand.

9.4.1.4.2. Which Conversion Filters Should I Install?

You should install the conversion filters you expect to use. If you print a lot of DVI data, then a DVI conversion filter
is in order. If you have got plenty of troff to print out, then you probably want a troff filter.

The following table summarizes the filters thatLPD works with, their capability entries for the/etc/printcap

file, and how to invoke them with thelpr command:

File type /etc/printcap capability lpr option

cifplot cf -c

DVI df -d

plot gf -g

ditroff nf -n

FORTRAN text rf -f

troff tf -f

raster vf -v

plain text if none,-p , or -l
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In our example, usinglpr -d means the printer needs adf capability in its entry in/etc/printcap .

Despite what others might contend, formats like FORTRAN text and plot are probably obsolete. At your site, you
can give new meanings to these or any of the formatting options just by installing custom filters. For example,
suppose you would like to directly print Printerleaf files (files from the Interleaf desktop publishing program), but
will never print plot files. You could install a Printerleaf conversion filter under thegf capability and then educate
your users thatlpr -g meanEprint Printerleaf files.F

9.4.1.4.3. Installing Conversion Filters

Since conversion filters are programs you install outside ofthe base FreeBSD installation, they should probably go
under/usr/local . The directory/usr/local/libexec is a popular location, since they are specialized programs
that onlyLPD will run; regular users should not ever need to run them.

To enable a conversion filter, specify its pathname under theappropriate capability for the destination printer in
/etc/printcap .

In our example, we will add the DVI conversion filter to the entry for the printer namedbamboo. Here is the example
/etc/printcap file again, with the newdf capability for the printerbamboo.

#
# /etc/printcap for host rose - added df filter for bamboo
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan:\
:lp=/dev/lpt0:\
:if=/usr/local/libexec/if-simple:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

The DVI filter is a shell script named/usr/local/libexec/psdf . Here is that script:

#!/bin/sh
#
# psdf - DVI to PostScript printer filter
# Installed in /usr/local/libexec/psdf
#
# Invoked by lpd when user runs lpr -d
#
exec /usr/local/bin/dvips -f | /usr/local/libexec/lprps "$@"

This script runsdvips in filter mode (the-f argument) on standard input, which is the job to print. It then starts the
PostScript printer filterlprps (see sectionAccommodating Plain Text Jobs on PostScript Printers) with the
argumentsLPD passed to this script.lprps will use those arguments to account for the pages printed.
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9.4.1.4.4. More Conversion Filter Examples

Since there is no fixed set of steps to install conversion filters, let me instead provide more examples. Use these as
guidance to making your own filters. Use them directly, if appropriate.

This example script is a raster (well, GIF file, actually) conversion filter for a Hewlett Packard LaserJet III-Si printer:

#!/bin/sh
#
# hpvf - Convert GIF files into HP/PCL, then print
# Installed in /usr/local/libexec/hpvf

PATH=/usr/X11R6/bin:$PATH; export PATH
giftopnm | ppmtopgm | pgmtopbm | pbmtolj -resolution 300 \

&& exit 0 \
|| exit 2

It works by converting the GIF file into a portable anymap, converting that into a portable graymap, converting that
into a portable bitmap, and converting that into LaserJet/PCL-compatible data.

Here is the/etc/printcap file with an entry for a printer using the above filter:

#
# /etc/printcap for host orchid
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp=/dev/lpt0:sh:sd=/var/spool/lpd/teak:mx#0:\
:if=/usr/local/libexec/hpif:\
:vf=/usr/local/libexec/hpvf:

The following script is a conversion filter for troff data from the groff typesetting system for the PostScript printer
namedbamboo:

#!/bin/sh
#
# pstf - Convert groff’s troff data into PS, then print.
# Installed in /usr/local/libexec/pstf
#
exec grops | /usr/local/libexec/lprps "$@"

The above script makes use oflprps again to handle the communication with the printer. If the printer were on a
parallel port, we would use this script instead:

#!/bin/sh
#
# pstf - Convert groff’s troff data into PS, then print.
# Installed in /usr/local/libexec/pstf
#
exec grops

That is it. Here is the entry we need to add to/etc/printcap to enable the filter:

:tf=/usr/local/libexec/pstf:
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Here is an example that might make old hands at FORTRAN blush.It is a FORTRAN-text filter for any printer that
can directly print plain text. We will install it for the printer teak :

#!/bin/sh
#
# hprf - FORTRAN text filter for LaserJet 3si:
# Installed in /usr/local/libexec/hprf
#

printf "\033&k2G" && fpr && printf "\033&l0H" &&
exit 0

exit 2

And we will add this line to the/etc/printcap for the printerteak to enable this filter:

:rf=/usr/local/libexec/hprf:

Here is one final, somewhat complex example. We will add a DVI filter to the LaserJet printerteak introduced
earlier. First, the easy part: updating/etc/printcap with the location of the DVI filter:

:df=/usr/local/libexec/hpdf:

Now, for the hard part: making the filter. For that, we need a DVI-to-LaserJet/PCL conversion program. The
FreeBSD Ports Collection (seeThe Ports Collection) has one:dvi2xx is the name of the package. Installing this
package gives us the program we need,dvilj2p , which converts DVI into LaserJet IIp, LaserJet III, and LaserJet
2000 compatible codes.

dvilj2p makes the filterhpdf quite complex sincedvilj2p cannot read from standard input. It wants to work with
a filename. What is worse, the filename has to end in.dvi so using/dev/fd/0 for standard input is problematic.
We can get around that problem by linking (symbolically) a temporary file name (one that ends in.dvi ) to
/dev/fd/0 , thereby forcingdvilj2p to read from standard input.

The only other fly in the ointment is the fact that we cannot use/tmp for the temporary link. Symbolic links are
owned by user and groupbin . The filter runs as userdaemon. And the/tmp directory has the sticky bit set. The
filter can create the link, but it will not be able clean up whendone and remove it since the link will belong to a
different user.

Instead, the filter will make the symbolic link in the currentworking directory, which is the spooling directory
(specified by thesd capability in/etc/printcap ). This is a perfect place for filters to do their work, especially
since there is (sometimes) more free disk space in the spooling directory than under/tmp .

Here, finally, is the filter:

#!/bin/sh
#
# hpdf - Print DVI data on HP/PCL printer
# Installed in /usr/local/libexec/hpdf

PATH=/usr/local/bin:$PATH; export PATH

#
# Define a function to clean up our temporary files. These exi st
# in the current directory, which will be the spooling direct ory
# for the printer.
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#
cleanup() {

rm -f hpdf$$.dvi
}

#
# Define a function to handle fatal errors: print the given me ssage
# and exit 2. Exiting with 2 tells LPD to do not try to reprint th e
# job.
#
fatal() {

echo "$@" 1>&2
cleanup
exit 2

}

#
# If user removes the job, LPD will send SIGINT, so trap SIGINT
# (and a few other signals) to clean up after ourselves.
#
trap cleanup 1 2 15

#
# Make sure we are not colliding with any existing files.
#
cleanup

#
# Link the DVI input file to standard input (the file to print) .
#
ln -s /dev/fd/0 hpdf$$.dvi || fatal "Cannot symlink /dev/fd /0"

#
# Make LF = CR+LF
#
printf "\033&k2G" || fatal "Cannot initialize printer"

#
# Convert and print. Return value from dvilj2p does not seem t o be
# reliable, so we ignore it.
#
dvilj2p -M1 -q -e- dfhp$$.dvi

#
# Clean up and exit
#
cleanup
exit 0
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9.4.1.4.5. Automated Conversion: an Alternative to Conversion Filters

All these conversion filters accomplish a lot for your printing environment, but at the cost forcing the user to specify
(on the lpr(1) command line) which one to use. If your users are not particularly computer literate, having to specify
a filter option will become annoying. What is worse, though, is that an incorrectly specified filter option may run a
filter on the wrong type of file and cause your printer to spew out hundreds of sheets of paper.

Rather than install conversion filters at all, you might wantto try having the text filter (since it is the default filter)
detect the type of file it has been asked to print and then automatically run the right conversion filter. Tools such as
file can be of help here. Of course, it will be hard to determine thedifferences betweensomefile types�and, of
course, you can still provide conversion filters just for them.

The FreeBSD Ports Collection has a text filter that performs automatic conversion calledapsfilter . It can detect
plain text, PostScript, and DVI files, run the proper conversions, and print.

9.4.1.5. Output Filters

TheLPD spooling system supports one other type of filter that we havenot yet explored: an output filter. An output
filter is intended for printing plain text only, like the textfilter, but with many simplifications. If you are using an
output filter but no text filter, then:

� LPD starts an output filter once for the entire job instead of oncefor each file in the job.

� LPD does not make any provision to identify the start or the end offiles within the job for the output filter.

� LPD does not pass the user’s login or host to the filter, so it is notintended to do accounting. In fact, it gets only
two arguments:

filter-name -wwidth -llength

Wherewidth is from thepw capability andlength is from thepl capability for the printer in question.

Do not be seduced by an output filter’s simplicity. If you would like each file in a job to start on a different page an
output filterwill not work. Use a text filter (also known as an input filter); see sectionInstalling the Text Filter.
Furthermore, an output filter is actuallymore complexin that it has to examine the byte stream being sent to it for
special flag characters and must send signals to itself on behalf of LPD.

However, an output filter isnecessaryif you want header pages and need to send escape sequences or other
initialization strings to be able to print the header page. (But it is alsofutile if you want to charge header pages to the
requesting user’s account, sinceLPD does not give any user or host information to the output filter.)

On a single printer,LPD allows both an output filter and text or other filters. In such cases,LPD will start the output
filter to print the header page (see sectionHeader Pages) only.LPD then expects the output filter tostop itselfby
sending two bytes to the filter: ASCII 031 followed by ASCII 001. When an output filter sees these two bytes (031,
001), it should stop by sendingSIGSTOPto itself. WhenLPD’s done running other filters, it will restart the output
filter by sendingSIGCONTto it.

If there is an output filter butno text filter andLPD is working on a plain text job,LPD uses the output filter to do
the job. As stated before, the output filter will print each file of the job in sequence with no intervening form feeds or
other paper advancement, and this is probablynot what you want. In almost all cases, you need a text filter.
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The programlpf , which we introduced earlier as a text filter, can also run as an output filter. If you need a
quick-and-dirty output filter but do not want to write the byte detection and signal sending code, trylpf . You can
also wraplpf in a shell script to handle any initialization codes the printer might require.

9.4.1.6. lpf : a Text Filter

The program/usr/libexec/lpr/lpf that comes with FreeBSD binary distribution is a text filter (input filter) that
can indent output (job submitted withlpr -i ), allow literal characters to pass (job submitted withlpr -l ), adjust
the printing position for backspaces and tabs in the job, andaccount for pages printed. It can also act like an output
filter.

lpf is suitable for many printing environments. And although ithas no capability to send initialization sequences to
a printer, it is easy to write a shell script to do the needed initialization and then executelpf .

In order forlpf to do page accounting correctly, it needs correct values filled in for thepw andpl capabilities in the
/etc/printcap file. It uses these values to determine how much text can fit on apage and how many pages were in
a user’s job. For more information on printer accounting, see Accounting for Printer Usage.

9.4.2. Header Pages

If you havelotsof users, all of them using various printers, then you probably want to considerheader pagesas a
necessary evil.

Header pages, also known asbanneror burst pagesidentify to whom jobs belong after they are printed. They are
usually printed in large, bold letters, perhaps with decorative borders, so that in a stack of printouts they stand out
from the real documents that comprise users’ jobs. They enable users to locate their jobs quickly. The obvious
drawback to a header page is that it is yet one more sheet that has to be printed for every job, their ephemeral
usefulness lasting not more than a few minutes, ultimately finding themselves in a recycling bin or rubbish heap.
(Note that header pages go with each job, not each file in a job,so the paper waste might not be that bad.)

TheLPD system can provide header pages automatically for your printoutsif your printer can directly print plain
text. If you have a PostScript printer, you will need an external program to generate the header page; see
Header Pages on PostScript Printers.

9.4.2.1. Enabling Header Pages

In theSimple Printer Setupsection, we turned off header pages by specifyingsh (meaningEsuppress headerF) in
the/etc/printcap file. To enable header pages for a printer, just remove thesh capability.

Sounds too easy, right?

You are right. Youmighthave to provide an output filter to send initialization strings to the printer. Here is an
example output filter for Hewlett Packard PCL-compatible printers:

#!/bin/sh
#
# hpof - Output filter for Hewlett Packard PCL-compatible pr inters
# Installed in /usr/local/libexec/hpof

printf "\033&k2G" || exit 2
exec /usr/libexec/lpr/lpf
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Specify the path to the output filter in theof capability. See theOutput Filterssection for more information.

Here is an example/etc/printcap file for the printerteak that we introduced earlier; we enabled header pages
and added the above output filter:

#
# /etc/printcap for host orchid
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp=/dev/lpt0:sd=/var/spool/lpd/teak:mx#0:\
:if=/usr/local/libexec/hpif:\
:vf=/usr/local/libexec/hpvf:\
:of=/usr/local/libexec/hpof:

Now, when users print jobs toteak , they get a header page with each job. If users want to spend time searching for
their printouts, they can suppress header pages by submitting the job withlpr -h ; see theHeader Page Options
section for more lpr(1) options.

¥¥¥: LPD prints a form feed character after the header page. If your printer uses a different character or sequence
of characters to eject a page, specify them with the ff capability in /etc/printcap .

9.4.2.2. Controlling Header Pages

By enabling header pages,LPD will produce along header, a full page of large letters identifying the user, host, and
job. Here is an example (kelly printed the job named outline from hostrose ):

k ll ll
k l l
k l l
k k eeee l l y y
k k e e l l y y
k k eeeeee l l y y
kk k e l l y y
k k e e l l y yy
k k eeee lll lll yyy y

y
y y

yyyy

ll
t l i
t l

oooo u u ttttt l ii n nnn eeee
o o u u t l i nn n e e
o o u u t l i n n eeeeee
o o u u t l i n n e
o o u uu t t l i n n e e

oooo uuu u tt lll iii n n eeee
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r rrr oooo ssss eeee
rr r o o s s e e
r o o ss eeeeee
r o o ss e
r o o s s e e
r oooo ssss eeee

Job: outline
Date: Sun Sep 17 11:04:58 1995

LPD appends a form feed after this text so the job starts on a new page (unless you havesf (suppress form feeds) in
the destination printer’s entry in/etc/printcap ).

If you prefer,LPD can make ashort header; specifysb (short banner) in the/etc/printcap file. The header page
will look like this:

rose:kelly Job: outline Date: Sun Sep 17 11:07:51 1995

Also by default,LPD prints the header page first, then the job. To reverse that, specify hl (header last) in
/etc/printcap .

9.4.2.3. Accounting for Header Pages

UsingLPD’s built-in header pages enforces a particular paradigm when it comes to printer accounting: header pages
must befree of charge.

Why?

Because the output filter is the only external program that will have control when the header page is printed that
could do accounting, and it is not provided with anyuser or hostinformation or an accounting file, so it has no idea
whom to charge for printer use. It is also not enough to justEadd one pageF to the text filter or any of the
conversion filters (which do have user and host information)since users can suppress header pages withlpr -h .
They could still be charged for header pages they did not print. Basically,lpr -h will be the preferred option of
environmentally-minded users, but you cannot offer any incentive to use it.

It is still not enoughto have each of the filters generate their own header pages (thereby being able to charge for
them). If users wanted the option of suppressing the header pages withlpr -h , they will still get them and be
charged for them sinceLPD does not pass any knowledge of the-h option to any of the filters.
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So, what are your options?

You can:

�AcceptLPD’s paradigm and make header pages free.

� Install an alternative toLPD, such asLPRng. SectionAlternatives to the Standard Spoolertells more about other
spooling software you can substitute forLPD.

�Write asmartoutput filter. Normally, an output filter is not meant to do anything more than initialize a printer or
do some simple character conversion. It is suited for headerpages and plain text jobs (when there is no text (input)
filter). But, if there is a text filter for the plain text jobs, thenLPD will start the output filter only for the header
pages. And the output filter can parse the header page text that LPD generates to determine what user and host to
charge for the header page. The only other problem with this method is that the output filter still does not know
what accounting file to use (it is not passed the name of the filefrom theaf capability), but if you have a
well-known accounting file, you can hard-code that into the output filter. To facilitate the parsing step, use thesh

(short header) capability in/etc/printcap . Then again, all that might be too much trouble, and users will
certainly appreciate the more generous system administrator who makes header pages free.

9.4.2.4. Header Pages on PostScript Printers

As described above,LPD can generate a plain text header page suitable for many printers. Of course, PostScript
cannot directly print plain text, so the header page featureof LPD is useless�or mostly so.

One obvious way to get header pages is to have every conversion filter and the text filter generate the header page.
The filters should use the user and host arguments to generatea suitable header page. The drawback of this method is
that users will always get a header page, even if they submit jobs withlpr -h .

Let us explore this method. The following script takes threearguments (user login name, host name, and job name)
and makes a simple PostScript header page:

#!/bin/sh
#
# make-ps-header - make a PostScript header page on stdout
# Installed in /usr/local/libexec/make-ps-header
#

#
# These are PostScript units (72 to the inch). Modify for A4 or
# whatever size paper you are using:
#
page_width=612
page_height=792
border=72

#
# Check arguments
#
if [ $# -ne 3 ]; then

echo "Usage: ‘basename $0‘ <user> <host> <job>" 1>&2
exit 1

fi
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#
# Save these, mostly for readability in the PostScript, belo w.
#
user=$1
host=$2
job=$3
date=‘date‘

#
# Send the PostScript code to stdout.
#
exec cat <<EOF
%!PS

%
% Make sure we do not interfere with user’s job that will follo w
%
save

%
% Make a thick, unpleasant border around the edge of the paper .
%
$border $border moveto
$page_width $border 2 mul sub 0 rlineto
0 $page_height $border 2 mul sub rlineto
currentscreen 3 -1 roll pop 100 3 1 roll setscreen
$border 2 mul $page_width sub 0 rlineto closepath
0.8 setgray 10 setlinewidth stroke 0 setgray

%
% Display user’s login name, nice and large and prominent
%
/Helvetica-Bold findfont 64 scalefont setfont
$page_width ($user) stringwidth pop sub 2 div $page_height 200 sub moveto
($user) show

%
% Now show the boring particulars
%
/Helvetica findfont 14 scalefont setfont
/y 200 def
[ (Job:) (Host:) (Date:) ] {
200 y moveto show /y y 18 sub def }
forall

/Helvetica-Bold findfont 14 scalefont setfont
/y 200 def
[ ($job) ($host) ($date) ] {

270 y moveto show /y y 18 sub def
} forall

%
% That is it
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%
restore
showpage
EOF

Now, each of the conversion filters and the text filter can callthis script to first generate the header page, and then
print the user’s job. Here is the DVI conversion filter from earlier in this document, modified to make a header page:

#!/bin/sh
#
# psdf - DVI to PostScript printer filter
# Installed in /usr/local/libexec/psdf
#
# Invoked by lpd when user runs lpr -d
#

orig_args="$@"

fail() {
echo "$@" 1>&2
exit 2

}

while getopts "x:y:n:h:" option; do
case $option in

x|y) ;; # Ignore
n) login=$OPTARG ;;
h) host=$OPTARG ;;

* ) echo "LPD started ‘basename $0‘ wrong." 1>&2
exit 2
;;

esac
done

[ "$login" ] || fail "No login name"
[ "$host" ] || fail "No host name"

( /usr/local/libexec/make-ps-header $login $host "DVI Fi le"
/usr/local/bin/dvips -f ) | eval /usr/local/libexec/lprp s $orig_args

Notice how the filter has to parse the argument list in order todetermine the user and host name. The parsing for the
other conversion filters is identical. The text filter takes aslightly different set of arguments, though (see section
How Filters Work).

As we have mentioned before, the above scheme, though fairlysimple, disables theEsuppress header pageF option
(the-h option) tolpr . If users wanted to save a tree (or a few pennies, if you chargefor header pages), they would
not be able to do so, since every filter’s going to print a header page with every job.

To allow users to shut off header pages on a per-job basis, youwill need to use the trick introduced in section
Accounting for Header Pages: write an output filter that parses the LPD-generated headerpage and produces a
PostScript version. If the user submits the job withlpr -h , thenLPD will not generate a header page, and neither
will your output filter. Otherwise, your output filter will read the text fromLPD and send the appropriate header page
PostScript code to the printer.
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If you have a PostScript printer on a serial line, you can makeuse oflprps , which comes with an output filter,
psof , which does the above. Note thatpsof does not charge for header pages.

9.4.3. Networked Printing

FreeBSD supports networked printing: sending jobs to remote printers. Networked printing generally refers to two
different things:

�Accessing a printer attached to a remote host. You install a printer that has a conventional serial or parallel
interface on one host. Then, you set upLPD to enable access to the printer from other hosts on the network.
SectionPrinters Installed on Remote Hoststells how to do this.

�Accessing a printer attached directly to a network. The printer has a network interface in addition (or in place of) a
more conventional serial or parallel interface. Such a printer might work as follows:

� It might understand theLPD protocol and can even queue jobs from remote hosts. In this case, it acts just like a
regular host runningLPD. Follow the same procedure in sectionPrinters Installed on Remote Hoststo set up
such a printer.

� It might support a data stream network connection. In this case, youEattachF the printer to one host on the
network by making that host responsible for spooling jobs and sending them to the printer. Section
Printers with Networked Data Stream Interfacesgives some suggestions on installing such printers.

9.4.3.1. Printers Installed on Remote Hosts

TheLPD spooling system has built-in support for sending jobs to other hosts also runningLPD (or are compatible
with LPD). This feature enables you to install a printer on one host and make it accessible from other hosts. It also
works with printers that have network interfaces that understand theLPD protocol.

To enable this kind of remote printing, first install a printer on one host, theprinter host, using the simple printer
setup described in theSimple Printer Setupsection. Do any advanced setup inAdvanced Printer Setupthat you need.
Make sure to test the printer and see if it works with the features ofLPD you have enabled. Also ensure that thelocal
hosthas authorization to use theLPD service in theremote host(seeRestricting Jobs from Remote Printers).

If you are using a printer with a network interface that is compatible withLPD, then theprinter hostin the
discussion below is the printer itself, and theprinter nameis the name you configured for the printer. See the
documentation that accompanied your printer and/or printer-network interface.

èèèîîî: If you are using a Hewlett Packard Laserjet then the printer name text will automatically perform the LF to
CRLF conversion for you, so you will not require the hpif script.

Then, on the other hosts you want to have access to the printer, make an entry in their/etc/printcap files with the
following:

1. Name the entry anything you want. For simplicity, though,you probably want to use the same name and aliases
as on the printer host.

2. Leave thelp capability blank, explicitly (:lp=: ).
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3. Make a spooling directory and specify its location in thesd capability.LPD will store jobs here before they get
sent to the printer host.

4. Place the name of the printer host in therm capability.

5. Place the printer name on theprinter hostin therp capability.

That is it. You do not need to list conversion filters, page dimensions, or anything else in the/etc/printcap file.

Here is an example. The hostrose has two printers,bamboo andrattan . We will enable users on the hostorchid

to print to those printers. Here is the/etc/printcap file for orchid (back from sectionEnabling Header Pages). It
already had the entry for the printerteak ; we have added entries for the two printers on the hostrose :

#
# /etc/printcap for host orchid - added (remote) printers on rose
#

#
# teak is local; it is connected directly to orchid:
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp=/dev/lpt0:sd=/var/spool/lpd/teak:mx#0:\
:if=/usr/local/libexec/ifhp:\
:vf=/usr/local/libexec/vfhp:\
:of=/usr/local/libexec/ofhp:

#
# rattan is connected to rose; send jobs for rattan to rose:
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:lp=:rm=rose:rp=rattan:sd=/var/spool/lpd/rattan:

#
# bamboo is connected to rose as well:
#
bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\

:lp=:rm=rose:rp=bamboo:sd=/var/spool/lpd/bamboo:

Then, we just need to make spooling directories onorchid :

# mkdir -p /var/spool/lpd/rattan /var/spool/lpd/bamboo

# chmod 770 /var/spool/lpd/rattan /var/spool/lpd/bamboo

# chown daemon:daemon /var/spool/lpd/rattan /var/spool/l pd/bamboo

Now, users onorchid can print torattan andbamboo. If, for example, a user onorchid typed

% lpr -P bamboo -d sushi-review.dvi

theLPD system onorchid would copy the job to the spooling directory/var/spool/lpd/bamboo and note that
it was a DVI job. As soon as the hostrose has room in itsbamboo spooling directory, the twoLPDs would transfer
the file torose . The file would wait inrose ’s queue until it was finally printed. It would be converted from DVI to
PostScript (sincebamboo is a PostScript printer) onrose .
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9.4.3.2. Printers with Networked Data Stream Interfaces

Often, when you buy a network interface card for a printer, you can get two versions: one which emulates a spooler
(the more expensive version), or one which just lets you senddata to it as if you were using a serial or parallel port
(the cheaper version). This section tells how to use the cheaper version. For the more expensive one, see the previous
sectionPrinters Installed on Remote Hosts.

The format of the/etc/printcap file lets you specify what serial or parallel interface to use, and (if you are using
a serial interface), what baud rate, whether to use flow control, delays for tabs, conversion of newlines, and more. But
there is no way to specify a connection to a printer that is listening on a TCP/IP or other network port.

To send data to a networked printer, you need to develop a communications program that can be called by the text
and conversion filters. Here is one such example: the scriptnetprint takes all data on standard input and sends it to
a network-attached printer. We specify the hostname of the printer as the first argument and the port number to which
to connect as the second argument tonetprint . Note that this supports one-way communication only (FreeBSD to
printer); many network printers support two-way communication, and you might want to take advantage of that (to
get printer status, perform accounting, etc.).

#!/usr/bin/perl
#
# netprint - Text filter for printer attached to network
# Installed in /usr/local/libexec/netprint
#
$#ARGV eq 1 || die "Usage: $0 <printer-hostname> <port-numb er>";

$printer_host = $ARGV[0];
$printer_port = $ARGV[1];

require ’sys/socket.ph’;

($ignore, $ignore, $protocol) = getprotobyname(’tcp’);
($ignore, $ignore, $ignore, $ignore, $address)

= gethostbyname($printer_host);

$sockaddr = pack(’S n a4 x8’, &AF_INET, $printer_port, $add ress);

socket(PRINTER, &PF_INET, &SOCK_STREAM, $protocol)
|| die "Can’t create TCP/IP stream socket: $!";

connect(PRINTER, $sockaddr) || die "Can’t contact $printe r_host: $!";
while (<STDIN>) { print PRINTER; }
exit 0;

We can then use this script in various filters. Suppose we had aDiablo 750-N line printer connected to the network.
The printer accepts data to print on port number 5100. The host name of the printer is scrivener. Here is the text filter
for the printer:

#!/bin/sh
#
# diablo-if-net - Text filter for Diablo printer ‘scrivener ’ listening
# on port 5100. Installed in /usr/local/libexec/diablo-if -net
#
exec /usr/libexec/lpr/lpf "$@" | /usr/local/libexec/net print scrivener 5100
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9.4.4. Restricting Printer Usage

This section gives information on restricting printer usage. TheLPD system lets you control who can access a
printer, both locally or remotely, whether they can print multiple copies, how large their jobs can be, and how large
the printer queues can get.

9.4.4.1. Restricting Multiple Copies

TheLPD system makes it easy for users to print multiple copies of a file. Users can print jobs withlpr -#5 (for
example) and get five copies of each file in the job. Whether this is a good thing is up to you.

If you feel multiple copies cause unnecessary wear and tear on your printers, you can disable the-# option to lpr(1)
by adding thesc capability to the/etc/printcap file. When users submit jobs with the-# option, they will see:

lpr: multiple copies are not allowed

Note that if you have set up access to a printer remotely (see sectionPrinters Installed on Remote Hosts), you need
thesc capability on the remote/etc/printcap files as well, or else users will still be able to submit multiple-copy
jobs by using another host.

Here is an example. This is the/etc/printcap file for the hostrose . The printerrattan is quite hearty, so we
will allow multiple copies, but the laser printerbamboo is a bit more delicate, so we will disable multiple copies by
adding thesc capability:

#
# /etc/printcap for host rose - restrict multiple copies on b amboo
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan:\
:lp=/dev/lpt0:\
:if=/usr/local/libexec/if-simple:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:sc:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

Now, we also need to add thesc capability on the hostorchid ’s /etc/printcap (and while we are at it, let us
disable multiple copies for the printerteak ):

#
# /etc/printcap for host orchid - no multiple copies for loca l
# printer teak or remote printer bamboo
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp=/dev/lpt0:sd=/var/spool/lpd/teak:mx#0:sc:\
:if=/usr/local/libexec/ifhp:\
:vf=/usr/local/libexec/vfhp:\
:of=/usr/local/libexec/ofhp:

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:lp=:rm=rose:rp=rattan:sd=/var/spool/lpd/rattan:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
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:lp=:rm=rose:rp=bamboo:sd=/var/spool/lpd/bamboo:sc:

By using thesc capability, we prevent the use oflpr -# , but that still does not prevent users from running lpr(1)
multiple times, or from submitting the same file multiple times in one job like this:

% lpr forsale.sign forsale.sign forsale.sign forsale.sign forsale.sign

There are many ways to prevent this abuse (including ignoring it) which you are free to explore.

9.4.4.2. Restricting Access to Printers

You can control who can print to what printers by using the UNIX group mechanism and therg capability in
/etc/printcap . Just place the users you want to have access to a printer in a certain group, and then name that
group in therg capability.

Users outside the group (includingroot ) will be greeted withlpr: Not a member of the restricted

group if they try to print to the controlled printer.

As with thesc (suppress multiple copies) capability, you need to specifyrg on remote hosts that also have access to
your printers, if you feel it is appropriate (see sectionPrinters Installed on Remote Hosts).

For example, we will let anyone access the printerrattan , but only those in groupartists can usebamboo. Here
is the familiar/etc/printcap for hostrose :

#
# /etc/printcap for host rose - restricted group for bamboo
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan:\
:lp=/dev/lpt0:\
:if=/usr/local/libexec/if-simple:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:sc:rg=artists:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

Let us leave the other example/etc/printcap file (for the hostorchid ) alone. Of course, anyone onorchid can
print to bamboo. It might be the case that we only allow certain logins onorchid anyway, and want them to have
access to the printer. Or not.

¥¥¥: There can be only one restricted group per printer.

9.4.4.3. Controlling Sizes of Jobs Submitted

If you have many users accessing the printers, you probably need to put an upper limit on the sizes of the files users
can submit to print. After all, there is only so much free space on the filesystem that houses the spooling directories,
and you also need to make sure there is room for the jobs of other users.
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LPD enables you to limit the maximum byte size a file in a job can be with themxcapability. The units are in
BUFSIZ blocks, which are 1024 bytes. If you put a zero for this capability, there will be no limit on file size;
however, if nomxcapability is specified, then a default limit of 1000 blocks will be used.

¥¥¥: The limit applies to files in a job, and not the total job size.

LPD will not refuse a file that is larger than the limit you place ona printer. Instead, it will queue as much of the file
up to the limit, which will then get printed. The rest will be discarded. Whether this is correct behavior is up for
debate.

Let us add limits to our example printersrattan andbamboo. Since those artists’ PostScript files tend to be large,
we will limit them to five megabytes. We will put no limit on theplain text line printer:

#
# /etc/printcap for host rose
#

#
# No limit on job size:
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:mx#0:sd=/var/spool/lpd/rattan:\
:lp=/dev/lpt0:\
:if=/usr/local/libexec/if-simple:

#
# Limit of five megabytes:
#
bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\

:sh:sd=/var/spool/lpd/bamboo:sc:rg=artists:mx#5000: \
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

Again, the limits apply to the local users only. If you have set up access to your printers remotely, remote users will
not get those limits. You will need to specify themxcapability in the remote/etc/printcap files as well. See
sectionPrinters Installed on Remote Hostsfor more information on remote printing.

There is another specialized way to limit job sizes from remote printers; see section
Restricting Jobs from Remote Printers.

9.4.4.4. Restricting Jobs from Remote Printers

TheLPD spooling system provides several ways to restrict print jobs submitted from remote hosts:

Host restrictions

You can control from which remote hosts a localLPD accepts requests with the files/etc/hosts.equiv and
/etc/hosts.lpd . LPD checks to see if an incoming request is from a host listed in either one of these files. If
not,LPD refuses the request.
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The format of these files is simple: one host name per line. Note that the file/etc/hosts.equiv is also used
by the ruserok(3) protocol, and affects programs like rsh(1) and rcp(1), so be careful.

For example, here is the/etc/hosts.lpd file on the hostrose :

orchid
violet
madrigal.fishbaum.de

This meansrose will accept requests from the hostsorchid , violet , andmadrigal.fishbaum.de . If any
other host tries to accessrose ’s LPD, the job will be refused.

Size restrictions

You can control how much free space there needs to remain on the filesystem where a spooling directory
resides. Make a file calledminfree in the spooling directory for the local printer. Insert in that file a number
representing how many disk blocks (512 bytes) of free space there has to be for a remote job to be accepted.

This lets you insure that remote users will not fill your filesystem. You can also use it to give a certain priority to
local users: they will be able to queue jobs long after the free disk space has fallen below the amount specified
in theminfree file.

For example, let us add aminfree file for the printerbamboo. We examine/etc/printcap to find the
spooling directory for this printer; here isbamboo’s entry:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScrip t v51.4:\
:sh:sd=/var/spool/lpd/bamboo:sc:rg=artists:mx#5000: \
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:mx#500 0:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

The spooling directory is given in thesd capability. We will make three megabytes (which is 6144 diskblocks)
the amount of free disk space that must exist on the filesystemfor LPD to accept remote jobs:

# echo 6144 > /var/spool/lpd/bamboo/minfree

User restrictions

You can control which remote users can print to local printers by specifying thers capability in
/etc/printcap . Whenrs appears in the entry for a locally-attached printer,LPD will accept jobs from
remote hostsif the user submitting the job also has an account of the same login name on the local host.
Otherwise,LPD refuses the job.

This capability is particularly useful in an environment where there are (for example) different departments
sharing a network, and some users transcend departmental boundaries. By giving them accounts on your
systems, they can use your printers from their own departmental systems. If you would rather allow them to use
onlyyour printers and not your computer resources, you can give themEtokenF accounts, with no home
directory and a useless shell like/usr/bin/false .

9.4.5. Accounting for Printer Usage

So, you need to charge for printouts. And why not? Paper and ink cost money. And then there are maintenance
costs�printers are loaded with moving parts and tend to break down.You have examined your printers, usage
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patterns, and maintenance fees and have come up with a per-page (or per-foot, per-meter, or per-whatever) cost.
Now, how do you actually start accounting for printouts?

Well, the bad news is theLPD spooling system does not provide much help in this department. Accounting is highly
dependent on the kind of printer in use, the formats being printed, andyour requirements in charging for printer
usage.

To implement accounting, you have to modify a printer’s textfilter (to charge for plain text jobs) and the conversion
filters (to charge for other file formats), to count pages or query the printer for pages printed. You cannot get away
with using the simple output filter, since it cannot do accounting. See sectionFilters.

Generally, there are two ways to do accounting:

�Periodic accountingis the more common way, possibly because it is easier. Whenever someone prints a job, the
filter logs the user, host, and number of pages to an accounting file. Every month, semester, year, or whatever time
period you prefer, you collect the accounting files for the various printers, tally up the pages printed by users, and
charge for usage. Then you truncate all the logging files, starting with a clean slate for the next period.

� Timely accountingis less common, probably because it is more difficult. This method has the filters charge users
for printouts as soon as they use the printers. Like disk quotas, the accounting is immediate. You can prevent users
from printing when their account goes in the red, and might provide a way for users to check and adjust their
Eprint quotas.F But this method requires some database code to track users and their quotas.

TheLPD spooling system supports both methods easily: since you have to provide the filters (well, most of the
time), you also have to provide the accounting code. But there is a bright side: you have enormous flexibility in your
accounting methods. For example, you choose whether to use periodic or timely accounting. You choose what
information to log: user names, host names, job types, pagesprinted, square footage of paper used, how long the job
took to print, and so forth. And you do so by modifying the filters to save this information.

9.4.5.1. Quick and Dirty Printer Accounting

FreeBSD comes with two programs that can get you set up with simple periodic accounting right away. They are the
text filter lpf , described in sectionlpf: a Text Filter, and pac(8), a program to gather and total entries from printer
accounting files.

As mentioned in the section on filters (Filters), LPD starts the text and the conversion filters with the name of the
accounting file to use on the filter command line. The filters can use this argument to know where to write an
accounting file entry. The name of this file comes from theaf capability in/etc/printcap , and if not specified as
an absolute path, is relative to the spooling directory.

LPD startslpf with page width and length arguments (from thepw andpl capabilities).lpf uses these arguments
to determine how much paper will be used. After sending the file to the printer, it then writes an accounting entry in
the accounting file. The entries look like this:

2.00 rose:andy
3.00 rose:kelly
3.00 orchid:mary
5.00 orchid:mary
2.00 orchid:zhang

You should use a separate accounting file for each printer, aslpf has no file locking logic built into it, and twolpf s
might corrupt each other’s entries if they were to write to the same file at the same time. An easy way to insure a
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separate accounting file for each printer is to useaf=acct in /etc/printcap . Then, each accounting file will be in
the spooling directory for a printer, in a file namedacct .

When you are ready to charge users for printouts, run the pac(8) program. Just change to the spooling directory for
the printer you want to collect on and typepac . You will get a dollar-centric summary like the following:

Login pages/feet runs price
orchid:kelly 5.00 1 $ 0.10
orchid:mary 31.00 3 $ 0.62
orchid:zhang 9.00 1 $ 0.18
rose:andy 2.00 1 $ 0.04
rose:kelly 177.00 104 $ 3.54
rose:mary 87.00 32 $ 1.74
rose:root 26.00 12 $ 0.52

total 337.00 154 $ 6.74

These are the arguments pac(8) expects:

-P printer

Whichprinter to summarize. This option works only if there is an absolute path in theaf capability in
/etc/printcap .

-c

Sort the output by cost instead of alphabetically by user name.

-m

Ignore host name in the accounting files. With this option, usersmith on hostalpha is the same usersmith on
hostgamma. Without, they are different users.

-p price

Compute charges withprice dollars per page or per foot instead of the price from thepc capability in
/etc/printcap , or two cents (the default). You can specifyprice as a floating point number.

-r

Reverse the sort order.

-s

Make an accounting summary file and truncate the accounting file.

name�

Print accounting information for the given usernames only.

In the default summary that pac(8) produces, you see the number of pages printed by each user from various hosts. If,
at your site, host does not matter (because users can use any host), runpac -m , to produce the following summary:

Login pages/feet runs price
andy 2.00 1 $ 0.04
kelly 182.00 105 $ 3.64
mary 118.00 35 $ 2.36
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root 26.00 12 $ 0.52
zhang 9.00 1 $ 0.18

total 337.00 154 $ 6.74

To compute the dollar amount due, pac(8) uses thepc capability in the/etc/printcap file (default of 200, or 2
cents per page). Specify, in hundredths of cents, the price per page or per foot you want to charge for printouts in this
capability. You can override this value when you run pac(8) with the-p option. The units for the-p option are in
dollars, though, not hundredths of cents. For example,

# pac -p1.50

makes each page cost one dollar and fifty cents. You can reallyrake in the profits by using this option.

Finally, runningpac -s will save the summary information in a summary accounting file, which is named the same
as the printer’s accounting file, but with_sum appended to the name. It then truncates the accounting file. When you
run pac(8) again, it rereads the summary file to get starting totals, then adds information from the regular accounting
file.

9.4.5.2. How Can You Count Pages Printed?

In order to perform even remotely accurate accounting, you need to be able to determine how much paper a job uses.
This is the essential problem of printer accounting.

For plain text jobs, the problem is not that hard to solve: youcount how many lines are in a job and compare it to
how many lines per page your printer supports. Do not forget to take into account backspaces in the file which
overprint lines, or long logical lines that wrap onto one or more additional physical lines.

The text filterlpf (introduced inlpf: a Text Filter) takes into account these things when it does accounting. Ifyou
are writing a text filter which needs to do accounting, you might want to examinelpf ’s source code.

How do you handle other file formats, though?

Well, for DVI-to-LaserJet or DVI-to-PostScript conversion, you can have your filter parse the diagnostic output of
dvilj or dvips and look to see how many pages were converted. You might be able to do similar things with other
file formats and conversion programs.

But these methods suffer from the fact that the printer may not actually print all those pages. For example, it could
jam, run out of toner, or explode�and the user would still get charged.

So, what can you do?

There is only onesureway to doaccurateaccounting. Get a printer that can tell you how much paper it uses, and
attach it via a serial line or a network connection. Nearly all PostScript printers support this notion. Other makes and
models do as well (networked Imagen laser printers, for example). Modify the filters for these printers to get the page
usage after they print each job and have them log accounting information based on that valueonly. There is no line
counting nor error-prone file examination required.

Of course, you can always be generous and make all printouts free.
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9.5. Using Printers
This section tells you how to use printers you have set up withFreeBSD. Here is an overview of the user-level
commands:

lpr(1)

Print jobs

lpq(1)

Check printer queues

lprm(1)

Remove jobs from a printer’s queue

There is also an administrative command, lpc(8), describedin the sectionAdministering Printers, used to control
printers and their queues.

All three of the commands lpr(1), lprm(1), and lpq(1) acceptan option-P printer-name to specify on which
printer/queue to operate, as listed in the/etc/printcap file. This enables you to submit, remove, and check on
jobs for various printers. If you do not use the-P option, then these commands use the printer specified in the
PRINTERenvironment variable. Finally, if you do not have aPRINTERenvironment variable, these commands
default to the printer namedlp .

Hereafter, the terminologydefault printermeans the printer named in thePRINTERenvironment variable, or the
printer namedlp when there is noPRINTERenvironment variable.

9.5.1. Printing Jobs

To print files, type:

% lpr filename ...

This prints each of the listed files to the default printer. Ifyou list no files, lpr(1) reads data to print from standard
input. For example, this command prints some important system files:

% lpr /etc/host.conf /etc/hosts.equiv

To select a specific printer, type:

% lpr -P printer-name filename ...

This example prints a long listing of the current directory to the printer namedrattan :

% ls -l | lpr -P rattan

Because no files were listed for the lpr(1) command,lpr read the data to print from standard input, which was the
output of thels -l command.

The lpr(1) command can also accept a wide variety of options to control formatting, apply file conversions, generate
multiple copies, and so forth. For more information, see thesectionPrinting Options.
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9.5.2. Checking Jobs

When you print with lpr(1), the data you wish to print is put together in a package called aEprint jobF, which is
sent to theLPD spooling system. Each printer has a queue of jobs, and your job waits in that queue along with other
jobs from yourself and from other users. The printer prints those jobs in a first-come, first-served order.

To display the queue for the default printer, type lpq(1). For a specific printer, use the-P option. For example, the
command

% lpq -P bamboo

shows the queue for the printer namedbamboo. Here is an example of the output of thelpq command:

bamboo is ready and printing
Rank Owner Job Files Total Size
active kelly 9 /etc/host.conf, /etc/hosts.equiv 88 bytes
2nd kelly 10 (standard input) 1635 bytes
3rd mary 11 ... 78519 bytes

This shows three jobs in the queue forbamboo. The first job, submitted by user kelly, got assignedEjob numberF
9. Every job for a printer gets a unique job number. Most of thetime you can ignore the job number, but you will
need it if you want to cancel the job; see sectionRemoving Jobsfor details.

Job number nine consists of two files; multiple files given on the lpr(1) command line are treated as part of a single
job. It is the currently active job (note the wordactive under theERankF column), which means the printer
should be currently printing that job. The second job consists of data passed as the standard input to the lpr(1)
command. The third job came from usermary ; it is a much larger job. The pathname of the file she is trying to print
is too long to fit, so the lpq(1) command just shows three dots.

The very first line of the output from lpq(1) is also useful: ittells what the printer is currently doing (or at least what
LPD thinks the printer is doing).

The lpq(1) command also support a-l option to generate a detailed long listing. Here is an example of lpq -l :

waiting for bamboo to become ready (offline ?)
kelly: 1st [job 009rose]

/etc/host.conf 73 bytes
/etc/hosts.equiv 15 bytes

kelly: 2nd [job 010rose]
(standard input) 1635 bytes

mary: 3rd [job 011rose]
/home/orchid/mary/research/venus/alpha-regio/mappin g 78519 bytes

9.5.3. Removing Jobs

If you change your mind about printing a job, you can remove the job from the queue with the lprm(1) command.
Often, you can even use lprm(1) to remove an active job, but some or all of the job might still get printed.

To remove a job from the default printer, first use lpq(1) to find the job number. Then type:

% lprm job-number
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To remove the job from a specific printer, add the-P option. The following command removes job number 10 from
the queue for the printerbamboo:

% lprm -P bamboo 10

The lprm(1) command has a few shortcuts:

lprm -

Removes all jobs (for the default printer) belonging to you.

lprm user

Removes all jobs (for the default printer) belonging touser. The superuser can remove other users’ jobs; you
can remove only your own jobs.

lprm

With no job number, user name, or- appearing on the command line, lprm(1) removes the currently active job
on the default printer, if it belongs to you. The superuser can remove any active job.

Just use the-P option with the above shortcuts to operate on a specific printer instead of the default. For example, the
following command removes all jobs for the current user in the queue for the printer namedrattan :

% lprm -P rattan -

¥¥¥: If you are working in a networked environment, lprm(1) will let you remove jobs only from the host from which
the jobs were submitted, even if the same printer is available from other hosts. The following command sequence
demonstrates this:

% lpr -P rattan myfile

% rlogin orchid

% lpq -P rattan

Rank Owner Job Files Total Size
active seeyan 12 ... 49123 bytes
2nd kelly 13 myfile 12 bytes
% lprm -P rattan 13

rose: Permission denied
% logout

% lprm -P rattan 13

dfA013rose dequeued
cfA013rose dequeued

9.5.4. Beyond Plain Text: Printing Options

The lpr(1) command supports a number of options that controlformatting text, converting graphic and other file
formats, producing multiple copies, handling of the job, and more. This section describes the options.
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9.5.4.1. Formatting and Conversion Options

The following lpr(1) options control formatting of the filesin the job. Use these options if the job does not contain
plain text or if you want plain text formatted through the pr(1) utility.

For example, the following command prints a DVI file (from theTEX typesetting system) namedfish-report.dvi

to the printer namedbamboo:

% lpr -P bamboo -d fish-report.dvi

These options apply to every file in the job, so you cannot mix (say) DVI and ditroff files together in a job. Instead,
submit the files as separate jobs, using a different conversion option for each job.

¥¥¥: All of these options except -p and -T require conversion filters installed for the destination printer. For
example, the -d option requires the DVI conversion filter. Section Conversion Filters gives details.

-c

Print cifplot files.

-d

Print DVI files.

-f

Print FORTRAN text files.

-g

Print plot data.

-i number

Indent the output bynumber columns; if you omitnumber, indent by 8 columns. This option works only with
certain conversion filters.

¥¥¥: Do not put any space between the -i and the number.

-l

Print literal text data, including control characters.

-n

Print ditroff (device independent troff) data.

-p

Format plain text with pr(1) before printing. See pr(1) for more information.
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-T title

Usetitle on the pr(1) header instead of the file name. This option has effect only when used with the-p
option.

-t

Print troff data.

-v

Print raster data.

Here is an example: this command prints a nicely formatted version of the ls(1) manual page on the default printer:

% zcat /usr/share/man/man1/ls.1.gz | troff -t -man | lpr -t

The zcat(1) command uncompresses the source of the ls(1) manual page and passes it to the troff(1) command,
which formats that source and makes GNU troff output and passes it to lpr(1), which submits the job to theLPD
spooler. Because we used the-t option to lpr(1), the spooler will convert the GNU troff output into a format the
default printer can understand when it prints the job.

9.5.4.2. Job Handling Options

The following options to lpr(1) tellLPD to handle the job specially:

-# copies

Produce a number ofcopies of each file in the job instead of just one copy. An administrator may disable this
option to reduce printer wear-and-tear and encourage photocopier usage. See section
Restricting Multiple Copies.

This example prints three copies ofparser.c followed by three copies ofparser.h to the default printer:

% lpr -#3 parser.c parser.h

-m

Send mail after completing the print job. With this option, theLPD system will send mail to your account when
it finishes handling your job. In its message, it will tell youif the job completed successfully or if there was an
error, and (often) what the error was.

-s

Do not copy the files to the spooling directory, but make symbolic links to them instead.

If you are printing a large job, you probably want to use this option. It saves space in the spooling directory
(your job might overflow the free space on the filesystem wherethe spooling directory resides). It saves time as
well sinceLPD will not have to copy each and every byte of your job to the spooling directory.

There is a drawback, though: sinceLPD will refer to the original files directly, you cannot modify or remove
them until they have been printed.

¥¥¥: If you are printing to a remote printer, LPD will eventually have to copy files from the local host to the
remote host, so the -s option will save space only on the local spooling directory, not the remote. It is still
useful, though.
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-r

Remove the files in the job after copying them to the spooling directory, or after printing them with the-s
option. Be careful with this option!

9.5.4.3. Header Page Options

These options to lpr(1) adjust the text that normally appears on a job’s header page. If header pages are suppressed
for the destination printer, these options have no effect. See sectionHeader Pagesfor information about setting up
header pages.

-C text

Replace the hostname on the header page withtext. The hostname is normally the name of the host from
which the job was submitted.

-Jtext

Replace the job name on the header page withtext. The job name is normally the name of the first file of the
job, orstdin if you are printing standard input.

-h

Do not print any header page.

¥¥¥: At some sites, this option may have no effect due to the way header pages are generated. See
Header Pages for details.

9.5.5. Administering Printers

As an administrator for your printers, you have had to install, set up, and test them. Using the lpc(8) command, you
can interact with your printers in yet more ways. With lpc(8), you can

�Start and stop the printers

�Enable and disable their queues

�Rearrange the order of the jobs in each queue.

First, a note about terminology: if a printer isstopped, it will not print anything in its queue. Users can still submit
jobs, which will wait in the queue until the printer isstartedor the queue is cleared.

If a queue isdisabled, no user (exceptroot ) can submit jobs for the printer. Anenabledqueue allows jobs to be
submitted. A printer can bestartedfor a disabled queue, in which case it will continue to print jobs in the queue until
the queue is empty.
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In general, you have to haveroot privileges to use the lpc(8) command. Ordinary users can usethe lpc(8) command
to get printer status and to restart a hung printer only.

Here is a summary of the lpc(8) commands. Most of the commandstake aprinter-name argument to tell on which
printer to operate. You can useall for theprinter-name to mean all printers listed in/etc/printcap .

abort printer-name

Cancel the current job and stop the printer. Users can still submit jobs if the queue is enabled.

clean printer-name

Remove old files from the printer’s spooling directory. Occasionally, the files that make up a job are not
properly removed byLPD, particularly if there have been errors during printing or alot of administrative
activity. This command finds files that do not belong in the spooling directory and removes them.

disable printer-name

Disable queuing of new jobs. If the printer is running, it will continue to print any jobs remaining in the queue.
The superuser (root ) can always submit jobs, even to a disabled queue.

This command is useful while you are testing a new printer or filter installation: disable the queue and submit
jobs asroot . Other users will not be able to submit jobs until you complete your testing and re-enable the
queue with theenable command.

down printer-name message

Take a printer down. Equivalent todisable followed bystop . Themessage appears as the printer’s status
whenever a user checks the printer’s queue with lpq(1) or status with lpc status .

enable printer-name

Enable the queue for a printer. Users can submit jobs but the printer will not print anything until it is started.

help command-name

Print help on the commandcommand-name. With nocommand-name, print a summary of the commands
available.

restart printer-name

Start the printer. Ordinary users can use this command if some extraordinary circumstance hangsLPD, but they
cannot start a printer stopped with either thestop or down commands. Therestart command is equivalent to
abort followed bystart .

start printer-name

Start the printer. The printer will print jobs in its queue.

stop printer-name

Stop the printer. The printer will finish the current job and will not print anything else in its queue. Even though
the printer is stopped, users can still submit jobs to an enabled queue.
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topq printer-name job-or-username

Rearrange the queue forprinter-name by placing the jobs with the listedjob numbers or the jobs belonging
to username at the top of the queue. For this command, you cannot useall as theprinter-name.

up printer-name

Bring a printer up; the opposite of thedown command. Equivalent tostart followed byenable .

lpc(8) accepts the above commands on the command line. If youdo not enter any commands, lpc(8) enters an
interactive mode, where you can enter commands until you typeexit , quit , or end-of-file.

9.6. Alternatives to the Standard Spooler
If you have been reading straight through this manual, by nowyou have learned just about everything there is to know
about theLPD spooling system that comes with FreeBSD. You can probably appreciate many of its shortcomings,
which naturally leads to the question:EWhat other spooling systems are out there (and work with FreeBSD)?F

LPRng

LPRng, which purportedly meansELPR: the Next GenerationF is a complete rewrite of PLP. Patrick Powell
and Justin Mason (the principal maintainer of PLP) collaborated to makeLPRng. The main site forLPRng is
http://www.lprng.org/.

CUPS

CUPS, the Common UNIX Printing System, provides a portable printing layer for UNIX-based operating
systems. It has been developed by Easy Software Products to promote a standard printing solution for all UNIX
vendors and users.

CUPSuses the Internet Printing Protocol (IPP) as the basis for managing print jobs and queues. The Line
Printer Daemon (LPD), Server Message Block (SMB), and AppSocket (a.k.a. JetDirect) protocols are also
supported with reduced functionality. CUPS adds network printer browsing and PostScript Printer Description
(PPD) based printing options to support real-world printing under UNIX.

The main site forCUPS is http://www.cups.org/.

9.7. Troubleshooting
After performing the simple test with lptest(1), you might have gotten one of the following results instead of the
correct printout:

It worked, after awhile; or, it did not eject a full sheet.

The printer printed the above, but it sat for awhile and did nothing. In fact, you might have needed to press a
PRINT REMAINING or FORM FEED button on the printer to get any results to appear.
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If this is the case, the printer was probably waiting to see ifthere was any more data for your job before it
printed anything. To fix this problem, you can have the text filter send a FORM FEED character (or whatever is
necessary) to the printer. This is usually sufficient to havethe printer immediately print any text remaining in its
internal buffer. It is also useful to make sure each print jobends on a full sheet, so the next job does not start
somewhere on the middle of the last page of the previous job.

The following replacement for the shell script/usr/local/libexec/if-simple prints a form feed after it
sends the job to the printer:

#!/bin/sh
#
# if-simple - Simple text input filter for lpd
# Installed in /usr/local/libexec/if-simple
#
# Simply copies stdin to stdout. Ignores all filter argument s.
# Writes a form feed character (\f) after printing job.

/bin/cat && printf "\f" && exit 0
exit 2

It produced theEstaircase effect.F

You got the following on paper:

!"#$%&’() * +,-./01234
"#$%&’() * +,-./012345

#$%&’() * +,-./0123456

You have become another victim of thestaircase effect, caused by conflicting interpretations of what characters
should indicate a new line. UNIX style operating systems usea single character: ASCII code 10, the line feed
(LF). MS-DOS, OS/2®, and others uses a pair of characters, ASCII code 10andASCII code 13 (the carriage
return or CR). Many printers use the MS-DOS convention for representing new-lines.

When you print with FreeBSD, your text used just the line feedcharacter. The printer, upon seeing a line feed
character, advanced the paper one line, but maintained the same horizontal position on the page for the next
character to print. That is what the carriage return is for: to move the location of the next character to print to the
left edge of the paper.

Here is what FreeBSD wants your printer to do:

Printer received CR Printer prints CR

Printer received LF Printer prints CR + LF

Here are some ways to achieve this:

�Use the printer’s configuration switches or control panel toalter its interpretation of these characters. Check
your printer’s manual to find out how to do this.

¥¥¥: If you boot your system into other operating systems besides FreeBSD, you may have to reconfigure
the printer to use a an interpretation for CR and LF characters that those other operating systems use.
You might prefer one of the other solutions, below.
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�Have FreeBSD’s serial line driver automatically convert LFto CR+LF. Of course, this works with printers on
serial portsonly. To enable this feature, use thems# capability and set theonlcr mode in the
/etc/printcap file for the printer.

�Send anescape codeto the printer to have it temporarily treat LF characters differently. Consult your
printer’s manual for escape codes that your printer might support. When you find the proper escape code,
modify the text filter to send the code first, then send the print job.

Here is an example text filter for printers that understand the Hewlett-Packard PCL escape codes. This filter
makes the printer treat LF characters as a LF and CR; then it sends the job; then it sends a form feed to eject
the last page of the job. It should work with nearly all Hewlett Packard printers.

#!/bin/sh
#
# hpif - Simple text input filter for lpd for HP-PCL based prin ters
# Installed in /usr/local/libexec/hpif
#
# Simply copies stdin to stdout. Ignores all filter argument s.
# Tells printer to treat LF as CR+LF. Ejects the page when done .

printf "\033&k2G" && cat && printf "\033&l0H" && exit 0
exit 2

Here is an example/etc/printcap from a host calledorchid . It has a single printer attached to its first
parallel port, a Hewlett Packard LaserJet 3Si namedteak . It is using the above script as its text filter:

#
# /etc/printcap for host orchid
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp=/dev/lpt0:sh:sd=/var/spool/lpd/teak:mx#0:\
:if=/usr/local/libexec/hpif:

It overprinted each line.

The printer never advanced a line. All of the lines of text were printed on top of each other on one line.

This problem is theEoppositeF of the staircase effect, described above, and is much rarer.Somewhere, the LF
characters that FreeBSD uses to end a line are being treated as CR characters to return the print location to the
left edge of the paper, but not also down a line.

Use the printer’s configuration switches or control panel toenforce the following interpretation of LF and CR
characters:

Printer receives Printer prints

CR CR

LF CR + LF

The printer lost characters.

While printing, the printer did not print a few characters ineach line. The problem might have gotten worse as
the printer ran, losing more and more characters.
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The problem is that the printer cannot keep up with the speed at which the computer sends data over a serial line
(this problem should not occur with printers on parallel ports). There are two ways to overcome the problem:

� If the printer supports XON/XOFF flow control, have FreeBSD use it by specifying theixon mode in the
ms# capability.

� If the printer supports carrier flow control, specify thecrtscts mode in thems# capability. Make sure the
cable connecting the printer to the computer is correctly wired for carrier flow control.

It printed garbage.

The printer printed what appeared to be random garbage, but not the desired text.

This is usually another symptom of incorrect communications parameters with a serial printer. Double-check
the bps rate in thebr capability, and the parity setting in thems# capability; make sure the printer is using the
same settings as specified in the/etc/printcap file.

Nothing happened.

If nothing happened, the problem is probably within FreeBSDand not the hardware. Add the log file (lf )
capability to the entry for the printer you are debugging in the/etc/printcap file. For example, here is the
entry forrattan , with thelf capability:

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:\
:lp=/dev/lpt0:\
:if=/usr/local/libexec/if-simple:\
:lf=/var/log/rattan.log

Then, try printing again. Check the log file (in our example,/var/log/rattan.log ) to see any error
messages that might appear. Based on the messages you see, try to correct the problem.

If you do not specify alf capability,LPD uses/dev/console as a default.
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Restructured and parts updated by Jim Mock. Originally contributed by Brian N. HandyvRich Murphey.
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# kldload linux
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% kldstat

Id Refs Address Size Name
1 2 0xc0100000 16bdb8 kernel
7 1 0xc24db000 d000 linux.ko
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If for some reason you do not want to or cannot load the KLD, then you may statically link Linux binary
compatibility into the kernel by addingoptions COMPAT_LINUX to your kernel configuration file. Then install your
new kernel as described inµÚ 8a.

10.2.1. Installing Linux Runtime Libraries

This can be done one of two ways, either by using thelinux_baseport, or by installing themmanually.

10.2.1.1. Installing Using the linux_base Port

This is by far the easiest method to use when installing the runtime libraries. It is just like installing any other port
from the Ports Collection (/usr/ports/). Simply do the following:

# cd /usr/ports/emulators/linux_base-fc4

# make install distclean

You should now have working Linux binary compatibility. Some programs may complain about incorrect minor
versions of the system libraries. In general, however, thisdoes not seem to be a problem.

¥¥¥: There may be multiple versions of the emulators/linux_base port available, corresponding to different
versions of various Linux distributions. You should install the port most closely resembling the requirements of
the Linux applications you would like to install.

10.2.1.2. Installing Libraries Manually

If you do not have theEportsF collection installed, you can install the libraries by handinstead. You will need the
Linux shared libraries that the program depends on and the runtime linker. Also, you will need to create aEshadow
rootF directory,/compat/linux , for Linux libraries on your FreeBSD system. Any shared libraries opened by
Linux programs run under FreeBSD will look in this tree first.So, if a Linux program loads, for example,
/lib/libc.so , FreeBSD will first try to open/compat/linux/lib/libc.so , and if that does not exist, it will
then try/lib/libc.so . Shared libraries should be installed in the shadow tree/compat/linux/lib rather than
the paths that the Linuxld.so reports.

Generally, you will need to look for the shared libraries that Linux binaries depend on only the first few times that
you install a Linux program on your FreeBSD system. After a while, you will have a sufficient set of Linux shared
libraries on your system to be able to run newly imported Linux binaries without any extra work.

10.2.1.3. How to Install Additional Shared Libraries

What if you install thelinux_base port and your application still complains about missing shared libraries? How
do you know which shared libraries Linux binaries need, and where to get them? Basically, there are 2 possibilities
(when following these instructions you will need to beroot on your FreeBSD system).

If you have access to a Linux system, see what shared libraries the application needs, and copy them to your
FreeBSD system. Look at the following example:
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Let us assume you used FTP to get the Linux binary ofDoom, and put it on a Linux system you have access to. You
then can check which shared libraries it needs by runningldd linuxdoom , like so:

% ldd linuxdoom

libXt.so.3 (DLL Jump 3.1) => /usr/X11/lib/libXt.so.3.1.0
libX11.so.3 (DLL Jump 3.1) => /usr/X11/lib/libX11.so.3.1 .0
libc.so.4 (DLL Jump 4.5pl26) => /lib/libc.so.4.6.29

You would need to get all the files from the last column, and putthem under/compat/linux , with the names in the
first column as symbolic links pointing to them. This means you eventually have these files on your FreeBSD system:

/compat/linux/usr/X11/lib/libXt.so.3.1.0
/compat/linux/usr/X11/lib/libXt.so.3 -> libXt.so.3.1. 0
/compat/linux/usr/X11/lib/libX11.so.3.1.0
/compat/linux/usr/X11/lib/libX11.so.3 -> libX11.so.3. 1.0
/compat/linux/lib/libc.so.4.6.29
/compat/linux/lib/libc.so.4 -> libc.so.4.6.29

¥¥¥: Note that if you already have a Linux shared library with a matching major revision number to the first
column of the ldd output, you will not need to copy the file named in the last column to your system, the one
you already have should work. It is advisable to copy the shared library anyway if it is a newer version,
though. You can remove the old one, as long as you make the symbolic link point to the new one. So, if you
have these libraries on your system:

/compat/linux/lib/libc.so.4.6.27
/compat/linux/lib/libc.so.4 -> libc.so.4.6.27

and you find a new binary that claims to require a later version according to the output of ldd :

libc.so.4 (DLL Jump 4.5pl26) -> libc.so.4.6.29

If it is only one or two versions out of date in the in the trailing digit then do not worry about copying
/lib/libc.so.4.6.29 too, because the program should work fine with the slightly older version. However,
if you like, you can decide to replace the libc.so anyway, and that should leave you with:

/compat/linux/lib/libc.so.4.6.29
/compat/linux/lib/libc.so.4 -> libc.so.4.6.29

¥¥¥: The symbolic link mechanism is only needed for Linux binaries. The FreeBSD runtime linker takes care
of looking for matching major revision numbers itself and you do not need to worry about it.

10.2.2. Installing Linux ELF Binaries

ELF binaries sometimes require an extra step ofEbrandingF. If you attempt to run an unbranded ELF binary, you
will get an error message like the following:

% ./my-linux-elf-binary

ELF binary type not known
Abort
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To help the FreeBSD kernel distinguish between a FreeBSD ELFbinary from a Linux binary, use the brandelf(1)
utility.

% brandelf -t Linux my-linux-elf-binary

The GNU toolchain now places the appropriate branding information into ELF binaries automatically, so this step
should become increasingly unnecessary in the future.

10.2.3. Configuring the Hostname Resolver

If DNS does not work or you get this message:

resolv+: "bind" is an invalid keyword resolv+:
"hosts" is an invalid keyword

You will need to configure a/compat/linux/etc/host.conf file containing:

order hosts, bind
multi on

The order here specifies that/etc/hosts is searched first and DNS is searched second. When
/compat/linux/etc/host.conf is not installed, Linux applications find FreeBSD’s/etc/host.conf and
complain about the incompatible FreeBSD syntax. You shouldremovebind if you have not configured a name
server using the/etc/resolv.conf file.

10.3. Installing Mathematica®
Updated for Mathematica 5.X by Boris Hollas.

This document describes the process of installing the Linuxversion ofMathematica 5.X onto a FreeBSD system.

The Linux version ofMathematica or Mathematica for Studentscan be ordered directly from Wolfram at
http://www.wolfram.com/.

10.3.1. Running the Mathematica Installer

First, you have to tell FreeBSD thatMathematica’s Linux binaries use the Linux ABI. The easiest way to do so isto
set the default ELF brand to Linux for all unbranded binarieswith the command:

# sysctl kern.fallback_elf_brand=3

This will make FreeBSD assume that unbranded ELF binaries use the Linux ABI and so you should be able to run
the installer straight from the CDROM.

Now, copy the fileMathInstaller to your hard drive:

# mount /cdrom

# cp /cdrom/Unix/Installers/Linux/MathInstaller /locald ir/

237



a10.�Linux BinaryÝ8�]«

and in this file, replace/bin/sh in the first line by/compat/linux/bin/sh . This makes sure that the installer is
executed by the Linux version of sh(1). Next, replace all occurrences ofLinux) by FreeBSD) with a text editor or
the script below in the next section. This tells theMathematica installer, who callsuname -s to determine the
operating system, to treat FreeBSD as a Linux-like operating system. InvokingMathInstaller will now install
Mathematica.

10.3.2. Modifying the Mathematica Executables

The shell scripts thatMathematica created during installation have to be modified before you can use them. If you
chose/usr/local/bin as the directory to place theMathematica executables in, you will find symlinks in this
directory to files calledmath , mathematica , Mathematica , andMathKernel . In each of these, replaceLinux)

by FreeBSD) with a text editor or the following shell script:

#!/bin/sh
cd /usr/local/bin
for i in math mathematica Mathematica MathKernel

do sed ’s/Linux)/FreeBSD)/g’ $i > $i.tmp
sed ’s/\/bin\/sh/\/compat\/linux\/bin\/sh/g’ $i.tmp > $ i
rm $i.tmp
chmod a+x $i

done

10.3.3. Obtaining Your Mathematica Password

When you startMathematica for the first time, you will be asked for a password. If you havenot yet obtained a
password from Wolfram, run the programmathinfo in the installation directory to obtain yourEmachine IDF.
This machine ID is based solely on the MAC address of your firstEthernet card, so you cannot run your copy of
Mathematica on different machines.

When you register with Wolfram, either by email, phone or fax, you will give them theEmachine IDF and they
will respond with a corresponding password consisting of groups of numbers.

10.3.4. Running the Mathematica Frontend over a Network

Mathematica uses some special fonts to display characters not present inany of the standard font sets (integrals,
sums, Greek letters, etc.). The X protocol requires these fonts to be installlocally. This means you will have to copy
these fonts from the CDROM or from a host withMathematica installed to your local machine. These fonts are
normally stored in/cdrom/Unix/Files/SystemFiles/Fonts on the CDROM, or
/usr/local/mathematica/SystemFiles/Fonts on your hard drive. The actual fonts are in the subdirectories
Type1 andX. There are several ways to use them, as described below.

The first way is to copy them into one of the existing font directories in/usr/X11R6/lib/X11/fonts . This will
require editing thefonts.dir file, adding the font names to it, and changing the number of fonts on the first line.
Alternatively, you should also just be able to run mkfontdir(1) in the directory you have copied them to.

The second way to do this is to copy the directories to/usr/X11R6/lib/X11/fonts :

# cd /usr/X11R6/lib/X11/fonts

# mkdir X
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# mkdir MathType1

# cd /cdrom/Unix/Files/SystemFiles/Fonts

# cp X/ * /usr/X11R6/lib/X11/fonts/X

# cp Type1/ * /usr/X11R6/lib/X11/fonts/MathType1

# cd /usr/X11R6/lib/X11/fonts/X

# mkfontdir

# cd ../MathType1

# mkfontdir

Now add the new font directories to your font path:

# xset fp+ /usr/X11R6/lib/X11/fonts/X

# xset fp+ /usr/X11R6/lib/X11/fonts/MathType1

# xset fp rehash

If you are using theXorg server, you can have these font directories loaded automatically by adding them to your
xorg.conf file.

¥¥¥: For XFree86 servers, the configuration file is XF86Config .

If you do notalready have a directory called/usr/X11R6/lib/X11/fonts/Type1 , you can change the name of
theMathType1 directory in the example above toType1 .

10.4. Installing Maple TM

Contributed by Aaron Kaplan. Thanks to Robert Getschmann.

MapleTM is a commercial mathematics program similar toMathematica. You must purchase this software from
http://www.maplesoft.com/ and then register there for a license file. To install this software on FreeBSD, please
follow these simple steps.

1. Execute theINSTALL shell script from the product distribution. Choose theERedHatF option when prompted
by the installation program. A typical installation directory might be/usr/local/maple .

2. If you have not done so, order a license forMaple from Maple Waterloo Software
(http://register.maplesoft.com/) and copy it to/usr/local/maple/license/license.dat .

3. Install theFLEXlm license manager by running theINSTALL_LIC install shell script that comes withMaple.
Specify the primary hostname for your machine for the license server.

4. Patch the/usr/local/maple/bin/maple.system.type file with the following:

----- snip ------------------

*** maple.system.type.orig Sun Jul 8 16:35:33 2001
--- maple.system.type Sun Jul 8 16:35:51 2001

***************
*** 72,77 ****
--- 72,78 ----

# the IBM RS/6000 AIX case
MAPLE_BIN="bin.IBM_RISC_UNIX"
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;;
+ "FreeBSD"|\

"Linux")
# the Linux/x86 case

# We have two Linux implementations, one for Red Hat and
----- snip end of patch -----

Please note that after the"FreeBSD"|\ no other whitespace should be present.

This patch instructsMaple to recognizeEFreeBSDF as a type of Linux system. Thebin/maple shell script
calls thebin/maple.system.type shell script which in turn callsuname -a to find out the operating system
name. Depending on the OS name it will find out which binaries to use.

5. Start the license server.

The following script, installed as/usr/local/etc/rc.d/lmgrd.sh is a convenient way to start uplmgrd :

----- snip ------------

#! /bin/sh
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr /sbin:/usr/bin:/usr/X11R6/bin
PATH=${PATH}:/usr/local/maple/bin:/usr/local/maple/ FLEXlm/UNIX/LINUX
export PATH

LICENSE_FILE=/usr/local/maple/license/license.dat
LOG=/var/log/lmgrd.log

case "$1" in
start)

lmgrd -c ${LICENSE_FILE} 2>> ${LOG} 1>&2
echo -n " lmgrd"
;;

stop)
lmgrd -c ${LICENSE_FILE} -x lmdown 2>> ${LOG} 1>&2
;;

* )
echo "Usage: ‘basename $0‘ {start|stop}" 1>&2
exit 64
;;

esac

exit 0
----- snip ------------

6. Test-startMaple:

% cd /usr/local/maple/bin

% ./xmaple

You should be up and running. Make sure to write Maplesoft to let them know you would like a native FreeBSD
version!
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10.4.1. Common Pitfalls

� TheFLEXlm license manager can be a difficult tool to work with. Additional documentation on the subject can
be found at http://www.globetrotter.com/.

� lmgrd is known to be very picky about the license file and to core dumpif there are any problems. A correct
license file should look like this:

# ================================================== =====
# License File for UNIX Installations ("Pointer File")
# ================================================== =====
SERVER chillig ANY
#USE_SERVER
VENDOR maplelmg

FEATURE Maple maplelmg 2000.0831 permanent 1 XXXXXXXXXXXX \
PLATFORMS=i86_r ISSUER="Waterloo Maple Inc." \
ISSUED=11-may-2000 NOTICE=" Technische Universitat Wien " \
SN=XXXXXXXXX

¥¥¥: Serial number and key ’X”ed out. chillig is a hostname.

Editing the license file works as long as you do not touch theEFEATUREF line (which is protected by the
license key).

10.5. Installing MATLAB®
Contributed by Dan Pelleg.

This document describes the process of installing the Linuxversion ofMATLAB® version 6.5 onto a FreeBSD
system. It works quite well, with the exception of theJava Virtual MachineTM (seeµÚ 10.5.3;).

The Linux version ofMATLAB can be ordered directly from The MathWorks at http://www.mathworks.com. Make
sure you also get the license file or instructions how to create it. While you are there, let them know you would like a
native FreeBSD version of their software.

10.5.1. Installing MATLAB

To installMATLAB , do the following:

1. Insert the installation CD and mount it. Becomeroot , as recommended by the installation script. To start the
installation script type:

# /compat/linux/bin/sh /cdrom/install

èèèîîî: The installer is graphical. If you get errors about not being able to open a display, type setenv HOME

~USER, where USER is the user you did a su(1) as.
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2. When asked for theMATLAB root directory, type:/compat/linux/usr/local/matlab .

èèèîîî: For easier typing on the rest of the installation process, type this at your shell prompt: set

MATLAB=/compat/linux/usr/local/matlab

3. Edit the license file as instructed when obtaining theMATLAB license.

èèèîîî: You can prepare this file in advance using your favorite editor, and copy it to $MATLAB/license.dat

before the installer asks you to edit it.

4. Complete the installation process.

At this point yourMATLAB installation is complete. The following steps applyEglueF to connect it to your
FreeBSD system.

10.5.2. License Manager Startup

1. Create symlinks for the license manager scripts:

# ln -s $MATLAB/etc/lmboot /usr/local/etc/lmboot_TMW

# ln -s $MATLAB/etc/lmdown /usr/local/etc/lmdown_TMW

2. Create a startup file at/usr/local/etc/rc.d/flexlm.sh . The example below is a modified version of the
distributed$MATLAB/etc/rc.lm.glnx86 . The changes are file locations, and startup of the license manager
under Linux emulation.

#!/bin/sh
case "$1" in

start)
if [ -f /usr/local/etc/lmboot_TMW ]; then

/compat/linux/bin/sh /usr/local/etc/lmboot_TMW -u username && echo ’MATLAB_lmgrd’
fi
;;

stop)
if [ -f /usr/local/etc/lmdown_TMW ]; then

/compat/linux/bin/sh /usr/local/etc/lmdown_TMW > /dev/ null 2>&1
fi

;;

* )
echo "Usage: $0 {start|stop}"
exit 1
;;

esac

exit 0

¥¥¥���: The file must be made executable:

# chmod +x /usr/local/etc/rc.d/flexlm.sh
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You must also replace username above with the name of a valid user on your system (and not root ).

3. Start the license manager with the command:

# /usr/local/etc/rc.d/flexlm.sh start

10.5.3. Linking the Java Runtime Environment

Change theJavaRuntime Environment (JRE) link to one working under FreeBSD:

# cd $MATLAB/sys/java/jre/glnx86/

# unlink jre; ln -s ./jre1.1.8 ./jre

10.5.4. Creating a MATLAB Startup Script

1. Place the following startup script in/usr/local/bin/matlab :

#!/bin/sh
/compat/linux/bin/sh /compat/linux/usr/local/matlab/ bin/matlab "$@"

2. Then type the commandchmod +x /usr/local/bin/matlab .

èèèîîî: Depending on your version of emulators/linux_base , you may run into errors when running this script.
To avoid that, edit the file /compat/linux/usr/local/matlab/bin/matlab , and change the line that says:

if [ ‘expr "$lscmd" : ’. * ->. * ’‘ -ne 0 ]; then

(in version 13.0.1 it is on line 410) to this line:

if test -L $newbase; then

10.5.5. Creating a MATLAB Shutdown Script

The following is needed to solve a problem with MATLAB not exiting correctly.

1. Create a file$MATLAB/toolbox/local/finish.m , and in it put the single line:

! $MATLAB/bin/finish.sh

¥¥¥: The $MATLABis literal.

èèèîîî: In the same directory, you will find the files finishsav.m and finishdlg.m , which let you save your
workspace before quitting. If you use either of them, insert the line above immediately after the save

command.

243



a10.�Linux BinaryÝ8�]«

2. Create a file$MATLAB/bin/finish.sh , which will contain the following:

#!/usr/compat/linux/bin/sh
(sleep 5; killall -1 matlab_helper) &
exit 0

3. Make the file executable:

# chmod +x $MATLAB/bin/finish.sh

10.5.6. Using MATLAB

At this point you are ready to typematlab and start using it.

10.6. Installing Oracle®
Contributed by Marcel Moolenaar.

10.6.1. Preface

This document describes the process of installingOracle 8.0.5andOracle 8.0.5.1 Enterprise Editionfor Linux
onto a FreeBSD machine.

10.6.2. Installing the Linux Environment

Make sure you have bothemulators/linux_base anddevel/linux_devtools from the Ports Collection
installed. If you run into difficulties with these ports, youmay have to use the packages or older versions available in
the Ports Collection.

If you want to run the intelligent agent, you will also need toinstall the Red Hat Tcl package:
tcl-8.0.3-20.i386.rpm . The general command for installing packages with the official RPM port
(archivers/rpm ) is:

# rpm -i --ignoreos --root /compat/linux --dbpath /var/lib/ rpm package

Installation of thepackage should not generate any errors.

10.6.3. Creating the Oracle Environment

Before you can installOracle, you need to set up a proper environment. This document only describes what to do
speciallyto runOracle for Linux on FreeBSD, not what has been described in theOracle installation guide.

244



a10.�Linux BinaryÝ8�]«

10.6.3.1. Kernel Tuning

As described in theOracle installation guide, you need to set the maximum size of shared memory. Do not use
SHMMAXunder FreeBSD.SHMMAXis merely calculated out ofSHMMAXPGSandPGSIZE. Therefore define
SHMMAXPGS. All other options can be used as described in the guide. For example:

options SHMMAXPGS=10000
options SHMMNI=100
options SHMSEG=10
options SEMMNS=200
options SEMMNI=70
options SEMMSL=61

Set these options to suit your intended use ofOracle.

Also, make sure you have the following options in your kernelconfiguration file:

options SYSVSHM #SysV shared memory
options SYSVSEM #SysV semaphores
options SYSVMSG #SysV interprocess communication

10.6.3.2. Oracle Account

Create anoracle account just as you would create any other account. Theoracle account is special only that you
need to give it a Linux shell. Add/compat/linux/bin/bash to /etc/shells and set the shell for theoracle

account to/compat/linux/bin/bash .

10.6.3.3. Environment

Besides the normalOracle variables, such asORACLE_HOMEandORACLE_SIDyou must set the following
environment variables:

Variable Value

LD_LIBRARY_PATH $ORACLE_HOME/lib

CLASSPATH $ORACLE_HOME/jdbc/lib/classes111.zip

PATH /compat/linux/bin /compat/linux/sbin

/compat/linux/usr/bin /compat/linux/usr/sbin /bin /sbi n

/usr/bin /usr/sbin /usr/local/bin $ORACLE_HOME/bin

It is advised to set all the environment variables in.profile . A complete example is:

ORACLE_BASE=/oracle; export ORACLE_BASE
ORACLE_HOME=/oracle; export ORACLE_HOME
LD_LIBRARY_PATH=$ORACLE_HOME/lib
export LD_LIBRARY_PATH
ORACLE_SID=ORCL; export ORACLE_SID
ORACLE_TERM=386x; export ORACLE_TERM
CLASSPATH=$ORACLE_HOME/jdbc/lib/classes111.zip
export CLASSPATH
PATH=/compat/linux/bin:/compat/linux/sbin:/compat/l inux/usr/bin
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PATH=$PATH:/compat/linux/usr/sbin:/bin:/sbin:/usr/b in:/usr/sbin
PATH=$PATH:/usr/local/bin:$ORACLE_HOME/bin
export PATH

10.6.4. Installing Oracle

Due to a slight inconsistency in the Linux emulator, you needto create a directory named.oracle in /var/tmp

before you start the installer. Let it be owned by theoracle user. You should be able to installOracle without any
problems. If you have problems, check yourOracle distribution and/or configuration first! After you have installed
Oracle, apply the patches described in the next two subsections.

A frequent problem is that the TCP protocol adapter is not installed right. As a consequence, you cannot start any
TCP listeners. The following actions help solve this problem:

# cd $ORACLE_HOME/network/lib

# make -f ins_network.mk ntcontab.o

# cd $ORACLE_HOME/lib

# ar r libnetwork.a ntcontab.o

# cd $ORACLE_HOME/network/lib

# make -f ins_network.mk install

Do not forget to runroot.sh again!

10.6.4.1. Patching root.sh

When installingOracle, some actions, which need to be performed asroot , are recorded in a shell script called
root.sh . This script is written in theorainst directory. Apply the following patch toroot.sh , to have it use to
proper location ofchown or alternatively run the script under a Linux native shell.

*** orainst/root.sh.orig Tue Oct 6 21:57:33 1998
--- orainst/root.sh Mon Dec 28 15:58:53 1998

***************
*** 31,37 ****
# This is the default value for CHOWN
# It will redefined later in this script for those ports
# which have it conditionally defined in ss_install.h
! CHOWN=/bin/chown
#
# Define variables to be used in this script
--- 31,37 ----
# This is the default value for CHOWN
# It will redefined later in this script for those ports
# which have it conditionally defined in ss_install.h
! CHOWN=/usr/sbin/chown
#
# Define variables to be used in this script

When you do not installOracle from CD, you can patch the source forroot.sh . It is calledrthd.sh and is located
in theorainst directory in the source tree.
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10.6.4.2. Patching genclntsh

The scriptgenclntsh is used to create a single shared client library. It is used when building the demos. Apply the
following patch to comment out the definition ofPATH:

*** bin/genclntsh.orig Wed Sep 30 07:37:19 1998
--- bin/genclntsh Tue Dec 22 15:36:49 1998

***************
*** 32,38 ****
#
# Explicit path to ensure that we’re using the correct comman ds
#PATH=/usr/bin:/usr/ccs/bin export PATH
! PATH=/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin ex port PATH
#
# each product MUST provide a $PRODUCT/admin/shrept.lst
--- 32,38 ----
#
# Explicit path to ensure that we’re using the correct comman ds
#PATH=/usr/bin:/usr/ccs/bin export PATH
! #PATH=/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin e xport PATH
#
# each product MUST provide a $PRODUCT/admin/shrept.lst

10.6.5. Running Oracle

When you have followed the instructions, you should be able to runOracle as if it was run on Linux itself.

10.7. Installing SAP® R/3®
Contributed by Holger Kipp. Original version converted to SGML by Valentino Vaschetto.

Installations ofSAP Systems using FreeBSD will not be supported by the SAP support team�they only offer
support for certified platforms.

10.7.1. Preface

This document describes a possible way of installing aSAP R/3 Systemwith Oracle Databasefor Linux onto a
FreeBSD machine, including the installation of FreeBSD andOracle. Two different configurations will be described:

�SAP R/3 4.6B (IDES)with Oracle 8.0.5on FreeBSD 4.3-STABLE

�SAP R/3 4.6Cwith Oracle 8.1.7on FreeBSD 4.5-STABLE

Even though this document tries to describe all important steps in a greater detail, it is not intended as a replacement
for theOracle andSAP R/3 installation guides.

Please see the documentation that comes with theSAP R/3Linux edition forSAP andOracle specific questions, as
well as resources fromOracle andSAP OSS.
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10.7.2. Software

The following CD-ROMs have been used forSAP installations:

10.7.2.1. SAP R/3 4.6B, Oracle 8.0.5

Name Number Description

KERNEL 51009113 SAP Kernel Oracle / Installation /
AIX, Linux, Solaris

RDBMS 51007558 Oracle / RDBMS 8.0.5.X / Linux

EXPORT1 51010208 IDES / DB-Export / Disc 1 of 6

EXPORT2 51010209 IDES / DB-Export / Disc 2 of 6

EXPORT3 51010210 IDES / DB-Export / Disc 3 of 6

EXPORT4 51010211 IDES / DB-Export / Disc 4 of 6

EXPORT5 51010212 IDES / DB-Export / Disc 5 of 6

EXPORT6 51010213 IDES / DB-Export / Disc 6 of 6

Additionally, we used theOracle 8 Server(Pre-production version 8.0.5 for Linux, Kernel Version 2.0.33) CD
which is not really necessary, and FreeBSD 4.3-STABLE (it was only a few days past 4.3 RELEASE).

10.7.2.2. SAP R/3 4.6C SR2, Oracle 8.1.7

Name Number Description

KERNEL 51014004 SAP Kernel Oracle / SAP Kernel
Version 4.6D / DEC, Linux

RDBMS 51012930 Oracle 8.1.7/ RDBMS / Linux

EXPORT1 51013953 Release 4.6C SR2 / Export / Disc 1
of 4

EXPORT1 51013953 Release 4.6C SR2 / Export / Disc 2
of 4

EXPORT1 51013953 Release 4.6C SR2 / Export / Disc 3
of 4

EXPORT1 51013953 Release 4.6C SR2 / Export / Disc 4
of 4

LANG1 51013954 Release 4.6C SR2 / Language / DE,
EN, FR / Disc 1 of 3

Depending on the languages you would like to install, additional language CDs might be necessary. Here we are just
using DE and EN, so the first language CD is the only one needed.As a little note, the numbers for all four EXPORT
CDs are identical. All three language CDs also have the same number (this is different from the 4.6B IDES release
CD numbering). At the time of writing this installation is running on FreeBSD 4.5-STABLE (20.03.2002).
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10.7.3. SAP Notes

The following notes should be read before installingSAP R/3and proved to be useful during installation:

10.7.3.1. SAP R/3 4.6B, Oracle 8.0.5

Number Title

0171356 SAP Software on Linux: Essential Comments

0201147 INST: 4.6C R/3 Inst. on UNIX - Oracle

0373203 Update / Migration Oracle 8.0.5 --> 8.0.6/8.1.6 LINUX

0072984 Release of Digital UNIX 4.0B for Oracle

0130581 R3SETUP step DIPGNTAB terminates

0144978 Your system has not been installed correctly

0162266 Questions and tips for R3SETUP on Windows NT /
W2K

10.7.3.2. SAP R/3 4.6C, Oracle 8.1.7

Number Title

0015023 Initializing table TCPDB (RSXP0004) (EBCDIC)

0045619 R/3 with several languages or typefaces

0171356 SAP Software on Linux: Essential Comments

0195603 RedHat 6.1 Enterprise version: Known problems

0212876 The new archiving tool SAPCAR

0300900 Linux: Released DELL Hardware

0377187 RedHat 6.2: important remarks

0387074 INST: R/3 4.6C SR2 Installation on UNIX

0387077 INST: R/3 4.6C SR2 Inst. on UNIX - Oracle

0387078 SAP Software on UNIX: OS Dependencies 4.6C SR2

10.7.4. Hardware Requirements

The following equipment is sufficient for the installation of a SAP R/3 System. For production use, a more exact
sizing is of course needed:

Component 4.6B 4.6C

Processor 2 x 800MHz Pentium III 2 x 800MHz Pentium III

Memory 1GB ECC 2GB ECC

Hard Disk Space 50-60GB (IDES) 50-60GB (IDES)

For use in production, Xeon Processors with large cache, high-speed disk access (SCSI, RAID hardware controller),
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USV and ECC-RAM is recommended. The large amount of hard diskspace is due to the preconfigured IDES
System, which creates 27 GB of database files during installation. This space is also sufficient for initial production
systems and application data.

10.7.4.1. SAP R/3 4.6B, Oracle 8.0.5

The following off-the-shelf hardware was used: a dual processor board with 2 800 MHz Pentium III processors,
Adaptec® 29160 Ultra160 SCSI adapter (for accessing a 40/80GB DLT tape drive and CDROM), Mylex®
AcceleRAIDTM (2 channels, firmware 6.00-1-00 with 32 MB RAM). To the Mylex RAID controller are attached
two 17 GB hard disks (mirrored) and four 36 GB hard disks (RAIDlevel 5).

10.7.4.2. SAP R/3 4.6C, Oracle 8.1.7

For this installation a DellTM PowerEdgeTM 2500 was used: a dual processor board with two 1000 MHz Pentium III
processors (256 kB Cache), 2 GB PC133 ECC SDRAM, PERC/3 DC PCIRAID Controller with 128 MB, and an
EIDE DVD-ROM drive. To the RAID controller are attached two 18 GB hard disks (mirrored) and four 36 GB hard
disks (RAID level 5).

10.7.5. Installation of FreeBSD

First you have to install FreeBSD. There are several ways to do this, for more information read theµÚ 2.13;.

10.7.5.1. Disk Layout

To keep it simple, the same disk layout both for theSAP R/3 46BandSAP R/3 46C SR2installation was used. Only
the device names changed, as the installations were on different hardware (/dev/da and/dev/amr respectively, so
if using an AMI MegaRAID®, one will see/dev/amr0s1a instead of/dev/da0s1a ):

File system Size (1k-blocks) Size (GB) Mounted on

/dev/da0s1a 1.016.303 1 /

/dev/da0s1b 6 swap

/dev/da0s1e 2.032.623 2 /var

/dev/da0s1f 8.205.339 8 /usr

/dev/da1s1e 45.734.361 45 /compat/linux/oracle

/dev/da1s1f 2.032.623 2 /compat/linux/sapmnt

/dev/da1s1g 2.032.623 2 /compat/linux/usr/sap

Configure and initialize the two logical drives with the Mylex or PERC/3 RAID software beforehand. The software
can be started during the BIOS boot phase.

Please note that this disk layout differs slightly from the SAP recommendations, as SAP suggests mounting the
Oracle subdirectories (and some others) separately�we decided to just create them as real subdirectories for
simplicity.
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10.7.5.2. make world and a New Kernel

Download the latest -STABLE sources. Rebuild world and yourcustom kernel after configuring your kernel
configuration file. Here you should also include thekernel parameterswhich are required for bothSAP R/3and
Oracle.

10.7.6. Installing the Linux Environment

10.7.6.1. Installing the Linux Base System

First thelinux_baseport needs to be installed (asroot ):

# cd /usr/ports/emulators/linux_base

# make install distclean

10.7.6.2. Installing Linux Development Environment

The Linux development environment is needed, if you want to installOracle on FreeBSD according to the
µÚ 10.6;:

# cd /usr/ports/devel/linux_devtools

# make install distclean

The Linux development environment has only been installed for theSAP R/3 46B IDESinstallation. It is not
needed, if theOracle DB is not relinked on the FreeBSD system. This is the case if you are using theOracle tarball
from a Linux system.

10.7.6.3. Installing the Necessary RPMs

To start theR3SETUPprogram, PAM support is needed. During the firstSAP Installation on FreeBSD 4.3-STABLE
we tried to install PAM with all the required packages and finally forced the installation of the PAM package, which
worked. ForSAP R/3 4.6C SR2we directly forced the installation of the PAM RPM, which also works, so it seems
the dependent packages are not needed:

# rpm -i --ignoreos --nodeps --root /compat/linux --dbpath / var/lib/rpm \

pam-0.68-7.i386.rpm

ForOracle 8.0.5to run the intelligent agent, we also had to install the RedHat Tcl package
tcl-8.0.5-30.i386.rpm (otherwise the relinking duringOracle installation will not work). There are some other
issues regarding relinking ofOracle, but that is aOracle Linux issue, not FreeBSD specific.

10.7.6.4. Some Additional Hints

It might also be a good idea to addlinprocfs to /etc/fstab , for more information, see the linprocfs(5) manual
page. Another parameter to set iskern.fallback_elf_brand=3 which is done in the file/etc/sysctl.conf .
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10.7.7. Creating the SAP R/3 Environment

10.7.7.1. Creating the Necessary File Systems and Mountpoi nts

For a simple installation, it is sufficient to create the following file systems:

mount point size in GB

/compat/linux/oracle 45 GB

/compat/linux/sapmnt 2 GB

/compat/linux/usr/sap 2 GB

It is also necessary to created some links. Otherwise theSAP Installer will complain, as it is checking the created
links:

# ln -s /compat/linux/oracle /oracle

# ln -s /compat/linux/sapmnt /sapmnt

# ln -s /compat/linux/usr/sap /usr/sap

Possible error message during installation (here with SystemPRDand theSAP R/3 4.6C SR2installation):

INFO 2002-03-19 16:45:36 R3LINKS_IND_IND SyLinkCreate:2 00
Checking existence of symbolic link /usr/sap/PRD/SYS/exe /dbg to
/sapmnt/PRD/exe. Creating if it does not exist...

WARNING 2002-03-19 16:45:36 R3LINKS_IND_IND SyLinkCreat e:400
Link /usr/sap/PRD/SYS/exe/dbg exists but it points to file
/compat/linux/sapmnt/PRD/exe instead of /sapmnt/PRD/ex e. The
program cannot go on as long as this link exists at this
location. Move the link to another location.

ERROR 2002-03-19 16:45:36 R3LINKS_IND_IND Ins_SetupLink s:0
can not setup link ’/usr/sap/PRD/SYS/exe/dbg’ with conten t
’/sapmnt/PRD/exe’

10.7.7.2. Creating Users and Directories

SAP R/3needs two users and three groups. The user names depend on theSAP system ID (SID) which consists of
three letters. Some of these SIDs are reserved bySAP (for exampleSAPandNIX . For a complete list please see the
SAPdocumentation). For the IDES installation we usedIDS , for the 4.6C SR2 installationPRD, as that system is
intended for production use. We have therefore the following groups (group IDs might differ, these are just the values
we used with our installation):

group ID group name description

100 dba Data Base Administrator

101 sapsys SAP System

102 oper Data Base Operator

For a defaultOracle installation, only groupdba is used. Asoper group, one also uses groupdba (seeOracle and
SAPdocumentation for further information).
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We also need the following users:

user ID user name generic name group additional
groups

description

1000 idsadm/prdadm sidadm sapsys oper SAP
Administrator

1002 oraids/oraprd orasid dba oper Oracle
Administrator

Adding the users with adduser(8) requires the following (please note shell and home directory) entries forESAP
AdministratorF:

Name: sidadm
Password: ******
Fullname: SAP Administrator SID

Uid: 1000
Gid: 101 (sapsys)
Class:
Groups: sapsys dba
HOME: /home/ sidadm
Shell: bash (/compat/linux/bin/bash)

and forEOracle AdministratorF:

Name: ora sid

Password: ******
Fullname: Oracle Administrator SID

Uid: 1002
Gid: 100 (dba)
Class:
Groups: dba
HOME: /oracle/ sid

Shell: bash (/compat/linux/bin/bash)

This should also include groupoper in case you are using both groupsdba andoper .

10.7.7.3. Creating Directories

These directories are usually created as separate file systems. This depends entirely on your requirements. We choose
to create them as simple directories, as they are all locatedon the same RAID 5 anyway:

First we will set owners and rights of some directories (as user root ):

# chmod 775 /oracle

# chmod 777 /sapmnt

# chown root:dba /oracle

# chown sidadm:sapsys /compat/linux/usr/sap

# chmod 775 /compat/linux/usr/sap

Second we will create directories as userora sid. These will all be subdirectories of/oracle/ SID:

# su - ora sid

253



a10.�Linux BinaryÝ8�]«

# cd /oracle/ SID

# mkdir mirrlogA mirrlogB origlogA origlogB

# mkdir sapdata1 sapdata2 sapdata3 sapdata4 sapdata5 sapdat a6

# mkdir saparch sapreorg

# exit

For theOracle 8.1.7installation some additional directories are needed:

# su - ora sid

# cd /oracle

# mkdir 805_32

# mkdir client stage

# mkdir client/80x_32

# mkdir stage/817_32

# cd /oracle/ SID

# mkdir 817_32

¥¥¥: The directory client/80x_32 is used with exactly this name. Do not replace the x with some number or
anything.

In the third step we create directories as usersidadm:

# su - sidadm

# cd /usr/sap

# mkdir SID

# mkdir trans

# exit

10.7.7.4. Entries in /etc/services

SAP R/3requires some entries in file/etc/services , which will not be set correctly during installation under
FreeBSD. Please add the following entries (you need at leastthose entries corresponding to the instance number�in
this case,00. It will do no harm adding all entries from00 to 99 for dp, gw, sp andms). If you are going to use a
SAProuter or need to accessSAPOSS, you also need99, as port 3299 is usually used for theSAProuter process on
the target system:

sapdp00 3200/tcp # SAP Dispatcher. 3200 + Instance-Number
sapgw00 3300/tcp # SAP Gateway. 3300 + Instance-Number
sapsp00 3400/tcp # 3400 + Instance-Number
sapms00 3500/tcp # 3500 + Instance-Number
sapmsSID 3600/tcp # SAP Message Server. 3600 + Instance-Number
sapgw00s 4800/tcp # SAP Secure Gateway 4800 + Instance-Numb er

10.7.7.5. Necessary Locales

SAP requires at least two locales that are not part of the defaultRedHat installation. SAP offers the required RPMs
as download from their FTP server (which is only accessible if you are a customer with OSS access). See note
0171356 for a list of RPMs you need.
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It is also possible to just create appropriate links (for example fromde_DEanden_US), but we would not
recommend this for a production system (so far it worked withthe IDES system without any problems, though). The
following locales are needed:

de_DE.ISO-8859-1
en_US.ISO-8859-1

Create the links like this:

# cd /compat/linux/usr/share/locale

# ln -s de_DE de_DE.ISO-8859-1

# ln -s en_US en_US.ISO-8859-1

If they are not present, there will be some problems during the installation. If these are then subsequently ignored (by
setting theSTATUSof the offending steps toOKin file CENTRDB.R3S), it will be impossible to log onto theSAP
system without some additional effort.

10.7.7.6. Kernel Tuning

SAP R/3systems need a lot of resources. We therefore added the following parameters to the kernel configuration
file:

# Set these for memory pigs (SAP and Oracle):
options MAXDSIZ="(1024 * 1024 * 1024)"
options DFLDSIZ="(1024 * 1024 * 1024)"
# System V options needed.
options SYSVSHM #SYSV-style shared memory
options SHMMAXPGS=262144 #max amount of shared mem. pages
#options SHMMAXPGS=393216 #use this for the 46C inst.param eters
options SHMMNI=256 #max number of shared memory ident if.
options SHMSEG=100 #max shared mem.segs per process
options SYSVMSG #SYSV-style message queues
options MSGSEG=32767 #max num. of mes.segments in system
options MSGSSZ=32 #size of msg-seg. MUST be power of 2
options MSGMNB=65535 #max char. per message queue
options MSGTQL=2046 #max amount of msgs in system
options SYSVSEM #SYSV-style semaphores
options SEMMNU=256 #number of semaphore UNDO structures
options SEMMNS=1024 #number of semaphores in system
options SEMMNI=520 #number of semaphore identifiers
options SEMUME=100 #number of UNDO keys

The minimum values are specified in the documentation that comes from SAP. As there is no description for Linux,
see the HP-UX section (32-bit) for further information. As the system for the 4.6C SR2 installation has more main
memory, the shared segments can be larger both forSAPandOracle, therefore choose a larger number of shared
memory pages.

¥¥¥: With the default installation of FreeBSD on i386, leave MAXDSIZand DFLDSIZ at 1 GB maximum. Otherwise,
strange errors like ORA-27102: out of memory and Linux Error: 12: Cannot allocate memory might
happen.
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10.7.8. Installing SAP R/3

10.7.8.1. Preparing SAP CDROMs

There are many CDROMs to mount and unmount during the installation. Assuming you have enough CDROM
drives, you can just mount them all. We decided to copy the CDROMs contents to corresponding directories:

/oracle/ SID/sapreorg/ cd-name

wherecd-name was one ofKERNEL, RDBMS, EXPORT1, EXPORT2, EXPORT3, EXPORT4, EXPORT5andEXPORT6for
the 4.6B/IDES installation, andKERNEL, RDBMS, DISK1 , DISK2 , DISK3 , DISK4 andLANGfor the 4.6C SR2
installation. All the filenames on the mounted CDs should be in capital letters, otherwise use the-g option for
mounting. So use the following commands:

# mount_cd9660 -g /dev/cd0a /mnt

# cp -R /mnt/ * /oracle/ SID/sapreorg/ cd-name

# umount /mnt

10.7.8.2. Running the Installation Script

First you have to prepare aninstall directory:

# cd /oracle/ SID/sapreorg

# mkdir install

# cd install

Then the installation script is started, which will copy nearly all the relevant files into theinstall directory:

# /oracle/ SID/sapreorg/KERNEL/UNIX/INSTTOOL.SH

The IDES installation (4.6B) comes with a fully customized SAP R/3 demonstration system, so there are six instead
of just three EXPORT CDs. At this point the installation templateCENTRDB.R3Sis for installing a standard central
instance (R/3 and database), not the IDES central instance, so one needs tocopy the correspondingCENTRDB.R3S

from theEXPORT1directory, otherwiseR3SETUPwill only ask for three EXPORT CDs.

The newerSAP 4.6C SR2release comes with four EXPORT CDs. The parameter file that controls the installation
steps isCENTRAL.R3S. Contrary to earlier releases there are no separate installation templates for a central instance
with or without database.SAP is using a separate template for database installation. To restart the installation later it
is however sufficient to restart with the original file.

During and after installation,SAP requireshostname to return the computer name only, not the fully qualified
domain name. So either set the hostname accordingly, or set an alias withalias hostname=’hostname -s’ for
bothora sid andsidadm (and forroot at least during installation steps performed asroot ). It is also possible to
adjust the installed.profile and.login files of both users that are installed duringSAP installation.

10.7.8.3. Start R3SETUP4.6B

Make sureLD_LIBRARY_PATHis set correctly:

# export LD_LIBRARY_PATH=/oracle/IDS/lib:/sapmnt/IDS/e xe:/oracle/805_32/lib
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StartR3SETUPasroot from installation directory:

# cd /oracle/IDS/sapreorg/install

# ./R3SETUP -f CENTRDB.R3S

The script then asks some questions (defaults in brackets, followed by actual input):

Question Default Input

Enter SAP System ID [C11] IDSEnter

Enter SAP Instance Number [00] Enter

Enter SAPMOUNT Directory [/sapmnt] Enter

Enter name of SAP central host [troubadix.domain.de] Enter

Enter name of SAP db host [troubadix] Enter

Select character set [1] (WE8DEC) Enter

Enter Oracle server version (1)
Oracle 8.0.5, (2) Oracle 8.0.6, (3)
Oracle 8.1.5, (4) Oracle 8.1.6

1Enter

Extract Oracle Client archive [1] (Yes, extract) Enter

Enter path to KERNEL CD [/sapcd] /oracle/IDS/sapreorg/KERNEL

Enter path to RDBMS CD [/sapcd] /oracle/IDS/sapreorg/RDBMS

Enter path to EXPORT1 CD [/sapcd] /oracle/IDS/sapreorg/EXPORT1

Directory to copy EXPORT1 CD [/oracle/IDS/sapreorg/CD4_DIR] Enter

Enter path to EXPORT2 CD [/sapcd] /oracle/IDS/sapreorg/EXPORT2

Directory to copy EXPORT2 CD [/oracle/IDS/sapreorg/CD5_DIR] Enter

Enter path to EXPORT3 CD [/sapcd] /oracle/IDS/sapreorg/EXPORT3

Directory to copy EXPORT3 CD [/oracle/IDS/sapreorg/CD6_DIR] Enter

Enter path to EXPORT4 CD [/sapcd] /oracle/IDS/sapreorg/EXPORT4

Directory to copy EXPORT4 CD [/oracle/IDS/sapreorg/CD7_DIR] Enter

Enter path to EXPORT5 CD [/sapcd] /oracle/IDS/sapreorg/EXPORT5

Directory to copy EXPORT5 CD [/oracle/IDS/sapreorg/CD8_DIR] Enter

Enter path to EXPORT6 CD [/sapcd] /oracle/IDS/sapreorg/EXPORT6

Directory to copy EXPORT6 CD [/oracle/IDS/sapreorg/CD9_DIR] Enter

Enter amount of RAM for SAP + DB 850Enter (in Megabytes)

Service Entry Message Server [3600] Enter

Enter Group-ID of sapsys [101] Enter

Enter Group-ID of oper [102] Enter

Enter Group-ID of dba [100] Enter

Enter User-ID ofsidadm [1000] Enter

Enter User-ID of orasid [1002] Enter

Number of parallel procs [2] Enter

If you had not copied the CDs to the different locations, thentheSAP installer cannot find the CD needed (identified
by theLABEL.ASC file on the CD) and would then ask you to insert and mount the CD and confirm or enter the
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mount path.

TheCENTRDB.R3Smight not be error free. In our case, it requested EXPORT4 CD again but indicated the correct
key (6_LOCATION, then 7_LOCATION etc.), so one can just continue with entering the correct values.

Apart from some problems mentioned below, everything should go straight through up to the point where the Oracle
database software needs to be installed.

10.7.8.4. Start R3SETUP4.6C SR2

Make sureLD_LIBRARY_PATHis set correctly. This is a different value from the 4.6B installation withOracle 8.0.5:

# export LD_LIBRARY_PATH=/sapmnt/PRD/exe:/oracle/PRD/8 17_32/lib

StartR3SETUPas userroot from installation directory:

# cd /oracle/PRD/sapreorg/install

# ./R3SETUP -f CENTRAL.R3S

The script then asks some questions (defaults in brackets, followed by actual input):

Question Default Input

Enter SAP System ID [C11] PRDEnter

Enter SAP Instance Number [00] Enter

Enter SAPMOUNT Directory [/sapmnt] Enter

Enter name of SAP central host [majestix] Enter

Enter Database System ID [PRD] PRDEnter

Enter name of SAP db host [majestix] Enter

Select character set [1] (WE8DEC) Enter

Enter Oracle server version (2)
Oracle 8.1.7

2Enter

Extract Oracle Client archive [1] (Yes, extract) Enter

Enter path to KERNEL CD [/sapcd] /oracle/PRD/sapreorg/KERNEL

Enter amount of RAM for SAP + DB 2044 1800Enter (in Megabytes)

Service Entry Message Server [3600] Enter

Enter Group-ID of sapsys [100] Enter

Enter Group-ID of oper [101] Enter

Enter Group-ID of dba [102] Enter

Enter User-ID oforaprd [1002] Enter

Enter User-ID ofprdadm [1000] Enter

LDAP support 3Enter (no support)

Installation step completed [1] (continue) Enter

Choose installation service [1] (DB inst,file) Enter

So far, creation of users gives an error during installationin phases OSUSERDBSID_IND_ORA (for creating user
ora sid) and OSUSERSIDADM_IND_ORA (creating usersidadm).
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Apart from some problems mentioned below, everything should go straight through up to the point where the Oracle
database software needs to be installed.

10.7.9. Installing Oracle 8.0.5

Please see the corresponding SAP Notes and OracleReadmes regarding Linux andOracle DB for possible
problems. Most if not all problems stem from incompatible libraries.

For more information on installingOracle, refer tothe Installing Oracle chapter.

10.7.9.1. Installing the Oracle 8.0.5 with orainst

If Oracle 8.0.5is to be used, some additional libraries are needed for successfully relinking, asOracle 8.0.5was
linked with an old glibc (RedHat 6.0), but RedHat 6.1 alreadyuses a new glibc. So you have to install the following
additional packages to ensure that linking will work:

compat-libs-5.2-2.i386.rpm

compat-glibc-5.2-2.0.7.2.i386.rpm

compat-egcs-5.2-1.0.3a.1.i386.rpm

compat-egcs-c++-5.2-1.0.3a.1.i386.rpm

compat-binutils-5.2-2.9.1.0.23.1.i386.rpm

See the corresponding SAP Notes or OracleReadmes for further information. If this is no option (at the time of
installation we did not have enough time to check this), one could use the original binaries, or use the relinked
binaries from an original RedHat system.

For compiling the intelligent agent, the RedHat Tcl packagemust be installed. If you cannot get
tcl-8.0.3-20.i386.rpm , a newer one liketcl-8.0.5-30.i386.rpm for RedHat 6.1 should also do.

Apart from relinking, the installation is straightforward:

# su - oraids

# export TERM=xterm

# export ORACLE_TERM=xterm

# export ORACLE_HOME=/oracle/IDS

# cd $ORACLE_HOME/orainst_sap

# ./orainst

Confirm all screens withEnter until the software is installed, except that one has to deselect theOracle On-Line Text
Viewer, as this is not currently available for Linux.Oracle then wants to relink withi386-glibc20-linux-gcc

instead of the availablegcc , egcs or i386-redhat-linux-gcc .

Due to time constrains we decided to use the binaries from anOracle 8.0.5 PreProductionrelease, after the first
attempt at getting the version from the RDBMS CD working, failed, and finding and accessing the correct RPMs was
a nightmare at that time.
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10.7.9.2. Installing the Oracle 8.0.5 Pre-production Rele ase for Linux (Kernel 2.0.33)

This installation is quite easy. Mount the CD, start the installer. It will then ask for the location of the Oracle home
directory, and copy all binaries there. We did not delete theremains of our previous RDBMS installation tries,
though.

Afterwards,Oracle Database could be started with no problems.

10.7.10. Installing the Oracle 8.1.7 Linux Tarball

Take the tarballoracle81732.tgz you produced from the installation directory on a Linux system and untar it to
/oracle/ SID/817_32/ .

10.7.11. Continue with SAP R/3 Installation

First check the environment settings of usersidsamd (sidadm) andoraids (orasid). They should now both have
the files.profile , .login and.cshrc which are all usinghostname . In case the system’s hostname is the fully
qualified name, you need to changehostname to hostname -s within all three files.

10.7.11.1. Database Load

Afterwards,R3SETUPcan either be restarted or continued (depending on whether exit was chosen or not).R3SETUP

then creates the tablespaces and loads the data (for 46B IDES, from EXPORT1 to EXPORT6, for 46C from DISK1
to DISK4) with R3load into the database.

When the database load is finished (might take a few hours), some passwords are requested. For test installations,
one can use the well known default passwords (use different ones if security is an issue!):

Question Input

Enter Password for sapr3 sapEnter

Confirum Password for sapr3 sapEnter

Enter Password for sys change_on_installEnter

Confirm Password for sys change_on_installEnter

Enter Password for system managerEnter

Confirm Password for system managerEnter

At this point We had a few problems withdipgntab during the 4.6B installation.

10.7.11.2. Listener

Start theOracle Listener as userora sid as follows:

% umask 0; lsnrctl start

Otherwise you might get the error ORA-12546 as the sockets will not have the correct permissions. See SAP Note
072984.
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10.7.11.3. Updating MNLS Tables

If you plan to import non-Latin-1 languages into theSAPsystem, you have to update the Multi National Language
Support tables. This is described in the SAP OSS Notes 15023 and 45619. Otherwise, you can skip this question
duringSAP installation.

¥¥¥: If you do not need MNLS, it is still necessary to check the table TCPDB and initializing it if this has not been
done. See SAP note 0015023 and 0045619 for further information.

10.7.12. Post-installation Steps

10.7.12.1. Request SAP R/3 License Key

You have to request yourSAP R/3License Key. This is needed, as the temporary license that was installed during
installation is only valid for four weeks. First get the hardware key. Log on as useridsadm and callsaplicense :

# /sapmnt/IDS/exe/saplicense -get

Calling saplicense without parameters gives a list of options. Upon receiving the license key, it can be installed
using:

# /sapmnt/IDS/exe/saplicense -install

You are then required to enter the following values:

SAP SYSTEM ID =SID, 3 chars

CUSTOMER KEY =hardware key, 11 chars

INSTALLATION NO = installation, 10 digits

EXPIRATION DATE = yyyymmdd, usually "99991231"

LICENSE KEY = license key, 24 chars

10.7.12.2. Creating Users

Create a user within client 000 (for some tasks required to bedone within client 000, but with a user different from
userssap * andddic ). As a user name, We usually choosewartung (or service in English). Profiles required are
sap_new andsap_all . For additional safety the passwords of default users within all clients should be changed
(this includes userssap * andddic ).

10.7.12.3. Configure Transport System, Profile, Operation M odes, Etc.

Within client 000, user different fromddic andsap * , do at least the following:

Task Transaction

Configure Transport System, e.g. asStand-Alone
Transport Domain Entity

STMS
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Task Transaction

Create / Edit Profile for System RZ10

Maintain Operation Modes and Instances RZ04

These and all the other post-installation steps are thoroughly described inSAP installation guides.

10.7.12.4. Edit init sid.sap (initIDS.sap )

The file/oracle/IDS/dbs/initIDS.sap contains theSAP backup profile. Here the size of the tape to be used,
type of compression and so on need to be defined. To get this running with sapdba / brbackup , we changed the
following values:

compress = hardware
archive_function = copy_delete_save
cpio_flags = "-ov --format=newc --block-size=128 --quiet "
cpio_in_flags = "-iuv --block-size=128 --quiet"
tape_size = 38000M
tape_address = /dev/nsa0
tape_address_rew = /dev/sa0

Explanations:

compress : The tape we use is a HP DLT1 which does hardware compression.

archive_function : This defines the default behavior for saving Oracle archivelogs: new logfiles are saved to
tape, already saved logfiles are saved again and are then deleted. This prevents lots of trouble if you need to recover
the database, and one of the archive-tapes has gone bad.

cpio_flags : Default is to use-B which sets block size to 5120 Bytes. For DLT Tapes, HP recommends at least
32 K block size, so we used--block-size=128 for 64 K. --format=newc is needed because we have inode
numbers greater than 65535. The last option--quiet is needed as otherwisebrbackup complains as soon ascpio

outputs the numbers of blocks saved.

cpio_in_flags : Flags needed for loading data back from tape. Format is recognized automatically.

tape_size : This usually gives the raw storage capability of the tape. For security reason (we use hardware
compression), the value is slightly lower than the actual value.

tape_address : The non-rewindable device to be used withcpio .

tape_address_rew : The rewindable device to be used withcpio .

10.7.12.5. Configuration Issues after Installation

The followingSAP parameters should be tuned after installation (examples for IDES 46B, 1 GB memory):

Name Value

ztta/roll_extension 250000000

abap/heap_area_dia 300000000

abap/heap_area_nondia 400000000

em/initial_size_MB 256
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Name Value

em/blocksize_kB 1024

ipc/shm_psize_40 70000000

SAP Note 0013026:

Name Value

ztta/dynpro_area 2500000

SAP Note 0157246:

Name Value

rdisp/ROLL_MAXFS 16000

rdisp/PG_MAXFS 30000

¥¥¥: With the above parameters, on a system with 1 gigabyte of memory, one may find memory consumption
similar to:

Mem: 547M Active, 305M Inact, 109M Wired, 40M Cache, 112M Buf , 3492K Free

10.7.13. Problems during Installation

10.7.13.1. Restart R3SETUPafter Fixing a Problem

R3SETUPstops if it encounters an error. If you have looked at the corresponding logfiles and fixed the error, you have
to startR3SETUPagain, usually selecting REPEAT as option for the last stepR3SETUPcomplained about.

To restartR3SETUP, just start it with the correspondingR3Sfile:

# ./R3SETUP -f CENTRDB.R3S

for 4.6B, or with

# ./R3SETUP -f CENTRAL.R3S

for 4.6C, no matter whether the error occurred withCENTRAL.R3Sor DATABASE.R3S.

¥¥¥: At some stages, R3SETUPassumes that both database and SAP processes are up and running (as those
were steps it already completed). Should errors occur and for example the database could not be started, you
have to start both database and SAP by hand after you fixed the errors and before starting R3SETUPagain.

Do not forget to also start the Oracle listener again (as ora sid with umask 0; lsnrctl start ) if it was also
stopped (for example due to a necessary reboot of the system).
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10.7.13.2. OSUSERSIDADM_IND_ORA during R3SETUP

If R3SETUPcomplains at this stage, edit the template fileR3SETUPused at that time (CENTRDB.R3S(4.6B) or either
CENTRAL.R3Sor DATABASE.R3S(4.6C)). Locate[OSUSERSIDADM_IND_ORA]or search for the only
STATUS=ERRORentry and edit the following values:

HOME=/home/sidadm (was empty)
STATUS=OK (had status ERROR)

Then you can restartR3SETUPagain.

10.7.13.3. OSUSERDBSID_IND_ORA during R3SETUP

PossiblyR3SETUPalso complains at this stage. The error here is similar to theone in phase
OSUSERSIDADM_IND_ORA. Just edit the template fileR3SETUPused at that time (CENTRDB.R3S(4.6B) or
eitherCENTRAL.R3Sor DATABASE.R3S(4.6C)). Locate[OSUSERDBSID_IND_ORA]or search for the only
STATUS=ERRORentry and edit the following value in that section:

STATUS=OK

Then restartR3SETUP.

10.7.13.4. oraview.vrf FILE NOT FOUND during Oracle Installation

You have not deselectedOracle On-Line Text Viewerbefore starting the installation. This is marked for installation
even though this option is currently not available for Linux. Deselect this product inside theOracle installation menu
and restart installation.

10.7.13.5. TEXTENV_INVALID during R3SETUP, RFC or SAPgui Start

If this error is encountered, the correct locale is missing.SAP Note 0171356 lists the necessary RPMs that need be
installed (e.g.saplocales-1.0-3 , saposcheck-1.0-1 for RedHat 6.1). In case you ignored all the related errors
and set the correspondingSTATUSfrom ERRORto OK(in CENTRDB.R3S) every timeR3SETUPcomplained and just
restartedR3SETUP, theSAPsystem will not be properly configured and you will then not beable to connect to the
system with aSAPgui, even though the system can be started. Trying to connect with the old LinuxSAPguigave the
following messages:

Sat May 5 14:23:14 2001

*** ERROR => no valid userarea given [trgmsgo. 0401]
Sat May 5 14:23:22 2001

*** ERROR => ERROR NR 24 occured [trgmsgi. 0410]

*** ERROR => Error when generating text environment. [trgmsgi. 0435]

*** ERROR => function failed [trgmsgi. 0447]

*** ERROR => no socket operation allowed [trxio.c 3363]
Speicherzugriffsfehler

This behavior is due toSAP R/3being unable to correctly assign a locale and also not being properly configured
itself (missing entries in some database tables). To be ableto connect toSAP, add the following entries to file
DEFAULT.PFL (see Note 0043288):
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abap/set_etct_env_at_new_mode = 0
install/collate/active = 0
rscp/TCP0B = TCP0B

Restart theSAP system. Now you can connect to the system, even though country-specific language settings might
not work as expected. After correcting country settings (and providing the correct locales), these entries can be
removed fromDEFAULT.PFL and theSAP system can be restarted.

10.7.13.6. ORA-00001

This error only happened withOracle 8.1.7on FreeBSD. The reason was that theOracle database could not
initialize itself properly and crashed, leaving semaphores and shared memory on the system. The next try to start the
database then returned ORA-00001.

Find them withipcs -a and remove them withipcrm .

10.7.13.7. ORA-00445 (Background Process PMON Did Not Star t)

This error happened withOracle 8.1.7. This error is reported if the database is started with the usualstartsap

script (for examplestartsap_majestix_00 ) as userprdadm .

A possible workaround is to start the database as useroraprd instead withsvrmgrl :

% svrmgrl

SVRMGR>connect internal;

SVRMGR>startup ;
SVRMGR>exit

10.7.13.8. ORA-12546 (Start Listener with Correct Permiss ions)

Start theOracle listener as useroraids with the following commands:

# umask 0; lsnrctl start

Otherwise you might get ORA-12546 as the sockets will not have the correct permissions. See SAP Note 0072984.

10.7.13.9. ORA-27102 (Out of Memory)

This error happened whilst trying to use values forMAXDSIZandDFLDSIZ greater than 1 GB (1024x1024x1024).
Additionally, we gotLinux Error 12: Cannot allocate memory .

10.7.13.10. [DIPGNTAB_IND_IND] during R3SETUP

In general, see SAP Note 0130581 (R3SETUPstepDIPGNTABterminates). During the IDES-specific installation, for
some reason the installation process was not using the proper SAP system nameEIDSF, but the empty string""
instead. This leads to some minor problems with accessing directories, as the paths are generated dynamically using
SID (in this case IDS). So instead of accessing:

/usr/sap/IDS/SYS/...
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/usr/sap/IDS/DVMGS00

the following paths were used:

/usr/sap//SYS/...
/usr/sap/D00

To continue with the installation, we created a link and an additional directory:

# pwd

/compat/linux/usr/sap
# ls -l

total 4
drwxr-xr-x 3 idsadm sapsys 512 May 5 11:20 D00
drwxr-x--x 5 idsadm sapsys 512 May 5 11:35 IDS
lrwxr-xr-x 1 root sapsys 7 May 5 11:35 SYS -> IDS/SYS
drwxrwxr-x 2 idsadm sapsys 512 May 5 13:00 tmp
drwxrwxr-x 11 idsadm sapsys 512 May 4 14:20 trans

We also found SAP Notes (0029227 and 0008401) describing this behavior. We did not encounter any of these
problems with theSAP 4.6Cinstallation.

10.7.13.11. [RFCRSWBOINI_IND_IND] during R3SETUP

During installation ofSAP 4.6C, this error was just the result of another error happening earlier during installation.
In this case, you have to look through the corresponding logfiles and correct the real problem.

If after looking through the logfiles this error is indeed thecorrect one (check the SAP Notes), you can setSTATUSof
the offending step fromERRORto OK(file CENTRDB.R3S) and restartR3SETUP. After installation, you have to
execute the reportRSWBOINSfrom transaction SE38. See SAP Note 0162266 for additional information about phase
RFCRSWBOINIandRFCRADDBDIF.

10.7.13.12. [RFCRADDBDIF_IND_IND] during R3SETUP

Here the same restrictions apply: make sure by looking through the logfiles, that this error is not caused by some
previous problems.

If you can confirm that SAP Note 0162266 applies, just setSTATUSof the offending step fromERRORto OK(file
CENTRDB.R3S) and restartR3SETUP. After installation, you have to execute the reportRADDBDIFfrom transaction
SE38.

10.7.13.13. sigaction sig31: File size limit exceeded

This error occurred during start ofSAPprocessesdisp+work. If startingSAP with thestartsap script,
subprocesses are then started which detach and do the dirty work of starting all otherSAPprocesses. As a result, the
script itself will not notice if something goes wrong.

To check whether theSAPprocesses did start properly, have a look at the process status withps ax | grep SID,
which will give you a list of allOracle andSAPprocesses. If it looks like some processes are missing or if you
cannot connect to theSAP system, look at the corresponding logfiles which can be foundat
/usr/sap/ SID/DVEBMGSnr/work/ . The files to look at aredev_ms anddev_disp .
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Signal 31 happens here if the amount of shared memory used byOracle andSAP exceed the one defined within the
kernel configuration file and could be resolved by using a larger value:

# larger value for 46C production systems:
options SHMMAXPGS=393216
# smaller value sufficient for 46B:
#options SHMMAXPGS=262144

10.7.13.14. Start of saposcol Failed

There are some problems with the programsaposcol (version 4.6D). TheSAP system is usingsaposcol to
collect data about the system performance. This program is not needed to use theSAP system, so this problem can
be considered a minor one. The older versions (4.6B) does work, but does not collect all the data (many calls will just
return 0, for example for CPU usage).

10.8. Advanced Topics
If you are curious as to how the Linux binary compatibility works, this is the section you want to read. Most of what
follows is based heavily on an email written to FreeBSD chat
L¡)

(http://lists.FreeBSD.org/mailman/listinfo/freebsd-chat) by Terry Lambert <tlambert@primenet.com > (Message
ID: <199906020108.SAA07001@usr09.primenet.com> ).

10.8.1. How Does It Work?

FreeBSD has an abstraction called anEexecution class loaderF. This is a wedge into the execve(2) system call.

What happens is that FreeBSD has a list of loaders, instead ofa single loader with a fallback to the#! loader for
running any shell interpreters or shell scripts.

Historically, the only loader on the UNIX platform examinedthe magic number (generally the first 4 or 8 bytes of the
file) to see if it was a binary known to the system, and if so, invoked the binary loader.

If it was not the binary type for the system, the execve(2) call returned a failure, and the shell attempted to start
executing it as shell commands.

The assumption was a default ofEwhatever the current shell isF.

Later, a hack was made for sh(1) to examine the first two characters, and if they were:\n , then it invoked the csh(1)
shell instead (we believe SCO first made this hack).

What FreeBSD does now is go through a list of loaders, with a generic#! loader that knows about interpreters as the
characters which follow to the next whitespace next to last,followed by a fallback to/bin/sh .

For the Linux ABI support, FreeBSD sees the magic number as anELF binary (it makes no distinction between
FreeBSD, Solaris, Linux, or any other OS which has an ELF image type, at this point).

The ELF loader looks for a specializedbrand, which is a comment section in the ELF image, and which is not
present on SVR4/Solaris ELF binaries.

For Linux binaries to function, they must bebrandedas typeLinux from brandelf(1):
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# brandelf -t Linux file

When this is done, the ELF loader will see theLinux brand on the file.

When the ELF loader sees theLinux brand, the loader replaces a pointer in theproc structure. All system calls are
indexed through this pointer (in a traditional UNIX system,this would be thesysent[] structure array, containing
the system calls). In addition, the process is flagged for special handling of the trap vector for the signal trampoline
code, and several other (minor) fix-ups that are handled by the Linux kernel module.

The Linux system call vector contains, among other things, alist of sysent[] entries whose addresses reside in the
kernel module.

When a system call is called by the Linux binary, the trap codedereferences the system call function pointer off the
proc structure, and gets the Linux, not the FreeBSD, system call entry points.

In addition, the Linux mode dynamicallyrerootslookups; this is, in effect, what theunion option to file system
mounts (not theunionfs file system type!) does. First, an attempt is made to lookup the file in the
/compat/linux/ original-path directory,thenonly if that fails, the lookup is done in the/ original-path
directory. This makes sure that binaries that require otherbinaries can run (e.g., the Linux toolchain can all run under
Linux ABI support). It also means that the Linux binaries canload and execute FreeBSD binaries, if there are no
corresponding Linux binaries present, and that you could place a uname(1) command in the/compat/linux

directory tree to ensure that the Linux binaries could not tell they were not running on Linux.

In effect, there is a Linux kernel in the FreeBSD kernel; the various underlying functions that implement all of the
services provided by the kernel are identical to both the FreeBSD system call table entries, and the Linux system call
table entries: file system operations, virtual memory operations, signal delivery, System V IPC, etc�The only
difference is that FreeBSD binaries get the FreeBSDgluefunctions, and Linux binaries get the Linuxgluefunctions
(most older OS’s only had their owngluefunctions: addresses of functions in a static globalsysent[] structure
array, instead of addresses of functions dereferenced off adynamically initialized pointer in theproc structure of the
process making the call).

Which one is the native FreeBSD ABI? It does not matter. Basically the only difference is that (currently; this could
easily be changed in a future release, and probably will be after this) the FreeBSDgluefunctions are statically linked
into the kernel, and the Linuxgluefunctions can be statically linked, or they can be accessed via a kernel module.

Yeah, but is this really emulation? No. It is an ABI implementation, not an emulation. There is no emulator (or
simulator, to cut off the next question) involved.

So why is it sometimes calledELinux emulationF? To make it hard to sell FreeBSD! Really, it is because the
historical implementation was done at a time when there was really no word other than that to describe what was
going on; saying that FreeBSD ran Linux binaries was not true, if you did not compile the code in or load a module,
and there needed to be a word to describe what was being loaded�henceEthe Linux emulatorF.
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Written by Chern Lee. Based on a tutorial written by Mike Smith. Also based on tuning(7) written by Matt Dillon.
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3FreeBSḐ àÄ���8	¥�Ý�;�×µÎ�Ù'�I5�Ñ@Ý�Ù'���|¯¯3D^¡>

ùÝ�lDæ�Ía½¥y+ÛFreeBSDÝ8n¥�'�î��À×°�|�JFreeBSD[�Ý¢ó'
��

\�9a�
ÞÝ��

�A¢b[ºàjn�Ù|Cswap5v �

� rc.conf Ý'��/usr/local/etc/rc.d Ý@�Úx�

�A¢'��?�ç­��

�A¢'�virtual hosts�

�A¢'�/etc /Ý&Ë'�j�

�A¢|sysctl ¼�JFreeBSDÝ�Ù[��

�A¢�J{Ã[��|C?;kernel§×�

3��å\9a�G�
m�


�¡�UNIX CFreeBSD8nÃÍÃF(µÚ 3a)�
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By properly partitioning a system, fragmentation introduced in the smaller write heavy partitions will not bleed over
into the mostly-read partitions. Keeping the write-loadedpartitions closer to the disk’s edge, will increase I/O
performance in the partitions where it occurs the most. Now while I/O performance in the larger partitions may be
needed, shifting them more toward the edge of the disk will not lead to a significant performance improvement over
moving/var to the edge. Finally, there are safety concerns. A smaller, neater root partition which is mostly
read-only has a greater chance of surviving a bad crash.

11.3.tttxxx���ÝÝÝ'''���jjj
The principal location for system configuration information is within /etc/rc.conf . This file contains a wide
range of configuration information, principally used at system startup to configure the system. Its name directly
implies this; it is configuration information for therc * files.

An administrator should make entries in therc.conf file to override the default settings from
/etc/defaults/rc.conf . The defaults file should not be copied verbatim to/etc - it contains default values, not
examples. All system-specific changes should be made in therc.conf file itself.

A number of strategies may be applied in clustered applications to separate site-wide configuration from
system-specific configuration in order to keep administration overhead down. The recommended approach is to place
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site-wide configuration into another file, such as/etc/rc.conf.site , and then include this file into
/etc/rc.conf , which will contain only system-specific information.

As rc.conf is read by sh(1) it is trivial to achieve this. For example:

� rc.conf:

. /etc/rc.conf.site
hostname="node15.example.com"
network_interfaces="fxp0 lo0"
ifconfig_fxp0="inet 10.1.1.1"

� rc.conf.site:

defaultrouter="10.1.1.254"
saver="daemon"
blanktime="100"

Therc.conf.site file can then be distributed to every system usingrsync or a similar program, while the
rc.conf file remains unique.

Upgrading the system using sysinstall(8) ormake world will not overwrite therc.conf file, so system
configuration information will not be lost.

11.4.&&&PPPTTTààà���PPPÝÝÝ'''���jjj
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à.default �
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ÜÍ»��&Æ¼::/usr/local/etc/apache �

-rw-r--r-- 1 root wheel 2184 May 20 1998 access.conf
-rw-r--r-- 1 root wheel 2184 May 20 1998 access.conf.defaul t
-rw-r--r-- 1 root wheel 9555 May 20 1998 httpd.conf
-rw-r--r-- 1 root wheel 9555 May 20 1998 httpd.conf.default
-rw-r--r-- 1 root wheel 12205 May 20 1998 magic
-rw-r--r-- 1 root wheel 12205 May 20 1998 magic.default
-rw-r--r-- 1 root wheel 2700 May 20 1998 mime.types
-rw-r--r-- 1 root wheel 2700 May 20 1998 mime.types.default
-rw-r--r-- 1 root wheel 7980 May 20 1998 srm.conf
-rw-r--r-- 1 root wheel 7933 May 20 1998 srm.conf.default

srm.conf Ýjn�Ñ;ÄÝ�«¡ApacheÝ?±Þ�ºE9Í�Ñ;ÄÝ'�j��¢���
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11.5.&&&ËËËServices ÝÝÝ@@@���]]]PPP
Contributed by Tom Rhodes.

Many users choose to install third party software on FreeBSDfrom the Ports Collection. In many of these situations
it may be necessary to configure the software in a manner whichwill allow it to be started upon system initialization.
Services, such asmail/postfix or www/apache13 are just two of the many software packages which may be
started during system initialization. This section explains the procedures available for starting third party software.

In FreeBSD, most included services, such as cron(8), are started through the system start up scripts. These scripts
may differ depending on FreeBSD or vendor version; however,the most important aspect to consider is that their
start up configuration can be handled through simple startupscripts.

Before the advent ofrc.d , applications would drop a simple start up script into the/usr/local/etc/rc.d

directory which would be read by the system initialization scripts. These scripts would then be executed during the
latter stages of system start up.

While many individuals have spent hours trying to merge the old configuration style into the new system, the fact
remains that some third party utilities still require a script simply dropped into the aforementioned directory. The
subtle differences in the scripts depend whether or notrc.d is being used. Prior to FreeBSD 5.1 the old
configuration style is used and in almost all cases a new stylescript would do just fine.

While every script must meet some minimal requirements, most of the time these requirements are FreeBSD version
agnostic. Each script must have a.sh extension appended to the end and every script must be executable by the
system. The latter may be achieved by using thechmod command and setting the unique permissions of755 . There
should also be, at minimal, an option tostart the application and an option tostop the application.

The simplest start up script would probably look a little bitlike this one:

#!/bin/sh
echo -n ’ utility’

case "$1" in
start)

/usr/local/bin/utility
;;

stop)
kill -9 ‘cat /var/run/utility.pid‘
;;

* )
echo "Usage: ‘basename $0‘ {start|stop}" >&2
exit 64
;;

esac

exit 0

This script provides for astop andstart option for the application hereto referred simply asutility .

Could be started manually with:

# /usr/local/etc/rc.d/utility.sh start

While not all third party software requires the line inrc.conf , almost every day a new port will be modified to
accept this configuration. Check the final output of the installation for more information on a specific application.
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Some third party software will provide start up scripts which permit the application to be used withrc.d ; although,
this will be discussed in the next section.

11.5.1. Extended Application Configuration

Now that FreeBSD includesrc.d , configuration of application startup has become easier, and more featureful.
Using the key words discussed in therc.dsection, applications may now be set to start after certain other services for
example DNS; may permit extra flags to be passed throughrc.conf in place of hard coded flags in the start up
script, etc. A basic script may look similar to the following:

#!/bin/sh
#
# PROVIDE: utility
# REQUIRE: DAEMON
# KEYWORD: shutdown

. /etc/rc.subr

name=utility
rcvar=utility_pidfile

command="/usr/local/sbin/utility"

load_rc_config $name

#
# DO NOT CHANGE THESE DEFAULT VALUES HERE
# SET THEM IN THE /etc/rc.conf FILE
#
utility_enable=${utility_enable-"NO"}
pidfile=${utility_pidfile-"/var/run/utility.pid"}

run_rc_command "$1"

This script will ensure that the providedutility will be started after thedaemon service. It also provides a method for
setting and tracking the PID, or process ID file.

This application could then have the following line placed in /etc/rc.conf :

utility_enable="YES"

This new method also allows for easier manipulation of the command line arguments, inclusion of the default
functions provided in/etc/rc.subr , compatibility with the rcorder(8) utility and provides for easier configuration
via therc.conf file.

11.5.2.|||Services ¼¼¼@@@���&&&PPPServices

Other services, such as POP3 server daemons, IMAP, etc. could be started using the inetd(8). This involves installing
the service utility from the Ports Collection with a configuration line appended to the/etc/inetd.conf file, or
uncommenting one of the current configuration lines. Working with inetd and its configuration is described in depth
in theinetdsection.
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In some cases, it may be more plausible to use the cron(8) daemon to start system services. This approach has a
number of advantages becausecron runs these processes as thecrontab ’s file owner. This allows regular users to
start and maintain some applications.

Thecron utility provides a unique feature,@reboot , which may be used in place of the time specification. This will
cause the job to be run when cron(8) is started, normally during system initialization.

11.6.'''���cron

Contributed by Tom Rhodes.

FreeBSDt?àÝ�Ì�×µÎcron(8)�cron º3eÿìº®�¬�\lã/etc/crontab j|

C/var/cron/tabs ê��¼¨´ÎÍb±crontab jn�9°crontab jºDw×°4��®Ý'��

¼�cron Æ��

cron �P��!`2àËË�!vlÝ'�j��ÙÍ�ÝcrontabC¸àïÍ�Ýcrontab��ËË}P°
×-½3yÏ0ûÝ�!�In the system crontab, the sixth field is the name of a user for the command to run as.
This gives the system crontab the ability to run commands as any user. In a user crontab, the sixth field is the
command to run, and all commands run as the user who created the crontab; this is an important security feature.

¥¥¥: User crontabs allow individual users to schedule tasks without the need for root privileges. Commands in a
user’s crontab run with the permissions of the user who owns the crontab.

The root user can have a user crontab just like any other user. This one is different from /etc/crontab (the
system crontab). Because of the system crontab, there is usually no need to create a user crontab for root .

Let us take a look at the/etc/crontab file (the system crontab):

# /etc/crontab - root’s crontab for FreeBSD
#
# $FreeBSD: src/etc/crontab,v 1.32 2002/11/22 16:13:39 to m Exp $
# ➊

#
SHELL=/bin/sh
PATH=/etc:/bin:/sbin:/usr/bin:/usr/sbin ➋

HOME=/var/log
#
#
#minute hour mday month wday who command ➌

#
#

* /5 * * * * root /usr/libexec/atrun ➍

➊ Like most FreeBSD configuration files, the# character represents a comment. A comment can be placed in the
file as a reminder of what and why a desired action is performed. Comments cannot be on the same line as a
command or else they will be interpreted as part of the command; they must be on a new line. Blank lines are
ignored.
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➋ First, the environment must be defined. The equals (=) character is used to define any environment settings, as
with this example where it is used for theSHELL, PATH, andHOMEoptions. If the shell line is omitted,cron will
use the default, which issh . If the PATHvariable is omitted, no default will be used and file locations will need
to be absolute. IfHOMEis omitted,cron will use the invoking users home directory.

➌ This line defines a total of seven fields. Listed here are the valuesminute , hour , mday, month , wday, who, and
command. These are almost all self explanatory.minute is the time in minutes the command will be run.hour

is similar to theminute option, just in hours.mday stands for day of the month.month is similar tohour and
minute , as it designates the month. Thewday option stands for day of the week. All these fields must be
numeric values, and follow the twenty-four hour clock. Thewho field is special, and only exists in the
/etc/crontab file. This field specifies which user the command should be run as. When a user installs his or
hercrontab file, they will not have this option. Finally, thecommandoption is listed. This is the last field, so
naturally it should designate the command to be executed.

➍ This last line will define the values discussed above. Noticehere we have a* /5 listing, followed by several
more* characters. These* characters meanEfirst-lastF, and can be interpreted aseverytime. So, judging by
this line, it is apparent that theatrun command is to be invoked byroot every five minutes regardless of what
day or month it is. For more information on theatrun command, see the atrun(8) manual page.

Commands can have any number of flags passed to them; however,commands which extend to multiple lines
need to be broken with the backslashE\F continuation character.

This is the basic set up for everycrontab file, although there is one thing different about this one. Field number six,
where we specified the username, only exists in the system/etc/crontab file. This field should be omitted for
individual usercrontab files.

11.6.1.���®®®444���(Crontab)ÝÝÝ444������ÑÑÑ§§§

¥¥¥���: You must not use the procedure described here to edit/install the system crontab. Simply use your favorite
editor: the cron utility will notice that the file has changed and immediately begin using the updated version. See
this FAQ entry (../../../../doc/zh_TW.Big5/books/faq/admin.html#ROOT-NOT-FOUND-CRON-ERRORS) for more

information.

To install a freshly written usercrontab , first use your favorite editor to create a file in the proper format, and then
use thecrontab utility. The most common usage is:

% crontab crontab-file

In this example,crontab-file is the filename of acrontab that was previously created.

There is also an option to list installedcrontab files: just pass the-l option tocrontab and look over the output.

For users who wish to begin their own crontab file from scratch, without the use of a template, thecrontab -e

option is available. This will invoke the selected editor with an empty file. When the file is saved, it will be
automatically installed by thecrontab command.

If you later want to remove your usercrontab completely, usecrontab with the-r option.
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11.7.333FreeBSD ¸̧̧àààrc
Contributed by Tom Rhodes.

�2002OR�FreeBSDJ)ÝNetBSDÝrc.d ^×¼®
�Ù��@�^×��|Õ/etc/rc.d ê�ì�

:��9jnKÎÃÍ����|àstart , stop Crestart ®
¸à`Ýó4�ÜÍ»���|àì�¼

�¼¥±@�sshd(8)�

# /etc/rc.d/sshd restart

Í���ôÎv«®°�	Q���;ð©�3rc.conf(5)/b¼�Ý��Kº3�^`µ��@��Ü»
¼1�u��^`@�NAT(Network Address Translation) daemonÝ��©�3/etc/rc.conf /�îì�9

�Ç��

natd_enable="YES"

uæÍ¶ÝÎnatd_enable="NO" £�©�.NO;
YESµ?Ý�rc scriptsº3ìg¥�^`���µá
8n(b8µ)Ý���|ì&ÆºýÕ9I5�

Since therc.d system is primarily intended to start/stop services at system startup/shutdown time, the standard
start , stop andrestart options will only perform their action if the appropriate/etc/rc.conf variables are
set. For instance the abovesshd restart command will only work ifsshd_enable is set toYES in
/etc/rc.conf . To start , stop or restart a service regardless of the settings in/etc/rc.conf , the commands
should be prefixed withEforceF. For instance to restartsshd regardless of the current/etc/rc.conf setting,
execute the following command:

# /etc/rc.d/sshd forcerestart

It is easy to check if a service is enabled in/etc/rc.conf by running the appropriaterc.d script with the option
rcvar . Thus, an administrator can check thatsshd is in fact enabled in/etc/rc.conf by running:

# /etc/rc.d/sshd rcvar

# sshd
$sshd_enable=YES

¥¥¥: The second line (# sshd ) is the output from the sshd command, not a root console.

u�lã��ÎÍb3º®��|àstatus ó4¼ã��fA�u�@-sshd ÎÍËÝb@�Ý��£

�Æ�

# /etc/rc.d/sshd status

sshd is running as pid 433.

In some cases it is also possible toreload a service. This will attempt to send a signal to an individualservice,
forcing the service to reload its configuration files. In mostcases this means sending the service aSIGHUPsignal.
Support for this feature is not included for every service.

Therc.d system is not only used for network services, it also contributes to most of the system initialization. For
instance, consider thebgfsck file. When this script is executed, it will print out the following message:

Starting background file system checks in 60 seconds.
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Therefore this file is used for background file system checks,which are done only during system initialization.

Many system services depend on other services to function properly. For example, NIS and other RPC-based
services may fail to start until after therpcbind (portmapper) service has started. To resolve this issue, information
about dependencies and other meta-data is included in the comments at the top of each startup script. The rcorder(8)
program is then used to parse these comments during system initialization to determine the order in which system
services should be invoked to satisfy the dependencies. Thefollowing words may be included at the top of each
startup file:

� PROVIDE: Specifies the services this file provides.

� REQUIRE: Lists services which are required for this service. This file will run after the specified services.

� BEFORE: Lists services which depend on this service. This file will runbeforethe specified services.

By using this method, an administrator can easily control system services without the hassle ofErunlevelsF like
some other UNIX operating systems.

Additional information about therc.d system can be found in the rc(8) and rc.subr(8) manual pages.

11.8.'''���ççç­­­���
Contributed by Marc Fonvieille.

Nowadays we can not think about a computer without thinking about a network connection. Adding and configuring
a network card is a common task for any FreeBSD administrator.

11.8.1.óóóCCCÑÑÑ@@@������àààÝÝÝ,,,������PPP(Driver)

Before you begin, you should know the model of the card you have, the chip it uses, and whether it is a PCI or ISA
card. FreeBSD supports a wide variety of both PCI and ISA cards. Check the Hardware Compatibility List for your
release to see if your card is supported.

Once you are sure your card is supported, you need to determine the proper driver for the card.
/usr/src/sys/conf/NOTES and/usr/src/sys/ arch/conf/NOTES will give you the list of network interface
drivers with some information about the supported chipsets/cards. If you have doubts about which driver is the
correct one, read the manual page of the driver. The manual page will give you more information about the supported
hardware and even the possible problems that could occur.

If you own a common card, most of the time you will not have to look very hard for a driver. Drivers for common
network cards are present in theGENERICkernel, so your card should show up during boot, like so:

dc0: <82c169 PNIC 10/100BaseTX> port 0xa000-0xa0ff mem 0xd 3800000-0xd38
000ff irq 15 at device 11.0 on pci0
dc0: Ethernet address: 00:a0:cc:da:da:da
miibus0: <MII bus> on dc0
ukphy0: <Generic IEEE 802.3u media interface> on miibus0
ukphy0: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto
dc1: <82c169 PNIC 10/100BaseTX> port 0x9800-0x98ff mem 0xd 3000000-0xd30
000ff irq 11 at device 12.0 on pci0
dc1: Ethernet address: 00:a0:cc:da:da:db
miibus1: <MII bus> on dc1
ukphy1: <Generic IEEE 802.3u media interface> on miibus1
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ukphy1: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto

In this example, we see that two cards using the dc(4) driver are present on the system.

If the driver for your NIC is not present inGENERIC, you will need to load the proper driver to use your NIC. This
may be accomplished in one of two ways:

� The easiest way is to simply load a kernel module for your network card with kldload(8), or automatically at boot
time by adding the appropriate line to the file/boot/loader.conf . Not all NIC drivers are available as
modules; notable examples of devices for which modules do not exist are ISA cards.

�Alternatively, you may statically compile the support for your card into your kernel. Check
/usr/src/sys/conf/NOTES , /usr/src/sys/ arch/conf/NOTES and the manual page of the driver to know
what to add in your kernel configuration file. For more information about recompiling your kernel, please see
µÚ 8a. If your card was detected at boot by your kernel (GENERIC) you do not have to build a new kernel.

11.8.1.1. Using Windows NDIS Drivers

Unfortunately, there are still many vendors that do not provide schematics for their drivers to the open source
community because they regard such information as trade secrets. Consequently, the developers of FreeBSD and
other operating systems are left two choices: develop the drivers by a long and pain-staking process of reverse
engineering or using the existing driver binaries available for the Microsoft Windows platforms. Most developers,
including those involved with FreeBSD, have taken the latter approach.

Thanks to the contributions of Bill Paul (wpaul), as of FreeBSD 5.3-RELEASE there isEnativeF support for the
Network Driver Interface Specification (NDIS). The FreeBSDNDISulator (otherwise known as Project Evil) takes a
Windows driver binary and basically tricks it into thinkingit is running on Windows. Because the ndis(4) driver is
using a Windows binary, it is only usable on i386 and amd64 systems.

¥¥¥: The ndis(4) driver is designed to support mainly PCI, CardBus and PCMCIA devices, USB devices are not
yet supported.

In order to use the NDISulator, you need three things:

1. Kernel sources

2. Windows XP driver binary (.SYS extension)

3. Windows XP driver configuration file (.INF extension)

Locate the files for your specific card. Generally, they can befound on the included CDs or at the vendors’ websites.
In the following examples, we will useW32DRIVER.SYSandW32DRIVER.INF.

¥¥¥: You can not use a Windows/i386 driver with FreeBSD/amd64, you must get a Windows/amd64 driver to make
it work properly.

The next step is to compile the driver binary into a loadable kernel module. To accomplish this, asroot , use
ndisgen(8):

# ndisgen /path/to/W32DRIVER.INF /path/to/W32DRIVER.SYS
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The ndisgen(8) utility is interactive and will prompt for any extra information it requires; it will produce a kernel
module in the current directory which can be loaded as follows:

# kldload ./W32DRIVER.ko

In addition to the generated kernel module, you must load thendis.ko andif_ndis.ko modules. This should be
automatically done when you load any module that depends on ndis(4). If you want to load them manually, use the
following commands:

# kldload ndis

# kldload if_ndis

The first command loads the NDIS miniport driver wrapper, thesecond loads the actual network interface.

Now, check dmesg(8) to see if there were any errors loading. If all went well, you should get output resembling the
following:

ndis0: <Wireless-G PCI Adapter> mem 0xf4100000-0xf4101ff f irq 3 at device 8.0 on pci1
ndis0: NDIS API version: 5.0
ndis0: Ethernet address: 0a:b1:2c:d3:4e:f5
ndis0: 11b rates: 1Mbps 2Mbps 5.5Mbps 11Mbps
ndis0: 11g rates: 6Mbps 9Mbps 12Mbps 18Mbps 36Mbps 48Mbps 54 Mbps

From here you can treat thendis0 device like any other network interface (e.g.,dc0 ).

You can configure the system to load the NDIS modules at boot time in the same way as with any other module.
First, copy the generated module,W32DRIVER.ko, to the/boot/modules directory. Then, add the following line to
/boot/loader.conf :

W32DRIVER_load="YES"

11.8.2.'''���ççç­­­���

Once the right driver is loaded for the network card, the cardneeds to be configured. As with many other things, the
network card may have been configured at installation time bysysinstall.

To display the configuration for the network interfaces on your system, enter the following command:

% ifconfig

dc0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICA ST> mtu 1500
inet 192.168.1.3 netmask 0xffffff00 broadcast 192.168.1. 255
ether 00:a0:cc:da:da:da
media: Ethernet autoselect (100baseTX <full-duplex>)
status: active

dc1: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICA ST> mtu 1500
inet 10.0.0.1 netmask 0xffffff00 broadcast 10.0.0.255
ether 00:a0:cc:da:da:db
media: Ethernet 10baseT/UTP
status: no carrier

lp0: flags=8810<POINTOPOINT,SIMPLEX,MULTICAST> mtu 150 0
lo0: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 163 84

inet 127.0.0.1 netmask 0xff000000
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tun0: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

¥¥¥: Old versions of FreeBSD may require the -a option following ifconfig(8), for more details about the correct
syntax of ifconfig(8), please refer to the manual page. Note also that entries concerning IPv6 (inet6 etc.) were
omitted in this example.

In this example, the following devices were displayed:

� dc0 : The first Ethernet interface

� dc1 : The second Ethernet interface

� lp0 : The parallel port interface

� lo0 : The loopback device

� tun0 : The tunnel device used byppp

FreeBSD uses the driver name followed by the order in which one the card is detected at the kernel boot to name the
network card. For examplesis2 would be the third network card on the system using the sis(4)driver.

In this example, thedc0 device is up and running. The key indicators are:

1. UPmeans that the card is configured and ready.

2. The card has an Internet (inet ) address (in this case192.168.1.3 ).

3. It has a valid subnet mask (netmask ; 0xffffff00 is the same as255.255.255.0 ).

4. It has a valid broadcast address (in this case,192.168.1.255 ).

5. The MAC address of the card (ether ) is 00:a0:cc:da:da:da

6. The physical media selection is on autoselection mode (media: Ethernet autoselect (100baseTX

<full-duplex>) ). We see thatdc1 was configured to run with10baseT/UTP media. For more information on
available media types for a driver, please refer to its manual page.

7. The status of the link (status ) is active , i.e. the carrier is detected. Fordc1 , we seestatus: no carrier .
This is normal when an Ethernet cable is not plugged into the card.

If the ifconfig(8) output had shown something similar to:

dc0: flags=8843<BROADCAST,SIMPLEX,MULTICAST> mtu 1500
ether 00:a0:cc:da:da:da

it would indicate the card has not been configured.

To configure your card, you needroot privileges. The network card configuration can be done from the command
line with ifconfig(8) but you would have to do it after each reboot of the system. The file/etc/rc.conf is where to
add the network card’s configuration.

Open/etc/rc.conf in your favorite editor. You need to add a line for each network card present on the system, for
example in our case, we added these lines:

ifconfig_dc0="inet 192.168.1.3 netmask 255.255.255.0"
ifconfig_dc1="inet 10.0.0.1 netmask 255.255.255.0 media 10baseT/UTP"

281



a11.'��[��l(Tuning)

You have to replacedc0 , dc1 , and so on, with the correct device for your cards, and the addresses with the proper
ones. You should read the card driver and ifconfig(8) manual pages for more details about the allowed options and
also rc.conf(5) manual page for more information on the syntax of /etc/rc.conf .

If you configured the network during installation, some lines about the network card(s) may be already present.
Double check/etc/rc.conf before adding any lines.

You will also have to edit the file/etc/hosts to add the names and the IP addresses of various machines of the
LAN, if they are not already there. For more information please refer to hosts(5) and to
/usr/share/examples/etc/hosts .

11.8.3.???������¶¶¶ppp444ttt

Once you have made the necessary changes in/etc/rc.conf , you should reboot your system. This will allow the
change(s) to the interface(s) to be applied, and verify thatthe system restarts without any configuration errors.

Once the system has been rebooted, you should test the network interfaces.

11.8.3.1.???���ØØØHHHççç­­­���(Ethernet Card)

To verify that an Ethernet card is configured correctly, you have to try two things. First, ping the interface itself, and
then ping another machine on the LAN.

First test the local interface:

% ping -c5 192.168.1.3

PING 192.168.1.3 (192.168.1.3): 56 data bytes
64 bytes from 192.168.1.3: icmp_seq=0 ttl=64 time=0.082 ms
64 bytes from 192.168.1.3: icmp_seq=1 ttl=64 time=0.074 ms
64 bytes from 192.168.1.3: icmp_seq=2 ttl=64 time=0.076 ms
64 bytes from 192.168.1.3: icmp_seq=3 ttl=64 time=0.108 ms
64 bytes from 192.168.1.3: icmp_seq=4 ttl=64 time=0.076 ms

--- 192.168.1.3 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.074/0.083/0.108/0.01 3 ms

Now we have to ping another machine on the LAN:

% ping -c5 192.168.1.2

PING 192.168.1.2 (192.168.1.2): 56 data bytes
64 bytes from 192.168.1.2: icmp_seq=0 ttl=64 time=0.726 ms
64 bytes from 192.168.1.2: icmp_seq=1 ttl=64 time=0.766 ms
64 bytes from 192.168.1.2: icmp_seq=2 ttl=64 time=0.700 ms
64 bytes from 192.168.1.2: icmp_seq=3 ttl=64 time=0.747 ms
64 bytes from 192.168.1.2: icmp_seq=4 ttl=64 time=0.704 ms

--- 192.168.1.2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.700/0.729/0.766/0.02 5 ms

You could also use the machine name instead of192.168.1.2 if you have set up the/etc/hosts file.
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11.8.3.2.¶¶¶ppp444ttt

Troubleshooting hardware and software configurations is always a pain, and a pain which can be alleviated by
checking the simple things first. Is your network cable plugged in? Have you properly configured the network
services? Did you configure the firewall correctly? Is the card you are using supported by FreeBSD? Always check
the hardware notes before sending off a bug report. Update your version of FreeBSD to the latest STABLE version.
Check the mailing list archives, or perhaps search the Internet.

If the card works, yet performance is poor, it would be worthwhile to read over the tuning(7) manual page. You can
also check the network configuration as incorrect network settings can cause slow connections.

Some users experience one or twodevice timeout messages, which is normal for some cards. If they continue, or
are bothersome, you may wish to be sure the device is not conflicting with another device. Double check the cable
connections. Perhaps you may just need to get another card.

At times, users see a fewwatchdog timeout errors. The first thing to do here is to check your network cable.
Many cards require a PCI slot which supports Bus Mastering. On some old motherboards, only one PCI slot allows it
(usually slot 0). Check the network card and the motherboarddocumentation to determine if that may be the problem.

No route to host messages occur if the system is unable to route a packet to thedestination host. This can
happen if no default route is specified, or if a cable is unplugged. Check the output ofnetstat -rn and make sure
there is a valid route to the host you are trying to reach. If there is not, read on toµÚ 29a.

ping: sendto: Permission denied error messages are often caused by a misconfigured firewall. If ipfw is
enabled in the kernel but no rules have been defined, then the default policy is to deny all traffic, even ping requests!
Read on toµÚ 28a for more information.

Sometimes performance of the card is poor, or below average.In these cases it is best to set the media selection mode
from autoselect to the correct media selection. While this usually works formost hardware, it may not resolve
this issue for everyone. Again, check all the network settings, and read over the tuning(7) manual page.

11.9.ÌÌÌaaaxxx^̂̂(Virtual Hosts)
A very common use of FreeBSD is virtual site hosting, where one server appears to the network as many servers.
This is achieved by assigning multiple network addresses toa single interface.

A given network interface has oneErealF address, and may have any number ofEaliasF addresses. These aliases
are normally added by placing alias entries in/etc/rc.conf .

An alias entry for the interfacefxp0 looks like:

ifconfig_fxp0_alias0="inet xxx.xxx.xxx.xxx netmask xxx .xxx.xxx.xxx"

Note that alias entries must start withalias0 and proceed upwards in order, (for example,_alias1 , _alias2 , and
so on). The configuration process will stop at the first missing number.

The calculation of alias netmasks is important, but fortunately quite simple. For a given interface, there must be one
address which correctly represents the network’s netmask.Any other addresses which fall within this network must
have a netmask of all1s (expressed as either255.255.255.255 or 0xffffffff ).

For example, consider the case where thefxp0 interface is connected to two networks, the10.1.1.0 network with
a netmask of255.255.255.0 and the202.0.75.16 network with a netmask of255.255.255.240 . We want the
system to appear at10.1.1.1 through10.1.1.5 and at202.0.75.17 through202.0.75.20 . As noted above,
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only the first address in a given network range (in this case,10.0.1.1 and202.0.75.17 ) should have a real
netmask; all the rest (10.1.1.2 through10.1.1.5 and202.0.75.18 through202.0.75.20 ) must be configured
with a netmask of255.255.255.255 .

The following/etc/rc.conf entries configure the adapter correctly for this arrangement:

ifconfig_fxp0="inet 10.1.1.1 netmask 255.255.255.0"
ifconfig_fxp0_alias0="inet 10.1.1.2 netmask 255.255.25 5.255"
ifconfig_fxp0_alias1="inet 10.1.1.3 netmask 255.255.25 5.255"
ifconfig_fxp0_alias2="inet 10.1.1.4 netmask 255.255.25 5.255"
ifconfig_fxp0_alias3="inet 10.1.1.5 netmask 255.255.25 5.255"
ifconfig_fxp0_alias4="inet 202.0.75.17 netmask 255.255 .255.240"
ifconfig_fxp0_alias5="inet 202.0.75.18 netmask 255.255 .255.255"
ifconfig_fxp0_alias6="inet 202.0.75.19 netmask 255.255 .255.255"
ifconfig_fxp0_alias7="inet 202.0.75.20 netmask 255.255 .255.255"

11.10.���bbbøøø°°°xxx���'''���jjj÷÷÷���

11.10.1. /etc Layout

There are a number of directories in which configuration information is kept. These include:

/etc Generic system configuration information; data here is system-specific.

/etc/defaults Default versions of system configuration files.

/etc/mail Extra sendmail(8) configuration, other MTA configuration files.

/etc/ppp Configuration for both user- and kernel-ppp programs.

/etc/namedb Default location for named(8) data. Normallynamed.conf and zone files
are stored here.

/usr/local/etc Configuration files for installed applications. May containper-application
subdirectories.

/usr/local/etc/rc.d Start/stop scripts for installed applications.

/var/db Automatically generated system-specific database files, such as the package
database, the locate database, and so on

11.10.2. Hostnames

11.10.2.1. /etc/resolv.conf

/etc/resolv.conf dictates how FreeBSD’s resolver accesses the Internet Domain Name System (DNS).

The most common entries toresolv.conf are:

nameserver The IP address of a name server the resolver should query. Theservers are
queried in the order listed with a maximum of three.
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search Search list for hostname lookup. This is normally determined by the domain
of the local hostname.

domain The local domain name.

A typical resolv.conf :

search example.com
nameserver 147.11.1.11
nameserver 147.11.100.30

¥¥¥: Only one of the search and domain options should be used.

If you are using DHCP, dhclient(8) usually rewritesresolv.conf with information received from the DHCP server.

11.10.2.2. /etc/hosts

/etc/hosts is a simple text database reminiscent of the old Internet. Itworks in conjunction with DNS and NIS
providing name to IP address mappings. Local computers connected via a LAN can be placed in here for simplistic
naming purposes instead of setting up a named(8) server. Additionally, /etc/hosts can be used to provide a local
record of Internet names, reducing the need to query externally for commonly accessed names.

# $FreeBSD$
#
# Host Database
# This file should contain the addresses and aliases
# for local hosts that share this file.
# In the presence of the domain name service or NIS, this file m ay
# not be consulted at all; see /etc/nsswitch.conf for the res olution order.
#
#
::1 localhost localhost.my.domain myname.my.domain
127.0.0.1 localhost localhost.my.domain myname.my.doma in

#
# Imaginary network.
#10.0.0.2 myname.my.domain myname
#10.0.0.3 myfriend.my.domain myfriend
#
# According to RFC 1918, you can use the following IP networks for
# private nets which will never be connected to the Internet:
#
# 10.0.0.0 - 10.255.255.255
# 172.16.0.0 - 172.31.255.255
# 192.168.0.0 - 192.168.255.255
#
# In case you want to be able to connect to the Internet, you nee d
# real official assigned numbers. PLEASE PLEASE PLEASE do no t try
# to invent your own network numbers but instead get one from y our
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# network provider (if any) or from the Internet Registry (ft p to
# rs.internic.net, directory ‘/templates’).
#

/etc/hosts takes on the simple format of:

[Internet address] [official hostname] [alias1] [alias2] ...

For example:

10.0.0.1 myRealHostname.example.com myRealHostname foo bar1 foobar2

Consult hosts(5) for more information.

11.10.3. Log File Configuration

11.10.3.1. syslog.conf

syslog.conf is the configuration file for the syslogd(8) program. It indicates which types ofsyslog messages are
logged to particular log files.

# $FreeBSD$
#
# Spaces ARE valid field separators in this file. However,
# other * nix-like systems still insist on using tabs as field
# separators. If you are sharing this file between systems, y ou
# may want to use only tabs as field separators here.
# Consult the syslog.conf(5) manual page.

* .err;kern.debug;auth.notice;mail.crit /dev/console

* .notice;kern.debug;lpr.info;mail.crit;news.err /var/ log/messages
security. * /var/log/security
mail.info /var/log/maillog
lpr.info /var/log/lpd-errs
cron. * /var/log/cron

* .err root

* .notice;news.err root

* .alert root

* .emerg *
# uncomment this to log all writes to /dev/console to /var/lo g/console.log
#console.info /var/log/console.log
# uncomment this to enable logging of all log messages to /var /log/all.log
#* . * /var/log/all.log
# uncomment this to enable logging to a remote log host named l oghost
#* . * @loghost
# uncomment these if you’re running inn
# news.crit /var/log/news/news.crit
# news.err /var/log/news/news.err
# news.notice /var/log/news/news.notice
!startslip

* . * /var/log/slip.log
!ppp
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* . * /var/log/ppp.log

Consult the syslog.conf(5) manual page for more information.

11.10.3.2. newsyslog.conf

newsyslog.conf is the configuration file for newsyslog(8), a program that is normally scheduled to run by cron(8).
newsyslog(8) determines when log files require archiving orrearranging.logfile is moved tologfile.0 ,
logfile.0 is moved tologfile.1 , and so on. Alternatively, the log files may be archived in gzip(1) format
causing them to be named:logfile.0.gz , logfile.1.gz , and so on.

newsyslog.conf indicates which log files are to be managed, how many are to be kept, and when they are to be
touched. Log files can be rearranged and/or archived when they have either reached a certain size, or at a certain
periodic time/date.

# configuration file for newsyslog
# $FreeBSD$
#
# filename [owner:group] mode count size when [ZB] [/pid_fi le] [sig_num]
/var/log/cron 600 3 100 * Z
/var/log/amd.log 644 7 100 * Z
/var/log/kerberos.log 644 7 100 * Z
/var/log/lpd-errs 644 7 100 * Z
/var/log/maillog 644 7 * @T00 Z
/var/log/sendmail.st 644 10 * 168 B
/var/log/messages 644 5 100 * Z
/var/log/all.log 600 7 * @T00 Z
/var/log/slip.log 600 3 100 * Z
/var/log/ppp.log 600 3 100 * Z
/var/log/security 600 10 100 * Z
/var/log/wtmp 644 3 * @01T05 B
/var/log/daily.log 640 7 * @T00 Z
/var/log/weekly.log 640 5 1 $W6D0 Z
/var/log/monthly.log 640 12 * $M1D0 Z
/var/log/console.log 640 5 100 * Z

Consult the newsyslog(8) manual page for more information.

11.10.4. sysctl.conf

sysctl.conf looks much likerc.conf . Values are set in avariable=value form. The specified values are set
after the system goes into multi-user mode. Not all variables are settable in this mode.

A samplesysctl.conf turning off logging of fatal signal exits and letting Linux programs know they are really
running under FreeBSD:

kern.logsigexit=0 # Do not log fatal signal exits (e.g. sig 1 1)
compat.linux.osname=FreeBSD
compat.linux.osrelease=4.3-STABLE
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11.11. Tuning with sysctl
sysctl(8) is an interface that allows you to make changes to arunning FreeBSD system. This includes many advanced
options of the TCP/IP stack and virtual memory system that can dramatically improve performance for an
experienced system administrator. Over five hundred systemvariables can be read and set using sysctl(8).

At its core, sysctl(8) serves two functions: to read and to modify system settings.

To view all readable variables:

% sysctl -a

To read a particular variable, for example,kern.maxproc :

% sysctl kern.maxproc

kern.maxproc: 1044

To set a particular variable, use the intuitivevariable=value syntax:

# sysctl kern.maxfiles=5000

kern.maxfiles: 2088 -> 5000

Settings of sysctl variables are usually either strings, numbers, or booleans (a boolean being1 for yes or a0 for no).

If you want to set automatically some variables each time themachine boots, add them to the/etc/sysctl.conf

file. For more information see the sysctl.conf(5) manual page and theµÚ 11.10.4;.

11.11.1. sysctl(8) Read-only

Contributed by Tom Rhodes.

In some cases it may be desirable to modify read-only sysctl(8) values. While this is sometimes unavoidable, it can
only be done on (re)boot.

For instance on some laptop models the cardbus(4) device will not probe memory ranges, and fail with errors which
look similar to:

cbb0: Could not map register memory
device_probe_and_attach: cbb0 attach returned 12

Cases like the one above usually require the modification of some default sysctl(8) settings which are set read only.
To overcome these situations a user can put sysctl(8)EOIDsF in their local/boot/loader.conf . Default
settings are located in the/boot/defaults/loader.conf file.

Fixing the problem mentioned above would require a user to set hw.pci.allow_unsupported_io_range=1 in
the aforementioned file. Now cardbus(4) will work properly.
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11.12. Tuning Disks

11.12.1. Sysctl Variables

11.12.1.1. vfs.vmiodirenable

Thevfs.vmiodirenable sysctl variable may be set to either 0 (off) or 1 (on); it is 1 bydefault. This variable
controls how directories are cached by the system. Most directories are small, using just a single fragment (typically
1 K) in the file system and less (typically 512 bytes) in the buffer cache. With this variable turned off (to 0), the
buffer cache will only cache a fixed number of directories even if you have a huge amount of memory. When turned
on (to 1), this sysctl allows the buffer cache to use the VM Page Cache to cache the directories, making all the
memory available for caching directories. However, the minimum in-core memory used to cache a directory is the
physical page size (typically 4 K) rather than 512 bytes. We recommend keeping this option on if you are running
any services which manipulate large numbers of files. Such services can include web caches, large mail systems, and
news systems. Keeping this option on will generally not reduce performance even with the wasted memory but you
should experiment to find out.

11.12.1.2. vfs.write_behind

Thevfs.write_behind sysctl variable defaults to1 (on). This tells the file system to issue media writes as full
clusters are collected, which typically occurs when writing large sequential files. The idea is to avoid saturating the
buffer cache with dirty buffers when it would not benefit I/O performance. However, this may stall processes and
under certain circumstances you may wish to turn it off.

11.12.1.3. vfs.hirunningspace

Thevfs.hirunningspace sysctl variable determines how much outstanding write I/O may be queued to disk
controllers system-wide at any given instance. The defaultis usually sufficient but on machines with lots of disks you
may want to bump it up to four or fivemegabytes. Note that setting too high a value (exceeding the buffer cache’s
write threshold) can lead to extremely bad clustering performance. Do not set this value arbitrarily high! Higher
write values may add latency to reads occurring at the same time.

There are various other buffer-cache and VM page cache related sysctls. We do not recommend modifying these
values, the VM system does an extremely good job of automatically tuning itself.

11.12.1.4. vm.swap_idle_enabled

Thevm.swap_idle_enabled sysctl variable is useful in large multi-user systems whereyou have lots of users
entering and leaving the system and lots of idle processes. Such systems tend to generate a great deal of continuous
pressure on free memory reserves. Turning this feature on and tweaking the swapout hysteresis (in idle seconds) via
vm.swap_idle_threshold1 andvm.swap_idle_threshold2 allows you to depress the priority of memory
pages associated with idle processes more quickly then the normal pageout algorithm. This gives a helping hand to
the pageout daemon. Do not turn this option on unless you needit, because the tradeoff you are making is essentially
pre-page memory sooner rather than later; thus eating more swap and disk bandwidth. In a small system this option
will have a determinable effect but in a large system that is already doing moderate paging this option allows the VM
system to stage whole processes into and out of memory easily.
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11.12.1.5. hw.ata.wc

FreeBSD 4.3 flirted with turning off IDE write caching. This reduced write bandwidth to IDE disks but was
considered necessary due to serious data consistency issues introduced by hard drive vendors. The problem is that
IDE drives lie about when a write completes. With IDE write caching turned on, IDE hard drives not only write data
to disk out of order, but will sometimes delay writing some blocks indefinitely when under heavy disk loads. A crash
or power failure may cause serious file system corruption. FreeBSD’s default was changed to be safe. Unfortunately,
the result was such a huge performance loss that we changed write caching back to on by default after the release.
You should check the default on your system by observing thehw.ata.wc sysctl variable. If IDE write caching is
turned off, you can turn it back on by setting the kernel variable back to 1. This must be done from the boot loader at
boot time. Attempting to do it after the kernel boots will have no effect.

For more information, please see ata(4).

11.12.1.6. SCSI_DELAY (kern.cam.scsi_delay )

TheSCSI_DELAYkernel config may be used to reduce system boot times. The defaults are fairly high and can be
responsible for15 seconds of delay in the boot process. Reducing it to5 seconds usually works (especially with
modern drives). Newer versions of FreeBSD (5.0 and higher) should use thekern.cam.scsi_delay boot time
tunable. The tunable, and kernel config option accept valuesin terms ofmillisecondsandnot seconds.

11.12.2. Soft Updates

The tunefs(8) program can be used to fine-tune a file system. This program has many different options, but for now
we are only concerned with toggling Soft Updates on and off, which is done by:

# tunefs -n enable /filesystem

# tunefs -n disable /filesystem

A filesystem cannot be modified with tunefs(8) while it is mounted. A good time to enable Soft Updates is before
any partitions have been mounted, in single-user mode.

Soft Updates drastically improves meta-data performance,mainly file creation and deletion, through the use of a
memory cache. We recommend to use Soft Updates on all of your file systems. There are two downsides to Soft
Updates that you should be aware of: First, Soft Updates guarantees filesystem consistency in the case of a crash but
could very easily be several seconds (even a minute!) behindupdating the physical disk. If your system crashes you
may lose more work than otherwise. Secondly, Soft Updates delays the freeing of filesystem blocks. If you have a
filesystem (such as the root filesystem) which is almost full,performing a major update, such asmake

installworld , can cause the filesystem to run out of space and the update to fail.

11.12.2.1. More Details about Soft Updates

There are two traditional approaches to writing a file systems meta-data back to disk. (Meta-data updates are updates
to non-content data like inodes or directories.)

Historically, the default behavior was to write out meta-data updates synchronously. If a directory had been changed,
the system waited until the change was actually written to disk. The file data buffers (file contents) were passed
through the buffer cache and backed up to disk later on asynchronously. The advantage of this implementation is that
it operates safely. If there is a failure during an update, the meta-data are always in a consistent state. A file is either
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created completely or not at all. If the data blocks of a file did not find their way out of the buffer cache onto the disk
by the time of the crash, fsck(8) is able to recognize this andrepair the filesystem by setting the file length to 0.
Additionally, the implementation is clear and simple. The disadvantage is that meta-data changes are slow. Anrm

-r , for instance, touches all the files in a directory sequentially, but each directory change (deletion of a file) will be
written synchronously to the disk. This includes updates tothe directory itself, to the inode table, and possibly to
indirect blocks allocated by the file. Similar considerations apply for unrolling large hierarchies (tar -x ).

The second case is asynchronous meta-data updates. This is the default for Linux/ext2fs andmount -o async for
*BSD ufs. All meta-data updates are simply being passed through the buffer cache too, that is, they will be
intermixed with the updates of the file content data. The advantage of this implementation is there is no need to wait
until each meta-data update has been written to disk, so all operations which cause huge amounts of meta-data
updates work much faster than in the synchronous case. Also,the implementation is still clear and simple, so there is
a low risk for bugs creeping into the code. The disadvantage is that there is no guarantee at all for a consistent state of
the filesystem. If there is a failure during an operation thatupdated large amounts of meta-data (like a power failure,
or someone pressing the reset button), the filesystem will beleft in an unpredictable state. There is no opportunity to
examine the state of the filesystem when the system comes up again; the data blocks of a file could already have been
written to the disk while the updates of the inode table or theassociated directory were not. It is actually impossible
to implement afsck which is able to clean up the resulting chaos (because the necessary information is not available
on the disk). If the filesystem has been damaged beyond repair, the only choice is to use newfs(8) on it and restore it
from backup.

The usual solution for this problem was to implementdirty region logging, which is also referred to asjournaling,
although that term is not used consistently and is occasionally applied to other forms of transaction logging as well.
Meta-data updates are still written synchronously, but only into a small region of the disk. Later on they will be
moved to their proper location. Because the logging area is asmall, contiguous region on the disk, there are no long
distances for the disk heads to move, even during heavy operations, so these operations are quicker than synchronous
updates. Additionally the complexity of the implementation is fairly limited, so the risk of bugs being present is low.
A disadvantage is that all meta-data are written twice (onceinto the logging region and once to the proper location)
so for normal work, a performanceEpessimizationFmight result. On the other hand, in case of a crash, all pending
meta-data operations can be quickly either rolled-back or completed from the logging area after the system comes up
again, resulting in a fast filesystem startup.

Kirk McKusick, the developer of Berkeley FFS, solved this problem with Soft Updates: all pending meta-data
updates are kept in memory and written out to disk in a sorted sequence (Eordered meta-data updatesF). This has
the effect that, in case of heavy meta-data operations, later updates to an itemEcatchF the earlier ones if the earlier
ones are still in memory and have not already been written to disk. So all operations on, say, a directory are generally
performed in memory before the update is written to disk (thedata blocks are sorted according to their position so
that they will not be on the disk ahead of their meta-data). Ifthe system crashes, this causes an implicitElog
rewindF: all operations which did not find their way to the disk appearas if they had never happened. A consistent
filesystem state is maintained that appears to be the one of 30to 60 seconds earlier. The algorithm used guarantees
that all resources in use are marked as such in their appropriate bitmaps: blocks and inodes. After a crash, the only
resource allocation error that occurs is that resources aremarked asEusedF which are actuallyEfreeF. fsck(8)
recognizes this situation, and frees the resources that areno longer used. It is safe to ignore the dirty state of the
filesystem after a crash by forcibly mounting it withmount -f . In order to free resources that may be unused,
fsck(8) needs to be run at a later time. This is the idea behindthebackground fsck: at system startup time, only a
snapshotof the filesystem is recorded. Thefsck can be run later on. All file systems can then be mountedEdirtyF,
so the system startup proceeds in multiuser mode. Then, backgroundfsck s will be scheduled for all file systems
where this is required, to free resources that may be unused.(File systems that do not use Soft Updates still need the
usual foregroundfsck though.)
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The advantage is that meta-data operations are nearly as fast as asynchronous updates (i.e. faster than withlogging,
which has to write the meta-data twice). The disadvantages are the complexity of the code (implying a higher risk for
bugs in an area that is highly sensitive regarding loss of user data), and a higher memory consumption. Additionally
there are some idiosyncrasies one has to get used to. After a crash, the state of the filesystem appears to be somewhat
EolderF. In situations where the standard synchronous approach would have caused some zero-length files to
remain after thefsck , these files do not exist at all with a Soft Updates filesystem because neither the meta-data nor
the file contents have ever been written to disk. Disk space isnot released until the updates have been written to disk,
which may take place some time after runningrm. This may cause problems when installing large amounts of data
on a filesystem that does not have enough free space to hold allthe files twice.

11.13. Tuning Kernel Limits

11.13.1. File/Process Limits

11.13.1.1. kern.maxfiles

kern.maxfiles can be raised or lowered based upon your system requirements. This variable indicates the
maximum number of file descriptors on your system. When the file descriptor table is full,file: table is full

will show up repeatedly in the system message buffer, which can be viewed with thedmesg command.

Each open file, socket, or fifo uses one file descriptor. A large-scale production server may easily require many
thousands of file descriptors, depending on the kind and number of services running concurrently.

In older FreeBSD releases,kern.maxfile ’s default value is derived from themaxusers option in your dictated by
themaxusers option in your kernel configuration file.kern.maxfiles grows proportionally to the value of
maxusers . When compiling a custom kernel, it is a good idea to set this kernel configuration option according to the
uses of your system. From this number, the kernel is given most of its pre-defined limits. Even though a production
machine may not actually have 256 users connected at once, the resources needed may be similar to a high-scale web
server.

As of FreeBSD 4.5,kern.maxusers is automatically sized at boot based on the amount of memory available in the
system, and may be determined at run-time by inspecting the value of the read-onlykern.maxusers sysctl. Some
sites will require larger or smaller values ofkern.maxusers and may set it as a loader tunable; values of 64, 128,
and 256 are not uncommon. We do not recommend going above 256 unless you need a huge number of file
descriptors; many of the tunable values set to their defaults bykern.maxusers may be individually overridden at
boot-time or run-time in/boot/loader.conf (see the loader.conf(5) man page or the
/boot/defaults/loader.conf file for some hints) or as described elsewhere in this document. Systems older
than FreeBSD 4.4 must set this value via the kernel config(8) optionmaxusers instead.

The system will auto-tunemaxusers for you if you explicitly set it to01. When setting this option, you will want to
setmaxusers to at least 4, especially if you are using the X Window System or compiling software. The reason is
that the most important table set bymaxusers is the maximum number of processes, which is set to20 + 16 *
maxusers , so if you setmaxusers to 1, then you can only have 36 simultaneous processes, including the 18 or so
that the system starts up at boot time and the 15 or so you will probably create when you start the X Window System.
Even a simple task like reading a manual page will start up nine processes to filter, decompress, and view it. Setting
maxusers to 64 will allow you to have up to 1044 simultaneous processes, which should be enough for nearly all
uses. If, however, you see the dreaded proc table full error when trying to start another program, or are running a
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server with a large number of simultaneous users (likeftp.FreeBSD.org ), you can always increase the number
and rebuild.

¥¥¥: maxusers does not limit the number of users which can log into your machine. It simply sets various table
sizes to reasonable values considering the maximum number of users you will likely have on your system and
how many processes each of them will be running. One keyword which does limit the number of simultaneous
remote logins and X terminal windows is pseudo-device pty 16 . With FreeBSD 5.X, you do not have to worry
about this number since the pty(4) driver isEauto-cloningF; you simply use the line device pty in your
configuration file.

11.13.1.2. kern.ipc.somaxconn

Thekern.ipc.somaxconn sysctl variable limits the size of the listen queue for accepting new TCP connections.
The default value of128 is typically too low for robust handling of new connections in a heavily loaded web server
environment. For such environments, it is recommended to increase this value to1024 or higher. The service daemon
may itself limit the listen queue size (e.g. sendmail(8), orApache) but will often have a directive in its configuration
file to adjust the queue size. Large listen queues also do a better job of avoiding Denial of Service (DoS) attacks.

11.13.2. Network Limits

TheNMBCLUSTERSkernel configuration option dictates the amount of network Mbufs available to the system. A
heavily-trafficked server with a low number of Mbufs will hinder FreeBSD’s ability. Each cluster represents
approximately 2 K of memory, so a value of 1024 represents 2 megabytes of kernel memory reserved for network
buffers. A simple calculation can be done to figure out how many are needed. If you have a web server which maxes
out at 1000 simultaneous connections, and each connection eats a 16 K receive and 16 K send buffer, you need
approximately 32 MB worth of network buffers to cover the webserver. A good rule of thumb is to multiply by 2, so
2x32 MB / 2 KB = 64 MB / 2 kB = 32768. We recommend values between 4096 and 32768 for machines with
greater amounts of memory. Under no circumstances should you specify an arbitrarily high value for this parameter
as it could lead to a boot time crash. The-m option to netstat(1) may be used to observe network cluster use.

kern.ipc.nmbclusters loader tunable should be used to tune this at boot time. Only older versions of FreeBSD
will require you to use theNMBCLUSTERSkernel config(8) option.

For busy servers that make extensive use of the sendfile(2) system call, it may be necessary to increase the number of
sendfile(2) buffers via theNSFBUFSkernel configuration option or by setting its value in/boot/loader.conf (see
loader(8) for details). A common indicator that this parameter needs to be adjusted is when processes are seen in the
sfbufa state. The sysctl variablekern.ipc.nsfbufs is a read-only glimpse at the kernel configured variable. This
parameter nominally scales withkern.maxusers , however it may be necessary to tune accordingly.

¥¥¥���: Even though a socket has been marked as non-blocking, calling sendfile(2) on the non-blocking socket
may result in the sendfile(2) call blocking until enough struct sf_buf ’s are made available.
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11.13.2.1. net.inet.ip.portrange. *

Thenet.inet.ip.portrange. * sysctl variables control the port number ranges automatically bound to TCP and
UDP sockets. There are three ranges: a low range, a default range, and a high range. Most network programs use the
default range which is controlled by thenet.inet.ip.portrange.first and
net.inet.ip.portrange.last , which default to 1024 and 5000, respectively. Bound port ranges are used for
outgoing connections, and it is possible to run the system out of ports under certain circumstances. This most
commonly occurs when you are running a heavily loaded web proxy. The port range is not an issue when running
servers which handle mainly incoming connections, such as anormal web server, or has a limited number of
outgoing connections, such as a mail relay. For situations where you may run yourself out of ports, it is
recommended to increasenet.inet.ip.portrange.last modestly. A value of10000 , 20000 or 30000 may be
reasonable. You should also consider firewall effects when changing the port range. Some firewalls may block large
ranges of ports (usually low-numbered ports) and expect systems to use higher ranges of ports for outgoing
connections�for this reason it is not recommended thatnet.inet.ip.portrange.first be lowered.

11.13.2.2. TCP Bandwidth Delay Product

The TCP Bandwidth Delay Product Limiting is similar to TCP/Vegas in NetBSD. It can be enabled by setting
net.inet.tcp.inflight.enable sysctl variable to1. The system will attempt to calculate the bandwidth delay
product for each connection and limit the amount of data queued to the network to just the amount required to
maintain optimum throughput.

This feature is useful if you are serving data over modems, Gigabit Ethernet, or even high speed WAN links (or any
other link with a high bandwidth delay product), especiallyif you are also using window scaling or have configured a
large send window. If you enable this option, you should alsobe sure to setnet.inet.tcp.inflight.debug to 0

(disable debugging), and for production use settingnet.inet.tcp.inflight.min to at least6144 may be
beneficial. However, note that setting high minimums may effectively disable bandwidth limiting depending on the
link. The limiting feature reduces the amount of data built up in intermediate route and switch packet queues as well
as reduces the amount of data built up in the local host’s interface queue. With fewer packets queued up, interactive
connections, especially over slow modems, will also be ableto operate with lowerRound Trip Times. However, note
that this feature only effects data transmission (uploading / server side). It has no effect on data reception
(downloading).

Adjustingnet.inet.tcp.inflight.stab is not recommended. This parameter defaults to 20, representing 2
maximal packets added to the bandwidth delay product windowcalculation. The additional window is required to
stabilize the algorithm and improve responsiveness to changing conditions, but it can also result in higher ping times
over slow links (though still much lower than you would get without the inflight algorithm). In such cases, you may
wish to try reducing this parameter to 15, 10, or 5; and may also have to reducenet.inet.tcp.inflight.min

(for example, to 3500) to get the desired effect. Reducing these parameters should be done as a last resort only.

11.13.3. Virtual Memory

11.13.3.1. kern.maxvnodes

A vnode is the internal representation of a file or directory.So increasing the number of vnodes available to the
operating system cuts down on disk I/O. Normally this is handled by the operating system and does not need to be
changed. In some cases where disk I/O is a bottleneck and the system is running out of vnodes, this setting will need
to be increased. The amount of inactive and free RAM will needto be taken into account.
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To see the current number of vnodes in use:

# sysctl vfs.numvnodes
vfs.numvnodes: 91349

To see the maximum vnodes:

# sysctl kern.maxvnodes
kern.maxvnodes: 100000

If the current vnode usage is near the maximum, increasingkern.maxvnodes by a value of 1,000 is probably a
good idea. Keep an eye on the number ofvfs.numvnodes . If it climbs up to the maximum again,
kern.maxvnodes will need to be increased further. A shift in your memory usage as reported by top(1) should be
visible. More memory should be active.

11.14. Adding Swap Space
No matter how well you plan, sometimes a system does not run asyou expect. If you find you need more swap space,
it is simple enough to add. You have three ways to increase swap space: adding a new hard drive, enabling swap over
NFS, and creating a swap file on an existing partition.

For information on how to encrypt swap space, what options for this task exist and why it should be done, please
refer toµÚ 18.17; of the Handbook.

11.14.1. Swap on a New Hard Drive

The best way to add swap, of course, is to use this as an excuse to add another hard drive. You can always use
another hard drive, after all. If you can do this, go reread the discussion of swap space inµÚ 11.2; of the
Handbook for some suggestions on how to best arrange your swap.

11.14.2. Swapping over NFS

Swapping over NFS is only recommended if you do not have a local hard disk to swap to; NFS swapping will be
limited by the available network bandwidth and puts an additional burden on the NFS server.

11.14.3. Swapfiles

You can create a file of a specified size to use as a swap file. In our example here we will use a 64MB file called
/usr/swap0 . You can use any name you want, of course.

PPP»»»11-1. Creating a Swapfile on FreeBSD

1. Be certain that your kernel configuration includes the memory disk driver (md(4)). It is default inGENERIC

kernel.
device md # Memory "disks"
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2. Create a swapfile (/usr/swap0 ):
# dd if=/dev/zero of=/usr/swap0 bs=1024k count=64

3. Set proper permissions on (/usr/swap0 ):
# chmod 0600 /usr/swap0

4. Enable the swap file in/etc/rc.conf :
swapfile="/usr/swap0" # Set to name of swapfile if aux swapf ile desired.

5. Reboot the machine or to enable the swap file immediately, type:
# mdconfig -a -t vnode -f /usr/swap0 -u 0 && swapon /dev/md0

11.15. Power and Resource Management
Written by Hiten PandyavTom Rhodes.

It is very important to utilize hardware resources in an efficient manner. Before ACPI was introduced, it was very
difficult and inflexible for operating systems to manage the power usage and thermal properties of a system. The
hardware was controlled by some sort of BIOS embedded interface, such asPlug and Play BIOS (PNPBIOS), or
Advanced Power Management (APM)and so on. Power and Resource Management is one of the key components of
a modern operating system. For example, you may want an operating system to monitor system limits (and possibly
alert you) in case your system temperature increased unexpectedly.

In this section of the FreeBSD Handbook, we will provide comprehensive information about ACPI. References will
be provided for further reading at the end.

11.15.1. What Is ACPI?

Advanced Configuration and Power Interface (ACPI) is a standard written by an alliance of vendors to provide a
standard interface for hardware resources and power management (hence the name). It is a key element inOperating
System-directed configuration and Power Management, i.e.: it provides more control and flexibility to the operating
system (OS). Modern systemsEstretchedF the limits of the current Plug and Play interfaces prior to the
introduction of ACPI. ACPI is the direct successor to APM (Advanced Power Management).

11.15.2. Shortcomings of Advanced Power Management (APM)

TheAdvanced Power Management (APM)facility controls the power usage of a system based on its activity. The
APM BIOS is supplied by the (system) vendor and it is specific to the hardware platform. An APM driver in the OS
mediates access to theAPM Software Interface, which allows management of power levels.

There are four major problems in APM. Firstly, power management is done by the (vendor-specific) BIOS, and the
OS does not have any knowledge of it. One example of this, is when the user sets idle-time values for a hard drive in
the APM BIOS, that when exceeded, it (BIOS) would spin down the hard drive, without the consent of the OS.
Secondly, the APM logic is embedded in the BIOS, and it operates outside the scope of the OS. This means users can
only fix problems in their APM BIOS by flashing a new one into theROM; which is a very dangerous procedure
with the potential to leave the system in an unrecoverable state if it fails. Thirdly, APM is a vendor-specific
technology, which means that there is a lot of parity (duplication of efforts) and bugs found in one vendor’s BIOS,
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may not be solved in others. Last but not the least, the APM BIOS did not have enough room to implement a
sophisticated power policy, or one that can adapt very well to the purpose of the machine.

Plug and Play BIOS (PNPBIOS)was unreliable in many situations. PNPBIOS is 16-bit technology, so the OS has to
use 16-bit emulation in order toEinterfaceF with PNPBIOS methods.

The FreeBSD APM driver is documented in the apm(4) manual page.

11.15.3. Configuring ACPI

Theacpi.ko driver is loaded by default at start up by the loader(8) and shouldnot be compiled into the kernel. The
reasoning behind this is that modules are easier to work with, say if switching to anotheracpi.ko without doing a
kernel rebuild. This has the advantage of making testing easier. Another reason is that starting ACPI after a system
has been brought up is not too useful, and in some cases can be fatal. In doubt, just disable ACPI all together. This
driver should not and can not be unloaded because the system bus uses it for various hardware interactions. ACPI can
be disabled with the acpiconf(8) utility. In fact most of theinteraction with ACPI can be done via acpiconf(8).
Basically this means, if anything about ACPI is in the dmesg(8) output, then most likely it is already running.

¥¥¥: ACPI and APM cannot coexist and should be used separately. The last one to load will terminate if the driver
notices the other running.

In the simplest form, ACPI can be used to put the system into a sleep mode with acpiconf(8), the-s flag, and a1-5

option. Most users will only need1. Option5 will do a soft-off which is the same action as:

# halt -p

The other options are available. Check out the acpiconf(8) manual page for more information.

11.16. Using and Debugging FreeBSD ACPI
Written by Nate Lawson. With contributions from Peter SchultzvTom Rhodes.

ACPI is a fundamentally new way of discovering devices, managing power usage, and providing standardized access
to various hardware previously managed by the BIOS. Progress is being made toward ACPI working on all systems,
but bugs in some motherboards’ACPI Machine Language(AML) bytecode, incompleteness in FreeBSD’s kernel
subsystems, and bugs in the Intel ACPI-CA interpreter continue to appear.

This document is intended to help you assist the FreeBSD ACPImaintainers in identifying the root cause of
problems you observe and debugging and developing a solution. Thanks for reading this and we hope we can solve
your system’s problems.

11.16.1. Submitting Debugging Information

¥¥¥: Before submitting a problem, be sure you are running the latest BIOS version and, if available, embedded
controller firmware version.
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For those of you that want to submit a problem right away, please send the following information to
freebsd-acpi@FreeBSD.org (mailto:freebsd-acpi@FreeBSD.org):

�Description of the buggy behavior, including system type and model and anything that causes the bug to appear.
Also, please note as accurately as possible when the bug began occurring if it is new for you.

� The dmesg(8) output afterboot -v , including any error messages generated by you exercising the bug.

� The dmesg(8) output fromboot -v with ACPI disabled, if disabling it helps fix the problem.

�Output fromsysctl hw.acpi . This is also a good way of figuring out what features your system offers.

�URL where yourACPI Source Language(ASL) can be found. Donot send the ASL directly to the list as it can be
very large. Generate a copy of your ASL by running this command:

# acpidump -t -d > name- system.asl

(Substitute your login name forname and manufacturer/model forsystem. Example:njl-FooCo6000.asl )

Most of the developers watch the FreeBSD-CURRENT
L¡)
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-current) but please submit problems to freebsd-acpi
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi) to be sure it is seen. Please be patient, all of us have
full-time jobs elsewhere. If your bug is not immediately apparent, we will probably ask you to submit a PR via
send-pr(1). When entering a PR, please include the same information as requested above. This will help us track the
problem and resolve it. Do not send a PR without emailing freebsd-acpi
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi) first as we use PRs as reminders of existing problems, not a
reporting mechanism. It is likely that your problem has beenreported by someone before.

11.16.2. Background

ACPI is present in all modern computers that conform to the ia32 (x86), ia64 (Itanium), and amd64 (AMD)
architectures. The full standard has many features including CPU performance management, power planes control,
thermal zones, various battery systems, embedded controllers, and bus enumeration. Most systems implement less
than the full standard. For instance, a desktop system usually only implements the bus enumeration parts while a
laptop might have cooling and battery management support aswell. Laptops also have suspend and resume, with
their own associated complexity.

An ACPI-compliant system has various components. The BIOS and chipset vendors provide various fixed tables
(e.g., FADT) in memory that specify things like the APIC map (used for SMP), config registers, and simple
configuration values. Additionally, a table of bytecode (theDifferentiated System Description TableDSDT) is
provided that specifies a tree-like name space of devices andmethods.

The ACPI driver must parse the fixed tables, implement an interpreter for the bytecode, and modify device drivers
and the kernel to accept information from the ACPI subsystem. For FreeBSD, Intel has provided an interpreter
(ACPI-CA) that is shared with Linux and NetBSD. The path to the ACPI-CA source code is
src/sys/contrib/dev/acpica . The glue code that allows ACPI-CA to work on FreeBSD is in
src/sys/dev/acpica/Osd . Finally, drivers that implement various ACPI devices are found in
src/sys/dev/acpica .
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11.16.3. Common Problems

For ACPI to work correctly, all the parts have to work correctly. Here are some common problems, in order of
frequency of appearance, and some possible workarounds or fixes.

11.16.3.1. Mouse Issues

In some cases, resuming from a suspend operation will cause the mouse to fail. A known work around is to add
hint.psm.0.flags="0x3000" to the/boot/loader.conf file. If this does not work then please consider
sending a bug report as described above.

11.16.3.2. Suspend/Resume

ACPI has three suspend to RAM (STR) states,S1-S3, and one suspend to disk state (STD), calledS4. S5 isEsoft
offF and is the normal state your system is in when plugged in but not powered up.S4 can actually be implemented
two separate ways.S4BIOS is a BIOS-assisted suspend to disk.S4OS is implemented entirely by the operating
system.

Start by checkingsysctl hw.acpi for the suspend-related items. Here are the results for a Thinkpad:

hw.acpi.supported_sleep_state: S3 S4 S5
hw.acpi.s4bios: 0

This means that we can useacpiconf -s to testS3, S4OS, andS5. If s4bios was one (1), we would haveS4BIOS
support instead ofS4 OS.

When testing suspend/resume, start withS1, if supported. This state is most likely to work since it doesnot require
much driver support. No one has implementedS2 but if you have it, it is similar toS1. The next thing to try isS3.
This is the deepest STR state and requires a lot of driver support to properly reinitialize your hardware. If you have
problems resuming, feel free to email the freebsd-acpi (http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi) list
but do not expect the problem to be resolved since there are a lot of drivers/hardware that need more testing and work.

To help isolate the problem, remove as many drivers from yourkernel as possible. If it works, you can narrow down
which driver is the problem by loading drivers until it failsagain. Typically binary drivers likenvidia.ko , X11
display drivers, and USB will have the most problems while Ethernet interfaces usually work fine. If you can
properly load/unload the drivers, you can automate this by putting the appropriate commands in/etc/rc.suspend

and/etc/rc.resume . There is a commented-out example for unloading and loadinga driver. Try setting
hw.acpi.reset_video to zero (0) if your display is messed up after resume. Try setting longer or shorter values
for hw.acpi.sleep_delay to see if that helps.

Another thing to try is load a recent Linux distribution withACPI support and test their suspend/resume support on
the same hardware. If it works on Linux, it is likely a FreeBSDdriver problem and narrowing down which driver
causes the problems will help us fix the problem. Note that theACPI maintainers do not usually maintain other
drivers (e.g sound, ATA, etc.) so any work done on tracking down a driver problem should probably eventually be
posted to the freebsd-current (http://lists.FreeBSD.org/mailman/listinfo/freebsd-current) list and mailed to the driver
maintainer. If you are feeling adventurous, go ahead and start putting some debugging printf(3)s in a problematic
driver to track down where in its resume function it hangs.

Finally, try disabling ACPI and enabling APM instead. If suspend/resume works with APM, you may be better off
sticking with APM, especially on older hardware (pre-2000). It took vendors a while to get ACPI support correct and
older hardware is more likely to have BIOS problems with ACPI.
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11.16.3.3. System Hangs (temporary or permanent)

Most system hangs are a result of lost interrupts or an interrupt storm. Chipsets have a lot of problems based on how
the BIOS configures interrupts before boot, correctness of the APIC (MADT) table, and routing of theSystem
Control Interrupt(SCI).

Interrupt storms can be distinguished from lost interruptsby checking the output ofvmstat -i and looking at the
line that hasacpi0 . If the counter is increasing at more than a couple per second, you have an interrupt storm. If the
system appears hung, try breaking to DDB (CTRL +ALT +ESC on console) and typeshow interrupts .

Your best hope when dealing with interrupt problems is to trydisabling APIC support with
hint.apic.0.disabled="1" in loader.conf .

11.16.3.4. Panics

Panics are relatively rare for ACPI and are the top priority to be fixed. The first step is to isolate the steps to
reproduce the panic (if possible) and get a backtrace. Follow the advice for enablingoptions DDB and setting up a
serial console (seeµÚ 24.6.5.3;) or setting up a dump(8) partition. You can get a backtrace inDDB with tr . If you
have to handwrite the backtrace, be sure to at least get the lowest five (5) and top five (5) lines in the trace.

Then, try to isolate the problem by booting with ACPI disabled. If that works, you can isolate the ACPI subsystem by
using various values ofdebug.acpi.disable . See the acpi(4) manual page for some examples.

11.16.3.5. System Powers Up After Suspend or Shutdown

First, try settinghw.acpi.disable_on_poweroff="0" in loader.conf(5). This keeps ACPI from disabling various
events during the shutdown process. Some systems need this value set to1 (the default) for the same reason. This
usually fixes the problem of a system powering up spontaneously after a suspend or poweroff.

11.16.3.6. Other Problems

If you have other problems with ACPI (working with a docking station, devices not detected, etc.), please email a
description to the mailing list as well; however, some of these issues may be related to unfinished parts of the ACPI
subsystem so they might take a while to be implemented. Please be patient and prepared to test patches we may send
you.

11.16.4. ASL, acpidump , and IASL

The most common problem is the BIOS vendors providing incorrect (or outright buggy!) bytecode. This is usually
manifested by kernel console messages like this:

ACPI-1287: *** Error: Method execution failed [\\_SB_.PCI0.LPC0.FIGD._ STA] \\
(Node 0xc3f6d160), AE_NOT_FOUND

Often, you can resolve these problems by updating your BIOS to the latest revision. Most console messages are
harmless but if you have other problems like battery status not working, they are a good place to start looking for
problems in the AML. The bytecode, known as AML, is compiled from a source language called ASL. The AML is
found in the table known as the DSDT. To get a copy of your ASL, use acpidump(8). You should use both the-t
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(show contents of the fixed tables) and-d (disassemble AML to ASL) options. See the
Submitting Debugging Informationsection for an example syntax.

The simplest first check you can do is to recompile your ASL to check for errors. Warnings can usually be ignored
but errors are bugs that will usually prevent ACPI from working correctly. To recompile your ASL, issue the
following command:

# iasl your.asl

11.16.5. Fixing Your ASL

In the long run, our goal is for almost everyone to have ACPI work without any user intervention. At this point,
however, we are still developing workarounds for common mistakes made by the BIOS vendors. The Microsoft
interpreter (acpi.sys andacpiec.sys ) does not strictly check for adherence to the standard, and thus many BIOS
vendors who only test ACPI under Windows never fix their ASL. We hope to continue to identify and document
exactly what non-standard behavior is allowed by Microsoft’s interpreter and replicate it so FreeBSD can work
without forcing users to fix the ASL. As a workaround and to help us identify behavior, you can fix the ASL
manually. If this works for you, please send a diff(1) of the old and new ASL so we can possibly work around the
buggy behavior in ACPI-CA and thus make your fix unnecessary.

Here is a list of common error messages, their cause, and how to fix them:

11.16.5.1. _OS dependencies

Some AML assumes the world consists of various Windows versions. You can tell FreeBSD to claim it is any OS to
see if this fixes problems you may have. An easy way to overridethis is to sethw.acpi.osname="Windows 2001"

in /boot/loader.conf or other similar strings you find in the ASL.

11.16.5.2. Missing Return statements

Some methods do not explicitly return a value as the standardrequires. While ACPI-CA does not handle this,
FreeBSD has a workaround that allows it to return the value implicitly. You can also add explicit Return statements
where required if you know what value should be returned. To forceiasl to compile the ASL, use the-f flag.

11.16.5.3. Overriding the Default AML

After you customizeyour.asl , you will want to compile it, run:

# iasl your.asl

You can add the-f flag to force creation of the AML, even if there are errors during compilation. Remember that
some errors (e.g., missing Return statements) are automatically worked around by the interpreter.

DSDT.aml is the default output filename foriasl . You can load this instead of your BIOS’s buggy copy (which is
still present in flash memory) by editing/boot/loader.conf as follows:

acpi_dsdt_load="YES"
acpi_dsdt_name="/boot/DSDT.aml"

Be sure to copy yourDSDT.aml to the/boot directory.
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11.16.6. Getting Debugging Output From ACPI

The ACPI driver has a very flexible debugging facility. It allows you to specify a set of subsystems as well as the
level of verbosity. The subsystems you wish to debug are specified asElayersF and are broken down into ACPI-CA
components (ACPI_ALL_COMPONENTS) and ACPI hardware support (ACPI_ALL_DRIVERS). The verbosity of
debugging output is specified as theElevelF and ranges from ACPI_LV_ERROR (just report errors) to
ACPI_LV_VERBOSE (everything). TheElevelF is a bitmask so multiple options can be set at once, separatedby
spaces. In practice, you will want to use a serial console to log the output if it is so long it flushes the console
message buffer. A full list of the individual layers and levels is found in the acpi(4) manual page.

Debugging output is not enabled by default. To enable it, addoptions ACPI_DEBUG to your kernel configuration
file if ACPI is compiled into the kernel. You can addACPI_DEBUG=1to your/etc/make.conf to enable it
globally. If it is a module, you can recompile just youracpi.ko module as follows:

# cd /sys/modules/acpi/acpi

&& make clean &&

make ACPI_DEBUG=1

Installacpi.ko in /boot/kernel and add your desired level and layer toloader.conf . This example enables
debug messages for all ACPI-CA components and all ACPI hardware drivers (CPU, LID, etc.) It will only output
error messages, the least verbose level.

debug.acpi.layer="ACPI_ALL_COMPONENTS ACPI_ALL_DRIVE RS"
debug.acpi.level="ACPI_LV_ERROR"

If the information you want is triggered by a specific event (say, a suspend and then resume), you can leave out
changes toloader.conf and instead usesysctl to specify the layer and level after booting and preparing your
system for the specific event. Thesysctl s are named the same as the tunables inloader.conf .

11.16.7. References

More information about ACPI may be found in the following locations:

� The FreeBSD ACPI
L¡) (http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi)

� The ACPI Mailing List Archives http://lists.freebsd.org/pipermail/freebsd-acpi/

� The old ACPI Mailing List Archives http://home.jp.FreeBSD.org/mail-list/acpi-jp/

� The ACPI 2.0 Specification http://acpi.info/spec.htm

� FreeBSD Manual pages: acpi(4), acpi_thermal(4), acpidump(8), iasl(8), acpidb(8)

� DSDT debugging resource (http://www.cpqlinux.com/acpi-howto.html#fix_broken_dsdt). (Uses Compaq as an
example but generally useful.)

¥¥¥

1. The auto-tuning algorithm setsmaxusers equal to the amount of memory in the system, with a minimum of 32,
and a maximum of 384.
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12.1.ÃÃÃ���
The process of starting a computer and loading the operatingsystem is referred to asEthe bootstrap processF, or
simplyEbootingF. FreeBSD’s boot process provides a great deal of flexibilityin customizing what happens when
you start the system, allowing you to select from different operating systems installed on the same computer, or even
different versions of the same operating system or installed kernel.

This chapter details the configuration options you can set and how to customize the FreeBSD boot process. This
includes everything that happens until the FreeBSD kernel has started, probed for devices, and started init(8). If you
are not quite sure when this happens, it occurs when the text color changes from bright white to grey.

\�9a�
ÞÝ��

�What the components of the FreeBSD bootstrap system are, andhow they interact.

� The options you can give to the components in the FreeBSD bootstrap to control the boot process.

� device.hints(5)ÝÃÍÃF�

x86 Only: This chapter only describes the boot process for FreeBSD running on Intel x86 systems.

12.2. Booting ®®®ÞÞÞ
Turning on a computer and starting the operating system poses an interesting dilemma. By definition, the computer
does not know how to do anything until the operating system isstarted. This includes running programs from the
disk. So if the computer can not run a program from the disk without the operating system, and the operating system
programs are on the disk, how is the operating system started?

This problem parallels one in the bookThe Adventures of Baron Munchausen. A character had fallen part way down
a manhole, and pulled himself out by grabbing his bootstraps, and lifting. In the early days of computing the term
bootstrapwas applied to the mechanism used to load the operating system, which has become shortened to
EbootingF.

On x86 hardware the Basic Input/Output System (BIOS) is responsible for loading the operating system. To do this,
the BIOS looks on the hard disk for the Master Boot Record (MBR), which must be located on a specific place on the
disk. The BIOS has enough knowledge to load and run the MBR, and assumes that the MBR can then carry out the
rest of the tasks involved in loading the operating system, possibly with the help of the BIOS.

The code within the MBR is usually referred to as aboot manager, especially when it interacts with the user. In this
case the boot manager usually has more code in the firsttrack of the disk or within some OS’s file system. (A boot
manager is sometimes also called aboot loader, but FreeBSD uses that term for a later stage of booting.) Popular
boot managers includeboot0 (a.k.a.Boot Easy, the standard FreeBSD boot manager),Grub , GAG, andLILO .
(Only boot0fits within the MBR.)

If you have only one operating system installed on your disksthen a standard PC MBR will suffice. This MBR
searches for the first bootable (a.k.a. active) slice on the disk, and then runs the code on that slice to load the
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remainder of the operating system. The MBR installed by fdisk(8), by default, is such an MBR. It is based on
/boot/mbr .

If you have installed multiple operating systems on your disks then you can install a different boot manager, one that
can display a list of different operating systems, and allows you to choose the one to boot from. Two of these are
discussed in the next subsection.

The remainder of the FreeBSD bootstrap system is divided into three stages. The first stage is run by the MBR,
which knows just enough to get the computer into a specific state and run the second stage. The second stage can do
a little bit more, before running the third stage. The third stage finishes the task of loading the operating system. The
work is split into these three stages because the PC standards put limits on the size of the programs that can be run at
stages one and two. Chaining the tasks together allows FreeBSD to provide a more flexible loader.

The kernel is then started and it begins to probe for devices and initialize them for use. Once the kernel boot process
is finished, the kernel passes control to the user process init(8), which then makes sure the disks are in a usable state.
init(8) then starts the user-level resource configuration which mounts file systems, sets up network cards to
communicate on the network, and generally starts all the processes that usually are run on a FreeBSD system at
startup.

12.3. The Boot Manager and Boot Stages

12.3.1. The Boot Manager

The code in the MBR or boot manager is sometimes referred to asstage zeroof the boot process. This subsection
discusses two of the boot managers previously mentioned:boot0andLILO .

The boot0 Boot Manager:The MBR installed by FreeBSD’s installer or boot0cfg(8), bydefault, is based on
/boot/boot0 . (Theboot0program is very simple, since the program in the MBR can only be 446 bytes long
because of the slice table and 0x55AA identifier at the end of the MBR.) If you have installedboot0and multiple
operating systems on your hard disks, then you will see a display similar to this one at boot time:

PPP»»»12-1.boot0 Screenshot

F1 DOS
F2 FreeBSD
F3 Linux
F4 ??
F5 Drive 1

Default: F2

Other operating systems, in particular Windows, have been known to overwrite an existing MBR with their own. If
this happens to you, or you want to replace your existing MBR with the FreeBSD MBR then use the following
command:

# fdisk -B -b /boot/boot0 device

wheredevice is the device that you boot from, such asad0 for the first IDE disk,ad2 for the first IDE disk on a
second IDE controller,da0 for the first SCSI disk, and so on. Or, if you want a custom configuration of the MBR,
use boot0cfg(8).

304



a12. FreeBSD�^ø�S

The LILO Boot Manager: To install this boot manager so it will also boot FreeBSD, first start Linux and add the
following to your existing/etc/lilo.conf configuration file:

other=/dev/hdXY
table=/dev/hdX
loader=/boot/chain.b
label=FreeBSD

In the above, specify FreeBSD’s primary partition and driveusing Linux specifiers, replacingX with the Linux drive
letter andY with the Linux primary partition number. If you are using a SCSI drive, you will need to change
/dev/hd to read something similar to/dev/sd. Theloader=/boot/chain.b line can be omitted if you have
both operating systems on the same drive. Now run/sbin/lilo -v to commit your new changes to the system;
this should be verified by checking its screen messages.

12.3.2. Stage One, /boot/boot1 , and Stage Two, /boot/boot2

Conceptually the first and second stages are part of the same program, on the same area of the disk. Because of space
constraints they have been split into two, but you would always install them together. They are copied from the
combined file/boot/boot by the installer ordisklabel (see below).

They are located outside file systems, in the first track of theboot slice, starting with the first sector. This is where
boot0, or any other boot manager, expects to find a program to run which will continue the boot process. The number
of sectors used is easily determined from the size of/boot/boot .

boot1 is very simple, since it can only be 512 bytes in size, and knows just enough about the FreeBSDdisklabel,
which stores information about the slice, to find and executeboot2 .

boot2 is slightly more sophisticated, and understands the FreeBSD file system enough to find files on it, and can
provide a simple interface to choose the kernel or loader to run.

Since theloaderis much more sophisticated, and provides a nice easy-to-useboot configuration,boot2 usually runs
it, but previously it was tasked to run the kernel directly.

PPP»»»12-2.boot2 Screenshot

>> FreeBSD/i386 BOOT
Default: 0:ad(0,a)/kernel
boot:

If you ever need to replace the installedboot1 andboot2 use disklabel(8):

# disklabel -B diskslice

wherediskslice is the disk and slice you boot from, such asad0s1 for the first slice on the first IDE disk.

Dangerously Dedicated Mode If you use just the disk name, such as ad0 , in the disklabel(8) command you will
create a dangerously dedicated disk, without slices. This is almost certainly not what you want to do, so make
sure you double check the disklabel(8) command before you press Return .
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12.3.3. Stage Three, /boot/loader

The loader is the final stage of the three-stage bootstrap, and is located on the file system, usually as/boot/loader .

The loader is intended as a user-friendly method for configuration, using an easy-to-use built-in command set,
backed up by a more powerful interpreter, with a more complexcommand set.

12.3.3.1. Loader Program Flow

During initialization, the loader will probe for a console and for disks, and figure out what disk it is booting from. It
will set variables accordingly, and an interpreter is started where user commands can be passed from a script or
interactively.

The loader will then read/boot/loader.rc , which by default reads in/boot/defaults/loader.conf which
sets reasonable defaults for variables and reads/boot/loader.conf for local changes to those variables.
loader.rc then acts on these variables, loading whichever modules andkernel are selected.

Finally, by default, the loader issues a 10 second wait for key presses, and boots the kernel if it is not interrupted. If
interrupted, the user is presented with a prompt which understands the easy-to-use command set, where the user may
adjust variables, unload all modules, load modules, and then finally boot or reboot.

12.3.3.2. Loader Built-In Commands

These are the most commonly used loader commands. For a complete discussion of all available commands, please
see loader(8).

autobootseconds

Proceeds to boot the kernel if not interrupted within the time span given, in seconds. It displays a countdown,
and the default time span is 10 seconds.

boot [-options] [kernelname]

Immediately proceeds to boot the kernel, with the given options, if any, and with the kernel name given, if it is.

boot-conf

Goes through the same automatic configuration of modules based on variables as what happens at boot. This
only makes sense if you useunload first, and change some variables, most commonlykernel .

help [topic]

Shows help messages read from/boot/loader.help . If the topic given isindex , then the list of available
topics is given.

includefilename�

Processes the file with the given filename. The file is read in, and interpreted line by line. An error immediately
stops the include command.

load [-t type] filename

Loads the kernel, kernel module, or file of the type given, with the filename given. Any arguments after filename
are passed to the file.
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ls [-l ] [path]

Displays a listing of files in the given path, or the root directory, if the path is not specified. If-l is specified,
file sizes will be shown too.

lsdev [-v ]

Lists all of the devices from which it may be possible to load modules. If-v is specified, more details are
printed.

lsmod [-v ]

Displays loaded modules. If-v is specified, more details are shown.

morefilename

Displays the files specified, with a pause at eachLINES displayed.

reboot

Immediately reboots the system.

setvariable
setvariable=value

Sets the loader’s environment variables.

unload

Removes all loaded modules.

12.3.3.3. Loader Examples

Here are some practical examples of loader usage:

� To simply boot your usual kernel, but in single-user mode:

boot -s

� To unload your usual kernel and modules, and then load just your old (or another) kernel:

unload

load kernel.old

You can usekernel.GENERIC to refer to the generic kernel that comes on the install disk,or kernel.old to
refer to your previously installed kernel (when you have upgraded or configured your own kernel, for example).

¥¥¥: Use the following to load your usual modules with another kernel:

unload

set kernel=" kernel.old"

boot-conf

� To load a kernel configuration script (an automated script which does the things you would normally do in the
kernel boot-time configurator):
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load -t userconfig_script /boot/kernel.conf

12.4. Kernel Interaction During Boot
Once the kernel is loaded by eitherloader(as usual) orboot2(bypassing the loader), it examines its boot flags, if any,
and adjusts its behavior as necessary.

12.4.1. Kernel Boot Flags

Here are the more common boot flags:

-a

during kernel initialization, ask for the device to mount asthe root file system.

-C

boot from CDROM.

-c

run UserConfig, the boot-time kernel configurator

-s

boot into single-user mode

-v

be more verbose during kernel startup

¥¥¥: There are other boot flags, read boot(8) for more information on them.

12.5. Device Hints
Contributed by Tom Rhodes.

¥¥¥: This is a FreeBSD 5.0 and later feature which does not exist in earlier versions.

During initial system startup, the boot loader(8) will readthe device.hints(5) file. This file stores kernel boot
information known as variables, sometimes referred to asEdevice hintsF. TheseEdevice hintsF are used by
device drivers for device configuration.

Device hints may also be specified at theStage 3 boot loaderprompt. Variables can be added usingset , removed
with unset , and viewed with theshow commands. Variables set in the/boot/device.hints file can be
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overridden here also. Device hints entered at the boot loader are not permanent and will be forgotten on the next
reboot.

Once the system is booted, the kenv(1) command can be used to dump all of the variables.

The syntax for the/boot/device.hints file is one variable per line, using the standard hashE#F as comment
markers. Lines are constructed as follows:

hint.driver.unit.keyword=" value"

The syntax for the Stage 3 boot loader is:

set hint.driver.unit.keyword= value

driver is the device driver name,unit is the device driver unit number, andkeyword is the hint keyword. The
keyword may consist of the following options:

� at : specifies the bus which the device is attached to.

� port : specifies the start address of the I/O to be used.

� irq : specifies the interrupt request number to be used.

� drq : specifies the DMA channel number.

�maddr : specifies the physical memory address occupied by the device.

� flags : sets various flag bits for the device.

� disabled : if set to1 the device is disabled.

Device drivers may accept (or require) more hints not listedhere, viewing their manual page is recommended. For
more information, consult the device.hints(5), kenv(1), loader.conf(5), and loader(8) manual pages.

12.6. Init: Process Control Initialization
Once the kernel has finished booting, it passes control to theuser process init(8), which is located at/sbin/init , or
the program path specified in theinit_path variable inloader .

12.6.1. Automatic Reboot Sequence

The automatic reboot sequence makes sure that the file systems available on the system are consistent. If they are
not, and fsck(8) cannot fix the inconsistencies, init(8) drops the system intosingle-user modefor the system
administrator to take care of the problems directly.

12.6.2. Single-User Mode

This mode can be reached through theautomatic reboot sequence, or by the user booting with the-s option or
setting theboot_single variable inloader .

It can also be reached by calling shutdown(8) without the reboot (-r ) or halt (-h ) options, frommulti-user mode.

If the systemconsole is set toinsecure in /etc/ttys , then the system prompts for theroot password before
initiating single-user mode.
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PPP»»»12-3. An Insecure Console in/etc/ttys

# name getty type status comments
#
# If console is marked "insecure", then init will ask for the r oot password
# when going to single-user mode.
console none unknown off insecure

¥¥¥: An insecure console means that you consider your physical security to the console to be insecure, and want
to make sure only someone who knows the root password may use single-user mode, and it does not mean that
you want to run your console insecurely. Thus, if you want security, choose insecure , not secure .

12.6.3. Multi-User Mode

If init(8) finds your file systems to be in order, or once the user has finished insingle-user mode, the system enters
multi-user mode, in which it starts the resource configuration of the system.

12.6.3.1. Resource Configuration (rc)

The resource configuration system reads in configuration defaults from/etc/defaults/rc.conf , and
system-specific details from/etc/rc.conf , and then proceeds to mount the system file systems mentionedin
/etc/fstab , start up networking services, start up miscellaneous system daemons, and finally runs the startup
scripts of locally installed packages.

The rc(8) manual page is a good reference to the resource configuration system, as is examining the scripts
themselves.

12.7. Shutdown Sequence
Upon controlled shutdown, via shutdown(8), init(8) will attempt to run the script/etc/rc.shutdown , and then
proceed to send all processes theTERMsignal, and subsequently theKILL signal to any that do not terminate timely.

To power down a FreeBSD machine on architectures and systemsthat support power management, simply use the
commandshutdown -p now to turn the power off immediately. To just reboot a FreeBSD system, just use
shutdown -r now . You need to beroot or a member ofoperator group to run shutdown(8). The halt(8) and
reboot(8) commands can also be used, please refer to their manual pages and to shutdown(8)’s one for more
information.

¥¥¥: Power management requires acpi(4) support in the kernel or loaded as module for FreeBSD 5.X and apm(4)
support for FreeBSD 4.X.
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Contributed by Neil Blakey-Milner.
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13.3.���ÙÙÙÑÑÑ§§§ïïïòòòrrr
The superuser account, usually calledroot , comes preconfigured to facilitate system administration,and should not
be used for day-to-day tasks like sending and receiving mail, general exploration of the system, or programming.

This is because the superuser, unlike normal user accounts,can operate without limits, and misuse of the superuser
account may result in spectacular disasters. User accountsare unable to destroy the system by mistake, so it is
generally best to use normal user accounts whenever possible, unless you especially need the extra privilege.

You should always double and triple-check commands you issue as the superuser, since an extra space or missing
character can mean irreparable data loss.

So, the first thing you should do after reading this chapter isto create an unprivileged user account for yourself for
general usage if you have not already. This applies equally whether you are running a multi-user or single-user
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machine. Later in this chapter, we discuss how to create additional accounts, and how to change between the normal
user and superuser.

13.4.���ÙÙÙòòòrrr
System users are those used to run services such as DNS, mail,web servers, and so forth. The reason for this is
security; if all services ran as the superuser, they could act without restriction.

Examples of system users aredaemon, operator , bind (for the Domain Name Service),news, andwww.

nobody is the generic unprivileged system user. However, it is important to keep in mind that the more services that
usenobody , the more files and processes that user will become associated with, and hence the more privileged that
user becomes.

13.5. ¸̧̧àààïïïòòòrrr
User accounts are the primary means of access for real peopleto the system, and these accounts insulate the user and
the environment, preventing the users from damaging the system or other users, and allowing users to customize their
environment without affecting others.

Every person accessing your system should have a unique useraccount. This allows you to find out who is doing
what, prevent people from clobbering each others’ settingsor reading each others’ mail, and so forth.

Each user can set up their own environment to accommodate their use of the system, by using alternate shells,
editors, key bindings, and language.

13.6.???;;;òòòrrr
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PPP»»»13-1.333FreeBSD///±±±¦¦¦¸̧̧àààïïï

# adduser

Username: jru

Full name: J. Random User

Uid (Leave empty for default):
Login group [jru]:
Login group is jru. Invite jru into other groups? []: wheel

Login class [default]:
Shell (sh csh tcsh zsh nologin) [sh]: zsh

Home directory [/home/jru]:
Use password-based authentication? [yes]:
Use an empty password? (yes/no) [no]:
Use a random password? (yes/no) [no]:
Enter password:
Enter password again:
Lock out the account after creation? [no]:
Username : jru
Password : ****
Full Name : J. Random User
Uid : 1001
Class :
Groups : jru wheel
Home : /home/jru
Shell : /usr/local/bin/zsh
Locked : no
OK? (yes/no): yes

adduser: INFO: Successfully added (jru) to the user databas e.
Add another user? (yes/no): no

Goodbye!
#

¥¥¥: 
íáÝÛD¬�º/TÕÇK�X|�º|Ïr�î��@�
XíáÝÛDP0�

13.6.2. rmuser


�|¸àrmuser(8)¼Þ¸àï��Ù����Étrmuser(8)ºÆ�|ì�®:

1. Ét�¸àïÝcrontab(1)£](A�D3)�

2. ÉtXbòy�¸àïÝat(1)�®�

3. �cXb�¸àï=bÝ���

4. Ét�ÙÍ^ÛDj��¸àïÝ£]�

5. Ét�¸àïÝ�ê�(A�
�¸àïXb)�

6. Ét/var/mail �òy�¸àïÝ
��

7. ÉtõDè (A: /tmp )�Xbòy�¸àïÝjn�
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8. t¡�3/etc/group j/Ét�¸àïòr�

¥¥¥: u�Nà�PWõ�TïÎNà(Ì��¸àï(Ì8!`�JNàÞº�Ét�hE®º�adduser(8)
X�ñÝòrNà8ET�

rmuser(8)P°Ét�ÙÑ§ïòròr�.
9Ç���¥ÝÓû�
�


Ý@-
ÝE®�ï'2!�ÿP�

PPP»»»13-2.rmuser òòòrrrÉÉÉttt

# rmuser jru

Matching password entry:
jru: * :1001:1001::0:0:J. Random User:/home/jru:/usr/local/b in/zsh
Is this the entry you wish to remove? y

Remove user’s home directory (/home/jru)? y

Updating password file, updating databases, done.
Updating group file: trusted (removing group jru -- persona l group is empty) done.
Removing user’s incoming mail file /var/mail/jru: done.
Removing files belonging to jru from /tmp: done.
Removing files belonging to jru from /var/tmp: done.
Removing files belonging to jru from /var/tmp/vi.recover: done.
#

13.6.3. chpass

chpass(1)�?;¸àï£]A:ÛD�ShellCÍß£G�

G�ÙÑ§ïÇ�ÙÑ§ïòr�¿àchpass(1)?;Í�¸àïÝ£GCÛD

tÝ¼�¸àï(Ì�	��¢ó`�chpass(1)ºÞ¸àï£G�îy_ì 	��¬y¸àïÒ�_ì
 `?±¸àï£G�

¥¥¥: u
¬&�ÙÑ§ïòr�3Ò�_ì Gº�®
ÝÛD�

PPP»»»13-3.���ÙÙÙÑÑÑ§§§ïïïòòòrrrchpass

#Changing user database information for jru.
Login: jru
Password: *
Uid [#]: 1001
Gid [# or name]: 1001
Change [month day year]:
Expire [month day year]:
Class:
Home directory: /home/jru
Shell: /usr/local/bin/zsh
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Full Name: J. Random User
Office Location:
Office Phone:
Home Phone:
Other information:

×�¸àïG�?;�
ÝKI	£G�

PPP»»»13-4.×××���¸̧̧àààïïïchpass

#Changing user database information for jru.
Shell: /usr/local/bin/zsh
Full Name: J. Random User
Office Location:
Office Phone:
Home Phone:
Other information:

¥¥¥: chfn(1)�chsh(1)Ç
chpass(1)�ô!ypchpass(1)�ypchfn(1)�ypchsh(1)�NISYîÎ��Ý�X|Pm
3¼�G�îyp�u9ºæW
���ÄHT�µÚ 27aÞÐ�NISÝI	Ý1��

13.6.4. passwd

passwd(1)Î?;ÛDðàÝ]P�tÝøùÑ§ï�?;Í�¸àïÝÛD²¸àïG�?;�
ÝÛ
D�

¥¥¥: 
Ý�¹�²TÎB!�ÝÑ;�3?±ÛDGmíáæÛD�

PPP»»»13-5.???;;;


ÝÝÝÛÛÛDDD

% passwd

Changing local password for jru.
Old password:
New password:
Retype new password:
passwd: updating the database...
passwd: done

PPP»»»13-6.|||���ÙÙÙÑÑÑ§§§ïïïòòòrrr���???;;;ÍÍÍ���¸̧̧àààïïïÝÝÝÛÛÛDDD

# passwd jru

Changing local password for jru.
New password:
Retype new password:
passwd: updating the database...
passwd: done
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¥¥¥: chpass(1)�yppasswd(1)Ç
passwd(1)�/YîNIS�

13.6.5. pw
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8P§×C{P§×�8P§×�ã
¸àïTTà�P�J�¬��{y{P§×�¡ï§×��¸àïª±�¬P°�è{�ÏÞ�9ó£

Ù§×ÎjENÍ¸àïÝÍ½��§×���Î¸àïÝXb���¥��9°-²Îã¼�Ý§×�

PZÑ�¬&@®yLogin capabilityÝÚx(»A�9°�ÎËÑrá��Ý©»)�

¨²�
Ý�¹jì�|ì
¿ÍðàÝ£Ù§×(yìCÍ�ÝLogin capability�3login.conf(5)�0Õ1
�)�

coredumpsize

The limit on the size of a core file generated by a program is, for obvious reasons, subordinate to other limits on
disk usage (e.g.,filesize , or disk quotas). Nevertheless, it is often used as a less-severe method of controlling
disk space consumption: since users do not generate core files themselves, and often do not delete them, setting
this may save them from running out of disk space should a large program (e.g.,emacs) crash.
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cputime

This is the maximum amount of CPU time a user’s process may consume. Offending processes will be killed by
the kernel.

¥¥¥: This is a limit on CPU time consumed, not percentage of the CPU as displayed in some fields by top(1)
and ps(1). A limit on the latter is, at the time of this writing, not possible, and would be rather useless: a
compiler�probably a legitimate task�can easily use almost 100% of a CPU for some time.

filesize

This is the maximum size of a file the user may possess. Unlikedisk quotas, this limit is enforced on individual
files, not the set of all files a user owns.

maxproc

This is the maximum number of processes a user may be running.This includes foreground and background
processes alike. For obvious reasons, this may not be largerthan the system limit specified by the
kern.maxproc sysctl(8). Also note that setting this too small may hinder auser’s productivity: it is often
useful to be logged in multiple times or execute pipelines. Some tasks, such as compiling a large program, also
spawn multiple processes (e.g., make(1), cc(1), and other intermediate preprocessors).

memorylocked

This is the maximum amount a memory a process may have requested to be locked into main memory (e.g., see
mlock(2)). Some system-critical programs, such as amd(8),lock into main memory such that in the event of
being swapped out, they do not contribute to a system’s trashing in time of trouble.

memoryuse

This is the maximum amount of memory a process may consume at any given time. It includes both core
memory and swap usage. This is not a catch-all limit for restricting memory consumption, but it is a good start.

openfiles

This is the maximum amount of files a process may have open. In FreeBSD, files are also used to represent
sockets and IPC channels; thus, be careful not to set this toolow. The system-wide limit for this is defined by
thekern.maxfiles sysctl(8).

sbsize
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This is the limit on the amount of network memory, and thus mbufs, a user may consume. This originated as a
response to an old DoS attack by creating a lot of sockets, butcan be generally used to limit network
communications.

stacksize

This is the maximum size a process’ stack may grow to. This alone is not sufficient to limit the amount of
memory a program may use; consequently, it should be used in conjunction with other limits.

There are a few other things to remember when setting resource limits. Following are some general tips, suggestions,
and miscellaneous comments.

�Processes started at system startup by/etc/rc are assigned to thedaemon login class.

�Although the/etc/login.conf that comes with the system is a good source of reasonable values for most
limits, only you, the administrator, can know what is appropriate for your system. Setting a limit too high may
open your system up to abuse, while setting it too low may put astrain on productivity.

�Users of the X Window System (X11) should probably be grantedmore resources than other users. X11 by itself
takes a lot of resources, but it also encourages users to run more programs simultaneously.

�Remember that many limits apply to individual processes, not the user as a whole. For example, setting
openfiles to 50 means that each process the user runs may open up to 50 files. Thus, the gross amount of files a
user may open is the value ofopenfiles multiplied by the value ofmaxproc . This also applies to memory
consumption.

For further information on resource limits and login classes and capabilities in general, please consult the relevant
manual pages: cap_mkdb(1), getrlimit(2), login.conf(5).

13.8.NNNààà
A group is simply a list of users. Groups are identified by their group name and GID (Group ID). In FreeBSD (and
most other UNIX like systems), the two factors the kernel uses to decide whether a process is allowed to do
something is its user ID and list of groups it belongs to. Unlike a user ID, a process has a list of groups associated
with it. You may hear some things refer to theEgroup IDF of a user or process; most of the time, this just means
the first group in the list.

The group name to group ID map is in/etc/group . This is a plain text file with four colon-delimited fields. The
first field is the group name, the second is the encrypted password, the third the group ID, and the fourth the
comma-delimited list of members. It can safely be edited by hand (assuming, of course, that you do not make any
syntax errors!). For a more complete description of the syntax, see the group(5) manual page.

If you do not want to edit/etc/group manually, you can use the pw(8) command to add and edit groups. For
example, to add a group calledteamtwo and then confirm that it exists you can use:

PPP»»»13-7. Adding a Group Using pw(8)

# pw groupadd teamtwo

# pw groupshow teamtwo

teamtwo: * :1100:
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The number1100 above is the group ID of the groupteamtwo . Right now,teamtwo has no members, and is thus
rather useless. Let’s change that by invitingjru to theteamtwo group.

PPP»»»13-8. Adding Somebody to a Group Using pw(8)

# pw groupmod teamtwo -M jru

# pw groupshow teamtwo

teamtwo: * :1100:jru

The argument to the-M option is a comma-delimited list of users who are members of the group. From the preceding
sections, we know that the password file also contains a groupfor each user. The latter (the user) is automatically
added to the group list by the system; the user will not show upas a member when using thegroupshow command
to pw(8), but will show up when the information is queried viaid(1) or similar tool. In other words, pw(8) only
manipulates the/etc/group file; it will never attempt to read additionally data from/etc/passwd .

PPP»»»13-9. Using id(1) to Determine Group Membership

% id jru

uid=1001(jru) gid=1001(jru) groups=1001(jru), 1100(tea mtwo)

As you can see,jru is a member of the groupsjru andteamtwo .

For more information about pw(8), see its manual page, and for more information on the format of/etc/group ,
consult the group(5) manual page.
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2. UID/GIDt��¸à�4294967295�¬9øÝID��ºE��'P�Ý8�CW�¥®Þ�

320



aaa14.���ÙÙÙHHH���
Much of this chapter has been taken from the security(7) manual page by Matthew Dillon.

14.1.ÃÃÃ���
9×aÞE�ÙH�ÝÃÍÃF
�+Û�th�²��Þ+Û×°?ÝêY�|CFreeBSDìÝ×°?
�áÝ�Þ�9aÝ&9/�Ey×�Ý�ÙõInternetH�ôÊà�A*�Internet�B��	|G£øÎ
ÍßßKw��
®?Ï&Ý9B��X:�Ä6¯�Ù?H�����1�
Ý£]��ÉP®��ò

` |CÍ��9������y�á+ïTTDÊ�ÝßX�ã�

FreeBSDèºÝ×���Ìõ8n^×�¼@1�Ùõç­Ý�J�H��

\�9a�
ÞÝ�


� FreeBSD�ÙÝÃÍH�ÃF�

� FreeBSD�&9�àÝ�Û^×�»ADESCMD5�

�A¢�ñ×gP(one-time)ÛD�J^×�

�A¢'�TCP Wrappers|-�inetd g)¸à�

�A¢3FreeBSD 5.0.�GÝÌÍî'�KerberosIV�

�A¢3FreeBSD 5.0 (â�¡ÌÍ)î'�Kerberos5�

�A¢'�IPsec|C3FreeBSD/Windowsî�ñVPNç­�

�A¢'��ºàOpenSSH�|CFreeBSDÝSSH@®]P(implementation)

�Ý�jn�ÙÝACLs^×
¢�|CA¢ºà�

�A¢¸àPortaudit �Ì¼l�(audit)�Ports CollectionH�Ý8�H�P�

�A¢�àFreeBSDH�2×(Security Advisories)�¬2ã8T'È�

�¡�Process Accountinĝ ×CA¢3FreeBSDî@��

3��å\9a�G�
m�


�¡�FreeBSDCInternetÝÃÍÃF�

Íh�Í�a;�ôb+ÛH�]«ÝÍ��Þ�»A�3µÚ 16ab�ÕMandatory Access
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��¬�T2½Ú&vjE�ÙÝá+¶F�You do not want to overbuild your security or you will interfere
with the detection side, and detection is one of the single most important aspects of any security mechanism. For
example, it makes little sense to set theschg flag (see chflags(1)) on every system binary because while this may
temporarily protect the binaries, it prevents an attacker who has broken in from making an easily detectable change
that may result in your security mechanisms not detecting the attacker at all.

System security also pertains to dealing with various formsof attack, including attacks that attempt to crash, or
otherwise make a system unusable, but do not attempt to compromise theroot account (Ebreak rootF). Security
concerns can be split up into several categories:

1.�� \<\(DoS)

2.�ãÍ�¸àïÝòr�

3.DÄ&PServerîXèºÝService¼�ãrootòr�

4.DÄ¸àïòr�ãrootòr�

5.�¡��

A denial of service attack is an action that deprives the machine of needed resources. Typically, DoS attacks are
brute-force mechanisms that attempt to crash or otherwise make a machine unusable by overwhelming its servers or
network stack. Some DoS attacks try to take advantage of bugsin the networking stack to crash a machine with a
single packet. The latter can only be fixed by applying a bug fixto the kernel. Attacks on servers can often be fixed
by properly specifying options to limit the load the serversincur on the system under adverse conditions. Brute-force
network attacks are harder to deal with. A spoofed-packet attack, for example, is nearly impossible to stop, short of
cutting your system off from the Internet. It may not be able to take your machine down, but it can saturate your
Internet connection.

A user account compromise is even more common than a DoS attack. Many sysadmins still run standardtelnetd,
rlogind , rshd, andftpd servers on their machines. These servers, by default, do notoperate over encrypted
connections. The result is that if you have any moderate-sized user base, one or more of your users logging into your
system from a remote location (which is the most common and convenient way to login to a system) will have his or
her password sniffed. The attentive system admin will analyze his remote access logs looking for suspicious source
addresses even for successful logins.

One must always assume that once an attacker has access to a user account, the attacker can breakroot . However,
the reality is that in a well secured and maintained system, access to a user account does not necessarily give the
attacker access toroot . The distinction is important because without access toroot the attacker cannot generally
hide his tracks and may, at best, be able to do nothing more than mess with the user’s files, or crash the machine.
User account compromises are very common because users tendnot to take the precautions that sysadmins take.

System administrators must keep in mind that there are potentially many ways to breakroot on a machine. The
attacker may know theroot password, the attacker may find a bug in a root-run server and be able to breakroot

over a network connection to that server, or the attacker mayknow of a bug in a suid-root program that allows the
attacker to breakroot once he has broken into a user’s account. If an attacker has found a way to breakroot on a
machine, the attacker may not have a need to install a backdoor. Many of theroot holes found and closed to date
involve a considerable amount of work by the attacker to cleanup after himself, so most attackers install backdoors.
A backdoor provides the attacker with a way to easily regainroot access to the system, but it also gives the smart
system administrator a convenient way to detect the intrusion. Making it impossible for an attacker to install a
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backdoor may actually be detrimental to your security, because it will not close off the hole the attacker found to
break in the first place.

Security remedies should always be implemented with a multi-layeredEonion peelF approach and can be
categorized as follows:

1. Securingroot and staff accounts.

2. Securingroot �run servers and suid/sgid binaries.

3. Securing user accounts.

4. Securing the password file.

5. Securing the kernel core, raw devices, and file systems.

6. Quick detection of inappropriate changes made to the system.

7. Paranoia.

The next section of this chapter will cover the above bullet items in greater depth.

14.3. FreeBSD ÝÝÝ���ÙÙÙHHH���

Command vs. Protocol: Throughout this document, we will use bold text to refer to an application, and a
monospaced font to refer to specific commands. Protocols will use a normal font. This typographical distinction is
useful for instances such as ssh, since it is a protocol as well as command.

The sections that follow will cover the methods of securing your FreeBSD system that were mentioned in the
last sectionof this chapter.

14.3.1. Securing the root Account and Staff Accounts

First off, do not bother securing staff accounts if you have not secured theroot account. Most systems have a
password assigned to theroot account. The first thing you do is assume that the password isalwayscompromised.
This does not mean that you should remove the password. The password is almost always necessary for console
access to the machine. What it does mean is that you should notmake it possible to use the password outside of the
console or possibly even with the su(1) command. For example, make sure that your ptys are specified as being
insecure in the/etc/ttys file so that directroot logins viatelnet or rlogin are disallowed. If using other login
services such assshd, make sure that directroot logins are disabled there as well. You can do this by editing your
/etc/ssh/sshd_config file, and making sure thatPermitRootLogin is set toNO. Consider every access method
�services such as FTP often fall through the cracks. Directroot logins should only be allowed via the system
console.

Of course, as a sysadmin you have to be able to get toroot , so we open up a few holes. But we make sure these
holes require additional password verification to operate.One way to makeroot accessible is to add appropriate
staff accounts to thewheel group (in/etc/group ). The staff members placed in thewheel group are allowed tosu

to root . You should never give staff members nativewheel access by putting them in thewheel group in their
password entry. Staff accounts should be placed in astaff group, and then added to thewheel group via the
/etc/group file. Only those staff members who actually need to haveroot access should be placed in thewheel
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group. It is also possible, when using an authentication method such as Kerberos, to use Kerberos’.k5login file in
theroot account to allow a ksu(1) toroot without having to place anyone at all in thewheel group. This may be
the better solution since thewheel mechanism still allows an intruder to breakroot if the intruder has gotten hold
of your password file and can break into a staff account. Whilehaving thewheel mechanism is better than having
nothing at all, it is not necessarily the safest option.

An indirect way to secure staff accounts, and ultimatelyroot access is to use an alternative login access method and
do what is known asEstarringF out the encrypted password for the staff accounts. Using thevipw(8) command,
one can replace each instance of an encrypted password with asingleE*F character. This command will update
the/etc/master.passwd file and user/password database to disable password-authenticated logins.

A staff account entry such as:

foobar:R9DT/Fa1/LV9U:1000:1000::0:0:Foo Bar:/home/fo obar:/usr/local/bin/tcsh

Should be changed to this:

foobar: * :1000:1000::0:0:Foo Bar:/home/foobar:/usr/local/bin/ tcsh

This change will prevent normal logins from occurring, since the encrypted password will never matchE*F. With
this done, staff members must use another mechanism to authenticate themselves such as kerberos(1) or ssh(1) using
a public/private key pair. When using something like Kerberos, one generally must secure the machines which run the
Kerberos servers and your desktop workstation. When using apublic/private key pair with ssh, one must generally
secure the machine used to loginfrom (typically one’s workstation). An additional layer of protection can be added
to the key pair by password protecting the key pair when creating it with ssh-keygen(1). Being able toEstarF out
the passwords for staff accounts also guarantees that staffmembers can only login through secure access methods
that you have set up. This forces all staff members to use secure, encrypted connections for all of their sessions,
which closes an important hole used by many intruders: sniffing the network from an unrelated, less secure machine.

The more indirect security mechanisms also assume that you are logging in from a more restrictive server to a less
restrictive server. For example, if your main box is runningall sorts of servers, your workstation should not be
running any. In order for your workstation to be reasonably secure you should run as few servers as possible, up to
and including no servers at all, and you should run a password-protected screen blanker. Of course, given physical
access to a workstation an attacker can break any sort of security you put on it. This is definitely a problem that you
should consider, but you should also consider the fact that the vast majority of break-ins occur remotely, over a
network, from people who do not have physical access to your workstation or servers.

Using something like Kerberos also gives you the ability to disable or change the password for a staff account in one
place, and have it immediately affect all the machines on which the staff member may have an account. If a staff
member’s account gets compromised, the ability to instantly change his password on all machines should not be
underrated. With discrete passwords, changing a password on N machines can be a mess. You can also impose
re-passwording restrictions with Kerberos: not only can a Kerberos ticket be made to timeout after a while, but the
Kerberos system can require that the user choose a new password after a certain period of time (say, once a month).

14.3.2. Securing Root-run Servers and SUID/SGID Binaries

The prudent sysadmin only runs the servers he needs to, no more, no less. Be aware that third party servers are often
the most bug-prone. For example, running an old version ofimapd or popper is like giving a universalroot ticket
out to the entire world. Never run a server that you have not checked out carefully. Many servers do not need to be
run asroot . For example, thentalk , comsat, andfinger daemons can be run in special usersandboxes. A sandbox
is not perfect, unless you go through a large amount of trouble, but the onion approach to security still stands: If
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someone is able to break in through a server running in a sandbox, they still have to break out of the sandbox. The
more layers the attacker must break through, the lower the likelihood of his success. Root holes have historically
been found in virtually every server ever run asroot , including basic system servers. If you are running a machine
through which people only login viasshdand never login viatelnetd or rshd or rlogind , then turn off those services!

FreeBSD now defaults to runningntalkd , comsat, andfinger in a sandbox. Another program which may be a
candidate for running in a sandbox is named(8)./etc/defaults/rc.conf includes the arguments necessary to
runnamed in a sandbox in a commented-out form. Depending on whether you are installing a new system or
upgrading an existing system, the special user accounts used by these sandboxes may not be installed. The prudent
sysadmin would research and implement sandboxes for servers whenever possible.

There are a number of other servers that typically do not run in sandboxes:sendmail, popper, imapd, ftpd , and
others. There are alternatives to some of these, but installing them may require more work than you are willing to
perform (the convenience factor strikes again). You may have to run these servers asroot and rely on other
mechanisms to detect break-ins that might occur through them.

The other big potentialroot holes in a system are the suid-root and sgid binaries installed on the system. Most of
these binaries, such asrlogin , reside in/bin , /sbin , /usr/bin , or /usr/sbin . While nothing is 100% safe, the
system-default suid and sgid binaries can be considered reasonably safe. Still,root holes are occasionally found in
these binaries. Aroot hole was found inXlib in 1998 that madexterm (which is typically suid) vulnerable. It is
better to be safe than sorry and the prudent sysadmin will restrict suid binaries, that only staff should run, to a special
group that only staff can access, and get rid of (chmod 000 ) any suid binaries that nobody uses. A server with no
display generally does not need anxterm binary. Sgid binaries can be almost as dangerous. If an intruder can break
an sgid-kmem binary, the intruder might be able to read/dev/kmem and thus read the encrypted password file,
potentially compromising any passworded account. Alternatively an intruder who breaks groupkmemcan monitor
keystrokes sent through ptys, including ptys used by users who login through secure methods. An intruder that
breaks thetty group can write to almost any user’s tty. If a user is running aterminal program or emulator with a
keyboard-simulation feature, the intruder can potentially generate a data stream that causes the user’s terminal to
echo a command, which is then run as that user.

14.3.3. Securing User Accounts

User accounts are usually the most difficult to secure. Whileyou can impose Draconian access restrictions on your
staff andEstarF out their passwords, you may not be able to do so with any general user accounts you might have.
If you do have sufficient control, then you may win out and be able to secure the user accounts properly. If not, you
simply have to be more vigilant in your monitoring of those accounts. Use of ssh and Kerberos for user accounts is
more problematic, due to the extra administration and technical support required, but still a very good solution
compared to a crypted password file.

14.3.4. Securing the Password File

The only sure fire way is to* out as many passwords as you can and use ssh or Kerberos for access to those
accounts. Even though the encrypted password file (/etc/spwd.db ) can only be read byroot , it may be possible
for an intruder to obtain read access to that file even if the attacker cannot obtain root-write access.

Your security scripts should always check for and report changes to the password file (see theChecking file integrity
section below).
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14.3.5. Securing the Kernel Core, Raw Devices, and File syst ems

If an attacker breaksroot he can do just about anything, but there are certain conveniences. For example, most
modern kernels have a packet sniffing device driver built in.Under FreeBSD it is called thebpf device. An intruder
will commonly attempt to run a packet sniffer on a compromised machine. You do not need to give the intruder the
capability and most systems do not have the need for thebpf device compiled in.

But even if you turn off thebpf device, you still have/dev/mem and/dev/kmem to worry about. For that matter,
the intruder can still write to raw disk devices. Also, thereis another kernel feature called the module loader,
kldload(8). An enterprising intruder can use a KLD module toinstall his ownbpf device, or other sniffing device, on
a running kernel. To avoid these problems you have to run the kernel at a higher secure level, at least securelevel 1.
The securelevel can be set with asysctl on thekern.securelevel variable. Once you have set the securelevel to
1, write access to raw devices will be denied and specialchflags flags, such asschg , will be enforced. You must
also ensure that theschg flag is set on critical startup binaries, directories, and script files�everything that gets run
up to the point where the securelevel is set. This might be overdoing it, and upgrading the system is much more
difficult when you operate at a higher secure level. You may compromise and run the system at a higher secure level
but not set theschg flag for every system file and directory under the sun. Anotherpossibility is to simply mount/
and/usr read-only. It should be noted that being too Draconian in what you attempt to protect may prevent the
all-important detection of an intrusion.

14.3.6. Checking File Integrity: Binaries, Configuration F iles, Etc.

When it comes right down to it, you can only protect your core system configuration and control files so much before
the convenience factor rears its ugly head. For example, using chflags to set theschg bit on most of the files in/
and/usr is probably counterproductive, because while it may protect the files, it also closes a detection window.
The last layer of your security onion is perhaps the most important�detection. The rest of your security is pretty
much useless (or, worse, presents you with a false sense of safety) if you cannot detect potential incursions. Half the
job of the onion is to slow down the attacker, rather than stophim, in order to give the detection side of the equation a
chance to catch him in the act.

The best way to detect an incursion is to look for modified, missing, or unexpected files. The best way to look for
modified files is from another (often centralized) limited-access system. Writing your security scripts on the
extra-secure limited-access system makes them mostly invisible to potential attackers, and this is important. In order
to take maximum advantage you generally have to give the limited-access box significant access to the other
machines in the business, usually either by doing a read-only NFS export of the other machines to the limited-access
box, or by setting up ssh key-pairs to allow the limited-access box to ssh to the other machines. Except for its
network traffic, NFS is the least visible method�allowing you to monitor the file systems on each client box
virtually undetected. If your limited-access server is connected to the client boxes through a switch, the NFS method
is often the better choice. If your limited-access server isconnected to the client boxes through a hub, or through
several layers of routing, the NFS method may be too insecure(network-wise) and using ssh may be the better
choice even with the audit-trail tracks that ssh lays.

Once you give a limited-access box, at least read access to the client systems it is supposed to monitor, you must
write scripts to do the actual monitoring. Given an NFS mount, you can write scripts out of simple system utilities
such as find(1) and md5(1). It is best to physically md5 the client-box files at least once a day, and to test control files
such as those found in/etc and/usr/local/etc even more often. When mismatches are found, relative to the
base md5 information the limited-access machine knows is valid, it should scream at a sysadmin to go check it out. A
good security script will also check for inappropriate suidbinaries and for new or deleted files on system partitions
such as/ and/usr .
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When using ssh rather than NFS, writing the security script is much more difficult. You essentially have toscp the
scripts to the client box in order to run them, making them visible, and for safety you also need toscp the binaries
(such as find) that those scripts use. Thesshclient on the client box may already be compromised. All in all, using
ssh may be necessary when running over insecure links, but itis also a lot harder to deal with.

A good security script will also check for changes to user andstaff members access configuration files:.rhosts ,
.shosts , .ssh/authorized_keys and so forth�files that might fall outside the purview of theMD5check.

If you have a huge amount of user disk space, it may take too long to run through every file on those partitions. In
this case, setting mount flags to disallow suid binaries and devices on those partitions is a good idea. Thenodev and
nosuid options (see mount(8)) are what you want to look into. You should probably scan them anyway, at least once
a week, since the object of this layer is to detect a break-in whether or not the break-in is effective.

Process accounting (see accton(8)) is a relatively low-overhead feature of the operating system which might help as a
post-break-in evaluation mechanism. It is especially useful in tracking down how an intruder has actually broken into
a system, assuming the file is still intact after the break-inoccurs.

Finally, security scripts should process the log files, and the logs themselves should be generated in as secure a
manner as possible�remote syslog can be very useful. An intruder tries to cover his tracks, and log files are critical
to the sysadmin trying to track down the time and method of theinitial break-in. One way to keep a permanent record
of the log files is to run the system console to a serial port andcollect the information on a continuing basis through a
secure machine monitoring the consoles.

14.3.7. Paranoia

A little paranoia never hurts. As a rule, a sysadmin can add any number of security features, as long as they do not
affect convenience, and can add security features thatdoaffect convenience with some added thought. Even more
importantly, a security administrator should mix it up a bit�if you use recommendations such as those given by this
document verbatim, you give away your methodologies to the prospective attacker who also has access to this
document.

14.3.8. DoS(Denial of Service) ������   \\\<<<\\\

9×;Þ+Û�� \<\�DoS<\;ðÎ|��Ý]P
�<\��Ñ¿{^b�¢ð°¼ c��
Ý�C���¼ç­£Ù�¬;ð�|DÄ×°]P¼ª±9v<\Ýª��¸¸ÆP°\q§� �

1. Limiting server forks.

2. Limiting springboard attacks (ICMP response<\�ping broadcast��)

3. Kernel Route Cache.

A common DoS attack is against a forking server that attemptsto cause the server to eat processes, file descriptors,
and memory, until the machine dies.inetd (see inetd(8)) has several options to limit this sort of attack. It should be
noted that while it is possible to prevent a machine from going down, it is not generally possible to prevent a service
from being disrupted by the attack. Read theinetd manual page carefully and pay specific attention to the-c , -C ,
and-R options. Note that spoofed-IP attacks will circumvent the-C option toinetd, so typically a combination of
options must be used. Some standalone servers have self-fork-limitation parameters.

Sendmailhas its-OMaxDaemonChildren option, which tends to work much better than trying to use sendmail’s
load limiting options due to the load lag. You should specifyaMaxDaemonChildren parameter, when you start
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sendmail, high enough to handle your expected load, but not so high that the computer cannot handle that number of
sendmailswithout falling on its face. It is also prudent to run sendmail in queued mode
(-ODeliveryMode=queued ) and to run the daemon (sendmail -bd ) separate from the queue-runs (sendmail

-q15m ). If you still want real-time delivery you can run the queue at a much lower interval, such as-q1m , but be sure
to specify a reasonableMaxDaemonChildren option forthat sendmail to prevent cascade failures.

Syslogdcan be attacked directly and it is strongly recommended thatyou use the-s option whenever possible, and
the-a option otherwise.

You should also be fairly careful with connect-back services such asTCP Wrapper ’s reverse-identd, which can be
attacked directly. You generally do not want to use the reverse-ident feature ofTCP Wrapper for this reason.

It is a very good idea to protect internal services from external access by firewalling them off at your border routers.
The idea here is to prevent saturation attacks from outside your LAN, not so much to protect internal services from
network-basedroot compromise. Always configure an exclusive firewall, i.e.,Efirewall everythingexceptports A,
B, C, D, and M-ZF. This way you can firewall off all of your low ports except for certain specific services such as
named(if you are primary for a zone),ntalkd , sendmail, and other Internet-accessible services. If you try to
configure the firewall the other way�as an inclusive or permissive firewall, there is a good chancethat you will
forget toEcloseF a couple of services, or that you will add a new internal service and forget to update the firewall.
You can still open up the high-numbered port range on the firewall, to allow permissive-like operation, without
compromising your low ports. Also take note that FreeBSD allows you to control the range of port numbers used for
dynamic binding, via the variousnet.inet.ip.portrange sysctl ’s (sysctl -a | fgrep portrange ),
which can also ease the complexity of your firewall’s configuration. For example, you might use a normal first/last
range of 4000 to 5000, and a hiport range of 49152 to 65535, then block off everything under 4000 in your firewall
(except for certain specific Internet-accessible ports, ofcourse).

Another common DoS attack is called a springboard attack�to attack a server in a manner that causes the server to
generate responses which overloads the server, the local network, or some other machine. The most common attack
of this nature is theICMP ping broadcast attack. The attacker spoofs ping packets sent to your LAN’s broadcast
address with the source IP address set to the actual machine they wish to attack. If your border routers are not
configured to stomp on ping’s to broadcast addresses, your LAN winds up generating sufficient responses to the
spoofed source address to saturate the victim, especially when the attacker uses the same trick on several dozen
broadcast addresses over several dozen different networksat once. Broadcast attacks of over a hundred and twenty
megabits have been measured. A second common springboard attack is against the ICMP error reporting system. By
constructing packets that generate ICMP error responses, an attacker can saturate a server’s incoming network and
cause the server to saturate its outgoing network with ICMP responses. This type of attack can also crash the server
by running it out of mbuf’s, especially if the server cannot drain the ICMP responses it generates fast enough.
FreeBSD 4.X kernels have a kernel compile option calledICMP_BANDLIMwhich limits the effectiveness of these
sorts of attacks. Later kernels use thesysctlvariablenet.inet.icmp.icmplim . The last major class of
springboard attacks is related to certain internalinetd services such as the udp echo service. An attacker simply
spoofs a UDP packet with the source address being server A’s echo port, and the destination address being server B’s
echo port, where server A and B are both on your LAN. The two servers then bounce this one packet back and forth
between each other. The attacker can overload both servers and their LANs simply by injecting a few packets in this
manner. Similar problems exist with the internalchargenport. A competent sysadmin will turn off all of these
inetd-internal test services.

Spoofed packet attacks may also be used to overload the kernel route cache. Refer to thenet.inet.ip.rtexpire ,
rtminexpire , andrtmaxcache sysctl parameters. A spoofed packet attack that uses a random source IP will
cause the kernel to generate a temporary cached route in the route table, viewable withnetstat -rna | fgrep

W3. These routes typically timeout in 1600 seconds or so. If thekernel detects that the cached route table has gotten
too big it will dynamically reduce thertexpire but will never decrease it to less thanrtminexpire . There are two
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problems:

1. The kernel does not react quickly enough when a lightly loaded server is suddenly attacked.

2. Thertminexpire is not low enough for the kernel to survive a sustained attack.

If your servers are connected to the Internet via a T3 or better, it may be prudent to manually override both
rtexpire andrtminexpire via sysctl(8). Never set either parameter to zero (unless you want to crash the
machine). Setting both parameters to 2 seconds should be sufficient to protect the route table from attack.

14.3.9. Access Issues with Kerberos and SSH

There are a few issues with both Kerberos and ssh that need to be addressed if you intend to use them. Kerberos V is
an excellent authentication protocol, but there are bugs inthe kerberizedtelnet andrlogin applications that make
them unsuitable for dealing with binary streams. Also, by default Kerberos does not encrypt a session unless you use
the-x option.sshencrypts everything by default.

ssh works quite well in every respect except that it forwardsencryption keys by default. What this means is that if
you have a secure workstation holding keys that give you access to the rest of the system, and you ssh to an insecure
machine, your keys are usable. The actual keys themselves are not exposed, but ssh installs a forwarding port for the
duration of your login, and if an attacker has brokenroot on the insecure machine he can utilize that port to use
your keys to gain access to any other machine that your keys unlock.

We recommend that you use ssh in combination with Kerberos whenever possible for staff logins.sshcan be
compiled with Kerberos support. This reduces your relianceon potentially exposed ssh keys while at the same time
protecting passwords via Kerberos. ssh keys should only be used for automated tasks from secure machines
(something that Kerberos is unsuited to do). We also recommend that you either turn off key-forwarding in the ssh
configuration, or that you make use of thefrom=IP/DOMAIN option that ssh allows in itsauthorized_keys file to
make the key only usable to entities logging in from specific machines.

14.4. DES, MD5, and Crypt
Parts rewritten and updated by Bill Swingle.

Every user on a UNIX system has a password associated with their account. It seems obvious that these passwords
need to be known only to the user and the actual operating system. In order to keep these passwords secret, they are
encrypted with what is known as aEone-way hashF, that is, they can only be easily encrypted but not decrypted. In
other words, what we told you a moment ago was obvious is not even true: the operating system itself does notreally
know the password. It only knows theencryptedform of the password. The only way to get theEplain-textF
password is by a brute force search of the space of possible passwords.

Unfortunately the only secure way to encrypt passwords whenUNIX came into being was based on DES, the Data
Encryption Standard. This was not such a problem for users resident in the US, but since the source code for DES
could not be exported outside the US, FreeBSD had to find a way to both comply with US law and retain
compatibility with all the other UNIX variants that still used DES.

The solution was to divide up the encryption libraries so that US users could install the DES libraries and use DES
but international users still had an encryption method thatcould be exported abroad. This is how FreeBSD came to
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use MD5 as its default encryption method. MD5 is believed to be more secure than DES, so installing DES is offered
primarily for compatibility reasons.

14.4.1. Recognizing Your Crypt Mechanism

Before FreeBSD 4.4libcrypt.a was a symbolic link pointing to the library which was used forencryption.
FreeBSD 4.4 changedlibcrypt.a to provide a configurable password authentication hash library. Currently the
library supports DES, MD5 and Blowfish hash functions. By default FreeBSD uses MD5 to encrypt passwords.

It is pretty easy to identify which encryption method FreeBSD is set up to use. Examining the encrypted passwords
in the/etc/master.passwd file is one way. Passwords encrypted with the MD5 hash are longer than those
encrypted with the DES hash and also begin with the characters$1$ . Passwords starting with$2a$ are encrypted
with the Blowfish hash function. DES password strings do not have any particular identifying characteristics, but
they are shorter than MD5 passwords, and are coded in a 64-character alphabet which does not include the$

character, so a relatively short string which does not beginwith a dollar sign is very likely a DES password.

The password format used for new passwords is controlled by thepasswd_format login capability in
/etc/login.conf , which takes values ofdes , md5or blf . See the login.conf(5) manual page for more
information about login capabilities.

14.5. One-time Passwords
S/Key is a one-time password scheme based on a one-way hash function. FreeBSD uses the MD4 hash for
compatibility but other systems have used MD5 and DES-MAC. S/Key has been part of the FreeBSD base system
since version 1.1.5 and is also used on a growing number of other operating systems. S/Key is a registered trademark
of Bell Communications Research, Inc.

From version 5.0 of FreeBSD, S/Key has been replaced with thefunctionally equivalent OPIE (One-time Passwords
In Everything). OPIE uses the MD5 hash by default.

There are three different sorts of passwords which we will discuss below. The first is your usual UNIX style or
Kerberos password; we will call this aEUNIX passwordF. The second sort is the one-time password which is
generated by the S/Keykey program or the OPIE opiekey(1) program and accepted by thekeyinit or
opiepasswd(1) programs and the login prompt; we will call this aEone-time passwordF. The final sort of password
is the secret password which you give to thekey /opiekey programs (and sometimes thekeyinit /opiepasswd

programs) which it uses to generate one-time passwords; we will call it a Esecret passwordF or just unqualified
EpasswordF.

The secret password does not have anything to do with your UNIX password; they can be the same but this is not
recommended. S/Key and OPIE secret passwords are not limited to 8 characters like old UNIX passwords1, they can
be as long as you like. Passwords of six or seven word long phrases are fairly common. For the most part, the S/Key
or OPIE system operates completely independently of the UNIX password system.

Besides the password, there are two other pieces of data thatare important to S/Key and OPIE. One is what is known
as theEseedF orEkeyF, consisting of two letters and five digits. The other is what is called theEiteration
countF, a number between 1 and 100. S/Key creates the one-time password by concatenating the seed and the secret
password, then applying the MD4/MD5 hash as many times as specified by the iteration count and turning the result
into six short English words. These six English words are your one-time password. The authentication system
(primarily PAM) keeps track of the last one-time password used, and the user is authenticated if the hash of the
user-provided password is equal to the previous password. Because a one-way hash is used it is impossible to
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generate future one-time passwords if a successfully used password is captured; the iteration count is decremented
after each successful login to keep the user and the login program in sync. When the iteration count gets down to 1,
S/Key and OPIE must be reinitialized.

There are three programs involved in each system which we will discuss below. Thekey andopiekey programs
accept an iteration count, a seed, and a secret password, andgenerate a one-time password or a consecutive list of
one-time passwords. Thekeyinit andopiepasswd programs are used to initialize S/Key and OPIE respectively,
and to change passwords, iteration counts, or seeds; they take either a secret passphrase, or an iteration count, seed,
and one-time password. Thekeyinfo andopieinfo programs examine the relevant credentials files
(/etc/skeykeys or /etc/opiekeys ) and print out the invoking user’s current iteration count and seed.

There are four different sorts of operations we will cover. The first is usingkeyinit or opiepasswd over a secure
connection to set up one-time-passwords for the first time, or to change your password or seed. The second operation
is usingkeyinit or opiepasswd over an insecure connection, in conjunction withkey or opiekey over a secure
connection, to do the same. The third is usingkey /opiekey to log in over an insecure connection. The fourth is
usingkey or opiekey to generate a number of keys which can be written down or printed out to carry with you
when going to some location without secure connections to anywhere.

14.5.1. Secure Connection Initialization

To initialize S/Key for the first time, change your password,or change your seed while logged in over a secure
connection (e.g. on the console of a machine or viassh), use thekeyinit command without any parameters while
logged in as yourself:

% keyinit

Adding unfurl:
Reminder - Only use this method if you are directly connected .
If you are using telnet or rlogin exit with no password and use keyinit -s.
Enter secret password:
Again secret password:

ID unfurl s/key is 99 to17757
DEFY CLUB PRO NASH LACE SOFT

For OPIE,opiepasswd is used instead:

% opiepasswd -c

[grimreaper] ~ $ opiepasswd -f -c
Adding unfurl:
Only use this method from the console; NEVER from remote. If y ou are using
telnet, xterm, or a dial-in, type ^C now or exit with no passwo rd.
Then run opiepasswd without the -c parameter.
Using MD5 to compute responses.
Enter new secret pass phrase:
Again new secret pass phrase:
ID unfurl OTP key is 499 to4268
MOS MALL GOAT ARM AVID COED

At theEnter new secret pass phrase: or Enter secret password: prompts, you should enter a password
or phrase. Remember, this is not the password that you will use to login with, this is used to generate your one-time
login keys. TheEIDF line gives the parameters of your particular instance: yourlogin name, the iteration count,
and seed. When logging in the system will remember these parameters and present them back to you so you do not
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have to remember them. The last line gives the particular one-time password which corresponds to those parameters
and your secret password; if you were to re-login immediately, this one-time password is the one you would use.

14.5.2. Insecure Connection Initialization

To initialize or change your secret password over an insecure connection, you will need to already have a secure
connection to some place where you can runkey or opiekey ; this might be in the form of a desk accessory on a
Macintosh, or a shell prompt on a machine you trust. You will also need to make up an iteration count (100 is
probably a good value), and you may make up your own seed or usea randomly-generated one. Over on the insecure
connection (to the machine you are initializing), use thekeyinit -s command:

% keyinit -s

Updating unfurl:
Old key: to17758
Reminder you need the 6 English words from the key command.
Enter sequence count from 1 to 9999: 100

Enter new key [default to17759]:
s/key 100 to 17759
s/key access password:
s/key access password: CURE MIKE BANE HIM RACY GORE

For OPIE, you need to useopiepasswd :

% opiepasswd

Updating unfurl:
You need the response from an OTP generator.
Old secret pass phrase:

otp-md5 498 to4268 ext
Response: GAME GAG WELT OUT DOWN CHAT

New secret pass phrase:
otp-md5 499 to4269
Response: LINE PAP MILK NELL BUOY TROY

ID mark OTP key is 499 gr4269
LINE PAP MILK NELL BUOY TROY

To accept the default seed (which thekeyinit program confusingly calls akey ), pressReturn. Then before
entering an access password, move over to your secure connection or S/Key desk accessory, and give it the same
parameters:

% key 100 to17759

Reminder - Do not use this program while logged in via telnet o r rlogin.
Enter secret password: <secret password>

CURE MIKE BANE HIM RACY GORE

Or for OPIE:

% opiekey 498 to4268

Using the MD5 algorithm to compute response.
Reminder: Don’t use opiekey from telnet or dial-in sessions .
Enter secret pass phrase:
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GAME GAG WELT OUT DOWN CHAT

Now switch back over to the insecure connection, and copy theone-time password generated over to the relevant
program.

14.5.3. Generating a Single One-time Password

Once you have initialized S/Key or OPIE, when you login you will be presented with a prompt like this:

% telnet example.com

Trying 10.0.0.1...
Connected to example.com
Escape character is ’^]’.

FreeBSD/i386 (example.com) (ttypa)

login: <username>

s/key 97 fw13894
Password:

Or for OPIE:

% telnet example.com

Trying 10.0.0.1...
Connected to example.com
Escape character is ’^]’.

FreeBSD/i386 (example.com) (ttypa)

login: <username>

otp-md5 498 gr4269 ext
Password:

As a side note, the S/Key and OPIE prompts have a useful feature (not shown here): if you pressReturn at the
password prompt, the prompter will turn echo on, so you can see what you are typing. This can be extremely useful
if you are attempting to type in a password by hand, such as from a printout.

At this point you need to generate your one-time password to answer this login prompt. This must be done on a
trusted system that you can runkey or opiekey on. (There are versions of these for DOS, Windows and Mac OS as
well.) They need both the iteration count and the seed as command line options. You can cut-and-paste these right
from the login prompt on the machine that you are logging in to.

On the trusted system:

% key 97 fw13894

Reminder - Do not use this program while logged in via telnet o r rlogin.
Enter secret password:
WELD LIP ACTS ENDS ME HAAG

For OPIE:

% opiekey 498 to4268

Using the MD5 algorithm to compute response.
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Reminder: Don’t use opiekey from telnet or dial-in sessions .
Enter secret pass phrase:
GAME GAG WELT OUT DOWN CHAT

Now that you have your one-time password you can continue logging in:

login: <username>

s/key 97 fw13894
Password: <return to enable echo>

s/key 97 fw13894
Password [echo on]: WELD LIP ACTS ENDS ME HAAG
Last login: Tue Mar 21 11:56:41 from 10.0.0.2 ...

14.5.4. Generating Multiple One-time Passwords

Sometimes you have to go places where you do not have access toa trusted machine or secure connection. In this
case, it is possible to use thekey andopiekey commands to generate a number of one-time passwords beforehand
to be printed out and taken with you. For example:

% key -n 5 30 zz99999

Reminder - Do not use this program while logged in via telnet o r rlogin.
Enter secret password: <secret password>

26: SODA RUDE LEA LIND BUDD SILT
27: JILT SPY DUTY GLOW COWL ROT
28: THEM OW COLA RUNT BONG SCOT
29: COT MASH BARR BRIM NAN FLAG
30: CAN KNEE CAST NAME FOLK BILK

Or for OPIE:

% opiekey -n 5 30 zz99999

Using the MD5 algorithm to compute response.
Reminder: Don’t use opiekey from telnet or dial-in sessions .
Enter secret pass phrase: <secret password>

26: JOAN BORE FOSS DES NAY QUIT
27: LATE BIAS SLAY FOLK MUCH TRIG
28: SALT TIN ANTI LOON NEAL USE
29: RIO ODIN GO BYE FURY TIC
30: GREW JIVE SAN GIRD BOIL PHI

The-n 5 requests five keys in sequence, the30 specifies what the last iteration number should be. Note thatthese
are printed out inreverseorder of eventual use. If you are really paranoid, you might want to write the results down
by hand; otherwise you can cut-and-paste intolpr . Note that each line shows both the iteration count and the
one-time password; you may still find it handy to scratch off passwords as you use them.

14.5.5. Restricting Use of UNIX® Passwords

S/Key can place restrictions on the use of UNIX passwords based on the host name, user name, terminal port, or IP
address of a login session. These restrictions can be found in the configuration file/etc/skey.access . The
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skey.access(5) manual page has more information on the complete format of the file and also details some security
cautions to be aware of before depending on this file for security.

If there is no/etc/skey.access file (this is the default on FreeBSD 4.X systems), then all users will be allowed to
use UNIX passwords. If the file exists, however, then all users will be required to use S/Key unless explicitly
permitted to do otherwise by configuration statements in theskey.access file. In all cases, UNIX passwords are
permitted on the console.

Here is a sampleskey.access configuration file which illustrates the three most common sorts of configuration
statements:

permit internet 192.168.0.0 255.255.0.0
permit user fnord
permit port ttyd0

The first line (permit internet ) allows users whose IP source address (which is vulnerable to spoofing) matches
the specified value and mask, to use UNIX passwords. This should not be considered a security mechanism, but
rather, a means to remind authorized users that they are using an insecure network and need to use S/Key for
authentication.

The second line (permit user ) allows the specified username, in this casefnord , to use UNIX passwords at any
time. Generally speaking, this should only be used for people who are either unable to use thekey program, like
those with dumb terminals, or those who are ineducable.

The third line (permit port ) allows all users logging in on the specified terminal line touse UNIX passwords; this
would be used for dial-ups.

OPIE can restrict the use of UNIX passwords based on the IP address of a login session just like S/Key does. The
relevant file is/etc/opieaccess , which is present by default on FreeBSD 5.0 and newer systems. Please check
opieaccess(5) for more information on this file and which security considerations you should be aware of when using
it.

Here is a sampleopieaccess file:

permit 192.168.0.0 255.255.0.0

This line allows users whose IP source address (which is vulnerable to spoofing) matches the specified value and
mask, to use UNIX passwords at any time.

If no rules inopieaccess are matched, the default is to deny non-OPIE logins.

14.6. TCP Wrappers
Written by: Tom Rhodes.

NÍ!inetd(8)Ýß¿{KºWÄTCP Wrappers9Í���¬�Kß���¡�¸3ç­�(îÝ?à3
ø��9óÝßKº�§j�¼1�ç­�4Q�§j�àH&ðÂ½�¬¬&0��»A�uÆÕ/F

×ðZC�=a¼Ùï��vÝ��TCP8�Q�|�Õ9F��bÍ�?9¯��3|ìða/�&Æ
Þµ�+ÛTCP WrappersèºÝ���|C×°@jºàÝ»��

TCP Wrappers�|¯inetd XÑ§ÝNÍserver daemon�Kº3TCP WrappersÝßé�ì�DÄTCP
Wrappers9Ë]P�|Yî=aS�(logging)�/F×ðZC�=a¼Ùï��|¯daemon©#å/I=
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14.6.1. Initial Configuration

u�3FreeBSD�¸àTCP WrappersÝ��©�@�inetd 3@�`�b3/etc/rc.conf �î-WwÝ¢ó

Ç��9Í'�3�Ùï'µbÝ�	Q�m�Ê	Ñ;/etc/hosts.allow '�j�¬syslogd(8))º3
�Ùlogj/�S�8n£]ì¼�

¥¥¥: FreeBSDÝTCP Wrappers@®]P�Í�®¼�ÙîÝTCP Wrappers�H×ø�êGFreeBSD�B¾a
�à/etc/hosts.deny ��×�;à/etc/hosts.allow �

t��Ý'�]PÎ�NÍEdaemonÝ=aKã/etc/hosts.allow ¼X�ÎÍ.&T`��The default
configuration in FreeBSD is to allow a connection to every daemon started withinetd . Changing this will be
discussed only after the basic configuration is covered.

Basic configuration usually takes the form ofdaemon : address : action . Wheredaemon is the daemon name
which inetd started. Theaddress can be a valid hostname, an IP address or an IPv6 address enclosed in brackets
([ ]). The action field can be either allow or deny to grant or deny access appropriately. Keep in mind that
configuration works off a first rule match semantic, meaning that the configuration file is scanned in ascending order
for a matching rule. When a match is found the rule is applied and the search process will halt.

Several other options exist but they will be explained in a later section. A simple configuration line may easily be
constructed from that information alone. For example, to allow POP3 connections via themail/qpopper daemon,
the following lines should be appended tohosts.allow :

# This line is required for POP3 connections:
qpopper : ALL : allow

�îî«9��¡�Ä6¥±@�inetd �¥±@�Ý]P�|àkill(1) ¼��TÆ9/etc/rc.d/inetd

restart:¼�W�

14.6.2. Advanced Configuration

TCP Wrappers has advanced options too; they will allow for more control over the way connections are handled. In
some cases it may be a good idea to return a comment to certain hosts or daemon connections. In other cases, perhaps
a log file should be recorded or an email sent to the administrator. Other situations may require the use of a service
for local connections only. This is all possible through theuse of configuration options known aswildcards ,
expansion characters and external command execution. The next two sections are written to cover these situations.
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14.6.2.1. External Commands

Suppose that a situation occurs where a connection should bedenied yet a reason should be sent to the individual
who attempted to establish that connection. How could it be done? That action can be made possible by using the
twist option. When a connection attempt is made,twist will be called to execute a shell command or script. An
example already exists in thehosts.allow file:

# The rest of the daemons are protected.
ALL : ALL \

: severity auth.info \
: twist /bin/echo "You are not welcome to use %d from %h."

This example shows that the message,EYou are not allowed to usedaemon from hostname .F will be returned for
any daemon not previously configured in the access file. This is extremely useful for sending a reply back to the
connection initiator right after the established connection is dropped. Note that any message returnedmustbe
wrapped in quote" characters; there are no exceptions to this rule.

ÊÊÊ×××It may be possible to launch a denial of service attack on the server if an attacker, or group of attackers
could flood these daemons with connection requests.

Another possibility is to use thespawn option in these cases. Liketwist , thespawn implicitly denies the
connection and may be used to run external shell commands or scripts. Unliketwist , spawn will not send a reply
back to the individual who established the connection. For an example, consider the following configuration line:

# We do not allow connections from example.com:
ALL : .example.com \

: spawn (/bin/echo %a from %h attempted to access %d >> \
/var/log/connections.log) \

: deny

This will deny all connection attempts from the* .example.com domain; simultaneously logging the hostname, IP
address and the daemon which they attempted to access in the/var/log/connections.log file.

Aside from the already explained substitution characters above, e.g. %a, a few others exist. See the hosts_access(5)
manual page for the complete list.

14.6.2.2. Wildcard Options

Thus far theALL example has been used continuously throughout the examples. Other options exist which could
extend the functionality a bit further. For instance,ALL may be used to match every instance of either a daemon,
domain or an IP address. Another wildcard available isPARANOIDwhich may be used to match any host which
provides an IP address that may be forged. In other words,paranoid may be used to define an action to be taken
whenever a connection is made from an IP address that differsfrom its hostname. The following example may shed
some more light on this discussion:

# Block possibly spoofed requests to sendmail:
sendmail : PARANOID : deny

In that example all connection requests tosendmail which have an IP address that varies from its hostname will be
denied.
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¥¥¥���Using the PARANOIDmay severely cripple servers if the client or server has a broken DNS setup.
Administrator discretion is advised.

To learn more about wildcards and their associated functionality, see the hosts_access(5) manual page.

Before any of the specific configuration lines above will work, the first configuration line should be commented out
in hosts.allow . This was noted at the beginning of this section.

14.7. KerberosIV
Contributed by Mark Murray. Based on a contribution by Mark Dapoz.

Kerberos is a network add-on system/protocol that allows users to authenticate themselves through the services of a
secure server. Services such as remote login, remote copy, secure inter-system file copying and other high-risk tasks
are made considerably safer and more controllable.

The following instructions can be used as a guide on how to setup Kerberos as distributed for FreeBSD. However,
you should refer to the relevant manual pages for a complete description.

14.7.1. Installing KerberosIV

Kerberos is an optional component of FreeBSD. The easiest way to install this software is by selecting thekrb4 or
krb5 distribution insysinstallduring the initial installation of FreeBSD. This will install theEeBonesF
(KerberosIV) orEHeimdalF (Kerberos5) implementation of Kerberos. These implementations are included
because they are developed outside the USA/Canada and were thus available to system owners outside those
countries during the era of restrictive export controls on cryptographic code from the USA.

Alternatively, the MIT implementation of Kerberos is available from the Ports Collection assecurity/krb5 .

14.7.2. Creating the Initial Database

This is done on the Kerberos server only. First make sure thatyou do not have any old Kerberos databases around.
You should change to the directory/etc/kerberosIV and check that only the following files are present:

# cd /etc/kerberosIV

# ls

README krb.conf krb.realms

If any additional files (such asprincipal. * or master_key ) exist, then use thekdb_destroy command to
destroy the old Kerberos database, or if Kerberos is not running, simply delete the extra files.

You should now edit thekrb.conf andkrb.realms files to define your Kerberos realm. In this case the realm will
beEXAMPLE.COMand the server isgrunt.example.com . We edit or create thekrb.conf file:

# cat krb.conf

EXAMPLE.COM
EXAMPLE.COM grunt.example.com admin server
CS.BERKELEY.EDU okeeffe.berkeley.edu
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ATHENA.MIT.EDU kerberos.mit.edu
ATHENA.MIT.EDU kerberos-1.mit.edu
ATHENA.MIT.EDU kerberos-2.mit.edu
ATHENA.MIT.EDU kerberos-3.mit.edu
LCS.MIT.EDU kerberos.lcs.mit.edu
TELECOM.MIT.EDU bitsy.mit.edu
ARC.NASA.GOV trident.arc.nasa.gov

In this case, the other realms do not need to be there. They arehere as an example of how a machine may be made
aware of multiple realms. You may wish to not include them forsimplicity.

The first line names the realm in which this system works. The other lines contain realm/host entries. The first item
on a line is a realm, and the second is a host in that realm that is acting as aEkey distribution centerF. The words
admin server following a host’s name means that host also provides an administrative database server. For further
explanation of these terms, please consult the Kerberos manual pages.

Now we have to addgrunt.example.com to theEXAMPLE.COMrealm and also add an entry to put all hosts in the
.example.com domain in theEXAMPLE.COMrealm. Thekrb.realms file would be updated as follows:

# cat krb.realms

grunt.example.com EXAMPLE.COM
.example.com EXAMPLE.COM
.berkeley.edu CS.BERKELEY.EDU
.MIT.EDU ATHENA.MIT.EDU
.mit.edu ATHENA.MIT.EDU

Again, the other realms do not need to be there. They are here as an example of how a machine may be made aware
of multiple realms. You may wish to remove them to simplify things.

The first line puts thespecificsystem into the named realm. The rest of the lines show how to default systems of a
particular subdomain to a named realm.

Now we are ready to create the database. This only needs to runon the Kerberos server (or Key Distribution Center).
Issue thekdb_init command to do this:

# kdb_init

Realm name [default ATHENA.MIT.EDU ]: EXAMPLE.COM

You will be prompted for the database Master Password.
It is important that you NOT FORGET this password.

Enter Kerberos master key:

Now we have to save the key so that servers on the local machinecan pick it up. Use thekstash command to do this:

# kstash

Enter Kerberos master key:

Current Kerberos master key version is 1.

Master key entered. BEWARE!

This saves the encrypted master password in/etc/kerberosIV/master_key .
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14.7.3. Making It All Run

Two principals need to be added to the database foreachsystem that will be secured with Kerberos. Their names are
kpasswd andrcmd . These two principals are made for each system, with the instance being the name of the
individual system.

These daemons,kpasswdandrcmd allow other systems to change Kerberos passwords and run commands like
rcp(1), rlogin(1) and rsh(1).

Now let us add these entries:

# kdb_edit

Opening database...

Enter Kerberos master key:

Current Kerberos master key version is 1.

Master key entered. BEWARE!
Previous or default values are in [brackets] ,
enter return to leave the same, or new value.

Principal name: passwd

Instance: grunt

<Not found>, Create [y] ? y

Principal: passwd, Instance: grunt, kdc_key_ver: 1
New Password: <---- enter RANDOM here
Verifying password

New Password: <---- enter RANDOM here

Random password [y] ? y

Principal’s new key version = 1
Expiration date (enter yyyy-mm-dd) [ 2000-01-01 ] ?

Max ticket lifetime ( * 5 minutes) [ 255 ] ?

Attributes [ 0 ] ?

Edit O.K.
Principal name: rcmd

Instance: grunt

<Not found>, Create [y] ?

Principal: rcmd, Instance: grunt, kdc_key_ver: 1
New Password: <---- enter RANDOM here
Verifying password

New Password: <---- enter RANDOM here

Random password [y] ?

Principal’s new key version = 1
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Expiration date (enter yyyy-mm-dd) [ 2000-01-01 ] ?

Max ticket lifetime ( * 5 minutes) [ 255 ] ?

Attributes [ 0 ] ?

Edit O.K.
Principal name: <---- null entry here will cause an exit

14.7.4. Creating the Server File

We now have to extract all the instances which define the services on each machine. For this we use theext_srvtab

command. This will create a file which must be copied or movedby secure meansto each Kerberos client’s
/etc/kerberosIV directory. This file must be present on each server and client, and is crucial to the operation of
Kerberos.

# ext_srvtab grunt

Enter Kerberos master key:

Current Kerberos master key version is 1.

Master key entered. BEWARE!
Generating ’grunt-new-srvtab’....

Now, this command only generates a temporary file which must be renamed tosrvtab so that all the servers can
pick it up. Use the mv(1) command to move it into place on the original system:

# mv grunt-new-srvtab srvtab

If the file is for a client system, and the network is not deemedsafe, then copy theclient-new-srvtab to
removable media and transport it by secure physical means. Be sure to rename it tosrvtab in the client’s
/etc/kerberosIV directory, and make sure it is mode 600:

# mv grumble-new-srvtab srvtab

# chmod 600 srvtab

14.7.5. Populating the Database

We now have to add some user entries into the database. First let us create an entry for the userjane . Use the
kdb_edit command to do this:

# kdb_edit

Opening database...

Enter Kerberos master key:

Current Kerberos master key version is 1.

Master key entered. BEWARE!
Previous or default values are in [brackets] ,
enter return to leave the same, or new value.

Principal name: jane
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Instance:

<Not found>, Create [y] ? y

Principal: jane, Instance: , kdc_key_ver: 1
New Password: <---- enter a secure password here
Verifying password

New Password: <---- re-enter the password here
Principal’s new key version = 1
Expiration date (enter yyyy-mm-dd) [ 2000-01-01 ] ?

Max ticket lifetime ( * 5 minutes) [ 255 ] ?

Attributes [ 0 ] ?

Edit O.K.
Principal name: <---- null entry here will cause an exit

14.7.6. Testing It All Out

First we have to start the Kerberos daemons. Note that if you have correctly edited your/etc/rc.conf then this
will happen automatically when you reboot. This is only necessary on the Kerberos server. Kerberos clients will
automatically get what they need from the/etc/kerberosIV directory.

# kerberos &

Kerberos server starting
Sleep forever on error
Log file is /var/log/kerberos.log
Current Kerberos master key version is 1.

Master key entered. BEWARE!

Current Kerberos master key version is 1
Local realm: EXAMPLE.COM
# kadmind -n &

KADM Server KADM0.0A initializing
Please do not use ’kill -9’ to kill this job, use a
regular kill instead

Current Kerberos master key version is 1.

Master key entered. BEWARE!

Now we can try using thekinit command to get a ticket for the IDjane that we created above:

% kinit jane

MIT Project Athena (grunt.example.com)
Kerberos Initialization for "jane"
Password:

Try listing the tokens usingklist to see if we really have them:

% klist

Ticket file: /tmp/tkt245
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Principal: jane@EXAMPLE.COM

Issued Expires Principal
Apr 30 11:23:22 Apr 30 19:23:22 krbtgt.EXAMPLE.COM@EXAMPL E.COM

Now try changing the password using passwd(1) to check if thekpasswddaemon can get authorization to the
Kerberos database:

% passwd

realm EXAMPLE.COM
Old password for jane:

New Password for jane:

Verifying password
New Password for jane:

Password changed.

14.7.7. Adding su Privileges

Kerberos allows us to giveeachuser who needsroot privileges their ownseparatesu(1) password. We could now
add an ID which is authorized to su(1) toroot . This is controlled by having an instance ofroot associated with a
principal. Usingkdb_edit we can create the entryjane.root in the Kerberos database:

# kdb_edit

Opening database...

Enter Kerberos master key:

Current Kerberos master key version is 1.

Master key entered. BEWARE!
Previous or default values are in [brackets] ,
enter return to leave the same, or new value.

Principal name: jane

Instance: root

<Not found>, Create [y] ? y

Principal: jane, Instance: root, kdc_key_ver: 1
New Password: <---- enter a SECURE password here
Verifying password

New Password: <---- re-enter the password here

Principal’s new key version = 1
Expiration date (enter yyyy-mm-dd) [ 2000-01-01 ] ?

Max ticket lifetime ( * 5 minutes) [ 255 ] ? 12 <--- Keep this short!
Attributes [ 0 ] ?

Edit O.K.
Principal name: <---- null entry here will cause an exit
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Now try getting tokens for it to make sure it works:

# kinit jane.root

MIT Project Athena (grunt.example.com)
Kerberos Initialization for "jane.root"
Password:

Now we need to add the user toroot ’s .klogin file:

# cat /root/.klogin

jane.root@EXAMPLE.COM

Now try doing the su(1):

% su

Password:

and take a look at what tokens we have:

# klist

Ticket file: /tmp/tkt_root_245
Principal: jane.root@EXAMPLE.COM

Issued Expires Principal
May 2 20:43:12 May 3 04:43:12 krbtgt.EXAMPLE.COM@EXAMPLE. COM

14.7.8. Using Other Commands

In an earlier example, we created a principal calledjane with an instanceroot . This was based on a user with the
same name as the principal, and this is a Kerberos default; that a<principal>.<instance> of the form
<username>.root will allow that <username> to su(1) toroot if the necessary entries are in the.klogin file in
root ’s home directory:

# cat /root/.klogin

jane.root@EXAMPLE.COM

Likewise, if a user has in their own home directory lines of the form:

% cat ~/.klogin

jane@EXAMPLE.COM
jack@EXAMPLE.COM

This allows anyone in theEXAMPLE.COMrealm who has authenticated themselves asjane or jack (via kinit , see
above) to access tojane ’s account or files on this system (grunt ) via rlogin(1), rsh(1) or rcp(1).

For example,jane now logs into another system using Kerberos:

% kinit

MIT Project Athena (grunt.example.com)
Password:

% rlogin grunt

Last login: Mon May 1 21:14:47 from grumble
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994
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The Regents of the University of California. All rights rese rved.

FreeBSD BUILT-19950429 (GR386) #0: Sat Apr 29 17:50:09 SAT 1 995

Or jack logs intojane ’s account on the same machine (jane having set up the.klogin file as above, and the
person in charge of Kerberos having set up principaljack with a null instance):

% kinit

% rlogin grunt -l jane

MIT Project Athena (grunt.example.com)
Password:

Last login: Mon May 1 21:16:55 from grumble
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994

The Regents of the University of California. All rights rese rved.
FreeBSD BUILT-19950429 (GR386) #0: Sat Apr 29 17:50:09 SAT 1 995

14.8. Kerberos5
Contributed by Tillman Hodgson. Based on a contribution by Mark Murray.

Every FreeBSD release beyond FreeBSD-5.1 includes supportonly for Kerberos5. HenceKerberos5 is the only
version included, and its configuration is similar in many aspects to that ofKerberosIV . The following information
only applies toKerberos5 in post FreeBSD-5.0 releases. Users who wish to use theKerberosIV package may
install thesecurity/krb4 port.

Kerberos is a network add-on system/protocol that allows users to authenticate themselves through the services of a
secure server. Services such as remote login, remote copy, secure inter-system file copying and other high-risk tasks
are made considerably safer and more controllable.

Kerberos can be described as an identity-verifying proxy system. It can also be described as a trusted third-party
authentication system.Kerberos provides only one function�the secure authentication of users on the network. It
does not provide authorization functions (what users are allowed to do) or auditing functions (what those users did).
After a client and server have usedKerberos to prove their identity, they can also encrypt all of their
communications to assure privacy and data integrity as theygo about their business.

Therefore it is highly recommended thatKerberos be used with other security methods which provide authorization
and audit services.

The following instructions can be used as a guide on how to setupKerberos as distributed for FreeBSD. However,
you should refer to the relevant manual pages for a complete description.

For purposes of demonstrating aKerberos installation, the various name spaces will be handled as follows:

� The DNS domain (EzoneF) will be example.org.

� TheKerberos realm will be EXAMPLE.ORG.

¥¥¥: Please use real domain names when setting up Kerberos even if you intend to run it internally. This avoids
DNS problems and assures inter-operation with other Kerberos realms.
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14.8.1. History

Kerberos was created by MIT as a solution to network security problems. TheKerberos protocol uses strong
cryptography so that a client can prove its identity to a server (and vice versa) across an insecure network connection.

Kerberos is both the name of a network authentication protocol and an adjective to describe programs that
implement the program (Kerberos telnet, for example). The current version of the protocol isversion 5, described in
RFC 1510.

Several free implementations of this protocol are available, covering a wide range of operating systems. The
Massachusetts Institute of Technology (MIT), whereKerberos was originally developed, continues to develop their
Kerberos package. It is commonly used in the US as a cryptography product, as such it has historically been affected
by US export regulations. The MITKerberos is available as a port (security/krb5 ). HeimdalKerberos is another
version 5 implementation, and was explicitly developed outside of the US to avoid export regulations (and is thus
often included in non-commercial UNIX variants). The Heimdal Kerberos distribution is available as a port
(security/heimdal ), and a minimal installation of it is included in the base FreeBSD install.

In order to reach the widest audience, these instructions assume the use of the Heimdal distribution included in
FreeBSD.

14.8.2. Setting up a Heimdal KDC

The Key Distribution Center (KDC) is the centralized authentication service thatKerberos provides�it is the
computer that issuesKerberos tickets. The KDC is consideredEtrustedF by all other computers in theKerberos
realm, and thus has heightened security concerns.

Note that while running theKerberos server requires very few computing resources, a dedicated machine acting
only as a KDC is recommended for security reasons.

To begin setting up a KDC, ensure that your/etc/rc.conf file contains the correct settings to act as a KDC (you
may need to adjust paths to reflect your own system):

kerberos5_server_enable="YES"
kadmind5_server_enable="YES"
kerberos_stash="YES"

¥¥¥: The kerberos_stash is only available in FreeBSD 4.X.

Next we will set up yourKerberos config file,/etc/krb5.conf :

[libdefaults]
default_realm = EXAMPLE.ORG

[realms]
EXAMPLE.ORG = {

kdc = kerberos.example.org
admin_server = kerberos.example.org

}
[domain_realm]

.example.org = EXAMPLE.ORG
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Note that this/etc/krb5.conf file implies that your KDC will have the fully-qualified hostname of
kerberos.example.org . You will need to add a CNAME (alias) entry to your zone file to accomplish this if your
KDC has a different hostname.

¥¥¥: For large networks with a properly configured BIND DNS server, the above example could be trimmed to:

[libdefaults]
default_realm = EXAMPLE.ORG

With the following lines being appended to the example.org zonefile:

_kerberos._udp IN SRV 01 00 88 kerberos.example.org.
_kerberos._tcp IN SRV 01 00 88 kerberos.example.org.
_kpasswd._udp IN SRV 01 00 464 kerberos.example.org.
_kerberos-adm._tcp IN SRV 01 00 749 kerberos.example.org.
_kerberos IN TXT EXAMPLE.ORG

¥¥¥: For clients to be able to find the Kerberos services, you must have either a fully configured /etc/krb5.conf

or a miminally configured /etc/krb5.conf and a properly configured DNS server.

Next we will create theKerberos database. This database contains the keys of all principalsencrypted with a master
password. You are not required to remember this password, itwill be stored in a file (/var/heimdal/m-key ). To
create the master key, runkstash and enter a password.

Once the master key has been created, you can initialize the database using thekadmin program with the-l option
(standing forElocalF). This option instructskadmin to modify the database files directly rather than going through
thekadmind network service. This handles the chicken-and-egg problemof trying to connect to the database before
it is created. Once you have thekadmin prompt, use theinit command to create your realms initial database.

Lastly, while still inkadmin , create your first principal using theadd command. Stick to the defaults options for the
principal for now, you can always change them later with themodify command. Note that you can use the?

command at any prompt to see the available options.

A sample database creation session is shown below:

# kstash

Master key: xxxxxxxx

Verifying password - Master key: xxxxxxxx

# kadmin -l

kadmin> init EXAMPLE.ORG

Realm max ticket life [unlimited]:
kadmin> add tillman

Max ticket life [unlimited]:
Max renewable life [unlimited]:
Attributes []:
Password: xxxxxxxx

Verifying password - Password: xxxxxxxx
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Now it is time to start up the KDC services. Run/etc/rc.d/kerberos start and/etc/rc.d/kadmind

start to bring up the services. Note that you will not have any kerberized daemons running at this point but you
should be able to confirm the that the KDC is functioning by obtaining and listing a ticket for the principal (user) that
you just created from the command-line of the KDC itself:

% k5init tillman

tillman@EXAMPLE.ORG’s Password:

% k5list

Credentials cache: FILE: /tmp/krb5cc_500

Principal: tillman@EXAMPLE.ORG

Issued Expires Principal
Aug 27 15:37:58 Aug 28 01:37:58 krbtgt/EXAMPLE.ORG@EXAMPL E.ORG

14.8.3. Kerberos enabling a server with Heimdal services

First, we need a copy of theKerberos configuration file,/etc/krb5.conf . To do so, simply copy it over to the
client computer from the KDC in a secure fashion (using network utilities, such as scp(1), or physically via a floppy
disk).

Next you need a/etc/krb5.keytab file. This is the major difference between a server providingKerberos
enabled daemons and a workstation�the server must have akeytab file. This file contains the servers host key,
which allows it and the KDC to verify each others identity. Itmust be transmitted to the server in a secure fashion, as
the security of the server can be broken if the key is made public. This explicitly means that transferring it via a clear
text channel, such as FTP, is a very bad idea.

Typically, you transfer to thekeytab to the server using thekadmin program. This is handy because you also need
to create the host principal (the KDC end of thekrb5.keytab ) usingkadmin .

Note that you must have already obtained a ticket and that this ticket must be allowed to use thekadmin interface in
thekadmind.acl . See the section titledERemote administrationF in the Heimdal info pages (info heimdal )
for details on designing access control lists. If you do not want to enable remotekadmin access, you can simply
securely connect to the KDC (via local console, ssh(1) orKerberos telnet(1)) and perform administration locally
usingkadmin -l .

After installing the/etc/krb5.conf file, you can usekadmin from theKerberos server. Theadd

--random-key command will let you add the servers host principal, and theext command will allow you to extract
the servers host principal to its own keytab. For example:

# kadmin

kadmin> add --random-key host/myserver.example.org

Max ticket life [unlimited]:
Max renewable life [unlimited]:
Attributes []:
kadmin> ext host/myserver.example.org

kadmin> exit

Note that theext command (short forEextractF) stores the extracted key in/etc/krb5.keytab by default.
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If you do not havekadmind running on the KDC (possibly for security reasons) and thus do not have access to
kadmin remotely, you can add the host principal (host/myserver.EXAMPLE.ORG ) directly on the KDC and then
extract it to a temporary file (to avoid over-writing the/etc/krb5.keytab on the KDC) using something like this:

# kadmin

kadmin> ext --keytab=/tmp/example.keytab host/myserver.exampl e.org

kadmin> exit

You can then securely copy the keytab to the server computer (usingscp or a floppy, for example). Be sure to specify
a non-default keytab name to avoid over-writing the keytab on the KDC.

At this point your server can communicate with the KDC (due toits krb5.conf file) and it can prove its own
identity (due to thekrb5.keytab file). It is now ready for you to enable someKerberos services. For this example
we will enable thetelnet service by putting a line like this into your/etc/inetd.conf and then restarting the
inetd(8) service with/etc/rc.d/inetd restart :

telnet stream tcp nowait root /usr/libexec/telnetd telnet d -a user

The critical bit is that the-a (for authentication) type is set to user. Consult the telnetd(8) manual page for more
details.

14.8.4. Kerberos enabling a client with Heimdal

Setting up a client computer is almost trivially easy. As farasKerberos configuration goes, you only need the
Kerberos configuration file, located at/etc/krb5.conf . Simply securely copy it over to the client computer from
the KDC.

Test your client computer by attempting to usekinit , klist , andkdestroy from the client to obtain, show, and
then delete a ticket for the principal you created above. Youshould also be able to useKerberos applications to
connect toKerberos enabled servers, though if that does not work and obtaining aticket does the problem is likely
with the server and not with the client or the KDC.

When testing an application liketelnet , try using a packet sniffer (such as tcpdump(1)) to confirm that your
password is not sent in the clear. Try usingtelnet with the-x option, which encrypts the entire data stream (similar
to ssh ).

The coreKerberos client applications (traditionally namedkinit , klist , kdestroy , andkpasswd ) are installed
in the base FreeBSD install. Note that FreeBSD versions prior to 5.0 renamed them tok5init , k5list ,
k5destroy , k5passwd , andk5stash (though it is typically only used once).

Various non-coreKerberos client applications are also installed by default. This is where theEminimalF nature of
the base Heimdal installation is felt:telnet is the onlyKerberos enabled service.

The Heimdal port adds some of the missing client applications:Kerberos enabled versions offtp , rsh , rcp ,
rlogin , and a few other less common programs. The MIT port also contains a full suite ofKerberos client
applications.

14.8.5. User configuration files: .k5login and .k5users

Users within a realm typically have theirKerberos principal (such astillman@EXAMPLE.ORG ) mapped to a local
user account (such as a local account namedtillman ). Client applications such astelnet usually do not require a
user name or a principal.
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Occasionally, however, you want to grant access to a local user account to someone who does not have a matching
Kerberos principal. For example,tillman@EXAMPLE.ORG may need access to the local user account
webdevelopers . Other principals may also need access to that local account.

The.k5login and.k5users files, placed in a users home directory, can be used similar toa powerful combination
of .hosts and.rhosts , solving this problem. For example, if a.k5login with the following contents:

tillman@example.org
jdoe@example.org

Were to be placed into the home directory of the local userwebdevelopers then both principals listed would have
access to that account without requiring a shared password.

Reading the manual pages for these commands is recommended.Note that theksu manual page covers.k5users .

14.8.6. Kerberos Tips, Tricks, and Troubleshooting

�When using either the Heimdal or MITKerberos ports ensure that yourPATHenvironment variable lists the
Kerberos versions of the client applications before the system versions.

�Do all the computers in your realm have synchronized time settings? If not, authentication may fail.µÚ 27.11;
describes how to synchronize clocks using NTP.

�MIT and Heimdal inter-operate nicely. Except forkadmin , the protocol for which is not standardized.

� If you change your hostname, you also need to change yourhost/ principal and update your keytab. This also
applies to special keytab entries like thewww/ principal used for Apache’swww/mod_auth_kerb .

�All hosts in your realm must be resolvable (both forwards andreverse) in DNS (or/etc/hosts as a minimum).
CNAMEs will work, but the A and PTR records must be correct andin place. The error message is not very
intuitive: Kerberos5 refuses authentication because Read req failed: Key table entry not

found .

�Some operating systems that may being acting as clients to your KDC do not set the permissions forksu to be
setuidroot . This means thatksu does not work, which is a good security idea but annoying. This is not a KDC
error.

�With MIT Kerberos, if you want to allow a principal to have a ticket life longer than the default ten hours, you
must usemodify_principal in kadmin to change the maxlife of both the principal in question and thekrbtgt

principal. Then the principal can use the-l option withkinit to request a ticket with a longer lifetime.

�

¥¥¥: If you run a packet sniffer on your KDC to add in troubleshooting and then run kinit from a workstation, you
will notice that your TGT is sent immediately upon running kinit �even before you type your password! The
explanation is that the Kerberos server freely transmits a TGT (Ticket Granting Ticket) to any unauthorized
request; however, every TGT is encrypted in a key derived from the user’s password. Therefore, when a user
types their password it is not being sent to the KDC, it is being used to decrypt the TGT that kinit already
obtained. If the decryption process results in a valid ticket with a valid time stamp, the user has valid Kerberos
credentials. These credentials include a session key for establishing secure communications with the
Kerberos server in the future, as well as the actual ticket-granting ticket, which is actually encrypted with the
Kerberos server’s own key. This second layer of encryption is unknown to the user, but it is what allows the
Kerberos server to verify the authenticity of each TGT.
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� If you want to use long ticket lifetimes (a week, for example)and you are usingOpenSSHto connect to the
machine where your ticket is stored, make sure thatKerberos TicketCleanup is set tono in yoursshd_config

or else your tickets will be deleted when you log out.

�Remember that host principals can have a longer ticket lifetime as well. If your user principal has a lifetime of a
week but the host you are connecting to has a lifetime of nine hours, you will have an expired host principal in
your cache and the ticket cache will not work as expected.

�When setting up akrb5.dict file to prevent specific bad passwords from being used (the manual page for
kadmind covers this briefly), remember that it only applies to principals that have a password policy assigned to
them. Thekrb5.dict files format is simple: one string per line. Creating a symbolic link to
/usr/share/dict/words might be useful.

14.8.7. Differences with the MIT port

The major difference between the MIT and Heimdal installs relates to thekadmin program which has a different
(but equivalent) set of commands and uses a different protocol. This has a large implications if your KDC is MIT as
you will not be able to use the Heimdalkadmin program to administer your KDC remotely (or vice versa, for that
matter).

The client applications may also take slightly different command line options to accomplish the same tasks.
Following the instructions on the MITKerberos web site (http://web.mit.edu/Kerberos/www/) is recommended. Be
careful of path issues: the MIT port installs into/usr/local/ by default, and theEnormalF system applications
may be run instead of MIT if yourPATHenvironment variable lists the system directories first.

¥¥¥: With the MIT security/krb5 port that is provided by FreeBSD, be sure to read the
/usr/local/share/doc/krb5/README.FreeBSD file installed by the port if you want to understand why logins
via telnetd and klogind behave somewhat oddly. Most importantly, correcting theEincorrect permissions on
cache fileF behavior requires that the login.krb5 binary be used for authentication so that it can properly
change ownership for the forwarded credentials.

14.8.8. Mitigating limitations found in Kerberos

14.8.8.1. Kerberos is an all-or-nothing approach

Every service enabled on the network must be modified to work with Kerberos (or be otherwise secured against
network attacks) or else the users credentials could be stolen and re-used. An example of this would beKerberos
enabling all remote shells (viarsh andtelnet , for example) but not converting the POP3 mail server which sends
passwords in plain text.
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14.8.8.2. Kerberos is intended for single-user workstatio ns

In a multi-user environment,Kerberos is less secure. This is because it stores the tickets in the/tmp directory,
which is readable by all users. If a user is sharing a computerwith several other people simultaneously (i.e.
multi-user), it is possible that the user’s tickets can be stolen (copied) by another user.

This can be overcome with the-c filename command-line option or (preferably) theKRB5CCNAMEenvironment
variable, but this is rarely done. In principal, storing theticket in the users home directory and using simple file
permissions can mitigate this problem.

14.8.8.3. The KDC is a single point of failure

By design, the KDC must be as secure as the master password database is contained on it. The KDC should have
absolutely no other services running on it and should be physically secured. The danger is high becauseKerberos
stores all passwords encrypted with the same key (theEmasterF key), which in turn is stored as a file on the KDC.

As a side note, a compromised master key is not quite as bad as one might normally fear. The master key is only used
to encrypt theKerberos database and as a seed for the random number generator. As long as access to your KDC is
secure, an attacker cannot do much with the master key.

Additionally, if the KDC is unavailable (perhaps due to a denial of service attack or network problems) the network
services are unusable as authentication can not be performed, a recipe for a denial-of-service attack. This can
alleviated with multiple KDCs (a single master and one or more slaves) and with careful implementation of
secondary or fall-back authentication (PAM is excellent for this).

14.8.8.4. Kerberos Shortcomings

Kerberos allows users, hosts and services to authenticate between themselves. It does not have a mechanism to
authenticate the KDC to the users, hosts or services. This means that a trojannedkinit (for example) could record
all user names and passwords. Something likesecurity/tripwire or other file system integrity checking tools
can alleviate this.

14.8.9. Resources and further information

� TheKerberos FAQ (http://www.faqs.org/faqs/Kerberos-faq/general/preamble.html)

�Designing an Authentication System: a Dialog in Four Scenes(http://web.mit.edu/Kerberos/www/dialogue.html)

�RFC 1510, TheKerberos Network Authentication Service (V5)
(http://www.ietf.org/rfc/rfc1510.txt?number=1510)

�MIT Kerberos home page (http://web.mit.edu/Kerberos/www/)

�HeimdalKerberos home page (http://www.pdc.kth.se/heimdal/)
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14.9. OpenSSL
Written by: Tom Rhodes.

One feature that many users overlook is theOpenSSLtoolkit included in FreeBSD.OpenSSLprovides an
encryption transport layer on top of the normal communications layer; thus allowing it to be intertwined with many
network applications and services.

Some uses ofOpenSSLmay include encrypted authentication of mail clients, web based transactions such as credit
card payments and more. Many ports such aswww/apache13-ssl , andmail/sylpheed-claws will offer
compilation support for building withOpenSSL.

¥¥¥: In most cases the Ports Collection will attempt to build the security/openssl port unless the
WITH_OPENSSL_BASEmake variable is explicitly set toEyesF.

The version ofOpenSSLincluded in FreeBSD supports Secure Sockets Layer v2/v3 (SSLv2/SSLv3), Transport
Layer Security v1 (TLSv1) network security protocols and can be used as a general cryptographic library.

¥¥¥: While OpenSSL supports the IDEA algorithm, it is disabled by default due to United States patents. To use it,
the license should be reviewed and, if the restrictions are acceptable, the MAKE_IDEAvariable must be set in
make.conf .

One of the most common uses ofOpenSSLis to provide certificates for use with software applications. These
certificates ensure that the credentials of the company or individual are valid and not fraudulent. If the certificate in
question has not been verified by one of the severalECertificate AuthoritiesF, or CAs, a warning is usually
produced. A Certificate Authority is a company, such as VeriSign (http://www.verisign.com), which will sign
certificates in order to validate credentials of individuals or companies. This process has a cost associated with it and
is definitely not a requirement for using certificates; however, it can put some of the more paranoid users at ease.

14.9.1. Generating Certificates

To generate a certificate, the following command is available:

# openssl req -new -nodes -out req.pem -keyout cert.pem

Generating a 1024 bit RSA private key
................++++++
.......................................++++++
writing new private key to ’cert.pem’
-----
You are about to be asked to enter information that will be inc orporated
into your certificate request.
What you are about to enter is what is called a Distinguished N ame or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ’.’, the field will be left blank.
-----
Country Name (2 letter code) [AU]: US

State or Province Name (full name) [Some-State]: PA

Locality Name (eg, city) []: Pittsburgh
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Organization Name (eg, company) [Internet Widgits Pty Ltd] : My Company

Organizational Unit Name (eg, section) []: Systems Administrator

Common Name (eg, YOUR name) []: localhost.example.org

Email Address []: trhodes@FreeBSD.org

Please enter the following ’extra’ attributes
to be sent with your certificate request
A challenge password []: SOME PASSWORD

An optional company name []: Another Name

Notice the response directly after theECommon NameF prompt shows a domain name. This prompt requires a
server name to be entered for verification purposes; placinganything but a domain name would yield a useless
certificate. Other options, for instance expire time, alternate encryption algorithms, etc. are available. A completelist
may be obtained by viewing the openssl(1) manual page.

Two files should now exist in the directory in which the aforementioned command was issued. The certificate
request,req.pem , may be sent to a certificate authority who will validate the credentials that you entered, sign the
request and return the certificate to you. The second file created will be namedcert.pem and is the private key for
the certificate and should be protected at all costs; if this falls in the hands of others it can be used to impersonate you
(or your server).

In cases where a signature from a CA is not required, a self signed certificate can be created. First, generate the RSA
key:

# openssl dsaparam -rand -genkey -out myRSA.key 1024

Next, generate the CA key:

# openssl gendsa -des3 -out myca.key myRSA.key

Use this key to create the certificate:

# openssl req -new -x509 -days 365 -key myca.key -out new.crt

Two new files should appear in the directory: a certificate authority signature file,myca.key and the certificate itself,
new.crt . These should be placed in a directory, preferably under/etc , which is readable only byroot .
Permissions of 0700 should be fine for this and they can be set with thechmod utility.

14.9.2. Using Certificates, an Example

So what can these files do? A good use would be to encrypt connections to theSendmailMTA. This would dissolve
the use of clear text authentication for users who send mail via the local MTA.

¥¥¥: This is not the best use in the world as some MUAs will present the user with an error if they have not
installed the certificate locally. Refer to the documentation included with the software for more information on
certificate installation.

The following lines should be placed inside the local.mc file:

dnl SSL Options
define(‘confCACERT_PATH’,‘/etc/certs’)dnl
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define(‘confCACERT’,‘/etc/certs/new.crt’)dnl
define(‘confSERVER_CERT’,‘/etc/certs/new.crt’)dnl
define(‘confSERVER_KEY’,‘/etc/certs/myca.key’)dnl
define(‘confTLS_SRV_OPTIONS’, ‘V’)dnl

Where/etc/certs/ is the directory to be used for storing the certificate and keyfiles locally. The last few
requirements are a rebuild of the local.cf file. This is easily achieved by typingmake install within the
/etc/mail directory. Follow that up withmake restart which should start theSendmaildaemon.

If all went well there will be no error messages in the/var/log/maillog file andSendmailwill show up in the
process list.

For a simple test, simply connect to the mail server using thetelnet(1) utility:

# telnet example.com 25

Trying 192.0.34.166...
Connected to example.com .
Escape character is ’^]’.
220 example.com ESMTP Sendmail 8.12.10/8.12.10; Tue, 31 Aug 2004 03:41:22 - 0400 (EDT)
ehlo example.com

250-example.com Hello example.com [192.0.34.166], pleas ed to meet you
250-ENHANCEDSTATUSCODES
250-PIPELINING
250-8BITMIME
250-SIZE
250-DSN
250-ETRN
250-AUTH LOGIN PLAIN
250-STARTTLS
250-DELIVERBY
250 HELP
quit

221 2.0.0 example.com closing connection
Connection closed by foreign host.

If theESTARTTLSF line appears in the output then everything is working correctly.

14.10. VPN over IPsec
Written by Nik Clayton.

Creating a VPN between two networks, separated by the Internet, using FreeBSD gateways.

14.10.1. Understanding IPsec

Written by Hiten M. Pandya.

This section will guide you through the process of setting upIPsec, and to use it in an environment which consists of
FreeBSD andMicrosoft Windows 2000/XPmachines, to make them communicate securely. In order to setup
IPsec, it is necessary that you are familiar with the concepts of building a custom kernel (seeµÚ 8a).
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IPsecis a protocol which sits on top of the Internet Protocol (IP) layer. It allows two or more hosts to communicate
in a secure manner (hence the name). The FreeBSD IPsecEnetwork stackF is based on the KAME
(http://www.kame.net/) implementation, which has support for both protocol families, IPv4 and IPv6.

¥¥¥: FreeBSD 5.X contains aEhardware acceleratedF IPsec stack, known asEFast IPsecF, that was obtained
from OpenBSD. It employs cryptographic hardware (whenever possible) via the crypto(4) subsystem to optimize
the performance of IPsec. This subsystem is new, and does not support all the features that are available in the
KAME version of IPsec. However, in order to enable hardware-accelerated IPsec, the following kernel option has
to be added to your kernel configuration file:

options FAST_IPSEC # new IPsec (cannot define w/ IPSEC)

Note, that it is not currently possible to use theEFast IPsecF subsystem in lue with the KAME implementation
of IPsec. Consult the fast_ipsec(4) manual page for more information.

IPsec consists of two sub-protocols:

�Encapsulated Security Payload (ESP), protects the IP packet data from third party interference,by encrypting the
contents using symmetric cryptography algorithms (like Blowfish, 3DES).

�Authentication Header (AH), protects the IP packet header from third party interference and spoofing, by
computing a cryptographic checksum and hashing the IP packet header fields with a secure hashing function. This
is then followed by an additional header that contains the hash, to allow the information in the packet to be
authenticated.

ESP and AH can either be used together or separately, depending on the environment.

IPsec can either be used to directly encrypt the traffic between two hosts (known asTransport Mode); or to build
Evirtual tunnelsF between two subnets, which could be used for secure communication between two corporate
networks (known asTunnel Mode). The latter is more commonly known as aVirtual Private Network (VPN). The
ipsec(4) manual page should be consulted for detailed information on the IPsec subsystem in FreeBSD.

To add IPsec support to your kernel, add the following options to your kernel configuration file:

options IPSEC #IP security
options IPSEC_ESP #IP security (crypto; define w/ IPSEC)

If IPsec debugging support is desired, the following kerneloption should also be added:

options IPSEC_DEBUG #debug for IP security

14.10.2. The Problem

There is no standard for what constitutes a VPN. VPNs can be implemented using a number of different
technologies, each of which have their own strengths and weaknesses. This section presents a scenario, and the
strategies used for implementing a VPN for this scenario.
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14.10.3. The Scenario: Two networks, connected to the Inter net, to behave as one

The premise is as follows:

�You have at least two sites

�Both sites are using IP internally

�Both sites are connected to the Internet, through a gateway that is running FreeBSD.

� The gateway on each network has at least one public IP address.

� The internal addresses of the two networks can be public or private IP addresses, it does not matter. You can be
running NAT on the gateway machine if necessary.

� The internal IP addresses of the two networksdo not collide. While I expect it is theoretically possible to use a
combination of VPN technology and NAT to get this to work, I expect it to be a configuration nightmare.

If you find that you are trying to connect two networks, both ofwhich, internally, use the same private IP address
range (e.g. both of them use192.168.1.x ), then one of the networks will have to be renumbered.

The network topology might look something like this:

Network #1
Internal Hosts
Win9x/NT/2K

Unix
Private Net, 192.168.1.2-254

FreeBSD

fxp1 Private IP, 192.168.1.1

fxp0 PublicIP, A.B.C.D

Internet

FreeBSD

fxp0 PublicIP, W.X.Y.Z

fxp1 Private IP, 192.168.2.1

Internal Hosts
Win9x/NT/2K

Unix
Private Net, 192.168.2.2-254Network #2

Notice the two public IP addresses. I will use the letters to refer to them in the rest of this article. Anywhere you see
those letters in this article, replace them with your own public IP addresses. Note also that internally, the two
gateway machines have .1 IP addresses, and that the two networks have different private IP addresses (192.168.1.x

and192.168.2.x respectively). All the machines on the private networks have been configured to use the.1

machine as their default gateway.

The intention is that, from a network point of view, each network should view the machines on the other network as
though they were directly attached the same router -- albeita slightly slow router with an occasional tendency to drop
packets.

This means that (for example), machine192.168.1.20 should be able to run

ping 192.168.2.34

and have it work, transparently. Windows machines should beable to see the machines on the other network, browse
file shares, and so on, in exactly the same way that they can browse machines on the local network.

And the whole thing has to be secure. This means that traffic between the two networks has to be encrypted.
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Creating a VPN between these two networks is a multi-step process. The stages are as follows:

1. Create aEvirtualF network link between the two networks, across the Internet.Test it, using tools like ping(8),
to make sure it works.

2. Apply security policies to ensure that traffic between thetwo networks is transparently encrypted and decrypted
as necessary. Test this, using tools like tcpdump(1), to ensure that traffic is encrypted.

3. Configure additional software on the FreeBSD gateways, toallow Windows machines to see one another across
the VPN.

14.10.3.1. Step 1: Creating and testing a EEEvirtual FFF network link

Suppose that you were logged in to the gateway machine on network #1 (with public IP addressA.B.C.D , private IP
address192.168.1.1 ), and you ranping 192.168.2.1 , which is the private address of the machine with IP
addressW.X.Y.Z . What needs to happen in order for this to work?

1. The gateway machine needs to know how to reach192.168.2.1 . In other words, it needs to have a route to
192.168.2.1 .

2. Private IP addresses, such as those in the192.168.x range are not supposed to appear on the Internet at large.
Instead, each packet you send to192.168.2.1 will need to be wrapped up inside another packet. This packet
will need to appear to be fromA.B.C.D , and it will have to be sent toW.X.Y.Z . This process is called
encapsulation.

3. Once this packet arrives atW.X.Y.Z it will need toEunencapsulatedF, and delivered to192.168.2.1 .

You can think of this as requiring aEtunnelF between the two networks. The twoEtunnel mouthsF are the IP
addressesA.B.C.D andW.X.Y.Z , and the tunnel must be told the addresses of the private IP addresses that will be
allowed to pass through it. The tunnel is used to transfer traffic with private IP addresses across the public Internet.

This tunnel is created by using the generic interface, orgif devices on FreeBSD. As you can imagine, thegif

interface on each gateway host must be configured with four IPaddresses; two for the public IP addresses, and two
for the private IP addresses.

Support for the gif device must be compiled in to the FreeBSD kernel on both machines. You can do this by adding
the line:

device gif

to the kernel configuration files on both machines, and then compile, install, and reboot as normal.

Configuring the tunnel is a two step process. First the tunnelmust be told what the outside (or public) IP addresses
are, using gifconfig(8). Then the private IP addresses must be configured using ifconfig(8).

¥¥¥: In FreeBSD 5.X, the functionality provided by the gifconfig(8) utility has been merged into ifconfig(8).

On the gateway machine on network #1 you would run the following two commands to configure the tunnel.

gifconfig gif0 A.B.C.D W.X.Y.Z
ifconfig gif0 inet 192.168.1.1 192.168.2.1 netmask 0xffff ffff
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On the other gateway machine you run the same commands, but with the order of the IP addresses reversed.

gifconfig gif0 W.X.Y.Z A.B.C.D
ifconfig gif0 inet 192.168.2.1 192.168.1.1 netmask 0xffff ffff

You can then run:

gifconfig gif0

to see the configuration. For example, on the network #1 gateway, you would see this:

# gifconfig gif0

gif0: flags=8011<UP,POINTTOPOINT,MULTICAST> mtu 1280
inet 192.168.1.1 --> 192.168.2.1 netmask 0xffffffff
physical address inet A.B.C.D --> W.X.Y.Z

As you can see, a tunnel has been created between the physicaladdressesA.B.C.D andW.X.Y.Z , and the traffic
allowed through the tunnel is that between192.168.1.1 and192.168.2.1 .

This will also have added an entry to the routing table on bothmachines, which you can examine with the command
netstat -rn . This output is from the gateway host on network #1.

# netstat -rn

Routing tables

Internet:
Destination Gateway Flags Refs Use Netif Expire
...
192.168.2.1 192.168.1.1 UH 0 0 gif0
...

As theEFlagsF value indicates, this is a host route, which means that each gateway knows how to reach the other
gateway, but they do not know how to reach the rest of their respective networks. That problem will be fixed shortly.

It is likely that you are running a firewall on both machines. This will need to be circumvented for your VPN traffic.
You might want to allow all traffic between both networks, or you might want to include firewall rules that protect
both ends of the VPN from one another.

It greatly simplifies testing if you configure the firewall to allow all traffic through the VPN. You can always tighten
things up later. If you are using ipfw(8) on the gateway machines then a command like

ipfw add 1 allow ip from any to any via gif0

will allow all traffic between the two end points of the VPN, without affecting your other firewall rules. Obviously
you will need to run this command on both gateway hosts.

This is sufficient to allow each gateway machine to ping the other. On192.168.1.1 , you should be able to run

ping 192.168.2.1

and get a response, and you should be able to do the same thing on the other gateway machine.
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However, you will not be able to reach internal machines on either network yet. This is because of the routing --
although the gateway machines know how to reach one another,they do not know how to reach the network behind
each one.

To solve this problem you must add a static route on each gateway machine. The command to do this on the first
gateway would be:

route add 192.168.2.0 192.168.2.1 netmask 0xffffff00

This saysEIn order to reach the hosts on the network192.168.2.0 , send the packets to the host192.168.2.1 F.
You will need to run a similar command on the other gateway, but with the192.168.1.x addresses instead.

IP traffic from hosts on one network will now be able to reach hosts on the other network.

That has now created two thirds of a VPN between the two networks, in as much as it isEvirtualF and it is a
EnetworkF. It is not private yet. You can test this using ping(8) and tcpdump(1). Log in to the gateway host and run

tcpdump dst host 192.168.2.1

In another log in session on the same host run

ping 192.168.2.1

You will see output that looks something like this:

16:10:24.018080 192.168.1.1 > 192.168.2.1: icmp: echo req uest
16:10:24.018109 192.168.1.1 > 192.168.2.1: icmp: echo rep ly
16:10:25.018814 192.168.1.1 > 192.168.2.1: icmp: echo req uest
16:10:25.018847 192.168.1.1 > 192.168.2.1: icmp: echo rep ly
16:10:26.028896 192.168.1.1 > 192.168.2.1: icmp: echo req uest
16:10:26.029112 192.168.1.1 > 192.168.2.1: icmp: echo rep ly

As you can see, the ICMP messages are going back and forth unencrypted. If you had used the-s parameter to
tcpdump(1) to grab more bytes of data from the packets you would see more information.

Obviously this is unacceptable. The next section will discuss securing the link between the two networks so that it all
traffic is automatically encrypted.

Summary:

�Configure both kernels withEpseudo-device gifF.

�Edit /etc/rc.conf on gateway host #1 and add the following lines (replacing IP addresses as necessary).

gifconfig_gif0="A.B.C.D W.X.Y.Z"
ifconfig_gif0="inet 192.168.1.1 192.168.2.1 netmask 0xf fffffff"
static_routes="vpn"
route_vpn="192.168.2.0 192.168.2.1 netmask 0xffffff00"

�Edit your firewall script (/etc/rc.firewall , or similar) on both hosts, and add

ipfw add 1 allow ip from any to any via gif0

�Make similar changes to/etc/rc.conf on gateway host #2, reversing the order of IP addresses.
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14.10.3.2. Step 2: Securing the link

To secure the link we will be using IPsec. IPsec provides a mechanism for two hosts to agree on an encryption key,
and to then use this key in order to encrypt data between the two hosts.

The are two areas of configuration to be considered here.

1. There must be a mechanism for two hosts to agree on the encryption mechanism to use. Once two hosts have
agreed on this mechanism there is said to be aEsecurity associationF between them.

2. There must be a mechanism for specifying which traffic should be encrypted. Obviously, you do not want to
encrypt all your outgoing traffic -- you only want to encrypt the traffic that is part of the VPN. The rules that you
put in place to determine what traffic will be encrypted are calledEsecurity policiesF.

Security associations and security policies are both maintained by the kernel, and can be modified by userland
programs. However, before you can do this you must configure the kernel to support IPsec and the Encapsulated
Security Payload (ESP) protocol. This is done by configuringa kernel with:

options IPSEC
options IPSEC_ESP

and recompiling, reinstalling, and rebooting. As before you will need to do this to the kernels on both of the gateway
hosts.

You have two choices when it comes to setting up security associations. You can configure them by hand between
two hosts, which entails choosing the encryption algorithm, encryption keys, and so forth, or you can use daemons
that implement the Internet Key Exchange protocol (IKE) to do this for you.

I recommend the latter. Apart from anything else, it is easier to set up.

Editing and displaying security policies is carried out using setkey(8). By analogy,setkey is to the kernel’s security
policy tables as route(8) is to the kernel’s routing tables.setkey can also display the current security associations,
and to continue the analogy further, is akin tonetstat -r in that respect.

There are a number of choices for daemons to manage security associations with FreeBSD. This article will describe
how to use one of these, racoon�which is available fromsecurity/ipsec-tools in the FreeBSD Ports
collection.

Theracoonsoftware must be run on both gateway hosts. On each host it is configured with the IP address of the
other end of the VPN, and a secret key (which you choose, and must be the same on both gateways).

The two daemons then contact one another, confirm that they are who they say they are (by using the secret key that
you configured). The daemons then generate a new secret key, and use this to encrypt the traffic over the VPN. They
periodically change this secret, so that even if an attackerwere to crack one of the keys (which is as theoretically
close to unfeasible as it gets) it will not do them much good --by the time they have cracked the key the two
daemons have chosen another one.

The configuration file for racoon is stored in${PREFIX}/etc/racoon . You should find a configuration file there,
which should not need to be changed too much. The other component of racoon’s configuration, which you will need
to change, is theEpre-shared keyF.

The default racoon configuration expects to find this in the file ${PREFIX}/etc/racoon/psk.txt . It is important
to note that the pre-shared key isnot the key that will be used to encrypt your traffic across the VPNlink, it is simply
a token that allows the key management daemons to trust one another.
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psk.txt contains a line for each remote site you are dealing with. In this example, where there are two sites, each
psk.txt file will contain one line (because each end of the VPN is only dealing with one other end).

On gateway host #1 this line should look like this:

W.X.Y.Z secret

That is, thepublic IP address of the remote end, whitespace, and a text string that provides the secret. Obviously, you
should not useEsecretF as your key -- the normal rules for choosing a password apply.

On gateway host #2 the line would look like this

A.B.C.D secret

That is, the public IP address of the remote end, and the same secret key.psk.txt must be mode0600 (i.e., only
read/write toroot ) before racoon will run.

You must run racoon on both gateway machines. You will also need to add some firewall rules to allow the IKE
traffic, which is carried over UDP to the ISAKMP (Internet Security Association Key Management Protocol) port.
Again, this should be fairly early in your firewall ruleset.

ipfw add 1 allow udp from A.B.C.D to W.X.Y.Z isakmp
ipfw add 1 allow udp from W.X.Y.Z to A.B.C.D isakmp

Once racoon is running you can try pinging one gateway host from the other. The connection is still not encrypted,
but racoon will then set up the security associations between the two hosts -- this might take a moment, and you may
see this as a short delay before the ping commands start responding.

Once the security association has been set up you can view it using setkey(8). Run

setkey -D

on either host to view the security association information.

That’s one half of the problem. They other half is setting your security policies.

To create a sensible security policy, let’s review what’s been set up so far. This discussions hold for both ends of the
link.

Each IP packet that you send out has a header that contains data about the packet. The header includes the IP
addresses of both the source and destination. As we already know, private IP addresses, such as the192.168.x.y

range are not supposed to appear on the public Internet. Instead, they must first be encapsulated inside another
packet. This packet must have the public source and destination IP addresses substituted for the private addresses.

So if your outgoing packet started looking like this:

Src: 192.168.1.1
Dst: 192.168.2.1

<other header info>

<packet data>

Then it will be encapsulated inside another packet, lookingsomething like this:
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Src: A.B.C.D
Dst: W.X.Y.Z

<other header info>

Src: 192.168.1.1
Dst: 192.168.2.1

<other header info>

<packet data>

This encapsulation is carried out by thegif device. As you can see, the packet now has real IP addresses onthe
outside, and our original packet has been wrapped up as data inside the packet that will be put out on the Internet.

Obviously, we want all traffic between the VPNs to be encrypted. You might try putting this in to words, as:

EIf a packet leaves fromA.B.C.D , and it is destined forW.X.Y.Z , then encrypt it, using the necessary security
associations.F

EIf a packet arrives fromW.X.Y.Z , and it is destined forA.B.C.D , then decrypt it, using the necessary security
associations.F

That’s close, but not quite right. If you did this, all trafficto and fromW.X.Y.Z , even traffic that was not part of the
VPN, would be encrypted. That’s not quite what you want. The correct policy is as follows

EIf a packet leaves fromA.B.C.D , and that packet is encapsulating another packet, and it is destined forW.X.Y.Z ,
then encrypt it, using the necessary security associations.F

EIf a packet arrives fromW.X.Y.Z , and that packet is encapsulating another packet, and it is destined forA.B.C.D ,
then decrypt it, using the necessary security associations.F

A subtle change, but a necessary one.

Security policies are also set using setkey(8). setkey(8) features a configuration language for defining the policy. You
can either enter configuration instructions via stdin, or you can use the-f option to specify a filename that contains
configuration instructions.

The configuration on gateway host #1 (which has the public IP addressA.B.C.D ) to force all outbound traffic to
W.X.Y.Z to be encrypted is:

spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P out ipsec esp/tunn el/A.B.C.D-W.X.Y.Z/require;

Put these commands in a file (e.g./etc/ipsec.conf ) and then run

# setkey -f /etc/ipsec.conf

spdadd tells setkey(8) that we want to add a rule to the secure policydatabase. The rest of this line specifies which
packets will match this policy.A.B.C.D/32 andW.X.Y.Z/32 are the IP addresses and netmasks that identify the
network or hosts that this policy will apply to. In this case,we want it to apply to traffic between these two hosts.
ipencap tells the kernel that this policy should only apply to packets that encapsulate other packets.-P out says
that this policy applies to outgoing packets, andipsec says that the packet will be secured.

The second line specifies how this packet will be encrypted.esp is the protocol that will be used, whiletunnel

indicates that the packet will be further encapsulated in anIPsec packet. The repeated use ofA.B.C.D andW.X.Y.Z

is used to select the security association to use, and the final require mandates that packets must be encrypted if
they match this rule.

This rule only matches outgoing packets. You will need a similar rule to match incoming packets.

spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P in ipsec esp/tunne l/W.X.Y.Z-A.B.C.D/require;
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Note thein instead ofout in this case, and the necessary reversal of the IP addresses.

The other gateway host (which has the public IP addressW.X.Y.Z ) will need similar rules.

spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P out ipsec esp/tunn el/W.X.Y.Z-A.B.C.D/require;
spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P in ipsec esp/tunne l/A.B.C.D-W.X.Y.Z/require;

Finally, you need to add firewall rules to allow ESP and IPENCAP packets back and forth. These rules will need to
be added to both hosts.

ipfw add 1 allow esp from A.B.C.D to W.X.Y.Z
ipfw add 1 allow esp from W.X.Y.Z to A.B.C.D
ipfw add 1 allow ipencap from A.B.C.D to W.X.Y.Z
ipfw add 1 allow ipencap from W.X.Y.Z to A.B.C.D

Because the rules are symmetric you can use the same rules on each gateway host.

Outgoing packets will now look something like this:

Src: A.B.C.D
Dst: W.X.Y.Z

<other header info>

Src: A.B.C.D
Dst: W.X.Y.Z

<other header info>

Src: 192.168.1.1
Dst: 192.168.2.1

<other header info>

<packet data>

Original packet,
private IP addr

Encapsuled
packet,

with real IP addr

Encrypted packet.
Contents are
completely

secure from third
party snooping

When they are received by the far end of the VPN they will first be decrypted (using the security associations that
have been negotiated by racoon). Then they will enter thegif interface, which will unwrap the second layer, until
you are left with the innermost packet, which can then travelin to the inner network.

You can check the security using the same ping(8) test from earlier. First, log in to theA.B.C.D gateway machine,
and run:

tcpdump dst host 192.168.2.1

In another log in session on the same host run

ping 192.168.2.1

This time you should see output like the following:

XXX tcpdump output

Now, as you can see, tcpdump(1) shows the ESP packets. If you try to examine them with the-s option you will see
(apparently) gibberish, because of the encryption.

Congratulations. You have just set up a VPN between two remote sites.

Summary

�Configure both kernels with:

options IPSEC
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options IPSEC_ESP

� Installsecurity/ipsec-tools . Edit ${PREFIX}/etc/racoon/psk.txt on both gateway hosts, adding an
entry for the remote host’s IP address and a secret key that they both know. Make sure this file is mode 0600.

�Add the following lines to/etc/rc.conf on each host:

ipsec_enable="YES"
ipsec_file="/etc/ipsec.conf"

�Create an/etc/ipsec.conf on each host that contains the necessary spdadd lines. On gateway host #1 this
would be:

spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P out ipsec
esp/tunnel/A.B.C.D-W.X.Y.Z/require;

spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P in ipsec
esp/tunnel/W.X.Y.Z-A.B.C.D/require;

On gateway host #2 this would be:

spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P out ipsec
esp/tunnel/W.X.Y.Z-A.B.C.D/require;

spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P in ipsec
esp/tunnel/A.B.C.D-W.X.Y.Z/require;

�Add firewall rules to allow IKE, ESP, and IPENCAP traffic to both hosts:

ipfw add 1 allow udp from A.B.C.D to W.X.Y.Z isakmp
ipfw add 1 allow udp from W.X.Y.Z to A.B.C.D isakmp
ipfw add 1 allow esp from A.B.C.D to W.X.Y.Z
ipfw add 1 allow esp from W.X.Y.Z to A.B.C.D
ipfw add 1 allow ipencap from A.B.C.D to W.X.Y.Z
ipfw add 1 allow ipencap from W.X.Y.Z to A.B.C.D

The previous two steps should suffice to get the VPN up and running. Machines on each network will be able to refer
to one another using IP addresses, and all traffic across the link will be automatically and securely encrypted.

14.11. OpenSSH
Contributed by Chern Lee.

OpenSSHis a set of network connectivity tools used to access remote machines securely. It can be used as a direct
replacement forrlogin , rsh , rcp , andtelnet . Additionally, TCP/IP connections can be tunneled/forwarded
securely through SSH.OpenSSHencrypts all traffic to effectively eliminate eavesdropping, connection hijacking,
and other network-level attacks.

OpenSSHis maintained by the OpenBSD project, and is based upon SSH v1.2.12 with all the recent bug fixes and
updates. It is compatible with both SSH protocols 1 and 2.OpenSSHhas been in the base system since FreeBSD 4.0.

365



a14.�ÙH�

14.11.1. Advantages of Using OpenSSH

Normally, when using telnet(1) or rlogin(1), data is sent over the network in an clear, un-encrypted form. Network
sniffers anywhere in between the client and server can stealyour user/password information or data transferred in
your session.OpenSSHoffers a variety of authentication and encryption methods to prevent this from happening.

14.11.2. Enabling sshd

Thesshddaemon is enabled by default on FreeBSD 4.X. In FreeBSD 5.X and later enablingsshdis an option
presented during aStandard install of FreeBSD. To see ifsshdis enabled, check therc.conf file for:

sshd_enable="YES"

This will load sshd(8), the daemon program forOpenSSH, the next time your system initializes. Alternatively, you
can simply run directly thesshddaemon by typingsshd on the command line.

14.11.3. SSH Client

The ssh(1) utility works similarly to rlogin(1).

# ssh user@example.com

Host key not found from the list of known hosts.
Are you sure you want to continue connecting (yes/no)? yes

Host ’example.com’ added to the list of known hosts.
user@example.com’s password: *******

The login will continue just as it would have if a session was created usingrlogin or telnet . SSH utilizes a key
fingerprint system for verifying the authenticity of the server when the client connects. The user is prompted to enter
yes only when connecting for the first time. Future attempts to login are all verified against the saved fingerprint key.
The SSH client will alert you if the saved fingerprint differsfrom the received fingerprint on future login attempts.
The fingerprints are saved in~/.ssh/known_hosts , or ~/.ssh/known_hosts2 for SSH v2 fingerprints.

By default, recent versions of theOpenSSHservers only accept SSH v2 connections. The client will use version 2 if
possible and will fall back to version 1. The client can also be forced to use one or the other by passing it the-1 or
-2 for version 1 or version 2, respectively. The version 1 compatability is maintained in the client for backwards
compatability with older versions.

14.11.4. Secure Copy

The scp(1) command works similarly to rcp(1); it copies a fileto or from a remote machine, except in a secure
fashion.

# scp user@example.com:/COPYRIGHT COPYRIGHT

user@example.com’s password: *******
COPYRIGHT 100% |***************************** | 4735
00:00
#

Since the fingerprint was already saved for this host in the previous example, it is verified when using scp(1) here.
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The arguments passed to scp(1) are similar to cp(1), with thefile or files in the first argument, and the destination in
the second. Since the file is fetched over the network, through SSH, one or more of the file arguments takes on the
form user@host:<path_to_remote_file> .

14.11.5. Configuration

The system-wide configuration files for both theOpenSSHdaemon and client reside within the/etc/ssh directory.

ssh_config configures the client settings, whilesshd_config configures the daemon.

Additionally, thesshd_program (/usr/sbin/sshd by default), andsshd_flags rc.conf options can provide
more levels of configuration.

14.11.6. ssh-keygen

Instead of using passwords, ssh-keygen(1) can be used to generate DSA or RSA keys to authenticate a user:

% ssh-keygen -t dsa

Generating public/private dsa key pair.
Enter file in which to save the key (/home/user/.ssh/id_dsa ):
Created directory ’/home/user/.ssh’.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/user/.ssh/id_ dsa.
Your public key has been saved in /home/user/.ssh/id_dsa.p ub.
The key fingerprint is:
bb:48:db:f2:93:57:80:b6:aa:bc:f5:d5:ba:8f:79:17 user @host.example.com

ssh-keygen(1) will create a public and private key pair for use in authentication. The private key is stored in
~/.ssh/id_dsa or ~/.ssh/id_rsa , whereas the public key is stored in~/.ssh/id_dsa.pub or
~/.ssh/id_rsa.pub , respectively for DSA and RSA key types. The public key must be placed in
~/.ssh/authorized_keys of the remote machine in order for the setup to work. Similarly, RSA version 1 public
keys should be placed in~/.ssh/authorized_keys .

This will allow connection to the remote machine based upon SSH keys instead of passwords.

If a passphrase is used in ssh-keygen(1), the user will be prompted for a password each time in order to use the
private key. ssh-agent(1) can alleviate the strain of repeatedly entering long passphrases, and is explored in the
µÚ 14.11.7; section below.

ÊÊÊ×××The various options and files can be different according to the OpenSSH version you have on your system;
to avoid problems you should consult the ssh-keygen(1) manual page.

14.11.7. ssh-agent and ssh-add

The ssh-agent(1) and ssh-add(1) utilities provide methodsfor SSHkeys to be loaded into memory for use, without
needing to type the passphrase each time.
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The ssh-agent(1) utility will handle the authentication using the private key(s) that are loaded into it. ssh-agent(1)
should be used to launch another application. At the most basic level, it could spawn a shell or at a more advanced
level, a window manager.

To use ssh-agent(1) in a shell, first it will need to be spawnedwith a shell as an argument. Secondly, the identity
needs to be added by running ssh-add(1) and providing it the passphrase for the private key. Once these steps have
been completed the user will be able to ssh(1) to any host thathas the corresponding public key installed. For
example:

% ssh-agent csh

% ssh-add
Enter passphrase for /home/user/.ssh/id_dsa:
Identity added: /home/user/.ssh/id_dsa (/home/user/.ss h/id_dsa)
%

To use ssh-agent(1) in X11, a call to ssh-agent(1) will need to be placed in~/.xinitrc . This will provide the
ssh-agent(1) services to all programs launched in X11. An example~/.xinitrc file might look like this:

exec ssh-agent startxfce4

This would launch ssh-agent(1), which would in turn launchXFCE, every time X11 starts. Then once that is done
and X11 has been restarted so that the changes can take effect, simply run ssh-add(1) to load all of your SSH keys.

14.11.8. SSH Tunneling

OpenSSHhas the ability to create a tunnel to encapsulate another protocol in an encrypted session.

The following command tells ssh(1) to create a tunnel fortelnet:

% ssh -2 -N -f -L 5023:localhost:23 user@foo.example.com

%

Thessh command is used with the following options:

-2

Forcesssh to use version 2 of the protocol. (Do not use if you are workingwith older SSH servers)

-N

Indicates no command, or tunnel only. If omitted,ssh would initiate a normal session.

-f

Forcesssh to run in the background.

-L

Indicates a local tunnel inlocalport:remotehost:remoteport fashion.

user@foo.example.com

The remote SSH server.
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An SSH tunnel works by creating a listen socket onlocalhost on the specified port. It then forwards any
connection received on the local host/port via the SSH connection to the specified remote host and port.

In the example, port5023 on localhost is being forwarded to port23 on localhost of the remote machine.
Since23 is telnet, this would create a securetelnet session through an SSH tunnel.

This can be used to wrap any number of insecure TCP protocols such as SMTP, POP3, FTP, etc.

PPP»»»14-1. Using SSH to Create a Secure Tunnel for SMTP

% ssh -2 -N -f -L 5025:localhost:25 user@mailserver.example.com

user@mailserver.example.com’s password: *****
% telnet localhost 5025

Trying 127.0.0.1...
Connected to localhost.
Escape character is ’^]’.
220 mailserver.example.com ESMTP

This can be used in conjunction with an ssh-keygen(1) and additional user accounts to create a more
seamless/hassle-free SSH tunneling environment. Keys canbe used in place of typing a password, and the tunnels
can be run as a separate user.

14.11.8.1. Practical SSH Tunneling Examples

14.11.8.1.1. Secure Access of a POP3 Server

At work, there is an SSH server that accepts connections fromthe outside. On the same office network resides a mail
server running a POP3 server. The network, or network path between your home and office may or may not be
completely trustable. Because of this, you need to check your e-mail in a secure manner. The solution is to create an
SSH connection to your office’s SSH server, and tunnel through to the mail server.

% ssh -2 -N -f -L 2110:mail.example.com:110 user@ssh-server.example.com

user@ssh-server.example.com’s password: ******

When the tunnel is up and running, you can point your mail client to send POP3 requests tolocalhost port 2110.
A connection here will be forwarded securely across the tunnel to mail.example.com .

14.11.8.1.2. Bypassing a Draconian Firewall

Some network administrators impose extremely draconian firewall rules, filtering not only incoming connections, but
outgoing connections. You may be only given access to contact remote machines on ports 22 and 80 for SSH and
web surfing.

You may wish to access another (perhaps non-work related) service, such as an Ogg Vorbis server to stream music. If
this Ogg Vorbis server is streaming on some other port than 22or 80, you will not be able to access it.

The solution is to create an SSH connection to a machine outside of your network’s firewall, and use it to tunnel to
the Ogg Vorbis server.

% ssh -2 -N -f -L 8888:music.example.com:8000 user@unfirewalled-system.example.org

user@unfirewalled-system.example.org’s password: *******
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Your streaming client can now be pointed tolocalhost port 8888, which will be forwarded over to
music.example.com port 8000, successfully evading the firewall.

14.11.9. The AllowUsers Users Option

It is often a good idea to limit which users can log in and from where. TheAllowUsers option is a good way to
accomplish this. For example, to only allow theroot user to log in from192.168.1.32 , something like this would
be appropriate in the/etc/ssh/sshd_config file:

AllowUsers root@192.168.1.32

To allow the useradmin to log in from anywhere, just list the username by itself:

AllowUsers admin

Multiple users should be listed on the same line, like so:

AllowUsers root@192.168.1.32 admin

¥¥¥: It is important that you list each user that needs to log in to this machine; otherwise they will be locked out.

After making changes to/etc/ssh/sshd_config you must tell sshd(8) to reload its config files, by running:

# /etc/rc.d/sshd reload

14.11.10. Further Reading

OpenSSH (http://www.openssh.com/)

ssh(1) scp(1) ssh-keygen(1) ssh-agent(1) ssh-add(1) ssh_config(5)

sshd(8) sftp-server(8) sshd_config(5)

14.12. File System Access Control Lists
Contributed by Tom Rhodes.

In conjunction with file system enhancements like snapshots, FreeBSD 5.0 and later offers the security of File
System Access Control Lists (ACLs).

Access Control Lists extend the standard UNIX permission model in a highly compatible (POSIX.1e) way. This
feature permits an administrator to make use of and take advantage of a more sophisticated security model.

To enable ACL support for UFS file systems, the following:

options UFS_ACL
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must be compiled into the kernel. If this option has not been compiled in, a warning message will be displayed when
attempting to mount a file system supporting ACLs. This option is included in theGENERICkernel. ACLs rely on
extended attributes being enabled on the file system. Extended attributes are natively supported in the next generation
UNIX file system, UFS2.

¥¥¥: A higher level of administrative overhead is required to configure extended attributes on UFS1 than on UFS2.
The performance of extended attributes on UFS2 is also substantially higher. As a result, UFS2 is generally
recommended in preference to UFS1 for use with access control lists.

ACLs are enabled by the mount-time administrative flag,acls , which may be added to/etc/fstab . The
mount-time flag can also be automatically set in a persistentmanner using tunefs(8) to modify a superblock ACLs
flag in the file system header. In general, it is preferred to use the superblock flag for several reasons:

� The mount-time ACLs flag cannot be changed by a remount (mount(8) -u ), only by means of a complete
umount(8) and fresh mount(8). This means that ACLs cannot beenabled on the root file system after boot. It also
means that you cannot change the disposition of a file system once it is in use.

�Setting the superblock flag will cause the file system to always be mounted with ACLs enabled even if there is not
an fstab entry or if the devices re-order. This prevents accidental mounting of the file system without ACLs
enabled, which can result in ACLs being improperly enforced, and hence security problems.

¥¥¥: We may change the ACLs behavior to allow the flag to be enabled without a complete fresh mount(8), but we
consider it desirable to discourage accidental mounting without ACLs enabled, because you can shoot your feet
quite nastily if you enable ACLs, then disable them, then re-enable them without flushing the extended attributes.
In general, once you have enabled ACLs on a file system, they should not be disabled, as the resulting file
protections may not be compatible with those intended by the users of the system, and re-enabling ACLs may
re-attach the previous ACLs to files that have since had their permissions changed, resulting in other
unpredictable behavior.

File systems with ACLs enabled will show a+ (plus) sign in their permission settings when viewed. For example:

drwx------ 2 robert robert 512 Dec 27 11:54 private
drwxrwx---+ 2 robert robert 512 Dec 23 10:57 directory1
drwxrwx---+ 2 robert robert 512 Dec 22 10:20 directory2
drwxrwx---+ 2 robert robert 512 Dec 27 11:57 directory3
drwxr-xr-x 2 robert robert 512 Nov 10 11:54 public_html

Here we see that thedirectory1 , directory2 , anddirectory3 directories are all taking advantage of ACLs.
Thepublic_html directory is not.

14.12.1. Making Use of ACLs

The file system ACLs can be viewed by the getfacl(1) utility. For instance, to view the ACL settings on thetest file,
one would use the command:

% getfacl test

#file:test
#owner:1001
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#group:1001
user::rw-
group::r--
other::r--

To change the ACL settings on this file, invoke the setfacl(1)utility. Observe:

% setfacl -k test

The-k flag will remove all of the currently defined ACLs from a file or file system. The more preferable method
would be to use-b as it leaves the basic fields required for ACLs to work.

% setfacl -m u:trhodes:rwx,group:web:r--,o::--- test

In the aforementioned command, the-m option was used to modify the default ACL entries. Since there were no
pre-defined entries, as they were removed by the previous command, this will restore the default options and assign
the options listed. Take care to notice that if you add a user or group which does not exist on the system, anInvalid

argument error will be printed tostdout .

14.13. Monitoring Third Party Security Issues
Contributed by Tom Rhodes.

In recent years, the security world has made many improvements to how vulnerability assessment is handled. The
threat of system intrusion increases as third party utilities are installed and configured for virtually any operating
system available today.

Vulnerability assessment is a key factor in security, and while FreeBSD releases advisories for the base system,
doing so for every third party utility is beyond the FreeBSD Project’s capability. There is a way to mitigate third
party vulnerabilities and warn administrators of known security issues. A FreeBSD add on utility known as
Portaudit exists solely for this purpose.

Thesecurity/portaudit port polls a database, updated and maintained by the FreeBSDSecurity Team and ports
developers, for known security issues.

To begin usingPortaudit , one must install it from the Ports Collection:

# cd /usr/ports/security/portaudit && make install clean

During the install process, the configuration files for periodic(8) will be updated, permittingPortaudit output in the
daily security runs. Ensure the daily security run emails, which are sent toroot ’s email account, are being read. No
more configuration will be required here.

After installation, an administrator can update the database and view known vulnerabilities in installed packages by
invoking the following command:

# portaudit -Fda

¥¥¥: The database will automatically be updated during the periodic(8) run; thus, the previous command is
completely optional. It is only required for the following examples.
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To audit the third party utilities installed as part of the Ports Collection at anytime, an administrator need only run the
following command:

# portaudit -a

Portaudit will produce something like this for vulnerable packages:

Affected package: cups-base-1.1.22.0_1
Type of problem: cups-base -- HPGL buffer overflow vulnerab ility.
Reference: <http://www.FreeBSD.org/ports/portaudit/4 0a3bca2-6809-11d9-a9e7-0001020eed82.html>

1 problem(s) in your installed packages found.

You are advised to update or deinstall the affected package( s) immediately.

By pointing a web browser to the URL shown, an administrator may obtain more information about the vulnerability
in question. This will include versions affected, by FreeBSD Port version, along with other web sites which may
contain security advisories.

In short,Portaudit is a powerful utility and extremely useful when coupled withthePortupgrade port.

14.14. FreeBSD Security Advisories
Contributed by Tom Rhodes.

Like many production quality operating systems, FreeBSD publishesESecurity AdvisoriesF. These advisories are
usually mailed to the security lists and noted in the Errata only after the appropriate releases have been patched. This
section will work to explain what an advisory is, how to understand it, and what measures to take in order to patch a
system.

14.14.1. What does an advisory look like?

The FreeBSD security advisories look similar to the one below, taken from the freebsd-security-notifications
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-security-notifications) mailing list.

=================================================== ==========================
FreeBSD-SA-XX:XX.UTIL Security Advisory

The FreeBSD Project

Topic: denial of service due to some problem ➊

Category: core ➋

Module: sys ➌

Announced: 2003-09-23 ➍

Credits: Person@EMAIL-ADDRESS ➎

Affects: All releases of FreeBSD ➏

FreeBSD 4-STABLE prior to the correction date
Corrected: 2003-09-23 16:42:59 UTC (RELENG_4, 4.9-PREREL EASE)

2003-09-23 20:08:42 UTC (RELENG_5_1, 5.1-RELEASE-p6)
2003-09-23 20:07:06 UTC (RELENG_5_0, 5.0-RELEASE-p15)
2003-09-23 16:44:58 UTC (RELENG_4_8, 4.8-RELEASE-p8)
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2003-09-23 16:47:34 UTC (RELENG_4_7, 4.7-RELEASE-p18)
2003-09-23 16:49:46 UTC (RELENG_4_6, 4.6-RELEASE-p21)
2003-09-23 16:51:24 UTC (RELENG_4_5, 4.5-RELEASE-p33)
2003-09-23 16:52:45 UTC (RELENG_4_4, 4.4-RELEASE-p43)
2003-09-23 16:54:39 UTC (RELENG_4_3, 4.3-RELEASE-p39) ➐

FreeBSD only: NO ➑

For general information regarding FreeBSD Security Adviso ries,
including descriptions of the fields above, security branc hes, and the
following sections, please visit
http://www.FreeBSD.org/security/.

I. Background ➒

II. Problem Description (10)

III. Impact (11)

IV. Workaround (12)

V. Solution (13)

VI. Correction details (14)

VII. References (15)

➊ TheTopic field indicates exactly what the problem is. It is basically an introduction to the current security
advisory and notes the utility with the vulnerability.

➋ TheCategory refers to the affected part of the system which may be one ofcore , contrib , or ports . The
core category means that the vulnerability affects a core component of the FreeBSD operating system. The
contrib category means that the vulnerability affects software contributed to the FreeBSD Project, such as
sendmail. Finally theports category indicates that the vulnerability affects add on software available as part of
the Ports Collection.

➌ TheModule field refers to the component location, for instancesys . In this example, we see that the module,
sys , is affected; therefore, this vulnerability affects a component used within the kernel.

➍ TheAnnounced field reflects the date said security advisory was published,or announced to the world. This
means that the security team has verified that the problem does exist and that a patch has been committed to the
FreeBSD source code repository.

➎ TheCredits field gives credit to the individual or organization who noticed the vulnerability and reported it.

➏ TheAffects field explains which releases of FreeBSD are affected by thisvulnerability. For the kernel, a quick
look over the output fromident on the affected files will help in determining the revision. For ports, the version
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number is listed after the port name in/var/db/pkg . If the system does not sync with the FreeBSD CVS
repository and rebuild daily, chances are that it is affected.

➐ TheCorrected field indicates the date, time, time offset, and release thatwas corrected.

➑ TheFreeBSD only field indicates whether this vulnerability affects just FreeBSD, or if it affects other
operating systems as well.

➒ TheBackground field gives information on exactly what the affected utilityis. Most of the time this is why the
utility exists in FreeBSD, what it is used for, and a bit of information on how the utility came to be.

(10)TheProblem Description field explains the security hole in depth. This can include information on flawed
code, or even how the utility could be maliciously used to open a security hole.

(11)TheImpact field describes what type of impact the problem could have on asystem. For example, this could be
anything from a denial of service attack, to extra privileges available to users, or even giving the attacker
superuser access.

(12)TheWorkaround field offers a feasible workaround to system administratorswho may be incapable of
upgrading the system. This may be due to time constraints, network availability, or a slew of other reasons.
Regardless, security should not be taken lightly, and an affected system should either be patched or the security
hole workaround should be implemented.

(13)TheSolution field offers instructions on patching the affected system. This is a step by step tested and verified
method for getting a system patched and working securely.

(14)TheCorrection Details field displays the CVS branch or release name with the periodschanged to
underscore characters. It also shows the revision number ofthe affected files within each branch.

(15)TheReferences field usually offers sources of other information. This can included web URLs, books, mailing
lists, and newsgroups.

14.15. Process Accounting
Contributed by Tom Rhodes.

Process accounting is a security method in which an administrator may keep track of system resources used, their
allocation among users, provide for system monitoring, andminimally track a user’s commands.

This indeed has its own positive and negative points. One of the positives is that an intrusion may be narrowed down
to the point of entry. A negative is the amount of logs generated by process accounting, and the disk space they may
require. This section will walk an administrator through the basics of process accounting.

14.15.1. Enable and Utilizing Process Accounting

Before making use of process accounting, it must be enabled.To do this, execute the following commands:

# touch /var/account/acct

# accton /var/account/acct

# echo ’accounting_enable="YES"’ >> /etc/rc.conf

375



a14.�ÙH�

Once enabled, accounting will begin to track CPU stats, commands, etc. All accounting logs are in a non-human
readable format and may be viewed using the sa(8) utility. Ifissued without any options,sa will print information
relating to the number of per user calls, the total elapsed time in minutes, total CPU and user time in minutes,
average number of I/O operations, etc.

To view information about commands being issued, one would use the lastcomm(1) utility. Thelastcomm may be
used to print out commands issued by users on specific ttys(5), for example:

# lastcomm ls

trhodes ttyp1

Would print out all known usage of thels by trhodes on the ttyp1 terminal.

Many other useful options exist and are explained in the lastcomm(1), acct(5) and sa(8) manual pages.

¥¥¥

1. Under FreeBSD the standard login password may be up to 128 characters in length.
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Contributed by Matteo Riondato.

15.1.ÃÃÃ���
ÍaÞ+ÛFreeBSD jail
¢�|CA¢ºà�°�Jailsb`ôð�-
Îchroot�(Ý�úl��`�
×�¸E�ÙÑ§ï��Î&ð?àÝ�Ì�h²�¸Ý×°ÃÍà°E
$¸àï���ôÎ8	b

à�

\�9a�
ÞÝ�


� jail Î%��|C¸3FreeBSDî�|sìÝ®à�

�A¢_Ë�@���cjail�

� jail Ñ§ÝÃÍÃF��À�jail /ITx^Í��

Í�bàÝjail 8n£Ù�b�

� jail(8)aî1��9Îbnjail Ý�J1��FreeBSD/Ý@���c��×FreeBSD jail8nÑ§�
Ì�

�
L¡)(mailing lists)C�*jn (archives)�FreeBSD list server (http://lists.FreeBSD.org/mailman/listinfo)
XèºÝFreeBSD general questions
L¡) (http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions)C
Í�
L¡)Ý�*��b�À×Àjail Ýbà£]�;ð�¨´�*Tï3freebsd-questions
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions)îs®�ô8	b[�

15.2. Jail 888nnn���+++

ÜÃ?�|§�FreeBSD�ÙÝjail 8nI5�|C¸Æ�FreeBSDÍ�I5Ý8!®àn;�|ì��
ÍaÞ¸àÝ�+�

chroot(2) (¼�)

FreeBSDÝsystem call�×�Í®à
;�processCÍ�ßprocessX�ºàÝqê�(/ dir)�

chroot(2) (�()

¼3EchrootF�º�Ýprocess�(�9�ÀÝv«jn�ÙÝ��I5��àÝUID�GID�ç­�
CÍ�IPC^×�£Ù�

jail(8) (command)

.&�P3jail �(ìÆ�Ý�ÙÑ§�Ì�

host (�Ù�process�òr��)

jail �(Ý�×�Ù�host�Ù�|¸à�I�àÝ{�£Ù�¬��×jail �(/²Ýprocess�host
�Ù�jail t�Ý-½3y�3host�Ù�Ýsuperuser processes¬�	3jail �(£ø��åÕ×À§
×�
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hosted (�Ù�process�òr��)

�à£ÙåÕFreeBSD jail§×Ýprocess�òr�TÍ�'n£Ù�

15.3.eeeÿÿÿÆÆÆ¯̄̄
ãy�ÙÑ§ÎæpêÃ±Ý�®�.hßÆ�s&9?à�Ì�|¯Ñ§�®?���Dê�9°;�

;ðÎ¯�Ù�È|?��Ý]PH��'��î���b°;�êýJÎ�ÙH�ÝÑ@'��¸Í�

ËÑsìæÍàH��&\áH�±����

FreeBSD�ÙXèºÝ×Ëàyú;H�Ý�ÌµÎjail �JailÎãPoul-Henning KampyFreeBSD 4.X��
0á��3FreeBSD 5.XåÕ&9¥�;��/�W�W
ú��·þÝ��Ù�êG)3¹��s�|è
{Í�àP�[��H��

15.3.1.¢¢¢


Jail

BSD-like®¼�Ù�4.2BSDRÇèºchroot(2)�chroot(8)�à¼�?×àprocessÝqê��H�¢h�ñ
�@��Ù�8âÒÝH��(��ychrooted�(ÝprocessºP°��Dãt²ÝjnT£Ù�ãyh
.ô�ÆÇ¸<\ï<ÓØÍ�ychroot�(Ýservice�ô��<ÓJÍ�Ù�chroot(8)Ey£°�Hm�
ÄPT�Óê{ùÝ��Tà��8	?à�¨²�3SáchrootÃFÝÄ����Bs¨&9�ñ
^chroot�(Ý]P��Ñ9°®Þ3´±ÌÍÝFreeBSD kernelí�ÑÑ�¬���2chroot(2)�&ày
ú;H�Ý§��X]n�.h�TÄÿ@®±Ý��Ù¼�X9°®Þ�

9µÎ
¢��sjail Ýtx�æ.�

Jail3&Ë]P5
)\�;
FÙchroot(2)�(ÝÃF�3FÙÝchroot(2)�(��©§×processEyj
n�ÙÝDãI5���Ù£ÙÝÍ�I5(»A�Ùòr�Æ��Ýprocess�ç­��Ù)JÎãchroot
process�host�ÙÝÍ�process×R�²�Jail|9Ìa;:¼U"9ÿl���©bjn�ÙÝDã�
�;¨Õ�Ùòr�FreeBSD kernelÝç­��ÙCÍ��Ù£ÙÝÌa;�ny9°jail �(DãÝÞ�
����¢åµÚ 15.5;�

jail Ìbì�°4©��

�ê��W(directory subtree)�ôµÎ
ájail ÝRF�×Ë
ájail �¡�processµ���.&®
Õsubtree|²�&FÙºÅ(Õchroot(2)t�'�ÝH�®Þ�µ�º�Å(FreeBSD jail�

�x^(Ì(hostname)�àyjail Ýhostname�ãyjailx�àyç­���.hu&jail /b(Ì�Ey�
ÙÑ§�®Ý�;º8	b[�

� IP address�Îà¼�jail ¸à�¬v3jail ßú��/KP°�?�;ðjail ÝIP addressÎ¨bç�
Ýalias address�¬9¬�ÎÄ6Ý�

�¼�(Command)�ãn3jail /Æ�Ý�J­5�9¼�Î8Eyjail �(Ýqê��Újail �(Ývl�
!��bX-²�

tÝî��²�jail ô�=b�
ÝòrCroot òr�	Q�9�Ýroot Jæºå×yjail �(/�¬v
�host�ÙÝ��¼:�jail Ýroot ¬&PX��Ýòr�h²jail Ýroot ¬��Æ�ÍEyjail(8)�(|
²Ý×°n"PE®�nyroot Ý�æ�§×�Þy}¡ÝµÚ 15.5;+Û��
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15.4.���ñññõõõ���×××Jail
b°�ÙÑ§ï.jail 5
ì�ËË�Ecomplete(��)F jail �;ð�À�JÝFreeBSD�Ù�¨×ËJ

Eservice(��)F jail �Ý�©þØ�×���à©�J§Ý�PTservice�9©Î×ËÃFîÝ 5�
¬�Å(A¢�ñjail ÝÄ���yA¢�ñjail 3jail(8)/b?�ÞÝ1��

# setenv D /here/is/the/jail

# mkdir -p $D ➊

# cd /usr/src

# make world DESTDIR=$D ➋

# cd etc/ 1

# make distribution DESTDIR=$D ➌

# mount -t devfs $D/dev ➍

➊ ´�µÎ�
jail 0Í���­5Î3host�Ù�Ýjail@��H�êYÎw
3/usr/jail/ jailname�jailname��ð
�jail Ýhostname|-ï½�;ð/usr ºb�Èè ¼D

wjail jn�Ù�EyEcompleteF jail ���¸;ð�ÀÝFreeBSDï'H�base systemXbjnÝ¾
�j�

➋ �¼�Þº3jail ê��H�XmÝbinary�library�manual1���9°Î|FÙÝFreeBSD]P�W
�Ç´��_ËXbjn�#½��ÕêÝ2�

➌ ¸àdistribution 9Ímake target¼�XbºàÕÝ'�j���¼1��®µÎ./usr/src/etc/

�%Õjail �(/Ý/etc �ôµÎ$D/etc/ �

➍ Eyjail �(���devfs(8)jn�ÙÝ,µ¬&Ä6�¬¨×]«�¿{XbTà�PKºm�Dã
�K×Í'n(device)�9x�ãXy��PêÝ����×jailX�DãÝ'n&ð¥��.
�Ñ@
Ý'��º¯<\ïEjail b^�ù��yA¢DÄdevfs(8)¼�×Ý!J��|¢ådevfs(8)
Cdevfs.conf(5)1��

�?jail �¡�µ�|àjail(8)�Ì�jail(8)m�°4Äp¢ó�9°¢ó3µÚ 15.3.1;b+ÛÄ�tÝ9
°Í¢ó�²���|¼�Í�¢ó�	Î|©�òr3jail �Æ�process�command¢óãXyjail vl�
��Eyvirtual system(Ìa�Ù)�£�µóC/etc/rc �.
¸º�WËÑFreeBSD�Ù@�XmÝE
®�Eyservice(��) jail ���Æ�Ý¼�ãXyÞ3jail /Æ�ÝserviceTTà�P���

Jail;ð�3�Ù�^`@��.hFreeBSDÝrc ^×èº×°-¿Ý]P¼�;9°�®�

1. �^`�@�Ýjail z���Õrc.conf(5)'�j�

jail_enable="YES" # u'
 NO J�î���@� jail
jail_list=" www" # ub&9 jail J�|èçâ�¼¶

2. EyN×�3jail_list X��Ýjail�ô�3rc.conf(5)��8ETÝ'��

jail_ www_rootdir="/usr/jail/www" # jail Ýqê�

jail_ www_hostname=" www.example.org" # jail Ý hostname
jail_ www_ip="192.168.0.10" # jail Ý IP address
jail_ www_devfs_enable="YES" # 3 jail / mount devfs
jail_ www_devfs_ruleset=" www_ruleset" # jail /XàÝ devfs !J�

3rc.conf(5)Xï'Ýjail @�'�ºþ/etc/rc /Ýjail script�ôµÎ1º�'jail Î�JÝÌa�
Ù�u�àservice jailvl�J�¨²¼�@�¼��]°Î'�ETÝjail_ jailname_exec_start

'��
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¥¥¥: uká¼Xb�àÝó4z���¢årc.conf(5)1��

ô�|DÄW�Æ�/etc/rc.d/jail script¼@�T�crc.conf X'�Ýjail�

# /etc/rc.d/jail start www

# /etc/rc.d/jail stop www

êG$P�¢]°¼���2nTjail(8)�hÛ.
Ñðà¼nT�ÙÝ¼��êG$��3jail�¸à�
êGnTjail t·Ý]P�Î3jail /Æ�ì�¼��Tïjail ²«DÄjexec(8)Æ�ì�¼��

# sh /etc/rc.shutdown

���¢åjail(8)1��

15.5.���������ÑÑÑ§§§
�|
jail '�&9�!ó4�¬¯FreeBSDÝhost�Ù�jail |&Ë�!]Pà)¤g�|Ð)?9ÝT
ààH�Í;�+ÛÝÎ�

�à|��jail �
�H�§×Ýó4�

��DÄFreeBSD Ports CollectionH�Ý{$jail Ñ§�P�¤g9°�P�|¾Õ×°jail-based�X]
n�

15.5.1. FreeBSD XXXèèèºººÝÝÝjail tuning ���ÌÌÌ

Eyjail '�Ý���ÃÍîKÎDÄ'�sysctl(8)�ó¼�W��Ùèº×àsysctlÝ©��W��I8n
Ýó4K3��W/�ôµÎFreeBSD kernel�Ýsecurity.jail. * �W�ì«JÎ�jail 8nÝx
�sysctl'�Cï'Â�9°(ÌK8	�|§��Ak?
×MÝ£G��¢åjail(8)�sysctl(8)1��

� security.jail.set_hostname_allowed: 1

� security.jail.socket_unixiproute_only: 1

� security.jail.sysvipc_allowed: 0

� security.jail.enforce_statfs: 2

� security.jail.allow_raw_sockets: 0

� security.jail.chflags_allowed: 0

� security.jail.jailed: 0

�ÙÑ§ï�3host systemDÄÑ;9°'�Â¼¦��ã�Jail/root òrÝï'§×��¥��b°

§×Î��ã��3jail(8)�(Ýroot ��,µTáµjn�Ù�h²ù��µá�áµdevfs(8)!J�'
�§j�!J�TÆ�Í�mÑ;kernel£]ÝÑ§®¼�»A'�kernelÝsecurelevel Â�

FreeBSD base system/!×°ÃÍ�Ì��à¼ãåêG¸à�Ýjail�¬#î(attach) jail|Æ�Ñ§¼
��jls(8)Cjexec(8)íòyFreeBSD base system�×��à¼Æ�×°���®�
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���b3¸àÝjail CÍ8ETÝjail identifier (JID)�IP address�hostname�­5�

�#î(Attach)Ñ3º®�Ýjail�¬3Í�Æ�¼�|
�Ñ§�®�9F3	root ���nTjail `8	
bà�jexec(8)ô�à3jail �@�shell|-EÍ
�Ñ§�fA�

# jexec 1 tcsh

15.5.2. FreeBSD Ports Collection XXXèèèºººÝÝÝ{{{$$$ÑÑÑ§§§���ÌÌÌ

3�9third-partyXèºÝjail Ñ§�Ì	��sysutils/jailutils Ît�Jôt?àÝ����Îã×

��jail(8)Ñ§��ÌXàWÝ����¢åÍçì+Û�

15.6. Jail ÝÝÝTTTààà

15.6.1. Service Jails

Contributed by Daniel Gerzo.

Í;x�|Simon L. B. Nielsen¶Ýhttp://simon.nitro.dk/service-jails.html
x��îKen Tom
<locals@gmail.com >X?±ÝZa�Í;+ÛA¢'�FreeBSD|jail(8)��¼¦�Ü²ÝH�·«�9
I5�'
�ÙþÝÎRELENG_6_0T?±ÝÌÍ�¬vEÍa�GI5í�§��

15.6.1.1. Design

JailÝx�®Þ�×3yA¢EÍ
�?±�>ùõÑ§�ãyNÍjail KÎ��¥±_Ë�Ey�×jail �
��>ùô&��Î��¥Ý®Þ�.
?±�>ù¬�ºHjì�¬Ey×Àjail ���>ù�Gº�ð
H9` �¬8	Û�zæ�

ÊÊÊ×××9°'�ÝGèÎ
EFreeBSD¸à���ºàîb8	ÝB��uì«Ý'�E
¼1HÄ�Ó��È

��Êà´�|Ý�Ù�	Îsysutils/ezjail �Íèº?��ÝFreeBSD jailÑ§]P�

ÃÍÝ�°Î3�!Ýjail ���|H�Ý]P¼�à£Ù�2à°\Ýmount_nullfs(8),µ�¼¯>ù?
���¬.&ÍservicewÕ�!Ýjail Ý®°º?����h²�ÍôèºEyA¢¦��Àt�>ùjail
Ý�-]P�

¥¥¥: serviceð�Ý»��À�HTTP server�DNS server�SMTP server���

Í;+ÛÝ'�êÝ3y�

��ñ�|v�|§�Ýjail Úx�ôµÎ1�Ä
NÍjail KÆ��JÝinstallworld�

�¯jail Ý±¦�Ét?���

�¯jail Ý?±�>ù?Dê�

��|þ��ÆCÝFreeBSD5Y�
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�EH�b?�ÆrÝ_O����ª±�<\Ý���

���;6è �inode�

A!�GXèÕÝ�9'�x�Îê.°\Ýx�ÿÌ(ôµÎ��X!áÝnullfs),µÕNÍjail�¬v¯
NÍjail bÍ�\�¶Ý'n�9'n�|Î}ñ@�{Ã��5v �T|vnode
¡ÐÝmd(4)'n�
3Í»	��&Æ2à�\¶Ýnullfs ,µ�

ì«Ý�J+Ûjn�ÙÝgH�

�NÍjail Kº,µÕ/home/j 9ìÝÍ�×Íê��

� /home/j/mroot JÎNÍjail �àÝÿÌ�¬EyXbjail ��KÎ°\�

�NÍjail 3/home/j 9ìKb×Í8ETÝèê��

�NÍjail Kºb/s ê���ê�º=Õ�ÙÝ�\¶I5�

�NÍjail Kº3/home/j/skel ê��ñ�òÝ�\¶è �

�NÍjailspace (&jail �\¶ÝI5)K�3/home/js >�

¥¥¥: 9\�'XbjailKw3/home 5v �	Q�ô�|µ��mO?;�¬#ì¼Ý»���ô�BÿÑ;8

ETÝ2]�

15.6.1.2.���ñññÿÿÿÌÌÌ

Í;Þ@M+ÛA¢�ñjail �àÝ°\xÿÌ�

�È�.FreeBSD�Ù>ùÕt±Ý-RELEASE5Y��yA¢��¢åHandbookÝ8na;
(../../../../doc/zh_TW.Big5/books/handbook/makeworld.html)�	?±�W�¡�µ�
�buildworld���h
²���sysutils/cpdup ���&ÆÞàportsnap(8)¼ìµFreeBSD Ports Collection�3Handbook�
EPortsnapa; (../../../../doc/zh_TW.Big5/books/handbook/portsnap.html)�b8n+Û��.ï�|::�

1. ´����ñ°\Ýê��x�jail wFreeBSD binary�#½ÕFreeBSD source treeê��¬H�jail ÿ
Ì�

# mkdir -p /home/j/mroot

# cd /usr/src

# make installworld DESTDIR=/home/j/mroot

2. #½«FreeBSD source tree×ø�ô.FreeBSD Ports Collectionw×	ºjail ¸à�|nmergemaster�

# cd /home/j/mroot

# mkdir usr/ports

# portsnap -p /home/j/mroot/usr/ports fetch extract

# cpdup /usr/src /home/j/mroot/usr/src

3. �ñ�\¶I5ÝzÚ�

# mkdir /home/j/skel /home/j/skel/home /home/j/skel/usr- X11R6 /home/j/skel/distfiles

# mv etc /home/j/skel

# mv usr/local /home/j/skel/usr-local

# mv tmp /home/j/skel

# mv var /home/j/skel
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# mv root /home/j/skel

4. àmergemaster¼��*Ý'�j�#ì¼ÀtmergemasterX�ñÝ9õê��

# mergemaster -t /home/j/skel/var/tmp/temproot -D /home/j /skel -i

# cd /home/j/skel

# rm -R bin boot lib libexec mnt proc rescue sbin sys usr dev

5. ¨3.�\¶Ýjn�Ù|symlink]P=Õ°\Ýjn�Ù��@-symbolic linkÎÍbÑ@=Õs/

ê��uê��ñ]P�E�T¼'�H�E���º0lH�´?�

# cd /home/j/mroot

# mkdir s

# ln -s s/etc etc

# ln -s s/home home

# ln -s s/root root

# ln -s ../s/usr-local usr/local

# ln -s ../s/usr-X11R6 usr/X11R6

# ln -s ../../s/distfiles usr/ports/distfiles

# ln -s s/tmp tmp

# ln -s s/var var

6. t¡JÎ±¦/home/j/skel/etc/make.conf �¬pá|ì/��

WRKDIRPREFIX?= /s/portbuild

�'�WRKDIRPREFIX��|¯&jail ÿ|5¿_ËFreeBSD ports��B�portsê�Îò°\jn�
Ù��¤g��ÝWRKDIRPREFIX��|¯&jail 3�\¶è 
�_Ë�

15.6.1.3.���ñññJail

¨3�Bb�JÝFreeBSD jailÿÌ��|3/etc/rc.conf /�8n'��ì«9»�JîPA¢�ñ3
Íjail�ENSF�EMAILF�EWWWF�

1. 3/etc/fstab �îì�'��|-¯�Ù��,µ&jail XmÝ°\ÿÌ�\¶è �

/home/j/mroot /home/j/ns nullfs ro 0 0
/home/j/mroot /home/j/mail nullfs ro 0 0
/home/j/mroot /home/j/www nullfs ro 0 0
/home/js/ns /home/j/ns/s nullfs rw 0 0
/home/js/mail /home/j/mail/s nullfs rw 0 0
/home/js/www /home/j/www/s nullfs rw 0 0

¥¥¥: 5v Ýpass numberýî
0µ�º3�^`�fsck(8)lã��5v Ýdump numberýî
0J�
º�dump(8)Xn	�&Æ¬��Tfsck lãnullfs Ý,µ�Tï¯dump n	jail/°\Ýnullfs,µ�9
ôµÎ
¢î�fstab N�'�¡«KbËû
E0 0F�

2. 3/etc/rc.conf /'�jail�

jail_enable="YES"
jail_set_hostname_allow="NO"
jail_list="ns mail www"
jail_ns_hostname="ns.example.org"
jail_ns_ip="192.168.3.17"
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jail_ns_rootdir="/usr/home/j/ns"
jail_ns_devfs_enable="YES"
jail_mail_hostname="mail.example.org"
jail_mail_ip="192.168.3.18"
jail_mail_rootdir="/usr/home/j/mail"
jail_mail_devfs_enable="YES"
jail_www_hostname="www.example.org"
jail_www_ip="62.123.43.14"
jail_www_rootdir="/usr/home/j/www"
jail_www_devfs_enable="YES"

ÊÊÊ×××�X|�.jail_ name_rootdir �/home ;
/usr/home Ýæ.3yFreeBSDï'H�Ý/home ê�Í

@©Î¼'/usr/home Ýsymbolic link��jail_ name_rootdir �ó6
@�ê��&symbolic link�Í
Jjailº`�@���|àrealpath(1)¼X���ó����¢åFreeBSD-SA-07:01.jailH�;×�

3. �NÍjail �ñÄ6Ý°\jn�Ù,µF�

# mkdir /home/j/ns /home/j/mail /home/j/www

4. 
NÍjail H��\¶ÝÿÌ��¥�9`�àsysutils/cpdup �¸�@1NÍê�KbÑ@�%�

# mkdir /home/js

# cpdup /home/j/skel /home/js/ns

# cpdup /home/j/skel /home/js/mail

# cpdup /home/j/skel /home/js/www

5. Ah×¼µ��Wjail �(�ñ��|ãn?�àÝ���
&jail ,µX6Ýjn�Ù��
à/etc/rc.d/jail script¼@��

# mount -a

# /etc/rc.d/jail start

¨3jail T�µº@�Ý�u�lãÎÍbÑð@���|àjls(8)¼�¼:��¼�ÝÆ���T�v«
ì«�

# jls

JID IP Address Hostname Path
3 192.168.3.17 ns.example.org /home/j/ns
2 192.168.3.18 mail.example.org /home/j/mail
1 62.123.43.14 www.example.org /home/j/www

h`µ�|rá&jail ¬±¦òr�'�8nservice�àÝdaemon�î«ÝJID û��Ñ3º®�Ýjail _
r��àì�¼�|3JID _r3ÝjailÆ�Ñ§�®�

# jexec 3 tcsh

15.6.1.4.>>>ùùù

b`ãyH�®ÞTïjail /�à±����m�.FreeBSD�Ù>ùÕ?±�9ËH�'�]P¯Éb
Ýjail >ù�ÿ?��|�jail ô�|.service�^` (downtime)ªÕt±�.
jail©m3t¡n"�m
�¥��h²�0×±Ìb®ÞÝ��¸ôèºDê/ÕÕ�ÌÝ���
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1. ´�Îï×�]P¼>ùhost system��±¦Û`Ý°\ÿÌ/home/j/mroot2 �

# mkdir /home/j/mroot2

# cd /usr/src

# make installworld DESTDIR=/home/j/mroot2

# cd /home/j/mroot2

# cpdup /usr/src usr/src

# mkdir s

!ø2�3Æ�installworld `º�ñ×°à�½Ýê���.9°B*�

# chflags -R 0 var

# rm -R etc var root usr/local tmp

2. ¥±�ñÕx�ÙÝ�\¶è symlink�

# ln -s s/etc etc

# ln -s s/root root

# ln -s s/home home

# ln -s ../s/usr-local usr/local

# ln -s ../s/usr-X11R6 usr/X11R6

# ln -s s/tmp tmp

# ln -s s/var var

3. ¨3�|nTjail�

# /etc/rc.d/jail stop

4. áµæ�Ýjn�Ù�

# umount /home/j/ns/s

# umount /home/j/ns

# umount /home/j/mail/s

# umount /home/j/mail

# umount /home/j/www/s

# umount /home/j/www

¥¥¥: �\¶è (/s )Î,µ3°\jn�Ù9ì�Æ��áµ�

5. .�Ý°\�Ù¦��ðW±Ý�Ah×¼��!`1º�G�ÙÝn	�|n0×>ù¡b®Þ�/
Æ�9\Ýú(]P2±°\jn�ÙÝ�ñ` �h²æ�FreeBSD Ports Collectionà#¦Õ±Ýj
n�Ù�|;6{Ãè �inode�

# cd /home/j

# mv mroot mroot.20060601

# mv mroot2 mroot

# mv mroot.20060601/usr/ports mroot/usr

6. ¨3±Ý°\ÿÌãn?Ý�©yì¥±,µ|C@�jail�

# mount -a

# /etc/rc.d/jail start

t¡|jls(8)¼lãjail ÎÍíÑð@��½�Ý�3&jail /Æ�mergemaster��b8n'�j|Crc.d
scriptsí�?±�
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¥¥¥

1. FreeBSD 6.0(â)�¡µ�m9M»�
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aaa16. Mandatory Access Control
Written by Tom Rhodes.

16.1. Synopsis
FreeBSD 5.X introduced new security extensions from the TrustedBSD project based on the POSIX.1e draft. Two of
the most significant new security mechanisms are file system Access Control Lists (ACLs) and Mandatory Access
Control (MAC) facilities. Mandatory Access Control allowsnew access control modules to be loaded, implementing
new security policies. Some provide protections of a narrowsubset of the system, hardening a particular service,
while others provide comprehensive labeled security across all subjects and objects. The mandatory part of the
definition comes from the fact that the enforcement of the controls is done by administrators and the system, and is
not left up to the discretion of users as is done with discretionary access control (DAC, the standard file and System
V IPC permissions on FreeBSD).

This chapter will focus on the Mandatory Access Control Framework (MAC Framework), and a set of pluggable
security policy modules enabling various security mechanisms.

After reading this chapter, you will know:

�What MAC security policy modules are currently included in FreeBSD and their associated mechanisms.

�What MAC security policy modules implement as well as the difference between a labeled and non-labeled policy.

�How to efficiently configure a system to use the MAC framework.

�How to configure the different security policy modules included with the MAC framework.

�How to implement a more secure environment using the MAC framework and the examples shown.

�How to test the MAC configuration to ensure the framework has been properly implemented.

Before reading this chapter, you should:

�Understand UNIX and FreeBSD basics (µÚ 3a).

�Be familiar with the basics of kernel configuration/compilation (µÚ 8a).

�Have some familiarity with security and how it pertains to FreeBSD (µÚ 14a).

ÊÊÊ×××The improper use of the information in this chapter may cause loss of system access, aggravation of users,
or inability to access the features provided by X11. More importantly, MAC should not be relied upon to
completely secure a system. The MAC framework only augments existing security policy; without sound security
practices and regular security checks, the system will never be completely secure.

It should also be noted that the examples contained within this chapter are just that, examples. It is not
recommended that these particular settings be rolled out on a production system. Implementing the various
security policy modules takes a good deal of thought. One who does not fully understand exactly how everything
works may find him or herself going back through the entire system and reconfiguring many files or directories.
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16.1.1. What Will Not Be Covered

This chapter covers a broad range of security issues relating to the MAC framework; however, the development of
new MAC security policy modules will not be covered. A numberof security policy modules included with the MAC
framework have specific characteristics which are providedfor both testing and new module development. These
include the mac_test(4), mac_stub(4) and mac_none(4). Formore information on these security policy modules and
the various mechanisms they provide, please review the manual pages.

16.2. Key Terms in this Chapter
Before reading this chapter, a few key terms must be explained. This will hopefully clear up any confusion that may
occur and avoid the abrupt introduction of new terms and information.

� compartment: A compartment is a set of programs and data to be partitionedor separated, where users are given
explicit access to specific components of a system. Also, a compartment represents a grouping, such as a work
group, department, project, or topic. Using compartments,it is possible to implement a need-to-know security
policy.

� integrity: Integrity, as a key concept, is the level of trust which can be placed on data. As the integrity of the data is
elevated, so does the ability to trust that data.

� label: A label is a security attribute which can be applied to files,directories, or other items in the system. It could
be considered a confidentiality stamp; when a label is placedon a file it describes the security properties for that
specific file and will only permit access by files, users, resources, etc. with a similar security setting. The meaning
and interpretation of label values depends on the policy configuration: while some policies might treat a label as
representing the integrity or secrecy of an object, other policies might use labels to hold rules for access.

� level: The increased or decreased setting of a security attribute. As the level increases, its security is considered to
elevate as well.

�multilabel: Themultilabel property is a file system option which can be set in single usermode using the
tunefs(8) utility, during the boot operation using the fstab(5) file, or during the creation of a new file system. This
option will permit an administrator to apply different MAC labels on different objects. This option only applies to
security policy modules which support labeling.

� object: An object or system object is an entity through which information flows under the direction of asubject.
This includes directories, files, fields, screens, keyboards, memory, magnetic storage, printers or any other data
storage/moving device. Basically, an object is a data container or a system resource; access to anobjecteffectively
means access to the data.

� policy: A collection of rules which defines how objectives are to be achieved. Apolicyusually documents how
certain items are to be handled. This chapter will consider the termpolicy in this context as asecurity policy; i.e. a
collection of rules which will control the flow of data and information and define whom will have access to that
data and information.

� sensitivity: Usually used when discussing MLS. A sensitivity level is a term used to describe how important or
secret the data should be. As the sensitivity level increases, so does the importance of the secrecy, or
confidentiality of the data.

� single label: A single label is when the entire file system uses one label toenforce access control over the flow of
data. When a file system has this set, which is any time when themultilabel option is not set, all files will
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conform to the same label setting.

� subject: a subject is any active entity that causes information to flow betweenobjects; e.g. a user, user processor,
system process, etc. On FreeBSD, this is almost always a thread acting in a process on behalf of a user.

16.3. Explanation of MAC
With all of these new terms in mind, consider how the MAC framework augments the security of the system as a
whole. The various security policy modules provided by the MAC framework could be used to protect the network
and file systems, block users from accessing certain ports and sockets, and more. Perhaps the best use of the policy
modules is to blend them together, by loading several security policy modules at a time for a multi-layered security
environment. In a multi-layered security environment, multiple policy modules are in effect to keep security in
check. This is different to a hardening policy, which typically hardens elements of a system that is used only for
specific purposes. The only downside is administrative overhead in cases of multiple file system labels, setting
network access control user by user, etc.

These downsides are minimal when compared to the lasting effect of the framework; for instance, the ability to pick
and choose which policies are required for a specific configuration keeps performance overhead down. The reduction
of support for unneeded policies can increase the overall performance of the system as well as offer flexibility of
choice. A good implementation would consider the overall security requirements and effectively implement the
various security policy modules offered by the framework.

Thus a system utilizing MAC features should at least guarantee that a user will not be permitted to change security
attributes at will; all user utilities, programs and scripts must work within the constraints of the access rules provided
by the selected security policy modules; and that total control of the MAC access rules are in the hands of the system
administrator.

It is the sole duty of the system administrator to carefully select the correct security policy modules. Some
environments may need to limit access control over the network; in these cases, the mac_portacl(4), mac_ifoff(4) and
even mac_biba(4) policy modules might make good starting points. In other cases, strict confidentiality of file system
objects might be required. Policy modules such as mac_bsdextended(4) and mac_mls(4) exist for this purpose.

Policy decisions could be made based on network configuration. Perhaps only certain users should be permitted
access to facilities provided by ssh(1) to access the network or the Internet. The mac_portacl(4) would be the policy
module of choice for these situations. But what should be done in the case of file systems? Should all access to
certain directories be severed from other groups or specificusers? Or should we limit user or utility access to specific
files by setting certain objects as classified?

In the file system case, access to objects might be consideredconfidential to some users, but not to others. For an
example, a large development team might be broken off into smaller groups of individuals. Developers in project A
might not be permitted to access objects written by developers in project B. Yet they might need to access objects
created by developers in project C; that is quite a situationindeed. Using the different security policy modules
provided by the MAC framework; users could be divided into these groups and then given access to the appropriate
areas without fear of information leakage.

Thus, each security policy module has a unique way of dealingwith the overall security of a system. Module
selection should be based on a well thought out security policy. In many cases, the overall policy may need to be
revised and reimplemented on the system. Understanding thedifferent security policy modules offered by the MAC
framework will help administrators choose the best policies for their situations.

The default FreeBSD kernel does not include the option for the MAC framework; thus the following kernel option
must be added before trying any of the examples or information in this chapter:
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options MAC

And the kernel will require a rebuild and a reinstall.

¥¥¥���While the various manual pages for MAC policy modules state that they may be built into the kernel, it is
possible to lock the system out of the network and more. Implementing MAC is much like implementing a firewall,
care must be taken to prevent being completely locked out of the system. The ability to revert back to a previous
configuration should be considered while the implementation of MAC remotely should be done with extreme
caution.

16.4. Understanding MAC Labels
A MAC label is a security attribute which may be applied to subjects and objects throughout the system.

When setting a label, the user must be able to comprehend whatit is, exactly, that is being done. The attributes
available on an object depend on the policy module loaded, and that policy modules interpret their attributes in
different ways. If improperly configured due to lack of comprehension, or the inability to understand the
implications, the result will be the unexpected and perhaps, undesired, behavior of the system.

The security label on an object is used as a part of a security access control decision by a policy. With some policies,
the label by itself contains all information necessary to make a decision; in other models, the labels may be processed
as part of a larger rule set, etc.

For instance, setting the label ofbiba/low on a file will represent a label maintained by the Biba security policy
module, with a value ofElowF.

A few policy modules which support the labeling feature in FreeBSD offer three specific predefined labels. These are
the low, high, and equal labels. Although they enforce access control in a different manner with each policy module,
you can be sure that the low label will be the lowest setting, the equal label will set the subject or object to be disabled
or unaffected, and the high label will enforce the highest setting available in the Biba and MLS policy modules.

Within single label file system environments, only one labelmay be used on objects. This will enforce one set of
access permissions across the entire system and in many environments may be all that is required. There are a few
cases where multiple labels may be set on objects or subjectsin the file system. For those cases, themultilabel

option may be passed to tunefs(8).

In the case of Biba and MLS, a numeric label may be set to indicate the precise level of hierarchical control. This
numeric level is used to partition or sort information into different groups of say, classification only permitting access
to that group or a higher group level.

In most cases the administrator will only be setting up a single label to use throughout the file system.

Hey wait, this is similar to DAC! I thought MAC gave control strictly to the administrator.That statement still holds
true, to some extent asroot is the one in control and who configures the policies so that users are placed in the
appropriate categories/access levels. Alas, many policy modules can restrict theroot user as well. Basic control over
objects will then be released to the group, butroot may revoke or modify the settings at any time. This is the
hierarchal/clearance model covered by policies such as Biba and MLS.
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16.4.1. Label Configuration

Virtually all aspects of label policy module configuration will be performed using the base system utilities. These
commands provide a simple interface for object or subject configuration or the manipulation and verification of the
configuration.

All configuration may be done by use of the setfmac(8) and setpmac(8) utilities. Thesetfmac command is used to
set MAC labels on system objects while thesetpmac command is used to set the labels on system subjects. Observe:

# setfmac biba/high test

If no errors occurred with the command above, a prompt will bereturned. The only time these commands are not
quiescent is when an error occurred; similarly to the chmod(1) and chown(8) commands. In some cases this error
may be aPermission denied and is usually obtained when the label is being set or modifiedon an object which is
restricted.1 The system administrator may use the following commands to overcome this:

# setfmac biba/high test

Permission denied

# setpmac biba/low setfmac biba/high test

# getfmac test

test: biba/high

As we see above,setpmac can be used to override the policy module’s settings by assigning a different label to the
invoked process. Thegetpmac utility is usually used with currently running processes, such assendmail: although it
takes a process ID in place of a command the logic is extremelysimilar. If users attempt to manipulate a file not in
their access, subject to the rules of the loaded policy modules, theOperation not permitted error will be
displayed by themac_set_link function.

16.4.1.1. Common Label Types

For the mac_biba(4), mac_mls(4) and mac_lomac(4) policy modules, the ability to assign simple labels is provided.
These take the form of high, equal and low, what follows is a brief description of what these labels provide:

� The low label is considered the lowest label setting an object or subject may have. Setting this on objects or
subjects will block their access to objects or subjects marked high.

� Theequal label should only be placed on objects considered to be exempt from the policy.

� Thehigh label grants an object or subject the highest possible setting.

With respect to each policy module, each of those settings will instate a different information flow directive. Reading
the proper manual pages will further explain the traits of these generic label configurations.

16.4.1.1.1. Advanced Label Configuration

Numeric grade numbers used forcomparison:compartment+compartment ; thus the following:

biba/10:2+3+6(5:2+3-20:2+3+4+5+6)

May be interpreted as:

EBiba Policy LabelF/EGrade 10F :ECompartments 2, 3 and 6F: (Egrade 5 ...F)
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In this example, the first grade would be considered theEeffective gradeF withEeffective compartmentsF, the
second grade is the low grade and the last one is the high grade. In most configurations these settings will not be
used; indeed, they offered for more advanced configurations.

When applied to system objects, they will only have a currentgrade/compartments as opposed to system subjects as
they reflect the range of available rights in the system, and network interfaces, where they are used for access control.

The grade and compartments in a subject and object pair are used to construct a relationship referred to as
EdominanceF, in which a subject dominates an object, the object dominates the subject, neither dominates the
other, or both dominate each other. TheEboth dominateF case occurs when the two labels are equal. Due to the
information flow nature of Biba, you have rights to a set of compartments,Eneed to knowF, that might correspond
to projects, but objects also have a set of compartments. Users may have to subset their rights usingsu or setpmac

in order to access objects in a compartment from which they are not restricted.

16.4.1.2. Users and Label Settings

Users themselves are required to have labels so that their files and processes may properly interact with the security
policy defined on the system. This is configured through thelogin.conf file by use of login classes. Every policy
module that uses labels will implement the user class setting.

An example entry containing every policy module setting is displayed below:

default:\
:copyright=/etc/COPYRIGHT:\
:welcome=/etc/motd:\
:setenv=MAIL=/var/mail/$,BLOCKSIZE=K:\
:path=~/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/loca l/sbin:/usr/local/bin:\
:manpath=/usr/share/man /usr/local/man:\
:nologin=/usr/sbin/nologin:\
:cputime=1h30m:\
:datasize=8M:\
:vmemoryuse=100M:\
:stacksize=2M:\
:memorylocked=4M:\
:memoryuse=8M:\
:filesize=8M:\
:coredumpsize=8M:\
:openfiles=24:\
:maxproc=32:\
:priority=0:\
:requirehome:\
:passwordtime=91d:\
:umask=022:\
:ignoretime@:\
:label=partition/13,mls/5,biba/10(5-15),lomac10[2]:

The label option is used to set the user class default label which will be enforced by MAC. Users will never be
permitted to modify this value, thus it can be considered notoptional in the user case. In a real configuration,
however, the administrator will never wish to enable every policy module. It is recommended that the rest of this
chapter be reviewed before any of this configuration is implemented.
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¥¥¥: Users may change their label after the initial login; however, this change is subject constraints of the policy.
The example above tells the Biba policy that a process’s minimum integrity is 5, its maximum is 15, but the
default effective label is 10. The process will run at 10 until it chooses to change label, perhaps due to the user
using the setpmac command, which will be constrained by Biba to the range set at login.

In all cases, after a change tologin.conf , the login class capability database must be rebuilt usingcap_mkdb and
this will be reflected throughout every forthcoming exampleor discussion.

It is useful to note that many sites may have a particularly large number of users requiring several different user
classes. In depth planning is required as this may get extremely difficult to manage.

Future versions of FreeBSD will include a new way to deal withmapping users to labels; however, this will not be
available until some time after FreeBSD 5.3.

16.4.1.3. Network Interfaces and Label Settings

Labels may also be set on network interfaces to help control the flow of data across the network. In all cases they
function in the same way the policies function with respect to objects. Users at high settings inbiba , for example,
will not be permitted to access network interfaces with a label of low.

Themaclabel may be passed toifconfig when setting the MAC label on network interfaces. For example:

# ifconfig bge0 maclabel biba/equal

will set the MAC label ofbiba/equal on the bge(4) interface. When using a setting similar to
biba/high(low-high) the entire label should be quoted; otherwise an error will bereturned.

Each policy module which supports labeling has a tunable which may be used to disable the MAC label on network
interfaces. Setting the label toequal will have a similar effect. Review the output fromsysctl , the policy manual
pages, or even the information found later in this chapter for those tunables.

16.4.2. Singlelabel or Multilabel?

By default the system will use thesinglelabel option. But what does this mean to the administrator? There are
several differences which, in their own right, offer pros and cons to the flexibility in the systems security model.

Thesinglelabel only permits for one label, for instancebiba/high to be used for each subject or object. It
provides for lower administration overhead but decreases the flexibility of policies which support labeling. Many
administrators may want to use themultilabel option in their security policy.

Themultilabel option will permit each subject or object to have its own independent MAC label in place of the
standardsinglelabel option which will allow only one label throughout the partition. Themultilabel and
single label options are only required for the policies which implement the labeling feature, including the Biba,
Lomac, MLS and SEBSD policies.

In many cases, themultilabel may not need to be set at all. Consider the following situation and security model:

� FreeBSD web-server using the MAC framework and a mix of the various policies.

� This machine only requires one label,biba/high , for everything in the system. Here the file system would not
require themultilabel option as a single label will always be in effect.
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�But, this machine will be a web server and should have the web server run atbiba/low to prevent write up
capabilities. The Biba policy and how it works will be discussed later, so if the previous comment was difficult to
interpret just continue reading and return. The server could use a separate partition set atbiba/low for most if not
all of its runtime state. Much is lacking from this example, for instance the restrictions on data, configuration and
user settings; however, this is just a quick example to provethe aforementioned point.

If any of the non-labeling policies are to be used, then themultilabel option would never be required. These
include theseeotheruids , portacl andpartition policies.

It should also be noted that usingmultilabel with a partition and establishing a security model based on
multilabel functionality could open the doors for higher administrative overhead as everything in the file system
would have a label. This includes directories, files, and even device nodes.

The following command will setmultilabel on the file systems to have multiple labels. This may only be done in
single user mode:

# tunefs -l enable /

This is not a requirement for the swap file system.

¥¥¥: Some users have experienced problems with setting the multilabel flag on the root partition. If this is the
case, please review the µÚ 16.16; of this chapter.

16.4.3. Controlling MAC with Tunables

Without any modules loaded, there are still some parts of MACwhich may be configured using thesysctl

interface. These tunables are described below and in all cases the number one (1) means enabled while the number
zero (0) means disabled:

� security.mac.enforce_fs defaults to one (1) and enforces MAC file system policies on the file systems.

� security.mac.enforce_kld defaults to one (1) and enforces MAC kernel linking policieson the dynamic
kernel linker (see kld(4)).

� security.mac.enforce_network defaults to one (1) and enforces MAC network policies.

� security.mac.enforce_pipe defaults to one (1) and enforces MAC policies on pipes.

� security.mac.enforce_process defaults to one (1) and enforces MAC policies on processes which utilize
inter-process communication.

� security.mac.enforce_socket defaults to one (1) and enforces MAC policies on sockets (seethe socket(2)
manual page).

� security.mac.enforce_system defaults to one (1) and enforces MAC policies on system activities such as
accounting and rebooting.

� security.mac.enforce_vm defaults to one (1) and enforces MAC policies on the virtual memory system.

¥¥¥: Every policy or MAC option supports tunables. These usually hang off of the security.mac.<policyname>

tree. To view all of the tunables from MAC use the following command:
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# sysctl -da | grep mac

This should be interpreted as all of the basic MAC policies are enforced by default. If the modules were built into the
kernel the system would be extremely locked down and most likely unable to communicate with the local network or
connect to the Internet, etc. This is why building the modules into the kernel is not completely recommended. Not
because it limits the ability to disable features on the fly with sysctl , but it permits the administrator to instantly
switch the policies of a system without the requirement of rebuilding and reinstalling a new system.

16.5. Module Configuration
Every module included with the MAC framework may be either compiled into the kernel as noted above or loaded as
a run-time kernel module. The recommended method is to add the module name to the/boot/loader.conf file so
that it will load during the initial boot operation.

The following sections will discuss the various MAC modulesand cover their features. Implementing them into a
specific environment will also be a consideration of this chapter. Some modules support the use of labeling, which is
controlling access by enforcing a label such asEthis is allowed and this is notF. A label configuration file may
control how files may be accessed, network communication canbe exchanged, and more. The previous section
showed how themultilabel flag could be set on file systems to enable per-file or per-partition access control.

A single label configuration would enforce only one label across the system, that is why thetunefs option is called
multilabel .

16.5.1. The MAC seeotheruids Module

Module name:mac_seeotheruids.ko

Kernel configuration line:options MAC_SEEOTHERUIDS

Boot option:mac_seeotheruids_load="YES"

The mac_seeotheruids(4) module mimics and extends thesecurity.bsd.see_other_uids and
security.bsd.see_other_gids sysctl tunables. This option does not require any labels to be set before
configuration and can operate transparently with the other modules.

After loading the module, the followingsysctl tunables may be used to control the features:

� security.mac.seeotheruids.enabled will enable the module’s features and use the default settings. These
default settings will deny users the ability to view processes and sockets owned by other users.

� security.mac.seeotheruids.specificgid_enabled will allow a certain group to be exempt from this
policy. To exempt specific groups from this policy, use thesecurity.mac.seeotheruids.specificgid= XXX

sysctl tunable. In the above example, theXXX should be replaced with the numeric group ID to be exempted.

� security.mac.seeotheruids.primarygroup_enabled is used to exempt specific primary groups from this
policy. When using this tunable, thesecurity.mac.seeotheruids.specificgid_enabled may not be set.
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16.6. The MAC bsdextended Module
Module name:mac_bsdextended.ko

Kernel configuration line:options MAC_BSDEXTENDED

Boot option:mac_bsdextended_load="YES"

The mac_bsdextended(4) module enforces the file system firewall. This module’s policy provides an extension to the
standard file system permissions model, permitting an administrator to create a firewall-like ruleset to protect files,
utilities, and directories in the file system hierarchy.

The policy may be created using a utility, ugidfw(8), that has a syntax similar to that of ipfw(8). More tools can be
written by using the functions in the libugidfw(3) library.

Extreme caution should be taken when working with this module; incorrect use could block access to certain parts of
the file system.

16.6.1. Examples

After the mac_bsdextended(4) module has been loaded, the following command may be used to list the current rule
configuration:

# ugidfw list

0 slots, 0 rules

As expected, there are no rules defined. This means that everything is still completely accessible. To create a rule
which will block all access by users but leaveroot unaffected, simply run the following command:

# ugidfw add subject not uid root new object not uid root mode n

¥¥¥: In releases prior to FreeBSD 5.3, the add parameter did not exist. In those cases the set should be used
instead. See below for a command example.

This is a very bad idea as it will block all users from issuing even the most simple commands, such asls . A more
patriotic list of rules might be:

# ugidfw set 2 subject uid user1 object uid user2 mode n

# ugidfw set 3 subject uid user1 object gid user2 mode n

This will block any and all access, including directory listings, touser2’s home directory from the usernameuser1 .

In place ofuser1 , thenot uid user2 could be passed. This will enforce the same access restrictions above for all
users in place of just one user.

¥¥¥: The root user will be unaffected by these changes.

This should give a general idea of how the mac_bsdextended(4) module may be used to help fortify a file system. For
more information, see the mac_bsdextended(4) and the ugidfw(8) manual pages.
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16.7. The MAC ifoff Module
Module name:mac_ifoff.ko

Kernel configuration line:options MAC_IFOFF

Boot option:mac_ifoff_load="YES"

The mac_ifoff(4) module exists solely to disable network interfaces on the fly and keep network interfaces from
being brought up during the initial system boot. It does not require any labels to be set up on the system, nor does it
have a dependency on other MAC modules.

Most of the control is done through thesysctl tunables listed below.

� security.mac.ifoff.lo_enabled will enable/disable all traffic on the loopback (lo(4)) interface.

� security.mac.ifoff.bpfrecv_enabled will enable/disable all traffic on the Berkeley Packet Filter interface
(bpf(4))

� security.mac.ifoff.other_enabled will enable/disable traffic on all other interfaces.

One of the most common uses of mac_ifoff(4) is network monitoring in an environment where network traffic should
not be permitted during the boot sequence. Another suggested use would be to write a script which uses
security/aide to automatically block network traffic if it finds new or altered files in protected directories.

16.8. The MAC portacl Module
Module name:mac_portacl.ko

Kernel configuration line:MAC_PORTACL

Boot option:mac_portacl_load="YES"

The mac_portacl(4) module is used to limit binding to local TCP and UDP ports using a variety ofsysctl variables.
In essence mac_portacl(4) makes it possible to allow non-root users to bind to specified privileged ports, i.e. ports
fewer than 1024.

Once loaded, this module will enable the MAC policy on all sockets. The following tunables are available:

� security.mac.portacl.enabled will enable/disable the policy completely.2

� security.mac.portacl.port_high will set the highest port number that mac_portacl(4) will enable
protection for.

� security.mac.portacl.suser_exempt will, when set to a non-zero value, exempt theroot user from this
policy.

� security.mac.portacl.rules will specify the actual mac_portacl policy; see below.

The actualmac_portacl policy, as specified in thesecurity.mac.portacl.rules sysctl, is a text string of the
form: rule[,rule,...] with as many rules as needed. Each rule is of the form:idtype:id:protocol:port .
Theidtype parameter can beuid or gid and used to interpret theid parameter as either a user id or group id,
respectively. Theprotocol parameter is used to determine if the rule should apply to TCPor UDP by setting the
parameter totcp or udp . The finalport parameter is the port number to allow the specified user or group to bind to.
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¥¥¥: Since the ruleset is interpreted directly by the kernel only numeric values can be used for the user ID, group
ID, and port parameters. I.e. user, group, and port service names cannot be used.

By default, on UNIX-like systems, ports fewer than 1024 can only be used by/bound to privileged processes, i.e.
those run asroot . For mac_portacl(4) to allow non-privileged processes to bind to ports below 1024 this standard
UNIX restriction has to be disabled. This can be accomplished by setting the sysctl(8) variables
net.inet.ip.portrange.reservedlow andnet.inet.ip.portrange.reservedhigh to zero.

See the examples below or review the mac_portacl(4) manual page for further information.

16.8.1. Examples

The following examples should illuminate the above discussion a little better:

# sysctl security.mac.portacl.port_high=1023

# sysctl net.inet.ip.portrange.reservedlow=0 net.inet.i p.portrange.reservedhigh=0

First we set mac_portacl(4) to cover the standard privileged ports and disable the normal UNIX bind restrictions.

# sysctl security.mac.portacl.suser_exempt=1

Theroot user should not be crippled by this policy, thus set thesecurity.mac.portacl.suser_exempt to a
non-zero value. The mac_portacl(4) module has now been set up to behave the same way UNIX-like systems behave
by default.

# sysctl security.mac.portacl.rules=uid:80:tcp:80

Allow the user with UID 80 (normally thewwwuser) to bind to port 80. This can be used to allow thewwwuser to run
a web server without ever havingroot privilege.

# sysctl security.mac.portacl.rules=uid:1001:tcp:110,u id:1001:tcp:995

Permit the user with the UID of 1001 to bind to the TCP ports 110(Epop3F) and 995 (Epop3sF). This will
permit this user to start a server that accepts connections on ports 110 and 995.

16.9. MAC Policies with Labeling Features
The next few sections will discuss MAC policies which use labels.

From here on this chapter will focus on the features of mac_biba(4), mac_lomac(4), mac_partition(4), and
mac_mls(4).

¥¥¥: This is an example configuration only and should not be considered for a production implementation. The
goal is to document and show the syntax as well as examples for implementation and testing.

For these policies to work correctly several preparations must be made.
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16.9.1. Preparation for Labeling Policies

The following changes are required in thelogin.conf file:

�An insecure class, or another class of similar type, must be added. The login class ofinsecure is not required
and just used as an example here; different configurations may use another class name.

� The insecure class should have the following settings and definitions. Several of these can be altered but the line
which defines the default label is a requirement and must remain.

insecure:\
:copyright=/etc/COPYRIGHT:\
:welcome=/etc/motd:\
:setenv=MAIL=/var/mail/$,BLOCKSIZE=K:\
:path=~/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/loca l/sbin:/usr/local/bin:\
:manpath=/usr/share/man /usr/local/man:\
:nologin=/usr/sbin/nologin:\
:cputime=1h30m:\
:datasize=8M:\
:vmemoryuse=100M:\
:stacksize=2M:\
:memorylocked=4M:\
:memoryuse=8M:\
:filesize=8M:\
:coredumpsize=8M:\
:openfiles=24:\
:maxproc=32:\
:priority=0:\
:requirehome:\
:passwordtime=91d:\
:umask=022:\
:ignoretime@:\
:label=partition/13,mls/5,biba/low:

The cap_mkdb(1) command needs to be ran on login.conf(5) before any of the users can be switched over to the
new class.

Theroot username should also be placed into a login class; otherwise, almost every command executed byroot

will require the use ofsetpmac .

ÊÊÊ×××Rebuilding the login.conf database may cause some errors later with the daemon class. Simply
uncommenting the daemon account and rebuilding the database should alleviate these issues.

�Ensure that all partitions on which MAC labeling will be implemented support themultilabel . We must do this
because many of the examples here contain different labels for testing purposes. Review the output from the
mount command as a precautionary measure.

�Switch any users who will have the higher security mechanisms enforced over to the new user class. A quick run
of pw(8) or vipw(8) should do the trick.
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16.10. The MAC partition Module
Module name:mac_partition.ko

Kernel configuration line:options MAC_PARTITION

Boot option:mac_partition_load="YES"

The mac_partition(4) policy will drop processes into specificEpartitionsF based on their MAC label. Think of it as
a special type of jail(8), though that is hardly a worthy comparison.

This is one module that should be added to the loader.conf(5)file so that it loads and enables the policy during the
boot process.

Most configuration for this policy is done using the setpmac(8) utility which will be explained below. The following
sysctl tunable is available for this policy:

� security.mac.partition.enabled will enable the enforcement of MAC process partitions.

When this policy is enabled, users will only be permitted to see their processes but will not be permitted to work with
certain utilities. For instance, a user in theinsecure class above will not be permitted to access thetop command
as well as many other commands that must spawn a process.

To set or drop utilities into a partition label, use thesetpmac utility:

# setpmac partition/13 top

This will add thetop command to the label set on users in theinsecure class. Note that all processes spawned by
users in theinsecure class will stay in thepartition/13 label.

16.10.1. Examples

The following command will show you the partition label and the process list:

# ps Zax

This next command will allow the viewing of another user’s process partition label and that user’s currently running
processes:

# ps -ZU trhodes

¥¥¥: Users can see processes in root ’s label unless the mac_seeotheruids(4) policy is loaded.

A really crafty implementation could have all of the services disabled in/etc/rc.conf and started by a script that
starts them with the proper labeling set.

¥¥¥: The following policies support integer settings in place of the three default labels offered. These options,
including their limitations, are further explained in the module manual pages.
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16.11. The MAC Multi-Level Security Module
Module name:mac_mls.ko

Kernel configuration line:options MAC_MLS

Boot option:mac_mls_load="YES"

The mac_mls(4) policy controls access between subjects andobjects in the system by enforcing a strict information
flow policy.

In MLS environments, aEclearanceF level is set in each subject or objects label, along with compartments. Since
these clearance or sensibility levels can reach numbers greater than six thousand; it would be a daunting task for any
system administrator to thoroughly configure each subject or object. Thankfully, threeEinstantF labels are already
included in this policy.

These labels aremls/low , mls/equal andmls/high . Since these labels are described in depth in the manual page,
they will only get a brief description here:

� Themls/low label contains a low configuration which permits it to be dominated by all other objects. Anything
labeled withmls/low will have a low clearance level and not be permitted to accessinformation of a higher level.
In addition, this label will prevent objects of a higher clearance level from writing or passing information on to
them.

� Themls/equal label should be placed on objects considered to be exempt from the policy.

� Themls/high label is the highest level of clearance possible. Objects assigned this label will hold dominance
over all other objects in the system; however, they will not permit the leaking of information to objects of a lower
class.

MLS provides for:

�A hierarchical security level with a set of non hierarchicalcategories;

� Fixed rules: no read up, no write down (a subject can have readaccess to objects on its own level or below, but not
above. Similarly, a subject can have write access to objectson its own level or above but not beneath.);

�Secrecy (preventing inappropriate disclosure of data);

�Basis for the design of systems that concurrently handle data at multiple sensitivity levels (without leaking
information between secret and confidential).

The followingsysctl tunables are available for the configuration of special services and interfaces:

� security.mac.mls.enabled is used to enable/disable the MLS policy.

� security.mac.mls.ptys_equal will label all pty(4) devices asmls/equal during creation.

� security.mac.mls.revocation_enabled is used to revoke access to objects after their label changesto a
label of a lower grade.

� security.mac.mls.max_compartments is used to set the maximum number of compartment levels with
objects; basically the maximum compartment number allowedon a system.

To manipulate the MLS labels, the setfmac(8) command has been provided. To assign a label to an object, issue the
following command:

# setfmac mls/5 test
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To get the MLS label for the filetest issue the following command:

# getfmac test

This is a summary of the MLS policy’s features. Another approach is to create a master policy file in/etc which
specifies the MLS policy information and to feed that file intothesetfmac command. This method will be
explained after all policies are covered.

Observations: an object with lower clearance is unable to observe higher clearance processes. A basic policy would
be to enforcemls/high on everything not to be read, even if it needs to be written. Enforcemls/low on everything
not to be written, even if it needs to be read. And finally enforcemls/equal on the rest. All users markedinsecure

should be set atmls/low .

16.12. The MAC Biba Module
Module name:mac_biba.ko

Kernel configuration line:options MAC_BIBA

Boot option:mac_biba_load="YES"

The mac_biba(4) module loads the MAC Biba policy. This policy works much like that of the MLS policy with the
exception that the rules for information flow are slightly reversed. This is said to prevent the downward flow of
sensitive information whereas the MLS policy prevents the upward flow of sensitive information; thus, much of this
section can apply to both policies.

In Biba environments, anEintegrityF label is set on each subject or object. These labels are made up of hierarchal
grades, and non-hierarchal components. As an object’s or subject’s grade ascends, so does its integrity.

Supported labels arebiba/low , biba/equal , andbiba/high ; as explained below:

� Thebiba/low label is considered the lowest integrity an object or subject may have. Setting this on objects or
subjects will block their write access to objects or subjects marked high. They still have read access though.

� Thebiba/equal label should only be placed on objects considered to be exempt from the policy.

� Thebiba/high label will permit writing to objects set at a lower label, butnot permit reading that object. It is
recommended that this label be placed on objects that affectthe integrity of the entire system.

Biba provides for:

�Hierarchical integrity level with a set of non hierarchicalintegrity categories;

� Fixed rules: no write up, no read down (opposite of MLS). A subject can have write access to objects on its own
level or below, but not above. Similarly, a subject can have read access to objects on its own level or above, but not
below;

� Integrity (preventing inappropriate modification of data);

� Integrity levels (instead of MLS sensitivity levels).

The followingsysctl tunables can be used to manipulate the Biba policy.

� security.mac.biba.enabled may be used to enable/disable enforcement of the Biba policyon the target
machine.
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� security.mac.biba.ptys_equal may be used to disable the Biba policy on pty(4) devices.

� security.mac.biba.revocation_enabled will force the revocation of access to objects if the label is
changed to dominate the subject.

To access the Biba policy setting on system objects, use thesetfmac andgetfmac commands:

# setfmac biba/low test

# getfmac test

test: biba/low

Observations: a lower integrity subject is unable to write to a higher integrity subject; a higher integrity subject
cannot observe or read a lower integrity object.

16.13. The MAC LOMAC Module
Module name:mac_lomac.ko

Kernel configuration line:options MAC_LOMAC

Boot option:mac_lomac_load="YES"

Unlike the MAC Biba policy, the mac_lomac(4) policy permitsaccess to lower integrity objects only after decreasing
the integrity level to not disrupt any integrity rules.

The MAC version of the Low-watermark integrity policy, not to be confused with the older lomac(4)
implementation, works almost identically to Biba, but withthe exception of using floating labels to support subject
demotion via an auxiliary grade compartment. This secondary compartment takes the form of[auxgrade] . When
assigning a lomac policy with an auxiliary grade, it should look a little bit like: lomac/10[2] where the number two
(2) is the auxiliary grade.

The MAC LOMAC policy relies on the ubiquitous labeling of allsystem objects with integrity labels, permitting
subjects to read from low integrity objects and then downgrading the label on the subject to prevent future writes to
high integrity objects. This is the[auxgrade] option discussed above, thus the policy may provide for greater
compatibility and require less initial configuration than Biba.

16.13.1. Examples

Like the Biba and MLS policies; thesetfmac andsetpmac utilities may be used to place labels on system objects:

# setfmac /usr/home/trhodes lomac/high[low]

# getfmac /usr/home/trhodes lomac/high[low]

Notice the auxiliary grade here islow , this is a feature provided only by the MAC LOMAC policy.

16.14. Implementing a Secure Environment with MAC
The following demonstration will implement a secure environment using various MAC modules with properly
configured policies. This is only a test and should not be considered the complete answer to everyone’s security
woes. Just implementing a policy and ignoring it never worksand could be disastrous in a production environment.
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Before beginning this process, themultilabel option must be set on each file system as stated at the beginning of
this chapter. Not doing so will result in errors.

16.14.1. Create an insecure User Class

Begin the procedure by adding the following user class to the/etc/login.conf file:

insecure:\
:copyright=/etc/COPYRIGHT:\
:welcome=/etc/motd:\
:setenv=MAIL=/var/mail/$,BLOCKSIZE=K:\
:path=~/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/loca l/sbin:/usr/local/bin
:manpath=/usr/share/man /usr/local/man:\
:nologin=/usr/sbin/nologin:\
:cputime=1h30m:\
:datasize=8M:\
:vmemoryuse=100M:\
:stacksize=2M:\
:memorylocked=4M:\
:memoryuse=8M:\
:filesize=8M:\
:coredumpsize=8M:\
:openfiles=24:\
:maxproc=32:\
:priority=0:\
:requirehome:\
:passwordtime=91d:\
:umask=022:\
:ignoretime@:\
:label=partition/13,mls/5:

And adding the following line to the default user class:

:label=mls/equal,biba/equal,partition/15:

Once this is completed, the following command must be issuedto rebuild the database:

# cap_mkdb /etc/login.conf

16.14.2. Boot with the Correct Modules

Add the following lines to/boot/loader.conf so the required modules will load during system initialization:

mac_biba_load="YES"
mac_mls_load="YES"
mac_seeotheruids_load="YES"
mac_partition_load="YES"
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16.14.3. Set All Users to Insecure

All user accounts that are notroot or system users will now require a login class. The login class is required
otherwise users will be refused access to common commands such as vi(1). The followingsh script should do the
trick:

# for x in ‘awk -F: ’($3 >= 1001) && ($3 != 65534) { print $1 }’ \

/etc/passwd‘; do pw usermod $x -L insecure; done;

Thecap_mkdb command will need to be run on/etc/master.passwd after this change.

16.14.4. Complete the Configuration

A contexts file should now be created; the following example was taken from Robert Watson’s example policy and
should be placed in/etc/policy.contexts .

# This is the default BIBA/MLS policy for this system.

. * biba/high,mls/high
/sbin/dhclient biba/high(low),mls/high(low)
/dev(/. * )? biba/equal,mls/equal
# This is not an exhaustive list of all "privileged" devices.
/dev/mdctl biba/high,mls/high
/dev/pci biba/high,mls/high
/dev/k?mem biba/high,mls/high
/dev/io biba/high,mls/high
/dev/agp. * biba/high,mls/high
(/var)?/tmp(/. * )? biba/equal,mls/equal
/tmp/\.X11-unix biba/high(equal),mls/high(equal)
/tmp/\.X11-unix/. * biba/equal,mls/equal
/proc(/. * )? biba/equal,mls/equal
/mnt. * biba/low,mls/low
(/usr)?/home biba/high(low),mls/high(low)
(/usr)?/home/. * biba/low,mls/low
/var/mail(/. * )? biba/low,mls/low
/var/spool/mqueue(/. * )? biba/low,mls/low
(/mnt)?/cdrom(/. * )? biba/high,mls/high
(/usr)?/home/(ftp|samba)(/. * )? biba/high,mls/high
/var/log/sendmail\.st biba/low,mls/low
/var/run/utmp biba/equal,mls/equal
/var/log/(lastlog|wtmp) biba/equal,mls/equal

This policy will enforce security by setting restrictions on both the downward and upward flow of information with
regards to the directories and utilities listed on the left.

This can now be read into our system by issuing the following command:

# setfsmac -ef /etc/policy.contexts /

# setfsmac -ef /etc/policy.contexts /usr

¥¥¥: The above file system layout may be different depending on environment.
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The/etc/mac.conf file requires the following modifications in the main section:

default_labels file ?biba,?mls
default_labels ifnet ?biba,?mls
default_labels process ?biba,?mls,?partition
default_labels socket ?biba,?mls

16.14.5. Testing the Configuration

Add a user with theadduser command and place that user in theinsecure class for these tests.

The examples below will show a mix ofroot and regular user tests; use the prompt to distinguish between the two.

16.14.5.1. Basic Labeling Tests

% getpmac

biba/15(15-15),mls/15(15-15),partition/15
# setpmac partition/15,mls/equal top

¥¥¥: The top process will be killed before we start another top process.

16.14.5.2. MAC Seeotheruids Tests

% ps Zax

biba/15(15-15),mls/15(15-15),partition/15 1096 #C: S 0: 00.03 -su (bash)
biba/15(15-15),mls/15(15-15),partition/15 1101 #C: R+ 0 :00.01 ps Zax

We should not be permitted to see any processes owned by otherusers.

16.14.5.3. MAC Partition Test

Disable the MACseeotheruids policy for the rest of these tests:

# sysctl security.mac.seeotheruids.enabled=0

% ps Zax

LABEL PID TT STAT TIME COMMAND
biba/equal(low-high),mls/equal(low-high),partition/ 15 1122 #C: S+ 0:00.02 top
biba/15(15-15),mls/15(15-15),partition/15 1096 #C: S 0: 00.05 -su (bash)
biba/15(15-15),mls/15(15-15),partition/15 1123 #C: R+ 0 :00.01 ps Zax

All users should be permitted to see every process in their partition.
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16.14.5.4. Testing Biba and MLS Labels

# setpmac partition/15,mls/equal,biba/high\(high-high\ ) top

% ps Zax

LABEL PID TT STAT TIME COMMAND
biba/high(high-high),mls/equal(low-high),partition/ 15 1251 #C: S+ 0:00.02 top
biba/15(15-15),mls/15(15-15),partition/15 1096 #C: S 0: 00.06 -su (bash)
biba/15(15-15),mls/15(15-15),partition/15 1157 #C: R+ 0 :00.00 ps Zax

The Biba policy allows us to read higher-labeled objects.

# setpmac partition/15,mls/equal,biba/low top

% ps Zax

LABEL PID TT STAT TIME COMMAND
biba/15(15-15),mls/15(15-15),partition/15 1096 #C: S 0: 00.07 -su (bash)
biba/15(15-15),mls/15(15-15),partition/15 1226 #C: R+ 0 :00.01 ps Zax

The Biba policy does not allow lower-labeled objects to be read; however, MLS does.

% ifconfig bge0 | grep maclabel

maclabel biba/low(low-low),mls/low(low-low)
% ping -c 1 192.0.34.166

PING 192.0.34.166 (192.0.34.166): 56 data bytes
ping: sendto: Permission denied

Users are unable to pingexample.com , or any domain for that matter.

To prevent this error from occurring, run the following command:

# sysctl security.mac.biba.trust_all_interfaces=1

This sets the default interface label to insecure mode, so the default Biba policy label will not be enforced.

# ifconfig bge0 maclabel biba/equal\(low-high\),mls/equa l\(low-high\)

% ping -c 1 192.0.34.166

PING 192.0.34.166 (192.0.34.166): 56 data bytes
64 bytes from 192.0.34.166: icmp_seq=0 ttl=50 time=204.45 5 ms
--- 192.0.34.166 ping statistics ---
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max/stddev = 204.455/204.455/204.45 5/0.000 ms

By setting a more correct label, we can issueping requests.

Now to create a few files for some read and write testing procedures:

# touch test1 test2 test3 test4 test5

# getfmac test1

test1: biba/equal,mls/equal
# setfmac biba/low test1 test2; setfmac biba/high test4 test 5; \

setfmac mls/low test1 test3; setfmac mls/high test2 test4

# setfmac mls/equal,biba/equal test3 && getfmac test?

test1: biba/low,mls/low
test2: biba/low,mls/high
test3: biba/equal,mls/equal
test4: biba/high,mls/high
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test5: biba/high,mls/equal
# chown testuser:testuser test?

All of these files should now be owned by ourtestuser user. And now for some read tests:

% ls

test1 test2 test3 test4 test5
% ls test?

ls: test1: Permission denied
ls: test2: Permission denied
ls: test4: Permission denied
test3 test5

We should not be permitted to observe pairs; e.g.:(biba/low,mls/low) , (biba/low,mls/high) and
(biba/high,mls/high) . And of course, read access should be denied. Now for some write tests:

% for i in ‘echo test * ‘; do echo 1 > $i; done

-su: test1: Permission denied
-su: test4: Permission denied
-su: test5: Permission denied

Like with the read tests, write access should not be permitted to write pairs; e.g.:(biba/low,mls/high) and
(biba/equal,mls/equal) .

% cat test?

cat: test1: Permission denied
cat: test2: Permission denied
1
cat: test4: Permission denied

And now asroot :

# cat test2

1

16.15. Another Example: Using MAC to Constrain a Web Server
A separate location for the web data which users must be capable of accessing will be appointed. This will permit
biba/high processes access rights to the web data.

Begin by creating a directory to store the web data in:

# mkdir /usr/home/cvs

Now initialize it with cvs :

# cvs -d /usr/home/cvs init

The first goal is to enable thebiba policy, thus themac_biba_enable="YES" should be placed in
/boot/loader.conf . This assumes that support for MAC has been enabled in the kernel.

408



a16. Mandatory Access Control

From this point on everything in the system should be set atbiba/high by default.

The following modification must be made to thelogin.conf file, under the default user class:

:ignoretime@:\
:umask=022:\
:label=biba/high:

Every user should now be placed in the default class; a command such as:

# for x in ‘awk -F: ’($3 >= 1001) && ($3 != 65534) { print $1 }’ \

/etc/passwd‘; do pw usermod $x -L default; done;

will accomplish this task in a few moments.

Now create another class, web, a copy of default, with the label setting ofbiba/low .

Create a user who will be used to work with the main web data stored in acvsrepository. This user must be placed in
our new login class,web.

Since the default isbiba/high everywhere, the repository will be the same. The web data must also be the same for
users to have read/write access to it; however, since our webserver will be serving data thatbiba/high users must
access, we will need to downgrade the data as a whole.

The perfect tools for this are sh(1) and cron(8) and are already provided in FreeBSD. The following script should do
everything we want:

PATH=/bin:/usr/bin:/usr/local/bin; export PATH;
CVSROOT=/home/repo; export CVSROOT;
cd /home/web;
cvs -qR checkout -P htdocs;
exit;

¥¥¥: In many cases the cvs Id tags must be placed into the web site data files.

This script may now be placed intoweb’s home directory and the following crontab(1) entry added:

# Check out the web data as biba/low every twelve hours:
0 * /12 * * * web /home/web/checkout.sh

This will check out the HTML sources every twelve hours on themachine.

The default startup method for the web server must also be modified to start the process asbiba/low . This can be
done by making the following modification to the/usr/local/etc/rc.d/apache.sh script:

command="setpmac biba/low /usr/local/sbin/httpd"

TheApacheconfiguration must be altered to work with thebiba/low policy. In this case the software must be
configured to append to the log files in a directory set atbiba/low or elseaccess denied errors will be returned.

¥¥¥: Following this example requires that the docroot directive be set to /home/web/htdocs ; otherwise, Apache
will fail when trying to locate the directory to serve documents from.
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Other configuration variables must be altered as well, including the PID file,Scoreboardfile , DocumentRoot ,
log file locations, or any other variable which requires write access. When usingbiba , all write access will be denied
to the server in areasnot set atbiba/low .

16.16. Troubleshooting the MAC Framework
During the development stage, a few users reported problemswith normal configuration. Some of these problems are
listed below:

16.16.1. The multilabel option cannot be enabled on /

Themultilabel flag does not stay enabled on my root (/ ) partition!

It seems that one out of every fifty users has this problem, indeed, we had this problem during our initial
configuration. Further observation of this so calledEbugF has lead me to believe that it is a result of either
incorrect documentation or misinterpretation of the documentation. Regardless of why it happened, the following
steps may be taken to resolve it:

1. Edit /etc/fstab and set the root partition atro for read-only.

2. Reboot into single user mode.

3. Runtunefs -l enable on / .

4. Reboot the system into normal mode.

5. Runmount -urw / and change thero back torw in /etc/fstab and reboot the system again.

6. Double-check the output from themount to ensure thatmultilabel has been properly set on the root file
system.

16.16.2. Cannot start a X11 server after MAC

After establishing a secure environment with MAC, I am no longer able to start X!

This could be caused by the MACpartition policy or by a mislabeling in one of the MAC labeling policies. To
debug, try the following:

1. Check the error message; if the user is in theinsecure class, thepartition policy may be the culprit. Try
setting the user’s class back to thedefault class and rebuild the database with thecap_mkdb command. If this
does not alleviate the problem, go to step two.

2. Double-check the label policies. Ensure that the policies are set correctly for the user in question, the X11
application, and the/dev entries.

3. If neither of these resolve the problem, send the error message and a description of your environment to the
TrustedBSD discussion lists located at the TrustedBSD (http://www.TrustedBSD.org) website or to the FreeBSD
general questions
L¡) (http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions) mailing list.
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16.16.3. Error: _secure_path(3) cannot stat .login_conf

When I attempt to switch from theroot to another user in the system, the error message_secure_path: unable

to state .login_conf .

This message is usually shown when the user has a higher labelsetting then that of the user whom they are
attempting to become. For instance a user on the system,joe , has a default label ofbiba/low . Theroot user, who
has a label ofbiba/high , cannot viewjoe ’s home directory. This will happen regardless ifroot has used thesu

command to becomejoe , or not. In this scenario, the Biba integrity model will not permit root to view objects set
at a lower integrity level.

16.16.4. The root username is broken!

In normal or even single user mode, theroot is not recognized. Thewhoami command returns 0 (zero) andsu

returnswho are you? . What could be going on?

This can happen if a labeling policy has been disabled, either by a sysctl(8) or the policy module was unloaded. If the
policy is being disabled or has been temporarily disabled, then the login capabilities database needs to be
reconfigured with thelabel option being removed. Double check thelogin.conf file to ensure that alllabel

options have been removed and rebuild the database with thecap_mkdb command.

¥¥¥

1. Other conditions may produce different failures. For instance, the file may not be owned by the user attempting
to relabel the object, the object may not exist or may be read only. A mandatory policy will not allow the process
to relabel the file, maybe because of a property of the file, a property of the process, or a property of the proposed
new label value. For example: a user running at low integritytries to change the label of a high integrity file. Or
perhaps a user running at low integrity tries to change the label of a low integrity file to a high integrity label.

2. Due to a bug thesecurity.mac.portacl.enabled sysctl variable will not work on FreeBSD 5.2.1 or
previous releases.

411



aaa17. Security Event Auditing
Written by Tom Rhodes.

17.1. Synopsis
The FreeBSD 7-CURRENT development branch includes supportfor Event Auditing based on the POSIX.1e draft
and Sun’s published BSM API and file format. Event auditing permits the selective logging of security-relevant
system events for the purposes of post-mortem analysis, system monitoring, and intrusion detection. After some
settling time in FreeBSD 7-CURRENT, this support will be merged to FreeBSD 6-STABLE and appear in
subsequent releases.

ÊÊÊ×××The audit facility in FreeBSD is considered experimental, and production deployment should occur only after
careful consideration of the risks of deploying experimental software.

This chapter will focus mainly on the installation and configuration of Event Auditing. Explanation of audit policies,
and an example configuration will be provided for the convenience of the reader.

After reading this chapter, you will know:

�What Event Auditing is and how it works.

�How to configure Event Auditing on FreeBSD for users and processes.

Before reading this chapter, you should:

�Understand UNIX and FreeBSD basics (µÚ 3a).

�Be familiar with the basics of kernel configuration/compilation (µÚ 8a).

�Have some familiarity with security and how it pertains to FreeBSD (µÚ 14a).

ÊÊÊ×××Event auditing can generate a great deal of log file data, exceeding gigabytes a week in some
configurations. An administrator should read this chapter in its entirety to avoid possible self-inflicted DoS attacks
due to improper configuration.

The implementation of Event Auditing in FreeBSD is similar to that of the SunTM Basic Security Module, or BSM
library. Thus, the configuration is almost completely interchangeable with Solaris and Mac OS X/Darwin operating
systems.

17.2. Key Terms - Words to Know
Before reading this chapter, a few key terms must be explained. This is intended to clear up any confusion that may
occur and to avoid the abrupt introduction of new terms and information.
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� event: An auditable event is an event that can be logged using the audit subsystem. The administrator can
configure which events will be audited. Examples of security-relevant events include the creation of a file, the
building of a network connection, or the logging in of a user.Events are eitherEattributableF, meaning that they
can be traced back to a user authentication, orEnon-attributableF. Examples of non-attributable events are any
events that occur before authentication has succeeded in the login process, such as failed authentication attempts.

� class: Events may be assigned to one or more classes, usually basedon the general category of the events, such as
Efile creationF,Efile accessF, orEnetworkF. Login and logout events are assigned to thelo class. The use
of classes allows the administrator to specify high level auditing rules without having to specify whether each
individual auditable operation will be logged.

� record: A record is a log entry describing a security event. Recordstypically have a record event type, information
on the subject (user) associated with the event, time information, information on any objects, such as files, and
information on whether the event corresponded to a successful operation.

� trail : An audit trail, or log file, consists of a series of audit records describing security events. Typically, trails are
in roughly chronological order with respect to the time events completed. Only authorized processes are allowed
to commit records to the audit trail.

� prefix: A prefix is considered to be the configuration element used totoggle auditing for success and failed events.

17.3. Installing Audit Support
Support for Event Auditing is installed with the normalinstallworld process. An administrator may confirm this
by viewing the contents of/etc/security . Files beginning with the wordauditshould be present. For example,
audit_event .

In-kernel support for the framework must also exist. This may be done by adding the following lines to the local
kernel configuration file:

options AUDIT

Rebuild and reinstall the kernel via the normal process explained inµÚ 8a.

Once completed, enable the audit daemon by adding the following line to rc.conf(5):

auditd_enable="YES"

Functionality not provided by the default may be added here with theauditd_flags option.

17.4. Audit Configuration
All configuration files for security audit are found in/etc/security . The following files must be present before
the audit daemon is started:

� audit_class - Contains the definitions of the audit classes.

� audit_control - Controls aspects of the audit subsystem, such as default audit classes, minimum disk space to
leave on the audit log volume, etc.

� audit_event - Defines the kernel audit events. These map, mostly, to system calls.
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� audit_user - The events to audit for individual users. Users not appearing here will be subject to the default
configuration in the control configuration file.

� audit_warn - A shell script used by auditd to generate warning messages in exceptional situations, such as when
space for audit records is running low.

17.4.1. Audit File Syntax

The configuration file syntax is rather arcane, albeit easy towork with. One thing an administrator must be leery
about is overriding system defaults. This could create potential openings for audit data to not be collected properly.

The audit subsystem will accept both the short name and long name with regards to configuration syntax. A syntax
map has been included below.

The following list contains all supported audit classes:

� all - all - All audit flags set.

� ad - administrative - Administrative actions performed on the system as a whole.

� ap - application - Application defined action.

� cl - file_close - Audit calls to theclose system call.

� ex - exec - Audit program or utility execution.

� fa - file_attr_acc - Audit the access of object attributes such as stat(1), pathconf(2) and similar events.

� fc - file_creation - Audit events where a file is created as a result.

� fd - file_deletion - Audit events where file deletion occurs.

� fm - file_attr_mod - Audit events where file attribute modification occurs, suchas chown(8), chflags(1),
flock(2), etc.

� fr - file_read - Audit events in which data is read, files are opened for reading, etc.

� fw - file_write - Audit events in which data is written, files are written or modified, etc.

� io - ioctl - Audit use of the ioctl(2) system call.

� ip - ipc - Audit various forms of Inter-Process Communication, including POSIX pipes and System V IPC
operations.

� lo - login_logout - Audit login(1) and logout(1) events occurring on the system.

� na - non_attrib - Audit non-attributable events.

� no - no_class - Null class used to disable event auditing.

� nt - network - Audit events related to network actions, such as connect(2) and accept(2).

� ot - other - Audit miscellaneous events.

� pc - process - Audit process operations, such as exec(3) and exit(3).

Following is a list of all supported audit prefixes:

� none - Audit both the success or failure of an event. For example, just listing a class will result in the auditing of
both success and failure.
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� + - Audit successful events only.

� - - Audit failed events only.

ÊÊÊ×××Using the all class with either the positive or negative prefix can generate a large amount of data at an
extremely rapid rate.

Extra prefixes used to modify the default configuration values:

� ^- - Disable auditing of failed events.

� ^+ - Enable auditing of successful events.

� ^ - Disable auditing of both successful and failed events.

17.4.2. Configuration Files

In most cases, administrators will need to modify only two files when configuring the audit system:audit_control

andaudit_user . The first controls system-wide audit paramaters and defaults for both attributable and
non-attributable events. The second may be used to tune the level and nature of auditing for individual users.

17.4.2.1. The audit_control File

Theaudit_control file contains some basic defaults that the administrator maywish to modify. Perhaps even set
some new ones. Viewing the contents of this file, we see the following:

dir:/var/audit
flags:lo
minfree:20
naflags:lo

Thedir option is used to set the default directory where audit logs are stored. Audit is frequently configured so that
audit logs are stored on a dedicated file system, so as to prevent interference between the audit subsystem and other
subsystems when file systems become full.

Theflags option is used to set the system-wide defaults. The current setting,lo configures the auditing of all
login(1) and logout(1) actions. A more complex example,lo,ad,-all,^-fa,^-fc,^-cl audits all system
login(1) and logout(1) actions, all administrator actions, all failed events in the system, and finally disables auditing
of failed attempts forfa , fc , andcl . Even though the-all turned on the auditing of all failed attempts, the^-

prefix will override that for the latter options.

Notice that the previous paragraph shows the file is read fromleft to right. As such, values further on the right side
may override a previous value specified to its left.

Theminfree option defines the minimum percentage of free space for auditfile systems. This relates to the file
system where audit logs are stored. For example, if thedir specifies/var/audit andminfree is set to twenty
(20), warning messages will be generated when the/var file system grows to eighty (80) percent full.

Thenaflags option specifies audit classes to be audited for non-attributed events�that is, events for which there is
no authenticated user.
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17.4.2.2. The audit_user File

Theaudit_user file permits the administrator to determine which classes ofaudit events should be logged for
which system users.

The following is the defaults currently placed in theaudit_user file:

root:lo:no
audit:fc:no

Notice how the default is to audit all cases oflogin /logout and disable auditing of all other actions forroot . This
configuration also audits all file creation and disables all other auditing for theaudit user. While event auditing does
not require a special user exist, some configurations, specifically environments making use of MAC, may require it.

17.5. Event Audit Administration
Events written by the kernel audit subsystem cannot be altered or read in plain text. Data is stored and accessed in a
method similar to that of ktrace(1) and kdump(1), that is, they may only be viewed by dumping them using the
praudit command; audit trails may be reduced using theauditreduce command, which selects records from an
audit trail based on properties of interest, such as the user, time of the event, and type of operation.

For example, thepraudit utility will dump the entire contents of a specified audit login plain text. To dump an
audit log in its entirety, use:

# praudit /var/audit/AUDITFILE

WhereAUDITFILE is the audit log of viewing choice. Since audit logs may contain enormous amounts of data, an
administrator may prefer to select records for specific users. This is made possible with the following command,
wheretrhodes is the user of choice:

# auditreduce -e trhodes /var/audit/AUDITFILE | praudit

This will select all audit records produced by the usertrhodes stored in theAUDITFILE file.

There are several other options available for reading auditrecords, see the aforementioned command’s manual pages
for a more in depth explanation.

17.5.1. Rotating Audit Log Files

Due to log reliability requirements, audit trails are written to only by the kernel, and managed only byauditd .
Administrators should not attempt to use newsyslog.conf(5) or other tools to directly rotate audit logs. Instead, the
audit management tool should be used to shut down auditing, reconfigure the audit system, and perform log
rotation. The following command causes the audit daemon to create a new audit log and signal the kernel to switch to
using the new log. The old log will be terminated and renamed,at which point it may then be manipulated by the
administrator.

# audit -n
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ÊÊÊ×××If the auditd daemon is not currently running, the previous command will fail and an error message will be
produced.

Adding the following line to/etc/crontab will force the rotation every twelve hours from cron(8):

* * /12 * * * root /usr/sbin/audit -n

The change will take effect once you have saved the new/etc/crontab .

17.5.2. Delegating Audit Review Rights

By default, only the root user has the right to read system audit logs. However, that right may be delegated to
members of theaudit group, as the audit directory and audit trail files are assigned to that group, and made
group-readable. As the ability to track audit log contents provides significant insight into the behavior of users and
processes, it is recommended that the delegation of audit review rights be performed with caution.
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partition�µ�àa-h ¼�î�b°CÒb©½Ý�L�a partition�î9Îroot partition(q5v
 �/ )�.h©bH��ÙÝÂÃ(»Aà¼�^ÝÂÃ)ba partition�b partition�î9Îswap
partitions(øð5v )�NÍÂÃîK�|bswap�c partitionà¼�îJÍÂÃ(A�¸àdedicated
modeÝ�)TJÍslice�Í¸ÝCÒJà¼�îû;ÝBSD partition�

sysinstallÝLabel editor(ÂÃLabel_ì )�?àe¼�î&root�ô&swapÝ5v 33Label editor
��¶C�|±¦×Íjn�Ù(BSD label)�¸º®
9Î×ÍFS(file system�jn�Ù)TÎswap(ø
ð5v )�óCFS#½íá�,µÝ�H(»A/mnt )�A��ÙH��¡�±¦ÂÃ�sysinstall�º
Q
.9�,µ£]�á/etc/fstab �X|,µÝ�H�H¥��

	
ãn?Þ±Ýlabel¶áÂÃ��ñjn�Ù�¶WÇ��A��¨3%�ý0�sysinstall��P
°Q
,µ9Í±5v ��@Label Editor��@sysinstallµ�Ý�

4. �W

t¡��ÝÎ_ì/etc/fstab ��á
±¦Ý5v £G�

18.3.2. ¸̧̧àààúúú���������ÌÌÌ

18.3.2.1. ¸̧̧àààSlices(BIOS partitions)

9ËÿP�¯
ÝÂÃ5v �Í¸®¼�ÙÝfdisk �Ìõ¿���.h&Æ�È
¸àsliceÿP�A
�
×��¸àdedicated ÿP�
ÿbÍ?§ã	4

# dd if=/dev/zero of=/dev/da1 bs=1k count=1

# fdisk -BI da1 # ��
ÝÂÃ�
# bsdlabel -B -w -r da1s1 auto # �ñ bsdlabel �
# bsdlabel -e da1s1 # _ì bsdlabel |±¦ label �
# mkdir -p /1

# newfs /dev/da1s1e # A�
±¦Ý9Í label �ENÍ label ¥«9ÍM»�

# mount /dev/da1s1e /1 # ,µ9°± label �
# vi /etc/fstab # 3 /etc/fstab �áÊ	Ý£G�

A�
±¦ÝÎIDEÂÃ�Þda ;Wad Ç�5�

18.3.2.2. Dedicated

A�
�ÆÕÞ±ÂÃàyÍ¸Ý®¼�Ù�
�|¸àdedicated ÿP�¥��MicrosoftÝ®¼�Ù-
�ÿ9ÍÿP��Äô�º�Óû¸�Q�IBM ÝOS/2µ^£�?TÝ�¸º��JXb¸�-ÿÝ5v
 6�

# dd if=/dev/zero of=/dev/da1 bs=1k count=1

# bsdlabel -Brw da1 auto

# bsdlabel -e da1 # �ñ ‘e’ partition �

# newfs -d0 /dev/da1e

# mkdir -p /1

# vi /etc/fstab # ±¦×� /dev/da1e Ý£G�

# mount /1

¨×Ë]°�
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# dd if=/dev/zero of=/dev/da1 count=2

# bsdlabel /dev/da1 | bsdlabel -BrR da1 /dev/stdin

# newfs /dev/da1e

# mkdir -p /1

# vi /etc/fstab # ±¦×� /dev/da1e Ý£G�

# mount /1

18.4. RAID

18.4.1.888���RAID

18.4.1.1.===###PPPÂÂÂÃÃÃ���HHH,,,������PPP(CCD, Concatenated Disk Driver) '''���

Original work by Christopher Shumway. Revised by Jim Brown.

E���;D'n���tn"Ý�ôÛÎ>���êPC�}�Q�9ëï??p|×)�">�êÝ

'n;ð�ò��ª±WÍ;ðô��Ý>�T�êP�

#ì¼�+ÛÝ�Ù��}Ît¥�Ý���#ì¼Î>��t¡�Î�êP�5�AhÎ.
£]Fí

Ý>�tâãXyç­���Ñ�êPè5¥��Qb��Ýã�]n�Þ£]�Jn	yCD-R��

óC���;D'n]n`�´���L
ÝmO�A�
¥Ú>�T�êP#y�}�#ì¼Ý+Û:

&
Xm�

18.4.1.1.1.H�{�

tÝ�ÙÂÃ²�ì«+ÛÝCCDÂÃp�Þ¸àÕë930GB�5400 RPMÝWestern Digital IDEÂÃ�|
èºV90GBÝ;Dè �t§�Ý�µÎNÍÂÃã}ñ¸àÝ4a=#}ñ¸àÝIDE�× ��Ä

Ýª±WÍ�¿àjumper'�ÂÃ�¸NÍIDE�× �=#×ÍxÂÃ�×Í�ÂÃ�Ah��Ä��
Ü²ÝIDE�× �

�^¡�BIOST�'�W�¥�?ÂÃ�?¥�ÝÎFreeBSDT���?Õ¸Æ�

ad0: 19574MB <WDC WD205BA> [39770/16/63] at ata0-master UD MA33
ad1: 29333MB <WDC WD307AA> [59598/16/63] at ata0-slave UDM A33
ad2: 29333MB <WDC WD307AA> [59598/16/63] at ata1-master UD MA33
ad3: 29333MB <WDC WD307AA> [59598/16/63] at ata1-slave UDM A33

¥¥¥: A�FreeBSD^b�?ÕXbÂÃ��@-jumperK'�Ñ@�&9IDEÂÃ�|'�WECable SelectF
(qA4a�HX�)�9¬&master(xÂÃ)Tslave(�ÂÃ)��¢åÂÃÝ1�Z�|Ñ@'�jumper�

#ì¼��ÊA¢Þ¸Æ�Wjn�ÙÝ×I	�
�|¢�vinum(8)(µÚ 20a)Cccd(4)�3h&Æó
Cccd(4)�
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18.4.1.1.2.'�CCD

ccd(4)�|Þ9ÍÂÃ#R¼W
×Í�ÂÃ��¸àccd(4)�
Ýkernelm�Yîccd(4)�Þ9��á
Õkernel'�j�¬¥_�¥H�kernel�

device ccd

ô�|µákernel�Vÿà¼Yîccd(4)�

¸àccd(4)��àbsdlabel(8)¼��ÂÃ�

bsdlabel -r -w ad1 auto
bsdlabel -r -w ad2 auto
bsdlabel -r -w ad3 auto

î�¼�º�ñad1c�ad2c õad3c�9°bsdlabelK¸àÝJÍÂÃ�

ì×MÎÑ;label type�!øàbsdlabel(8)¼�§�

bsdlabel -e ad1
bsdlabel -e ad2
bsdlabel -e ad3

9Í¼�ºÆ�×Í_ì (ï'Îvi(1)��|àEDITOR�(�ó¼¼�Í¸_ì )�¬ÞêGÂÃ
Ýlabel£G�î3�_ì ��

×Í�Î��ÄÝÂÃlabel£G:R¼º	9ø�

8 partitions:
# size offset fstype [fsize bsize bps/cpg]

c: 60074784 0 unused 0 0 0 # (Cyl. 0 - 59597)

3h&Æ�±¦×Íe partition�ccd(4)¸à�;ð�%c partition£×���.fstype £×�;W4.2BSD

µ�|Ý�;��¡:R¼T�º	9ø�

8 partitions:
# size offset fstype [fsize bsize bps/cpg]

c: 60074784 0 unused 0 0 0 # (Cyl. 0 - 59597)
e: 60074784 0 4.2BSD 0 0 0 # (Cyl. 0 - 59597)

18.4.1.1.3.�ñjn�Ù

¨3XbÝÂÃK�B�?bsdlabelÝ��|���ñccd(4)�àccdconfig(8)¼�ñccd(4)�¢�ì«Ý¼
��

ccdconfig ccd0 ➊ 32➋ 0➌ /dev/ad1e ➍ /dev/ad2e /dev/ad3e

NÍ¢óÝ®àAì�

➊ Ï×Í¢óÎ�'�Ý�H(Ì�39Í»��Î/dev/ccd0c �Í�/dev/ �b�P�

➋ 5interleave6Ý���XÛinterleaveÎ¼×4ÂÃ s(disk block)Ý���;ð|512 bytes
���X
|interleave'
32Ç
16,384 bytes�
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➌ ccdconfig(8)'�ÿPÝ¢ó�A�
ÆÕ@àÂÃ`'(drive mirroring)�
�|3h¼�¢ó�9Í
»�^b¸à`'�X|'W0�

➍ ccdconfig(8)t¡Ý¢óÎ��áÕp�ÝXbÂÃ��¸à�JÝ­5�

Æ�ccdconfig(8)�¡�ccd(4)�'��W�º�ñjn�Ù��¢�newfs(8)Tíá�

newfs /dev/ccd0c

18.4.1.1.4.¯×6���W

;ð
º�TNg�^`K���,î(mount) ccd(4)�àì«Ý¼�Þ
êGÝ'�¶á/etc/ccd.conf

�

ccdconfig -g > /etc/ccd.conf

A�/etc/ccd.conf D3�Ng�^`/etc/rc KºÆ�ccdconfig -C �Ah-���'�ccd(4)|-�
¡,î(mount)jn�Ù�

¥¥¥: A�
�^`óC
á�ßÿP(single mode)�3,î(mount(8)) ccd(4)Ýjn�Ù�G
ÿ�Æ�'�Ý¼
��

ccdconfig -C

�3Ng�^`��,î(mount) ccd(4)��3/etc/fstab �áccd(4)�

/dev/ccd0c /media ufs rw 2 2

18.4.1.2. Vinum ������ÑÑÑ§§§���ÙÙÙ

Vinum��Ñ§�Ù(|ì�ÌVinum)�Ú
×ËÌaÂÃ�¸Þ s�H(block device)Ý+«�ET£]
Ý]P6v�¼�fRæÍslice�5ÝÂÃ�Vinum�¦�ÝÄP�[�õ%��7 vinum(8)@®
ÝRAID-0�RAID-1õRAID-5�ÿà�¸ÆK�|�}¸à�ô�|!8¤g¸à�

��µÚ 20a|¢�?9nyvinum(8)Ý£G�

18.4.2.{{{���RAID

FreeBSDôYî&9{�RAID�× �9°�× ��ß�×Í�lÝRAID �Ù�.h�m�©�8�
¼Ñ§�

DÄ�× îÝBIOS¿{��×XbÝE®�#ì¼Þ��+ÛA¢'�Promise IDE RAID�×��´�
@-�×��H��#½�^�¸T�ºèî×°£G8�µ¼î
á�×�Ý'�i«��9�
�|Þ

�IÝ{��)W×Í�ÂÃ��W�¡�FreeBSDÞ©º:Õ9Í�ÂÃ�	Q
ô�|¸àÍ¸
ÝRAIDÿP�
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18.4.3.¥¥¥���(rebuild) ATA RAID1 ppp���

FreeBSD.&
#ædÂÃp��û*ÝÂÃ�	Q3¥�^Gµÿ�s¨�

ô&
º3/var/log/messages (Tdmesg(8)Ýí�):Õv«ì«ÝG>�

ad6 on monster1 suffered a hard error.
ad6: READ command timeout tag=0 serv=0 - resetting
ad6: trying fallback to PIO mode
ata3: resetting devices .. done
ad6: hard error reading fsbn 1116119 of 0-7 (ad6 bn 1116119; c n 1107 tn 4 sn 11)\\
status=59 error=40
ar0: WARNING - mirror lost

�àatacontrol(8)¼ÿÕ?9£G�

# atacontrol list

ATA channel 0:
Master: no device present
Slave: acd0 <HL-DT-ST CD-ROM GCR-8520B/1.00> ATA/ATAPI re v 0

ATA channel 1:
Master: no device present
Slave: no device present

ATA channel 2:
Master: ad4 <MAXTOR 6L080J4/A93.0500> ATA/ATAPI rev 5
Slave: no device present

ATA channel 3:
Master: ad6 <MAXTOR 6L080J4/A93.0500> ATA/ATAPI rev 5
Slave: no device present

# atacontrol status ar0

ar0: ATA RAID1 subdisks: ad4 ad6 status: DEGRADED

1. ´�
ÿÞªûÂÃX3Ýata channeláµ(detach)�Ah��H�2Ét�

# atacontrol detach ata3

2. à?ÝÂÃðìªûÝ�

3. ¥±µá(re-attach) ata channel�

# atacontrol attach ata3

Master: ad6 <MAXTOR 6L080J4/A93.0500> ATA/ATAPI rev 5
Slave: no device present

4. Þ±ÝÂÃ�áæÍÝÂÃp�W
nî(spare)ÂÃ�

# atacontrol addspare ar0 ad6

5. ¥�ÂÃp��

# atacontrol rebuild ar0

6. �|àì«¼�¼@-¥�Ý
��
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# dmesg | tail -10

[output removed]
ad6: removed from configuration
ad6: deleted from ar0 disk1
ad6: inserted into ar0 disk1 as spare

# atacontrol status ar0

ar0: ATA RAID1 subdisks: ad4 ad6 status: REBUILDING 0% compl eted

7. �¥��µ�WÝ�

18.5. USB ;;;DDD���HHH
Contributed by Marc Fonvieille.

3¨3�b&9²I;D�H2àUSB(Universal Serial Bus)+«�»A{Ã�USBl¼Ã�CD-Rt�^
��FreeBSDèºE9°�HÝYî�

18.5.1.'''���

USB mass;D�H,��P(umass(4))èºUSB;D�HÝYî�¬A�ÎàGENERICkernel�µ�m��
�¢'����uÎ��kernel��@-kernel'�jâbì«9¿��

device scbus
device da
device pass
device uhci
device ohci
device usb
device umass

umass(4),��PDÄSCSI��ÙDãUSB;D�H�
ÝUSB�Hº��ÙïIWSCSI�H�µï

x^�îUSBþnlr�
©m�device uhci Tdevice ohci Í�×Í�Q��ÞËïK_
kernelô
P÷�©�½�Ý3Ñ;kernel'�¡¥±_ËCH�±Ýkernelµ�Ý�

¥¥¥: A�
ÝUSB�HÎCD-RTDVDt�^�JSCSI�Ã^,��Pcd(4)Ä6¶ákernel'�j�	9ø�

device cd

.
t�^º�	WSCSI�H�X|atapicam(4),��P�m�_ákernel�

USB 2.0�× ÝYîãFreeBSD;èº�Q�Ä63kernel'�j¦�ì«9�|èºUSB 2.0Yî�

device ehci

¥��A�
m�USB 1.xYî�
)Qm�Þuhci(4)Cohci(4),��P_ákernel�
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18.5.2.???���'''���

The configuration is ready to be tested: plug in your USB device, and in the system message buffer (dmesg(8)), the
drive should appear as something like:

umass0: USB Solid state disk, rev 1.10/1.00, addr 2
GEOM: create disk da0 dp=0xc2d74850
da0 at umass-sim0 bus 0 target 0 lun 0
da0: <Generic Traveling Disk 1.11> Removable Direct Access SCSI-2 device
da0: 1.000MB/s transfers
da0: 126MB (258048 512 byte sectors: 64H 32S/T 126C)

Of course, the brand, the device node (da0 ) and other details can differ according to your configuration.

Since the USB device is seen as a SCSI one, thecamcontrol command can be used to list the USB storage devices
attached to the system:

# camcontrol devlist

<Generic Traveling Disk 1.11> at scbus0 target 0 lun 0 (da0,p ass0)

If the drive comes with a file system, you should be able to mount it. TheµÚ 18.3; will help you to format and
create partitions on the USB drive if needed.

If you unplug the device (the disk must be unmounted before),you should see, in the system message buffer,
something like the following:

umass0: at uhub0 port 1 (addr 2) disconnected
(da0:umass-sim0:0:0:0): lost device
(da0:umass-sim0:0:0:0): removing device entry
GEOM: destroy disk da0 dp=0xc2d74850
umass0: detached

18.5.3. Further Reading

Beside theAdding DisksandMounting and Unmounting File Systemssections, reading various manual pages may
be also useful: umass(4), camcontrol(8), and usbdevs(8).

18.6. Creating and Using Optical Media (CDs)
Contributed by Mike Meyer.

18.6.1. Introduction

CDs have a number of features that differentiate them from conventional disks. Initially, they were not writable by
the user. They are designed so that they can be read continuously without delays to move the head between tracks.
They are also much easier to transport between systems than similarly sized media were at the time.

CDs do have tracks, but this refers to a section of data to be read continuously and not a physical property of the disk.
To produce a CD on FreeBSD, you prepare the data files that are going to make up the tracks on the CD, then write
the tracks to the CD.
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The ISO 9660 file system was designed to deal with these differences. It unfortunately codifies file system limits that
were common then. Fortunately, it provides an extension mechanism that allows properly written CDs to exceed
those limits while still working with systems that do not support those extensions.

Thesysutils/cdrtools port includes mkisofs(8), a program that you can use to produce a data file containing an
ISO 9660 file system. It has options that support various extensions, and is described below.

Which tool to use to burn the CD depends on whether your CD burner is ATAPI or something else. ATAPI CD
burners use theburncd program that is part of the base system. SCSI and USB CD burners should usecdrecord

from thesysutils/cdrtools port.

burncd has a limited number of supported drives. To find out if a driveis supported, see the CD-R/RW supported
drives (http://www.freebsd.dk/ata/) list.

¥¥¥: If you run FreeBSD 5.X, FreeBSD 4.8-RELEASE version or higher, it will be possible to use cdrecord and
other tools for SCSI drives on an ATAPI hardware with the ATAPI/CAM module.

If you want a CD burning software with a graphical user interface, you should have a look toX-CD-Roastor K3b.
These tools are available as packages or from thesysutils/xcdroast andsysutils/k3b ports.X-CD-Roast
andK3b require theATAPI/CAM modulewith ATAPI hardware.

18.6.2. mkisofs

The mkisofs(8) program, which is part of thesysutils/cdrtools port, produces an ISO 9660 file system that is
an image of a directory tree in the UNIX file system name space.The simplest usage is:

# mkisofs -o imagefile.iso /path/to/tree

This command will create animagefile.iso containing an ISO 9660 file system that is a copy of the tree at
/path/to/tree. In the process, it will map the file names to names that fit the limitations of the standard ISO 9660
file system, and will exclude files that have names uncharacteristic of ISO file systems.

A number of options are available to overcome those restrictions. In particular,-R enables the Rock Ridge extensions
common to UNIX systems,-J enables Joliet extensions used by Microsoft systems, and-hfs can be used to create
HFS file systems used by Mac OS.

For CDs that are going to be used only on FreeBSD systems,-U can be used to disable all filename restrictions.
When used with-R , it produces a file system image that is identical to the FreeBSD tree you started from, though it
may violate the ISO 9660 standard in a number of ways.

The last option of general use is-b . This is used to specify the location of the boot image for usein producing an
EEl ToritoF bootable CD. This option takes an argument which is the path to a boot image from the top of the tree
being written to the CD. By default, mkisofs(8) creates an ISO image in the so-calledEfloppy disk emulationF
mode, and thus expects the boot image to be exactly 1200, 1440or 2880 KB in size. Some boot loaders, like the one
used by the FreeBSD distribution disks, do not use emulationmode; in this case, the-no-emul-boot option should
be used. So, if/tmp/myboot holds a bootable FreeBSD system with the boot image in
/tmp/myboot/boot/cdboot , you could produce the image of an ISO 9660 file system in/tmp/bootable.iso

like so:

# mkisofs -R -no-emul-boot -b boot/cdboot -o /tmp/bootable. iso /tmp/myboot
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Having done that, if you havemdconfigured in your kernel, you can mount the file system with:

# mdconfig -a -t vnode -f /tmp/bootable.iso -u 0

# mount -t cd9660 /dev/md0 /mnt

At which point you can verify that/mnt and/tmp/myboot are identical.

There are many other options you can use with mkisofs(8) to fine-tune its behavior. In particular: modifications to an
ISO 9660 layout and the creation of Joliet and HFS discs. See the mkisofs(8) manual page for details.

18.6.3. burncd

If you have an ATAPI CD burner, you can use theburncd command to burn an ISO image onto a CD.burncd is
part of the base system, installed as/usr/sbin/burncd . Usage is very simple, as it has few options:

# burncd -f cddevice data imagefile.iso fixate

Will burn a copy ofimagefile.iso oncddevice. The default device is/dev/acd0 . See burncd(8) for options to
set the write speed, eject the CD after burning, and write audio data.

18.6.4. cdrecord

If you do not have an ATAPI CD burner, you will have to usecdrecord to burn your CDs.cdrecord is not part of
the base system; you must install it from either the port atsysutils/cdrtools or the appropriate package.
Changes to the base system can cause binary versions of this program to fail, possibly resulting in aEcoasterF.
You should therefore either upgrade the port when you upgrade your system, or if you aretracking -STABLE,
upgrade the port when a new version becomes available.

While cdrecord has many options, basic usage is even simpler thanburncd . Burning an ISO 9660 image is done
with:

# cdrecord dev= device imagefile.iso

The tricky part of usingcdrecord is finding thedev to use. To find the proper setting, use the-scanbus flag of
cdrecord , which might produce results like this:

# cdrecord -scanbus

Cdrecord-Clone 2.01 (i386-unknown-freebsd7.0) Copyrigh t (C) 1995-2004 Jörg Schilling
Using libscg version ’schily-0.1’
scsibus0:

0,0,0 0) ’SEAGATE ’ ’ST39236LW ’ ’0004’ Disk
0,1,0 1) ’SEAGATE ’ ’ST39173W ’ ’5958’ Disk
0,2,0 2) *
0,3,0 3) ’iomega ’ ’jaz 1GB ’ ’J.86’ Removable Disk
0,4,0 4) ’NEC ’ ’CD-ROM DRIVE:466’ ’1.26’ Removable CD-ROM
0,5,0 5) *
0,6,0 6) *
0,7,0 7) *

scsibus1:
1,0,0 100) *
1,1,0 101) *

428



a18.;D'nS

1,2,0 102) *
1,3,0 103) *
1,4,0 104) *
1,5,0 105) ’YAMAHA ’ ’CRW4260 ’ ’1.0q’ Removable CD-ROM
1,6,0 106) ’ARTEC ’ ’AM12S ’ ’1.06’ Scanner
1,7,0 107) *

This lists the appropriatedev value for the devices on the list. Locate your CD burner, and use the three numbers
separated by commas as the value fordev . In this case, the CRW device is 1,5,0, so the appropriate input would be
dev=1,5,0 . There are easier ways to specify this value; see cdrecord(1) for details. That is also the place to look for
information on writing audio tracks, controlling the speed, and other things.

18.6.5. Duplicating Audio CDs

You can duplicate an audio CD by extracting the audio data from the CD to a series of files, and then writing these
files to a blank CD. The process is slightly different for ATAPI and SCSI drives.

SCSI Drives

1. Usecdda2wav to extract the audio.

% cdda2wav -v255 -D2,0 -B -Owav

2. Usecdrecord to write the.wav files.

% cdrecord -v dev= 2,0 -dao -useinfo * .wav

Make sure that2,0 is set appropriately, as described inµÚ 18.6.4;.

ATAPI Drives

1. The ATAPI CD driver makes each track available as/dev/acd dt nn, whered is the drive number, andnn is the
track number written with two decimal digits, prefixed with zero as needed. So the first track on the first disk is
/dev/acd0t01 , the second is/dev/acd0t02 , the third is/dev/acd0t03 , and so on.

Make sure the appropriate files exist in/dev . If the entries are missing, force the system to retaste the media:

# dd if=/dev/acd0 of=/dev/null count=1

2. Extract each track using dd(1). You must also use a specificblock size when extracting the files.

# dd if=/dev/acd0t01 of=track1.cdr bs=2352

# dd if=/dev/acd0t02 of=track2.cdr bs=2352

...

3. Burn the extracted files to disk usingburncd . You must specify that these are audio files, and thatburncd

should fixate the disk when finished.

# burncd -f /dev/acd0 audio track1.cdr track2.cdr ... fixate
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18.6.6. Duplicating Data CDs

You can copy a data CD to a image file that is functionally equivalent to the image file created with mkisofs(8), and
you can use it to duplicate any data CD. The example given hereassumes that your CDROM device isacd0 .
Substitute your correct CDROM device.

# dd if=/dev/acd0 of=file.iso bs=2048

Now that you have an image, you can burn it to CD as described above.

18.6.7. Using Data CDs

Now that you have created a standard data CDROM, you probablywant to mount it and read the data on it. By
default, mount(8) assumes that a file system is of typeufs . If you try something like:

# mount /dev/cd0 /mnt

you will get a complaint aboutIncorrect super block , and no mount. The CDROM is not aUFSfile system, so
attempts to mount it as such will fail. You just need to tell mount(8) that the file system is of typeISO9660 , and
everything will work. You do this by specifying the-t cd9660 option mount(8). For example, if you want to mount
the CDROM device,/dev/cd0 , under/mnt , you would execute:

# mount -t cd9660 /dev/cd0 /mnt

Note that your device name (/dev/cd0 in this example) could be different, depending on the interface your CDROM
uses. Also, the-t cd9660 option just executes mount_cd9660(8). The above example could be shortened to:

# mount_cd9660 /dev/cd0 /mnt

You can generally use data CDROMs from any vendor in this way.Disks with certain ISO 9660 extensions might
behave oddly, however. For example, Joliet disks store all filenames in two-byte Unicode characters. The FreeBSD
kernel does not speak Unicode (yet!), so non-English characters show up as question marks. (The FreeBSD CD9660
driver includes hooks to load an appropriate Unicode conversion table on the fly. Modules for some of the common
encodings are available via thesysutils/cd9660_unicode port.)

Occasionally, you might getDevice not configured when trying to mount a CDROM. This usually means that
the CDROM drive thinks that there is no disk in the tray, or that the drive is not visible on the bus. It can take a
couple of seconds for a CDROM drive to realize that it has beenfed, so be patient.

Sometimes, a SCSI CDROM may be missed because it did not have enough time to answer the bus reset. If you have
a SCSI CDROM please add the following option to your kernel configuration andrebuild your kernel.

options SCSI_DELAY=15000

This tells your SCSI bus to pause 15 seconds during boot, to give your CDROM drive every possible chance to
answer the bus reset.

18.6.8. Burning Raw Data CDs

You can choose to burn a file directly to CD, without creating an ISO 9660 file system. Some people do this for
backup purposes. This runs more quickly than burning a standard CD:
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# burncd -f /dev/acd1 -s 12 data archive.tar.gz fixate

In order to retrieve the data burned to such a CD, you must readdata from the raw device node:

# tar xzvf /dev/acd1

You cannot mount this disk as you would a normal CDROM. Such a CDROM cannot be read under any operating
system except FreeBSD. If you want to be able to mount the CD, or share data with another operating system, you
must use mkisofs(8) as described above.

18.6.9. Using the ATAPI/CAM Driver

Contributed by Marc Fonvieille.

This driver allows ATAPI devices (CD-ROM, CD-RW, DVD drivesetc...) to be accessed through the SCSI
subsystem, and so allows the use of applications likesysutils/cdrdao or cdrecord(1).

To use this driver, you will need to add the following line to your kernel configuration file:

device atapicam

You also need the following lines in your kernel configuration file:

device ata
device scbus
device cd
device pass

which should already be present.

Then rebuild, install your new kernel, and reboot your machine. During the boot process, your burner should show
up, like so:

acd0: CD-RW <MATSHITA CD-RW/DVD-ROM UJDA740> at ata1-mast er PIO4
cd0 at ata1 bus 0 target 0 lun 0
cd0: <MATSHITA CDRW/DVD UJDA740 1.00> Removable CD-ROM SCSI-0 device
cd0: 16.000MB/s transfers
cd0: Attempt to query device size failed: NOT READY, Medium n ot present - tray closed

The drive could now be accessed via the/dev/cd0 device name, for example to mount a CD-ROM on/mnt , just
type the following:

# mount -t cd9660 /dev/cd0 /mnt

As root , you can run the following command to get the SCSI address of the burner:

# camcontrol devlist

<MATSHITA CDRW/DVD UJDA740 1.00> at scbus1 target 0 lun 0 (pa ss0,cd0)

So1,0,0 will be the SCSI address to use with cdrecord(1) and other SCSI application.

For more information about ATAPI/CAM and SCSI system, referto the atapicam(4) and cam(4) manual pages.
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18.7. Creating and Using Optical Media (DVDs)
Contributed by Marc Fonvieille. With inputs from Andy Polyakov.

18.7.1. Introduction

Compared to the CD, the DVD is the next generation of optical media storage technology. The DVD can hold more
data than any CD and is nowadays the standard for video publishing.

Five physical recordable formats can be defined for what we will call a recordable DVD:

�DVD-R: This was the first DVD recordable format available. The DVD-R standard is defined by the DVD Forum
(http://www.dvdforum.com/forum.shtml). This format is write once.

�DVD-RW: This is the rewriteable version of the DVD-R standard. A DVD-RW can be rewritten about 1000 times.

�DVD-RAM: This is also a rewriteable format supported by the DVD Forum. A DVD-RAM can be seen as a
removable hard drive. However, this media is not compatiblewith most DVD-ROM drives and DVD-Video
players; only a few DVD writers support the DVD-RAM format.

�DVD+RW: This is a rewriteable format defined by the DVD+RW Alliance (http://www.dvdrw.com/). A DVD+RW
can be rewritten about 1000 times.

�DVD+R: This format is the write once variation of the DVD+RW format.

A single layer recordable DVD can hold up to 4,700,000,000 bytes which is actually 4.38 GB or 4485 MB (1
kilobyte is 1024 bytes).

¥¥¥: A distinction must be made between the physical media and the application. For example, a DVD-Video is a
specific file layout that can be written on any recordable DVD physical media: DVD-R, DVD+R, DVD-RW etc.
Before choosing the type of media, you must be sure that both the burner and the DVD-Video player (a
standalone player or a DVD-ROM drive on a computer) are compatible with the media under consideration.

18.7.2. Configuration

The program growisofs(1) will be used to perform DVD recording. This command is part of thedvd+rw-tools
utilities (sysutils/dvd+rw-tools ). Thedvd+rw-tools support all DVD media types.

These tools use the SCSI subsystem to access to the devices, therefore theATAPI/CAM supportmust be added to
your kernel. If your burner uses the USB interface this addition is useless, and you should read theµÚ 18.5; for
more details on USB devices configuration.

You also have to enable DMA access for ATAPI devices, this canbe done in adding the following line to the
/boot/loader.conf file:

hw.ata.atapi_dma="1"

Before attempting to use thedvd+rw-tools you should consult the dvd+rw-tools’ hardware compatibility notes
(http://fy.chalmers.se/~appro/linux/DVD+RW/hcn.html) for any information related to your DVD burner.
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¥¥¥: If you want a graphical user interface, you should have a look to K3b (sysutils/k3b ) which provides a user
friendly interface to growisofs(1) and many others burning tools.

18.7.3. Burning Data DVDs

The growisofs(1) command is a frontend tomkisofs, it will invoke mkisofs(8) to create the file system layout and will
perform the write on the DVD. This means you do not need to create an image of the data before the burning process.

To burn onto a DVD+R or a DVD-R the data from the/path/to/data directory, use the following command:

# growisofs -dvd-compat -Z /dev/cd0 -J -R /path/to/data

The options-J -R are passed to mkisofs(8) for the file system creation (in thiscase: an ISO 9660 file system with
Joliet and Rock Ridge extensions), consult the mkisofs(8) manual page for more details.

The option-Z is used for the initial session recording in any case: multiple sessions or not. The DVD device,
/dev/cd0, must be changed according to your configuration. The-dvd-compat parameter will close the disk, the
recording will be unappendable. In return this should provide better media compatibility with DVD-ROM drives.

It is also possible to burn a pre-mastered image, for exampleto burn the imageimagefile.iso, we will run:

# growisofs -dvd-compat -Z /dev/cd0=imagefile.iso

The write speed should be detected and automatically set according to the media and the drive being used. If you
want to force the write speed, use the-speed= parameter. For more information, read the growisofs(1) manual page.

18.7.4. Burning a DVD-Video

A DVD-Video is a specific file layout based on ISO 9660 and the micro-UDF (M-UDF) specifications. The
DVD-Video also presents a specific data structure hierarchy, it is the reason why you need a particular program such
asmultimedia/dvdauthor to author the DVD.

If you already have an image of the DVD-Video file system, justburn it in the same way as for any image, see the
previous section for an example. If you have made the DVD authoring and the result is in, for example, the directory
/path/to/video , the following command should be used to burn the DVD-Video:

# growisofs -Z /dev/cd0 -dvd-video /path/to/video

The-dvd-video option will be passed down to mkisofs(8) and will instruct itto create a DVD-Video file system
layout. Beside this, the-dvd-video option implies-dvd-compat growisofs(1) option.

18.7.5. Using a DVD+RW

Unlike CD-RW, a virgin DVD+RW needs to be formatted before first use. The growisofs(1) program will take care
of it automatically whenever appropriate, which is therecommendedway. However you can use the
dvd+rw-format command to format the DVD+RW:

# dvd+rw-format /dev/cd0
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You need to perform this operation just once, keep in mind that only virgin DVD+RW medias need to be formatted.
Then you can burn the DVD+RW in the way seen in previous sections.

If you want to burn new data (burn a totally new file system not append some data) onto a DVD+RW, you do not
need to blank it, you just have to write over the previous recording (in performing a new initial session), like this:

# growisofs -Z /dev/cd0 -J -R /path/to/newdata

DVD+RW format offers the possibility to easily append data to a previous recording. The operation consists in
merging a new session to the existing one, it is not multisession writing, growisofs(1) willgrow the ISO 9660 file
system present on the media.

For example, if we want to append data to our previous DVD+RW,we have to use the following:

# growisofs -M /dev/cd0 -J -R /path/to/nextdata

The same mkisofs(8) options we used to burn the initial session should be used during next writes.

¥¥¥: You may want to use the -dvd-compat option if you want better media compatibility with DVD-ROM drives. In
the DVD+RW case, this will not prevent you from adding data.

If for any reason you really want to blank the media, do the following:

# growisofs -Z /dev/cd0=/dev/zero

18.7.6. Using a DVD-RW

A DVD-RW accepts two disc formats: the incremental sequential one and the restricted overwrite. By default
DVD-RW discs are in sequential format.

A virgin DVD-RW can be directly written without the need of a formatting operation, however a non-virgin
DVD-RW in sequential format needs to be blanked before to be able to write a new initial session.

To blank a DVD-RW in sequential mode, run:

# dvd+rw-format -blank=full /dev/cd0

¥¥¥: A full blanking (-blank=full ) will take about one hour on a 1x media. A fast blanking can be performed using
the -blank option if the DVD-RW will be recorded in Disk-At-Once (DAO) mode. To burn the DVD-RW in DAO
mode, use the command:

# growisofs -use-the-force-luke=dao -Z /dev/cd0=imagefile.iso

The -use-the-force-luke=dao option should not be required since growisofs(1) attempts to detect minimally
(fast blanked) media and engage DAO write.

In fact one should use restricted overwrite mode with any DVD-RW, this format is more flexible than the default
incremental sequential one.

To write data on a sequential DVD-RW, use the same instructions as for the other DVD formats:
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# growisofs -Z /dev/cd0 -J -R /path/to/data

If you want to append some data to your previous recording, you will have to use the growisofs(1)-M option.
However, if you perform data addition on a DVD-RW in incremental sequential mode, a new session will be created
on the disc and the result will be a multi-session disc.

A DVD-RW in restricted overwrite format does not need to be blanked before a new initial session, you just have to
overwrite the disc with the-Z option, this is similar to the DVD+RW case. It is also possible to grow an existing ISO
9660 file system written on the disc in a same way as for a DVD+RWwith the-M option. The result will be a
one-session DVD.

To put a DVD-RW in the restricted overwrite format, the following command must be used:

# dvd+rw-format /dev/cd0

To change back to the sequential format use:

# dvd+rw-format -blank=full /dev/cd0

18.7.7. Multisession

Very few DVD-ROM drives support multisession DVDs, they will most of time, hopefully, only read the first
session. DVD+R, DVD-R and DVD-RW in sequential format can accept multiple sessions, the notion of multiple
sessions does not exist for the DVD+RW and the DVD-RW restricted overwrite formats.

Using the following command after an initial (non-closed) session on a DVD+R, DVD-R, or DVD-RW in sequential
format, will add a new session to the disc:

# growisofs -M /dev/cd0 -J -R /path/to/nextdata

Using this command line with a DVD+RW or a DVD-RW in restricted overwrite mode, will append data in merging
the new session to the existing one. The result will be a single-session disc. This is the way used to add data after an
initial write on these medias.

¥¥¥: Some space on the media is used between each session for end and start of sessions. Therefore, one
should add sessions with large amount of data to optimize media space. The number of sessions is limited to
154 for a DVD+R, about 2000 for a DVD-R, and 127 for a DVD+R Double Layer.

18.7.8. For More Information

To obtain more information about a DVD, thedvd+rw-mediainfo /dev/cd0 command can be ran with the disc in
the drive.

More information about thedvd+rw-tools can be found in the growisofs(1) manual page, on the dvd+rw-tools web
site (http://fy.chalmers.se/~appro/linux/DVD+RW/) andin the cdwrite mailing list (http://lists.debian.org/cdwrite/)
archives.

¥¥¥: The dvd+rw-mediainfo output of the resulting recording or the media with issues is mandatory for any
problem report. Without this output, it will be quite impossible to help you.
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18.8. Creating and Using Floppy Disks
Original work by Julio Merino. Rewritten by Martin Karlsson.

Storing data on floppy disks is sometimes useful, for examplewhen one does not have any other removable storage
media or when one needs to transfer small amounts of data to another computer.

This section will explain how to use floppy disks in FreeBSD. It will primarily cover formatting and usage of 3.5inch
DOS floppies, but the concepts are similar for other floppy disk formats.

18.8.1. Formatting Floppies

18.8.1.1. The Device

Floppy disks are accessed through entries in/dev , just like other devices. To access the raw floppy disk, simply use
/dev/fd N .

18.8.1.2. Formatting

A floppy disk needs to be low-level formated before it can be used. This is usually done by the vendor, but formatting
is a good way to check media integrity. Although it is possible to force larger (or smaller) disk sizes, 1440kB is what
most floppy disks are designed for.

To low-level format the floppy disk you need to use fdformat(1). This utility expects the device name as an argument.

Make note of any error messages, as these can help determine if the disk is good or bad.

18.8.1.2.1. Formatting Floppy Disks

Use the/dev/fd N devices to format the floppy. Insert a new 3.5inch floppy disk in your drive and issue:

# /usr/sbin/fdformat -f 1440 /dev/fd0

18.8.2. The Disk Label

After low-level formatting the disk, you will need to place adisk label on it. This disk label will be destroyed later,
but it is needed by the system to determine the size of the diskand its geometry later.

The new disk label will take over the whole disk, and will contain all the proper information about the geometry of
the floppy. The geometry values for the disk label are listed in /etc/disktab .

You can run now bsdlabel(8) like so:

# /sbin/bsdlabel -B -r -w /dev/fd0 fd1440
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¥¥¥: Since FreeBSD 5.1-RELEASE, the bsdlabel(8) utility replaces the old bsdlabel(8) program. With bsdlabel(8)
a number of obsolete options and parameters have been retired; in the example above the option -r should be
removed. For more information, please refer to the bsdlabel(8) manual page.

18.8.3. The File System

Now the floppy is ready to be high-level formated. This will place a new file system on it, which will let FreeBSD
read and write to the disk. After creating the new file system,the disk label is destroyed, so if you want to reformat
the disk, you will have to recreate the disk label.

The floppy’s file system can be either UFS or FAT. FAT is generally a better choice for floppies.

To put a new file system on the floppy, issue:

# /sbin/newfs_msdos /dev/fd0

The disk is now ready for use.

18.8.4. Using the Floppy

To use the floppy, mount it with mount_msdos(8). One can also useemulators/mtools from the ports collection.

18.9. Creating and Using Data Tapes
The major tape media are the 4mm, 8mm, QIC, mini-cartridge and DLT.

18.9.1. 4mm (DDS: Digital Data Storage)

4mm tapes are replacing QIC as the workstation backup media of choice. This trend accelerated greatly when
Conner purchased Archive, a leading manufacturer of QIC drives, and then stopped production of QIC drives. 4mm
drives are small and quiet but do not have the reputation for reliability that is enjoyed by 8mm drives. The cartridges
are less expensive and smaller (3 x 2 x 0.5 inches, 76 x 51 x 12 mm) than 8mm cartridges. 4mm, like 8mm, has
comparatively short head life for the same reason, both use helical scan.

Data throughput on these drives starts ~150 kB/s, peaking at~500 kB/s. Data capacity starts at 1.3 GB and ends at
2.0 GB. Hardware compression, available with most of these drives, approximately doubles the capacity. Multi-drive
tape library units can have 6 drives in a single cabinet with automatic tape changing. Library capacities reach
240 GB.

The DDS-3 standard now supports tape capacities up to 12 GB (or 24 GB compressed).

4mm drives, like 8mm drives, use helical-scan. All the benefits and drawbacks of helical-scan apply to both 4mm and
8mm drives.

Tapes should be retired from use after 2,000 passes or 100 full backups.
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18.9.2. 8mm (Exabyte)

8mm tapes are the most common SCSI tape drives; they are the best choice of exchanging tapes. Nearly every site
has an Exabyte 2 GB 8mm tape drive. 8mm drives are reliable, convenient and quiet. Cartridges are inexpensive and
small (4.8 x 3.3 x 0.6 inches; 122 x 84 x 15 mm). One downside of 8mm tape is relatively short head and tape life
due to the high rate of relative motion of the tape across the heads.

Data throughput ranges from ~250 kB/s to ~500 kB/s. Data sizes start at 300 MB and go up to 7 GB. Hardware
compression, available with most of these drives, approximately doubles the capacity. These drives are available as
single units or multi-drive tape libraries with 6 drives and120 tapes in a single cabinet. Tapes are changed
automatically by the unit. Library capacities reach 840+ GB.

The ExabyteEMammothFmodel supports 12 GB on one tape (24 GB with compression) and costs approximately
twice as much as conventional tape drives.

Data is recorded onto the tape using helical-scan, the headsare positioned at an angle to the media (approximately 6
degrees). The tape wraps around 270 degrees of the spool thatholds the heads. The spool spins while the tape slides
over the spool. The result is a high density of data and closely packed tracks that angle across the tape from one edge
to the other.

18.9.3. QIC

QIC-150 tapes and drives are, perhaps, the most common tape drive and media around. QIC tape drives are the least
expensiveEseriousF backup drives. The downside is the cost of media. QIC tapes are expensive compared to 8mm
or 4mm tapes, up to 5 times the price per GB data storage. But, if your needs can be satisfied with a half-dozen tapes,
QIC may be the correct choice. QIC is themostcommon tape drive. Every site has a QIC drive of some density or
another. Therein lies the rub, QIC has a large number of densities on physically similar (sometimes identical) tapes.
QIC drives are not quiet. These drives audibly seek before they begin to record data and are clearly audible whenever
reading, writing or seeking. QIC tapes measure (6 x 4 x 0.7 inches; 152 x 102 x 17 mm).

Data throughput ranges from ~150 kB/s to ~500 kB/s. Data capacity ranges from 40 MB to 15 GB. Hardware
compression is available on many of the newer QIC drives. QICdrives are less frequently installed; they are being
supplanted by DAT drives.

Data is recorded onto the tape in tracks. The tracks run alongthe long axis of the tape media from one end to the
other. The number of tracks, and therefore the width of a track, varies with the tape’s capacity. Most if not all newer
drives provide backward-compatibility at least for reading (but often also for writing). QIC has a good reputation
regarding the safety of the data (the mechanics are simpler and more robust than for helical scan drives).

Tapes should be retired from use after 5,000 backups.

18.9.4. DLT

DLT has the fastest data transfer rate of all the drive types listed here. The 1/2" (12.5mm) tape is contained in a
single spool cartridge (4 x 4 x 1 inches; 100 x 100 x 25 mm). The cartridge has a swinging gate along one entire side
of the cartridge. The drive mechanism opens this gate to extract the tape leader. The tape leader has an oval hole in it
which the drive uses toEhookF the tape. The take-up spool is located inside the tape drive.All the other tape
cartridges listed here (9 track tapes are the only exception) have both the supply and take-up spools located inside the
tape cartridge itself.
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Data throughput is approximately 1.5 MB/s, three times the throughput of 4mm, 8mm, or QIC tape drives. Data
capacities range from 10 GB to 20 GB for a single drive. Drivesare available in both multi-tape changers and
multi-tape, multi-drive tape libraries containing from 5 to 900 tapes over 1 to 20 drives, providing from 50 GB to
9 TB of storage.

With compression, DLT Type IV format supports up to 70 GB capacity.

Data is recorded onto the tape in tracks parallel to the direction of travel (just like QIC tapes). Two tracks are written
at once. Read/write head lifetimes are relatively long; once the tape stops moving, there is no relative motion
between the heads and the tape.

18.9.5. AIT

AIT is a new format from Sony, and can hold up to 50 GB (with compression) per tape. The tapes contain memory
chips which retain an index of the tape’s contents. This index can be rapidly read by the tape drive to determine the
position of files on the tape, instead of the several minutes that would be required for other tapes. Software such as
SAMS:Alexandria can operate forty or more AIT tape libraries, communicatingdirectly with the tape’s memory
chip to display the contents on screen, determine what files were backed up to which tape, locate the correct tape,
load it, and restore the data from the tape.

Libraries like this cost in the region of $20,000, pricing them a little out of the hobbyist market.

18.9.6. Using a New Tape for the First Time

The first time that you try to read or write a new, completely blank tape, the operation will fail. The console messages
should be similar to:

sa0(ncr1:4:0): NOT READY asc:4,1
sa0(ncr1:4:0): Logical unit is in process of becoming ready

The tape does not contain an Identifier Block (block number 0). All QIC tape drives since the adoption of QIC-525
standard write an Identifier Block to the tape. There are two solutions:

�mt fsf 1 causes the tape drive to write an Identifier Block to the tape.

�Use the front panel button to eject the tape.

Re-insert the tape anddump data to the tape.

dump will report DUMP: End of tape detected and the console will show:HARDWARE FAILURE info:280

asc:80,96 .

rewind the tape using:mt rewind .

Subsequent tape operations are successful.
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18.10. Backups to Floppies

18.10.1. Can I Use Floppies for Backing Up My Data?

Floppy disks are not really a suitable media for making backups as:

� The media is unreliable, especially over long periods of time.

�Backing up and restoring is very slow.

� They have a very limited capacity (the days of backing up an entire hard disk onto a dozen or so floppies has long
since passed).

However, if you have no other method of backing up your data then floppy disks are better than no backup at all.

If you do have to use floppy disks then ensure that you use good quality ones. Floppies that have been lying around
the office for a couple of years are a bad choice. Ideally use new ones from a reputable manufacturer.

18.10.2. So How Do I Backup My Data to Floppies?

The best way to backup to floppy disk is to use tar(1) with the-M (multi volume) option, which allows backups to
span multiple floppies.

To backup all the files in the current directory and sub-directory use this (asroot ):

# tar Mcvf /dev/fd0 *

When the first floppy is full tar(1) will prompt you to insert the next volume (because tar(1) is media independent it
refers to volumes; in this context it means floppy disk).

Prepare volume #2 for /dev/fd0 and hit return:

This is repeated (with the volume number incrementing) until all the specified files have been archived.

18.10.3. Can I Compress My Backups?

Unfortunately, tar(1) will not allow the-z option to be used for multi-volume archives. You could, of course, gzip(1)
all the files, tar(1) them to the floppies, then gunzip(1) the files again!

18.10.4. How Do I Restore My Backups?

To restore the entire archive use:

# tar Mxvf /dev/fd0

There are two ways that you can use to restore only specific files. First, you can start with the first floppy and use:

# tar Mxvf /dev/fd0 filename

The utility tar(1) will prompt you to insert subsequent floppies until it finds the required file.

440



a18.;D'nS

Alternatively, if you know which floppy the file is on then you can simply insert that floppy and use the same
command as above. Note that if the first file on the floppy is a continuation from the previous one then tar(1) will
warn you that it cannot restore it, even if you have not asked it to!

18.11. Backup Strategies
Original work by Lowell Gilbert.

The first requirement in devising a backup plan is to make surethat all of the following problems are covered:

�Disk failure

�Accidental file deletion

�Random file corruption

�Complete machine destruction (e.g. fire), including destruction of any on-site backups.

It is perfectly possible that some systems will be best served by having each of these problems covered by a
completely different technique. Except for strictly personal systems with very low-value data, it is unlikely that one
technique would cover all of them.

Some of the techniques in the toolbox are:

�Archives of the whole system, backed up onto permanent mediaoffsite. This actually provides protection against
all of the possible problems listed above, but is slow and inconvenient to restore from. You can keep copies of the
backups onsite and/or online, but there will still be inconveniences in restoring files, especially for non-privileged
users.

� Filesystem snapshots. This is really only helpful in the accidental file deletion scenario, but it can beveryhelpful
in that case, and is quick and easy to deal with.

�Copies of whole filesystems and/or disks (e.g. periodic rsync of the whole machine). This is generally most useful
in networks with unique requirements. For general protection against disk failure, it is usually inferior to RAID.
For restoring accidentally deleted files, it can be comparable to UFS snapshots, but that depends on your
preferences.

�RAID. Minimizes or avoids downtime when a disk fails. At the expense of having to deal with disk failures more
often (because you have more disks), albeit at a much lower urgency.

�Checking fingerprints of files. The mtree(8) utility is very useful for this. Although it is not a backup technique, it
helps guarantee that you will notice when you need to resort to your backups. This is particularly important for
offline backups, and should be checked periodically.

It is quite easy to come up with even more techniques, many of them variations on the ones listed above. Specialized
requirements will usually lead to specialized techniques (for example, backing up a live database usually requires a
method particular to the database software as an intermediate step). The important thing is to know what dangers you
want to protect against, and how you will handle each.
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18.12. Backup Basics
The three major backup programs are dump(8), tar(1), and cpio(1).

18.12.1. Dump and Restore

The traditional UNIX backup programs aredump andrestore . They operate on the drive as a collection of disk
blocks, below the abstractions of files, links and directories that are created by the file systems.dump backs up an
entire file system on a device. It is unable to backup only partof a file system or a directory tree that spans more than
one file system.dump does not write files and directories to tape, but rather writes the raw data blocks that comprise
files and directories.

¥¥¥: If you use dump on your root directory, you would not back up /home , /usr or many other directories since
these are typically mount points for other file systems or symbolic links into those file systems.

dump has quirks that remain from its early days in Version 6 of AT&TUNIX (circa 1975). The default parameters
are suitable for 9-track tapes (6250 bpi), not the high-density media available today (up to 62,182 ftpi). These
defaults must be overridden on the command line to utilize the capacity of current tape drives.

It is also possible to backup data across the network to a tapedrive attached to another computer withrdump and
rrestore . Both programs rely upon rcmd(3) and ruserok(3) to access the remote tape drive. Therefore, the user
performing the backup must be listed in the.rhosts file on the remote computer. The arguments tordump and
rrestore must be suitable to use on the remote computer. Whenrdump ing from a FreeBSD computer to an
Exabyte tape drive connected to a Sun calledkomodo, use:

# /sbin/rdump 0dsbfu 54000 13000 126 komodo:/dev/nsa8 /dev/ da0a 2>&1

Beware: there are security implications to allowing.rhosts authentication. Evaluate your situation carefully.

It is also possible to usedump andrestore in a more secure fashion overssh .

PPP»»»18-1. Usingdump over ssh

# /sbin/dump -0uan -f - /usr | gzip -2 | ssh -c blowfish \

targetuser@targetmachine.example.com dd of=/mybigfile s/dump-usr-l0.gz

Or usingdump’s built-in method, setting the environment variableRSH:

PPP»»»18-2. Usingdump over ssh withRSHset

# RSH=/usr/bin/ssh /sbin/dump -0uan -f targetuser@targetm achine.example.com:/dev/sa0 /usr

18.12.2. tar

tar(1) also dates back to Version 6 of AT&T UNIX (circa 1975).tar operates in cooperation with the file system; it
writes files and directories to tape.tar does not support the full range of options that are availablefrom cpio(1), but
it does not require the unusual command pipeline thatcpio uses.
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On FreeBSD 5.3 and later, both GNUtar and the defaultbsdtar are available. The GNU version can be invoked
with gtar . It supports remote devices using the same syntax asrdump . To tar to an Exabyte tape drive connected to
a Sun calledkomodo, use:

# /usr/bin/gtar cf komodo:/dev/nsa8 . 2>&1

The same could be accomplished withbsdtar by using a pipeline andrsh to send the data to a remote tape drive.

# tar cf - . | rsh hostname dd of= tape-device obs=20b

If you are worried about the security of backing up over a network you should use thessh command instead ofrsh .

18.12.3. cpio

cpio(1) is the original UNIX file interchange tape program for magnetic media.cpio has options (among many
others) to perform byte-swapping, write a number of different archive formats, and pipe the data to other programs.
This last feature makescpio an excellent choice for installation media.cpio does not know how to walk the
directory tree and a list of files must be provided throughstdin .

cpio does not support backups across the network. You can use a pipeline andrsh to send the data to a remote tape
drive.

# for f in directory_list; do

find $f >> backup.list

done

# cpio -v -o --format=newc < backup.list | ssh user@host "cat > backup_device"

Wheredirectory_list is the list of directories you want to back up,user@host is the user/hostname
combination that will be performing the backups, andbackup_device is where the backups should be written to
(e.g.,/dev/nsa0 ).

18.12.4. pax

pax(1) is IEEE/POSIX’s answer totar andcpio . Over the years the various versions oftar andcpio have gotten
slightly incompatible. So rather than fight it out to fully standardize them, POSIX created a new archive utility.pax

attempts to read and write many of the variouscpio andtar formats, plus new formats of its own. Its command set
more resemblescpio thantar .

18.12.5. Amanda

Amanda (Advanced Maryland Network Disk Archiver) is a client/server backup system, rather than a single
program. AnAmanda server will backup to a single tape drive any number of computers that haveAmanda clients
and a network connection to theAmanda server. A common problem at sites with a number of large disksis that the
length of time required to backup to data directly to tape exceeds the amount of time available for the task.Amanda
solves this problem.Amanda can use aEholding diskF to backup several file systems at the same time.Amanda
createsEarchive setsF: a group of tapes used over a period of time to create full backups of all the file systems
listed inAmanda’s configuration file. TheEarchive setF also contains nightly incremental (or differential) backups
of all the file systems. Restoring a damaged file system requires the most recent full backup and the incremental
backups.
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The configuration file provides fine control of backups and thenetwork traffic thatAmanda generates.Amanda will
use any of the above backup programs to write the data to tape.Amanda is available as either a port or a package, it
is not installed by default.

18.12.6. Do Nothing

EDo nothingF is not a computer program, but it is the most widely used backup strategy. There are no initial costs.
There is no backup schedule to follow. Just say no. If something happens to your data, grin and bear it!

If your time and your data is worth little to nothing, thenEDo nothingF is the most suitable backup program for
your computer. But beware, UNIX is a useful tool, you may find that within six months you have a collection of files
that are valuable to you.

EDo nothingF is the correct backup method for/usr/obj and other directory trees that can be exactly recreated
by your computer. An example is the files that comprise the HTML or PostScript version of this Handbook. These
document formats have been created from SGML input files. Creating backups of the HTML or PostScript files is
not necessary. The SGML files are backed up regularly.

18.12.7. Which Backup Program Is Best?

dump(8)Period.Elizabeth D. Zwicky torture tested all the backup programs discussed here. The clear choice for
preserving all your data and all the peculiarities of UNIX file systems isdump. Elizabeth created file systems
containing a large variety of unusual conditions (and some not so unusual ones) and tested each program by doing a
backup and restore of those file systems. The peculiarities included: files with holes, files with holes and a block of
nulls, files with funny characters in their names, unreadable and unwritable files, devices, files that change size during
the backup, files that are created/deleted during the backupand more. She presented the results at LISA V in Oct.
1991. See torture-testing Backup and Archive Programs (http://berdmann.dyndns.org/zwicky/testdump.doc.html).

18.12.8. Emergency Restore Procedure

18.12.8.1. Before the Disaster

There are only four steps that you need to perform in preparation for any disaster that may occur.

First, print the bsdlabel from each of your disks (e.g.bsdlabel da0 | lpr ), your file system table (/etc/fstab )
and all boot messages, two copies of each.

Second, determine that the boot and fix-it floppies (boot.flp andfixit.flp ) have all your devices. The easiest
way to check is to reboot your machine with the boot floppy in the floppy drive and check the boot messages. If all
your devices are listed and functional, skip on to step three.

Otherwise, you have to create two custom bootable floppies which have a kernel that can mount all of your disks and
access your tape drive. These floppies must contain:fdisk , bsdlabel , newfs , mount , and whichever backup
program you use. These programs must be statically linked. If you usedump, the floppy must containrestore .

Third, create backup tapes regularly. Any changes that you make after your last backup may be irretrievably lost.
Write-protect the backup tapes.

Fourth, test the floppies (eitherboot.flp andfixit.flp or the two custom bootable floppies you made in step
two.) and backup tapes. Make notes of the procedure. Store these notes with the bootable floppy, the printouts and
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the backup tapes. You will be so distraught when restoring that the notes may prevent you from destroying your
backup tapes (How? In place oftar xvf /dev/sa0 , you might accidentally typetar cvf /dev/sa0 and
over-write your backup tape).

For an added measure of security, make bootable floppies and two backup tapes each time. Store one of each at a
remote location. A remote location is NOT the basement of thesame office building. A number of firms in the World
Trade Center learned this lesson the hard way. A remote location should be physically separated from your
computers and disk drives by a significant distance.

PPP»»»18-3. A Script for Creating a Bootable Floppy

#!/bin/sh
#
# create a restore floppy
#
# format the floppy
#
PATH=/bin:/sbin:/usr/sbin:/usr/bin

fdformat -q fd0
if [ $? -ne 0 ]
then

echo "Bad floppy, please use a new one"
exit 1

fi

# place boot blocks on the floppy
#
bsdlabel -w -B /dev/fd0c fd1440

#
# newfs the one and only partition
#
newfs -t 2 -u 18 -l 1 -c 40 -i 5120 -m 5 -o space /dev/fd0a

#
# mount the new floppy
#
mount /dev/fd0a /mnt

#
# create required directories
#
mkdir /mnt/dev
mkdir /mnt/bin
mkdir /mnt/sbin
mkdir /mnt/etc
mkdir /mnt/root
mkdir /mnt/mnt # for the root partition
mkdir /mnt/tmp
mkdir /mnt/var

#
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# populate the directories
#
if [ ! -x /sys/compile/MINI/kernel ]
then

cat &lt;&lt; EOM
The MINI kernel does not exist, please create one.
Here is an example config file:
#
# MINI -- A kernel to get FreeBSD onto a disk.
#
machine "i386"
cpu "I486_CPU"
ident MINI
maxusers 5

options INET # needed for _tcp _icmpstat _ipstat
# _udpstat _tcpstat _udb

options FFS #Berkeley Fast File System
options FAT_CURSOR #block cursor in syscons or pccons
options SCSI_DELAY=15 #Be pessimistic about Joe SCSI devic e
options NCONS=2 #1 virtual consoles
options USERCONFIG #Allow user configuration with -c XXX

config kernel root on da0 swap on da0 and da1 dumps on da0

device isa0
device pci0

device fdc0 at isa? port "IO_FD1" bio irq 6 drq 2 vector fdintr
device fd0 at fdc0 drive 0

device ncr0

device scbus0

device sc0 at isa? port "IO_KBD" tty irq 1 vector scintr
device npx0 at isa? port "IO_NPX" irq 13 vector npxintr

device da0
device da1
device da2

device sa0

pseudo-device loop # required by INET
pseudo-device gzip # Exec gzipped a.out’s
EOM

exit 1
fi

cp -f /sys/compile/MINI/kernel /mnt

gzip -c -best /sbin/init &gt; /mnt/sbin/init
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gzip -c -best /sbin/fsck &gt; /mnt/sbin/fsck
gzip -c -best /sbin/mount &gt; /mnt/sbin/mount
gzip -c -best /sbin/halt &gt; /mnt/sbin/halt
gzip -c -best /sbin/restore &gt; /mnt/sbin/restore

gzip -c -best /bin/sh &gt; /mnt/bin/sh
gzip -c -best /bin/sync &gt; /mnt/bin/sync

cp /root/.profile /mnt/root

cp -f /dev/MAKEDEV /mnt/dev
chmod 755 /mnt/dev/MAKEDEV

chmod 500 /mnt/sbin/init
chmod 555 /mnt/sbin/fsck /mnt/sbin/mount /mnt/sbin/halt
chmod 555 /mnt/bin/sh /mnt/bin/sync
chmod 6555 /mnt/sbin/restore

#
# create the devices nodes
#
cd /mnt/dev
./MAKEDEV std
./MAKEDEV da0
./MAKEDEV da1
./MAKEDEV da2
./MAKEDEV sa0
./MAKEDEV pty0
cd /

#
# create minimum file system table
#
cat &gt; /mnt/etc/fstab &lt;&lt;EOM
/dev/fd0a / ufs rw 1 1
EOM

#
# create minimum passwd file
#
cat &gt; /mnt/etc/passwd &lt;&lt;EOM
root: * :0:0:Charlie &:/root:/bin/sh
EOM

cat &gt; /mnt/etc/master.passwd &lt;&lt;EOM
root::0:0::0:0:Charlie &:/root:/bin/sh
EOM

chmod 600 /mnt/etc/master.passwd
chmod 644 /mnt/etc/passwd
/usr/sbin/pwd_mkdb -d/mnt/etc /mnt/etc/master.passwd

#
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# umount the floppy and inform the user
#
/sbin/umount /mnt
echo "The floppy has been unmounted and is now ready."

18.12.8.2. After the Disaster

The key question is: did your hardware survive? You have beendoing regular backups so there is no need to worry
about the software.

If the hardware has been damaged, the parts should be replaced before attempting to use the computer.

If your hardware is okay, check your floppies. If you are usinga custom boot floppy, boot single-user (type-s at the
boot: prompt). Skip the following paragraph.

If you are using theboot.flp andfixit.flp floppies, keep reading. Insert theboot.flp floppy in the first floppy
drive and boot the computer. The original install menu will be displayed on the screen. Select theFixit--Repair

mode with CDROM or floppy. option. Insert thefixit.flp when prompted.restore and the other programs
that you need are located in/mnt2/rescue (/mnt2/stand for FreeBSD versions older than 5.2).

Recover each file system separately.

Try to mount (e.g.mount /dev/da0a /mnt ) the root partition of your first disk. If the bsdlabel was damaged, use
bsdlabel to re-partition and label the disk to match the label that youprinted and saved. Usenewfs to re-create the
file systems. Re-mount the root partition of the floppy read-write (mount -u -o rw /mnt ). Use your backup
program and backup tapes to recover the data for this file system (e.g.restore vrf /dev/sa0 ). Unmount the file
system (e.g.umount /mnt ). Repeat for each file system that was damaged.

Once your system is running, backup your data onto new tapes.Whatever caused the crash or data loss may strike
again. Another hour spent now may save you from further distress later.

18.13. Network, Memory, and File-Backed File Systems
Reorganized and enhanced by Marc Fonvieille.

Aside from the disks you physically insert into your computer: floppies, CDs, hard drives, and so forth; other forms
of disks are understood by FreeBSD - thevirtual disks.

These include network file systems such as theNetwork File Systemand Coda, memory-based file systems and
file-backed file systems.

According to the FreeBSD version you run, you will have to usedifferent tools for creation and use of file-backed
and memory-based file systems.

¥¥¥: Use devfs(5) to allocate device nodes transparently for the user.

448



a18.;D'nS

18.13.1. File-Backed File System

The utility mdconfig(8) is used to configure and enable memorydisks, md(4), under FreeBSD. To use mdconfig(8),
you have to load md(4) module or to add the support in your kernel configuration file:

device md

The mdconfig(8) command supports three kinds of memory backed virtual disks: memory disks allocated with
malloc(9), memory disks using a file or swap space as backing.One possible use is the mounting of floppy or CD
images kept in files.

To mount an existing file system image:

PPP»»»18-4. Usingmdconfig to Mount an Existing File System Image

# mdconfig -a -t vnode -f diskimage -u 0

# mount /dev/md 0 /mnt

To create a new file system image with mdconfig(8):

PPP»»»18-5. Creating a New File-Backed Disk withmdconfig

# dd if=/dev/zero of= newimage bs=1k count= 5k

5120+0 records in
5120+0 records out
# mdconfig -a -t vnode -f newimage -u 0

# bsdlabel -w md 0 auto

# newfs md 0a

/dev/md0a: 5.0MB (10224 sectors) block size 16384, fragmen t size 2048
using 4 cylinder groups of 1.25MB, 80 blks, 192 inodes.

super-block backups (for fsck -b #) at:
160, 2720, 5280, 7840

# mount /dev/md 0a /mnt

# df /mnt

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md0a 4710 4 4330 0% /mnt

If you do not specify the unit number with the-u option, mdconfig(8) will use the md(4) automatic allocationto
select an unused device. The name of the allocated unit will be output on stdout likemd4. For more details about
mdconfig(8), please refer to the manual page.

The utility mdconfig(8) is very useful, however it asks many command lines to create a file-backed file system.
FreeBSD also comes with a tool called mdmfs(8), this programconfigures a md(4) disk using mdconfig(8), puts a
UFS file system on it using newfs(8), and mounts it using mount(8). For example, if you want to create and mount
the same file system image as above, simply type the following:

PPP»»»18-6. Configure and Mount a File-Backed Disk withmdmfs

# dd if=/dev/zero of= newimage bs=1k count= 5k

5120+0 records in
5120+0 records out
# mdmfs -F newimage -s 5m md0 /mnt

# df /mnt
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Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md0 4718 4 4338 0% /mnt

If you use the optionmdwithout unit number, mdmfs(8) will use md(4) auto-unit feature to automatically select an
unused device. For more details about mdmfs(8), please refer to the manual page.

18.13.2. Memory-Based File System

For a memory-based file system theEswap backingF should normally be used. Using swap backing does not mean
that the memory disk will be swapped out to disk by default, but merely that the memory disk will be allocated from
a memory pool which can be swapped out to disk if needed. It is also possible to create memory-based disk which
are malloc(9) backed, but using malloc backed memory disks,especially large ones, can result in a system panic if
the kernel runs out of memory.

PPP»»»18-7. Creating a New Memory-Based Disk withmdconfig

# mdconfig -a -t malloc -s 5m -u 1

# newfs -U md 1

/dev/md1: 5.0MB (10240 sectors) block size 16384, fragment size 2048
using 4 cylinder groups of 1.27MB, 81 blks, 256 inodes.
with soft updates

super-block backups (for fsck -b #) at:
32, 2624, 5216, 7808

# mount /dev/md 1 /mnt

# df /mnt

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md1 4846 2 4458 0% /mnt

PPP»»»18-8. Creating a New Memory-Based Disk withmdmfs

# mdmfs -M -s 5m md2 /mnt

# df /mnt

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md2 4846 2 4458 0% /mnt

Instead of using a malloc(9) backed file system, it is possible to use swap, for that just replacemalloc with swap in
the command line of mdconfig(8). The mdmfs(8) utility by default (without -M) creates a swap-based disk. For more
details, please refer to mdconfig(8) and mdmfs(8) manual pages.

18.13.3. Detaching a Memory Disk from the System

When a memory-based or file-based file system is not used, you should release all resources to the system. The first
thing to do is to unmount the file system, then use mdconfig(8) to detach the disk from the system and release the
resources.

For example to detach and free all resources used by/dev/md4 :

# mdconfig -d -u 4

It is possible to list information about configured md(4) devices in using the commandmdconfig -l .
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18.14. File System Snapshots
Contributed by Tom Rhodes.

FreeBSD offers a feature in conjunction withSoft Updates: File system snapshots.

Snapshots allow a user to create images of specified file systems, and treat them as a file. Snapshot files must be
created in the file system that the action is performed on, anda user may create no more than 20 snapshots per file
system. Active snapshots are recorded in the superblock so they are persistent across unmount and remount
operations along with system reboots. When a snapshot is no longer required, it can be removed with the standard
rm(1) command. Snapshots may be removed in any order, however all the used space may not be acquired because
another snapshot will possibly claim some of the released blocks.

The un-alterablesnapshot file flag is set by mksnap_ffs(8) after initial creation of a snapshot file. The unlink(1)
command makes an exception for snapshot files since it allowsthem to be removed.

Snapshots are created with the mount(8) command. To place a snapshot of/var in the file /var/snapshot/snap

use the following command:

# mount -u -o snapshot /var/snapshot/snap /var

Alternatively, you can use mksnap_ffs(8) to create a snapshot:

# mksnap_ffs /var /var/snapshot/snap

One can find snapshot files on a file system (e.g./var ) by using the find(1) command:

# find /var -flags snapshot

Once a snapshot has been created, it has several uses:

�Some administrators will use a snapshot file for backup purposes, because the snapshot can be transfered to CDs
or tape.

� File integrity, fsck(8) may be ran on the snapshot. Assumingthat the file system was clean when it was mounted,
you should always get a clean (and unchanging) result. This is essentially what the background fsck(8) process
does.

�Run the dump(8) utility on the snapshot. A dump will be returned that is consistent with the file system and the
timestamp of the snapshot. dump(8) can also take a snapshot,create a dump image and then remove the snapshot
in one command using the-L flag.

�mount(8) the snapshot as a frozen image of the file system. To mount(8) the snapshot/var/snapshot/snap run:

# mdconfig -a -t vnode -f /var/snapshot/snap -u 4

# mount -r /dev/md4 /mnt

You can now walk the hierarchy of your frozen/var file system mounted at/mnt . Everything will initially be in the
same state it was during the snapshot creation time. The onlyexception is that any earlier snapshots will appear as
zero length files. When the use of a snapshot has delimited, itcan be unmounted with:

# umount /mnt

# mdconfig -d -u 4

For more information aboutsoftupdates and file system snapshots, including technical papers, you can visit
Marshall Kirk McKusick’s website at http://www.mckusick.com/.
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18.15.ÂÂÂÃÃÃèèè   gggÜÜÜ(Quota)
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18.15.1.@@@àààÂÂÂÃÃÃgggÜÜÜ

3àÂÃgÜ�G���@-kernel�Bb®8n'��ôµÎkernel'�j�bì«9��

options QUOTA

ï'ÝGENERICkernel¬�º�î94�X|u�@àµÄm�î�¬¥±_Ë�H�kernel�kernel'�
I5�¢åµÚ 8aÝ1��

#½µÎ3/etc/rc.conf '�@�ÂÃgÜ���îì�9��

enable_quotas="YES"


Ý�?��Ý�ÑÂÃgÜÝ@���b×Í'��|à�;ð�^`�quotacheck(8)�Pºlã&j
n�ÙîÝgÜ�quotacheck(8)�|@1gÜ£]0Ý£]�@jjn�ÙÝ£]bÐ)�¬9��ôº
3�^`�ºE@�` CW8	��ÝÅ(�u�®Ä9M»�J�|3/etc/rc.conf �î�

check_quotas="NO"

t¡��Bÿ;/etc/fstab ¼@à|jn�Ù
EéÝÂÃgÜ���ô�|@àjE¸àïTNà�T

ïËï/b�ÝÂÃgÜ�

u�@àjE¸àïÝgÜ��|3/etc/fstab /�'�Ýjn�Ù�îuserquota ó4�fA�

/dev/da1s2g /home ufs rw,userquota 1 2

!§u�@àjENàÝgÜ�J.ââÝuserquota ðWgroupquota Ç���u�Ëï!`@à�£�

JÎ�

/dev/da1s2g /home ufs rw,userquota,groupquota 1 2

jE¸àï|CNàÝÂÃgÜ'�j�ï'5½ºw3�jn�Ùqê�Ýquota.user |

Cquota.group �Þ;I5�¢åfstab(5)�4Qfstab(5)èÕ�|
gÜ'�j¼�Í�2]�¬¬��È
Ah®�.
&ËÂÃgÜÑ§�Ì¬��ÿE9°ï'Â���ÄP�;�

#ì¼µ�|à±kernel¼¥�^�/etc/rc º��Æ�8n¼�|E/etc/fstab b'�gÜÑ§ÝI

5�®��'��X|¬�m�@×W�®ß8nèÝgÜ'�j�

ÑðE®Ä���¬�m�W�Æ�quotacheck(8)�quotaon(8)�quotaoff(8)9°¼���Ä�u�?!�
8nE®]PÝ��T&�|å\8nÝmanualaî1��

18.15.2.'''���gggÜÜÜ§§§×××

×Ë��@àgÜÑ§�¡��Bÿ@-ÎÍbËÝ@à��|Æì�¼�¼®��lã�

# quota -v
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T��|:Õbn&jn�ÙÝgÜ§��|C¨3¸à�Ý`�G>�

¨3�|��àedquota(8)¼'�&ÂÃgÜÝ§×�

b¿Ëó4�|à¼§×¸àïTNàX�ºàÝÂÃè �|CX��ñÝjnó�9>��|µÂÃ

è (blockgÜ)Tjnó�(inodegÜ)�Tï¤gËï×R'���NË§×��|Þ5
Ëv�hard({
P)î§�soft(ÄP)î§�

{Pî§Î��øÄÝ�×Ë¸àï¾Õ{Pî§`�µP°3�jn�Ùîµ�¸à?9Ý¸àè 

Ý�Ü»¼1�ub�¸àïÝ{Pî§
500 KB��êGàÝ490 KB�£��µ©��9à10 KB�
��u�±¦Ýjnb11 KBµº´?�

Q��ÄPî§J�.&×�` /ÝøÜ¸à�9ð� Ì
grace period(́ §�)�ï'ÂÎ×��u¸
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{Pî§���.&�¸àïµ�±¦
è �àÕ�¸àïÝè �BzÕ±yÄPî§�¡��º¥'grace period�

ì«JÎ¸àedquota(8)Ý»��3Æ�edquota(8)̀ �º
á'�ÂÃgÜî§Ý_ì /��yÎø×
Ë_ì JÚ
ÝEDITOR�(�ó���u^'�EDITORÝ��Jºàvi_ì �

# edquota -u test

Quotas for user test:
/usr: kbytes in use: 65, limits (soft = 50, hard = 75)

inodes in use: 7, limits (soft = 50, hard = 60)
/usr/var: kbytes in use: 0, limits (soft = 50, hard = 75)

inodes in use: 0, limits (soft = 50, hard = 60)

×�¼1�NÍ@�ÝÂÃgÜÝjn�ÙKºbË�'��Ï×�Îblockî§��¨×�JÎinodeî
§�u�?;ÂÃgÜî§�©m�Ñ;¡«ÝóÂÇ��Ü»¼1��¦�9�¸àïÝblockî§I
5�.ÄPî§50�
500�{Pî§Jã75�
600�©mÑ;ì«9��

/usr: kbytes in use: 65, limits (soft = 50, hard = 75)

;
ì��

/usr: kbytes in use: 65, limits (soft = 500, hard = 600)

Q¡DjÒ�¡�±ÝgÜ'�µºñÇß[�

b`Îº�×g;�P�UIDÝòr'��9`�|àedquota(8)Ý-p ¢ó��¼�W�´��.ØÍò

r�
��Ý8ngÜ�Q¡�|àedquota -p protouser startuid-enduid �vÝ]P¼;�Ü»¼

1��'test 9òr�B'�?8ngÜ�Q¡�;ÝEé
UID �10,000Õ19,999Ýòr�£�µ�|
ì�¼�¼'�!øÝgÜ�

# edquota -p test 10000-19999

Þ;1��¢åedquota(8)�

18.15.3.lllãããÂÂÂÃÃÃgggÜÜÜ'''������ÂÂÂÃÃÃ¸̧̧ààà���

�|àquota(1)Trepquota(8)¼lãÂÃgÜ'��|CÂÃ¸à��quota(1)�à¼lã�×¸àïTN
àÝÂÃgÜ�ÂÃ¸à���Ä×�òr©�ã�
Ý|C�
NàÝÂÃgÜ�ÂÃ¸à��©b�

ÙÑ§ïòr��D:Xb¸àï�NàÝgÜ'��¸à���repquota(8)J�|:ÕXb�@�ÂÃ
gÜÝjn�Ù'��ÂÃ¸à�`��
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ì«»�JÎ3ËÍbgÜ'�Ýjn�Ùî�Æquota -v Ý�î���

Disk quotas for user test (uid 1002):
Filesystem usage quota limit grace files quota limit grace

/usr 65 * 50 75 5days 7 50 60
/usr/var 0 50 75 0 50 60

3î«9»���¸àï3/usr ÝÄPgÜÎ50 KB�@jî�BøÜ9à15 KB��grace period�b5F
µÇ���¥�9ÍÏr* Î�îêG�¸àï�Bø÷ÍgÜÝÄPî§Ý�

×�¼1�u¸àï¬^bàÕØÍjn�Ù�£�µÕ�jnb@àÂÃgÜ�3quota(1)ô�º�î�
¼��-v ¢óJ�|.9°jn�ÙK�I��¼�fAî»�Ý/usr/var �

18.15.4.DDDÄÄÄNFS ¸̧̧àààÂÂÂÃÃÃgggÜÜÜ

NFS serverÐ�|ú×|quota subsystem(gÜ��Ù)¼àÂÃgÜ��NFS clientÐJ�|D
Ärpc.rquotad(8) daemon¼¯quota(1)¼�8Õ8ngÜ£]�ôµ�|¯clientÐÝ¸àïD:ÍgÜÝÙ
�£]�

u�@àrpc.rquotad ��|3/etc/inetd.conf �îì�v«'��

rquotad/1 dgram rpc/udp wait root /usr/libexec/rpc.rquot ad rpc.rquotad

Q¡¥@inetd Ç��

# kill -HUP ‘cat /var/run/inetd.pid‘

18.16. Encrypting Disk Partitions
Contributed by Lucky Green.

FreeBSD offers excellent online protections against unauthorized data access. File permissions and Mandatory
Access Control (MAC) (seeµÚ 16a) help prevent unauthorized third-parties from accessing data while the
operating system is active and the computer is powered up. However, the permissions enforced by the operating
system are irrelevant if an attacker has physical access to acomputer and can simply move the computer’s hard drive
to another system to copy and analyze the sensitive data.

Regardless of how an attacker may have come into possession of a hard drive or powered-down computer, both
GEOM Based Disk Encryption (gbde)andgeli cryptographic subsystems in FreeBSD are able to protect thedata
on the computer’s file systems against even highly-motivated attackers with significant resources. Unlike
cumbersome encryption methods that encrypt only individual files, gbde andgeli transparently encrypt entire file
systems. No cleartext ever touches the hard drive’s platter.

18.16.1. Disk Encryption with gbde

1. Becomeroot

Configuringgbderequires super-user privileges.
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% su -

Password:

2. Add gbde(4) Support to the Kernel Configuration File

Add the following line to the kernel configuration file:

options GEOM_BDE

Rebuild the kernel as described inµÚ 8a.

Reboot into the new kernel.

18.16.1.1. Preparing the Encrypted Hard Drive

The following example assumes that you are adding a new hard drive to your system that will hold a single encrypted
partition. This partition will be mounted as/private . gbdecan also be used to encrypt/home and/var/mail , but
this requires more complex instructions which exceed the scope of this introduction.

1. Add the New Hard Drive

Install the new drive to the system as explained inµÚ 18.3;. For the purposes of this example, a new hard
drive partition has been added as/dev/ad4s1c . The/dev/ad0s1 * devices represent existing standard
FreeBSD partitions on the example system.

# ls /dev/ad *
/dev/ad0 /dev/ad0s1b /dev/ad0s1e /dev/ad4s1
/dev/ad0s1 /dev/ad0s1c /dev/ad0s1f /dev/ad4s1c
/dev/ad0s1a /dev/ad0s1d /dev/ad4

2. Create a Directory to Hold gbde Lock Files

# mkdir /etc/gbde

Thegbde lock file contains information thatgbderequires to access encrypted partitions. Without access tothe
lock file, gbdewill not be able to decrypt the data contained in the encrypted partition without significant
manual intervention which is not supported by the software.Each encrypted partition uses a separate lock file.

3. Initialize the gbde Partition

A gbdepartition must be initialized before it can be used. This initialization needs to be performed only once:

# gbde init /dev/ad4s1c -i -L /etc/gbde/ad4s1c

gbde(8) will open your editor, permitting you to set variousconfiguration options in a template. For use with
UFS1 or UFS2, set the sector_size to 2048:

$FreeBSD: src/sbin/gbde/template.txt,v 1.1 2002/10/20 1 1:16:13 phk Exp $
#
# Sector size is the smallest unit of data which can be read or w ritten.
# Making it too small decreases performance and decreases av ailable space.
# Making it too large may prevent filesystems from working. 5 12 is the
# minimum and always safe. For UFS, use the fragment size
#
sector_size = 2048
[...]
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gbde(8) will ask you twice to type the passphrase that shouldbe used to secure the data. The passphrase must be
the same both times.gbde’s ability to protect your data depends entirely on the quality of the passphrase that
you choose.9

Thegbde init command creates a lock file for yourgbdepartition that in this example is stored as
/etc/gbde/ad4s1c .

¥¥¥���gbde lock files must be backed up together with the contents of any encrypted partitions. While deleting
a lock file alone cannot prevent a determined attacker from decrypting a gbde partition, without the lock file,
the legitimate owner will be unable to access the data on the encrypted partition without a significant amount
of work that is totally unsupported by gbde(8) and its designer.

4. Attach the Encrypted Partition to the Kernel

# gbde attach /dev/ad4s1c -l /etc/gbde/ad4s1c

You will be asked to provide the passphrase that you selectedduring the initialization of the encrypted partition.
The new encrypted device will show up in/dev as/dev/device_name.bde :

# ls /dev/ad *
/dev/ad0 /dev/ad0s1b /dev/ad0s1e /dev/ad4s1
/dev/ad0s1 /dev/ad0s1c /dev/ad0s1f /dev/ad4s1c
/dev/ad0s1a /dev/ad0s1d /dev/ad4 /dev/ad4s1c.bde

5. Create a File System on the Encrypted Device

Once the encrypted device has been attached to the kernel, you can create a file system on the device. To create a
file system on the encrypted device, use newfs(8). Since it ismuch faster to initialize a new UFS2 file system
than it is to initialize the old UFS1 file system, using newfs(8) with the-O2 option is recommended.

# newfs -U -O2 /dev/ad4s1c.bde

¥¥¥: The newfs(8) command must be performed on an attached gbde partition which is identified by a *.bde

extension to the device name.

6. Mount the Encrypted Partition

Create a mount point for the encrypted file system.

# mkdir /private

Mount the encrypted file system.

# mount /dev/ad4s1c.bde /private

7. Verify That the Encrypted File System is Available

The encrypted file system should now be visible to df(1) and beavailable for use.

% df -H

Filesystem Size Used Avail Capacity Mounted on
/dev/ad0s1a 1037M 72M 883M 8% /
/devfs 1.0K 1.0K 0B 100% /dev
/dev/ad0s1f 8.1G 55K 7.5G 0% /home
/dev/ad0s1e 1037M 1.1M 953M 0% /tmp
/dev/ad0s1d 6.1G 1.9G 3.7G 35% /usr
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/dev/ad4s1c.bde 150G 4.1K 138G 0% /private

18.16.1.2. Mounting Existing Encrypted File Systems

After each boot, any encrypted file systems must be re-attached to the kernel, checked for errors, and mounted,
before the file systems can be used. The required commands must be executed as userroot .

1. Attach the gbde Partition to the Kernel

# gbde attach /dev/ad4s1c -l /etc/gbde/ad4s1c

You will be asked to provide the passphrase that you selectedduring initialization of the encryptedgbde
partition.

2. Check the File System for Errors

Since encrypted file systems cannot yet be listed in/etc/fstab for automatic mounting, the file systems must
be checked for errors by running fsck(8) manually before mounting.

# fsck -p -t ffs /dev/ad4s1c.bde

3. Mount the Encrypted File System

# mount /dev/ad4s1c.bde /private

The encrypted file system is now available for use.

18.16.1.2.1. Automatically Mounting Encrypted Partitions

It is possible to create a script to automatically attach, check, and mount an encrypted partition, but for security
reasons the script should not contain the gbde(8) password.Instead, it is recommended that such scripts be run
manually while providing the password via the console or ssh(1).

As of FreeBSD 5.2-RELEASE, there is a newrc.d script provided. Arguments for this script can be passed via
rc.conf(5), for example:

gbde_autoattach_all="YES"
gbde_devices="ad4s1c"

This will require that thegbdepassphrase be entered at boot time. After typing the correctpassphrase, thegbde
encrypted partition will be mounted automatically. This can be very useful when usinggbdeon notebooks.

18.16.1.3. Cryptographic Protections Employed by gbde

gbde(8) encrypts the sector payload using 128-bit AES in CBCmode. Each sector on the disk is encrypted with a
different AES key. For more information ongbde’s cryptographic design, including how the sector keys are derived
from the user-supplied passphrase, see gbde(4).
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18.16.1.4. Compatibility Issues

sysinstall(8) is incompatible withgbde-encrypted devices. All*.bde devices must be detached from the kernel
before starting sysinstall(8) or it will crash during its initial probing for devices. To detach the encrypted device used
in our example, use the following command:

# gbde detach /dev/ad4s1c

Also note that, as vinum(4) does not use the geom(4) subsystem, you cannot usegbdewith vinum volumes.

18.16.2. Disk Encryption with geli

Contributed by Daniel Gerzo.

A new cryptographic GEOM class is available as of FreeBSD 6.0- geli . It is currently being developed by Pawel
Jakub Dawidek.Geli is different togbde ; it offers different features and uses a different scheme for doing
cryptographic work.

The most important features of geli(8) are:

�Utilizes the crypto(9) framework�when cryptographic hardware is available,geli will use it automatically.

�Supports multiple cryptographic algorithms (currently AES, Blowfish, and 3DES).

�Allows the root partition to be encrypted. The passphrase used to access the encrypted root partition will be
requested during the system boot.

�Allows the use of two independent keys (e.g. aEkeyF and aEcompany keyF).

� geli is fast - performs simple sector-to-sector encryption.

�Allows backup and restore of Master Keys. When a user has to destroy his keys, it will be possible to get access to
the data again by restoring keys from the backup.

�Allows to attach a disk with a random, one-time key�useful for swap partitions and temporary file systems.

Moregeli features can be found in the geli(8) manual page.

The next steps will describe how to enable support forgeli in the FreeBSD kernel and will explain how to create a
newgeli encryption provider. At the end it will be demonstrated how to create an encrypted swap partition using
features provided bygeli .

In order to usegeli , you must be running FreeBSD 6.0-RELEASE or later. Super-user privileges will be required
since modifications to the kernel are necessary.

1. Addinggeli Support to the Kernel Configuration File

Add the following lines to the kernel configuration file:

options GEOM_ELI
device crypto

Rebuild the kernel as described inµÚ 8a.

Alternatively, thegeli module can be loaded at boot time. Add the following line to the /boot/loader.conf :

geom_eli_load="YES"
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geli(8) should now be supported by the kernel.

2. Generating the Master Key

The following example will describe how to generate a key file, which will be used as part of the Master Key for
the encrypted provider mounted under/private . The key file will provide some random data used to encrypt
the Master Key. The Master Key will be protected by a passphrase as well. Provider’s sector size will be 4kB
big. Furthermore, the discussion will describe how to attach thegeli provider, create a file system on it, how to
mount it, how to work with it, and finally how to detach it.

It is recommended to use a bigger sector size (like 4kB) for better performance.

The Master Key will be protected with a passphrase and the data source for key file will be/dev/random . The
sector size of/dev/da2.eli , which we call provider, will be 4kB.

# dd if=/dev/random of=/root/da2.key bs=64 count=1

# geli init -s 4096 -K /root/da2.key /dev/da2

Enter new passphrase:
Reenter new passphrase:

It is not mandatory that both a passphrase and a key file are used; either method of securing the Master Key can
be used in isolation.

If key file is given asE-F, standard input will be used. This example shows how more than one key file can be
used.

# cat keyfile1 keyfile2 keyfile3 | geli init -K - /dev/da2

3. Attaching the Provider with the generated Key

# geli attach -k /root/da2.key /dev/da2

Enter passphrase:

The new plaintext device will be named/dev/ da2.eli .

# ls /dev/da2 *
/dev/da2 /dev/da2.eli

4. Creating the new File System

# dd if=/dev/random of=/dev/da2.eli bs=1m

# newfs /dev/da2.eli

# mount /dev/da2.eli /private

The encrypted file system should be visible to df(1) and be available for use now.

# df -H

Filesystem Size Used Avail Capacity Mounted on
/dev/ad0s1a 248M 89M 139M 38% /
/devfs 1.0K 1.0K 0B 100% /dev
/dev/ad0s1f 7.7G 2.3G 4.9G 32% /usr
/dev/ad0s1d 989M 1.5M 909M 0% /tmp
/dev/ad0s1e 3.9G 1.3G 2.3G 35% /var
/dev/da2.eli 150G 4.1K 138G 0% /private

5. Unmounting and Detaching the Provider

Once the work on the encrypted partition is done, and the/private partition is no longer needed, it is prudent
to consider unmounting and detaching thegeli encrypted partition from the kernel.

# umount /private

# geli detach da2.eli
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More information about the use of geli(8) can be found in the manual page.

18.16.2.1. Encrypting a Swap Partition

The following example demonstrates how to create ageli encrypted swap partition.

# dd if=/dev/random of=/dev/ad0s1b bs=1m

# geli onetime -d -a 3des ad0s1b

# swapon /dev/ad0s1b.eli

18.16.2.2. Using the geli rc.d Script

geli comes with arc.d script which can be used to simplify the usage ofgeli . An example of configuringgeli

through rc.conf(5) follows:

geli_devices="da2"
geli_da2_flags="-p -k /root/da2.key"

This will configure/dev/da2 as ageli provider of which the Master Key file is located in/root/da2.key , and
geli will not use a passphrase when attaching the provider (note that this can only be used if -P was given during
thegeli init phase). The system will detach thegeli provider from the kernel before the system shuts down.

More information about configuringrc.d is provided in therc.dsection of the Handbook.

18.17. Encrypting Swap Space
Written by Christian Brüffer.

Swap encryption in FreeBSD is easy to configure and has been available since FreeBSD 5.3-RELEASE. Depending
on which version of FreeBSD is being used, different optionsare available and configuration can vary slightly. From
FreeBSD 6.0-RELEASE onwards, the gbde(8) or geli(8) encryption systems can be used for swap encryption. With
earlier versions, only gbde(8) is available. Both systems use theencswap rc.dscript.

The previous section,Encrypting Disk Partitions, includes a short discussion on the different encryption systems.

18.17.1. Why should Swap be Encrypted?

Like the encryption of disk partitions, encryption of swap space is done to protect sensitive information. Imagine an
application that e.g. deals with passwords. As long as thesepasswords stay in physical memory, all is well. However,
if the operating system starts swapping out memory pages to free space for other applications, the passwords may be
written to the disk platters unencrypted and easy to retrieve for an adversary. Encrypting swap space can be a
solution for this scenario.

18.17.2. Preparation

¥¥¥: For the remainder of this section, ad0s1b will be the swap partition.
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Up to this point the swap has been unencrypted. It is possiblethat there are already passwords or other sensitive data
on the disk platters in cleartext. To rectify this, the data on the swap partition should be overwritten with random
garbage:

# dd if=/dev/random of=/dev/ad0s1b bs=1m

18.17.3. Swap Encryption with gbde(8)

If FreeBSD 6.0-RELEASE or newer is being used, the.bde suffix should be added to the device in the respective
/etc/fstab swap line:

# Device Mountpoint FStype Options Dump Pass#
/dev/ad0s1b.bde none swap sw 0 0

For systems prior to FreeBSD 6.0-RELEASE, the following line in /etc/rc.conf is also needed:

gbde_swap_enable="YES"

18.17.4. Swap Encryption with geli(8)

Alternatively, the procedure for using geli(8) for swap encryption is similar to that of using gbde(8). The.eli suffix
should be added to the device in the respective/etc/fstab swap line:

# Device Mountpoint FStype Options Dump Pass#
/dev/ad0s1b.eli none swap sw 0 0

geli(8) uses the AES algorithm with a key length of 256 bit by default.

Optionally, these defaults can be altered using thegeli_swap_flags option in /etc/rc.conf . The following line
tells theencswap rc.d script to create geli(8) swap partitions using the Blowfish algorithm with a key length of 128
bit, a sectorsize of 4 kilobytes and theEdetach on last closeF option set:

geli_swap_flags="-a blowfish -l 128 -s 4096 -d"

Please refer to the description of theonetime command in the geli(8) manual page for a list of possible options.

18.17.5. Verifying that it Works

Once the system has been rebooted, proper operation of the encrypted swap can be verified using theswapinfo

command.

If gbde(8) is being used:

% swapinfo

Device 1K-blocks Used Avail Capacity
/dev/ad0s1b.bde 542720 0 542720 0%
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If geli(8) is being used:

% swapinfo

Device 1K-blocks Used Avail Capacity
/dev/ad0s1b.eli 542720 0 542720 0%

¥¥¥
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Written by Tom Rhodes.

19.1.ÃÃÃ���
Ía��A¢3FreeBSDÝGEOMÚxì¸àÂÃ��âà¼'�¿ËðàÝRAID Ý�×�Ì�Ía�
º�á"DGEOMA¢�§9·ÝI/O�9v£G�¢�geom(4)C8nÝSEE ALSOI	�Íaô&RAID
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\�9a�
ÞÝ�


�DÄGEOM�Yîø°ÿPÝRAID�

�A¢¸àÃÍ�Ì¼gH�E®�î��!ÿPÝRAID�

�A¢DÄGEOM¼�W` (mirror)�5÷=�(stripe)��Û(encrypt)�GÐ=#ÂÃ��
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�Ý�FreeBSDA¢:�ÂÃ(µÚ 18a)�

�á¼A¢'��H�±ÝFreeBSDmT(µÚ 8a)�

19.2. GEOM000¡¡¡
GEOMDÄprivoder(Ç/dev/ ìÝ©��Hjn)¼E�classes(AMaster Boot Records�BSD labels�)
�GEOMYî9Ë8�RAID gH�DÄGEOMDã`�®¼�ÙõTà�P�º�IÕGEOMD3�

19.3. RAID0 - 555÷÷÷===���(striping)
Written by Tom RhodesvMurray Stokely.

5÷=�(striping)�à¼=�9ÍÂÃW
×�sè ��9`Î{��× �|�W9�¯��
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256k would be written in
four 64k simultaneous writes

to each of the four disks

64k

64k

64k

64k

disk 1 disk 2 disk 3 disk 4

àààÎÎÎ}}}PPP;;;ÝÝÝATA ÂÂÂÃÃÃ¼¼¼���ñññ555÷÷÷===���(striping)

1. µágeom_stripe kernel module�

# kldload geom_stripe.ko

2. @�,µF(mount point)D3�A��à5÷=�(striping)Ýè �
qê�(root partition�Ç/ )�J�
àÍõ`Ý,µF�A/mnt �

# mkdir /mnt

3. @-�à¼5÷=�(striping)Ý�H(Ì�#½�ñ±Ý5÷=�(striping)�»Aì«Ý¼�º5÷=
�(striping)ËÍÎ¸à�$Î5v ÝATA ÂÃ(/dev/ad2 õ/dev/ad3 )�

#

gstripe label -v st0 /dev/ad2 /dev/ad3

# gstripe label -v st0 /dev/ad2 /dev/ad3

4. àì«Ý¼�¼�ñ5v �(partition table)�

# bsdlabel -wB /dev/stripe/st0

5. tÝ�G�ñÝst0 �9ÍM»�º3/dev/stripe ì±¦ËÍ�H�st0a õst0c �¿ànewfs ¼�

�|3st0a �ñjn�Ù�

# newfs -U /dev/stripe/st0a

ÇKîºb×ÀóCHj�Ä�¿JÖ¡µº�W�h`è ��ñ��à¼,µ¸àÝ�

ì«¼��à¼W�,µ5÷=�(striping)è �

# mount /dev/stripe/st0a /mnt

A��3�^`��,µ�3/etc/fstab �á9sè Ý£G�

# echo "/dev/stripe/st0a /mnt ufs rw 2 2" \

>> /etc/fstab

�geom kernel moduleÄ63�Ù��;`��µá�.h3/boot/lodaer.conf �á×��

# echo ’geom_stripe_load="YES"’ >> /boot/loader.conf
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19.4. RAID1 - `̀̀   (Mirroring)
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�n	�` ��¼1µÎ3BÂÃî¥«×	A Â
ÃÝ£]�TïC+DÂÃ¥«A+BÂÃÝ£]��¡'�A¢�t¥�ÝÎXbÂÃT5v (partition)î
Ý£]Kº��%��¡�3��\��Ý�µìÆæ�n	£]�¸;DÝ£]?H��

���G���@��ÙîbËÍ��8!ÝÂÃ�¡«ÝP»�'9Ë9ÂÃÎdirect access(da(4)) SCSI
ÂÃ�

´�&Æ�'FreeBSDH�3Ï×ÍÂÃî�v©bËÍ5v (partition)�Í�×ÍÎøð5v (swap
partition���
RAMÝË¹)��yìÝ�àyqê�(Ç/�root file system)�	Q�3�!,µF(mount
point)6�?95v (partition)ô�|��Äp�º�»è>�.
Ä6W�E®bsdlabel(8)õfdisk(8)�
Ì�

¥�^¬�Õ�Ù����;�±�àroot rá�

�ñ/dev/mirror/gm �H¬|/dev/da1 =��

# gmirror label -vnb round-robin gm0 /dev/da1

9`�ÙT�º/T�

Metadata value stored on /dev/da1.
Done.

��;GEOM�9�®º��µá/boot/kernel/geom_mirror.ko kernel module�

# gmirror load

¥¥¥: 9�®T�º3/dev/mirror ì�ñgm0�H�F(device node)�

39Í±�Ýgm0�HîHH×�Ýfdisk labelõ�^Â �

# fdisk -vBI /dev/mirror/gm0

#½HHbsdlabel £G�

# bsdlabel -wB /dev/mirror/gm0s1

¥¥¥: A�D39Ísliceõ5v (partition)�BÿÑ;îË¼�Ý¢ó�v¨×ÍÂÃîÝsliceõ5v (partition)
��Ä68!�

ànewfs(8)�Ì3gm0s1a�H�F�ñï'Ýjn�Ù�

# newfs -U /dev/mirror/gm0s1a

�Ùº��&9£Gõ×�ÀóC�9ÎÑðÝ�@-ÎÍb-¢ý0�#½µ�|Þ9Í�H,µ

Õ/mnt ,µF(mount mount)�

# mount /dev/mirror/gm0s1a /mnt
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#½ÞæÍ�^ÂÃÝ£]¦ÉÕ±Ýjn�Ù(/mnt )�P»Îàdump(8)õrestore(8)��Äàdd(1)ô�
|�

# dump -L -0 -f- / |(cd /mnt && restore -r -v -f-)

Æ�î�¼�`�©�Þª	Ýjn�Ù,3Ñ@Ý�H�T�µ�W��

#½_ì/mnt/etc/fstab jÞswap file£�ÉtTÛ�R¼�1�¢�ì«P»�¬qA±ÂÃÑ;Í¸

Ýjn�Ù£G�

# Device Mountpoint FStype Options Dump Pass#
#/dev/da0s2b none swap sw 0 0
/dev/mirror/gm0s1a / ufs rw 1 1

3êGÝqê�C±Ýqê��ñboot.conf jn�9Íjn�|9QÃ:�ÙBIOS�^�

# echo "1:da(1,a)/boot/loader" > /boot.config

# echo "1:da(1,a)/boot/loader" > /mnt/boot.config

¥¥¥: 3ËÍqê�îK±¦jnÎ
ÝH�R��A�.
Ø°æ.±Ýqê�P°�^��K��àæÍÝqê
��

#½3/boot/loader.conf ±¦Ë��

# echo ’geom_mirror_load="YES"’ >> /mnt/boot/loader.conf

9º¼îloader(8)3�^`µágeom_mirror.ko kernel module�

¥�^�

# shutdown -r now

A�×65¿��ÙT�º�gm0s1a�H�^�#ì¼�¨login èîi«�A��ýÝ��¢åì

«Troubleshooting£×;�¨3�|Þda0 ÂÃ�ágm0�H�

# gmirror configure -a gm0

# gmirror insert gm0 /dev/da0

Í�-a mý×ågmirror(8)¸à5��!M(automatic synchronization)6�»A��!M¶áÂÃÝ�
®�manual1�ÝA¢¥��ã�ÂÃ���Ämanual�ÝP»Îàdata ��Îgm0�

19.4.1. Troubleshooting

19.4.1.1.���ÙÙÙPPP°°°���^̂̂

A��^èîv«9ø�

ffs_mountroot: can’t find rootvp
Root mount failed: 6
mountroot>
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�à^ «�îÝPower¶�Treset¶�¼¥�^�¬3�^ó�ó(6)�9ø���Ùµº
áloader(8)
ø�ÿP�9`Î��ïì«¼�¼W�µáXmÝkernel module�ôµÎgeom_mirror.ko �

OK? load geom_mirror.ko

OK? boot

A�9øW�ÝÝ���î.
Ø°æ.P°��µákernel module��Þ�

options GEOM_MIRROR

�áÕmT'�j(kernel configuration file)�¥_¬H�mT�9T���X9Í®Þ�

¥¥¥

1. �¥��Þfstab Ýswap file£�Û�R¼�;ð�î�
ÿà½Ý]°¼¥�swap����¢
�µÚ 11.14;�
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aaa20. The Vinum Volume Manager
Originally written by Greg Lehey.

20.1. Synopsis
No matter what disks you have, there are always potential problems:

� They can be too small.

� They can be too slow.

� They can be too unreliable.

One way some users safeguard themselves against such issuesis through the use of multiple, and sometimes
redundant, disks.

In addition to supporting various cards and controllers forhardware RAID systems, the base FreeBSD system
includes the Vinum Volume Manager, a block device driver that implements virtual disk drives.

Vinum provides more flexibility, performance, and reliability than traditional disk storage, and implements RAID-0,
RAID-1, and RAID-5 models both individually and in combination.

This chapter provides an overview of potential problems with traditional disk storage, and an introduction to the
Vinum Volume Manager.

20.2. Disks Are Too Small
Vinumis a so-calledVolume Manager, a virtual disk driver that addresses these three problems.Let us look at them
in more detail. Various solutions to these problems have been proposed and implemented:

Disks are getting bigger, but so are data storage requirements. Often you will find you want a file system that is
bigger than the disks you have available. Admittedly, this problem is not as acute as it was ten years ago, but it still
exists. Some systems have solved this by creating an abstract device which stores its data on a number of disks.

20.3. Access Bottlenecks
Modern systems frequently need to access data in a highly concurrent manner. For example, large FTP or HTTP
servers can maintain thousands of concurrent sessions and have multiple 100 Mbit/s connections to the outside
world, well beyond the sustained transfer rate of most disks.

Current disk drives can transfer data sequentially at up to 70 MB/s, but this value is of little importance in an
environment where many independent processes access a drive, where they may achieve only a fraction of these
values. In such cases it is more interesting to view the problem from the viewpoint of the disk subsystem: the
important parameter is the load that a transfer places on thesubsystem, in other words the time for which a transfer
occupies the drives involved in the transfer.

In any disk transfer, the drive must first position the heads,wait for the first sector to pass under the read head, and
then perform the transfer. These actions can be considered to be atomic: it does not make any sense to interrupt them.
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Consider a typical transfer of about 10 kB: the current generation of high-performance disks can position the heads
in an average of 3.5 ms. The fastest drives spin at 15,000 rpm,so the average rotational latency (half a revolution) is
2 ms. At 70 MB/s, the transfer itself takes about 150as, almost nothing compared to the positioning time. In such a
case, the effective transfer rate drops to a little over 1 MB/s and is clearly highly dependent on the transfer size.

The traditional and obvious solution to this bottleneck isEmore spindlesF: rather than using one large disk, it uses
several smaller disks with the same aggregate storage space. Each disk is capable of positioning and transferring
independently, so the effective throughput increases by a factor close to the number of disks used.

The exact throughput improvement is, of course, smaller than the number of disks involved: although each drive is
capable of transferring in parallel, there is no way to ensure that the requests are evenly distributed across the drives.
Inevitably the load on one drive will be higher than on another.

The evenness of the load on the disks is strongly dependent onthe way the data is shared across the drives. In the
following discussion, it is convenient to think of the disk storage as a large number of data sectors which are
addressable by number, rather like the pages in a book. The most obvious method is to divide the virtual disk into
groups of consecutive sectors the size of the individual physical disks and store them in this manner, rather like
taking a large book and tearing it into smaller sections. This method is calledconcatenationand has the advantage
that the disks are not required to have any specific size relationships. It works well when the access to the virtual disk
is spread evenly about its address space. When access is concentrated on a smaller area, the improvement is less
marked.%�20-1illustrates the sequence in which storage units are allocated in a concatenated organization.

%%%���20-1. Concatenated Organization

0

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

Disk 1 Disk 2 Disk 3 Disk 4

An alternative mapping is to divide the address space into smaller, equal-sized components and store them
sequentially on different devices. For example, the first 256 sectors may be stored on the first disk, the next 256
sectors on the next disk and so on. After filling the last disk,the process repeats until the disks are full. This mapping
is calledstripingor RAID-0 1. Striping requires somewhat more effort to locate the data,and it can cause additional
I/O load where a transfer is spread over multiple disks, but it can also provide a more constant load across the disks.
%�20-2illustrates the sequence in which storage units are allocated in a striped organization.
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%%%���20-2. Striped Organization
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20.4. Data Integrity
The final problem with current disks is that they are unreliable. Although disk drive reliability has increased
tremendously over the last few years, they are still the mostlikely core component of a server to fail. When they do,
the results can be catastrophic: replacing a failed disk drive and restoring data to it can take days.

The traditional way to approach this problem has beenmirroring, keeping two copies of the data on different
physical hardware. Since the advent of the RAID levels, thistechnique has also been called RAID level 1 or RAID-1.
Any write to the volume writes to both locations; a read can besatisfied from either, so if one drive fails, the data is
still available on the other drive.

Mirroring has two problems:

� The price. It requires twice as much disk storage as a non-redundant solution.

� The performance impact. Writes must be performed to both drives, so they take up twice the bandwidth of a
non-mirrored volume. Reads do not suffer from a performancepenalty: it even looks as if they are faster.

An alternative solution isparity, implemented in the RAID levels 2, 3, 4 and 5. Of these, RAID-5is the most
interesting. As implemented in Vinum, it is a variant on a striped organization which dedicates one block of each
stripe to parity of the other blocks. As implemented by Vinum, a RAID-5 plex is similar to a striped plex, except that
it implements RAID-5 by including a parity block in each stripe. As required by RAID-5, the location of this parity
block changes from one stripe to the next. The numbers in the data blocks indicate the relative block numbers.

%%%���20-3. RAID-5 Organization
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Compared to mirroring, RAID-5 has the advantage of requiring significantly less storage space. Read access is
similar to that of striped organizations, but write access is significantly slower, approximately 25% of the read
performance. If one drive fails, the array can continue to operate in degraded mode: a read from one of the remaining
accessible drives continues normally, but a read from the failed drive is recalculated from the corresponding block
from all the remaining drives.

20.5. Vinum Objects
In order to address these problems, Vinum implements a four-level hierarchy of objects:

� The most visible object is the virtual disk, called avolume. Volumes have essentially the same properties as a
UNIX disk drive, though there are some minor differences. They have no size limitations.

�Volumes are composed ofplexes, each of which represent the total address space of a volume.This level in the
hierarchy thus provides redundancy. Think of plexes as individual disks in a mirrored array, each containing the
same data.

�Since Vinum exists within the UNIX disk storage framework, it would be possible to use UNIX partitions as the
building block for multi-disk plexes, but in fact this turnsout to be too inflexible: UNIX disks can have only a
limited number of partitions. Instead, Vinum subdivides a single UNIX partition (thedrive) into contiguous areas
calledsubdisks, which it uses as building blocks for plexes.

�Subdisks reside on Vinumdrives, currently UNIX partitions. Vinum drives can contain any number of subdisks.
With the exception of a small area at the beginning of the drive, which is used for storing configuration and state
information, the entire drive is available for data storage.

The following sections describe the way these objects provide the functionality required of Vinum.

20.5.1. Volume Size Considerations

Plexes can include multiple subdisks spread over all drivesin the Vinum configuration. As a result, the size of an
individual drive does not limit the size of a plex, and thus ofa volume.

20.5.2. Redundant Data Storage

Vinum implements mirroring by attaching multiple plexes toa volume. Each plex is a representation of the data in a
volume. A volume may contain between one and eight plexes.

Although a plex represents the complete data of a volume, it is possible for parts of the representation to be
physically missing, either by design (by not defining a subdisk for parts of the plex) or by accident (as a result of the
failure of a drive). As long as at least one plex can provide the data for the complete address range of the volume, the
volume is fully functional.

20.5.3. Performance Issues

Vinum implements both concatenation and striping at the plex level:
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�A concatenated plexuses the address space of each subdisk in turn.

�A striped plexstripes the data across each subdisk. The subdisks must all have the same size, and there must be at
least two subdisks in order to distinguish it from a concatenated plex.

20.5.4. Which Plex Organization?

The version of Vinum supplied with FreeBSD 9.1 implements two kinds of plex:

�Concatenated plexes are the most flexible: they can contain any number of subdisks, and the subdisks may be of
different length. The plex may be extended by adding additional subdisks. They require less CPU time than striped
plexes, though the difference in CPU overhead is not measurable. On the other hand, they are most susceptible to
hot spots, where one disk is very active and others are idle.

� The greatest advantage of striped (RAID-0) plexes is that they reduce hot spots: by choosing an optimum sized
stripe (about 256 kB), you can even out the load on the component drives. The disadvantages of this approach are
(fractionally) more complex code and restrictions on subdisks: they must be all the same size, and extending a plex
by adding new subdisks is so complicated that Vinum currently does not implement it. Vinum imposes an
additional, trivial restriction: a striped plex must have at least two subdisks, since otherwise it is indistinguishable
from a concatenated plex.

�}20-1summarizes the advantages and disadvantages of each plex organization.

���}}}20-1. Vinum Plex Organizations

Plex type Minimum
subdisks

Can add subdisks Must be equal
size

Application

concatenated 1 yes no Large data storage
with maximum
placement flexibility
and moderate
performance

striped 2 no yes High performance in
combination with
highly concurrent
access

20.6. Some Examples
Vinum maintains aconfiguration databasewhich describes the objects known to an individual system. Initially, the
user creates the configuration database from one or more configuration files with the aid of the vinum(8) utility
program. Vinum stores a copy of its configuration database oneach disk slice (which Vinum calls adevice) under its
control. This database is updated on each state change, so that a restart accurately restores the state of each Vinum
object.
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20.6.1. The Configuration File

The configuration file describes individual Vinum objects. The definition of a simple volume might be:

drive a device /dev/da3h
volume myvol

plex org concat
sd length 512m drive a

This file describes four Vinum objects:

� Thedrive line describes a disk partition (drive) and its location relative to the underlying hardware. It isgiven the
symbolic namea. This separation of the symbolic names from the device namesallows disks to be moved from
one location to another without confusion.

� Thevolumeline describes a volume. The only required attribute is the name, in this casemyvol.

� Theplex line defines a plex. The only required parameter is the organization, in this caseconcat. No name is
necessary: the system automatically generates a name from the volume name by adding the suffix.px, wherex is
the number of the plex in the volume. Thus this plex will be calledmyvol.p0.

� Thesd line describes a subdisk. The minimum specifications are thename of a drive on which to store it, and the
length of the subdisk. As with plexes, no name is necessary: the system automatically assigns names derived from
the plex name by adding the suffix.sx, wherex is the number of the subdisk in the plex. Thus Vinum gives this
subdisk the namemyvol.p0.s0.

After processing this file, vinum(8) produces the followingoutput:

# vinum -> create config1

Configuration summary
Drives: 1 (4 configured)
Volumes: 1 (4 configured)
Plexes: 1 (8 configured)
Subdisks: 1 (16 configured)

D a State: up Device /dev/da3h Avail: 2061/2573 MB (80%)

V myvol State: up Plexes: 1 Size: 512 MB

P myvol.p0 C State: up Subdisks: 1 Size: 512 MB

S myvol.p0.s0 State: up PO: 0 B Size: 512 MB

This output shows the brief listing format of vinum(8). It isrepresented graphically in%�20-4.
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%%%���20-4. A Simple Vinum Volume

Subdisk

myvol.p0.s0

Plex 1
myvol.p0

0 MB

512 MB

volume

address

space

This figure, and the ones which follow, represent a volume, which contains the plexes, which in turn contain the
subdisks. In this trivial example, the volume contains one plex, and the plex contains one subdisk.

This particular volume has no specific advantage over a conventional disk partition. It contains a single plex, so it is
not redundant. The plex contains a single subdisk, so there is no difference in storage allocation from a conventional
disk partition. The following sections illustrate variousmore interesting configuration methods.

20.6.2. Increased Resilience: Mirroring

The resilience of a volume can be increased by mirroring. When laying out a mirrored volume, it is important to
ensure that the subdisks of each plex are on different drives, so that a drive failure will not take down both plexes.
The following configuration mirrors a volume:

drive b device /dev/da4h
volume mirror

plex org concat
sd length 512m drive a

plex org concat
sd length 512m drive b

In this example, it was not necessary to specify a definition of drive a again, since Vinum keeps track of all objects in
its configuration database. After processing this definition, the configuration looks like:

Drives: 2 (4 configured)
Volumes: 2 (4 configured)
Plexes: 3 (8 configured)
Subdisks: 3 (16 configured)

D a State: up Device /dev/da3h Avail: 1549/2573 MB (60%)
D b State: up Device /dev/da4h Avail: 2061/2573 MB (80%)

V myvol State: up Plexes: 1 Size: 512 MB
V mirror State: up Plexes: 2 Size: 512 MB
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P myvol.p0 C State: up Subdisks: 1 Size: 512 MB
P mirror.p0 C State: up Subdisks: 1 Size: 512 MB
P mirror.p1 C State: initializing Subdisks: 1 Size: 512 MB

S myvol.p0.s0 State: up PO: 0 B Size: 512 MB
S mirror.p0.s0 State: up PO: 0 B Size: 512 MB
S mirror.p1.s0 State: empty PO: 0 B Size: 512 MB

%�20-5shows the structure graphically.

%%%���20-5. A Mirrored Vinum Volume

Subdisk 1

mirror.p0.s0

Plex 1
mirror.p0

Subdisk 2
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Plex 2
mirror.p1

0 MB

512 MB

volume
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space

In this example, each plex contains the full 512 MB of addressspace. As in the previous example, each plex contains
only a single subdisk.

20.6.3. Optimizing Performance

The mirrored volume in the previous example is more resistant to failure than an unmirrored volume, but its
performance is less: each write to the volume requires a write to both drives, using up a greater proportion of the total
disk bandwidth. Performance considerations demand a different approach: instead of mirroring, the data is striped
across as many disk drives as possible. The following configuration shows a volume with a plex striped across four
disk drives:

drive c device /dev/da5h
drive d device /dev/da6h
volume stripe
plex org striped 512k

sd length 128m drive a
sd length 128m drive b
sd length 128m drive c
sd length 128m drive d
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As before, it is not necessary to define the drives which are already known to Vinum. After processing this definition,
the configuration looks like:

Drives: 4 (4 configured)
Volumes: 3 (4 configured)
Plexes: 4 (8 configured)
Subdisks: 7 (16 configured)

D a State: up Device /dev/da3h Avail: 1421/2573 MB (55%)
D b State: up Device /dev/da4h Avail: 1933/2573 MB (75%)
D c State: up Device /dev/da5h Avail: 2445/2573 MB (95%)
D d State: up Device /dev/da6h Avail: 2445/2573 MB (95%)

V myvol State: up Plexes: 1 Size: 512 MB
V mirror State: up Plexes: 2 Size: 512 MB
V striped State: up Plexes: 1 Size: 512 MB

P myvol.p0 C State: up Subdisks: 1 Size: 512 MB
P mirror.p0 C State: up Subdisks: 1 Size: 512 MB
P mirror.p1 C State: initializing Subdisks: 1 Size: 512 MB
P striped.p1 State: up Subdisks: 1 Size: 512 MB

S myvol.p0.s0 State: up PO: 0 B Size: 512 MB
S mirror.p0.s0 State: up PO: 0 B Size: 512 MB
S mirror.p1.s0 State: empty PO: 0 B Size: 512 MB
S striped.p0.s0 State: up PO: 0 B Size: 128 MB
S striped.p0.s1 State: up PO: 512 kB Size: 128 MB
S striped.p0.s2 State: up PO: 1024 kB Size: 128 MB
S striped.p0.s3 State: up PO: 1536 kB Size: 128 MB

%%%���20-6. A Striped Vinum Volume
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This volume is represented in%�20-6. The darkness of the stripes indicates the position within the plex address
space: the lightest stripes come first, the darkest last.
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20.6.4. Resilience and Performance

With sufficient hardware, it is possible to build volumes which show both increased resilience and increased
performance compared to standard UNIX partitions. A typical configuration file might be:

volume raid10
plex org striped 512k

sd length 102480k drive a
sd length 102480k drive b
sd length 102480k drive c
sd length 102480k drive d
sd length 102480k drive e

plex org striped 512k
sd length 102480k drive c
sd length 102480k drive d
sd length 102480k drive e
sd length 102480k drive a
sd length 102480k drive b

The subdisks of the second plex are offset by two drives from those of the first plex: this helps ensure that writes do
not go to the same subdisks even if a transfer goes over two drives.

%�20-7represents the structure of this volume.

%%%���20-7. A Mirrored, Striped Vinum Volume
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Plex 2
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.p1.s2

.p1.s3

.p1.s4

20.7. Object Naming
As described above, Vinum assigns default names to plexes and subdisks, although they may be overridden.
Overriding the default names is not recommended: experience with the VERITAS volume manager, which allows
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arbitrary naming of objects, has shown that this flexibilitydoes not bring a significant advantage, and it can cause
confusion.

Names may contain any non-blank character, but it is recommended to restrict them to letters, digits and the
underscore characters. The names of volumes, plexes and subdisks may be up to 64 characters long, and the names of
drives may be up to 32 characters long.

Vinum objects are assigned device nodes in the hierarchy/dev/vinum . The configuration shown above would cause
Vinum to create the following device nodes:

� The control devices/dev/vinum/control and/dev/vinum/controld , which are used by vinum(8) and the
Vinum daemon respectively.

�Block and character device entries for each volume. These are the main devices used by Vinum. The block device
names are the name of the volume, while the character device names follow the BSD tradition of prepending the
letterr to the name. Thus the configuration above would include the block devices/dev/vinum/myvol ,
/dev/vinum/mirror , /dev/vinum/striped , /dev/vinum/raid5 and/dev/vinum/raid10 , and the
character devices/dev/vinum/rmyvol , /dev/vinum/rmirror , /dev/vinum/rstriped ,
/dev/vinum/rraid5 and/dev/vinum/rraid10 . There is obviously a problem here: it is possible to have two
volumes calledr andrr , but there will be a conflict creating the device node/dev/vinum/rr : is it a character
device for volumer or a block device for volumerr? Currently Vinum does not address this conflict: the
first-defined volume will get the name.

�A directory/dev/vinum/drive with entries for each drive. These entries are in fact symbolic links to the
corresponding disk nodes.

�A directory/dev/vinum/volume with entries for each volume. It contains subdirectories for each plex, which in
turn contain subdirectories for their component subdisks.

� The directories/dev/vinum/plex , /dev/vinum/sd , and/dev/vinum/rsd , which contain block device nodes
for each plex and block and character device nodes respectively for each subdisk.

For example, consider the following configuration file:

drive drive1 device /dev/sd1h
drive drive2 device /dev/sd2h
drive drive3 device /dev/sd3h
drive drive4 device /dev/sd4h

volume s64 setupstate
plex org striped 64k

sd length 100m drive drive1
sd length 100m drive drive2
sd length 100m drive drive3
sd length 100m drive drive4

After processing this file, vinum(8) creates the following structure in/dev/vinum :

brwx------ 1 root wheel 25, 0x40000001 Apr 13 16:46 Control
brwx------ 1 root wheel 25, 0x40000002 Apr 13 16:46 control
brwx------ 1 root wheel 25, 0x40000000 Apr 13 16:46 controld
drwxr-xr-x 2 root wheel 512 Apr 13 16:46 drive
drwxr-xr-x 2 root wheel 512 Apr 13 16:46 plex
crwxr-xr-- 1 root wheel 91, 2 Apr 13 16:46 rs64
drwxr-xr-x 2 root wheel 512 Apr 13 16:46 rsd
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drwxr-xr-x 2 root wheel 512 Apr 13 16:46 rvol
brwxr-xr-- 1 root wheel 25, 2 Apr 13 16:46 s64
drwxr-xr-x 2 root wheel 512 Apr 13 16:46 sd
drwxr-xr-x 3 root wheel 512 Apr 13 16:46 vol

/dev/vinum/drive:
total 0
lrwxr-xr-x 1 root wheel 9 Apr 13 16:46 drive1 -> /dev/sd1h
lrwxr-xr-x 1 root wheel 9 Apr 13 16:46 drive2 -> /dev/sd2h
lrwxr-xr-x 1 root wheel 9 Apr 13 16:46 drive3 -> /dev/sd3h
lrwxr-xr-x 1 root wheel 9 Apr 13 16:46 drive4 -> /dev/sd4h

/dev/vinum/plex:
total 0
brwxr-xr-- 1 root wheel 25, 0x10000002 Apr 13 16:46 s64.p0

/dev/vinum/rsd:
total 0
crwxr-xr-- 1 root wheel 91, 0x20000002 Apr 13 16:46 s64.p0.s 0
crwxr-xr-- 1 root wheel 91, 0x20100002 Apr 13 16:46 s64.p0.s 1
crwxr-xr-- 1 root wheel 91, 0x20200002 Apr 13 16:46 s64.p0.s 2
crwxr-xr-- 1 root wheel 91, 0x20300002 Apr 13 16:46 s64.p0.s 3

/dev/vinum/rvol:
total 0
crwxr-xr-- 1 root wheel 91, 2 Apr 13 16:46 s64

/dev/vinum/sd:
total 0
brwxr-xr-- 1 root wheel 25, 0x20000002 Apr 13 16:46 s64.p0.s 0
brwxr-xr-- 1 root wheel 25, 0x20100002 Apr 13 16:46 s64.p0.s 1
brwxr-xr-- 1 root wheel 25, 0x20200002 Apr 13 16:46 s64.p0.s 2
brwxr-xr-- 1 root wheel 25, 0x20300002 Apr 13 16:46 s64.p0.s 3

/dev/vinum/vol:
total 1
brwxr-xr-- 1 root wheel 25, 2 Apr 13 16:46 s64
drwxr-xr-x 3 root wheel 512 Apr 13 16:46 s64.plex

/dev/vinum/vol/s64.plex:
total 1
brwxr-xr-- 1 root wheel 25, 0x10000002 Apr 13 16:46 s64.p0
drwxr-xr-x 2 root wheel 512 Apr 13 16:46 s64.p0.sd

/dev/vinum/vol/s64.plex/s64.p0.sd:
total 0
brwxr-xr-- 1 root wheel 25, 0x20000002 Apr 13 16:46 s64.p0.s 0
brwxr-xr-- 1 root wheel 25, 0x20100002 Apr 13 16:46 s64.p0.s 1
brwxr-xr-- 1 root wheel 25, 0x20200002 Apr 13 16:46 s64.p0.s 2
brwxr-xr-- 1 root wheel 25, 0x20300002 Apr 13 16:46 s64.p0.s 3
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Although it is recommended that plexes and subdisks should not be allocated specific names, Vinum drives must be
named. This makes it possible to move a drive to a different location and still recognize it automatically. Drive names
may be up to 32 characters long.

20.7.1. Creating File Systems

Volumes appear to the system to be identical to disks, with one exception. Unlike UNIX drives, Vinum does not
partition volumes, which thus do not contain a partition table. This has required modification to some disk utilities,
notably newfs(8), which previously tried to interpret the last letter of a Vinum volume name as a partition identifier.
For example, a disk drive may have a name like/dev/ad0a or /dev/da2h . These names represent the first partition
(a) on the first (0) IDE disk (ad) and the eighth partition (h) on the third (2) SCSI disk (da) respectively. By contrast,
a Vinum volume might be called/dev/vinum/concat , a name which has no relationship with a partition name.

Normally, newfs(8) interprets the name of the disk and complains if it cannot understand it. For example:

# newfs /dev/vinum/concat

newfs: /dev/vinum/concat: can’t figure out file system par tition

¥¥¥: The following is only valid for FreeBSD versions prior to 5.0:

In order to create a file system on this volume, use the-v option to newfs(8):

# newfs -v /dev/vinum/concat

20.8. Configuring Vinum
TheGENERICkernel does not contain Vinum. It is possible to build a special kernel which includes Vinum, but this
is not recommended. The standard way to start Vinum is as a kernel module (kld). You do not even need to use
kldload(8) for Vinum: when you start vinum(8), it checks whether the module has been loaded, and if it is not, it
loads it automatically.

20.8.1. Startup

Vinum stores configuration information on the disk slices inessentially the same form as in the configuration files.
When reading from the configuration database, Vinum recognizes a number of keywords which are not allowed in
the configuration files. For example, a disk configuration might contain the following text:

volume myvol state up
volume bigraid state down
plex name myvol.p0 state up org concat vol myvol
plex name myvol.p1 state up org concat vol myvol
plex name myvol.p2 state init org striped 512b vol myvol
plex name bigraid.p0 state initializing org raid5 512b vol b igraid
sd name myvol.p0.s0 drive a plex myvol.p0 state up len 104857 6b driveoffset 265b plexoffset 0b
sd name myvol.p0.s1 drive b plex myvol.p0 state up len 104857 6b driveoffset 265b plexoffset 1048576b
sd name myvol.p1.s0 drive c plex myvol.p1 state up len 104857 6b driveoffset 265b plexoffset 0b
sd name myvol.p1.s1 drive d plex myvol.p1 state up len 104857 6b driveoffset 265b plexoffset 1048576b
sd name myvol.p2.s0 drive a plex myvol.p2 state init len 5242 88b driveoffset 1048841b plexoffset 0b
sd name myvol.p2.s1 drive b plex myvol.p2 state init len 5242 88b driveoffset 1048841b plexoffset 524288b
sd name myvol.p2.s2 drive c plex myvol.p2 state init len 5242 88b driveoffset 1048841b plexoffset 1048576b
sd name myvol.p2.s3 drive d plex myvol.p2 state init len 5242 88b driveoffset 1048841b plexoffset 1572864b
sd name bigraid.p0.s0 drive a plex bigraid.p0 state initial izing len 4194304b driveoff set 1573129b plexoffset 0b
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sd name bigraid.p0.s1 drive b plex bigraid.p0 state initial izing len 4194304b driveoff set 1573129b plexoffset 419430 4b
sd name bigraid.p0.s2 drive c plex bigraid.p0 state initial izing len 4194304b driveoff set 1573129b plexoffset 838860 8b
sd name bigraid.p0.s3 drive d plex bigraid.p0 state initial izing len 4194304b driveoff set 1573129b plexoffset 125829 12b
sd name bigraid.p0.s4 drive e plex bigraid.p0 state initial izing len 4194304b driveoff set 1573129b plexoffset 167772 16b

The obvious differences here are the presence of explicit location information and naming (both of which are also
allowed, but discouraged, for use by the user) and the information on the states (which are not available to the user).
Vinum does not store information about drives in the configuration information: it finds the drives by scanning the
configured disk drives for partitions with a Vinum label. This enables Vinum to identify drives correctly even if they
have been assigned different UNIX drive IDs.

20.8.1.1. Automatic Startup

In order to start Vinum automatically when you boot the system, ensure that you have the following line in your
/etc/rc.conf :

start_vinum="YES" # set to YES to start vinum

If you do not have a file/etc/rc.conf , create one with this content. This will cause the system to load the Vinum
kld at startup, and to start any objects mentioned in the configuration. This is done before mounting file systems, so it
is possible to automatically fsck(8) and mount file systems on Vinum volumes.

When you start Vinum with thevinum start command, Vinum reads the configuration database from one of the
Vinum drives. Under normal circumstances, each drive contains an identical copy of the configuration database, so it
does not matter which drive is read. After a crash, however, Vinum must determine which drive was updated most
recently and read the configuration from this drive. It then updates the configuration if necessary from progressively
older drives.

20.9. Using Vinum for the Root Filesystem
For a machine that has fully-mirrored filesystems using Vinum, it is desirable to also mirror the root filesystem.
Setting up such a configuration is less trivial than mirroring an arbitrary filesystem because:

� The root filesystem must be available very early during the boot process, so the Vinum infrastructure must already
be available at this time.

� The volume containing the root filesystem also contains the system bootstrap and the kernel, which must be read
using the host system’s native utilities (e. g. the BIOS on PC-class machines) which often cannot be taught about
the details of Vinum.

In the following sections, the termEroot volumeF is generally used to describe the Vinum volume that containsthe
root filesystem. It is probably a good idea to use the name"root" for this volume, but this is not technically
required in any way. All command examples in the following sections assume this name though.

20.9.1. Starting up Vinum Early Enough for the Root Filesyst em

There are several measures to take for this to happen:
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�Vinum must be available in the kernel at boot-time. Thus, themethod to start Vinum automatically described in
µÚ 20.8.1.1; is not applicable to accomplish this task, and thestart_vinum parameter must actuallynot be set
when the following setup is being arranged. The first option would be to compile Vinum statically into the kernel,
so it is available all the time, but this is usually not desirable. There is another option as well, to have
/boot/loader (µÚ 12.3.3;) load the vinum kernel module early, before starting the kernel. This can be
accomplished by putting the line:

vinum_load="YES"

into the file/boot/loader.conf .

�Vinum must be initialized early since it needs to supply the volume for the root filesystem. By default, the Vinum
kernel part is not looking for drives that might contain Vinum volume information until the administrator (or one
of the startup scripts) issues avinum start command.

¥¥¥: The following paragraphs are outlining the steps needed for FreeBSD 5.X and above. The setup required
for FreeBSD 4.X differs, and is described below in µÚ 20.9.5;.

By placing the line:

vinum.autostart="YES"

into /boot/loader.conf , Vinum is instructed to automatically scan all drives for Vinum information as part of
the kernel startup.

Note that it is not necessary to instruct the kernel where to look for the root filesystem./boot/loader looks up
the name of the root device in/etc/fstab , and passes this information on to the kernel. When it comes to mount
the root filesystem, the kernel figures out from the device name provided which driver to ask to translate this into
the internal device ID (major/minor number).

20.9.2. Making a Vinum-based Root Volume Accessible to the B ootstrap

Since the current FreeBSD bootstrap is only 7.5 KB of code, and already has the burden of reading files (like
/boot/loader ) from the UFS filesystem, it is sheer impossible to also teachit about internal Vinum structures so it
could parse the Vinum configuration data, and figure out aboutthe elements of a boot volume itself. Thus, some
tricks are necessary to provide the bootstrap code with the illusion of a standard"a" partition that contains the root
filesystem.

For this to be possible at all, the following requirements must be met for the root volume:

� The root volume must not be striped or RAID-5.

� The root volume must not contain more than one concatenated subdisk per plex.

Note that it is desirable and possible that there are multiple plexes, each containing one replica of the root filesystem.
The bootstrap process will, however, only use one of these replica for finding the bootstrap and all the files, until the
kernel will eventually mount the root filesystem itself. Each single subdisk within these plexes will then need its own
"a" partition illusion, for the respective device to become bootable. It is not strictly needed that each of these faked
"a" partitions is located at the same offset within its device, compared with other devices containing plexes of the
root volume. However, it is probably a good idea to create theVinum volumes that way so the resulting mirrored
devices are symmetric, to avoid confusion.
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In order to set up these"a" partitions, for each device containing part of the root volume, the following needs to be
done:

1. The location (offset from the beginning of the device) andsize of this device’s subdisk that is part of the root
volume need to be examined, using the command:

# vinum l -rv root

Note that Vinum offsets and sizes are measured in bytes. Theymust be divided by 512 in order to obtain the
block numbers that are to be used in thedisklabel command.

2. Run the command:

# disklabel -e devname

for each device that participates in the root volume.devname must be either the name of the disk (likeda0 ) for
disks without a slice (aka. fdisk) table, or the name of the slice (likead0s1 ).

If there is already an"a" partition on the device (presumably, containing a pre-Vinum root filesystem), it should
be renamed to something else, so it remains accessible (justin case), but will no longer be used by default to
bootstrap the system. Note that active partitions (like a root filesystem currently mounted) cannot be renamed, so
this must be executed either when being booted from aEFixitFmedium, or in a two-step process, where (in a
mirrored situation) the disk that has not been currently booted is being manipulated first.

Then, the offset the Vinum partition on this device (if any) must be added to the offset of the respective root
volume subdisk on this device. The resulting value will become the"offset" value for the new"a" partition.
The"size" value for this partition can be taken verbatim from the calculation above. The"fstype" should be
4.2BSD . The"fsize" , "bsize" , and"cpg" values should best be chosen to match the actual filesystem,
though they are fairly unimportant within this context.

That way, a new"a" partition will be established that overlaps the Vinum partition on this device. Note that the
disklabel will only allow for this overlap if the Vinum partition has properly been marked using the"vinum"

fstype.

3. That’s all! A faked"a" partition does exist now on each device that has one replica of the root volume. It is
highly recommendable to verify the result again, using a command like:

# fsck -n /dev/ devnamea

It should be remembered that all files containing control information must be relative to the root filesystem in the
Vinum volume which, when setting up a new Vinum root volume, might not match the root filesystem that is
currently active. So in particular, the files/etc/fstab and/boot/loader.conf need to be taken care of.

At next reboot, the bootstrap should figure out the appropriate control information from the new Vinum-based root
filesystem, and act accordingly. At the end of the kernel initialization process, after all devices have been announced,
the prominent notice that shows the success of this setup is amessage like:

Mounting root from ufs:/dev/vinum/root

20.9.3. Example of a Vinum-based Root Setup

After the Vinum root volume has been set up, the output ofvinum l -rv root could look like:

...
Subdisk root.p0.s0:
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Size: 125829120 bytes (120 MB)
State: up
Plex root.p0 at offset 0 (0 B)
Drive disk0 (/dev/da0h) at offset 135680 (132 kB)

Subdisk root.p1.s0:
Size: 125829120 bytes (120 MB)
State: up
Plex root.p1 at offset 0 (0 B)
Drive disk1 (/dev/da1h) at offset 135680 (132 kB)

The values to note are135680 for the offset (relative to partition/dev/da0h ). This translates to 265 512-byte disk
blocks indisklabel ’s terms. Likewise, the size of this root volume is 245760 512-byte blocks./dev/da1h ,
containing the second replica of this root volume, has a symmetric setup.

The disklabel for these devices might look like:

...
8 partitions:
# size offset fstype [fsize bsize bps/cpg]

a: 245760 281 4.2BSD 2048 16384 0 # (Cyl. 0 * - 15 * )
c: 71771688 0 unused 0 0 # (Cyl. 0 - 4467 * )
h: 71771672 16 vinum # (Cyl. 0 * - 4467 * )

It can be observed that the"size" parameter for the faked"a" partition matches the value outlined above, while the
"offset" parameter is the sum of the offset within the Vinum partition"h" , and the offset of this partition within
the device (or slice). This is a typical setup that is necessary to avoid the problem described inµÚ 20.9.4.3;. It can
also be seen that the entire"a" partition is completely within the"h" partition containing all the Vinum data for this
device.

Note that in the above example, the entire device is dedicated to Vinum, and there is no leftover pre-Vinum root
partition, since this has been a newly set-up disk that was only meant to be part of a Vinum configuration, ever.

20.9.4. Troubleshooting

If something goes wrong, a way is needed to recover from the situation. The following list contains few known
pitfalls and solutions.

20.9.4.1. System Bootstrap Loads, but System Does Not Boot

If for any reason the system does not continue to boot, the bootstrap can be interrupted with by pressing thespace
key at the 10-seconds warning. The loader variables (likevinum.autostart ) can be examined using theshow, and
manipulated usingset or unset commands.

If the only problem was that the Vinum kernel module was not yet in the list of modules to load automatically, a
simpleload vinum will help.

When ready, the boot process can be continued with aboot -as . The options-as will request the kernel to ask for
the root filesystem to mount (-a ), and make the boot process stop in single-user mode (-s ), where the root filesystem
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is mounted read-only. That way, even if only one plex of a multi-plex volume has been mounted, no data
inconsistency between plexes is being risked.

At the prompt asking for a root filesystem to mount, any devicethat contains a valid root filesystem can be entered. If
/etc/fstab had been set up correctly, the default should be something likeufs:/dev/vinum/root . A typical
alternate choice would be something likeufs:da0d which could be a hypothetical partition that contains the
pre-Vinum root filesystem. Care should be taken if one of the alias "a" partitions are entered here that are actually
reference to the subdisks of the Vinum root device, because in a mirrored setup, this would only mount one piece of a
mirrored root device. If this filesystem is to be mounted read-write later on, it is necessary to remove the other
plex(es) of the Vinum root volume since these plexes would otherwise carry inconsistent data.

20.9.4.2. Only Primary Bootstrap Loads

If /boot/loader fails to load, but the primary bootstrap still loads (visible by a single dash in the left column of the
screen right after the boot process starts), an attempt can be made to interrupt the primary bootstrap at this point,
using thespacekey. This will make the bootstrap stop in stage two, seeµÚ 12.3.2;. An attempt can be made here
to boot off an alternate partition, like the partition containing the previous root filesystem that has been moved away
from "a" above.

20.9.4.3. Nothing Boots, the Bootstrap Panics

This situation will happen if the bootstrap had been destroyed by the Vinum installation. Unfortunately, Vinum
accidentally currently leaves only 4 KB at the beginning of its partition free before starting to write its Vinum header
information. However, the stage one and two bootstraps plusthe disklabel embedded between them currently require
8 KB. So if a Vinum partition was started at offset 0 within a slice or disk that was meant to be bootable, the Vinum
setup will trash the bootstrap.

Similarly, if the above situation has been recovered, for example by booting from aEFixitFmedium, and the
bootstrap has been re-installed usingdisklabel -B as described inµÚ 12.3.2;, the bootstrap will trash the
Vinum header, and Vinum will no longer find its disk(s). Though no actual Vinum configuration data or data in
Vinum volumes will be trashed by this, and it would be possible to recover all the data by entering exact the same
Vinum configuration data again, the situation is hard to fix atall. It would be necessary to move the entire Vinum
partition by at least 4 KB off, in order to have the Vinum header and the system bootstrap no longer collide.

20.9.5. Differences for FreeBSD 4.X

Under FreeBSD 4.X, some internal functions required to makeVinum automatically scan all disks are missing, and
the code that figures out the internal ID of the root device is not smart enough to handle a name like
/dev/vinum/root automatically. Therefore, things are a little different here.

Vinum must explicitly be told which disks to scan, using a line like the following one in/boot/loader.conf :

vinum.drives="/dev/ da0 /dev/ da1"

It is important that all drives are mentioned that could possibly contain Vinum data. It does not harm ifmoredrives
are listed, nor is it necessary to add each slice and/or partition explicitly, since Vinum will scan all slices and
partitions of the named drives for valid Vinum headers.
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Since the routines used to parse the name of the root filesystem, and derive the device ID (major/minor number) are
only prepared to handleEclassicalF device names like/dev/ad0s1a , they cannot make any sense out of a root
volume name like/dev/vinum/root . For that reason, Vinum itself needs to pre-setup the internal kernel parameter
that holds the ID of the root device during its own initialization. This is requested by passing the name of the root
volume in the loader variablevinum.root . The entry in/boot/loader.conf to accomplish this looks like:

vinum.root="root"

Now, when the kernel initialization tries to find out the rootdevice to mount, it sees whether some kernel module has
already pre-initialized the kernel parameter for it. If that is the case,and the device claiming the root device matches
the major number of the driver as figured out from the name of the root device string being passed (that is,"vinum"

in our case), it will use the pre-allocated device ID, instead of trying to figure out one itself. That way, during the
usual automatic startup, it can continue to mount the Vinum root volume for the root filesystem.

However, whenboot -a has been requesting to ask for entering the name of the root device manually, it must be
noted that this routine still cannot actually parse a name entered there that refers to a Vinum volume. If any device
name is entered that does not refer to a Vinum device, the mismatch between the major numbers of the pre-allocated
root parameter and the driver as figured out from the given name will make this routine enter its normal parser, so
entering a string likeufs:da0d will work as expected. Note that if this fails, it is however no longer possible to
re-enter a string likeufs:vinum/root again, since it cannot be parsed. The only way out is to rebootagain, and
start over then. (At theEaskrootF prompt, the initial/dev/ can always be omitted.)

¥¥¥

1. RAID stands forRedundant Array of Inexpensive Disksand offers various forms of fault tolerance, though the
latter term is somewhat misleading: it provides no redundancy.
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Contributed by Murray Stokely.

21.1. Synopsis
Ìa^ 8��|¯!×¬^ ÿ|!`Æ�9Ë®¼�Ù�3PCî�;ð9v�ÙKÎ3Úx(host)̂  
î�Ìa^ 8��¼þ×Àguest OS�
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� host OS|Cguest OSÝ ½�

�A¢3¤µIntel CPUÝApple® Macintoshé\îH�FreeBSD�

�A¢3Linuxî|XenTM ¼H�FreeBSD�

�A¢3Microsoft Windowsî|Virtual PC H�FreeBSD�

�A¢3Ìa^ EFreeBSD�Ù®P��l�|ãÿt·[��
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�¡�UNIX CFreeBSD8nÃÍÃF(µÚ 3a)�

�á¼A¢H�FreeBSD(µÚ 2a)�

�á¼A¢'�ç­(µÚ 29a)�

�á¼A¢|ports/packages¼H�Tà�P(µÚ 4a)�

21.2.HHH���FreeBSD 


Guest OS

21.2.1. MacOS îîîÝÝÝParallels

MacÌÝParallels DesktopÛÎ�ày¤gIntel CPU|CMac OS 10.4.6|îÝApple Macé\Ý¤¼8
��FreeBSDÎÍb�JYîÝguest OS�×�3Mac OS X�?Parallels¡�Ä6jEXkH�Ýguest
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21.2.1.1.333Parallels/Mac OS® X îîîHHH���FreeBSD

3Mac OS X/ParallelsîH�FreeBSDÝÏ×MÎ±¦Ìa^ �AìXî�3èîÚ�/�ÞGuest OS
Type9ó
FreeBSD�

487



a21. Virtualization(Ìa^ )
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C512MB RAMµÈàÝ�
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#ì¼�óCç­Ëv|Cç­��

489



a21. Virtualization(Ìa^ )

t¡�;D'�jµ�W'�Ý�

490



a21. Virtualization(Ìa^ )

3FreeBSDÌa^ ±¦¡�µ�|µ�|ÍH�FreeBSD�H�]«�f´?Ý®°Î¸à ]
ÝFreeBSD�ÃTï� ]FTPììµISO imagej�u
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'?�Ãn¼Ù�¡�µ�|¶ì¥�^%î|¥�FreeBSDÌa^ �Parallelsº|©�BIOS�^�¬
�û;ÝBIOS×øº�lãÎÍb�Ã^�
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�WH�Ä��¡�µ�|¥�â�ÝFreeBSDÌa^ �

21.2.1.2.333Mac OS X/Parallels îîî'''���FreeBSD

.FreeBSDW��ÕMac OS XÝParallels�¡��m�®×°'�M»�|-ÞÌa^ /ÝFreeBSDt
·;�

1. '�boot loader¢ó

t¥�ÝM»ÛÎ¢ã�ªkern.hz ¼ª±Parallels�(/FreeBSDÝCPUªà£��|
3/boot/loader.conf /�îì�'�Ç��

kern.hz=100

u�®9'��£��ÎidleÏVÝFreeBSD (Parallelsguest OS)µº3G�×�§ ÝiMac®îªÝ
�V15%ÝCPUªà£�®î�Ñ;�¡�ªà£µºª��V5%�

2. '�±Ýkernel'�j
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�|wT.XbSCSI�FireWire�USB8n'nKÉt�Parallelsbèºed(4)ÝÌaç��.h�t
Ýed(4)|Cmiibus(4)|²ÝÍ�ç­�ôK�|�kernel�Ét�

3. '�ç­

�|�Ìa^ ��àDHCP¼'��Mac8!ÝLAN ç­�(�©�3/etc/rc.conf /�

îifconfig_ed0="DHCP" Ç��W�Í�
$Ýç­'�]P��¢�µÚ 29a�

21.2.2.333Linux DDDÄÄÄXenTM þþþFreeBSD

Contributed by Fukang Chen (Loader).

Xen hypervisorÛÎ�wÙDÝparavirtualization®`�¬ã¤¼2¥(XenSource)èºYî�Guest OS;ð
�Ì
domU domains��host OSJÎ�Ì
dom0�3Linuxî�ñFreeBSDÌa^ ÝÏ×M�JÎH
�Linux dom0ÝXen�3Í»��host OSÛÎSlackware Linux�

21.2.2.1.333Linux dom0 îîî'''���Xen 3

1. �XenSourceçììµXen 3.0

�http://www.xensource.com/ìµxen-3.0.4_1-src.tgz
(http://bits.xensource.com/oss-xen/release/3.0.4-1/src.tgz/xen-3.0.4_1-src.tgz)�

2. �D¹

# cd xen-3.0.4_1-src

# KERNELS="linux-2.6-xen0 linux-2.6-xenU" make world

# make install

¥¥¥: 
dom0¥±_Ëkernel�

# cd xen-3.0.4_1-src/linux-2.6.16.33-xen0

# make menuconfig

# make

# make install

�ÌÝXen ��m�àmake ARCH=xen menuconfig

3. ¦�ó4ÕGrubÝmenu.lstó�

Ñ;/boot/grub/menu.lst �îì�'��

title Xen-3.0.4
root (hd0,0)
kernel /boot/xen-3.0.4-1.gz dom0_mem=262144
module /boot/vmlinuz-2.6.16.33-xen0 root=/dev/hda1 ro

4. ¥�^¬
áXen

´��Ñ;/etc/xen/xend-config.sxp �îì�'��

(network-script ’network-bridge netdev=eth0’)

#ì¼�µ�|@�Xen�
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# /etc/init.d/xend start

# /etc/init.d/xendomains start

¨3dom0�B��º®�

# xm list

Name ID Mem VCPUs State Time(s)
Domain-0 0 256 1 r----- 54452.9

21.2.2.2. FreeBSD 7-CURRENT domU

�http://www.fsmware.com/ìµ¤gXen 3.0ÝFreeBSD domU kernel8njn

� kernel-current (http://www.fsmware.com/xenofreebsd/7.0/download/kernel-current)

�mdroot-7.0.bz2 (http://www.fsmware.com/xenofreebsd/7.0/download/mdroot-7.0.bz2)

� xmexample1.bsd (http://www.fsmware.com/xenofreebsd/7.0/download/config/xmexample1.bsd)

.xmexample1.bsd '�jwÕ/etc/xen/ �¬Ñ;kernelCdisk image8n�H�|ìÎîPÝ»��

kernel = "/opt/kernel-current"
memory = 256
name = "freebsd"
vif = [ ” ]
disk = [ ’file:/opt/mdroot-7.0,hda1,w’ ]
#on_crash = ’preserve’
extra = "boot_verbose"
extra += ",boot_single"
extra += ",kern.hz=100"
extra += ",vfs.root.mountfrom=ufs:/dev/xbd769a"

Í�mdroot-7.0.bz2 j�Bÿ�D¹��

#ì¼��Ñ;kernel-current '�jÝ__xen_guest�;�¬�îXen 3.0.3XmÝVIRT_BASE�

# objcopy kernel-current -R __xen_guest

# perl -e ’print "LOADER=generic,GUEST_OS=freebsd,GUEST_ VER=7.0,XEN_VER=xen-3.0,BSD_SYMTAB,VIRT_BASE=0xC000 000

# objcopy kernel-current --add-section __xen_guest=tmp

# objdump -j __xen_guest -s kernel-current

kernel-current: file format elf32-i386

Contents of section __xen_guest:
0000 4c4f4144 45523d67 656e6572 69632c47 LOADER=generic, G
0010 55455354 5f4f533d 66726565 6273642c UEST_OS=freebsd ,
0020 47554553 545f5645 523d372e 302c5845 GUEST_VER=7.0,X E
0030 4e5f5645 523d7865 6e2d332e 302c4253 N_VER=xen-3.0,B S
0040 445f5359 4d544142 2c564952 545f4241 D_SYMTAB,VIRT_B A
0050 53453d30 78433030 30303030 3000 SE=0xC0000000.

¨3�|±¦¬@�domUC�

# xm create /etc/xen/xmexample1.bsd -c
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Using config file "/etc/xen/xmexample1.bsd".
Started domain freebsd
WARNING: loader(8) metadata is missing!
Copyright (c) 1992-2006 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992 , 1993, 1994
The Regents of the University of California. All rights rese rved.
FreeBSD 7.0-CURRENT #113: Wed Jan 4 06:25:43 UTC 2006

kmacy@freebsd7.gateway.2wire.net:/usr/home/kmacy/p4 /freebsd7_xen3/src/sys/i386-xen/compile/XENCONF
WARNING: DIAGNOSTIC option enabled, expect reduced perfor mance.
Xen reported: 1796.927 MHz processor.
Timecounter "ixen" frequency 1796927000 Hz quality 0
CPU: Intel(R) Pentium(R) 4 CPU 1.80GHz (1796.93-MHz 686-cl ass CPU)

Origin = "GenuineIntel" Id = 0xf29 Stepping = 9
Features=0xbfebfbff<FPU,VME,DE,PSE,TSC,MSR,PAE,MCE, CX8,APIC,SEP,MTRR,PGE,MCA,CMOV,PAT,PSE36,CLFLUSH,
DTS,ACPI,MMX,FXSR,SSE,SSE2,SS,HTT,TM,PBE>
Features2=0x4400<CNTX-ID,<b14>>

real memory = 265244672 (252 MB)
avail memory = 255963136 (244 MB)
xc0: <Xen Console> on motherboard
cpu0 on motherboard
Timecounters tick every 10.000 msec
[XEN] Initialising virtual ethernet driver.
xn0: Ethernet address: 00:16:3e:6b:de:3a
[XEN]
Trying to mount root from ufs:/dev/xbd769a
WARNING: / was not properly dismounted
Loading configuration files.
No suitable dump device was found.
Entropy harvesting: interrupts ethernet point_to_point k ickstart.
Starting file system checks:
/dev/xbd769a: 18859 files, 140370 used, 113473 free (10769 frags, 12838 blocks, 4.2% fragmentation)
Setting hostname: demo.freebsd.org.
lo0: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 163 84

inet6 ::1 prefixlen 128
inet6 fe80::1%lo0 prefixlen 64 scopeid 0x2
inet 127.0.0.1 netmask 0xff000000

Additional routing options:.
Mounting NFS file systems:.
Starting syslogd.
/etc/rc: WARNING: Dump device does not exist. Savecore not r un.
ELF ldconfig path: /lib /usr/lib /usr/lib/compat /usr/X11 R6/lib /usr/local/lib
a.out ldconfig path: /usr/lib/aout /usr/lib/compat/aout /usr/X11R6/lib/aout
Starting usbd.
usb: Kernel module not available: No such file or directory
Starting local daemons:.
Updating motd.
Starting sshd.
Initial i386 initialization:.
Additional ABI support: linux.
Starting cron.
Local package initialization:.
Additional TCP options:.
Starting background file system checks in 60 seconds.
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Sun Apr 1 02:11:43 UTC 2007

FreeBSD/i386 (demo.freebsd.org) (xc0)

login:

¨3domUT��|þFreeBSD 7.0-CURRENT kernel�

# uname -a

FreeBSD demo.freebsd.org 7.0-CURRENT FreeBSD 7.0-CURREN T #113: Wed Jan 4 06:25:43 UTC 2006
kmacy@freebsd7.gateway.2wire.net:/usr/home/kmacy/p4 /freebsd7_xen3/src/sys/i386-xen/compile/XENCONF

#ì¼Î'�domUÝç­�FreeBSD domUºà�r
xn0 Ý©�ç­��

# ifconfig xn0 10.10.10.200 netmask 255.0.0.0

# ifconfig

xn0: flags=843<UP,BROADCAST,RUNNING,SIMPLEX> mtu 1500
inet 10.10.10.200 netmask 0xff000000 broadcast 10.255.25 5.255
ether 00:16:3e:6b:de:3a

lo0: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 163 84
inet6 ::1 prefixlen 128
inet6 fe80::1%lo0 prefixlen 64 scopeid 0x2
inet 127.0.0.1 netmask 0xff000000

3dom0 SlackwareîT�º�¨×°XenÝàÝç­��

# ifconfig

eth0 Link encap:Ethernet HWaddr 00:07:E9:A0:02:C2
inet addr:10.10.10.130 Bcast:0.0.0.0 Mask:255.0.0.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:815 errors:0 dropped:0 overruns:0 frame:0
TX packets:1400 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:204857 (200.0 KiB) TX bytes:129915 (126.8 KiB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:99 errors:0 dropped:0 overruns:0 frame:0
TX packets:99 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:9744 (9.5 KiB) TX bytes:9744 (9.5 KiB)

peth0 Link encap:Ethernet HWaddr FE:FF:FF:FF:FF:FF
UP BROADCAST RUNNING NOARP MTU:1500 Metric:1
RX packets:1853349 errors:0 dropped:0 overruns:0 frame:0
TX packets:952923 errors:0 dropped:0 overruns:0 carrier: 0
collisions:0 txqueuelen:1000
RX bytes:2432115831 (2.2 GiB) TX bytes:86528526 (82.5 MiB)
Base address:0xc000 Memory:ef020000-ef040000

vif0.1 Link encap:Ethernet HWaddr FE:FF:FF:FF:FF:FF
UP BROADCAST RUNNING NOARP MTU:1500 Metric:1
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RX packets:1400 errors:0 dropped:0 overruns:0 frame:0
TX packets:815 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:129915 (126.8 KiB) TX bytes:204857 (200.0 KiB)

vif1.0 Link encap:Ethernet HWaddr FE:FF:FF:FF:FF:FF
UP BROADCAST RUNNING NOARP MTU:1500 Metric:1
RX packets:3 errors:0 dropped:0 overruns:0 frame:0
TX packets:2 errors:0 dropped:157 overruns:0 carrier:0
collisions:0 txqueuelen:1
RX bytes:140 (140.0 b) TX bytes:158 (158.0 b)

xenbr1 Link encap:Ethernet HWaddr FE:FF:FF:FF:FF:FF
UP BROADCAST RUNNING NOARP MTU:1500 Metric:1
RX packets:4 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:112 (112.0 b) TX bytes:0 (0.0 b)

# brctl show

bridge name bridge id STP enabled interfaces
xenbr1 8000.feffffffffff no vif0.1

peth0
vif1.0

21.2.3. Windows îîîÝÝÝVirtual PC

Virtual PC ÎMicrosoftÝWindows8�®`��|¹ðìµ¸à�8n�ÙmO��¢å system
requirements (http://www.microsoft.com/windows/downloads/virtualpc/sysreq.mspx)1��3Microsoft Windows
��Virtual PC �¡�Ä6jEXkH�ÝÌa^ ¼®8n'��

21.2.3.1.333Virtual PC/Microsoft® Windows îîîHHH���FreeBSD

3Microsoft Windows/Virtual PC îH�FreeBSDÝÏ×MÎ±¦Ìa^ �AìXî�3èîÚ�/�ó
CCreate a virtual machine�
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Q¡3Operating system�óOther�

¬µA��mO¼!�{Ã��«B7�Ý5g�E�9ó3Virtual PC ¸àFreeBSDÝ�µ����
V4GB{Ãè |C512MB RAMµÈàÝ�
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;D'�j�

#ì¼óââX±¦ÝFreeBSDÌa^ �¬¶ìSettings�|'�ç­Ëv|Cç­��
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3FreeBSDÌa^ ±¦¡�µ�|µ�|ÍH�FreeBSD�H�]«�f´?Ý®°Î¸à ]
ÝFreeBSD�ÃTï� ]FTPììµISO imagej�u
ÝWindowsjn�Ù/�Bb�ISOj�Tï�
Ã^/bwH�n�£�µ�|3FreeBSDÌa^ î=¶Ëì�|��@��#½3Virtual PC Ú�/
¶CD�¶Capture ISO Image...�#½º�¨×ÍÚ���|.Ìa^ /Ý�Ã^'�Õ�ISOj�T
ïÎ@��Ã^�
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'?�Ãn¼Ù�¡�µ�|¥�^�ôµÎ�¶Action�¶ResetÇ��Virtual PC º|©�BIOS�
^�¬�û;BIOS×øº�lãÎÍb�Ã^�

h`�¸µº0ÕFreeBSDH�n�¬��3µÚ 2a/X+ÛÕÝsysinstallH�Ä��9`Îô�5-
�X11�¬���
�8n'��

�WH��¡�Bÿ.�Ãn[�TïISO image[n�t¡�.�?ÝFreeBSDÌa^ ¥�^Ç��
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21.2.3.2.���JJJMicrosoft Windows/Virtual PC îîîÝÝÝFreeBSD

3Microsoft Windowsî|Virtual PC �?FreeBSD¡��m�®×°'�M»�|-ÞÌa^ /
ÝFreeBSDt·;�

1. '�boot loader¢ó

t¥�ÝM»ÛÎ¢ã�ªkern.hz ¼ª±Virtual PC �(/FreeBSDÝCPUªà£��|
3/boot/loader.conf /�îì�'�Ç��

kern.hz=100

u�®9'��£��ÎidleÏVÝFreeBSDVirtual PC guest OSµº3G�×�§ Ýé\îªÝ�
V40%ÝCPUªà£�®î�Ñ;�¡�ªà£µºª��V3%�

2. '�±Ýkernel'�j

�|wT.XbSCSI�FireWire�USB8n'nKÉt�Virtual PC bèºde(4)ÝÌaç��.ht
Ýde(4)|Cmiibus(4)|²ÝÍ�ç­�ôK�|�kernel�Ét�

3. '�ç­

�|�Ìa^ ��àDHCP¼'��host(Microsoft Windows)8!ÝLAN ç­�(�©�
3/etc/rc.conf �îifconfig_de0="DHCP" Ç��W�Í�
$Ýç­'�]P��¢

åµÚ 29a�

21.2.4.333MacOS îîîÝÝÝVMware

MacîÝVMWare FusionÛÎ�ày¤gIntel CPU|CMac OS 10.4.9�Apple Mac|îÝApple Macé\
�¤¼8��FreeBSDÎÍb�JYîÝguest OS�×�3Mac OS Xî��VMWare Fusion �¡�Ä6j
EXkH�Ýguest OS¼®8nÝÌa^ '��
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21.2.4.1.333VMWare/Mac OS X îîîHHH���FreeBSD

´�Æ�VMWare Fusion��ÍVirtual Machine Libraryôº��×¿µá�9`�¶"New"¼�ñVM(Ìa
^ )�

#½ºbNew Virtual Machine Assistant¼ÜÃ
�ñVM��¶Continueµ��

3Operating SystemóOther�|CVersion��óCÎÍ�FreeBSDTFreeBSD 64-bit�9I	�µ��
mOÎÍb�64-bitYî���
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#½'�VM imagej�DÕ¢��|CX�(Ì�

X��VM ÝÌa{Ã�à9��
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óC��VM Ý]P
¢��àISO imagejTï�Ã^�

¶Finish|�±�#½µº@��VM�
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#½µï|?H�FreeBSDÝ]P¼��u�!Ý��¢åµÚ 2a�

���¡�µ�|Ñ;×°VM '��	ÎB7����

¥¥¥: VM3º®�`���Ñ;VMÝ{�'��
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�JVM ÝCPUó��

�Ã^ÏV�;ð��m�àÝ`Î�µ�|6\Í�VM Ý=#�
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t¡�;ÝJÎVM Ýç­'��utÝHost OS�²Ý^ ô�=ÕVM�£��óConnect directly to
the physical network (Bridged)�ÍJµóShare the host’s internet connection (NAT)Ç�¯VM =
ÕInternet�¬²«JP°=á�VM�

;�î�'��¡�µ�|@�±��ÝFreeBSDÌa^ �

21.2.4.2.���JJJMac OS X/VMWare îîîÝÝÝFreeBSD

.FreeBSDW��ÕMac OS XÝVMWare �¡��m�®×°'�M»�|-ÞÌa^ /ÝFreeBSDt
·;�

1. '�boot loader¢ó

t¥�ÝM»ÛÎ¢ã�ªkern.hz ¼ª±VMWare �(/FreeBSDÝCPUªà£��|
3/boot/loader.conf /�îì�'�Ç��
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kern.hz=100

u�®9'��£��ÎidleÏVÝFreeBSD (VMWare guest OS)µº3G�×�§ ÝiMacîªÝ�
V15%ÝCPUªà£�®î�Ñ;�¡�ªà£µºª��V5%�

2. '�±Ýkernel'�j

�|wT.XbFireWire�USB8n'nKÉt�VMWare bèºem(4)ÝÌaç��.h�tÝem(4)
|Cmiibus(4)|²ÝÍ�ç­��ôK�|�kernel�Ét�

3. '�ç­

�|�Ìa^ ��àDHCP¼'��host Mac8!ÝLAN ç­�(�©�3/etc/rc.conf �

îifconfig_em0="DHCP" Ç��Í�
$Ýç­'�]P��¢�µÚ 29a�

21.3.|||FreeBSD 


Host OS
êG�$Îb�¢Ìa^ 8�b ]YîFreeBSD®
host OS�¬Ë9ßKb3à�ÌVMware Xèº
Ý94����Ä�êG�Bbß
¯Xen�È|FreeBSD
host OS
êý��
�8n�®�
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aaa22.+++���'''���- I18N/L10N ààà°°°���'''���
Contributed by Andrey Chernov. Rewritten by Michael C. Wu.

22.1.ÃÃÃ���
ãyFreeBSDÎ5µ�t&Ý¸àïC��XY¹Ý�i�Íax�"DÝÎFreeBSDÝ»j;�Íþ;
ÈÞ�|-¯Ò+�Îz+�Ýßô�5¿�W&4�®�3®¼�Ù�Tà�PËË·«�x�KÎD

Äi18nýã¼@®Ý�X|�9�&ÆÞº+Û�lº®]P�

\�9a�
ÞÝ�


�&Ë�!Ý+��2 '�A¢3®¼�Ùî
�_D�

�A¢'�ráàÝshell+��(�

�A¢Þ¯Ýconsole'
z+|²Ý+�'��

�A¢¸à�!+�Ý'��¼¯X Windowº®?Ï6�

�ø\�|0Õ?9�i18n!}8�ÝTà�P!}£]�

3��å\9a�G�
m�


�á¼A¢|ports/packages¼H�Tà�P(µÚ 4a)�

22.2. L10N ÃÃÃ���ÃÃÃFFF

22.2.1.%%%���ÎÎÎI18N/L10N?

�P�sßõêY.internationalization¹¶
I18N�� ÝóC18ÛÎtG�t¡«CÒ� ÝCÒÍó
Àõ��L10NôÎ|×øÝ]P�ÎElocalizationFÝ¹¶�©�bÐ)I18N/L10N!}�Ü�ÝTà�
P�µ�|¯¸àïµ&�+��®'��

I18NTà�PÎ|I18N�s�Ì¼
��sÝ�¸�|¯�P�sßõDÄ¶��ÝZCj�µ�|.Æ
�i«îÝó��G>�Ë
&+�ÝÌÍ�&Æú¦�È�P�sßõñÇ9Í»Y!J�

22.2.2.


¢¢¢���¸̧̧àààI18N/L10N���

©�bÐ)I18N/L10Nýã�µ�|Dê2:�íá��§&zZÝ£]�

22.2.3. I18NYYYîîîøøø°°°+++������

I18NõL10N¬&FreeBSDX©bÝ�êG9t&îÝ¿{�×x�+�KbYî�	Î��Z�ÆZ�
^Z�8Z�°Z�:Z�÷PZ���
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22.3. ¸̧̧ààà+++���'''���(Localization)
I18NõL10N¬&FreeBSDX©bÝ��Î�;Ý»Y!J�&Æ�<¯3FreeBSDt&�!øñF94»
Y!J�

Locale'�ãëÍI5XàW�+��D(Language Code)�»D(Country Code)�_D(Encoding)�X
|�LocaleÝ'�(ÌµÎã9ëÍ×RàW�

+��D_»D. _D

22.3.1.+++������»»»DDD

¸àïÄ6��á¼9°©�Ý»D�+��D(»Dº×åTà�P�¸àø×Ë+�)���¯FreeBSD
TÍ�YîI18NÝUNIX v�Ù®locale8n'��h²�ç°p� (borwser)�SMTP/POPx^�Webx
^�ôK|9Úx
x�ì«ÎA¢¸à9+��D�»D:Ý»��

+++������DDD/»»»DDD ���+++

en_US zZ(Y»)

ru_RU :Z(:»)

zh_TW Ñ��Z(¬È)

22.3.2.___DDD

b°+�¬&2àASCII_D���Î�8-bit�wideTmultibyteC-����¢åmultibyte(3)�´�\Ý
�P��P°Ñ@¾½�T0¾
©��×C-��´±Ý�PK�|ï-8-bitC-�ãy&�PÝ®°
�×�¸àï��m�3_Ë�P`��îwideTmultibyteC-ÝYî'��TÎÑ@�J����í
á��§wideTmultibyteC-Ý���99¿àFreeBSD Ports Collection (../../../../ports/index.html)/b&»
+�ÌÍÝ�P����¢åFreeBSD&port�ÝI18N8nZ��

Specifically, the user needs to look at the application documentation to decide on how to configure it correctly or to
pass correct values into the configure/Makefile/compiler.

Some things to keep in mind are:

� Language specific single C chars character sets (see multibyte(3)), e.g. ISO8859-1, ISO8859-15, KOI8-R, CP437.

�Wide or multibyte encodings, e.g. EUC, Big5.

You can check the active list of character sets at the IANA Registry (http://www.iana.org/assignments/character-sets).

¥¥¥: FreeBSD use X11-compatible locale encodings instead.

22.3.3. I18N Applications

In the FreeBSD Ports and Package system, I18N applications have been named withI18N in their names for easy
identification. However, they do not always support the language needed.
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22.3.4. Setting Locale

Usually it is sufficient to export the value of the locale nameasLANGin the login shell. This could be done in the
user’s~/.login_conf file or in the startup file of the user’s shell (~/.profile , ~/.bashrc , ~/.cshrc ). There is
no need to set the locale subsets such asLC_CTYPE, LC_CTIME. Please refer to language-specific FreeBSD
documentation for more information.

You should set the following two environment variables in your configuration files:

� LANGfor POSIX setlocale(3) family functions

�

MM_CHARSETfor applications’ MIME character set

This includes the user shell configuration, the specific application configuration, and the X11 configuration.

22.3.4.1. Setting Locale Methods

There are two methods for setting locale, and both are described below. The first (recommended one) is by assigning
the environment variables inlogin class, and the second is by adding the environment variable assignments to the
system’s shellstartup file.

22.3.4.1.1. Login Classes Method

This method allows environment variables needed for localename and MIME character sets to be assigned once for
every possible shell instead of adding specific shell assignments to each shell’s startup file.User Level Setupcan be
done by an user himself andAdministrator Level Setuprequire superuser privileges.

22.3.4.1.1.1. User Level Setup

Here is a minimal example of a.login_conf file in user’s home directory which has both variables set forLatin-1
encoding:

me:\
:charset=ISO-8859-1:\
:lang=de_DE.ISO8859-1:

Here is an example of a.login_conf that sets the variables for Traditional Chinese in BIG-5 encoding. Notice the
many more variables set because some software does not respect locale variables correctly for Chinese, Japanese,
and Korean.

#Users who do not wish to use monetary units or time formats
#of Taiwan can manually change each variable
me:\

:lang=zh_TW.Big5:\
:lc_all=zh_TW.Big:\
:lc_collate=zh_TW.Big5:\
:lc_ctype=zh_TW.Big5:\
:lc_messages=zh_TW.Big5:\
:lc_monetary=zh_TW.Big5:\
:lc_numeric=zh_TW.Big5:\
:lc_time=zh_TW.Big5:\
:charset=big5:\
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:xmodifiers="@im=xcin": #Setting the XIM Input Server

SeeAdministrator Level Setupand login.conf(5) for more details.

22.3.4.1.1.2. Administrator Level Setup

Verify that the user’s login class in/etc/login.conf sets the correct language. Make sure these settings appear in
/etc/login.conf :

language_name: accounts_title:\
:charset= MIME_charset:\
:lang= locale_name:\
:tc=default:

So sticking with our previous example using Latin-1, it would look like this:

german:German Users Accounts:\
:charset=ISO-8859-1:\
:lang=de_DE.ISO8859-1:\
:tc=default:

Before changing users Login Classes execute the following command

# cap_mkdb /etc/login.conf

to make new configuration in/etc/login.conf visible to the system.

Changing Login Classes with vipw(8)

Usevipw to add new users, and make the entry look like this:

user:password:1111:11: language:0:0:User Name:/home/user:/bin/sh

Changing Login Classes with adduser(8)

Useadduser to add new users, and do the following:

�Setdefaultclass = language in /etc/adduser.conf . Keep in mind you must enter adefault class for all
users of other languages in this case.

�An alternative variant is answering the specified language each time that

Enter login class: default []:

appears from adduser(8).

�Another alternative is to use the following for each user of adifferent language that you wish to add:

# adduser -class language

Changing Login Classes with pw(8)

If you use pw(8) for adding new users, call it in this form:

# pw useradd user_name -L language
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22.3.4.1.2. Shell Startup File Method

¥¥¥: This method is not recommended because it requires a different setup for each possible shell program
chosen. Use the Login Class Method instead.

To add the locale name and MIME character set, just set the twoenvironment variables shown below in the
/etc/profile and/or/etc/csh.login shell startup files. We will use the German language as an example below:

In /etc/profile :

LANG=de_DE.ISO8859-1; export LANG

MM_CHARSET=ISO-8859-1; export MM_CHARSET

Or in /etc/csh.login :

setenv LANG de_DE.ISO8859-1

setenv MM_CHARSET ISO-8859-1

Alternatively, you can add the above instructions to/usr/share/skel/dot.profile (similar to what was used in
/etc/profile above), or/usr/share/skel/dot.login (similar to what was used in/etc/csh.login above).

For X11:

In $HOME/.xinitrc :

LANG=de_DE.ISO8859-1; export LANG

Or:

setenv LANG de_DE.ISO8859-1

Depending on your shell (see above).

22.3.5. Console Setup

For all single C chars character sets, set the correct console fonts in/etc/rc.conf for the language in question
with:

font8x16= font_name

font8x14= font_name

font8x8= font_name

Thefont_name here is taken from the/usr/share/syscons/fonts directory, without the.fnt suffix.

Also be sure to set the correct keymap and screenmap for your single C chars character set throughsysinstall

(/stand/sysinstall in FreeBSD versions older than 5.2). Once insidesysinstall, chooseConfigure, then
Console. Alternatively, you can add the following to/etc/rc.conf :

scrnmap= screenmap_name

keymap=keymap_name
keychange=" fkey_number sequence"
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Thescreenmap_name here is taken from the/usr/share/syscons/scrnmaps directory, without the.scm

suffix. A screenmap with a corresponding mapped font is usually needed as a workaround for expanding bit 8 to bit 9
on a VGA adapter’s font character matrix in pseudographics area, i.e., to move letters out of that area if screen font
uses a bit 8 column.

If you have themouseddaemon enabled by setting the following in your/etc/rc.conf :

moused_enable="YES"

then examine the mouse cursor information in the next paragraph.

By default the mouse cursor of the syscons(4) driver occupies the 0xd0-0xd3 range in the character set. If your
language uses this range, you need to move the cursor’s rangeoutside of it. To enable the workaround for FreeBSD,
add the following line to/etc/rc.conf :

mousechar_start=3

Thekeymap_name here is taken from the/usr/share/syscons/keymaps directory, without the.kbd suffix. If
you are uncertain which keymap to use, you use can kbdmap(1) to test keymaps without rebooting.

Thekeychange is usually needed to program function keys to match the selected terminal type because function
key sequences cannot be defined in the key map.

Also be sure to set the correct console terminal type in/etc/ttys for all ttyv * entries. Current pre-defined
correspondences are:

Character Set Terminal Type

ISO8859-1 or ISO8859-15 cons25l1

ISO8859-2 cons25l2

ISO8859-7 cons25l7

KOI8-R cons25r

KOI8-U cons25u

CP437 (VGA default) cons25

US-ASCII cons25w

For wide or multibyte characters languages, use the correctFreeBSD port in your/usr/ports/ language directory.
Some ports appear as console while the system sees it as serial vtty’s, hence you must reserve enough vtty’s for both
X11 and the pseudo-serial console. Here is a partial list of applications for using other languages in console:

Language Location

Traditional Chinese (BIG-5) chinese/big5con

Japanese japanese/kon2-16dot or
japanese/mule-freewnn

Korean korean/han

22.3.6. X11 Setup

Although X11 is not part of the FreeBSD Project, we have included some information here for FreeBSD users. For
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more details, refer to the Xorg web site (http://www.x.org/) or whichever X11 Server you use.

In ~/.Xresources , you can additionally tune application specific I18N settings (e.g., fonts, menus, etc.).

22.3.6.1. Displaying Fonts

InstallXorg server (x11-servers/xorg-server ) or XFree86server (x11-servers/XFree86-4-Server ), then
install the language TrueType fonts. Setting the correct locale should allow you to view your selected language in
menus and such.

22.3.6.2. Inputting Non-English Characters

The X11 Input Method (XIM) Protocol is a new standard for all X11 clients. All X11 applications should be written
as XIM clients that take input from XIM Input servers. There are several XIM servers available for different
languages.

22.3.7. Printer Setup

Some single C chars character sets are usually hardware coded into printers. Wide or multibyte character sets require
special setup and we recommend usingapsfilter. You may also convert the document to PostScript or PDF formats
using language specific converters.

22.3.8. Kernel and File Systems

The FreeBSD fast filesystem (FFS) is 8-bit clean, so it can be used with any single C chars character set (see
multibyte(3)), but there is no character set name stored in the filesystem; i.e., it is raw 8-bit and does not know
anything about encoding order. Officially, FFS does not support any form of wide or multibyte character sets yet.
However, some wide or multibyte character sets have independent patches for FFS enabling such support. They are
only temporary unportable solutions or hacks and we have decided to not include them in the source tree. Refer to
respective languages’ web sites for more information and the patch files.

The FreeBSD MS-DOS filesystem has the configurable ability toconvert between MS-DOS, Unicode character sets
and chosen FreeBSD filesystem character sets. See mount_msdos(8) for details.

22.4. Compiling I18N Programs
Many FreeBSD Ports have been ported with I18N support. Some of them are marked with -I18N in the port name.
These and many other programs have built in support for I18N and need no special consideration.

However, some applications such asMySQL need to be have theMakefile configured with the specific charset.
This is usually done in theMakefile or done by passing a value toconfigure in the source.
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22.5. Localizing FreeBSD to Specific Languages

22.5.1. Russian Language (KOI8-R Encoding)

Originally contributed by Andrey Chernov.

For more information about KOI8-R encoding, see the KOI8-R References (Russian Net Character Set)
(http://koi8.pp.ru/).

22.5.1.1. Locale Setup

Put the following lines into your~/.login_conf file:

me:My Account:\
:charset=KOI8-R:\
:lang=ru_RU.KOI8-R:

See earlier in this chapter for examples of setting up thelocale.

22.5.1.2. Console Setup

�Add the following line to your/etc/rc.conf file:

mousechar_start=3

�Also, use following settings in/etc/rc.conf :

keymap="ru.koi8-r"
scrnmap="koi8-r2cp866"
font8x16="cp866b-8x16"
font8x14="cp866-8x14"
font8x8="cp866-8x8"

� For eachttyv * entry in /etc/ttys , usecons25r as the terminal type.

See earlier in this chapter for examples of setting up theconsole.

22.5.1.3. Printer Setup

Since most printers with Russian characters come with hardware code page CP866, a special output filter is needed
to convert from KOI8-R to CP866. Such a filter is installed by default as/usr/libexec/lpr/ru/koi2alt . A
Russian printer/etc/printcap entry should look like:

lp|Russian local line printer:\
:sh:of=/usr/libexec/lpr/ru/koi2alt:\
:lp=/dev/lpt0:sd=/var/spool/output/lpd:lf=/var/log/ lpd-errs:

See printcap(5) for a detailed description.
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22.5.1.4. MS-DOS FS and Russian Filenames

The following example fstab(5) entry enables support for Russian filenames in mounted MS-DOS filesystems:

/dev/ad0s2 /dos/c msdos rw,-Wkoi2dos,-Lru_RU.KOI8-R 0 0

The option-L selects the locale name used, and-W sets the character conversion table. To use the-W option, be sure
to mount/usr before the MS-DOS partition because the conversion tables are located in/usr/libdata/msdosfs .
For more information, see the mount_msdos(8) manual page.

22.5.1.5. X11 Setup

1. Donon-X locale setupfirst as described.

2. If you useXorg, installx11-fonts/xorg-fonts-cyrillic package.

Check the"Files" section in your/etc/X11/xorg.conf file. The following lines must be addedbeforeany
otherFontPath entries:

FontPath "/usr/X11R6/lib/X11/fonts/cyrillic/misc"
FontPath "/usr/X11R6/lib/X11/fonts/cyrillic/75dpi"
FontPath "/usr/X11R6/lib/X11/fonts/cyrillic/100dpi"

If you use a high resolution video mode, swap the 75 dpi and 100dpi lines.

3. To activate a Russian keyboard, add the following to the"Keyboard" section of yourxorg.conf file.

Option "XkbLayout" "us,ru"
Option "XkbOptions" "grp:toggle"

Also make sure thatXkbDisable is turned off (commented out) there.

For grp:caps_toggle the RUS/LAT switch will beCapsLock. The oldCapsLock function is still available
via Shift+CapsLock (in LAT mode only). Forgrp:toggle the RUS/LAT switch will beRight Alt .
grp:caps_toggle does not work inXorg for unknown reason.

If you haveEWindowsF keys on your keyboard, and notice that some non-alphabetical keys are mapped
incorrectly in RUS mode, add the following line in yourxorg.conf file.

Option "XkbVariant" ",winkeys"

¥¥¥: The Russian XKB keyboard may not work with non-localized applications.

¥¥¥: Minimally localized applications should call a XtSetLanguageProc (NULL, NULL, NULL); function early in
the program.

See KOI8-R for X Window (http://koi8.pp.ru/xwin.html) for more instructions on localizing X11 applications.
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22.5.2. Traditional Chinese Localization for Taiwan

The FreeBSD-Taiwan Project has an Chinese HOWTO for FreeBSDat
http://netlab.cse.yzu.edu.tw/~statue/freebsd/zh-tut/ using many Chinese ports. Current editor for theFreeBSD

Chinese HOWTOis Shen Chuan-Hsing <statue@freebsd.sinica.edu.tw >.

Chuan-Hsing Shen <statue@freebsd.sinica.edu.tw > has created the Chinese FreeBSD Collection (CFC)
(http://netlab.cse.yzu.edu.tw/~statue/cfc/) using FreeBSD-Taiwan’szh-L10N-tut . The packages and the script files
are available at ftp://freebsd.csie.nctu.edu.tw/pub/taiwan/CFC/.

22.5.3. German Language Localization (for All ISO 8859-1 La nguages)

Slaven Rezic <eserte@cs.tu-berlin.de > wrote a tutorial how to use umlauts on a FreeBSD machine. The
tutorial is written in German and available at http://www.de.FreeBSD.org/de/umlaute/.

22.5.4. Japanese and Korean Language Localization

For Japanese, refer to http://www.jp.FreeBSD.org/, and for Korean, refer to http://www.kr.FreeBSD.org/.

22.5.5. Non-English FreeBSD Documentation

Some FreeBSD contributors have translated parts of FreeBSDto other languages. They are available through links
on the main site (../../../../index.html) or in/usr/share/doc .
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?b[£��ÄAnonymous CVSE±W���ÎàR¼f´���
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¨×Ë]PJÎCTM�¸¬�Î|ø�P+«¼fE
X=bÝsourcesõ§� îÝsourcesTÎ
ãÿ
Ý?±I	�8DÝ�ºb×ÍscriptjÝ�à¼ïI�?ÄÝjn�9Í�PÎãCTM§� ¼Æ��
NFºfEóg�¬.ËgÆ�� /�?ÄÝjn�|D¹�¬�¸Æ×Í�r�Q¡µ�|_D(©
àprintable ASCIIC-)�¬|emailÝ]PØ��	
[Õ¸Ý`Î�9°ECTM deltasFµ�|
ãctm_rmail(1)�P¼�§���Pº���D�@-��à9°�?�9��fCVSup¼1Î"ÿ9
Ý��v�9ÍÿPE&ÆÝ§� ¼1Îf´DêÝ�.
9Î×ÍpushÝÿP��&pullÝÿP�

	Q�9ø�ôºñ¼×°�-�u��T.
I	Ý�Pzt*Ý�CVSupº�?�¼�¬��

.
��ÝI	���CTM ¬�º

�9°�®�uz*Ý
ÝI	source (�v^n	)�
�|���
�(�t±ÝCVSEbase deltaF)¬àCTM ¼¥�¸Æ�TÎàAnonymous CVS¼�W�©�.�Ñ@Ý
2]B*��¥±�!MÝ�®Ç��

23.4.¥¥¥±±±___ËËËEEEworldFFF
3?±FreeBSDÝsource treeÕt±�¡(P¡ÎFreeBSD-STABLE�FreeBSD-CURRENT��)�#ì¼µ
�|à9°source tree¼¥±_Ë�Ù�

���???nnn			3®�¢��®�G�Bÿ�.�Ù®n	Ý¥�PP6ú���Ñ¥±_ËworldÎ(©�bïZ�¼
î�®Ý�)×����Ý¯��¬�ýôÎ3Xp¹Ý�¨²�½ß3source tree��¢�Ýý0�ô��ºC
W�ÙP°�^�

�@-�
�®�8nn	�¬vW\bfixitÂnT�^�Ã�
��ÕGôà�Õ9°���¬H�Ï×Àf¯
¡1p�¼ÿ?Ï	

���ååå888nnnÝÝÝMailing List FreeBSD-STABLE|CFreeBSD-CURRENT5Y�Í²îµÎòy�s$ð�

FreeBSD®Q¤ÝôKÎß��«ôºÙý0�

b`Î9°ý0¬P�"�©Îº¯�Ù®ß±Ýý0Ê×���b`JÎlp���º0l���^Tjn�

ÙÝÐª(T?¶)�

uÂÕv«®Þ�ì�ýÞ
Eheads up(¥�)F��Ý*Õ8nÝmailing list�¬ýz½®ÞF|CºÅ(ø°
�Ù�3®Þ��X¡��ìýÞ
Eall clear(��X)F��ÝÎ�*�

uàÝÎFreeBSD-STABLETFreeBSD-CURRENT�Qê�å\FreeBSD-STABLE
L¡)
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-stable)TFreeBSD-CURRENT
L¡)
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-current)ÝD¡�£�ºÎ�0jì���

������àààmake world ×À\�Ý�Z�Kº�È1¸àmake world �9ø�º®Ä×°¥�M»��È©b3¯

á¼�
3®%���9���3��9óÝ�µì����Bàmake world ���;àì«+ÛÝ]P�

23.4.1.???±±±���ÙÙÙÝÝÝýýýããã]]]PPP

�>ù�ÙG�×���ãå/usr/src/UPDATING Z��|¡�buildworld�Gm�®ø°¯�T¥�¯
4�Q¡�àì�M»�

# make buildworld
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# make buildkernel

# make installkernel

# reboot

¥¥¥: 3KóÏµ���m��3buildworld M»�G�®mergemaster -p ���W��y¢`m�T�m��

�¢åUPDATING/Ý1��×�¼1�©��Î
�¬Ìr(major)ÝFreeBSDÌÍ>ù�µ�¯Ä9M»�

�Winstallkernel �¡�m�¥�^¬6Õsingle userÿP(Ü»�ô�|3loaderèîÐr¡«�
îboot -s )�#ì¼Æ��

# mergemaster -p

# make installworld

# mergemaster

# reboot

Read Further Explanations î�M»©ÎÜÃ
>ùÝ��1����u�z½¡�N×M»�LÍÎuk��

ÆCkernel'��µ?�å\ì«Ý/��

23.4.2.ååå\\\/usr/src/UPDATING

3®�¢¯��G���Ä�å\/usr/src/UPDATING (T3source code/v«ÝZ�)�9	Z�º¶Õ
��ÍÂÝ®Þ�T¼�£°ºÆ�Ý¼�5�
¢�A�¯^ ¨3ÝUPDATINGZ��9\Ýà�b�

M�ë;���£��|^ îÝUPDATING
ã�

¥¥¥���: Q��A!�GX����©êå\UPDATING¬����ã�mailing list�9ËïKÎ!�Ý���84
Ê�

23.4.3.lllããã/etc/make.conf

lã/usr/share/examples/etc/make.conf |C/etc/make.conf �Ï×	Z�ÛÎ×°�Ùï'Â��

Ä��I5K�Û�R¼�
Ý3¥±_Ë`�È¸à9°��.9°'��Õ/etc/make.conf ��¥�

3/etc/make.conf Ý�¢'�ôºÅ(ÕNg¸àmakeÝ���.h'�×°Ê)�
�ÙÝó4ºÎ

�ýÝ®°�

×�¸àï;ðº�/usr/share/examples/etc/make.conf �%CFLAGS|CNO_PROFILE�vÝ'�

Õ/etc/make.conf �¬�t8nÛ��B�

h²�ô�|��:Í�'�(COPTFLAGS�NOPORTDOCS��)�ÎÍÐ)�
Xm�
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23.4.4.???±±±/etc ///ÝÝÝ'''���jjj

3/etc ê�ºb�ÙÝ8n'�j�|C�^`Ý&4��@�script�b°script�FreeBSDÌÍÝ�!
�b°-²�

Í�b°'�jº3N^º®Ý�Ù�ôºàÕ�LÍÎ/etc/group �

b`Î3make installworld H�Ä���ºm���ñØ°©�òrTNà�3
�>ù�G�¸Æ�

�¬�D3�.h>ù`µºCW®Þ�b`Îmake buildworld º�lã9°XmÝòrTNàÎÍ�

bD3�

ÜÍ9øÝ»��	ÎØg>ù�¡Ä6±¦smmspòr�u¸àï$Î±¦�òrµ��W>ùE®Ý

��º3mtree(8)���ñ/var/spool/clientmqueue `sß´?�

�°Î3buildworld$ð�G��Æ�mergemaster(8)¬¤g-p ó4�¸ºfE£°Æ�buildworld

Tinstallworld Xm�n"'�j�u¯XàÝÎ\�)ÎYî-p Ýmergemaster ÌÍ�£�à#¸

àsource tree/Ý±ÌÇ��

# cd /usr/src/usr.sbin/mergemaster

# ./mergemaster.sh -p

èèèîîî: u
Î�Ær(paranoid)��|	ì«9ø��½lã�Ùîbø°jnòy�;(T�ÀtÝNà�

# find / -group GID -print

9º�îXbÐ)�0ÝGIDNà(�|ÎNà(Ì�TïÎNàÝóC�r)ÝXbjn�

23.4.5.666ðððÕÕÕSingle User ÿÿÿPPP


��º�3single userÿPì_Ë�Ù�tÝ�|��?"�W�²�H�Ä��Þº��&9¥�Ý�
Ùjn��ÀXb�Ùbinaries�libraries�includejn��u3º®�Ý�Ù(LÍb&9¸àï3àÝ`
Î)/?;9°jn�£�àÎ�0jìÝ®°�

¨×ËÿPÎ�3multi-userÿPì_Ë?�Ù�Q¡�6Õsingle userÿP�H��u
f´�K9Ë]
P�©m3build(_ËÄ�)�W�¡���Æ�ì«ÝM»Ç��×àÕ�6ðsingle userÿP`���Æ
�installkernel Tinstallworld Ç��

6ð
root�	Æ�

# shutdown now

9øµº�æÍÝmulti-userÿP6ðÕsingle userÿP�

th�²ô�|¥�^�#½3�^ó��óCEsingle userFó4�Ah×¼µº
ásingle userÿP�
Q¡3shellèîÐr�íá�

# fsck -p

# mount -u /

# mount -a -t ufs

# swapon -a
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9øº�lãjn�Ù�¬¥±Þ/ ;|�\¶ÝÿP,µ�|C/etc/fstab /X'�ÝÍ�UFSjn�
Ù�t¡@àswapÂ �

¥¥¥: uCMOS`ÖÎ'
	2` ��&GMT` (udate(1)¼�^�îÑ@Ý` �` )�£��m��íá
ì�¼��

# adjkerntz -i

9M»�|@-
Ý	2` '�ÎÍÑ@�ÍJ^¡ºCW×°®Þ�

23.4.6.ÉÉÉttt/usr/obj

3¥±_Ë�ÙÝÄ���_Ë��ºwÕ(ï'�µ) /usr/obj /�9�«Ýê�ºETÕ/usr/src Ý

ê��x�

B*9ê���|¯|¡Ýmake buildworld Ä�?"×°��v��¹|G_ËÝ��«¨3Ý��3

×RÝ8µýB�

�b°/usr/obj /Ýjn��º'���?�Ýflag(Þ;�¢åchflags(1))��Ä6�J*9°flag'��
��

# cd /usr/obj

# chflags -R noschg *
# rm -rf *

23.4.7.¥¥¥±±±___ËËËBase System

23.4.7.1.111ººº___ËËËÝÝÝSSS���

�ÈòW?êY�.Æ�make(1)̀ ®ßÝS�DR¼�9øubø\�ý�µºbý0G>ÝS��4Q
��9ø�¯���á¼A¢5�Îø\�Ý��¬u.¯®ÞB�ìÕFreeBSD8nÝmailing listµ�|
bß�|QR:Î§�×/¯��

t��Ý]ÎµÎàscript(1)¼��¬�î¢ó(¯�DwB�Ýjn�H�j()Ç��9M»T�3¥±
_Ë�Ù`µ�®�Q¡3�W_Ë¡íáexit Ç�Ò��

# script /var/tmp/mw.out

Script started, output file is /var/tmp/mw.out
# make TARGET

� compile, compile, compile �
# exit

Script done, �

EÝ��b×F��½.jnDÕ/tmp ê�/�.
¥�^�¡�9ê�/Ý��Kº�zè�f´��

Ý2]Î/var/tmp (Aî»Xî)TïÎroot Ý�ê��
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23.4.7.2.___ËËËBase System

´���6ðÕ/usr/src ê��

# cd /usr/src

(	Q�t&¯.source codewÕÍ�2]�uËÎ9ø�µ6ðÕ£Íê�Ç�)�

¸àmake(1)¼�¼¥±_Ëworld�9¼�º�Makefile j(9jº¶FreeBSDÝ�P�A¢¥±_Ë�|
ø°5�¼_Ë��)�\ã8n¼��

×�ì¼�Ý}PAì�

# make - x -DVARIABLE target

39Í»��- xÎ¯�F�make(1)Ýó4�Þ;1��¢åmake(1)1���«b8nP»1��

-DVARIABLE JÎ.�ó'�F�Makefile �9°�óº�×Makefile Ý�
�9°'�

�/etc/make.conf Ý�ó'�Î×ø�©Î¨×Ë'�]P���

# make -DNO_PROFILE target

î«Ý»�JÎ¨×Ë'�]P�ôµÎø°���9Í»��Ý�¤Î��_Ëprofiled libraries�[�µ
A!'�3/etc/make.conf Ý

NO_PROFILE= true # Avoid compiling profiled libraries

targetJÎ×åmake(1)���ø°�NÍMakefile Kº�L�!ÝEtargetsF�Q¡µ
X�Ýtargetµ
ºX�º�ø°�®�

Some targets are listed in theMakefile , but are not meant for you to run. Instead, they are used by thebuild process
to break out the steps necessary to rebuild the system into a number of sub-steps.

Most of the time you will not need to pass any parameters to make(1), and so your command like will look like this:

# make target

Wheretarget will be one of many build options. The first target should always bebuildworld .

As the names imply,buildworld builds a complete new tree under/usr/obj , andinstallworld , another target,
installs this tree on the current machine.

Having separate options is very useful for two reasons. First, it allows you to do the build safe in the knowledge that
no components of your running system will be affected. The build isEself hostedF. Because of this, you can safely
runbuildworld on a machine running in multi-user mode with no fear of ill-effects. It is still recommended that
you run theinstallworld part in single user mode, though.

Secondly, it allows you to use NFS mounts to upgrade multiplemachines on your network. If you have three
machines,A, B andC that you want to upgrade, runmake buildworld andmake installworld on A. B andC

should then NFS mount/usr/src and/usr/obj from A, and you can then runmake installworld to install the
results of the build onB andC.

Although theworld target still exists, you are strongly encouraged not to use it.

Run

# make buildworld
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It is possible to specify a-j option tomake which will cause it to spawn several simultaneous processes. This is
most useful on multi-CPU machines. However, since much of the compiling process is IO bound rather than CPU
bound it is also useful on single CPU machines.

On a typical single-CPU machine you would run:

# make -j4 buildworld

make(1) will then have up to 4 processes running at any one time. Empirical evidence posted to the mailing lists
shows this generally gives the best performance benefit.

If you have a multi-CPU machine and you are using an SMP configured kernel try values between 6 and 10 and see
how they speed things up.

23.4.7.3. Timings

Many factors influence the build time, but fairly recent machines may only take a one or two hours to build the
FreeBSD-STABLE tree, with no tricks or shortcuts used during the process. A FreeBSD-CURRENT tree will take
somewhat longer.

23.4.8. Compile and Install a New Kernel

To take full advantage of your new system you should recompile the kernel. This is practically a necessity, as certain
memory structures may have changed, and programs like ps(1)and top(1) will fail to work until the kernel and
source code versions are the same.

The simplest, safest way to do this is to build and install a kernel based onGENERIC. While GENERICmay not have
all the necessary devices for your system, it should containeverything necessary to boot your system back to single
user mode. This is a good test that the new system works properly. After booting fromGENERICand verifying that
your system works you can then build a new kernel based on yournormal kernel configuration file.

On FreeBSD it is important tobuild worldbefore building a new kernel.

¥¥¥: If you want to build a custom kernel, and already have a configuration file, just use KERNCONF=MYKERNEL like
this:

# cd /usr/src

# make buildkernel KERNCONF= MYKERNEL

# make installkernel KERNCONF= MYKERNEL

Note that if you have raisedkern.securelevel above 1andyou have set either thenoschg or similar flags to
your kernel binary, you might find it necessary to drop into single user mode to useinstallkernel . Otherwise you
should be able to run both these commands from multi user modewithout problems. See init(8) for details about
kern.securelevel and chflags(1) for details about the various file flags.
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23.4.9. Reboot into Single User Mode

You should reboot into single user mode to test the new kernelworks. Do this by following the instructions in
µÚ 23.4.5;.

23.4.10. Install the New System Binaries

If you were building a version of FreeBSD recent enough to have usedmake buildworld then you should now use
installworld to install the new system binaries.

Run

# cd /usr/src

# make installworld

¥¥¥: If you specified variables on the make buildworld command line, you must specify the same variables in the
make installworld command line. This does not necessarily hold true for other options; for example, -j must
never be used with installworld .

For example, if you ran:

# make -DNO_PROFILE buildworld

you must install the results with:

# make -DNO_PROFILE installworld

otherwise it would try to install profiled libraries that had not been built during the make buildworld phase.

23.4.11. Update Files Not Updated by make installworld

Remaking the world will not update certain directories (in particular,/etc , /var and/usr ) with new or changed
configuration files.

The simplest way to update these files is to use mergemaster(8), though it is possible to do it manually if you would
prefer to do that. Regardless of which way you choose, be sureto make a backup of/etc in case anything goes
wrong.

23.4.11.1. mergemaster

Contributed by Tom Rhodes.

The mergemaster(8) utility is a Bourne script that will aid you in determining the differences between your
configuration files in/etc , and the configuration files in the source tree/usr/src/etc . This is the recommended
solution for keeping the system configuration files up to datewith those located in the source tree.

To begin simply typemergemaster at your prompt, and watch it start going.mergemaster will then build a
temporary root environment, from/ down, and populate it with various system configuration files. Those files are
then compared to the ones currently installed in your system. At this point, files that differ will be shown in diff(1)
format, with the+ sign representing added or modified lines, and- representing lines that will be either removed
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completely, or replaced with a new line. See the diff(1) manual page for more information about the diff(1) syntax
and how file differences are shown.

mergemaster(8) will then show you each file that displays variances, and at this point you will have the option of
either deleting the new file (referred to as the temporary file), installing the temporary file in its unmodified state,
merging the temporary file with the currently installed file,or viewing the diff(1) results again.

Choosing to delete the temporary file will tell mergemaster(8) that we wish to keep our current file unchanged, and to
delete the new version. This option is not recommended, unless you see no reason to change the current file. You can
get help at any time by typing? at the mergemaster(8) prompt. If the user chooses to skip a file, it will be presented
again after all other files have been dealt with.

Choosing to install the unmodified temporary file will replace the current file with the new one. For most unmodified
files, this is the best option.

Choosing to merge the file will present you with a text editor,and the contents of both files. You can now merge them
by reviewing both files side by side on the screen, and choosing parts from both to create a finished product. When
the files are compared side by side, thel key will select the left contents and ther key will select contents from your
right. The final output will be a file consisting of both parts,which can then be installed. This option is customarily
used for files where settings have been modified by the user.

Choosing to view the diff(1) results again will show you the file differences just like mergemaster(8) did before
prompting you for an option.

After mergemaster(8) is done with the system files you will beprompted for other options. mergemaster(8) may ask
if you want to rebuild the password file and will finish up with an option to remove left-over temporary files.

23.4.11.2. Manual Update

If you wish to do the update manually, however, you cannot just copy over the files from/usr/src/etc to /etc

and have it work. Some of these files must beEinstalledF first. This is because the/usr/src/etc directoryis not
a copy of what your/etc directory should look like. In addition, there are files thatshould be in/etc that are not in
/usr/src/etc .

If you are using mergemaster(8) (as recommended), you can skip forward to thenext section.

The simplest way to do this by hand is to install the files into anew directory, and then work through them looking
for differences.

Backup Your Existing /etc Although, in theory, nothing is going to touch this directory automatically, it is always
better to be sure. So copy your existing /etc directory somewhere safe. Something like:

# cp -Rp /etc /etc.old

-R does a recursive copy, -p preserves times, ownerships on files and suchlike.

You need to build a dummy set of directories to install the new/etc and other files into./var/tmp/root is a
reasonable choice, and there are a number of subdirectoriesrequired under this as well.

# mkdir /var/tmp/root

# cd /usr/src/etc

# make DESTDIR=/var/tmp/root distrib-dirs distribution
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This will build the necessary directory structure and install the files. A lot of the subdirectories that have been created
under/var/tmp/root are empty and should be deleted. The simplest way to do this isto:

# cd /var/tmp/root

# find -d . -type d | xargs rmdir 2>/dev/null

This will remove all empty directories. (Standard error is redirected to/dev/null to prevent the warnings about the
directories that are not empty.)

/var/tmp/root now contains all the files that should be placed in appropriate locations below/ . You now have to
go through each of these files, determining how they differ with your existing files.

Note that some of the files that will have been installed in/var/tmp/root have a leadingE.F. At the time of
writing the only files like this are shell startup files in/var/tmp/root/ and/var/tmp/root/root/ , although
there may be others (depending on when you are reading this).Make sure you usels -a to catch them.

The simplest way to do this is to use diff(1) to compare the twofiles:

# diff /etc/shells /var/tmp/root/etc/shells

This will show you the differences between your/etc/shells file and the new/var/tmp/root/etc/shells

file. Use these to decide whether to merge in changes that you have made or whether to copy over your old file.

Name the New Root Directory ( /var/tmp/root ) with a Time Stamp, so You Can Easily Compare
Differences Between Versions: Frequently rebuilding the world means that you have to update /etc frequently
as well, which can be a bit of a chore.

You can speed this process up by keeping a copy of the last set of changed files that you merged into /etc . The
following procedure gives one idea of how to do this.

1. Make the world as normal. When you want to update /etc and the other directories, give the target directory
a name based on the current date. If you were doing this on the 14th of February 1998 you could do the
following:

# mkdir /var/tmp/root-19980214

# cd /usr/src/etc

# make DESTDIR=/var/tmp/root-19980214 \

distrib-dirs distribution

2. Merge in the changes from this directory as outlined above.

Do not remove the /var/tmp/root-19980214 directory when you have finished.

3. When you have downloaded the latest version of the source and remade it, follow step 1. This will give you a
new directory, which might be called /var/tmp/root-19980221 (if you wait a week between doing updates).

4. You can now see the differences that have been made in the intervening week using diff(1) to create a
recursive diff between the two directories:

# cd /var/tmp

# diff -r root-19980214 root-19980221

Typically, this will be a much smaller set of differences than those between /var/tmp/root-19980221/etc

and /etc . Because the set of differences is smaller, it is easier to migrate those changes across into your
/etc directory.

5. You can now remove the older of the two /var/tmp/root- * directories:

# rm -rf /var/tmp/root-19980214
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6. Repeat this process every time you need to merge in changes to /etc .

You can use date(1) to automate the generation of the directory names:

# mkdir /var/tmp/root-‘date "+%Y%m%d"‘

23.4.12. Rebooting

You are now done. After you have verified that everything appears to be in the right place you can reboot the system.
A simple shutdown(8) should do it:

# shutdown -r now

23.4.13. Finished

You should now have successfully upgraded your FreeBSD system. Congratulations.

If things went slightly wrong, it is easy to rebuild a particular piece of the system. For example, if you accidentally
deleted/etc/magic as part of the upgrade or merge of/etc , the file(1) command will stop working. In this case,
the fix would be to run:

# cd /usr/src/usr.bin/file

# make all install

23.4.14. Questions

1. Do I need to re-make the world for every change?

There is no easy answer to this one, as it depends on the natureof the change. For example, if you just ranCVSup,
and it has shown the following files as being updated:

src/games/cribbage/instr.c

src/games/sail/pl_main.c

src/release/sysinstall/config.c

src/release/sysinstall/media.c

src/share/mk/bsd.port.mk

it probably is not worth rebuilding the entire world. You could just go to the appropriate sub-directories andmake

all install , and that’s about it. But if something major changed, for examplesrc/lib/libc/stdlib then you
should either re-make the world, or at least those parts of itthat are statically linked (as well as anything else you
might have added that is statically linked).

At the end of the day, it is your call. You might be happy re-making the world every fortnight say, and let changes
accumulate over that fortnight. Or you might want to re-makejust those things that have changed, and be confident
you can spot all the dependencies.
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And, of course, this all depends on how often you want to upgrade, and whether you are tracking FreeBSD-STABLE
or FreeBSD-CURRENT.

2. My compile failed with lots of signal 11 (or other signal number) errors. What has happened?

This is normally indicative of hardware problems. (Re)making the world is an effective way to stress test your
hardware, and will frequently throw up memory problems. These normally manifest themselves as the compiler
mysteriously dying on receipt of strange signals.

A sure indicator of this is if you can restart the make and it dies at a different point in the process.

In this instance there is little you can do except start swapping around the components in your machine to determine
which one is failing.

3. Can I remove/usr/obj when I have finished?

The short answer is yes.

/usr/obj contains all the object files that were produced during the compilation phase. Normally, one of the first
steps in themake buildworld process is to remove this directory and start afresh. In thiscase, keeping/usr/obj

around after you have finished makes little sense, and will free up a large chunk of disk space (currently about
340 MB).

However, if you know what you are doing you can havemake buildworld skip this step. This will make
subsequent builds run much faster, since most of sources will not need to be recompiled. The flip side of this is that
subtle dependency problems can creep in, causing your buildto fail in odd ways. This frequently generates noise on
the FreeBSD mailing lists, when one person complains that their build has failed, not realizing that it is because they
have tried to cut corners.

4. Can interrupted builds be resumed?

This depends on how far through the process you got before youfound a problem.

In general(and this is not a hard and fast rule) themake buildworld process builds new copies of essential tools
(such as gcc(1), and make(1)) and the system libraries. These tools and libraries are then installed. The new tools and
libraries are then used to rebuild themselves, and are installed again. The entire system (now including regular user
programs, such as ls(1) or grep(1)) is then rebuilt with the new system files.

If you are at the last stage, and you know it (because you have looked through the output that you were storing) then
you can (fairly safely) do:

� fix the problem �
# cd /usr/src

# make -DNO_CLEAN all

This will not undo the work of the previousmake buildworld .

If you see the message:

--------------------------------------------------- -----------
Building everything..
--------------------------------------------------- -----------
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in themake buildworld output then it is probably fairly safe to do so.

If you do not see that message, or you are not sure, then it is always better to be safe than sorry, and restart the build
from scratch.

5. How can I speed up making the world?

�Run in single user mode.

�Put the/usr/src and/usr/obj directories on separate file systems held on separate disks.If possible, put these
disks on separate disk controllers.

�Better still, put these file systems across multiple disks using the ccd(4) (concatenated disk driver) device.

� Turn off profiling (setENO_PROFILE=trueF in /etc/make.conf ). You almost certainly do not need it.

�Also in /etc/make.conf , setCFLAGSto something like-O -pipe . The optimization-O2 is much slower, and
the optimization difference between-O and-O2 is normally negligible.-pipe lets the compiler use pipes rather
than temporary files for communication, which saves disk access (at the expense of memory).

�Pass the-j n option to make(1) to run multiple processes in parallel. This usually helps regardless of whether you
have a single or a multi processor machine.

� The file system holding/usr/src can be mounted (or remounted) with thenoatime option. This prevents the
file system from recording the file access time. You probably do not need this information anyway.

# mount -u -o noatime /usr/src

ÊÊÊ×××The example assumes /usr/src is on its own file system. If it is not (if it is a part of /usr for example)
then you will need to use that file system mount point, and not /usr/src .

� The file system holding/usr/obj can be mounted (or remounted) with theasync option. This causes disk writes
to happen asynchronously. In other words, the write completes immediately, and the data is written to the disk a
few seconds later. This allows writes to be clustered together, and can be a dramatic performance boost.

ÊÊÊ×××Keep in mind that this option makes your file system more fragile. With this option there is an increased
chance that, should power fail, the file system will be in an unrecoverable state when the machine restarts.

If /usr/obj is the only thing on this file system then it is not a problem. If you have other, valuable data on the
same file system then ensure your backups are fresh before you enable this option.

# mount -u -o async /usr/obj

ÊÊÊ×××As above, if /usr/obj is not on its own file system, replace it in the example with the name of the
appropriate mount point.

536



a23.?±�>ùFreeBSD

6. What do I do if something goes wrong?

Make absolutely sure your environment has no extraneous cruft from earlier builds. This is simple enough.

# chflags -R noschg /usr/obj/usr

# rm -rf /usr/obj/usr

# cd /usr/src

# make cleandir

# make cleandir

Yes,make cleandir really should be run twice.

Then restart the whole process, starting withmake buildworld .

If you still have problems, send the error and the output ofuname -a to FreeBSD general questions
L¡)
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions). Be prepared to answer other questions about your
setup!

23.5. Tracking for Multiple Machines
Contributed by Mike Meyer.

If you have multiple machines that you want to track the same source tree, then having all of them download sources
and rebuild everything seems like a waste of resources: diskspace, network bandwidth, and CPU cycles. It is, and the
solution is to have one machine do most of the work, while the rest of the machines mount that work via NFS. This
section outlines a method of doing so.

23.5.1. Preliminaries

First, identify a set of machines that is going to run the sameset of binaries, which we will call abuild set. Each
machine can have a custom kernel, but they will be running thesame userland binaries. From that set, choose a
machine to be thebuild machine. It is going to be the machine that the world and kernel are built on. Ideally, it
should be a fast machine that has sufficient spare CPU to runmake buildworld andmake buildkernel . You
will also want to choose a machine to be thetest machine, which will test software updates before they are put into
production. Thismustbe a machine that you can afford to have down for an extended period of time. It can be the
build machine, but need not be.

All the machines in this build set need to mount/usr/obj and/usr/src from the same machine, and at the same
point. Ideally, those are on two different drives on the build machine, but they can be NFS mounted on that machine
as well. If you have multiple build sets,/usr/src should be on one build machine, and NFS mounted on the rest.

Finally make sure that/etc/make.conf on all the machines in the build set agrees with the build machine. That
means that the build machine must build all the parts of the base system that any machine in the build set is going to
install. Also, each build machine should have its kernel name set withKERNCONFin /etc/make.conf , and the build
machine should list them all inKERNCONF, listing its own kernel first. The build machine must have thekernel
configuration files for each machine in/usr/src/sys/ arch/conf if it is going to build their kernels.
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23.5.2. The Base System

Now that all that is done, you are ready to build everything. Build the kernel and world as described in
µÚ 23.4.7.2; on the build machine, but do not install anything. After the build has finished, go to the test machine,
and install the kernel you just built. If this machine mounts/usr/src and/usr/obj via NFS, when you reboot to
single user you will need to enable the network and mount them. The easiest way to do this is to boot to multi-user,
then runshutdown now to go to single user mode. Once there, you can install the new kernel and world and run
mergemaster just as you normally would. When done, reboot to return to normal multi-user operations for this
machine.

After you are certain that everything on the test machine is working properly, use the same procedure to install the
new software on each of the other machines in the build set.

23.5.3. Ports

The same ideas can be used for the ports tree. The first critical step is mounting/usr/ports from the same machine
to all the machines in the build set. You can then set up/etc/make.conf properly to share distfiles. You should set
DISTDIR to a common shared directory that is writable by whichever user root is mapped to by your NFS mounts.
Each machine should setWRKDIRPREFIXto a local build directory. Finally, if you are going to be building and
distributing packages, you should setPACKAGESto a directory similar toDISTDIR .
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aaa24. Serial Communications

24.1. Synopsis
UNIX has always had support for serial communications. In fact, the very first UNIX machines relied on serial lines
for user input and output. Things have changed a lot from the days when the averageEterminalF consisted of a
10-character-per-second serial printer and a keyboard. This chapter will cover some of the ways in which FreeBSD
uses serial communications.

After reading this chapter, you will know:

�How to connect terminals to your FreeBSD system.

�How to use a modem to dial out to remote hosts.

�How to allow remote users to login to your system with a modem.

�How to boot your system from a serial console.

Before reading this chapter, you should:

�Know how to configure and install a new kernel (µÚ 8a).

�Understand UNIX permissions and processes (µÚ 3a).

�Have access to the technical manual for the serial hardware (modem or multi-port card) that you would like to use
with FreeBSD.

24.2. Introduction

24.2.1. Terminology

bps

Bits per Second�the rate at which data is transmitted

DTE

Data Terminal Equipment�for example, your computer

DCE

Data Communications Equipment�your modem

RS-232

EIA standard for hardware serial communications
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When talking about communications data rates, this sectiondoes not use the termEbaudF. Baud refers to the
number of electrical state transitions that may be made in a period of time, whileEbpsF (bits per second) is the
correct term to use (at least it does not seem to bother the curmudgeons quite as much).

24.2.2. Cables and Ports

To connect a modem or terminal to your FreeBSD system, you will need a serial port on your computer and the
proper cable to connect to your serial device. If you are already familiar with your hardware and the cable it requires,
you can safely skip this section.

24.2.2.1. Cables

There are several different kinds of serial cables. The two most common types for our purposes are null-modem
cables and standard (EstraightF) RS-232 cables. The documentation for your hardware shoulddescribe the type of
cable required.

24.2.2.1.1. Null-modem Cables

A null-modem cable passes some signals, such asESignal GroundF, straight through, but switches other signals.
For example, theETransmitted DataF pin on one end goes to theEReceived DataF pin on the other end.

You can also construct your own null-modem cable for use withterminals (e.g., for quality purposes). This table
shows the RS-232Csignalsand the pin numbers on a DB-25 connector. Note that the standard also calls for a
straight-through pin 1 to pin 1Protective Groundline, but it is often omitted. Some terminals work OK using only
pins 2, 3 and 7, while others require different configurations than the examples shown below.

���}}}24-1. DB-25 to DB-25 Null-Modem Cable

Signal Pin # Pin # Signal

SG 7 connects to 7 SG

TD 2 connects to 3 RD

RD 3 connects to 2 TD

RTS 4 connects to 5 CTS

CTS 5 connects to 4 RTS

DTR 20 connects to 6 DSR

DTR 20 connects to 8 DCD

DSR 6 connects to 20 DTR

DCD 8 connects to 20 DTR

Here are two other schemes more common nowadays.

���}}}24-2. DB-9 to DB-9 Null-Modem Cable

Signal Pin # Pin # Signal

RD 2 connects to 3 TD

TD 3 connects to 2 RD

DTR 4 connects to 6 DSR
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Signal Pin # Pin # Signal

DTR 4 connects to 1 DCD

SG 5 connects to 5 SG

DSR 6 connects to 4 DTR

DCD 1 connects to 4 DTR

RTS 7 connects to 8 CTS

CTS 8 connects to 7 RTS

���}}}24-3. DB-9 to DB-25 Null-Modem Cable

Signal Pin # Pin # Signal

RD 2 connects to 2 TD

TD 3 connects to 3 RD

DTR 4 connects to 6 DSR

DTR 4 connects to 8 DCD

SG 5 connects to 7 SG

DSR 6 connects to 20 DTR

DCD 1 connects to 20 DTR

RTS 7 connects to 5 CTS

CTS 8 connects to 4 RTS

¥¥¥: When one pin at one end connects to a pair of pins at the other end, it is usually implemented with one short
wire between the pair of pins in their connector and a long wire to the other single pin.

The above designs seems to be the most popular. In another variation (explained in the bookRS-232 Made Easy) SG
connects to SG, TD connects to RD, RTS and CTS connect to DCD, DTR connects to DSR, and vice-versa.

24.2.2.1.2. Standard RS-232C Cables

A standard serial cable passes all of the RS-232C signals straight through. That is, theETransmitted DataF pin on
one end of the cable goes to theETransmitted DataF pin on the other end. This is the type of cable to use to
connect a modem to your FreeBSD system, and is also appropriate for some terminals.

24.2.2.2. Ports

Serial ports are the devices through which data is transferred between the FreeBSD host computer and the terminal.
This section describes the kinds of ports that exist and how they are addressed in FreeBSD.

24.2.2.2.1. Kinds of Ports

Several kinds of serial ports exist. Before you purchase or construct a cable, you need to make sure it will fit the ports
on your terminal and on the FreeBSD system.
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Most terminals will have DB-25 ports. Personal computers, including PCs running FreeBSD, will have DB-25 or
DB-9 ports. If you have a multiport serial card for your PC, you may have RJ-12 or RJ-45 ports.

See the documentation that accompanied the hardware for specifications on the kind of port in use. A visual
inspection of the port often works too.

24.2.2.2.2. Port Names

In FreeBSD, you access each serial port through an entry in the /dev directory. There are two different kinds of
entries:

�Call-in ports are named/dev/ttyd N whereN is the port number, starting from zero. Generally, you use the
call-in port for terminals. Call-in ports require that the serial line assert the data carrier detect (DCD) signal to
work correctly.

�Call-out ports are named/dev/cuad N . You usually do not use the call-out port for terminals, justfor modems.
You may use the call-out port if the serial cable or the terminal does not support the carrier detect signal.

¥¥¥: Call-out ports are named /dev/cuaa N in FreeBSD 5.X and older.

If you have connected a terminal to the first serial port (COM1in MS-DOS), then you will use/dev/ttyd0 to refer
to the terminal. If the terminal is on the second serial port (also known asCOM2), use/dev/ttyd1 , and so forth.

24.2.3. Kernel Configuration

FreeBSD supports four serial ports by default. In the MS-DOSworld, these are known asCOM1, COM2, COM3, and
COM4. FreeBSD currently supportsEdumbFmultiport serial interface cards, such as the BocaBoard 1008 and
2016, as well as more intelligent multi-port cards such as those made by Digiboard and Stallion Technologies.
However, the default kernel only looks for the standard COM ports.

To see if your kernel recognizes any of your serial ports, watch for messages while the kernel is booting, or use the
/sbin/dmesg command to replay the kernel’s boot messages. In particular, look for messages that start with the
characterssio .

èèèîîî: To view just the messages that have the word sio , use the command:

# /sbin/dmesg | grep ’sio’

For example, on a system with four serial ports, these are theserial-port specific kernel boot messages:

sio0 at 0x3f8-0x3ff irq 4 on isa
sio0: type 16550A
sio1 at 0x2f8-0x2ff irq 3 on isa
sio1: type 16550A
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sio2 at 0x3e8-0x3ef irq 5 on isa
sio2: type 16550A
sio3 at 0x2e8-0x2ef irq 9 on isa
sio3: type 16550A

If your kernel does not recognize all of your serial ports, you will probably need to configure your kernel in the
/boot/device.hints file. You can also comment-out or completely remove lines fordevices you do not have.

On FreeBSD 4.X you have to edit your kernel configuration file.For detailed information on configuring your kernel,
please seeµÚ 8a. The relevant device lines would look like this:

device sio0 at isa? port IO_COM1 irq 4
device sio1 at isa? port IO_COM2 irq 3
device sio2 at isa? port IO_COM3 irq 5
device sio3 at isa? port IO_COM4 irq 9

Please refer to the sio(4) manual page for more information on serial ports and multiport boards configuration. Be
careful if you are using a configuration file that was previously used for a different version of FreeBSD because the
device flags and the syntax have changed between versions.

¥¥¥: port IO_COM1 is a substitution for port 0x3f8 , IO_COM2is 0x2f8 , IO_COM3is 0x3e8 , and IO_COM4is 0x2e8 ,
which are fairly common port addresses for their respective serial ports; interrupts 4, 3, 5, and 9 are fairly
common interrupt request lines. Also note that regular serial ports cannot share interrupts on ISA-bus PCs
(multiport boards have on-board electronics that allow all the 16550A’s on the board to share one or two interrupt
request lines).

24.2.4. Device Special Files

Most devices in the kernel are accessed throughEdevice special filesF, which are located in the/dev directory.
Thesio devices are accessed through the/dev/ttyd N (dial-in) and/dev/cuad N (call-out) devices. FreeBSD also
provides initialization devices (/dev/ttyd N .init and/dev/cuad N .init on FreeBSD 6.X,/dev/ttyid N and
/dev/cuaid N on FreeBSD 5.X and older) and locking devices (/dev/ttyd N .lock and/dev/cuad N .lock on
FreeBSD 6.X,/dev/ttyld N and/dev/cuald N on FreeBSD 5.X and older). The initialization devices are used to
initialize communications port parameters each time a portis opened, such ascrtscts for modems which use
RTS/CTS signaling for flow control. The locking devices are used to lock flags on ports to prevent users or programs
changing certain parameters; see the manual pages termios(4), sio(4), and stty(1) for information on the terminal
settings, locking and initializing devices, and setting terminal options, respectively.

24.2.4.1. Making Device Special Files

¥¥¥: FreeBSD 5.0 includes the devfs(5) filesystem which automatically creates device nodes as needed. If you are
running a version of FreeBSD with devfs enabled then you can safely skip this section.

A shell script calledMAKEDEVin the/dev directory manages the device special files. To useMAKEDEVto make
dial-up device special files forCOM1(port 0),cd to /dev and issue the commandMAKEDEV ttyd0 . Likewise, to
make dial-up device special files forCOM2(port 1), useMAKEDEV ttyd1 .

544



a24. Serial Communications

MAKEDEVnot only creates the/dev/ttyd N device special files, but also the/dev/cuaa N , /dev/cuaia N ,
/dev/cuala N , /dev/ttyld N , and/dev/ttyid N nodes.

After making new device special files, be sure to check the permissions on the files (especially the/dev/cua * files)
to make sure that only users who should have access to those device special files can read and write on them�you
probably do not want to allow your average user to use your modems to dial-out. The default permissions on the
/dev/cua * files should be sufficient:

crw-rw---- 1 uucp dialer 28, 129 Feb 15 14:38 /dev/cuaa1
crw-rw---- 1 uucp dialer 28, 161 Feb 15 14:38 /dev/cuaia1
crw-rw---- 1 uucp dialer 28, 193 Feb 15 14:38 /dev/cuala1

These permissions allow the useruucp and users in the groupdialer to use the call-out devices.

24.2.5. Serial Port Configuration

Thettyd N (or cuad N) device is the regular device you will want to open for your applications. When a process
opens the device, it will have a default set of terminal I/O settings. You can see these settings with the command

# stty -a -f /dev/ttyd1

When you change the settings to this device, the settings arein effect until the device is closed. When it is reopened,
it goes back to the default set. To make changes to the defaultset, you can open and adjust the settings of theEinitial
stateF device. For example, to turn onCLOCALmode, 8 bit communication, andXON/XOFFflow control by default
for ttyd5 , type:

# stty -f /dev/ttyd5.init clocal cs8 ixon ixoff

System-wide initialization of the serial devices is controlled in /etc/rc.d/serial . This file affects the default
settings of serial devices.

¥¥¥: On FreeBSD 4.X, system-wide initialization of the serial devices is controlled in /etc/rc.serial .

To prevent certain settings from being changed by an application, make adjustments to theElock stateF device. For
example, to lock the speed ofttyd5 to 57600 bps, type:

# stty -f /dev/ttyd5.lock 57600

Now, an application that opensttyd5 and tries to change the speed of the port will be stuck with 57600 bps.

Naturally, you should make the initial state and lock state devices writable only by theroot account.

24.3. Terminals
Contributed by Sean Kelly.

Terminals provide a convenient and low-cost way to access your FreeBSD system when you are not at the
computer’s console or on a connected network. This section describes how to use terminals with FreeBSD.
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24.3.1. Uses and Types of Terminals

The original UNIX systems did not have consoles. Instead, people logged in and ran programs through terminals that
were connected to the computer’s serial ports. It is quite similar to using a modem and terminal software to dial into
a remote system to do text-only work.

Today’s PCs have consoles capable of high quality graphics,but the ability to establish a login session on a serial
port still exists in nearly every UNIX style operating system today; FreeBSD is no exception. By using a terminal
attached to an unused serial port, you can log in and run any text program that you would normally run on the
console or in anxterm window in the X Window System.

For the business user, you can attach many terminals to a FreeBSD system and place them on your employees’
desktops. For a home user, a spare computer such as an older IBM PC or a Macintosh can be a terminal wired into a
more powerful computer running FreeBSD. You can turn what might otherwise be a single-user computer into a
powerful multiple user system.

For FreeBSD, there are three kinds of terminals:

�Dumb terminals

�PCs acting as terminals

�X terminals

The remaining subsections describe each kind.

24.3.1.1. Dumb Terminals

Dumb terminals are specialized pieces of hardware that let you connect to computers over serial lines. They are
calledEdumbF because they have only enough computational power to display, send, and receive text. You cannot
run any programs on them. It is the computer to which you connect them that has all the power to run text editors,
compilers, email, games, and so forth.

There are hundreds of kinds of dumb terminals made by many manufacturers, including Digital Equipment
Corporation’s VT-100 and Wyse’s WY-75. Just about any kind will work with FreeBSD. Some high-end terminals
can even display graphics, but only certain software packages can take advantage of these advanced features.

Dumb terminals are popular in work environments where workers do not need access to graphical applications such
as those provided by the X Window System.

24.3.1.2. PCs Acting as Terminals

If a dumb terminalhas just enough ability to display, send, and receive text, then certainly any spare personal
computer can be a dumb terminal. All you need is the proper cable and someterminal emulationsoftware to run on
the computer.

Such a configuration is popular in homes. For example, if yourspouse is busy working on your FreeBSD system’s
console, you can do some text-only work at the same time from aless powerful personal computer hooked up as a
terminal to the FreeBSD system.
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24.3.1.3. X Terminals

X terminals are the most sophisticated kind of terminal available. Instead of connecting to a serial port, they usually
connect to a network like Ethernet. Instead of being relegated to text-only applications, they can display any X
application.

We introduce X terminals just for the sake of completeness. However, this chapter doesnot cover setup,
configuration, or use of X terminals.

24.3.2. Configuration

This section describes what you need to configure on your FreeBSD system to enable a login session on a terminal. It
assumes you have already configured your kernel to support the serial port to which the terminal is connected�and
that you have connected it.

Recall fromµÚ 12a that theinit process is responsible for all process control and initialization at system startup.
One of the tasks performed byinit is to read the/etc/ttys file and start agetty process on the available
terminals. Thegetty process is responsible for reading a login name and startingthe login program.

Thus, to configure terminals for your FreeBSD system the following steps should be taken asroot :

1. Add a line to/etc/ttys for the entry in the/dev directory for the serial port if it is not already there.

2. Specify that/usr/libexec/getty be run on the port, and specify the appropriategetty type from the
/etc/gettytab file.

3. Specify the default terminal type.

4. Set the port toEon.F

5. Specify whether the port should beEsecure.F

6. Forceinit to reread the/etc/ttys file.

As an optional step, you may wish to create a customgetty type for use in step 2 by making an entry in
/etc/gettytab . This chapter does not explain how to do so; you are encouraged to see the gettytab(5) and the
getty(8) manual pages for more information.

24.3.2.1. Adding an Entry to /etc/ttys

The/etc/ttys file lists all of the ports on your FreeBSD system where you want to allow logins. For example, the
first virtual consolettyv0 has an entry in this file. You can log in on the console using this entry. This file also
contains entries for the other virtual consoles, serial ports, and pseudo-ttys. For a hardwired terminal, just list the
serial port’s/dev entry without the/dev part (for example,/dev/ttyv0 would be listed asttyv0 ).

A default FreeBSD install includes an/etc/ttys file with support for the first four serial ports:ttyd0 through
ttyd3 . If you are attaching a terminal to one of those ports, you do not need to add another entry.

PPP»»»24-1. Adding Terminal Entries to /etc/ttys

Suppose we would like to connect two terminals to the system:a Wyse-50 and an old 286 IBM PC running
Procomm terminal software emulating a VT-100 terminal. We connect the Wyse to the second serial port and the
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286 to the sixth serial port (a port on a multiport serial card). The corresponding entries in the/etc/ttys file would
look like this:

ttyd1 ➊ "/usr/libexec/getty std.38400" ➋ wy50➌ on➍ insecure ➎

ttyd5 "/usr/libexec/getty std.19200" vt100 on insecure

➊ The first field normally specifies the name of the terminal special file as it is found in/dev .

➋ The second field is the command to execute for this line, whichis usually getty(8).getty initializes and opens
the line, sets the speed, prompts for a user name and then executes the login(1) program.

Thegetty program accepts one (optional) parameter on its command line, thegetty type. Agetty type
configures characteristics on the terminal line, like bps rate and parity. Thegetty program reads these
characteristics from the file/etc/gettytab .

The file /etc/gettytab contains lots of entries for terminal lines both old and new.In almost all cases, the
entries that start with the textstd will work for hardwired terminals. These entries ignore parity. There is astd

entry for each bps rate from 110 to 115200. Of course, you can add your own entries to this file. The gettytab(5)
manual page provides more information.

When setting thegetty type in the/etc/ttys file, make sure that the communications settings on the
terminal match.

For our example, the Wyse-50 uses no parity and connects at 38400 bps. The 286 PC uses no parity and
connects at 19200 bps.

➌ The third field is the type of terminal usually connected to that tty line. For dial-up ports,unknown or dialup is
typically used in this field since users may dial up with practically any type of terminal or software. For
hardwired terminals, the terminal type does not change, so you can put a real terminal type from the termcap(5)
database file in this field.

For our example, the Wyse-50 uses the real terminal type while the 286 PC runningProcommwill be set to
emulate at VT-100.

➍ The fourth field specifies if the port should be enabled. Putting on here will have theinit process start the
program in the second field,getty . If you putoff in this field, there will be nogetty , and hence no logins on
the port.

➎ The final field is used to specify whether the port is secure. Marking a port as secure means that you trust it
enough to allow theroot account (or any account with a user ID of 0) to login from that port. Insecure ports do
not allowroot logins. On an insecure port, users must login from unprivileged accounts and then use su(1) or a
similar mechanism to gain superuser privileges.

It is highly recommended that you useEinsecureF even for terminals that are behind locked doors. It is quite
easy to login and usesu if you need superuser privileges.

24.3.2.2. Force init to Reread /etc/ttys

After making the necessary changes to the/etc/ttys file you should send a SIGHUP (hangup) signal to theinit

process to force it to re-read its configuration file. For example:

# kill -HUP 1
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¥¥¥: init is always the first process run on a system, therefore it will always have PID 1.

If everything is set up correctly, all cables are in place, and the terminals are powered up, then agetty process
should be running on each terminal and you should see login prompts on your terminals at this point.

24.3.3. Troubleshooting Your Connection

Even with the most meticulous attention to detail, something could still go wrong while setting up a terminal. Here is
a list of symptoms and some suggested fixes.

24.3.3.1. No Login Prompt Appears

Make sure the terminal is plugged in and powered up. If it is a personal computer acting as a terminal, make sure it is
running terminal emulation software on the correct serial port.

Make sure the cable is connected firmly to both the terminal and the FreeBSD computer. Make sure it is the right
kind of cable.

Make sure the terminal and FreeBSD agree on the bps rate and parity settings. If you have a video display terminal,
make sure the contrast and brightness controls are turned up. If it is a printing terminal, make sure paper and ink are
in good supply.

Make sure that agetty process is running and serving the terminal. For example, toget a list of runninggetty

processes withps , type:

# ps -axww|grep getty

You should see an entry for the terminal. For example, the following display shows that agetty is running on the
second serial portttyd1 and is using thestd.38400 entry in /etc/gettytab :

22189 d1 Is+ 0:00.03 /usr/libexec/getty std.38400 ttyd1

If no getty process is running, make sure you have enabled the port in/etc/ttys . Also remember to runkill

-HUP 1 after modifying thettys file.

If the getty process is running but the terminal still does not display a login prompt, or if it displays a prompt but
will not allow you to type, your terminal or cable may not support hardware handshaking. Try changing the entry in
/etc/ttys from std.38400 to 3wire.38400 remember to runkill -HUP 1 after modifying/etc/ttys ). The
3wire entry is similar tostd , but ignores hardware handshaking. You may need to reduce the baud rate or enable
software flow control when using3wire to prevent buffer overflows.

24.3.3.2. If Garbage Appears Instead of a Login Prompt

Make sure the terminal and FreeBSD agree on the bps rate and parity settings. Check thegetty processes to make
sure the correctgetty type is in use. If not, edit/etc/ttys and runkill -HUP 1 .
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24.3.3.3. Characters Appear Doubled; the Password Appears When Typed

Switch the terminal (or the terminal emulation software) fromEhalf duplexF orElocal echoF toEfull duplex.F

24.4. Dial-in Service
Contributed by Guy Helmer. Additions by Sean Kelly.

Configuring your FreeBSD system for dial-in service is very similar to connecting terminals except that you are
dealing with modems instead of terminals.

24.4.1. External vs. Internal Modems

External modems seem to be more convenient for dial-up, because external modems often can be semi-permanently
configured via parameters stored in non-volatile RAM and they usually provide lighted indicators that display the
state of important RS-232 signals. Blinking lights impressvisitors, but lights are also very useful to see whether a
modem is operating properly.

Internal modems usually lack non-volatile RAM, so their configuration may be limited only to setting DIP switches.
If your internal modem has any signal indicator lights, it isprobably difficult to view the lights when the system’s
cover is in place.

24.4.1.1. Modems and Cables

If you are using an external modem, then you will of course need the proper cable. A standard RS-232C serial cable
should suffice as long as all of the normal signals are wired:

���}}}24-4. Signal Names

Acronyms Names

RD Received Data

TD Transmitted Data

DTR Data Terminal Ready

DSR Data Set Ready

DCD Data Carrier Detect (RS-232’s Received Line Signal
Detector)

SG Signal Ground

RTS Request to Send

CTS Clear to Send

FreeBSD needs the RTS and CTS signals for flow control at speeds above 2400 bps, the CD signal to detect when a
call has been answered or the line has been hung up, and the DTRsignal to reset the modem after a session is
complete. Some cables are wired without all of the needed signals, so if you have problems, such as a login session
not going away when the line hangs up, you may have a problem with your cable.

Like other UNIX like operating systems, FreeBSD uses the hardware signals to find out when a call has been
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answered or a line has been hung up and to hangup and reset the modem after a call. FreeBSD avoids sending
commands to the modem or watching for status reports from themodem. If you are familiar with connecting
modems to PC-based bulletin board systems, this may seem awkward.

24.4.2. Serial Interface Considerations

FreeBSD supports NS8250-, NS16450-, NS16550-, and NS16550A-based EIA RS-232C (CCITT V.24)
communications interfaces. The 8250 and 16450 devices havesingle-character buffers. The 16550 device provides a
16-character buffer, which allows for better system performance. (Bugs in plain 16550’s prevent the use of the
16-character buffer, so use 16550A’s if possible). Becausesingle-character-buffer devices require more work by the
operating system than the 16-character-buffer devices, 16550A-based serial interface cards are much preferred. If the
system has many active serial ports or will have a heavy load,16550A-based cards are better for low-error-rate
communications.

24.4.3. Quick Overview

As with terminals,init spawns agetty process for each configured serial port for dial-in connections. For
example, if a modem is attached to/dev/ttyd0 , the commandps ax might show this:

4850 ?? I 0:00.09 /usr/libexec/getty V19200 ttyd0

When a user dials the modem’s line and the modems connect, theCD (Carrier Detect) line is reported by the modem.
The kernel notices that carrier has been detected and completesgetty ’s open of the port.getty sends alogin:

prompt at the specified initial line speed.getty watches to see if legitimate characters are received, and, in a typical
configuration, if it finds junk (probably due to the modem’s connection speed being different thangetty ’s speed),
getty tries adjusting the line speeds until it receives reasonable characters.

After the user enters his/her login name,getty executes/usr/bin/login , which completes the login by asking
for the user’s password and then starting the user’s shell.

24.4.4. Configuration Files

There are three system configuration files in the/etc directory that you will probably need to edit to allow dial-up
access to your FreeBSD system. The first,/etc/gettytab , contains configuration information for the
/usr/libexec/getty daemon. Second,/etc/ttys holds information that tells/sbin/init whattty devices
should havegetty processes running on them. Lastly, you can place port initialization commands in the
/etc/rc.d/serial script.

There are two schools of thought regarding dial-up modems onUNIX. One group likes to configure their modems
and systems so that no matter at what speed a remote user dialsin, the local computer-to-modem RS-232 interface
runs at a locked speed. The benefit of this configuration is that the remote user always sees a system login prompt
immediately. The downside is that the system does not know what a user’s true data rate is, so full-screen programs
like Emacs will not adjust their screen-painting methods tomake their response better for slower connections.

The other school configures their modems’ RS-232 interface to vary its speed based on the remote user’s connection
speed. For example, V.32bis (14.4 Kbps) connections to the modem might make the modem run its RS-232 interface
at 19.2 Kbps, while 2400 bps connections make the modem’s RS-232 interface run at 2400 bps. Becausegetty does
not understand any particular modem’s connection speed reporting,getty gives alogin: message at an initial
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speed and watches the characters that come back in response.If the user sees junk, it is assumed that they know they
should press the Enter key until they see a recognizable prompt. If the data rates do not match,getty sees anything
the user types asEjunkF, tries going to the next speed and gives thelogin: prompt again. This procedure can
continue ad nauseam, but normally only takes a keystroke or two before the user sees a good prompt. Obviously, this
login sequence does not look as clean as the formerElocked-speedFmethod, but a user on a low-speed connection
should receive better interactive response from full-screen programs.

This section will try to give balanced configuration information, but is biased towards having the modem’s data rate
follow the connection rate.

24.4.4.1. /etc/gettytab

/etc/gettytab is a termcap(5)-style file of configuration information for getty(8). Please see the gettytab(5)
manual page for complete information on the format of the fileand the list of capabilities.

24.4.4.1.1. Locked-speed Config

If you are locking your modem’s data communications rate at aparticular speed, you probably will not need to make
any changes to/etc/gettytab .

24.4.4.1.2. Matching-speed Config

You will need to set up an entry in/etc/gettytab to givegetty information about the speeds you wish to use for
your modem. If you have a 2400 bps modem, you can probably use the existingD2400 entry.

#
# Fast dialup terminals, 2400/1200/300 rotary (can start ei ther way)
#
D2400|d2400|Fast-Dial-2400:\

:nx=D1200:tc=2400-baud:
3|D1200|Fast-Dial-1200:\

:nx=D300:tc=1200-baud:
5|D300|Fast-Dial-300:\

:nx=D2400:tc=300-baud:

If you have a higher speed modem, you will probably need to addan entry in/etc/gettytab ; here is an entry you
could use for a 14.4 Kbps modem with a top interface speed of 19.2 Kbps:

#
# Additions for a V.32bis Modem
#
um|V300|High Speed Modem at 300,8-bit:\

:nx=V19200:tc=std.300:
un|V1200|High Speed Modem at 1200,8-bit:\

:nx=V300:tc=std.1200:
uo|V2400|High Speed Modem at 2400,8-bit:\

:nx=V1200:tc=std.2400:
up|V9600|High Speed Modem at 9600,8-bit:\

:nx=V2400:tc=std.9600:
uq|V19200|High Speed Modem at 19200,8-bit:\

:nx=V9600:tc=std.19200:
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This will result in 8-bit, no parity connections.

The example above starts the communications rate at 19.2 Kbps (for a V.32bis connection), then cycles through
9600 bps (for V.32), 2400 bps, 1200 bps, 300 bps, and back to 19.2 Kbps. Communications rate cycling is
implemented with thenx= (Enext tableF) capability. Each of the lines uses atc= (Etable continuationF) entry to
pick up the rest of theEstandardF settings for a particular data rate.

If you have a 28.8 Kbps modem and/or you want to take advantageof compression on a 14.4 Kbps modem, you need
to use a higher communications rate than 19.2 Kbps. Here is anexample of agettytab entry starting a 57.6 Kbps:

#
# Additions for a V.32bis or V.34 Modem
# Starting at 57.6 Kbps
#
vm|VH300|Very High Speed Modem at 300,8-bit:\

:nx=VH57600:tc=std.300:
vn|VH1200|Very High Speed Modem at 1200,8-bit:\

:nx=VH300:tc=std.1200:
vo|VH2400|Very High Speed Modem at 2400,8-bit:\

:nx=VH1200:tc=std.2400:
vp|VH9600|Very High Speed Modem at 9600,8-bit:\

:nx=VH2400:tc=std.9600:
vq|VH57600|Very High Speed Modem at 57600,8-bit:\

:nx=VH9600:tc=std.57600:

If you have a slow CPU or a heavily loaded system and do not have16550A-based serial ports, you may receivesio

EsiloF errors at 57.6 Kbps.

24.4.4.2. /etc/ttys

Configuration of the/etc/ttys file was covered inP»24-1. Configuration for modems is similar but we must
pass a different argument togetty and specify a different terminal type. The general format for both locked-speed
and matching-speed configurations is:

ttyd0 "/usr/libexec/getty xxx" dialup on

The first item in the above line is the device special file for this entry�ttyd0 means/dev/ttyd0 is the file that
thisgetty will be watching. The second item,"/usr/libexec/getty xxx" (xxx will be replaced by the initial
gettytab capability) is the processinit will run on the device. The third item,dialup , is the default terminal
type. The fourth parameter,on, indicates toinit that the line is operational. There can be a fifth parameter,secure ,
but it should only be used for terminals which are physicallysecure (such as the system console).

The default terminal type (dialup in the example above) may depend on local preferences.dialup is the traditional
default terminal type on dial-up lines so that users may customize their login scripts to notice when the terminal is
dialup and automatically adjust their terminal type. However, theauthor finds it easier at his site to specifyvt102

as the default terminal type, since the users just use VT102 emulation on their remote systems.

After you have made changes to/etc/ttys , you may send theinit process a HUP signal to re-read the file. You
can use the command

# kill -HUP 1
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to send the signal. If this is your first time setting up the system, you may want to wait until your modem(s) are
properly configured and connected before signalinginit .

24.4.4.2.1. Locked-speed Config

For a locked-speed configuration, yourttys entry needs to have a fixed-speed entry provided togetty . For a
modem whose port speed is locked at 19.2 Kbps, thettys entry might look like this:

ttyd0 "/usr/libexec/getty std.19200" dialup on

If your modem is locked at a different data rate, substitute the appropriate value forstd. speed instead of
std.19200 . Make sure that you use a valid type listed in/etc/gettytab .

24.4.4.2.2. Matching-speed Config

In a matching-speed configuration, yourttys entry needs to reference the appropriate beginningEauto-baudF (sic)
entry in /etc/gettytab . For example, if you added the above suggested entry for a matching-speed modem that
starts at 19.2 Kbps (thegettytab entry containing theV19200 starting point), yourttys entry might look like this:

ttyd0 "/usr/libexec/getty V19200" dialup on

24.4.4.3. /etc/rc.d/serial

High-speed modems, like V.32, V.32bis, and V.34 modems, need to use hardware (RTS/CTS) flow control. You can
addstty commands to/etc/rc.d/serial to set the hardware flow control flag in the FreeBSD kernel for the
modem ports.

For example to set thetermios flag crtscts on serial port #1’s (COM2) dial-in and dial-out initialization devices,
the following lines could be added to/etc/rc.d/serial :

# Serial port initial configuration
stty -f /dev/ttyd1.init crtscts
stty -f /dev/cuad1.init crtscts

24.4.5. Modem Settings

If you have a modem whose parameters may be permanently set innon-volatile RAM, you will need to use a
terminal program (such as Telix under MS-DOS ortip under FreeBSD) to set the parameters. Connect to the
modem using the same communications speed as the initial speedgetty will use and configure the modem’s
non-volatile RAM to match these requirements:

�CD asserted when connected

�DTR asserted for operation; dropping DTR hangs up line and resets modem

�CTS transmitted data flow control

�Disable XON/XOFF flow control
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�RTS received data flow control

�Quiet mode (no result codes)

�No command echo

Please read the documentation for your modem to find out what commands and/or DIP switch settings you need to
give it.

For example, to set the above parameters on a U.S. Robotics® Sportster® 14,400 external modem, one could give
these commands to the modem:

ATZ
AT&C1&D2&H1&I0&R2&W

You might also want to take this opportunity to adjust other settings in the modem, such as whether it will use
V.42bis and/or MNP5 compression.

The U.S. Robotics Sportster 14,400 external modem also has some DIP switches that need to be set; for other
modems, perhaps you can use these settings as an example:

�Switch 1: UP�DTR Normal

�Switch 2: N/A (Verbal Result Codes/Numeric Result Codes)

�Switch 3: UP�Suppress Result Codes

�Switch 4: DOWN�No echo, offline commands

�Switch 5: UP�Auto Answer

�Switch 6: UP�Carrier Detect Normal

�Switch 7: UP�Load NVRAM Defaults

�Switch 8: N/A (Smart Mode/Dumb Mode)

Result codes should be disabled/suppressed for dial-up modems to avoid problems that can occur ifgetty

mistakenly gives alogin: prompt to a modem that is in command mode and the modem echoes the command or
returns a result code. This sequence can result in a extended, silly conversation betweengetty and the modem.

24.4.5.1. Locked-speed Config

For a locked-speed configuration, you will need to configure the modem to maintain a constant modem-to-computer
data rate independent of the communications rate. On a U.S. Robotics Sportster 14,400 external modem, these
commands will lock the modem-to-computer data rate at the speed used to issue the commands:

ATZ
AT&B1&W

24.4.5.2. Matching-speed Config

For a variable-speed configuration, you will need to configure your modem to adjust its serial port data rate to match
the incoming call rate. On a U.S. Robotics Sportster 14,400 external modem, these commands will lock the modem’s
error-corrected data rate to the speed used to issue the commands, but allow the serial port rate to vary for
non-error-corrected connections:
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ATZ
AT&B2&W

24.4.5.3. Checking the Modem’s Configuration

Most high-speed modems provide commands to view the modem’scurrent operating parameters in a somewhat
human-readable fashion. On the U.S. Robotics Sportster 14,400 external modems, the commandATI5 displays the
settings that are stored in the non-volatile RAM. To see the true operating parameters of the modem (as influenced by
the modem’s DIP switch settings), use the commandsATZ and thenATI4 .

If you have a different brand of modem, check your modem’s manual to see how to double-check your modem’s
configuration parameters.

24.4.6. Troubleshooting

Here are a few steps you can follow to check out the dial-up modem on your system.

24.4.6.1. Checking Out the FreeBSD System

Hook up your modem to your FreeBSD system, boot the system, and, if your modem has status indication lights,
watch to see whether the modem’s DTR indicator lights when the login: prompt appears on the system’s console
�if it lights up, that should mean that FreeBSD has started agetty process on the appropriate communications port
and is waiting for the modem to accept a call.

If the DTR indicator does not light, login to the FreeBSD system through the console and issue aps ax to see if
FreeBSD is trying to run agetty process on the correct port. You should see lines like these among the processes
displayed:

114 ?? I 0:00.10 /usr/libexec/getty V19200 ttyd0
115 ?? I 0:00.10 /usr/libexec/getty V19200 ttyd1

If you see something different, like this:

114 d0 I 0:00.10 /usr/libexec/getty V19200 ttyd0

and the modem has not accepted a call yet, this means thatgetty has completed its open on the communications
port. This could indicate a problem with the cabling or a mis-configured modem, becausegetty should not be able
to open the communications port until CD (carrier detect) has been asserted by the modem.

If you do not see anygetty processes waiting to open the desiredttyd N port, double-check your entries in
/etc/ttys to see if there are any mistakes there. Also, check the log file/var/log/messages to see if there are
any log messages frominit or getty regarding any problems. If there are any messages, triple-check the
configuration files/etc/ttys and/etc/gettytab , as well as the appropriate device special files/dev/ttydN ,
for any mistakes, missing entries, or missing device special files.

24.4.6.2. Try Dialing In

Try dialing into the system; be sure to use 8 bits, no parity, and 1 stop bit on the remote system. If you do not get a
prompt right away, or get garbage, try pressing Enter about once per second. If you still do not see alogin: prompt
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after a while, try sending aBREAK. If you are using a high-speed modem to do the dialing, try dialing again after
locking the dialing modem’s interface speed (viaAT&B1on a U.S. Robotics Sportster modem, for example).

If you still cannot get alogin: prompt, check/etc/gettytab again and double-check that

� The initial capability name specified in/etc/ttys for the line matches a name of a capability in
/etc/gettytab

�Eachnx= entry matches anothergettytab capability name

�Eachtc= entry matches anothergettytab capability name

If you dial but the modem on the FreeBSD system will not answer, make sure that the modem is configured to
answer the phone when DTR is asserted. If the modem seems to beconfigured correctly, verify that the DTR line is
asserted by checking the modem’s indicator lights (if it hasany).

If you have gone over everything several times and it still does not work, take a break and come back to it later. If it
still does not work, perhaps you can send an electronic mail message to the FreeBSD general questions
L¡)

(http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions) describing your modem and your problem, and the
good folks on the list will try to help.

24.5. Dial-out Service
The following are tips for getting your host to be able to connect over the modem to another computer. This is
appropriate for establishing a terminal session with a remote host.

This is useful to log onto a BBS.

This kind of connection can be extremely helpful to get a file on the Internet if you have problems with PPP. If you
need to FTP something and PPP is broken, use the terminal session to FTP it. Then use zmodem to transfer it to your
machine.

24.5.1. My Stock Hayes Modem Is Not Supported, What Can I Do?

Actually, the manual page fortip is out of date. There is a generic Hayes dialer already built in. Just useat=hayes

in your /etc/remote file.

The Hayes driver is not smart enough to recognize some of the advanced features of newer modems�messages like
BUSY, NO DIALTONE, or CONNECT 115200will just confuse it. You should turn those messages off whenyou use
tip (usingATX0&W).

Also, the dial timeout fortip is 60 seconds. Your modem should use something less, or else tip will think there is a
communication problem. TryATS7=45&W.

¥¥¥: As shipped, tip does not yet support Hayes modems fully. The solution is to edit the file tipconf.h in the
directory /usr/src/usr.bin/tip/tip . Obviously you need the source distribution to do this.

Edit the line #define HAYES 0 to #define HAYES 1 . Then make and make install . Everything works nicely
after that.
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24.5.2. How Am I Expected to Enter These AT Commands?

Make what is called aEdirectF entry in your/etc/remote file. For example, if your modem is hooked up to the
first serial port,/dev/cuad0 , then put in the following line:

cuad0:dv=/dev/cuad0:br#19200:pa=none

Use the highest bps rate your modem supports in the br capability. Then, typetip cuad0 and you will be connected
to your modem.

Or usecu asroot with the following command:

# cu -l line -s speed

line is the serial port (e.g./dev/cuad0 ) andspeed is the speed (e.g.57600 ). When you are done entering the AT
commands hit~. to exit.

24.5.3. The @Sign for the pn Capability Does Not Work!

The@sign in the phone number capability tells tip to look in/etc/phones for a phone number. But the@sign is
also a special character in capability files like/etc/remote . Escape it with a backslash:

pn=\@

24.5.4. How Can I Dial a Phone Number on the Command Line?

Put what is called aEgenericF entry in your/etc/remote file. For example:

tip115200|Dial any phone number at 115200 bps:\
:dv=/dev/cuad0:br#115200:at=hayes:pa=none:du:

tip57600|Dial any phone number at 57600 bps:\
:dv=/dev/cuad0:br#57600:at=hayes:pa=none:du:

Then you can do things like:

# tip -115200 5551234

If you prefercu overtip , use a genericcu entry:

cu115200|Use cu to dial any number at 115200bps:\
:dv=/dev/cuad1:br#57600:at=hayes:pa=none:du:

and type:

# cu 5551234 -s 115200
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24.5.5. Do I Have to Type in the bps Rate Every Time I Do That?

Put in an entry fortip1200 or cu1200 , but go ahead and use whatever bps rate is appropriate with the br capability.
tip thinks a good default is 1200 bps which is why it looks for atip1200 entry. You do not have to use 1200 bps,
though.

24.5.6. I Access a Number of Hosts Through a Terminal Server

Rather than waiting until you are connected and typingCONNECT <host>each time, use tip’scm capability. For
example, these entries in/etc/remote :

pain|pain.deep13.com|Forrester’s machine:\
:cm=CONNECT pain\n:tc=deep13:

muffin|muffin.deep13.com|Frank’s machine:\
:cm=CONNECT muffin\n:tc=deep13:

deep13:Gizmonics Institute terminal server:\
:dv=/dev/cuad2:br#38400:at=hayes:du:pa=none:pn=5551 234:

will let you typetip pain or tip muffin to connect to the hosts pain or muffin, andtip deep13 to get to the
terminal server.

24.5.7. Can Tip Try More Than One Line for Each Site?

This is often a problem where a university has several modem lines and several thousand students trying to use them.

Make an entry for your university in/etc/remote and use@for thepn capability:

big-university:\
:pn=\@:tc=dialout

dialout:\
:dv=/dev/cuad3:br#9600:at=courier:du:pa=none:

Then, list the phone numbers for the university in/etc/phones :

big-university 5551111
big-university 5551112
big-university 5551113
big-university 5551114

tip will try each one in the listed order, then give up. If you wantto keep retrying, runtip in a while loop.

24.5.8. Why Do I Have to Hit Ctrl+P Twice to Send Ctrl+P Once?

Ctrl +P is the defaultEforceF character, used to telltip that the next character is literal data. You can set the force
character to any other character with the~s escape, which meansEset a variable.F

Type~sforce= single-char followed by a newline.single-char is any single character. If you leave out
single-char, then the force character is the nul character, which you canget by typingCtrl +2 or Ctrl +Space. A
pretty good value forsingle-char is Shift+Ctrl +6, which is only used on some terminal servers.

You can have the force character be whatever you want by specifying the following in your$HOME/.tiprc file:
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force=<single-char>

24.5.9. Suddenly Everything I Type Is in Upper Case??

You must have pressedCtrl +A, tip ’sEraise character,F specially designed for people with broken caps-lock keys.
Use~s as above and set the variableraisechar to something reasonable. In fact, you can set it to the same asthe
force character, if you never expect to use either of these features.

Here is a sample .tiprc file perfect forEmacsusers who need to typeCtrl +2 andCtrl +A a lot:

force=^^
raisechar=^^

The ^^ isShift+Ctrl +6.

24.5.10. How Can I Do File Transfers with tip ?

If you are talking to another UNIX system, you can send and receive files with~p (put) and~t (take). These
commands runcat andecho on the remote system to accept and send files. The syntax is:

~p local-file [remote-file]

~t remote-file [local-file]

There is no error checking, so you probably should use another protocol, like zmodem.

24.5.11. How Can I Run zmodem with tip ?

To receive files, start the sending program on the remote end.Then, type~C rz to begin receiving them locally.

To send files, start the receiving program on the remote end. Then, type~C sz files to send them to the remote
system.

24.6. Setting Up the Serial Console
Contributed by Kazutaka YOKOTA. Based on a document by Bill Paul.

24.6.1. Introduction

FreeBSD has the ability to boot on a system with only a dumb terminal on a serial port as a console. Such a
configuration should be useful for two classes of people: system administrators who wish to install FreeBSD on
machines that have no keyboard or monitor attached, and developers who want to debug the kernel or device drivers.

As described inµÚ 12a, FreeBSD employs a three stage bootstrap. The first two stages are in the boot block code
which is stored at the beginning of the FreeBSD slice on the boot disk. The boot block will then load and run the
boot loader (/boot/loader ) as the third stage code.
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In order to set up the serial console you must configure the boot block code, the boot loader code and the kernel.

24.6.2. Serial Console Configuration, Terse Version

This section assumes that you are using the default setup andjust want a fast overview of setting up the serial console.

1. Connect the serial cable to COM1 and the controlling terminal.

2. To see all boot messages on the serial console, issue the following command while logged in as the superuser:

# echo ’console="comconsole"’ >> /boot/loader.conf

3. Edit /etc/ttys and changeoff to on anddialup to vt100 for the ttyd0 entry. Otherwise a password will
not be required to connect via the serial console, resultingin a potential security hole.

4. Reboot the system to see if the changes took effect.

If a different configuration is required, a more in depth configuration explanation exists inµÚ 24.6.3;.

24.6.3. Serial Console Configuration

1. Prepare a serial cable.

You will need either a null-modem cable or a standard serial cable and a null-modem adapter. SeeµÚ 24.2.2;
for a discussion on serial cables.

2. Unplug your keyboard.

Most PC systems probe for the keyboard during the Power-On Self-Test (POST) and will generate an error if the
keyboard is not detected. Some machines complain loudly about the lack of a keyboard and will not continue to
boot until it is plugged in.

If your computer complains about the error, but boots anyway, then you do not have to do anything special.
(Some machines with Phoenix BIOS installed merely sayKeyboard failed and continue to boot normally.)

If your computer refuses to boot without a keyboard attachedthen you will have to configure the BIOS so that it
ignores this error (if it can). Consult your motherboard’s manual for details on how to do this.

èèèîîî: Set the keyboard toENot installedF in the BIOS setup. You will still be able to use your keyboard. All
this does is tell the BIOS not to probe for a keyboard at power-on. Your BIOS should not complain if the
keyboard is absent. You can leave the keyboard plugged in even with this flag set toENot installedF and
the keyboard will still work.

¥¥¥: If your system has a PS/2® mouse, chances are very good that you may have to unplug your mouse as
well as your keyboard. This is because PS/2 mice share some hardware with the keyboard and leaving the
mouse plugged in can fool the keyboard probe into thinking the keyboard is still there. It is said that a
Gateway 2000 Pentium 90 MHz system with an AMI BIOS that behaves this way. In general, this is not a
problem since the mouse is not much good without the keyboard anyway.
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3. Plug a dumb terminal intoCOM1(sio0 ).

If you do not have a dumb terminal, you can use an old PC/XT witha modem program, or the serial port on
another UNIX box. If you do not have aCOM1(sio0 ), get one. At this time, there is no way to select a port other
thanCOM1for the boot blocks without recompiling the boot blocks. If you are already usingCOM1for another
device, you will have to temporarily remove that device and install a new boot block and kernel once you get
FreeBSD up and running. (It is assumed thatCOM1will be available on a file/compute/terminal server anyway;if
you really needCOM1for something else (and you cannot switch that something else toCOM2(sio1 )), then you
probably should not even be bothering with all this in the first place.)

4. Make sure the configuration file of your kernel has appropriate flags set forCOM1(sio0 ).

Relevant flags are:

0x10

Enables console support for this unit. The other console flags are ignored unless this is set. Currently, at
most one unit can have console support; the first one (in configfile order) with this flag set is preferred.
This option alone will not make the serial port the console. Set the following flag or use the-h option
described below, together with this flag.

0x20

Forces this unit to be the console (unless there is another higher priority console), regardless of the-h

option discussed below. The flag0x20 must be used together with the0x10 flag.

0x40

Reserves this unit (in conjunction with0x10 ) and makes the unit unavailable for normal access. You should
not set this flag to the serial port unit which you want to use asthe serial console. The only use of this flag
is to designate the unit for kernel remote debugging. See TheDeveloper’s Handbook
(../../../../doc/zh_TW.Big5/books/developers-handbook/index.html) for more information on remote
debugging.

¥¥¥: In FreeBSD 4.0 or later the semantics of the flag 0x40 are slightly different and there is another flag
to specify a serial port for remote debugging.

Example:

device sio0 at isa? port IO_COM1 flags 0x10 irq 4

See the sio(4) manual page for more details.

If the flags were not set, you need to run UserConfig (on a different console) or recompile the kernel.

5. Createboot.config in the root directory of thea partition on the boot drive.

This file will instruct the boot block code how you would like to boot the system. In order to activate the serial
console, you need one or more of the following options�if you want multiple options, include them all on the
same line:
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-h

Toggles internal and serial consoles. You can use this to switch console devices. For instance, if you boot
from the internal (video) console, you can use-h to direct the boot loader and the kernel to use the serial
port as its console device. Alternatively, if you boot from the serial port, you can use the-h to tell the boot
loader and the kernel to use the video display as the console instead.

-D

Toggles single and dual console configurations. In the single configuration the console will be either the
internal console (video display) or the serial port, depending on the state of the-h option above. In the dual
console configuration, both the video display and the serialport will become the console at the same time,
regardless of the state of the-h option. However, note that the dual console configuration takes effect only
during the boot block is running. Once the boot loader gets control, the console specified by the-h option
becomes the only console.

-P

Makes the boot block probe the keyboard. If no keyboard is found, the-D and-h options are automatically
set.

¥¥¥: Due to space constraints in the current version of the boot blocks, the -P option is capable of
detecting extended keyboards only. Keyboards with less than 101 keys (and without F11 and F12 keys)
may not be detected. Keyboards on some laptop computers may not be properly found because of this
limitation. If this is the case with your system, you have to abandon using the -P option. Unfortunately
there is no workaround for this problem.

Use either the-P option to select the console automatically, or the-h option to activate the serial console.

You may include other options described in boot(8) as well.

The options, except for-P , will be passed to the boot loader (/boot/loader ). The boot loader will determine
which of the internal video or the serial port should become the console by examining the state of the-h option
alone. This means that if you specify the-D option but not the-h option in /boot.config , you can use the
serial port as the console only during the boot block; the boot loader will use the internal video display as the
console.

6. Boot the machine.

When you start your FreeBSD box, the boot blocks will echo thecontents of/boot.config to the console. For
example:

/boot.config: -P
Keyboard: no

The second line appears only if you put-P in /boot.config and indicates presence/absence of the keyboard.
These messages go to either serial or internal console, or both, depending on the option in/boot.config .

Options Message goes to

none internal console

-h serial console
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Options Message goes to

-D serial and internal consoles

-Dh serial and internal consoles

-P , keyboard present internal console

-P , keyboard absent serial console

After the above messages, there will be a small pause before the boot blocks continue loading the boot loader
and before any further messages printed to the console. Under normal circumstances, you do not need to
interrupt the boot blocks, but you may want to do so in order tomake sure things are set up correctly.

Hit any key, other than Enter, at the console to interrupt theboot process. The boot blocks will then prompt you
for further action. You should now see something like:

>> FreeBSD/i386 BOOT
Default: 0:ad(0,a)/boot/loader
boot:

Verify the above message appears on either the serial or internal console or both, according to the options you
put in /boot.config . If the message appears in the correct console, hit Enter to continue the boot process.

If you want the serial console but you do not see the prompt on the serial terminal, something is wrong with your
settings. In the meantime, you enter-h and hit Enter/Return (if possible) to tell the boot block (and then the boot
loader and the kernel) to choose the serial port for the console. Once the system is up, go back and check what
went wrong.

After the boot loader is loaded and you are in the third stage of the boot process you can still switch between the
internal console and the serial console by setting appropriate environment variables in the boot loader. See
µÚ 24.6.6;.

24.6.4. Summary

Here is the summary of various settings discussed in this section and the console eventually selected.

24.6.4.1. Case 1: You Set the Flags to 0x10 for sio0

device sio0 at isa? port IO_COM1 flags 0x10 irq 4

Options in /boot.config Console during boot
blocks

Console during boot
loader

Console in kernel

nothing internal internal internal

-h serial serial serial

-D serial and internal internal internal

-Dh serial and internal serial serial

-P , keyboard present internal internal internal

-P , keyboard absent serial and internal serial serial
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24.6.4.2. Case 2: You Set the Flags to 0x30 for sio0

device sio0 at isa? port IO_COM1 flags 0x30 irq 4

Options in /boot.config Console during boot
blocks

Console during boot
loader

Console in kernel

nothing internal internal serial

-h serial serial serial

-D serial and internal internal serial

-Dh serial and internal serial serial

-P , keyboard present internal internal serial

-P , keyboard absent serial and internal serial serial

24.6.5. Tips for the Serial Console

24.6.5.1. Setting a Faster Serial Port Speed

By default, the serial port settings are: 9600 baud, 8 bits, no parity, and 1 stop bit. If you wish to change the speed,
you need to recompile at least the boot blocks. Add the following line to /etc/make.conf and compile new boot
blocks:

BOOT_COMCONSOLE_SPEED=19200

SeeµÚ 24.6.5.2; for detailed instructions about building and installing new boot blocks.

If the serial console is configured in some other way than by booting with -h , or if the serial console used by the
kernel is different from the one used by the boot blocks, thenyou must also add the following option to the kernel
configuration file and compile a new kernel:

options CONSPEED=19200

24.6.5.2. Using Serial Port Other Than sio0 for the Console

Using a port other thansio0 as the console requires some recompiling. If you want to use another serial port for
whatever reasons, recompile the boot blocks, the boot loader and the kernel as follows.

1. Get the kernel source. (SeeµÚ 23a)

2. Edit /etc/make.conf and setBOOT_COMCONSOLE_PORTto the address of the port you want to use (0x3F8,
0x2F8, 0x3E8 or 0x2E8). Onlysio0 throughsio3 (COM1throughCOM4) can be used; multiport serial cards
will not work. No interrupt setting is needed.

3. Create a custom kernel configuration file and add appropriate flags for the serial port you want to use. For
example, if you want to makesio1 (COM2) the console:

device sio1 at isa? port IO_COM2 flags 0x10 irq 3

or
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device sio1 at isa? port IO_COM2 flags 0x30 irq 3

The console flags for the other serial ports should not be set.

4. Recompile and install the boot blocks and the boot loader:

# cd /sys/boot

# make clean

# make

# make install

5. Rebuild and install the kernel.

6. Write the boot blocks to the boot disk with disklabel(8) and boot from the new kernel.

24.6.5.3. Entering the DDB Debugger from the Serial Line

If you wish to drop into the kernel debugger from the serial console (useful for remote diagnostics, but also
dangerous if you generate a spurious BREAK on the serial port!) then you should compile your kernel with the
following options:

options BREAK_TO_DEBUGGER
options DDB

24.6.5.4. Getting a Login Prompt on the Serial Console

While this is not required, you may wish to get alogin prompt over the serial line, now that you can see boot
messages and can enter the kernel debugging session throughthe serial console. Here is how to do it.

Open the file/etc/ttys with an editor and locate the lines:

ttyd0 "/usr/libexec/getty std.9600" unknown off secure
ttyd1 "/usr/libexec/getty std.9600" unknown off secure
ttyd2 "/usr/libexec/getty std.9600" unknown off secure
ttyd3 "/usr/libexec/getty std.9600" unknown off secure

ttyd0 throughttyd3 corresponds toCOM1throughCOM4. Changeoff to on for the desired port. If you have
changed the speed of the serial port, you need to changestd.9600 to match the current setting, e.g.std.19200 .

You may also want to change the terminal type fromunknown to the actual type of your serial terminal.

After editing the file, you mustkill -HUP 1 to make this change take effect.

24.6.6. Changing Console from the Boot Loader

Previous sections described how to set up the serial consoleby tweaking the boot block. This section shows that you
can specify the console by entering some commands and environment variables in the boot loader. As the boot loader
is invoked at the third stage of the boot process, after the boot block, the settings in the boot loader will override the
settings in the boot block.
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24.6.6.1. Setting Up the Serial Console

You can easily specify the boot loader and the kernel to use the serial console by writing just one line in
/boot/loader.rc :

set console="comconsole"

This will take effect regardless of the settings in the boot block discussed in the previous section.

You had better put the above line as the first line of/boot/loader.rc so as to see boot messages on the serial
console as early as possible.

Likewise, you can specify the internal console as:

set console="vidconsole"

If you do not set the boot loader environment variableconsole , the boot loader, and subsequently the kernel, will
use whichever console indicated by the-h option in the boot block.

In versions 3.2 or later, you may specify the console in/boot/loader.conf.local or /boot/loader.conf ,
rather than in/boot/loader.rc . In this method your/boot/loader.rc should look like:

include /boot/loader.4th
start

Then, create/boot/loader.conf.local and put the following line there.

console=comconsole

or

console=vidconsole

See loader.conf(5) for more information.

¥¥¥: At the moment, the boot loader has no option equivalent to the -P option in the boot block, and there is no
provision to automatically select the internal console and the serial console based on the presence of the
keyboard.

24.6.6.2. Using a Serial Port Other Than sio0 for the Console

You need to recompile the boot loader to use a serial port other thansio0 for the serial console. Follow the
procedure described inµÚ 24.6.5.2;.

24.6.7. Caveats

The idea here is to allow people to set up dedicated servers that require no graphics hardware or attached keyboards.
Unfortunately, while most systems will let you boot withouta keyboard, there are quite a few that will not let you
boot without a graphics adapter. Machines with AMI BIOSes can be configured to boot with no graphics adapter
installed simply by changing theEgraphics adapterF setting in the CMOS configuration toENot installed.F
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However, many machines do not support this option and will refuse to boot if you have no display hardware in the
system. With these machines, you will have to leave some kindof graphics card plugged in, (even if it is just a junky
mono board) although you will not have to attach a monitor. You might also try installing an AMI BIOS.
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Restructured, reorganized, and updated by Jim Mock.

25.1. Synopsis
FreeBSD has a number of ways to link one computer to another. To establish a network or Internet connection
through a dial-up modem, or to allow others to do so through you, requires the use of PPP or SLIP. This chapter
describes setting up these modem-based communication services in detail.

After reading this chapter, you will know:

�How to set up user PPP.

�How to set up kernel PPP.

�How to set up PPPoE (PPP over Ethernet).

�How to set up PPPoA (PPP over ATM).

�How to configure and set up a SLIP client and server.

Before reading this chapter, you should:

�Be familiar with basic network terminology.

�Understand the basics and purpose of a dialup connection andPPP and/or SLIP.

You may be wondering what the main difference is between userPPP and kernel PPP. The answer is simple: user
PPP processes the inbound and outbound data in userland rather than in the kernel. This is expensive in terms of
copying the data between the kernel and userland, but allowsa far more feature-rich PPP implementation. User PPP
uses thetun device to communicate with the outside world whereas kernelPPP uses theppp device.

¥¥¥: Throughout in this chapter, user PPP will simply be referred to as ppp unless a distinction needs to be made
between it and any other PPP software such as pppd . Unless otherwise stated, all of the commands explained in
this chapter should be executed as root .

25.2. Using User PPP
Updated and enhanced by Tom Rhodes. Originally contributedby Brian Somers. With input from Nik Clayton,

Dirk Frömberg,vPeter Childs.

25.2.1. User PPP

25.2.1.1. Assumptions

This document assumes you have the following:
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�An account with an Internet Service Provider (ISP) which youconnect to using PPP.

�You have a modem or other device connected to your system and configured correctly which allows you to
connect to your ISP.

� The dial-up number(s) of your ISP.

�

Your login name and password. (Either a regular UNIX style login and password pair, or a PAP or CHAP login
and password pair.)

�

The IP address of one or more name servers. Normally, you willbe given two IP addresses by your ISP to use for
this. If they have not given you at least one, then you can use theenable dns command inppp.conf andppp
will set the name servers for you. This feature depends on your ISPs PPP implementation supporting DNS
negotiation.

The following information may be supplied by your ISP, but isnot completely necessary:

� The IP address of your ISP’s gateway. The gateway is the machine to which you will connect and will be set up as
yourdefault route. If you do not have this information, we can make one up and your ISP’s PPP server will tell us
the correct value when we connect.

This IP number is referred to asHISADDRby ppp.

� The netmask you should use. If your ISP has not provided you with one, you can safely use255.255.255.255 .

�

If your ISP provides you with a static IP address and hostname, you can enter it. Otherwise, we simply let the peer
assign whatever IP address it sees fit.

If you do not have any of the required information, contact your ISP.

¥¥¥: Throughout this section, many of the examples showing the contents of configuration files are numbered by
line. These numbers serve to aid in the presentation and discussion only and are not meant to be placed in the
actual file. Proper indentation with tab and space characters is also important.

25.2.1.2. Creating PPP Device Nodes

Under normal circumstances, most users will only need onetun device (/dev/tun0 ). References totun0 below
may be changed totun N whereN is any unit number corresponding to your system.

For FreeBSD installations that do not have devfs(5) enabled(FreeBSD 4.X and earlier), the existence of thetun0

device should be verified (this is not necessary if devfs(5) is enabled as device nodes will be created on demand).

The easiest way to make sure that thetun0 device is configured correctly is to remake the device. To remake the
device, do the following:

# cd /dev

# sh MAKEDEV tun0
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If you need 16 tunnel devices in your kernel, you will need to create them. This can be done by executing the
following commands:

# cd /dev

# sh MAKEDEV tun15

25.2.1.3. Automatic PPP Configuration

Both ppp andpppd (the kernel level implementation of PPP) use the configuration files located in the/etc/ppp

directory. Examples for user ppp can be found in/usr/share/examples/ppp/ .

Configuringppp requires that you edit a number of files, depending on your requirements. What you put in them
depends to some extent on whether your ISP allocates IP addresses statically (i.e., you get given one IP address, and
always use that one) or dynamically (i.e., your IP address changes each time you connect to your ISP).

25.2.1.3.1. PPP and Static IP Addresses

You will need to edit the/etc/ppp/ppp.conf configuration file. It should look similar to the example below.

¥¥¥: Lines that end in a : start in the first column (beginning of the line)�all other lines should be indented as
shown using spaces or tabs.

1 default:
2 set log Phase Chat LCP IPCP CCP tun command
3 ident user-ppp VERSION (built COMPILATIONDATE)
4 set device /dev/cuaa0
5 set speed 115200
6 set dial "ABORT BUSY ABORT NO\\sCARRIER TIMEOUT 5 \
7 \"\" AT OK-AT-OK ATE1Q0 OK \\dATDT\\T TIMEOUT 40 CONNECT"
8 set timeout 180
9 enable dns
10
11 provider:
12 set phone "(123) 456 7890"
13 set authname foo
14 set authkey bar
15 set login "TIMEOUT 10 \"\" \"\" gin:--gin: \\U word: \\P co l: ppp"
16 set timeout 300
17 set ifaddr x.x.x.x y.y.y.y 255.255.255.255 0.0.0.0
18 add default HISADDR

Line 1:

Identifies the default entry. Commands in this entry are executed automatically when ppp is run.

Line 2:

Enables logging parameters. When the configuration is working satisfactorily, this line should be reduced to
saying

set log phase tun
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in order to avoid excessive log file sizes.

Line 3:

Tells PPP how to identify itself to the peer. PPP identifies itself to the peer if it has any trouble negotiating and
setting up the link, providing information that the peers administrator may find useful when investigating such
problems.

Line 4:

Identifies the device to which the modem is connected.COM1is /dev/cuaa0 andCOM2is /dev/cuaa1 .

Line 5:

Sets the speed you want to connect at. If 115200 does not work (it should with any reasonably new modem), try
38400 instead.

Line 6 & 7:

The dial string. User PPP uses an expect-send syntax similarto the chat(8) program. Refer to the manual page
for information on the features of this language.

Note that this command continues onto the next line for readability. Any command inppp.conf may do this if
the last character on the line is a “\” character.

Line 8:

Sets the idle timeout for the link. 180 seconds is the default, so this line is purely cosmetic.

Line 9:

Tells PPP to ask the peer to confirm the local resolver settings. If you run a local name server, this line should be
commented out or removed.

Line 10:

A blank line for readability. Blank lines are ignored by PPP.

Line 11:

Identifies an entry for a provider calledEproviderF. This could be changed to the name of your ISP so that
later you can use theload ISP to start the connection.

Line 12:

Sets the phone number for this provider. Multiple phone numbers may be specified using the colon (: ) or pipe
character (| )as a separator. The difference between the two separators is described in ppp(8). To summarize, if
you want to rotate through the numbers, use a colon. If you want to always attempt to dial the first number first
and only use the other numbers if the first number fails, use the pipe character. Always quote the entire set of
phone numbers as shown.

You must enclose the phone number in quotation marks (" ) if there is any intention on using spaces in the phone
number. This can cause a simple, yet subtle error.
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Line 13 & 14:

Identifies the user name and password. When connecting usinga UNIX style login prompt, these values are
referred to by theset login command using the \U and \P variables. When connecting usingPAP or CHAP,
these values are used at authentication time.

Line 15:

If you are using PAP or CHAP, there will be no login at this point, and this line should be commented out or
removed. SeePAP and CHAP authenticationfor further details.

The login string is of the same chat-like syntax as the dial string. In this example, the string works for a service
whose login session looks like this:

J. Random Provider
login: foo

password: bar

protocol: ppp

You will need to alter this script to suit your own needs. Whenyou write this script for the first time, you should
ensure that you have enabledEchatF logging so you can determine if the conversation is going as expected.

Line 16:

Sets the default idle timeout (in seconds) for the connection. Here, the connection will be closed automatically
after 300 seconds of inactivity. If you never want to timeout, set this value to zero or use the-ddial command
line switch.

Line 17:

Sets the interface addresses. The stringx.x.x.x should be replaced by the IP address that your provider has
allocated to you. The stringy.y.y.y should be replaced by the IP address that your ISP indicated for their
gateway (the machine to which you connect). If your ISP has not given you a gateway address, use
10.0.0.2/0 . If you need to use aEguessedF address, make sure that you create an entry in
/etc/ppp/ppp.linkup as per the instructions forPPP and Dynamic IP addresses. If this line is omitted,ppp

cannot run in-auto mode.

Line 18:

Adds a default route to your ISP’s gateway. The special wordHISADDRis replaced with the gateway address
specified on line 17. It is important that this line appears after line 17, otherwiseHISADDRwill not yet be
initialized.

If you do not wish to run ppp in-auto , this line should be moved to theppp.linkup file.

It is not necessary to add an entry toppp.linkup when you have a static IP address and are running ppp in-auto

mode as your routing table entries are already correct before you connect. You may however wish to create an entry
to invoke programs after connection. This is explained later with the sendmail example.

Example configuration files can be found in the/usr/share/examples/ppp/ directory.
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25.2.1.3.2. PPP and Dynamic IP Addresses

If your service provider does not assign static IP addresses, ppp can be configured to negotiate the local and remote
addresses. This is done byEguessingF an IP address and allowingppp to set it up correctly using the IP
Configuration Protocol (IPCP) after connecting. Theppp.conf configuration is the same as
PPP and Static IP Addresses, with the following change:

17 set ifaddr 10.0.0.1/0 10.0.0.2/0 255.255.255.255

Again, do not include the line number, it is just for reference. Indentation of at least one space is required.

Line 17:

The number after the/ character is the number of bits of the address that ppp will insist on. You may wish to
use IP numbers more appropriate to your circumstances, but the above example will always work.

The last argument (0.0.0.0 ) tells PPP to start negotiations using address0.0.0.0 rather than10.0.0.1 and
is necessary for some ISPs. Do not use0.0.0.0 as the first argument toset ifaddr as it prevents PPP from
setting up an initial route in-auto mode.

If you are not running in-auto mode, you will need to create an entry in/etc/ppp/ppp.linkup . ppp.linkup is
used after a connection has been established. At this point,ppp will have assigned the interface addresses and it will
now be possible to add the routing table entries:

1 provider:
2 add default HISADDR

Line 1:

On establishing a connection,ppp will look for an entry inppp.linkup according to the following rules: First,
try to match the same label as we used inppp.conf . If that fails, look for an entry for the IP address of our
gateway. This entry is a four-octet IP style label. If we still have not found an entry, look for theMYADDRentry.

Line 2:

This line tellsppp to add a default route that points toHISADDR. HISADDRwill be replaced with the IP number
of the gateway as negotiated by the IPCP.

See thepmdemandentry in the files/usr/share/examples/ppp/ppp.conf.sample and
/usr/share/examples/ppp/ppp.linkup.sample for a detailed example.

25.2.1.3.3. Receiving Incoming Calls

When you configureppp to receive incoming calls on a machine connected to a LAN, youmust decide if you wish
to forward packets to the LAN. If you do, you should allocate the peer an IP number from your LAN’s subnet, and
use the commandenable proxy in your /etc/ppp/ppp.conf file. You should also confirm that the
/etc/rc.conf file contains the following:

gateway_enable="YES"
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25.2.1.3.4. Which getty?

Configuring FreeBSD for Dial-up Servicesprovides a good description on enabling dial-up services using getty(8).

An alternative togetty is mgetty (http://www.leo.org/~doering/mgetty/index.html), a smarter version ofgetty

designed with dial-up lines in mind.

The advantages of usingmgetty is that it activelytalksto modems, meaning if port is turned off in/etc/ttys then
your modem will not answer the phone.

Later versions ofmgetty (from 0.99beta onwards) also support the automatic detection of PPP streams, allowing
your clients script-less access to your server.

Refer toMgetty and AutoPPPfor more information onmgetty .

25.2.1.3.5. PPP Permissions

Theppp command must normally be run as theroot user. If however, you wish to allowppp to run in server mode
as a normal user by executingppp as described below, that user must be given permission to runppp by adding them
to thenetwork group in/etc/group .

You will also need to give them access to one or more sections of the configuration file using theallow command:

allow users fred mary

If this command is used in thedefault section, it gives the specified users access to everything.

25.2.1.3.6. PPP Shells for Dynamic-IP Users

Create a file called/etc/ppp/ppp-shell containing the following:

#!/bin/sh
IDENT=‘echo $0 | sed -e ’s/^. * -\(. * \)$/\1/’‘
CALLEDAS="$IDENT"
TTY=‘tty‘

if [ x$IDENT = xdialup ]; then
IDENT=‘basename $TTY‘

fi

echo "PPP for $CALLEDAS on $TTY"
echo "Starting PPP for $IDENT"

exec /usr/sbin/ppp -direct $IDENT

This script should be executable. Now make a symbolic link called ppp-dialup to this script using the following
commands:

# ln -s ppp-shell /etc/ppp/ppp-dialup

You should use this script as theshell for all of your dialup users. This is an example from/etc/passwd for a
dialup PPP user with usernamepchilds (remember do not directly edit the password file, use vipw(8)).

pchilds: * :1011:300:Peter Childs PPP:/home/ppp:/etc/ppp/ppp-dia lup
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Create a/home/ppp directory that is world readable containing the following 0byte files:

-r--r--r-- 1 root wheel 0 May 27 02:23 .hushlogin
-r--r--r-- 1 root wheel 0 May 27 02:22 .rhosts

which prevents/etc/motd from being displayed.

25.2.1.3.7. PPP Shells for Static-IP Users

Create theppp-shell file as above, and for each account with statically assigned IPs create a symbolic link to
ppp-shell .

For example, if you have three dialup customers,fred , sam, andmary , that you route class C networks for, you
would type the following:

# ln -s /etc/ppp/ppp-shell /etc/ppp/ppp-fred

# ln -s /etc/ppp/ppp-shell /etc/ppp/ppp-sam

# ln -s /etc/ppp/ppp-shell /etc/ppp/ppp-mary

Each of these users dialup accounts should have their shell set to the symbolic link created above (for example,
mary ’s shell should be/etc/ppp/ppp-mary ).

25.2.1.3.8. Setting Up ppp.conf for Dynamic-IP Users

The/etc/ppp/ppp.conf file should contain something along the lines of:

default:
set debug phase lcp chat
set timeout 0

ttyd0:
set ifaddr 203.14.100.1 203.14.100.20 255.255.255.255
enable proxy

ttyd1:
set ifaddr 203.14.100.1 203.14.100.21 255.255.255.255
enable proxy

¥¥¥: The indenting is important.

Thedefault: section is loaded for each session. For each dialup line enabled in /etc/ttys create an entry similar
to the one forttyd0: above. Each line should get a unique IP address from your poolof IP addresses for dynamic
users.

25.2.1.3.9. Setting Up ppp.conf for Static-IP Users

Along with the contents of the sample/usr/share/examples/ppp/ppp.conf above you should add a section for
each of the statically assigned dialup users. We will continue with ourfred , sam, andmary example.
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fred:
set ifaddr 203.14.100.1 203.14.101.1 255.255.255.255

sam:
set ifaddr 203.14.100.1 203.14.102.1 255.255.255.255

mary:
set ifaddr 203.14.100.1 203.14.103.1 255.255.255.255

The file /etc/ppp/ppp.linkup should also contain routing information for each static IP user if required. The line
below would add a route for the203.14.101.0 class C via the client’s ppp link.

fred:
add 203.14.101.0 netmask 255.255.255.0 HISADDR

sam:
add 203.14.102.0 netmask 255.255.255.0 HISADDR

mary:
add 203.14.103.0 netmask 255.255.255.0 HISADDR

25.2.1.3.10. mgetty and AutoPPP

Configuring and compilingmgetty with theAUTO_PPPoption enabled allowsmgetty to detect the LCP phase of
PPP connections and automatically spawn off a ppp shell. However, since the default login/password sequence does
not occur it is necessary to authenticate users using eitherPAP or CHAP.

This section assumes the user has successfully configured, compiled, and installed a version ofmgetty with the
AUTO_PPPoption (v0.99beta or later).

Make sure your/usr/local/etc/mgetty+sendfax/login.config file has the following in it:

/AutoPPP/ - - /etc/ppp/ppp-pap-dialup

This will tell mgetty to run theppp-pap-dialup script for detected PPP connections.

Create a file called/etc/ppp/ppp-pap-dialup containing the following (the file should be executable):

#!/bin/sh
exec /usr/sbin/ppp -direct pap$IDENT

For each dialup line enabled in/etc/ttys , create a corresponding entry in/etc/ppp/ppp.conf . This will
happily co-exist with the definitions we created above.

pap:
enable pap
set ifaddr 203.14.100.1 203.14.100.20-203.14.100.40
enable proxy

Each user logging in with this method will need to have a username/password in/etc/ppp/ppp.secret file, or
alternatively add the following option to authenticate users via PAP from the/etc/passwd file.

enable passwdauth
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If you wish to assign some users a static IP number, you can specify the number as the third argument in
/etc/ppp/ppp.secret . See/usr/share/examples/ppp/ppp.secret.sample for examples.

25.2.1.3.11. MS Extensions

It is possible to configure PPP to supply DNS and NetBIOS nameserver addresses on demand.

To enable these extensions with PPP version 1.x, the following lines might be added to the relevant section of
/etc/ppp/ppp.conf .

enable msext
set ns 203.14.100.1 203.14.100.2
set nbns 203.14.100.5

And for PPP version 2 and above:

accept dns
set dns 203.14.100.1 203.14.100.2
set nbns 203.14.100.5

This will tell the clients the primary and secondary name server addresses, and a NetBIOS nameserver host.

In version 2 and above, if theset dns line is omitted, PPP will use the values found in/etc/resolv.conf .

25.2.1.3.12. PAP and CHAP Authentication

Some ISPs set their system up so that the authentication partof your connection is done using either of the PAP or
CHAP authentication mechanisms. If this is the case, your ISP will not give alogin: prompt when you connect, but
will start talking PPP immediately.

PAP is less secure than CHAP, but security is not normally an issue here as passwords, although being sent as plain
text with PAP, are being transmitted down a serial line only.There is not much room for crackers toEeavesdropF.

Referring back to thePPP and Static IP addressesor PPP and Dynamic IP addressessections, the following
alterations must be made:

13 set authname MyUserName

14 set authkey MyPassword

15 set login

Line 13:

This line specifies your PAP/CHAP user name. You will need to insert the correct value forMyUserName.

Line 14:

This line specifies your PAP/CHAP password. You will need to insert the correct value forMyPassword. You
may want to add an additional line, such as:

16 accept PAP

or
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16 accept CHAP

to make it obvious that this is the intention, but PAP and CHAPare both accepted by default.

Line 15:

Your ISP will not normally require that you log into the server if you are using PAP or CHAP. You must
therefore disable yourEset loginF string.

25.2.1.3.13. Changing Your ppp Configuration on the Fly

It is possible to talk to theppp program while it is running in the background, but only if a suitable diagnostic port
has been set up. To do this, add the following line to your configuration:

set server /var/run/ppp-tun %d DiagnosticPassword 0177

This will tell PPP to listen to the specified UNIX domain socket, asking clients for the specified password before
allowing access. The%din the name is replaced with thetun device number that is in use.

Once a socket has been set up, the pppctl(8) program may be used in scripts that wish to manipulate the running
program.

25.2.1.4. Using PPP Network Address Translation Capabilit y

PPP has ability to use internal NAT without kernel divertingcapabilities. This functionality may be enabled by the
following line in /etc/ppp/ppp.conf :

nat enable yes

Alternatively, PPP NAT may be enabled by command-line option -nat . There is also/etc/rc.conf knob named
ppp_nat , which is enabled by default.

If you use this feature, you may also find useful the following/etc/ppp/ppp.conf options to enable incoming
connections forwarding:

nat port tcp 10.0.0.2:ftp ftp
nat port tcp 10.0.0.2:http http

or do not trust the outside at all

nat deny_incoming yes

25.2.1.5. Final System Configuration

You now haveppp configured, but there are a few more things to do before it is ready to work. They all involve
editing the/etc/rc.conf file.

Working from the top down in this file, make sure thehostname= line is set, e.g.:

hostname="foo.example.com"
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If your ISP has supplied you with a static IP address and name,it is probably best that you use this name as your host
name.

Look for thenetwork_interfaces variable. If you want to configure your system to dial your ISPon demand,
make sure thetun0 device is added to the list, otherwise remove it.

network_interfaces="lo0 tun0"
ifconfig_tun0=

¥¥¥: The ifconfig_tun0 variable should be empty, and a file called /etc/start_if.tun0 should be created.
This file should contain the line:

ppp -auto mysystem

This script is executed at network configuration time, starting your ppp daemon in automatic mode. If you have a
LAN for which this machine is a gateway, you may also wish to use the -alias switch. Refer to the manual page
for further details.

Make sure that the router program is set toNOwith the following line in your/etc/rc.conf :

router_enable="NO"

It is important that therouted daemon is not started, asrouted tends to delete the default routing table entries
created byppp .

It is probably worth your while ensuring that thesendmail_flags line does not include the-q option, otherwise
sendmail will attempt to do a network lookup every now and then, possibly causing your machine to dial out. You
may try:

sendmail_flags="-bd"

The downside of this is that you must forcesendmail to re-examine the mail queue whenever the ppp link is up by
typing:

# /usr/sbin/sendmail -q

You may wish to use the!bg command inppp.linkup to do this automatically:

1 provider:
2 delete ALL
3 add 0 0 HISADDR
4 !bg sendmail -bd -q30m

If you do not like this, it is possible to set up aEdfilterF to block SMTP traffic. Refer to the sample files for further
details.

All that is left is to reboot the machine. After rebooting, you can now either type:

# ppp

and thendial provider to start the PPP session, or, if you wantppp to establish sessions automatically when
there is outbound traffic (and you have not created thestart_if.tun0 script), type:
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# ppp -auto provider

25.2.1.6. Summary

To recap, the following steps are necessary when setting up ppp for the first time:

Client side:

1. Ensure that thetun device is built into your kernel.

2. Ensure that thetun N device file is available in the/dev directory.

3. Create an entry in/etc/ppp/ppp.conf . Thepmdemandexample should suffice for most ISPs.

4. If you have a dynamic IP address, create an entry in/etc/ppp/ppp.linkup .

5. Update your/etc/rc.conf file.

6. Create astart_if.tun0 script if you require demand dialing.

Server side:

1. Ensure that thetun device is built into your kernel.

2. Ensure that thetun N device file is available in the/dev directory.

3. Create an entry in/etc/passwd (using the vipw(8) program).

4. Create a profile in this users home directory that runsppp -direct direct-server or similar.

5. Create an entry in/etc/ppp/ppp.conf . Thedirect-server example should suffice.

6. Create an entry in/etc/ppp/ppp.linkup .

7. Update your/etc/rc.conf file.

25.3. Using Kernel PPP
Parts originally contributed by Gennady B. SorokopudvRobert Huff.

25.3.1. Setting Up Kernel PPP

Before you start setting up PPP on your machine, make sure that pppd is located in/usr/sbin and the directory
/etc/ppp exists.

pppd can work in two modes:

1. As aEclientF�you want to connect your machine to the outside world via a PPPserial connection or modem
line.

2.

As aEserverF�your machine is located on the network, and is used to connectother computers using PPP.
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In both cases you will need to set up an options file (/etc/ppp/options or ~/.ppprc if you have more than one
user on your machine that uses PPP).

You will also need some modem/serial software (preferablycomms/kermit ), so you can dial and establish a
connection with the remote host.

25.3.2. Using pppd as a Client

Based on information provided by Trev Roydhouse.

The following/etc/ppp/options might be used to connect to a Cisco terminal server PPP line.

crtscts # enable hardware flow control
modem # modem control line
noipdefault # remote PPP server must supply your IP address

# if the remote host does not send your IP during IPCP
# negotiation, remove this option

passive # wait for LCP packets
domain ppp.foo.com # put your domain name here

:<remote_ip> # put the IP of remote PPP host here
# it will be used to route packets via PPP link
# if you didn’t specified the noipdefault option
# change this line to <local_ip>:<remote_ip>

defaultroute # put this if you want that PPP server will be you r
# default router

To connect:

1. Dial to the remote host usingKermit (or some other modem program), and enter your user name and password
(or whatever is needed to enable PPP on the remote host).

2. Exit Kermit (without hanging up the line).

3. Enter the following:

# /usr/src/usr.sbin/pppd.new/pppd /dev/tty01 19200

Be sure to use the appropriate speed and device name.

Now your computer is connected with PPP. If the connection fails, you can add thedebug option to the
/etc/ppp/options file, and check console messages to track the problem.

Following /etc/ppp/pppup script will make all 3 stages automatic:

#!/bin/sh
ps ax |grep pppd |grep -v grep
pid=‘ps ax |grep pppd |grep -v grep|awk ’{print $1;}’‘
if [ "X${pid}" != "X" ] ; then

echo ’killing pppd, PID=’ ${pid}
kill ${pid}

fi
ps ax |grep kermit |grep -v grep
pid=‘ps ax |grep kermit |grep -v grep|awk ’{print $1;}’‘
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if [ "X${pid}" != "X" ] ; then
echo ’killing kermit, PID=’ ${pid}
kill -9 ${pid}

fi

ifconfig ppp0 down
ifconfig ppp0 delete

kermit -y /etc/ppp/kermit.dial
pppd /dev/tty01 19200

/etc/ppp/kermit.dial is aKermit script that dials and makes all necessary authorization on the remote host (an
example of such a script is attached to the end of this document).

Use the following/etc/ppp/pppdown script to disconnect the PPP line:

#!/bin/sh
pid=‘ps ax |grep pppd |grep -v grep|awk ’{print $1;}’‘
if [ X${pid} != "X" ] ; then

echo ’killing pppd, PID=’ ${pid}
kill -TERM ${pid}

fi

ps ax |grep kermit |grep -v grep
pid=‘ps ax |grep kermit |grep -v grep|awk ’{print $1;}’‘
if [ "X${pid}" != "X" ] ; then

echo ’killing kermit, PID=’ ${pid}
kill -9 ${pid}

fi

/sbin/ifconfig ppp0 down
/sbin/ifconfig ppp0 delete
kermit -y /etc/ppp/kermit.hup
/etc/ppp/ppptest

Check to see ifpppd is still running by executing/usr/etc/ppp/ppptest , which should look like this:

#!/bin/sh
pid=‘ps ax| grep pppd |grep -v grep|awk ’{print $1;}’‘
if [ X${pid} != "X" ] ; then

echo ’pppd running: PID=’ ${pid-NONE}
else

echo ’No pppd running.’
fi
set -x
netstat -n -I ppp0
ifconfig ppp0

To hang up the modem, execute/etc/ppp/kermit.hup , which should contain:

set line /dev/tty01 ; put your modem device here
set speed 19200
set file type binary
set file names literal

583



a25. PPP and SLIP

set win 8
set rec pack 1024
set send pack 1024
set block 3
set term bytesize 8
set command bytesize 8
set flow none

pau 1
out +++
inp 5 OK
out ATH0\13
echo \13
exit

Here is an alternate method usingchat instead ofkermit :

The following two files are sufficient to accomplish apppd connection.

/etc/ppp/options :

/dev/cuaa1 115200

crtscts # enable hardware flow control
modem # modem control line
connect "/usr/bin/chat -f /etc/ppp/login.chat.script"
noipdefault # remote PPP serve must supply your IP address

# if the remote host doesn’t send your IP during
# IPCP negotiation, remove this option

passive # wait for LCP packets
domain <your.domain> # put your domain name here

: # put the IP of remote PPP host here
# it will be used to route packets via PPP link

# if you didn’t specified the noipdefault option
# change this line to <local_ip>:<remote_ip>

defaultroute # put this if you want that PPP server will be
# your default router

/etc/ppp/login.chat.script :

¥¥¥: The following should go on a single line.

ABORT BUSY ABORT ’NO CARRIER’ "" AT OK ATDT<phone.number>
CONNECT "" TIMEOUT 10 ogin:-\\r-ogin: <login-id>
TIMEOUT 5 sword: <password>

Once these are installed and modified correctly, all you needto do is runpppd , like so:

# pppd
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25.3.3. Using pppd as a Server

/etc/ppp/options should contain something similar to the following:

crtscts # Hardware flow control
netmask 255.255.255.0 # netmask (not required)
192.114.208.20:192.114.208.165 # IP’s of local and remote hosts

# local ip must be different from one
# you assigned to the Ethernet (or other)
# interface on your machine.
# remote IP is IP address that will be
# assigned to the remote machine

domain ppp.foo.com # your domain
passive # wait for LCP
modem # modem line

The following/etc/ppp/pppserv script will tell pppd to behave as a server:

#!/bin/sh
ps ax |grep pppd |grep -v grep
pid=‘ps ax |grep pppd |grep -v grep|awk ’{print $1;}’‘
if [ "X${pid}" != "X" ] ; then

echo ’killing pppd, PID=’ ${pid}
kill ${pid}

fi
ps ax |grep kermit |grep -v grep
pid=‘ps ax |grep kermit |grep -v grep|awk ’{print $1;}’‘
if [ "X${pid}" != "X" ] ; then

echo ’killing kermit, PID=’ ${pid}
kill -9 ${pid}

fi

# reset ppp interface
ifconfig ppp0 down
ifconfig ppp0 delete

# enable autoanswer mode
kermit -y /etc/ppp/kermit.ans

# run ppp
pppd /dev/tty01 19200

Use this/etc/ppp/pppservdown script to stop the server:

#!/bin/sh
ps ax |grep pppd |grep -v grep
pid=‘ps ax |grep pppd |grep -v grep|awk ’{print $1;}’‘
if [ "X${pid}" != "X" ] ; then

echo ’killing pppd, PID=’ ${pid}
kill ${pid}

fi
ps ax |grep kermit |grep -v grep
pid=‘ps ax |grep kermit |grep -v grep|awk ’{print $1;}’‘
if [ "X${pid}" != "X" ] ; then

585



a25. PPP and SLIP

echo ’killing kermit, PID=’ ${pid}
kill -9 ${pid}

fi
ifconfig ppp0 down
ifconfig ppp0 delete

kermit -y /etc/ppp/kermit.noans

The followingKermit script (/etc/ppp/kermit.ans ) will enable/disable autoanswer mode on your modem. It
should look like this:

set line /dev/tty01
set speed 19200
set file type binary
set file names literal
set win 8
set rec pack 1024
set send pack 1024
set block 3
set term bytesize 8
set command bytesize 8
set flow none

pau 1
out +++
inp 5 OK
out ATH0\13
inp 5 OK
echo \13
out ATS0=1\13 ; change this to out ATS0=0\13 if you want to dis able

; autoanswer mode
inp 5 OK
echo \13
exit

A script named/etc/ppp/kermit.dial is used for dialing and authenticating on the remote host. You will need to
customize it for your needs. Put your login and password in this script; you will also need to change the input
statement depending on responses from your modem and remotehost.

;
; put the com line attached to the modem here:
;
set line /dev/tty01
;
; put the modem speed here:
;
set speed 19200
set file type binary ; full 8 bit file xfer
set file names literal
set win 8
set rec pack 1024
set send pack 1024
set block 3
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set term bytesize 8
set command bytesize 8
set flow none
set modem hayes
set dial hangup off
set carrier auto ; Then SET CARRIER if necessary,
set dial display on ; Then SET DIAL if necessary,
set input echo on
set input timeout proceed
set input case ignore
def \%x 0 ; login prompt counter
goto slhup

:slcmd ; put the modem in command mode
echo Put the modem in command mode.
clear ; Clear unread characters from input buffer
pause 1
output +++ ; hayes escape sequence
input 1 OK\13\10 ; wait for OK
if success goto slhup
output \13
pause 1
output at\13
input 1 OK\13\10
if fail goto slcmd ; if modem doesn’t answer OK, try again

:slhup ; hang up the phone
clear ; Clear unread characters from input buffer
pause 1
echo Hanging up the phone.
output ath0\13 ; hayes command for on hook
input 2 OK\13\10
if fail goto slcmd ; if no OK answer, put modem in command mode

:sldial ; dial the number
pause 1
echo Dialing.
output atdt9,550311\13\10 ; put phone number here
assign \%x 0 ; zero the time counter

:look
clear ; Clear unread characters from input buffer
increment \%x ; Count the seconds
input 1 {CONNECT }
if success goto sllogin
reinput 1 {NO CARRIER\13\10}
if success goto sldial
reinput 1 {NO DIALTONE\13\10}
if success goto slnodial
reinput 1 {\255}
if success goto slhup
reinput 1 {\127}
if success goto slhup
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if < \%x 60 goto look
else goto slhup

:sllogin ; login
assign \%x 0 ; zero the time counter
pause 1
echo Looking for login prompt.

:slloop
increment \%x ; Count the seconds
clear ; Clear unread characters from input buffer
output \13
;
; put your expected login prompt here:
;
input 1 {Username: }
if success goto sluid
reinput 1 {\255}
if success goto slhup
reinput 1 {\127}
if success goto slhup
if < \%x 10 goto slloop ; try 10 times to get a login prompt
else goto slhup ; hang up and start again if 10 failures

:sluid
;
; put your userid here:
;
output ppp-login\13
input 1 {Password: }
;
; put your password here:
;
output ppp-password\13
input 1 {Entering SLIP mode.}
echo
quit

:slnodial
echo \7No dialtone. Check the telephone line!\7
exit 1

; local variables:
; mode: csh
; comment-start: "; "
; comment-start-skip: "; "
; end:
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25.4. Troubleshooting PPP Connections
Contributed by Tom Rhodes.

This section covers a few issues which may arise when using PPP over a modem connection. For instance, perhaps
you need to know exactly what prompts the system you are dialing into will present. Some ISPs present thessword

prompt, and others will presentpassword ; if the ppp script is not written accordingly, the login attempt will fail.
The most common way to debugppp connections is by connecting manually. The following information will walk
you through a manual connection step by step.

25.4.1. Check the Device Nodes

If you reconfigured your kernel then you recall thesio device. If you did not configure your kernel, there is no
reason to worry. Just check thedmesg output for the modem device with:

# dmesg | grep sio

You should get some pertinent output about thesio devices. These are the COM ports we need. If your modem acts
like a standard serial port then you should see it listed onsio1 , or COM2. If so, you are not required to rebuild the
kernel, you just need to make the serial device. You can do this by changing your directory to/dev and running the
MAKEDEVscript like above. Now make the serial devices with:

# sh MAKEDEV cuaa0 cuaa1 cuaa2 cuaa3

which will create the serial devices for your system. When matching up sio modem is onsio1 or COM2if you are in
DOS, then your modem device would be/dev/cuaa1 .

25.4.2. Connecting Manually

Connecting to the Internet by manually controllingppp is quick, easy, and a great way to debug a connection or just
get information on how your ISP treatsppp client connections. Lets startPPPfrom the command line. Note that in
all of our examples we will useexampleas the hostname of the machine runningPPP. You startppp by just typing
ppp :

# ppp

We have now startedppp .

ppp ON example> set device /dev/cuaa1

We set our modem device, in this case it iscuaa1 .

ppp ON example> set speed 115200

Set the connection speed, in this case we are using 115,200 kbps.

ppp ON example> enable dns

Tell ppp to configure our resolver and add the nameserver lines to/etc/resolv.conf . If ppp cannot determine
our hostname, we can set one manually later.

ppp ON example> term
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Switch toEterminalFmode so that we can manually control the modem.

deflink: Entering terminal mode on /dev/cuaa1

type ’~h’ for help

at

OK
atdt 123456789

Useat to initialize the modem, then useatdt and the number for your ISP to begin the dial in process.

CONNECT

Confirmation of the connection, if we are going to have any connection problems, unrelated to hardware, here is
where we will attempt to resolve them.

ISP Login: myusername

Here you are prompted for a username, return the prompt with the username that was provided by the ISP.

ISP Pass: mypassword

This time we are prompted for a password, just reply with the password that was provided by the ISP. Just like
logging into FreeBSD, the password will not echo.

Shell or PPP: ppp

Depending on your ISP this prompt may never appear. Here we are being asked if we wish to use a shell on the
provider, or to startppp . In this example, we have chosen to useppp as we want an Internet connection.

Ppp ON example>

Notice that in this example the firstp has been capitalized. This shows that we have successfully connected to the
ISP.

PPp ON example>

We have successfully authenticated with our ISP and are waiting for the assigned IP address.

PPP ON example>

We have made an agreement on an IP address and successfully completed our connection.

PPP ON example>add default HISADDR

Here we add our default route, we need to do this before we can talk to the outside world as currently the only
established connection is with the peer. If this fails due toexisting routes you can put a bang character! in front of
theadd . Alternatively, you can set this before making the actual connection and it will negotiate a new route
accordingly.

If everything went good we should now have an active connection to the Internet, which could be thrown into the
background usingCTRL +z If you notice thePPPreturn toppp then we have lost our connection. This is good to
know because it shows our connection status. Capital P’s show that we have a connection to the ISP and lowercase
p’s show that the connection has been lost for whatever reason. ppp only has these 2 states.
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25.4.2.1. Debugging

If you have a direct line and cannot seem to make a connection,then turn hardware flow CTS/RTS to off with the
set ctsrts off . This is mainly the case if you are connected to somePPPcapable terminal servers, wherePPP
hangs when it tries to write data to your communication link,so it would be waiting for a CTS, or Clear To Send
signal which may never come. If you use this option however, you should also use theset accmap option, which
may be required to defeat hardware dependent on passing certain characters from end to end, most of the time
XON/XOFF. See the ppp(8) manual page for more information onthis option, and how it is used.

If you have an older modem, you may need to use theset parity even . Parity is set at none be default, but is
used for error checking (with a large increase in traffic) on older modems and some ISPs. You may need this option
for the Compuserve ISP.

PPPmay not return to the command mode, which is usually a negotiation error where the ISP is waiting for your
side to start negotiating. At this point, using the~p command will force ppp to start sending the configuration
information.

If you never obtain a login prompt, then most likely you need to use PAP or CHAP authentication instead of the
UNIX style in the example above. To use PAP or CHAP just add thefollowing options toPPPbefore going into
terminal mode:

ppp ON example> set authname myusername

Wheremyusername should be replaced with the username that was assigned by theISP.

ppp ON example> set authkey mypassword

Wheremypassword should be replaced with the password that was assigned by theISP.

If you connect fine, but cannot seem to find any domain name, tryto use ping(8) with an IP address and see if you
can get any return information. If you experience 100 percent (100%) packet loss, then it is most likely that you were
not assigned a default route. Double check that the optionadd default HISADDR was set during the connection. If
you can connect to a remote IP address then it is possible thata resolver address has not been added to the
/etc/resolv.conf . This file should look like:

domain example.com

nameserver x.x.x.x

nameserver y.y.y.y

Wherex.x.x.x andy.y.y.y should be replaced with the IP address of your ISP’s DNS servers. This information
may or may not have been provided when you signed up, but a quick call to your ISP should remedy that.

You could also have syslog(3) provide a logging function foryourPPPconnection. Just add:

!ppp

* . * /var/log/ppp.log

to /etc/syslog.conf . In most cases, this functionality already exists.
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25.5. Using PPP over Ethernet (PPPoE)
Contributed (from http://node.to/freebsd/how-tos/how-to-freebsd-pppoe.html) by Jim Mock.

This section describes how to set up PPP over Ethernet (PPPoE).

25.5.1. Configuring the Kernel

No kernel configuration is necessary for PPPoE any longer. Ifthe necessary netgraph support is not built into the
kernel, it will be dynamically loaded byppp.

25.5.2. Setting Up ppp.conf

Here is an example of a workingppp.conf :

default:
set log Phase tun command # you can add more detailed logging i f you wish
set ifaddr 10.0.0.1/0 10.0.0.2/0

name_of_service_provider:
set device PPPoE: xl1 # replace xl1 with your Ethernet device
set authname YOURLOGINNAME
set authkey YOURPASSWORD
set dial
set login
add default HISADDR

25.5.3. Running ppp

As root , you can run:

# ppp -ddial name_of_service_provider

25.5.4. Starting ppp at Boot

Add the following to your/etc/rc.conf file:

ppp_enable="YES"
ppp_mode="ddial"
ppp_nat="YES" # if you want to enable nat for your local netwo rk, otherwise NO
ppp_profile="name_of_service_provider"

25.5.5. Using a PPPoE Service Tag

Sometimes it will be necessary to use a service tag to establish your connection. Service tags are used to distinguish
between different PPPoE servers attached to a given network.
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You should have been given any required service tag information in the documentation provided by your ISP. If you
cannot locate it there, ask your ISP’s tech support personnel.

As a last resort, you could try the method suggested by the Roaring Penguin PPPoE
(http://www.roaringpenguin.com/pppoe/) program which can be found in thePorts Collection. Bear in mind
however, this may de-program your modem and render it useless, so think twice before doing it. Simply install the
program shipped with the modem by your provider. Then, access theSystem menu from the program. The name of
your profile should be listed there. It is usuallyISP.

The profile name (service tag) will be used in the PPPoE configuration entry inppp.conf as the provider part of the
set device command (see the ppp(8) manual page for full details). It should look like this:

set device PPPoE: xl1: ISP

Do not forget to changexl1 to the proper device for your Ethernet card.

Do not forget to changeISP to the profile you have just found above.

For additional information, see:

�Cheaper Broadband with FreeBSD on DSL (http://renaud.waldura.com/doc/freebsd/pppoe/) by Renaud Waldura.

� Nutzung von T-DSL und T-Online mit FreeBSD (http://www.ruhr.de/home/nathan/FreeBSD/tdsl-freebsd.html) by
Udo Erdelhoff (in German).

25.5.6. PPPoE with a 3Com® HomeConnect® ADSL Modem Dual Link

This modem does not follow RFC 2516 (http://www.faqs.org/rfcs/rfc2516.html) (A Method for transmitting PPP
over Ethernet (PPPoE), written by L. Mamakos, K. Lidl, J. Evarts, D. Carrel, D. Simone, and R. Wheeler). Instead,
different packet type codes have been used for the Ethernet frames. Please complain to 3Com
(http://www.3com.com/) if you think it should comply with the PPPoE specification.

In order to make FreeBSD capable of communicating with this device, a sysctl must be set. This can be done
automatically at boot time by updating/etc/sysctl.conf :

net.graph.nonstandard_pppoe=1

or can be done immediately with the command:

# sysctl net.graph.nonstandard_pppoe=1

Unfortunately, because this is a system-wide setting, it isnot possible to talk to a normal PPPoE client or server and a
3Com HomeConnect® ADSL Modem at the same time.

25.6. Using PPP over ATM (PPPoA)
The following describes how to set up PPP over ATM (PPPoA). PPPoA is a popular choice among European DSL
providers.

593



a25. PPP and SLIP

25.6.1. Using PPPoA with the Alcatel SpeedTouch TM USB

PPPoA support for this device is supplied as a port in FreeBSDbecause the firmware is distributed under Alcatel’s
license agreement (http://www.speedtouchdsl.com/disclaimer_lx.htm) and can not be redistributed freely with the
base system of FreeBSD.

To install the software, simply use thePorts Collection. Install thenet/pppoa port and follow the instructions
provided with it.

Like many USB devices, the Alcatel SpeedTouchTM USB needs to download firmware from the host computer to
operate properly. It is possible to automate this process inFreeBSD so that this transfer takes place whenever the
device is plugged into a USB port. The following informationcan be added to the/etc/usbd.conf file to enable
this automatic firmware transfer. This file must be edited as theroot user.

device "Alcatel SpeedTouch USB"
devname "ugen[0-9]+"
vendor 0x06b9
product 0x4061
attach "/usr/local/sbin/modem_run -f /usr/local/libdat a/mgmt.o"

To enable the USB daemon,usbd, put the following the line into/etc/rc.conf :

usbd_enable="YES"

It is also possible to set upppp to dial up at startup. To do this add the following lines to/etc/rc.conf . Again, for
this procedure you will need to be logged in as theroot user.

ppp_enable="YES"
ppp_mode="ddial"
ppp_profile="adsl"

For this to work correctly you will need to have used the sampleppp.conf which is supplied with thenet/pppoa

port.

25.6.2. Using mpd

You can usempd to connect to a variety of services, in particular PPTP services. You can findmpd in the Ports
Collection,net/mpd . Many ADSL modems require that a PPTP tunnel is created between the modem and computer,
one such modem is the Alcatel SpeedTouch Home.

First you must install the port, and then you can configurempd to suit your requirements and provider settings. The
port places a set of sample configuration files which are well documented inPREFIX/etc/mpd/ . Note here that
PREFIX means the directory into which your ports are installed, this defaults to/usr/local/ . A complete guide to
configurempd is available in HTML format once the port has been installed.It is placed in
PREFIX/share/doc/mpd/ . Here is a sample configuration for connecting to an ADSL service withmpd. The
configuration is spread over two files, first thempd.conf :

default:
load adsl

adsl:
new -i ng0 adsl adsl
set bundle authname username ➊

594



a25. PPP and SLIP

set bundle password password ➋

set bundle disable multilink

set link no pap acfcomp protocomp
set link disable chap
set link accept chap
set link keep-alive 30 10

set ipcp no vjcomp
set ipcp ranges 0.0.0.0/0 0.0.0.0/0

set iface route default
set iface disable on-demand
set iface enable proxy-arp
set iface idle 0

open

➊ The username used to authenticate with your ISP.

➋ The password used to authenticate with your ISP.

Thempd.links file contains information about the link, or links, you wish to establish. An examplempd.links to
accompany the above example is given beneath:

adsl:
set link type pptp
set pptp mode active
set pptp enable originate outcall
set pptp self 10.0.0.1 ➊

set pptp peer 10.0.0.138 ➋

➊ The IP address of your FreeBSD computer which you will be using mpd from.

➋ The IP address of your ADSL modem. For the Alcatel SpeedTouchHome this address defaults to10.0.0.138 .

It is possible to initialize the connection easily by issuing the following command asroot :

# mpd -b adsl

You can see the status of the connection with the following command:

% ifconfig ng0

ng0: flags=88d1<UP,POINTOPOINT,RUNNING,NOARP,SIMPLEX ,MULTICAST> mtu 1500
inet 216.136.204.117 --> 204.152.186.171 netmask 0xfffff fff

Usingmpd is the recommended way to connect to an ADSL service with FreeBSD.
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25.6.3. Using pptpclient

It is also possible to use FreeBSD to connect to other PPPoA services usingnet/pptpclient .

To usenet/pptpclient to connect to a DSL service, install the port or package and edit your
/etc/ppp/ppp.conf . You will need to beroot to perform both of these operations. An example section of
ppp.conf is given below. For further information onppp.conf options consult theppp manual page, ppp(8).

adsl:
set log phase chat lcp ipcp ccp tun command
set timeout 0
enable dns
set authname username ➊

set authkey password ➋

set ifaddr 0 0
add default HISADDR

➊ The username of your account with the DSL provider.

➋ The password for your account.

ÊÊÊ×××Because you must put your account’s password in the ppp.conf file in plain text form you should make sure
than nobody can read the contents of this file. The following series of commands will make sure the file is only
readable by the root account. Refer to the manual pages for chmod(1) and chown(8) for further information.

# chown root:wheel /etc/ppp/ppp.conf

# chmod 600 /etc/ppp/ppp.conf

This will open a tunnel for a PPP session to your DSL router. Ethernet DSL modems have a preconfigured LAN IP
address which you connect to. In the case of the Alcatel SpeedTouch Home this address is10.0.0.138 . Your router
documentation should tell you which address your device uses. To open the tunnel and start a PPP session execute
the following command:

# pptp address adsl

èèèîîî: You may wish to add an ampersand (E&F) to the end of the previous command because pptp will not
return your prompt to you otherwise.

A tun virtual tunnel device will be created for interaction between thepptp andppp processes. Once you have been
returned to your prompt, or thepptp process has confirmed a connection you can examine the tunnellike so:

% ifconfig tun0

tun0: flags=8051<UP,POINTOPOINT,RUNNING,MULTICAST> mt u 1500
inet 216.136.204.21 --> 204.152.186.171 netmask 0xffffff 00
Opened by PID 918

If you are unable to connect, check the configuration of your router, which is usually accessible viatelnet or with a
web browser. If you still cannot connect you should examine the output of thepptp command and the contents of
theppp log file, /var/log/ppp.log for clues.
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25.7. Using SLIP
Originally contributed by Satoshi Asami. With input from Guy HelmervPiero Serini.

25.7.1. Setting Up a SLIP Client

The following is one way to set up a FreeBSD machine for SLIP ona static host network. For dynamic hostname
assignments (your address changes each time you dial up), you probably need to have a more complex setup.

First, determine which serial port your modem is connected to. Many people set up a symbolic link, such as
/dev/modem , to point to the real device name,/dev/cuaaN (or /dev/cuadN under FreeBSD 6.X). This allows you
to abstract the actual device name should you ever need to move the modem to a different port. It can become quite
cumbersome when you need to fix a bunch of files in/etc and.kermrc files all over the system!

¥¥¥: /dev/cuaa0 (or /dev/cuad0 under FreeBSD 6.X) is COM1, cuaa1 (or /dev/cuad1 ) is COM2, etc.

Make sure you have the following in your kernel configurationfile:

device sl

Under FreeBSD 4.X, use instead the following line:

pseudo-device sl 1

It is included in theGENERICkernel, so this should not be a problem unless you have deleted it.

25.7.1.1. Things You Have to Do Only Once

1. Add your home machine, the gateway and nameservers to your/etc/hosts file. Ours looks like this:

127.0.0.1 localhost loghost
136.152.64.181 water.CS.Example.EDU water.CS water
136.152.64.1 inr-3.CS.Example.EDU inr-3 slip-gateway
128.32.136.9 ns1.Example.EDU ns1
128.32.136.12 ns2.Example.EDU ns2

2. Make sure you havehosts beforebind in your /etc/host.conf on FreeBSD versions prior to 5.0. Since
FreeBSD 5.0, the system uses the file/etc/nsswitch.conf instead, make sure you havefiles beforedns in
thehosts line of this file. Without these parameters funny things may happen.

3. Edit the/etc/rc.conf file.

1. Set your hostname by editing the line that says:

hostname="myname.my.domain"

Your machine’s full Internet hostname should be placed here.

2.

Designate the default router by changing the line:

defaultrouter="NO"

to:
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defaultrouter="slip-gateway"

4. Make a file/etc/resolv.conf which contains:

domain CS.Example.EDU
nameserver 128.32.136.9
nameserver 128.32.136.12

As you can see, these set up the nameserver hosts. Of course, the actual domain names and addresses depend on
your environment.

5. Set the password forroot andtoor (and any other accounts that do not have a password).

6. Reboot your machine and make sure it comes up with the correct hostname.

25.7.1.2. Making a SLIP Connection

1. Dial up, typeslip at the prompt, enter your machine name and password. What is required to be entered
depends on your environment. If you useKermit , you can try a script like this:

# kermit setup
set modem hayes
set line /dev/modem
set speed 115200
set parity none
set flow rts/cts
set terminal bytesize 8
set file type binary
# The next macro will dial up and login
define slip dial 643-9600, input 10 =>, if failure stop, -
output slip\x0d, input 10 Username:, if failure stop, -
output silvia\x0d, input 10 Password:, if failure stop, -
output *** \x0d, echo \x0aCONNECTED\x0a

Of course, you have to change the username and password to fit yours. After doing so, you can just typeslip

from theKermit prompt to connect.

¥¥¥: Leaving your password in plain text anywhere in the filesystem is generally a bad idea. Do it at your own
risk.

2. Leave theKermit there (you can suspend it byCtrl -z) and asroot , type:

# slattach -h -c -s 115200 /dev/modem

If you are able toping hosts on the other side of the router, you are connected! If itdoes not work, you might
want to try-a instead of-c as an argument toslattach .

25.7.1.3. How to Shutdown the Connection

Do the following:

# kill -INT ‘cat /var/run/slattach.modem.pid‘
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to kill slattach . Keep in mind you must beroot to do the above. Then go back tokermit (by runningfg if you
suspended it) and exit from it (q).

The slattach(8) manual page says you have to useifconfig sl0 down to mark the interface down, but this does
not seem to make any difference. (ifconfig sl0 reports the same thing.)

Some times, your modem might refuse to drop the carrier. In that case, simply startkermit and quit it again. It
usually goes out on the second try.

25.7.1.4. Troubleshooting

If it does not work, feel free to ask on freebsd-net (http://lists.FreeBSD.org/mailman/listinfo/freebsd-net) mailing
list. The things that people tripped over so far:

�Not using-c or -a in slattach (This should not be fatal, but some users have reported that this solves their
problems.)

�Usings10 instead ofsl0 (might be hard to see the difference on some fonts).

� Try ifconfig sl0 to see your interface status. For example, you might get:

# ifconfig sl0

sl0: flags=10<POINTOPOINT>
inet 136.152.64.181 --> 136.152.64.1 netmask ffffff00

� If you getno route to host messages from ping(8), there may be a problem with your routing table. You can
use thenetstat -r command to display the current routes :

# netstat -r

Routing tables
Destination Gateway Flags Refs Use IfaceMTU Rtt Netmasks:

(root node)
(root node)

Route Tree for Protocol Family inet:
(root node) =>
default inr-3.Example.EDU UG 8 224515 sl0 - -
localhost.Exampl localhost.Example. UH 5 42127 lo0 - 0.438
inr-3.Example.ED water.CS.Example.E UH 1 0 sl0 - -
water.CS.Example localhost.Example. UGH 34 47641234 lo0 - 0.438
(root node)

The preceding examples are from a relatively busy system. The numbers on your system will vary depending on
network activity.

25.7.2. Setting Up a SLIP Server

This document provides suggestions for setting up SLIP Server services on a FreeBSD system, which typically
means configuring your system to automatically startup connections upon login for remote SLIP clients.
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25.7.2.1. Prerequisites

This section is very technical in nature, so background knowledge is required. It is assumed that you are familiar
with the TCP/IP network protocol, and in particular, network and node addressing, network address masks,
subnetting, routing, and routing protocols, such as RIP. Configuring SLIP services on a dial-up server requires a
knowledge of these concepts, and if you are not familiar withthem, please read a copy of either Craig Hunt’sTCP/IP
Network Administrationpublished by O’Reilly & Associates, Inc. (ISBN Number 0-937175-82-X), or Douglas
Comer’s books on the TCP/IP protocol.

It is further assumed that you have already set up your modem(s) and configured the appropriate system files to allow
logins through your modems. If you have not prepared your system for this yet, please seeµÚ 24.4; for details on
dialup services configuration. You may also want to check themanual pages for sio(4) for information on the serial
port device driver and ttys(5), gettytab(5), getty(8), & init(8) for information relevant to configuring the system to
accept logins on modems, and perhaps stty(1) for information on setting serial port parameters (such asclocal for
directly-connected serial interfaces).

25.7.2.2. Quick Overview

In its typical configuration, using FreeBSD as a SLIP server works as follows: a SLIP user dials up your FreeBSD
SLIP Server system and logs in with a special SLIP login ID that uses/usr/sbin/sliplogin as the special user’s
shell. Thesliplogin program browses the file/etc/sliphome/slip.hosts to find a matching line for the
special user, and if it finds a match, connects the serial lineto an available SLIP interface and then runs the shell
script/etc/sliphome/slip.login to configure the SLIP interface.

25.7.2.2.1. An Example of a SLIP Server Login

For example, if a SLIP user ID wereShelmerg , Shelmerg ’s entry in /etc/master.passwd would look
something like this:

Shelmerg:password:1964:89::0:0:Guy Helmer - SLIP:/usr/ users/Shelmerg:/usr/sbin/sliplogin

WhenShelmerg logs in,sliplogin will search/etc/sliphome/slip.hosts for a line that had a matching
user ID; for example, there may be a line in/etc/sliphome/slip.hosts that reads:

Shelmerg dc-slip sl-helmer 0xfffffc00 autocomp

sliplogin will find that matching line, hook the serial line into the next available SLIP interface, and then execute
/etc/sliphome/slip.login like this:

/etc/sliphome/slip.login 0 19200 Shelmerg dc-slip sl-hel mer 0xfffffc00 autocomp

If all goes well,/etc/sliphome/slip.login will issue anifconfig for the SLIP interface to which
sliplogin attached itself (SLIP interface 0, in the above example, which was the first parameter in the list given to
slip.login ) to set the local IP address (dc-slip ), remote IP address (sl-helmer ), network mask for the SLIP
interface (0xfffffc00 ), and any additional flags (autocomp ). If something goes wrong,sliplogin usually logs
good informational messages via thesyslogddaemon facility, which usually logs to/var/log/messages (see the
manual pages for syslogd(8) and syslog.conf(5) and perhapscheck/etc/syslog.conf to see to whatsyslogdis
logging and where it is logging to).
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25.7.2.3. Kernel Configuration

FreeBSD’s default kernel (GENERIC) comes with SLIP (sl(4)) support; in case of a custom kernel,you have to add
the following line to your kernel configuration file:

device sl

Under FreeBSD 4.X, use instead the following line:

pseudo-device sl 2

¥¥¥: The number at the end of the line is the maximum number of SLIP connections that may be operating
simultaneously. Since FreeBSD 5.0, the sl(4) driver isEauto-cloningF.

By default, your FreeBSD machine will not forward packets. If you want your FreeBSD SLIP Server to act as a
router, you will have to edit the/etc/rc.conf file and change the setting of thegateway_enable variable toYES.

You will then need to reboot for the new settings to take effect.

Please refer toµÚ 8a on Configuring the FreeBSD Kernel for help in reconfiguring your kernel.

25.7.2.4. Sliplogin Configuration

As mentioned earlier, there are three files in the/etc/sliphome directory that are part of the configuration for
/usr/sbin/sliplogin (see sliplogin(8) for the actual manual page forsliplogin ): slip.hosts , which defines
the SLIP users and their associated IP addresses;slip.login , which usually just configures the SLIP interface; and
(optionally)slip.logout , which undoesslip.login ’s effects when the serial connection is terminated.

25.7.2.4.1. slip.hosts Configuration

/etc/sliphome/slip.hosts contains lines which have at least four items separated by whitespace:

�SLIP user’s login ID

� Local address (local to the SLIP server) of the SLIP link

�Remote address of the SLIP link

�Network mask

The local and remote addresses may be host names (resolved toIP addresses by/etc/hosts or by the domain
name service, depending on your specifications in the file/etc/nsswitch.conf , or in /etc/host.conf if you
use FreeBSD 4.X), and the network mask may be a name that can beresolved by a lookup into/etc/networks . On
a sample system,/etc/sliphome/slip.hosts looks like this:

#
# login local-addr remote-addr mask opt1 opt2
# (normal,compress,noicmp)
#
Shelmerg dc-slip sl-helmerg 0xfffffc00 autocomp

At the end of the line is one or more of the options:

601



a25. PPP and SLIP

� normal �no header compression

� compress �compress headers

� autocomp �compress headers if the remote end allows it

� noicmp �disable ICMP packets (so anyEpingF packets will be dropped instead of using up your bandwidth)

Your choice of local and remote addresses for your SLIP linksdepends on whether you are going to dedicate a
TCP/IP subnet or if you are going to useEproxy ARPF on your SLIP server (it is notEtrueF proxy ARP, but that
is the terminology used in this section to describe it). If you are not sure which method to select or how to assign IP
addresses, please refer to the TCP/IP books referenced in the SLIP Prerequisites (µÚ 25.7.2.1;) and/or consult
your IP network manager.

If you are going to use a separate subnet for your SLIP clients, you will need to allocate the subnet number out of
your assigned IP network number and assign each of your SLIP client’s IP numbers out of that subnet. Then, you
will probably need to configure a static route to the SLIP subnet via your SLIP server on your nearest IP router.

Otherwise, if you will use theEproxy ARPF method, you will need to assign your SLIP client’s IP addresses out of
your SLIP server’s Ethernet subnet, and you will also need toadjust your/etc/sliphome/slip.login and
/etc/sliphome/slip.logout scripts to use arp(8) to manage the proxy-ARP entries in the SLIP server’s ARP
table.

25.7.2.4.2. slip.login Configuration

The typical/etc/sliphome/slip.login file looks like this:

#!/bin/sh -
#
# @(#)slip.login 5.1 (Berkeley) 7/1/90

#
# generic login file for a slip line. sliplogin invokes this w ith
# the parameters:
# 1 2 3 4 5 6 7-n
# slipunit ttyspeed loginname local-addr remote-addr mask opt-args
#
/sbin/ifconfig sl$1 inet $4 $5 netmask $6

Thisslip.login file merely runsifconfig for the appropriate SLIP interface with the local and remoteaddresses
and network mask of the SLIP interface.

If you have decided to use theEproxy ARPF method (instead of using a separate subnet for your SLIP clients),
your /etc/sliphome/slip.login file will need to look something like this:

#!/bin/sh -
#
# @(#)slip.login 5.1 (Berkeley) 7/1/90

#
# generic login file for a slip line. sliplogin invokes this w ith
# the parameters:
# 1 2 3 4 5 6 7-n
# slipunit ttyspeed loginname local-addr remote-addr mask opt-args
#
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/sbin/ifconfig sl$1 inet $4 $5 netmask $6
# Answer ARP requests for the SLIP client with our Ethernet ad dr
/usr/sbin/arp -s $5 00:11:22:33:44:55 pub

The additional line in thisslip.login , arp -s $5 00:11:22:33:44:55 pub , creates an ARP entry in the
SLIP server’s ARP table. This ARP entry causes the SLIP server to respond with the SLIP server’s Ethernet MAC
address whenever another IP node on the Ethernet asks to speak to the SLIP client’s IP address.

When using the example above, be sure to replace the EthernetMAC address (00:11:22:33:44:55 ) with the MAC
address of your system’s Ethernet card, or yourEproxy ARPF will definitely not work! You can discover your
SLIP server’s Ethernet MAC address by looking at the resultsof runningnetstat -i ; the second line of the output
should look something like:

ed0 1500 <Link>0.2.c1.28.5f.4a 191923 0 129457 0 116

This indicates that this particular system’s Ethernet MAC address is00:02:c1:28:5f:4a �the periods in the
Ethernet MAC address given bynetstat -i must be changed to colons and leading zeros should be added toeach
single-digit hexadecimal number to convert the address into the form that arp(8) desires; see the manual page on
arp(8) for complete information on usage.

¥¥¥: When you create /etc/sliphome/slip.login and /etc/sliphome/slip.logout , theEexecuteF bit (i.e.,
chmod 755 /etc/sliphome/slip.login /etc/sliphome/slip. logout ) must be set, or sliplogin will be
unable to execute it.

25.7.2.4.3. slip.logout Configuration

/etc/sliphome/slip.logout is not strictly needed (unless you are implementingEproxy ARPF), but if you
decide to create it, this is an example of a basicslip.logout script:

#!/bin/sh -
#
# slip.logout

#
# logout file for a slip line. sliplogin invokes this with
# the parameters:
# 1 2 3 4 5 6 7-n
# slipunit ttyspeed loginname local-addr remote-addr mask opt-args
#
/sbin/ifconfig sl$1 down

If you are usingEproxy ARPF, you will want to have/etc/sliphome/slip.logout remove the ARP entry for
the SLIP client:

#!/bin/sh -
#
# @(#)slip.logout

#
# logout file for a slip line. sliplogin invokes this with
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# the parameters:
# 1 2 3 4 5 6 7-n
# slipunit ttyspeed loginname local-addr remote-addr mask opt-args
#
/sbin/ifconfig sl$1 down
# Quit answering ARP requests for the SLIP client
/usr/sbin/arp -d $5

Thearp -d $5 removes the ARP entry that theEproxy ARPF slip.login added when the SLIP client logged
in.

It bears repeating: make sure/etc/sliphome/slip.logout has the execute bit set after you create it (i.e.,chmod

755 /etc/sliphome/slip.logout ).

25.7.2.5. Routing Considerations

If you are not using theEproxy ARPF method for routing packets between your SLIP clients and therest of your
network (and perhaps the Internet), you will probably have to add static routes to your closest default router(s) to
route your SLIP clients subnet via your SLIP server.

25.7.2.5.1. Static Routes

Adding static routes to your nearest default routers can be troublesome (or impossible if you do not have authority to
do so...). If you have a multiple-router network in your organization, some routers, such as those made by Cisco and
Proteon, may not only need to be configured with the static route to the SLIP subnet, but also need to be told which
static routes to tell other routers about, so some expertiseand troubleshooting/tweaking may be necessary to get
static-route-based routing to work.

25.7.2.5.2. Running GateD®

¥¥¥: GateD is proprietary software now and will not be available as source code to the public anymore (more info
on the GateD (http://www.gated.org/) website). This section only exists to ensure backwards compatibility for
those that are still using an older version.

An alternative to the headaches of static routes is to install GateDon your FreeBSD SLIP server and configure it to
use the appropriate routing protocols (RIP/OSPF/BGP/EGP)to tell other routers about your SLIP subnet. You will
need to write a/etc/gated.conf file to configure yourGateD; here is a sample, similar to what the author used
on a FreeBSD SLIP server:

#
# gated configuration file for dc.dsu.edu; for gated versio n 3.5alpha5
# Only broadcast RIP information for xxx.xxx.yy out the ed Et hernet interface
#
#
# tracing options
#
traceoptions "/var/tmp/gated.output" replace size 100k f iles 2 general ;

604



a25. PPP and SLIP

rip yes {
interface sl noripout noripin ;
interface ed ripin ripout version 1 ;
traceoptions route ;

} ;

#
# Turn on a bunch of tracing info for the interface to the kerne l:
kernel {

traceoptions remnants request routes info interface ;
} ;

#
# Propagate the route to xxx.xxx.yy out the Ethernet interfa ce via RIP
#

export proto rip interface ed {
proto direct {

xxx.xxx.yy mask 255.255.252.0 metric 1; # SLIP connections
} ;

} ;

#
# Accept routes from RIP via ed Ethernet interfaces

import proto rip interface ed {
all ;

} ;

The above samplegated.conf file broadcasts routing information regarding the SLIP subnetxxx.xxx.yy via RIP
onto the Ethernet; if you are using a different Ethernet driver than theed driver, you will need to change the
references to theed interface appropriately. This sample file also sets up tracing to /var/tmp/gated.output for
debuggingGateD’s activity; you can certainly turn off the tracing options if GateDworks correctly for you. You will
need to change thexxx.xxx.yy ’s into the network address of your own SLIP subnet (be sure tochange the net
mask in theproto direct clause as well).

Once you have installed and configuredGateDon your system, you will need to tell the FreeBSD startup scripts to
runGateD in place ofrouted. The easiest way to accomplish this is to set therouter androuter_flags variables
in /etc/rc.conf . Please see the manual page forGateD for information on command-line parameters.
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26.2.2. Mailhost Server Daemon

FreeBSD ships withsendmailby default, but also support numerous other mail server daemons, just some of which
include:

� exim;

� postfix;

� qmail.

The server daemon usually has two functions�it is responsible for receiving incoming mail as well as delivering
outgoing mail. It isnot responsible for the collection of mail using protocols suchas POP or IMAP to read your
email, nor does it allow connecting to localmbox or Maildir mailboxes. You may require an additionaldaemonfor
that.

ÊÊÊ×××Older versions of sendmail have some serious security issues which may result in an attacker gaining local
and/or remote access to your machine. Make sure that you are running a current version to avoid these
problems. Optionally, install an alternative MTA from the FreeBSD Ports Collection.

26.2.3. Email and DNS

The Domain Name System (DNS) and its daemonnamed play a large role in the delivery of email. In order to deliver
mail from your site to another, the server daemon will look upthe remote site in the DNS to determine the host that
will receive mail for the destination. This process also occurs when mail is sent from a remote host to your mail
server.

DNS is responsible for mapping hostnames to IP addresses, aswell as for storing information specific to mail
delivery, known as MX records. The MX (Mail eXchanger) record specifies which host, or hosts, will receive mail
for a particular domain. If you do not have an MX record for your hostname or domain, the mail will be delivered
directly to your host provided you have an A record pointing your hostname to your IP address.

You may view the MX records for any domain by using the host(1)command, as seen in the example below:

% host -t mx FreeBSD.org

FreeBSD.org mail is handled (pri=10) by mx1.FreeBSD.org

26.2.4. Receiving Mail

Receiving mail for your domain is done by the mail host. It will collect all mail sent to your domain and store it
either inmbox (the default method for storing mail) or Maildir format, depending on your configuration. Once mail
has been stored, it may either be read locally using applications such as mail(1) ormutt , or remotely accessed and
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collected using protocols such as POP or IMAP. This means that should you only wish to read mail locally, you are
not required to install a POP or IMAP server.

26.2.4.1. Accessing remote mailboxes using POP and IMAP

In order to access mailboxes remotely, you are required to have access to a POP or IMAP server. These protocols
allow users to connect to their mailboxes from remote locations with ease. Though both POP and IMAP allow users
to remotely access mailboxes, IMAP offers many advantages,some of which are:

� IMAP can store messages on a remote server as well as fetch them.

� IMAP supports concurrent updates.

� IMAP can be extremely useful over low-speed links as it allows users to fetch the structure of messages without
downloading them; it can also perform tasks such as searching on the server in order to minimize data transfer
between clients and servers.

In order to install a POP or IMAP server, the following steps should be performed:

1. Choose an IMAP or POP server that best suits your needs. Thefollowing POP and IMAP servers are well
known and serve as some good examples:

� qpopper;

� teapop;

� imap-uw;

� courier-imap;

2. Install the POP or IMAP daemon of your choosing from the ports collection.

3. Where required, modify/etc/inetd.conf to load the POP or IMAP server.

ÊÊÊ×××It should be noted that both POP and IMAP transmit information, including username and password
credentials in clear-text. This means that if you wish to secure the transmission of information across these
protocols, you should consider tunneling sessions over ssh(1). Tunneling sessions is described in µÚ 14.11.8;.

26.2.4.2. Accessing local mailboxes

Mailboxes may be accessed locally by directly utilizing MUAs on the server on which the mailbox resides. This can
be done using applications such asmutt or mail(1).

26.2.5. The Mail Host

The mail host is the name given to a server that is responsiblefor delivering and receiving mail for your host, and
possibly your network.
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26.3. sendmail Configuration
Contributed by Christopher Shumway.

sendmail(8) is the default Mail Transfer Agent (MTA) in FreeBSD.sendmail’s job is to accept mail from Mail User
Agents (MUA) and deliver it to the appropriate mailer as defined by its configuration file.sendmailcan also accept
network connections and deliver mail to local mailboxes or deliver it to another program.

sendmailuses the following configuration files:

Filename Function

/etc/mail/access sendmailaccess database file

/etc/mail/aliases Mailbox aliases

/etc/mail/local-host-names Lists of hostssendmailaccepts mail for

/etc/mail/mailer.conf Mailer program configuration

/etc/mail/mailertable Mailer delivery table

/etc/mail/sendmail.cf sendmailmaster configuration file

/etc/mail/virtusertable Virtual users and domain tables

26.3.1. /etc/mail/access

The access database defines what host(s) or IP addresses haveaccess to the local mail server and what kind of access
they have. Hosts can be listed asOK, REJECT, RELAYor simply passed tosendmail’s error handling routine with a
given mailer error. Hosts that are listed asOK, which is the default, are allowed to send mail to this host aslong as the
mail’s final destination is the local machine. Hosts that arelisted asREJECTare rejected for all mail connections.
Hosts that have theRELAYoption for their hostname are allowed to send mail for any destination through this mail
server.

PPP»»»26-1. Configuring the sendmail Access Database

cyberspammer.com 550 We do not accept mail from spammers
FREE.STEALTH.MAILER@ 550 We do not accept mail from spammer s
another.source.of.spam REJECT
okay.cyberspammer.com OK
128.32 RELAY

In this example we have five entries. Mail senders that match the left hand side of the table are affected by the action
on the right side of the table. The first two examples give an error code tosendmail’s error handling routine. The
message is printed to the remote host when a mail matches the left hand side of the table. The next entry rejects mail
from a specific host on the Internet,another.source.of.spam . The next entry accepts mail connections from a
hostokay.cyberspammer.com , which is more exact than thecyberspammer.com line above. More specific
matches override less exact matches. The last entry allows relaying of electronic mail from hosts with an IP address
that begins with128.32 . These hosts would be able to send mail through this mail server that are destined for other
mail servers.

When this file is updated, you need to runmake in /etc/mail/ to update the database.
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26.3.2. /etc/mail/aliases

The aliases database contains a list of virtual mailboxes that are expanded to other user(s), files, programs or other
aliases. Here are a few examples that can be used in/etc/mail/aliases :

PPP»»»26-2. Mail Aliases

root: localuser
ftp-bugs: joe,eric,paul
bit.bucket: /dev/null
procmail: "|/usr/local/bin/procmail"

The file format is simple; the mailbox name on the left side of the colon is expanded to the target(s) on the right. The
first example simply expands the mailboxroot to the mailboxlocaluser , which is then looked up again in the
aliases database. If no match is found, then the message is delivered to the local userlocaluser . The next example
shows a mail list. Mail to the mailboxftp-bugs is expanded to the three local mailboxesjoe , eric , andpaul .
Note that a remote mailbox could be specified as <user@example.com >. The next example shows writing mail to a
file, in this case/dev/null . The last example shows sending mail to a program, in this case the mail message is
written to the standard input of/usr/local/bin/procmail through a UNIX pipe.

When this file is updated, you need to runmake in /etc/mail/ to update the database.

26.3.3. /etc/mail/local-host-names

This is a list of hostnames sendmail(8) is to accept as the local host name. Place any domains or hosts thatsendmail
is to be receiving mail for. For example, if this mail server was to accept mail for the domainexample.com and the
hostmail.example.com , its local-host-names might look something like this:

example.com
mail.example.com

When this file is updated, sendmail(8) needs to be restarted to read the changes.

26.3.4. /etc/mail/sendmail.cf

sendmail’s master configuration file,sendmail.cf controls the overall behavior ofsendmail, including everything
from rewriting e-mail addresses to printing rejection messages to remote mail servers. Naturally, with such a diverse
role, this configuration file is quite complex and its detailsare a bit out of the scope of this section. Fortunately, this
file rarely needs to be changed for standard mail servers.

The mastersendmailconfiguration file can be built from m4(1) macros that define the features and behavior of
sendmail. Please see/usr/src/contrib/sendmail/cf/README for some of the details.

When changes to this file are made,sendmailneeds to be restarted for the changes to take effect.

26.3.5. /etc/mail/virtusertable

Thevirtusertable maps mail addresses for virtual domains and mailboxes to real mailboxes. These mailboxes
can be local, remote, aliases defined in/etc/mail/aliases or files.
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PPP»»»26-3. Example Virtual Domain Mail Map

root@example.com root
postmaster@example.com postmaster@noc.example.net
@example.com joe

In the above example, we have a mapping for a domainexample.com . This file is processed in a first match order
down the file. The first item maps <root@example.com > to the local mailboxroot . The next entry maps
<postmaster@example.com > to the mailboxpostmaster on the hostnoc.example.net . Finally, if nothing
from example.com has matched so far, it will match the last mapping, which matches every other mail message
addressed to someone atexample.com . This will be mapped to the local mailboxjoe .

26.4. Changing Your Mail Transfer Agent
Written by Andrew Boothman. Information taken from e-mailswritten by Gregory Neil Shapiro.

As already mentioned, FreeBSD comes withsendmailalready installed as your MTA (Mail Transfer Agent).
Therefore by default it is in charge of your outgoing and incoming mail.

However, for a variety of reasons, some system administrators want to change their system’s MTA. These reasons
range from simply wanting to try out another MTA to needing a specific feature or package which relies on another
mailer. Fortunately, whatever the reason, FreeBSD makes iteasy to make the change.

26.4.1. Install a New MTA

You have a wide choice of MTAs available. A good starting point is theFreeBSD Ports Collectionwhere you will be
able to find many. Of course you are free to use any MTA you want from any location, as long as you can make it run
under FreeBSD.

Start by installing your new MTA. Once it is installed it gives you a chance to decide if it really fulfills your needs,
and also gives you the opportunity to configure your new software before getting it to take over fromsendmail.
When doing this, you should be sure that installing the new software will not attempt to overwrite system binaries
such as/usr/bin/sendmail . Otherwise, your new mail software has essentially been putinto service before you
have configured it.

Please refer to your chosen MTA’s documentation for information on how to configure the software you have chosen.

26.4.2. Disable sendmail

The procedure used to startsendmailchanged significantly between 4.5-RELEASE, 4.6-RELEASE, and later
releases. Therefore, the procedure used to disable it is subtly different.

ÊÊÊ×××If you disable sendmail ’s outgoing mail service, it is important that you replace it with an alternative mail
delivery system. If you choose not to, system functions such as periodic(8) will be unable to deliver their results
by e-mail as they would normally expect to. Many parts of your system may expect to have a functional
sendmail -compatible system. If applications continue to use sendmail ’s binaries to try to send e-mail after you
have disabled them, mail could go into an inactive sendmail queue, and never be delivered.
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26.4.2.1. FreeBSD 4.5-STABLE before 2002/4/4 and Earlier ( Including 4.5-RELEASE and Earlier)

Enter:

sendmail_enable="NO"

into /etc/rc.conf . This will disablesendmail’s incoming mail service, but if/etc/mail/mailer.conf (see
below) is not changed,sendmailwill still be used to send e-mail.

26.4.2.2. FreeBSD 4.5-STABLE after 2002/4/4 (Including 4. 6-RELEASE and Later)

In order to completely disablesendmail, including the outgoing mail service, you must use

sendmail_enable="NONE"

in /etc/rc.conf.

If you only want to disablesendmail’s incoming mail service, you should set

sendmail_enable="NO"

in /etc/rc.conf . However, if incoming mail is disabled, local delivery willstill function. More information on
sendmail’s startup options is available from the rc.sendmail(8) manual page.

26.4.2.3. FreeBSD 5.0-STABLE and Later

In order to completely disablesendmail, including the outgoing mail service, you must use

sendmail_enable="NO"
sendmail_submit_enable="NO"
sendmail_outbound_enable="NO"
sendmail_msp_queue_enable="NO"

in /etc/rc.conf.

If you only want to disablesendmail’s incoming mail service, you should set

sendmail_enable="NO"

in /etc/rc.conf . More information onsendmail’s startup options is available from the rc.sendmail(8) manual
page.

26.4.3. Running Your New MTA on Boot

You may have a choice of two methods for running your new MTA onboot, again depending on what version of
FreeBSD you are running.

26.4.3.1. FreeBSD 4.5-STABLE before 2002/4/11 (Including 4.5-RELEASE and Earlier)

Add a script to/usr/local/etc/rc.d/ that ends in.sh and is executable byroot . The script should accept
start andstop parameters. At startup time the system scripts will executethe command
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/usr/local/etc/rc.d/supermailer.sh start

which you can also use to manually start the server. At shutdown time, the system scripts will use thestop option,
running the command

/usr/local/etc/rc.d/supermailer.sh stop

which you can also use to manually stop the server while the system is running.

26.4.3.2. FreeBSD 4.5-STABLE after 2002/4/11 (Including 4 .6-RELEASE and Later)

With later versions of FreeBSD, you can use the above method or you can set

mta_start_script="filename"

in /etc/rc.conf , wherefilename is the name of some script that you want executed at boot to start your MTA.

26.4.4. Replacing sendmail as the System’s Default Mailer

The programsendmail is so ubiquitous as standard software on UNIX systems that some software just assumes it is
already installed and configured. For this reason, many alternative MTA’s provide their own compatible
implementations of thesendmailcommand-line interface; this facilitates using them asEdrop-inF replacements
for sendmail.

Therefore, if you are using an alternative mailer, you will need to make sure that software trying to execute standard
sendmailbinaries such as/usr/bin/sendmail actually executes your chosen mailer instead. Fortunately,
FreeBSD provides a system called mailwrapper(8) that does this job for you.

Whensendmail is operating as installed, you will find something like the following in /etc/mail/mailer.conf :

sendmail /usr/libexec/sendmail/sendmail
send-mail /usr/libexec/sendmail/sendmail
mailq /usr/libexec/sendmail/sendmail
newaliases /usr/libexec/sendmail/sendmail
hoststat /usr/libexec/sendmail/sendmail
purgestat /usr/libexec/sendmail/sendmail

This means that when any of these common commands (such assendmail itself) are run, the system actually
invokes a copy of mailwrapper namedsendmail , which checksmailer.conf and executes
/usr/libexec/sendmail/sendmail instead. This system makes it easy to change what binaries are actually
executed when these defaultsendmail functions are invoked.

Therefore if you wanted/usr/local/supermailer/bin/sendmail-compat to be run instead ofsendmail, you
could change/etc/mail/mailer.conf to read:

sendmail /usr/local/supermailer/bin/sendmail-compat
send-mail /usr/local/supermailer/bin/sendmail-compat
mailq /usr/local/supermailer/bin/mailq-compat
newaliases /usr/local/supermailer/bin/newaliases-com pat
hoststat /usr/local/supermailer/bin/hoststat-compat
purgestat /usr/local/supermailer/bin/purgestat-compa t
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26.4.5. Finishing

Once you have everything configured the way you want it, you should either kill thesendmailprocesses that you no
longer need and start the processes belonging to your new software, or simply reboot. Rebooting will also give you
the opportunity to ensure that you have correctly configuredyour system to start your new MTA automatically on
boot.

26.5. Troubleshooting

1. Why do I have to use the FQDN for hosts on my site?

You will probably find that the host is actually in a differentdomain; for example, if you are infoo.bar.edu and
you wish to reach a host calledmumble in thebar.edu domain, you will have to refer to it by the fully-qualified
domain name,mumble.bar.edu , instead of justmumble.

Traditionally, this was allowed by BSD BIND resolvers. However the current version ofBIND that ships with
FreeBSD no longer provides default abbreviations for non-fully qualified domain names other than the domain you
are in. So an unqualified hostmumble must either be found asmumble.foo.bar.edu , or it will be searched for in
the root domain.

This is different from the previous behavior, where the search continued acrossmumble.bar.edu , and
mumble.edu . Have a look at RFC 1535 for why this was considered bad practice, or even a security hole.

As a good workaround, you can place the line:

search foo.bar.edu bar.edu

instead of the previous:

domain foo.bar.edu

into your/etc/resolv.conf . However, make sure that the search order does not go beyond theEboundary
between local and public administrationF, as RFC 1535 calls it.

2. sendmailsaysmail loops back to myself

This is answered in thesendmailFAQ as follows:

I’m getting these error messages:

553 MX list for domain.net points back to relay.domain.net
554 <user@domain.net>... Local configuration error

How can I solve this problem?

You have asked mail to the domain (e.g., domain.net) to be
forwarded to a specific host (in this case, relay.domain.ne t)
by using an MX
record, but the relay machine does not recognize
itself as domain.net. Add domain.net to /etc/mail/local-h ost-names
[known as /etc/sendmail.cw prior to version 8.10]
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(if you are using FEATURE(use_cw_file)) or add ECw domain.net F
to /etc/mail/sendmail.cf.

ThesendmailFAQ can be found at http://www.sendmail.org/faq/ and is recommended reading if you want to do any
EtweakingF of your mail setup.

3. How can I run a mail server on a dial-up PPP host?

You want to connect a FreeBSD box on a LAN to the Internet. The FreeBSD box will be a mail gateway for the
LAN. The PPP connection is non-dedicated.

There are at least two ways to do this. One way is to use UUCP.

Another way is to get a full-time Internet server to provide secondary MX services for your domain. For example, if
your company’s domain isexample.com and your Internet service provider has setexample.net up to provide
secondary MX services to your domain:

example.com. MX 10 example.com.
MX 20 example.net.

Only one host should be specified as the final recipient (addCw example.com in /etc/mail/sendmail.cf on
example.com ).

When the sendingsendmail is trying to deliver the mail it will try to connect to you (example.com ) over the
modem link. It will most likely time out because you are not online. The programsendmailwill automatically
deliver it to the secondary MX site, i.e. your Internet provider (example.net ). The secondary MX site will then
periodically try to connect to your host and deliver the mailto the primary MX host (example.com ).

You might want to use something like this as a login script:

#!/bin/sh
# Put me in /usr/local/bin/pppmyisp
( sleep 60 ; /usr/sbin/sendmail -q ) &
/usr/sbin/ppp -direct pppmyisp

If you are going to create a separate login script for a user you could usesendmail -qRexample.com instead in
the script above. This will force all mail in your queue forexample.com to be processed immediately.

A further refinement of the situation is as follows:

Message stolen from the FreeBSD Internet service provider’s
L¡)
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-isp).

> we provide the secondary MX for a customer. The customer con nects to
> our services several times a day automatically to get the ma ils to
> his primary MX (We do not call his site when a mail for his doma ins
> arrived). Our sendmail sends the mailqueue every 30 minute s. At the
> moment he has to stay 30 minutes online to be sure that all mai l is
> gone to the primary MX.
>
> Is there a command that would initiate sendmail to send all t he mails
> now? The user has not root-privileges on our machine of cour se.

In the Eprivacy flags F section of sendmail.cf, there is a
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definition Opgoaway,restrictqrun

Remove restrictqrun to allow non-root users to start the que ue processing.
You might also like to rearrange the MXs. We are the 1st MX for o ur
customers like this, and we have defined:

# If we are the best MX for a host, try directly instead of gener ating
# local config error.
OwTrue

That way a remote site will deliver straight to you, without t rying
the customer connection. You then send to your customer. Onl y works for
Ehosts F, so you need to get your customer to name their mail
machine Ecustomer.com F as well as
Ehostname.customer.com F in the DNS. Just put an A record in
the DNS for Ecustomer.com F.

4. Why do I keep gettingRelaying Denied errors when sending mail from other hosts?

In default FreeBSD installations,sendmail is configured to only send mail from the host it is running on. For
example, if a POP server is available, then users will be ableto check mail from school, work, or other remote
locations but they still will not be able to send outgoing emails from outside locations. Typically, a few moments
after the attempt, an email will be sent fromMAILER-DAEMON with a5.7 Relaying Denied error message.

There are several ways to get around this. The most straightforward solution is to put your ISP’s address in a
relay-domains file at/etc/mail/relay-domains . A quick way to do this would be:

# echo "your.isp.example.com" > /etc/mail/relay-domains

After creating or editing this file you must restartsendmail. This works great if you are a server administrator and do
not wish to send mail locally, or would like to use a point and click client/system on another machine or even another
ISP. It is also very useful if you only have one or two email accounts set up. If there is a large number of addresses to
add, you can simply open this file in your favorite text editorand then add the domains, one per line:

your.isp.example.com
other.isp.example.net
users-isp.example.org
www.example.org

Now any mail sent through your system, by any host in this list(provided the user has an account on your system),
will succeed. This is a very nice way to allow users to send mail from your system remotely without allowing people
to send SPAM through your system.

26.6. Advanced Topics
The following section covers more involved topics such as mail configuration and setting up mail for your entire
domain.
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26.6.1. Basic Configuration

Out of the box, you should be able to send email to external hosts as long as you have set up/etc/resolv.conf or
are running your own name server. If you would like to have mail for your host delivered to the MTA (e.g.,
sendmail) on your own FreeBSD host, there are two methods:

�Run your own name server and have your own domain. For example, FreeBSD.org

�Get mail delivered directly to your host. This is done by delivering mail directly to the current DNS name for your
machine. For example,example.FreeBSD.org .

Regardless of which of the above you choose, in order to have mail delivered directly to your host, it must have a
permanent static IP address (not a dynamic address, as with most PPP dial-up configurations). If you are behind a
firewall, it must pass SMTP traffic on to you. If you want to receive mail directly at your host, you need to be sure of
either of two things:

�Make sure that the (lowest-numbered) MX record in your DNS points to your host’s IP address.

�Make sure there is no MX entry in your DNS for your host.

Either of the above will allow you to receive mail directly atyour host.

Try this:

# hostname

example.FreeBSD.org
# host example.FreeBSD.org

example.FreeBSD.org has address 204.216.27.XX

If that is what you see, mail directly to <yourlogin@example.FreeBSD.org > should work without problems
(assumingsendmail is running correctly onexample.FreeBSD.org ).

If instead you see something like this:

# host example.FreeBSD.org

example.FreeBSD.org has address 204.216.27.XX
example.FreeBSD.org mail is handled (pri=10) by hub.FreeB SD.org

All mail sent to your host (example.FreeBSD.org ) will end up being collected onhub under the same username
instead of being sent directly to your host.

The above information is handled by your DNS server. The DNS record that carries mail routing information is the
Mail eXchange entry. If no MX record exists, mail will be delivered directly to the host by way of its IP address.

The MX entry forfreefall.FreeBSD.org at one time looked like this:

freefall MX 30 mail.crl.net
freefall MX 40 agora.rdrop.com
freefall MX 10 freefall.FreeBSD.org
freefall MX 20 who.cdrom.com

As you can see,freefall had many MX entries. The lowest MX number is the host that receives mail directly if
available; if it is not accessible for some reason, the others (sometimes calledEbackup MXesF) accept messages
temporarily, and pass it along when a lower-numbered host becomes available, eventually to the lowest-numbered
host.
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Alternate MX sites should have separate Internet connections from your own in order to be most useful. Your ISP or
another friendly site should have no problem providing thisservice for you.

26.6.2. Mail for Your Domain

In order to set up aEmailhostF (a.k.a. mail server) you need to have any mail sent to variousworkstations directed
to it. Basically, you want toEclaimF any mail for any hostname in your domain (in this case* .FreeBSD.org ) and
divert it to your mail server so your users can receive their mail on the master mail server.

To make life easiest, a user account with the sameusernameshould exist on both machines. Use adduser(8) to do
this.

The mailhost you will be using must be the designated mail exchanger for each workstation on the network. This is
done in your DNS configuration like so:

example.FreeBSD.org A 204.216.27.XX ; Workstation
MX 10 hub.FreeBSD.org ; Mailhost

This will redirect mail for the workstation to the mailhost no matter where the A record points. The mail is sent to the
MX host.

You cannot do this yourself unless you are running a DNS server. If you are not, or cannot run your own DNS server,
talk to your ISP or whoever provides your DNS.

If you are doing virtual email hosting, the following information will come in handy. For this example, we will
assume you have a customer with his own domain, in this casecustomer1.org , and you want all the mail for
customer1.org sent to your mailhost,mail.myhost.com . The entry in your DNS should look like this:

customer1.org MX 10 mail.myhost.com

You donot need an A record forcustomer1.org if you only want to handle email for that domain.

¥¥¥: Be aware that pinging customer1.org will not work unless an A record exists for it.

The last thing that you must do is tellsendmailon your mailhost what domains and/or hostnames it should be
accepting mail for. There are a few different ways this can bedone. Either of the following will work:

�Add the hosts to your/etc/mail/local-host-names file if you are using theFEATURE(use_cw_file) . If
you are using a version ofsendmailearlier than 8.10, the file is/etc/sendmail.cw .

�Add aCwyour.host.com line to your/etc/sendmail.cf or /etc/mail/sendmail.cf if you are using
sendmail8.10 or higher.

26.7. SMTP with UUCP
Thesendmailconfiguration that ships with FreeBSD is designed for sites that connect directly to the Internet. Sites
that wish to exchange their mail via UUCP must install another sendmailconfiguration file.
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Tweaking/etc/mail/sendmail.cf manually is an advanced topic.sendmailversion 8 generates config files via
m4(1) preprocessing, where the actual configuration occurson a higher abstraction level. The m4(1) configuration
files can be found under/usr/share/sendmail/cf . The fileREADMEin thecf directory can serve as a basic
introduction to m4(1) configuration.

The best way to support UUCP delivery is to use themailertable feature. This creates a database thatsendmail
can use to make routing decisions.

First, you have to create your.mc file. The directory/usr/share/sendmail/cf/cf contains a few examples.
Assuming you have named your filefoo.mc , all you need to do in order to convert it into a validsendmail.cf is:

# cd /etc/mail

# make foo.cf

# cp foo.cf /etc/mail/sendmail.cf

A typical .mc file might look like:

VERSIONID(‘ Your version number’) OSTYPE(bsd4.4)

FEATURE(accept_unresolvable_domains)
FEATURE(nocanonify)
FEATURE(mailertable, ‘hash -o /etc/mail/mailertable’)

define(‘UUCP_RELAY’, your.uucp.relay)
define(‘UUCP_MAX_SIZE’, 200000)
define(‘confDONT_PROBE_INTERFACES’)

MAILER(local)
MAILER(smtp)
MAILER(uucp)

Cw your.alias.host.name

Cw youruucpnodename.UUCP

The lines containingaccept_unresolvable_domains , nocanonify , andconfDONT_PROBE_INTERFACES

features will prevent any usage of the DNS during mail delivery. TheUUCP_RELAYclause is needed to support
UUCP delivery. Simply put an Internet hostname there that isable to handle .UUCP pseudo-domain addresses; most
likely, you will enter the mail relay of your ISP there.

Once you have this, you need an/etc/mail/mailertable file. If you have only one link to the outside that is
used for all your mails, the following file will suffice:

#
# makemap hash /etc/mail/mailertable.db < /etc/mail/mail ertable
. uucp-dom: your.uucp.relay

A more complex example might look like this:

#
# makemap hash /etc/mail/mailertable.db < /etc/mail/mail ertable
#
horus.interface-business.de uucp-dom:horus
.interface-business.de uucp-dom:if-bus
interface-business.de uucp-dom:if-bus
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.heep.sax.de smtp8:%1
horus.UUCP uucp-dom:horus
if-bus.UUCP uucp-dom:if-bus
. uucp-dom:

The first three lines handle special cases where domain-addressed mail should not be sent out to the default route, but
instead to some UUCP neighbor in order toEshortcutF the delivery path. The next line handles mail to the local
Ethernet domain that can be delivered using SMTP. Finally, the UUCP neighbors are mentioned in the .UUCP
pseudo-domain notation, to allow for auucp-neighbor ! recipient override of the default rules. The last line is
always a single dot, matching everything else, with UUCP delivery to a UUCP neighbor that serves as your universal
mail gateway to the world. All of the node names behind theuucp-dom: keyword must be valid UUCP neighbors,
as you can verify using the commanduuname.

As a reminder that this file needs to be converted into a DBM database file before use. The command line to
accomplish this is best placed as a comment at the top of themailertable file. You always have to execute this
command each time you change yourmailertable file.

Final hint: if you are uncertain whether some particular mail routing would work, remember the-bt option to
sendmail. It startssendmail in address test mode; simply enter3,0 , followed by the address you wish to test for the
mail routing. The last line tells you the used internal mail agent, the destination host this agent will be called with,
and the (possibly translated) address. Leave this mode by typingCtrl +D.

% sendmail -bt

ADDRESS TEST MODE (ruleset 3 NOT automatically invoked)
Enter <ruleset> <address>
> 3,0 foo@example.com

canonify input: foo @ example . com
...
parse returns: $# uucp-dom $@ your.uucp.relay $: foo < @ example . com . >
> ^D

26.8. Setting Up to Send Only
Contributed by Bill Moran.

There are many instances where you may only want to send mail through a relay. Some examples are:

�Your computer is a desktop machine, but you want to use programs such as send-pr(1). To do so, you should use
your ISP’s mail relay.

� The computer is a server that does not handle mail locally, but needs to pass off all mail to a relay for processing.

Just about any MTA is capable of filling this particular niche. Unfortunately, it can be very difficult to properly
configure a full-featured MTA just to handle offloading mail.Programs such assendmailandpostfix are largely
overkill for this use.

Additionally, if you are using a typical Internet access service, your agreement may forbid you from running a
Email serverF.

The easiest way to fulfill those needs is to install themail/ssmtp port. Execute the following commands asroot :

# cd /usr/ports/mail/ssmtp
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# make install replace clean

Once installed,mail/ssmtp can be configured with a four-line file located at
/usr/local/etc/ssmtp/ssmtp.conf :

root=yourrealemail@example.com
mailhub=mail.example.com
rewriteDomain=example.com
hostname=_HOSTNAME_

Make sure you use your real email address forroot . Enter your ISP’s outgoing mail relay in place of
mail.example.com (some ISPs call this theEoutgoing mail serverF orESMTP serverF).

Make sure you disablesendmail, including the outgoing mail service. SeeµÚ 26.4.2; for details.

mail/ssmtp has some other options available. See the example configuration file in /usr/local/etc/ssmtp or
the manual page ofssmtp for some examples and more information.

Setting upssmtp in this manner will allow any software on your computer that needs to send mail to function
properly, while not violating your ISP’s usage policy or allowing your computer to be hijacked for spamming.

26.9. Using Mail with a Dialup Connection
If you have a static IP address, you should not need to adjust anything from the defaults. Set your host name to your
assigned Internet name andsendmailwill do the rest.

If you have a dynamically assigned IP number and use a dialup PPP connection to the Internet, you will probably
have a mailbox on your ISPs mail server. Let’s assume your ISP’s domain isexample.net , and that your user name
is user , you have called your machinebsd.home , and your ISP has told you that you may use
relay.example.net as a mail relay.

In order to retrieve mail from your mailbox, you must installa retrieval agent. Thefetchmail utility is a good choice
as it supports many different protocols. This program is available as a package or from the Ports Collection
(mail/fetchmail ). Usually, your ISP will provide POP. If you are using user PPP, you can automatically fetch
your mail when an Internet connection is established with the following entry in/etc/ppp/ppp.linkup :

MYADDR:
!bg su user -c fetchmail

If you are usingsendmail(as shown below) to deliver mail to non-local accounts, you probably want to have
sendmailprocess your mailqueue as soon as your Internet connection is established. To do this, put this command
after thefetchmail command in/etc/ppp/ppp.linkup :

!bg su user -c "sendmail -q"

Assume that you have an account foruser on bsd.home . In the home directory ofuser onbsd.home , create a
.fetchmailrc file:

poll example.net protocol pop3 fetchall pass MySecret

This file should not be readable by anyone exceptuser as it contains the passwordMySecret .
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In order to send mail with the correctfrom: header, you must tellsendmail to use <user@example.net > rather
than <user@bsd.home >. You may also wish to tellsendmail to send all mail viarelay.example.net , allowing
quicker mail transmission.

The following.mc file should suffice:

VERSIONID(‘bsd.home.mc version 1.0’)
OSTYPE(bsd4.4)dnl
FEATURE(nouucp)dnl
MAILER(local)dnl
MAILER(smtp)dnl
Cwlocalhost
Cwbsd.home
MASQUERADE_AS(‘example.net’)dnl
FEATURE(allmasquerade)dnl
FEATURE(masquerade_envelope)dnl
FEATURE(nocanonify)dnl
FEATURE(nodns)dnl
define(‘SMART_HOST’, ‘relay.example.net’)
Dmbsd.home
define(‘confDOMAIN_NAME’,‘bsd.home’)dnl
define(‘confDELIVERY_MODE’,‘deferred’)dnl

Refer to the previous section for details of how to turn this.mc file into asendmail.cf file. Also, do not forget to
restartsendmailafter updatingsendmail.cf .

26.10. SMTP Authentication
Written by James Gorham.

Having SMTP Authentication in place on your mail server has anumber of benefits. SMTP Authentication can add
another layer of security tosendmail, and has the benefit of giving mobile users who switch hosts the ability to use
the same mail server without the need to reconfigure their mail client settings each time.

1. Installsecurity/cyrus-sasl2 from the ports. You can find this port insecurity/cyrus-sasl2 . The
security/cyrus-sasl2 port supports a number of compile-time options. For the SMTPAuthentication
method we will be using here, make sure that theLOGIN option is not disabled.

2. After installingsecurity/cyrus-sasl2 , edit /usr/local/lib/sasl2/Sendmail.conf (or create it if it
does not exist) and add the following line:

pwcheck_method: saslauthd

3. Next, installsecurity/cyrus-sasl2-saslauthd , edit /etc/rc.conf to add the following line:

saslauthd_enable="YES"

and finally start the saslauthd daemon:

# /usr/local/etc/rc.d/saslauthd start

This daemon serves as a broker forsendmailto authenticate against your FreeBSDpasswd database. This saves
the trouble of creating a new set of usernames and passwords for each user that needs to use SMTP
authentication, and keeps the login and mail password the same.
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4. Now edit/etc/make.conf and add the following lines:

SENDMAIL_CFLAGS=-I/usr/local/include/sasl -DSASL
SENDMAIL_LDFLAGS=-L/usr/local/lib
SENDMAIL_LDADD=-lsasl2

These lines will givesendmail the proper configuration options for linking tocyrus-sasl2 at compile time.
Make sure thatcyrus-sasl2 has been installed before recompilingsendmail.

5. Recompilesendmailby executing the following commands:

# cd /usr/src/lib/libsmutil

# make cleandir && make obj && make

# cd /usr/src/lib/libsm

# make cleandir && make obj && make

# cd /usr/src/usr.sbin/sendmail

# make cleandir && make obj && make && make install

The compile ofsendmailshould not have any problems if/usr/src has not been changed extensively and the
shared libraries it needs are available.

6. After sendmailhas been compiled and reinstalled, edit your/etc/mail/freebsd.mc file (or whichever file
you use as your.mc file. Many administrators choose to use the output from hostname(1) as the.mc file for
uniqueness). Add these lines to it:

dnl set SASL options
TRUST_AUTH_MECH(‘GSSAPI DIGEST-MD5 CRAM-MD5 LOGIN’)dnl
define(‘confAUTH_MECHANISMS’, ‘GSSAPI DIGEST-MD5 CRAM- MD5 LOGIN’)dnl

These options configure the different methods available tosendmail for authenticating users. If you would like
to use a method other thanpwcheck, please see the included documentation.

7. Finally, run make(1) while in/etc/mail . That will run your new.mc file and create a.cf file named
freebsd.cf (or whatever name you have used for your.mc file). Then use the commandmake install

restart , which will copy the file tosendmail.cf , and will properly restartsendmail. For more information
about this process, you should refer to/etc/mail/Makefile .

If all has gone correctly, you should be able to enter your login information into the mail client and send a test
message. For further investigation, set theLogLevel of sendmail to 13 and watch/var/log/maillog for any
errors.

For more information, please see thesendmailpage regarding SMTP authentication
(http://www.sendmail.org/~ca/email/auth.html).

26.11. Mail User Agents
Contributed by Marc Silver.

A Mail User Agent (MUA) is an application that is used to send and receive email. Furthermore, as email
EevolvesF and becomes more complex, MUA’s are becoming increasingly powerful in the way they interact with
email; this gives users increased functionality and flexibility. FreeBSD contains support for numerous mail user
agents, all of which can be easily installed using theFreeBSD Ports Collection. Users may choose between graphical
email clients such asevolution or balsa, console based clients such asmutt , pine or mail , or the web interfaces
used by some large organizations.
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26.11.1. mail

mail(1) is the default Mail User Agent (MUA) in FreeBSD. It isa console based MUA that offers all the basic
functionality required to send and receive text-based email, though it is limited in interaction abilities with
attachments and can only support local mailboxes.

Althoughmail does not natively support interaction with POP or IMAP servers, these mailboxes may be
downloaded to a localmbox file using an application such asfetchmail, which will be discussed later in this chapter
(µÚ 26.12;).

In order to send and receive email, simply invoke themail command as per the following example:

% mail

The contents of the user mailbox in/var/mail are automatically read by themail utility. Should the mailbox be
empty, the utility exits with a message indicating that no mails could be found. Once the mailbox has been read, the
application interface is started, and a list of messages will be displayed. Messages are automatically numbered, as
can be seen in the following example:

Mail version 8.1 6/6/93. Type ? for help.
"/var/mail/marcs": 3 messages 3 new
>N 1 root@localhost Mon Mar 8 14:05 14/510 "test"

N 2 root@localhost Mon Mar 8 14:05 14/509 "user account"
N 3 root@localhost Mon Mar 8 14:05 14/509 "sample"

Messages can now be read by using thet mail command, suffixed by the message number that should be displayed.
In this example, we will read the first email:

& t 1

Message 1:
From root@localhost Mon Mar 8 14:05:52 2004
X-Original-To: marcs@localhost
Delivered-To: marcs@localhost
To: marcs@localhost
Subject: test
Date: Mon, 8 Mar 2004 14:05:52 +0200 (SAST)
From: root@localhost (Charlie Root)

This is a test message, please reply if you receive it.

As can be seen in the example above, thet key will cause the message to be displayed with full headers.To display
the list of messages again, theh key should be used.

If the email requires a response, you may usemail to reply, by using either theR or r mail keys. TheR key
instructsmail to reply only to the sender of the email, whiler replies not only to the sender, but also to other
recipients of the message. You may also suffix these commandswith the mail number which you would like make a
reply to. Once this has been done, the response should be entered, and the end of the message should be marked by a
single. on a new line. An example can be seen below:

& R 1

To: root@localhost
Subject: Re: test

Thank you, I did get your email.
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.

EOT

In order to send new email, them key should be used, followed by the recipient email address.Multiple recipients
may also be specified by separating each address with the, delimiter. The subject of the message may then be
entered, followed by the message contents. The end of the message should be specified by putting a single. on a new
line.

& mail root@localhost

Subject: I mastered mail

Now I can send and receive email using mail ... :)

.

EOT

While inside themail utility, the ? command may be used to display help at any time, the mail(1) manual page
should also be consulted for more help withmail .

¥¥¥: As previously mentioned, the mail(1) command was not originally designed to handle attachments, and thus
deals with them very poorly. Newer MUAs such as mutt handle attachments in a much more intelligent way. But
should you still wish to use the mail command, the converters/mpack port may be of considerable use.

26.11.2. mutt

mutt is a small yet very powerful Mail User Agent, with excellent features, just some of which include:

� The ability to thread messages;

�PGP support for digital signing and encryption of email;

�MIME Support;

�Maildir Support;

�Highly customizable.

All of these features help to makemutt one of the most advanced mail user agents available. See
http://www.mutt.org for more information onmutt .

The stable version ofmutt may be installed using themail/mutt port, while the current development version may
be installed via themail/mutt-devel port. After the port has been installed,mutt can be started by issuing the
following command:

% mutt

mutt will automatically read the contents of the user mailbox in/var/mail and display the contents if applicable.
If no mails are found in the user mailbox, thenmutt will wait for commands from the user. The example below
showsmutt displaying a list of messages:
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In order to read an email, simply select it using the cursor keys, and press theEnter key. An example ofmutt
displaying email can be seen below:

As with the mail(1) command,mutt allows users to reply only to the sender of the message as wellas to all
recipients. To reply only to the sender of the email, use ther keyboard shortcut. To send a group reply, which will be
sent to the original sender as well as all the message recipients, use theg shortcut.

¥¥¥: mutt makes use of the vi(1) command as an editor for creating and replying to emails. This may be
customized by the user by creating or editing their own .muttrc file in their home directory and setting the
editor variable or by setting the EDITOR environment variable. See http://www.mutt.org/ for more information
about configuring mutt .

In order to compose a new mail message, pressm. After a valid subject has been given,mutt will start vi(1) and the
mail can be written. Once the contents of the mail are complete, save and quit fromvi andmutt will resume,
displaying a summary screen of the mail that is to be delivered. In order to send the mail, pressy. An example of the
summary screen can be seen below:
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mutt also contains extensive help, which can be accessed from most of the menus by pressing the? key. The top line
also displays the keyboard shortcuts where appropriate.

26.11.3. pine

pine is aimed at a beginner user, but also includes some advanced features.

ÊÊÊ×××The pine software has had several remote vulnerabilities discovered in the past, which allowed remote
attackers to execute arbitrary code as users on the local system, by the action of sending a specially-prepared
email. All such known problems have been fixed, but the pine code is written in a very insecure style and the
FreeBSD Security Officer believes there are likely to be other undiscovered vulnerabilities. You install pine at
your own risk.

The current version ofpine may be installed using themail/pine4 port. Once the port has installed,pine can be
started by issuing the following command:

% pine

The first time thatpine is run it displays a greeting page with a brief introduction,as well as a request from thepine
development team to send an anonymous email message allowing them to judge how many users are using their
client. To send this anonymous message, pressEnter, or alternatively pressE to exit the greeting without sending an
anonymous message. An example of the greeting page can be seen below:
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Users are then presented with the main menu, which can be easily navigated using the cursor keys. This main menu
provides shortcuts for the composing new mails, browsing ofmail directories, and even the administration of address
book entries. Below the main menu, relevant keyboard shortcuts to perform functions specific to the task at hand are
shown.

The default directory opened bypine is theinbox . To view the message index, pressI , or select theMESSAGE
INDEX option as seen below:

The message index shows messages in the current directory, and can be navigated by using the cursor keys.
Highlighted messages can be read by pressing theEnter key.
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In the screenshot below, a sample message is displayed bypine. Keyboard shortcuts are displayed as a reference at
the bottom of the screen. An example of one of these shortcutsis ther key, which tells the MUA to reply to the
current message being displayed.

Replying to an email inpine is done using thepico editor, which is installed by default withpine. Thepico utility
makes it easy to navigate around the message and is slightly more forgiving on novice users than vi(1) or mail(1).
Once the reply is complete, the message can be sent by pressing Ctrl +X. Thepine application will ask for
confirmation.

629



a26.é�
�

Thepine application can be customized using theSETUP option from the main menu. Consult
http://www.washington.edu/pine/ for more information.

26.12. Using fetchmail
Contributed by Marc Silver.

fetchmail is a full-featured IMAP and POP client which allows users to automatically download mail from remote
IMAP and POP servers and save it into local mailboxes; there it can be accessed more easily.fetchmail can be
installed using themail/fetchmail port, and offers various features, some of which include:

�Support of POP3, APOP, KPOP, IMAP, ETRN and ODMR protocols.

�Ability to forward mail using SMTP, which allows filtering, forwarding, and aliasing to function normally.

�May be run in daemon mode to check periodically for new messages.

�Can retrieve multiple mailboxes and forward them based on configuration, to different local users.

While it is outside the scope of this document to explain all of fetchmail’s features, some basic features will be
explained. Thefetchmail utility requires a configuration file known as.fetchmailrc , in order to run correctly.
This file includes server information as well as login credentials. Due to the sensitive nature of the contents of this
file, it is advisable to make it readable only by the owner, with the following command:

% chmod 600 .fetchmailrc

The following.fetchmailrc serves as an example for downloading a single user mailbox using POP. It tells
fetchmail to connect toexample.com using a username ofjoesoap and a password ofXXX. This example assumes
that the userjoesoap is also a user on the local system.

poll example.com protocol pop3 username "joesoap" passwor d "XXX"

The next example connects to multiple POP and IMAP servers and redirects to different local usernames where
applicable:
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poll example.com proto pop3:
user "joesoap", with password "XXX", is "jsoap" here;
user "andrea", with password "XXXX";
poll example2.net proto imap:
user "john", with password "XXXXX", is "myth" here;

Thefetchmail utility can be run in daemon mode by running it with the-d flag, followed by the interval (in seconds)
thatfetchmail should poll servers listed in the.fetchmailrc file. The following example would causefetchmail
to poll every 600 seconds:

% fetchmail -d 600

More information onfetchmail can be found at http://fetchmail.berlios.de/.

26.13. Using procmail
Contributed by Marc Silver.

Theprocmail utility is an incredibly powerful application used to filterincoming mail. It allows users to define
ErulesF which can be matched to incoming mails to perform specific functions or to reroute mail to alternative
mailboxes and/or email addresses.procmail can be installed using themail/procmail port. Once installed, it can
be directly integrated into most MTAs; consult your MTA documentation for more information. Alternatively,
procmail can be integrated by adding the following line to a.forward in the home directory of the user utilizing
procmail features:

"|exec /usr/local/bin/procmail || exit 75"

The following section will display some basicprocmail rules, as well as brief descriptions on what they do. These
rules, and others must be inserted into a.procmailrc file, which must reside in the user’s home directory.

The majority of these rules can also be found in the procmailex(5) manual page.

Forward all mail from <user@example.com > to an external address of <goodmail@example2.com >:

:0

* ^From. * user@example.com
! goodmail@example2.com

Forward all mails shorter than 1000 bytes to an external address of <goodmail@example2.com >:

:0

* < 1000
! goodmail@example2.com

Send all mail sent to <alternate@example.com > into a mailbox calledalternate :

:0

* ^TOalternate@example.com
alternate

Send all mail with a subject ofESpamF to /dev/null :

:0
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^Subject:. * Spam
/dev/null

A useful recipe that parses incomingFreeBSD.org mailing lists and places each list in its own mailbox:

:0

* ^Sender:.owner-freebsd-\/[^@]+@FreeBSD.ORG
{

LISTNAME=${MATCH}
:0

* LISTNAME??^\/[^@]+
FreeBSD-${MATCH}

}
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Reorganized by Murray Stokely.

27.1.ÃÃÃ���
This chapter will cover some of the more frequently used network services on UNIX systems. We will cover how to
install, configure, test, and maintain many different typesof network services. Example configuration files are
included throughout this chapter for you to benefit from.

After reading this chapter, you will know:

�How to manage theinetd daemon.

�How to set up a network file system.

�How to set up a network information server for sharing user accounts.

�How to set up automatic network settings using DHCP.

�How to set up a domain name server.

�How to set up theApacheHTTP Server.

�How to set up a File Transfer Protocol (FTP) Server.

�How to set up a file and print server for Windows clients usingSamba.

�How to synchronize the time and date, and set up a time server,with the NTP protocol.

Before reading this chapter, you should:

�Understand the basics of the/etc/rc scripts.

�Be familiar with basic network terminology.

�Know how to install additional third-party software (µÚ 4a).

27.2. The inetd EEESuper-Server FFF
Contributed by Chern Lee.

27.2.1. Overview

inetd(8) is referred to as theEInternet Super-ServerF because it manages connections for several services. When a
connection is received byinetd, it determines which program the connection is destined for, spawns the particular
process and delegates the socket to it (the program is invoked with the service socket as its standard input, output and
error descriptors). Running one instance ofinetd reduces the overall system load as compared to running each
daemon individually in stand-alone mode.

Primarily, inetd is used to spawn other daemons, but several trivial protocols are handled directly, such aschargen,
auth, anddaytime.
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This section will cover the basics in configuringinetd through its command-line options and its configuration file,
/etc/inetd.conf .

27.2.2. Settings

inetd is initialized through the/etc/rc.conf system. Theinetd_enable option is set toNOby default, but is
often times turned on bysysinstallwith the medium security profile. Placing:

inetd_enable="YES"

or

inetd_enable="NO"

into /etc/rc.conf can enable or disableinetd starting at boot time.

Additionally, different command-line options can be passed to inetd via theinetd_flags option.

27.2.3. Command-Line Options

inetd synopsis:

inetd [-d] [-l] [-w] [-W] [-c maximum] [-C rate] [-a address | hostname] [-p filename]

[-R rate] [configuration file]

-d

Turn on debugging.

-l

Turn on logging of successful connections.

-w

Turn on TCP Wrapping for external services (on by default).

-W

Turn on TCP Wrapping for internal services which are built into inetd (on by default).

-c maximum

Specify the default maximum number of simultaneous invocations of each service; the default is unlimited. May
be overridden on a per-service basis with themax-child parameter.

-C rate

Specify the default maximum number of times a service can be invoked from a single IP address in one minute;
the default is unlimited. May be overridden on a per-servicebasis with the
max-connections-per-ip-per-minute parameter.
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-R rate

Specify the maximum number of times a service can be invoked in one minute; the default is 256. A rate of 0
allows an unlimited number of invocations.

-a

Specify one specific IP address to bind to. Alternatively, a hostname can be specified, in which case the IPv4 or
IPv6 address which corresponds to that hostname is used. Usually a hostname is specified wheninetd is run
inside a jail(8), in which case the hostname corresponds to the jail(8) environment.

When hostname specification is used and both IPv4 and IPv6 bindings are desired, one entry with the
appropriate protocol type for each binding is required for each service in/etc/inetd.conf . For example, a
TCP-based service would need two entries, one usingtcp4 for the protocol and the other usingtcp6 .

-p

Specify an alternate file in which to store the process ID.

These options can be passed toinetd using theinetd_flags option in /etc/rc.conf . By default,inetd_flags

is set to-wW, which turns on TCP wrapping forinetd’s internal and external services. For novice users, these
parameters usually do not need to be modified or even entered in /etc/rc.conf .

¥¥¥: An external service is a daemon outside of inetd , which is invoked when a connection is received for it. On
the other hand, an internal service is one that inetd has the facility of offering within itself.

27.2.4. inetd.conf

Configuration ofinetd is controlled through the/etc/inetd.conf file.

When a modification is made to/etc/inetd.conf , inetd can be forced to re-read its configuration file by sending
a HangUP signal to theinetd process as shown:

PPP»»»27-1. Sending inetd a HangUP Signal

# kill -HUP ‘cat /var/run/inetd.pid‘

Each line of the configuration file specifies an individual daemon. Comments in the file are preceded by aE#F. The
format of /etc/inetd.conf is as follows:

service-name
socket-type
protocol
{wait|nowait}[/max-child[/max-connections-per-ip-pe r-minute]]
user[:group][/login-class]
server-program
server-program-arguments

An example entry for theftpd daemon using IPv4:

ftp stream tcp nowait root /usr/libexec/ftpd ftpd -l
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service-name

This is the service name of the particular daemon. It must correspond to a service listed in/etc/services .
This determines which portinetd must listen to. If a new service is being created, it must be placed in
/etc/services first.

socket-type

Eitherstream , dgram , raw , or seqpacket . stream must be used for connection-based, TCP daemons, while
dgram is used for daemons utilizing the UDP transport protocol.

protocol

One of the following:

Protocol Explanation

tcp, tcp4 TCP IPv4

udp, udp4 UDP IPv4

tcp6 TCP IPv6

udp6 UDP IPv6

tcp46 Both TCP IPv4 and v6

udp46 Both UDP IPv4 and v6

{wait|nowait}[/max-child[/max-connections-per-ip-per-minute]]

wait|nowait indicates whether the daemon invoked frominetd is able to handle its own socket or not.dgram

socket types must use thewait option, while stream socket daemons, which are usually multi-threaded, should
usenowait . wait usually hands off multiple sockets to a single daemon, whilenowait spawns a child daemon
for each new socket.

The maximum number of child daemonsinetd may spawn can be set using themax-child option. If a limit of
ten instances of a particular daemon is needed, a/10 would be placed afternowait .

In addition tomax-child , another option limiting the maximum connections from a single place to a particular
daemon can be enabled.max-connections-per-ip-per-minute does just this. A value of ten here would
limit any particular IP address connecting to a particular service to ten attempts per minute. This is useful to
prevent intentional or unintentional resource consumption and Denial of Service (DoS) attacks to a machine.

In this field,wait or nowait is mandatory.max-child andmax-connections-per-ip-per-minute are
optional.

A stream-type multi-threaded daemon without anymax-child or max-connections-per-ip-per-minute

limits would simply be:nowait .

The same daemon with a maximum limit of ten daemons would read: nowait/10 .

Additionally, the same setup with a limit of twenty connections per IP address per minute and a maximum total
limit of ten child daemons would read:nowait/10/20 .

These options are all utilized by the default settings of thefingerd daemon, as seen here:

finger stream tcp nowait/3/10 nobody /usr/libexec/finger d fingerd -s
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user

This is the username that the particular daemon should run as. Most commonly, daemons run as theroot user.
For security purposes, it is common to find some servers running as thedaemon user, or the least privileged
nobody user.

server-program

The full path of the daemon to be executed when a connection isreceived. If the daemon is a service provided
by inetd internally, theninternal should be used.

server-program-arguments

This works in conjunction withserver-program by specifying the arguments, starting withargv[0] , passed
to the daemon on invocation. Ifmydaemon -d is the command line,mydaemon -d would be the value of
server-program-arguments . Again, if the daemon is an internal service, useinternal here.

27.2.5. Security

Depending on the security profile chosen at install, many ofinetd’s daemons may be enabled by default. If there is
no apparent need for a particular daemon, disable it! Place aE#F in front of the daemon in question in
/etc/inetd.conf , and then send ahangup signal to inetd. Some daemons, such asfingerd, may not be desired at
all because they provide an attacker with too much information.

Some daemons are not security-conscious and have long, or non-existent timeouts for connection attempts. This
allows an attacker to slowly send connections to a particular daemon, thus saturating available resources. It may be a
good idea to placemax-connections-per-ip-per-minute andmax-child limitations on certain daemons.

By default, TCP wrapping is turned on. Consult the hosts_access(5) manual page for more information on placing
TCP restrictions on variousinetd invoked daemons.

27.2.6. Miscellaneous

daytime, time, echo, discard, chargen, andauth are all internally provided services ofinetd.

Theauth service provides identity (ident, identd) network services, and is configurable to a certain degree.

Consult the inetd(8) manual page for more in-depth information.

27.3. Network File System (NFS)
Reorganized and enhanced by Tom Rhodes. Written by Bill Swingle.

Among the many different file systems that FreeBSD supports is the Network File System, also known as NFS. NFS
allows a system to share directories and files with others over a network. By using NFS, users and programs can
access files on remote systems almost as if they were local files.

Some of the most notable benefits that NFS can provide are:
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� Local workstations use less disk space because commonly used data can be stored on a single machine and still
remain accessible to others over the network.

� There is no need for users to have separate home directories on every network machine. Home directories could be
set up on the NFS server and made available throughout the network.

�Storage devices such as floppy disks, CDROM drives, and Zip® drives can be used by other machines on the
network. This may reduce the number of removable media drives throughout the network.

27.3.1. How NFS Works

NFS consists of at least two main parts: a server and one or more clients. The client remotely accesses the data that is
stored on the server machine. In order for this to function properly a few processes have to be configured and running.

¥¥¥: Under FreeBSD 4.X, the portmap utility is used in place of the rpcbind utility. Thus, in FreeBSD 4.X the user
is required to replace every instance of rpcbind with portmap in the forthcoming examples.

The server has to be running the following daemons:

Daemon Description

nfsd The NFS daemon which services requests from the NFS clients.

mountd The NFS mount daemon which carries out the requests that nfsd(8) passes on to it.

rpcbind This daemon allows NFS clients to discover which port the NFSserver is using.

The client can also run a daemon, known asnfsiod. Thenfsiod daemon services the requests from the NFS server.
This is optional, and improves performance, but is not required for normal and correct operation. See the nfsiod(8)
manual page for more information.

27.3.2. Configuring NFS

NFS configuration is a relatively straightforward process.The processes that need to be running can all start at boot
time with a few modifications to your/etc/rc.conf file.

On the NFS server, make sure that the following options are configured in the/etc/rc.conf file:

rpcbind_enable="YES"
nfs_server_enable="YES"
mountd_flags="-r"

mountd runs automatically whenever the NFS server is enabled.

On the client, make sure this option is present in/etc/rc.conf :

nfs_client_enable="YES"

The/etc/exports file specifies which file systems NFS should export (sometimesreferred to asEshareF). Each
line in /etc/exports specifies a file system to be exported and which machines have access to that file system.
Along with what machines have access to that file system, access options may also be specified. There are many such
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options that can be used in this file but only a few will be mentioned here. You can easily discover other options by
reading over the exports(5) manual page.

Here are a few example/etc/exports entries:

The following examples give an idea of how to export file systems, although the settings may be different depending
on your environment and network configuration. For instance, to export the/cdrom directory to three example
machines that have the same domain name as the server (hence the lack of a domain name for each) or have entries in
your /etc/hosts file. The-ro flag makes the exported file system read-only. With this flag, the remote system will
not be able to write any changes to the exported file system.

/cdrom -ro host1 host2 host3

The following line exports/home to three hosts by IP address. This is a useful setup if you havea private network
without a DNS server configured. Optionally the/etc/hosts file could be configured for internal hostnames;
please review hosts(5) for more information. The-alldirs flag allows the subdirectories to be mount points. In
other words, it will not mount the subdirectories but permitthe client to mount only the directories that are required
or needed.

/home -alldirs 10.0.0.2 10.0.0.3 10.0.0.4

The following line exports/a so that two clients from different domains may access the filesystem. The
-maproot=root flag allows theroot user on the remote system to write data on the exported file system asroot .
If the -maproot=root flag is not specified, then even if a user hasroot access on the remote system, he will not be
able to modify files on the exported file system.

/a -maproot=root host.example.com box.example.org

In order for a client to access an exported file system, the client must have permission to do so. Make sure the client
is listed in your/etc/exports file.

In /etc/exports , each line represents the export information for one file system to one host. A remote host can
only be specified once per file system, and may only have one default entry. For example, assume that/usr is a
single file system. The following/etc/exports would be invalid:

# Invalid when /usr is one file system
/usr/src client
/usr/ports client

One file system,/usr , has two lines specifying exports to the same host,client . The correct format for this
situation is:

/usr/src /usr/ports client

The properties of one file system exported to a given host mustall occur on one line. Lines without a client specified
are treated as a single host. This limits how you can export file systems, but for most people this is not an issue.

The following is an example of a valid export list, where/usr and/exports are local file systems:

# Export src and ports to client01 and client02, but only
# client01 has root privileges on it
/usr/src /usr/ports -maproot=root client01
/usr/src /usr/ports client02
# The client machines have root and can mount anywhere
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# on /exports. Anyone in the world can mount /exports/obj rea d-only
/exports -alldirs -maproot=root client01 client02
/exports/obj -ro

You must restartmountd whenever you modify/etc/exports so the changes can take effect. This can be
accomplished by sending the HUP signal to themountd process:

# kill -HUP ‘cat /var/run/mountd.pid‘

Alternatively, a reboot will make FreeBSD set everything upproperly. A reboot is not necessary though. Executing
the following commands asroot should start everything up.

On the NFS server:

# rpcbind

# nfsd -u -t -n 4

# mountd -r

On the NFS client:

# nfsiod -n 4

Now everything should be ready to actually mount a remote filesystem. In these examples the server’s name will be
server and the client’s name will beclient . If you only want to temporarily mount a remote file system or would
rather test the configuration, just execute a command like this asroot on the client:

# mount server:/home /mnt

This will mount the/home directory on the server at/mnt on the client. If everything is set up correctly you should
be able to enter/mnt on the client and see all the files that are on the server.

If you want to automatically mount a remote file system each time the computer boots, add the file system to the
/etc/fstab file. Here is an example:

server:/home /mnt nfs rw 0 0

The fstab(5) manual page lists all the available options.

27.3.3. Practical Uses

NFS has many practical uses. Some of the more common ones are listed below:

�Set several machines to share a CDROM or other media among them. This is cheaper and often a more convenient
method to install software on multiple machines.

�On large networks, it might be more convenient to configure a central NFS server in which to store all the user
home directories. These home directories can then be exported to the network so that users would always have the
same home directory, regardless of which workstation they log in to.

�Several machines could have a common/usr/ports/distfiles directory. That way, when you need to install
a port on several machines, you can quickly access the sourcewithout downloading it on each machine.

640



a27. Network Servers

27.3.4. Automatic Mounts with amd

Contributed by Wylie Stilwell. Rewritten by Chern Lee.

amd(8) (the automatic mounter daemon) automatically mounts a remote file system whenever a file or directory
within that file system is accessed. Filesystems that are inactive for a period of time will also be automatically
unmounted byamd. Usingamd provides a simple alternative to permanent mounts, as permanent mounts are usually
listed in /etc/fstab .

amd operates by attaching itself as an NFS server to the/host and/net directories. When a file is accessed within
one of these directories,amd looks up the corresponding remote mount and automatically mounts it./net is used to
mount an exported file system from an IP address, while/host is used to mount an export from a remote hostname.

An access to a file within/host/foobar/usr would tellamd to attempt to mount the/usr export on the host
foobar .

PPP»»»27-2. Mounting an Export with amd

You can view the available mounts of a remote host with theshowmount command. For example, to view the
mounts of a host namedfoobar , you can use:

% showmount -e foobar

Exports list on foobar:
/usr 10.10.10.0
/a 10.10.10.0
% cd /host/foobar/usr

As seen in the example, theshowmount shows/usr as an export. When changing directories to
/host/foobar/usr , amd attempts to resolve the hostnamefoobar and automatically mount the desired export.

amd can be started by the startup scripts by placing the following lines in/etc/rc.conf :

amd_enable="YES"

Additionally, custom flags can be passed toamd from theamd_flags option. By default,amd_flags is set to:

amd_flags="-a /.amd_mnt -l syslog /host /etc/amd.map /net /etc/amd.map"

The/etc/amd.map file defines the default options that exports are mounted with. The/etc/amd.conf file defines
some of the more advanced features ofamd.

Consult the amd(8) and amd.conf(5) manual pages for more information.

27.3.5. Problems Integrating with Other Systems

Contributed by John Lind.

Certain Ethernet adapters for ISA PC systems have limitations which can lead to serious network problems,
particularly with NFS. This difficulty is not specific to FreeBSD, but FreeBSD systems are affected by it.

The problem nearly always occurs when (FreeBSD) PC systems are networked with high-performance workstations,
such as those made by Silicon Graphics, Inc., and Sun Microsystems, Inc. The NFS mount will work fine, and some
operations may succeed, but suddenly the server will seem tobecome unresponsive to the client, even though
requests to and from other systems continue to be processed.This happens to the client system, whether the client is
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the FreeBSD system or the workstation. On many systems, there is no way to shut down the client gracefully once
this problem has manifested itself. The only solution is often to reset the client, because the NFS situation cannot be
resolved.

Though theEcorrectF solution is to get a higher performance and capacity Ethernet adapter for the FreeBSD
system, there is a simple workaround that will allow satisfactory operation. If the FreeBSD system is theserver,
include the option-w=1024 on the mount from the client. If the FreeBSD system is theclient, then mount the NFS
file system with the option-r=1024 . These options may be specified using the fourth field of thefstab entry on the
client for automatic mounts, or by using the-o parameter of the mount(8) command for manual mounts.

It should be noted that there is a different problem, sometimes mistaken for this one, when the NFS servers and
clients are on different networks. If that is the case, makecertainthat your routers are routing the necessary UDP
information, or you will not get anywhere, no matter what else you are doing.

In the following examples,fastws is the host (interface) name of a high-performance workstation, andfreebox is
the host (interface) name of a FreeBSD system with a lower-performance Ethernet adapter. Also,/sharedfs will be
the exported NFS file system (see exports(5)), and/project will be the mount point on the client for the exported
file system. In all cases, note that additional options, suchashard or soft andbg may be desirable in your
application.

Examples for the FreeBSD system (freebox ) as the client in/etc/fstab on freebox :

fastws:/sharedfs /project nfs rw,-r=1024 0 0

As a manual mount command onfreebox :

# mount -t nfs -o -r=1024 fastws:/sharedfs /project

Examples for the FreeBSD system as the server in/etc/fstab on fastws :

freebox:/sharedfs /project nfs rw,-w=1024 0 0

As a manual mount command onfastws :

# mount -t nfs -o -w=1024 freebox:/sharedfs /project

Nearly any 16-bit Ethernet adapter will allow operation without the above restrictions on the read or write size.

For anyone who cares, here is what happens when the failure occurs, which also explains why it is unrecoverable.
NFS typically works with aEblockF size of 8 K (though it may do fragments of smaller sizes). Since the
maximum Ethernet packet is around 1500 bytes, the NFSEblockF gets split into multiple Ethernet packets, even
though it is still a single unit to the upper-level code, and must be received, assembled, andacknowledgedas a unit.
The high-performance workstations can pump out the packetswhich comprise the NFS unit one right after the other,
just as close together as the standard allows. On the smaller, lower capacity cards, the later packets overrun the
earlier packets of the same unit before they can be transferred to the host and the unit as a whole cannot be
reconstructed or acknowledged. As a result, the workstation will time out and try again, but it will try again with the
entire 8 K unit, and the process will be repeated, ad infinitum.

By keeping the unit size below the Ethernet packet size limitation, we ensure that any complete Ethernet packet
received can be acknowledged individually, avoiding the deadlock situation.

Overruns may still occur when a high-performance workstations is slamming data out to a PC system, but with the
better cards, such overruns are not guaranteed on NFSEunitsF. When an overrun occurs, the units affected will be
retransmitted, and there will be a fair chance that they willbe received, assembled, and acknowledged.
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27.4. Network Information System (NIS/YP)
Written by Bill Swingle. Enhanced by Eric OgrenvUdo Erdelhoff.

27.4.1. What Is It?

NIS, which stands for Network Information Services, was developed by Sun Microsystems to centralize
administration of UNIX (originally SunOS) systems. It has now essentially become an industry standard; all major
UNIX like systems (Solaris, HP-UX, AIX®, Linux, NetBSD, OpenBSD, FreeBSD, etc) support NIS.

NIS was formerly known as Yellow Pages, but because of trademark issues, Sun changed the name. The old term
(and yp) is still often seen and used.

It is a RPC-based client/server system that allows a group ofmachines within an NIS domain to share a common set
of configuration files. This permits a system administrator to set up NIS client systems with only minimal
configuration data and add, remove or modify configuration data from a single location.

It is similar to the Windows NT® domain system; although the internal implementation of the two are not at all
similar, the basic functionality can be compared.

27.4.2. Terms/Processes You Should Know

There are several terms and several important user processes that you will come across when attempting to
implement NIS on FreeBSD, whether you are trying to create anNIS server or act as an NIS client:

Term Description

NIS domainname An NIS master server and all of its clients (including its slave servers) have a NIS
domainname. Similar to an Windows NT domain name, the NIS domainname does
not have anything to do with DNS.

rpcbind Must be running in order to enable RPC (Remote Procedure Call, a network protocol
used by NIS). Ifrpcbind is not running, it will be impossible to run an NIS server, or
to act as an NIS client (Under FreeBSD 4.Xportmap is used in place ofrpcbind ).

ypbind EBindsF an NIS client to its NIS server. It will take the NIS domainname from the
system, and using RPC, connect to the server.ypbind is the core of client-server
communication in an NIS environment; ifypbind dies on a client machine, it will not
be able to access the NIS server.

ypserv Should only be running on NIS servers; this is the NIS server process itself. If
ypserv(8) dies, then the server will no longer be able to respond to NIS requests
(hopefully, there is a slave server to take over for it). There are some implementations
of NIS (but not the FreeBSD one), that do not try to reconnect to another server if the
server it used before dies. Often, the only thing that helps in this case is to restart the
server process (or even the whole server) or theypbind process on the client.

rpc.yppasswdd Another process that should only be running on NIS master servers; this is a daemon
that will allow NIS clients to change their NIS passwords. Ifthis daemon is not
running, users will have to login to the NIS master server andchange their passwords
there.
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27.4.3. How Does It Work?

There are three types of hosts in an NIS environment: master servers, slave servers, and clients. Servers act as a
central repository for host configuration information. Master servers hold the authoritative copy of this information,
while slave servers mirror this information for redundancy. Clients rely on the servers to provide this information to
them.

Information in many files can be shared in this manner. Themaster.passwd , group , andhosts files are
commonly shared via NIS. Whenever a process on a client needsinformation that would normally be found in these
files locally, it makes a query to the NIS server that it is bound to instead.

27.4.3.1. Machine Types

�A NIS master server. This server, analogous to a Windows NT primary domain controller, maintains the files used
by all of the NIS clients. Thepasswd , group , and other various files used by the NIS clients live on the master
server.

¥¥¥: It is possible for one machine to be an NIS master server for more than one NIS domain. However, this will
not be covered in this introduction, which assumes a relatively small-scale NIS environment.

�

NIS slave servers. Similar to the Windows NT backup domain controllers, NIS slave servers maintain copies of the
NIS master’s data files. NIS slave servers provide the redundancy, which is needed in important environments.
They also help to balance the load of the master server: NIS Clients always attach to the NIS server whose
response they get first, and this includes slave-server-replies.

�

NIS clients. NIS clients, like most Windows NT workstations, authenticate against the NIS server (or the
Windows NT domain controller in the Windows NT workstationscase) to log on.

27.4.4. Using NIS/YP

This section will deal with setting up a sample NIS environment.

¥¥¥: This section assumes that you are running FreeBSD 3.3 or later. The instructions given here will probably
work for any version of FreeBSD greater than 3.0, but there are no guarantees that this is true.

27.4.4.1. Planning

Let us assume that you are the administrator of a small university lab. This lab, which consists of 15 FreeBSD
machines, currently has no centralized point of administration; each machine has its own/etc/passwd and
/etc/master.passwd . These files are kept in sync with each other only through manual intervention; currently,
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when you add a user to the lab, you must runadduser on all 15 machines. Clearly, this has to change, so you have
decided to convert the lab to use NIS, using two of the machines as servers.

Therefore, the configuration of the lab now looks something like:

Machine name IP address Machine role

ellington 10.0.0.2 NIS master

coltrane 10.0.0.3 NIS slave

basie 10.0.0.4 Faculty workstation

bird 10.0.0.5 Client machine

cli[1-11] 10.0.0.[6-17] Other client machines

If you are setting up a NIS scheme for the first time, it is a goodidea to think through how you want to go about it.
No matter what the size of your network, there are a few decisions that need to be made.

27.4.4.1.1. Choosing a NIS Domain Name

This might not be theEdomainnameF that you are used to. It is more accurately called theENIS domainnameF.
When a client broadcasts its requests for info, it includes the name of the NIS domain that it is part of. This is how
multiple servers on one network can tell which server shouldanswer which request. Think of the NIS domainname
as the name for a group of hosts that are related in some way.

Some organizations choose to use their Internet domainnamefor their NIS domainname. This is not recommended as
it can cause confusion when trying to debug network problems. The NIS domainname should be unique within your
network and it is helpful if it describes the group of machines it represents. For example, the Art department at Acme
Inc. might be in theEacme-artF NIS domain. For this example, assume you have chosen the nametest-domain .

However, some operating systems (notably SunOS) use their NIS domain name as their Internet domain name. If one
or more machines on your network have this restriction, youmustuse the Internet domain name as your NIS domain
name.

27.4.4.1.2. Physical Server Requirements

There are several things to keep in mind when choosing a machine to use as a NIS server. One of the unfortunate
things about NIS is the level of dependency the clients have on the server. If a client cannot contact the server for its
NIS domain, very often the machine becomes unusable. The lack of user and group information causes most systems
to temporarily freeze up. With this in mind you should make sure to choose a machine that will not be prone to being
rebooted regularly, or one that might be used for development. The NIS server should ideally be a stand alone
machine whose sole purpose in life is to be an NIS server. If you have a network that is not very heavily used, it is
acceptable to put the NIS server on a machine running other services, just keep in mind that if the NIS server
becomes unavailable, it will affectall of your NIS clients adversely.

27.4.4.2. NIS Servers

The canonical copies of all NIS information are stored on a single machine called the NIS master server. The
databases used to store the information are called NIS maps.In FreeBSD, these maps are stored in
/var/yp/[domainname] where[domainname] is the name of the NIS domain being served. A single NIS server
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can support several domains at once, therefore it is possible to have several such directories, one for each supported
domain. Each domain will have its own independent set of maps.

NIS master and slave servers handle all NIS requests with theypserv daemon.ypserv is responsible for receiving
incoming requests from NIS clients, translating the requested domain and map name to a path to the corresponding
database file and transmitting data from the database back tothe client.

27.4.4.2.1. Setting Up a NIS Master Server

Setting up a master NIS server can be relatively straight forward, depending on your needs. FreeBSD comes with
support for NIS out-of-the-box. All you need is to add the following lines to/etc/rc.conf , and FreeBSD will do
the rest for you.

1.

nisdomainname="test-domain"

This line will set the NIS domainname totest-domain upon network setup (e.g. after reboot).

2.

nis_server_enable="YES"

This will tell FreeBSD to start up the NIS server processes when the networking is next brought up.

3.

nis_yppasswdd_enable="YES"

This will enable therpc.yppasswdd daemon which, as mentioned above, will allow users to changetheir NIS
password from a client machine.

¥¥¥: Depending on your NIS setup, you may need to add further entries. See the
section about NIS servers that are also NIS clients, below, for details.

Now, all you have to do is to run the command/etc/netstart as superuser. It will set up everything for you, using
the values you defined in/etc/rc.conf .

27.4.4.2.2. Initializing the NIS Maps

TheNIS mapsare database files, that are kept in the/var/yp directory. They are generated from configuration files
in the/etc directory of the NIS master, with one exception: the/etc/master.passwd file. This is for a good
reason, you do not want to propagate passwords to yourroot and other administrative accounts to all the servers in
the NIS domain. Therefore, before we initialize the NIS maps, you should:

# cp /etc/master.passwd /var/yp/master.passwd

# cd /var/yp

# vi master.passwd

You should remove all entries regarding system accounts (bin , tty , kmem, games, etc), as well as any accounts that
you do not want to be propagated to the NIS clients (for example root and any other UID 0 (superuser) accounts).

¥¥¥: Make sure the /var/yp/master.passwd is neither group nor world readable (mode 600)! Use the chmod

command, if appropriate.
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When you have finished, it is time to initialize the NIS maps! FreeBSD includes a script namedypinit to do this for
you (see its manual page for more information). Note that this script is available on most UNIX Operating Systems,
but not on all. On Digital UNIX/Compaq Tru64 UNIX it is calledypsetup . Because we are generating maps for an
NIS master, we are going to pass the-m option toypinit . To generate the NIS maps, assuming you already
performed the steps above, run:

ellington # ypinit -m test-domain

Server Type: MASTER Domain: test-domain
Creating an YP server will require that you answer a few quest ions.
Questions will all be asked at the beginning of the procedure .
Do you want this procedure to quit on non-fatal errors? [y/n: n] n

Ok, please remember to go back and redo manually whatever fai ls.
If you don’t, something might not work.
At this point, we have to construct a list of this domains YP se rvers.
rod.darktech.org is already known as master server.
Please continue to add any slave servers, one per line. When y ou are
done with the list, type a <control D>.
master server : ellington
next host to add: coltrane

next host to add: ^D

The current list of NIS servers looks like this:
ellington
coltrane
Is this correct? [y/n: y] y

[..output from map generation..]

NIS Map update completed.
ellington has been setup as an YP master server without any er rors.

ypinit should have created/var/yp/Makefile from /var/yp/Makefile.dist . When created, this file
assumes that you are operating in a single server NIS environment with only FreeBSD machines. Since
test-domain has a slave server as well, you must edit/var/yp/Makefile :

ellington # vi /var/yp/Makefile

You should comment out the line that says

NOPUSH = "True"

(if it is not commented out already).

27.4.4.2.3. Setting up a NIS Slave Server

Setting up an NIS slave server is even more simple than setting up the master. Log on to the slave server and edit the
file /etc/rc.conf as you did before. The only difference is that we now must use the-s option when running
ypinit . The-s option requires the name of the NIS master be passed to it as well, so our command line looks like:

coltrane # ypinit -s ellington test-domain
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Server Type: SLAVE Domain: test-domain Master: ellington

Creating an YP server will require that you answer a few quest ions.
Questions will all be asked at the beginning of the procedure .

Do you want this procedure to quit on non-fatal errors? [y/n: n] n

Ok, please remember to go back and redo manually whatever fai ls.
If you don’t, something might not work.
There will be no further questions. The remainder of the proc edure
should take a few minutes, to copy the databases from ellingt on.
Transferring netgroup...
ypxfr: Exiting: Map successfully transferred
Transferring netgroup.byuser...
ypxfr: Exiting: Map successfully transferred
Transferring netgroup.byhost...
ypxfr: Exiting: Map successfully transferred
Transferring master.passwd.byuid...
ypxfr: Exiting: Map successfully transferred
Transferring passwd.byuid...
ypxfr: Exiting: Map successfully transferred
Transferring passwd.byname...
ypxfr: Exiting: Map successfully transferred
Transferring group.bygid...
ypxfr: Exiting: Map successfully transferred
Transferring group.byname...
ypxfr: Exiting: Map successfully transferred
Transferring services.byname...
ypxfr: Exiting: Map successfully transferred
Transferring rpc.bynumber...
ypxfr: Exiting: Map successfully transferred
Transferring rpc.byname...
ypxfr: Exiting: Map successfully transferred
Transferring protocols.byname...
ypxfr: Exiting: Map successfully transferred
Transferring master.passwd.byname...
ypxfr: Exiting: Map successfully transferred
Transferring networks.byname...
ypxfr: Exiting: Map successfully transferred
Transferring networks.byaddr...
ypxfr: Exiting: Map successfully transferred
Transferring netid.byname...
ypxfr: Exiting: Map successfully transferred
Transferring hosts.byaddr...
ypxfr: Exiting: Map successfully transferred
Transferring protocols.bynumber...
ypxfr: Exiting: Map successfully transferred
Transferring ypservers...
ypxfr: Exiting: Map successfully transferred
Transferring hosts.byname...
ypxfr: Exiting: Map successfully transferred

coltrane has been setup as an YP slave server without any erro rs.
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Don’t forget to update map ypservers on ellington.

You should now have a directory called/var/yp/test-domain . Copies of the NIS master server’s maps should be
in this directory. You will need to make sure that these stay updated. The following/etc/crontab entries on your
slave servers should do the job:

20 * * * * root /usr/libexec/ypxfr passwd.byname
21 * * * * root /usr/libexec/ypxfr passwd.byuid

These two lines force the slave to sync its maps with the maps on the master server. Although these entries are not
mandatory, since the master server attempts to ensure any changes to its NIS maps are communicated to its slaves
and because password information is vital to systems depending on the server, it is a good idea to force the updates.
This is more important on busy networks where map updates might not always complete.

Now, run the command/etc/netstart on the slave server as well, which again starts the NIS server.

27.4.4.3. NIS Clients

An NIS client establishes what is called a binding to a particular NIS server using theypbind daemon.ypbind

checks the system’s default domain (as set by thedomainname command), and begins broadcasting RPC requests on
the local network. These requests specify the name of the domain for whichypbind is attempting to establish a
binding. If a server that has been configured to serve the requested domain receives one of the broadcasts, it will
respond toypbind , which will record the server’s address. If there are several servers available (a master and several
slaves, for example),ypbind will use the address of the first one to respond. From that point on, the client system
will direct all of its NIS requests to that server.ypbind will occasionallyEpingF the server to make sure it is still
up and running. If it fails to receive a reply to one of its pings within a reasonable amount of time,ypbind will mark
the domain as unbound and begin broadcasting again in the hopes of locating another server.

27.4.4.3.1. Setting Up a NIS Client

Setting up a FreeBSD machine to be a NIS client is fairly straightforward.

1. Edit the file/etc/rc.conf and add the following lines in order to set the NIS domainnameand startypbind

upon network startup:

nisdomainname="test-domain"
nis_client_enable="YES"

2. To import all possible password entries from the NIS server, remove all user accounts from your
/etc/master.passwd file and usevipw to add the following line to the end of the file:

+:::::::::

¥¥¥: This line will afford anyone with a valid account in the NIS server’s password maps an account. There
are many ways to configure your NIS client by changing this line. See the netgroups section below for more
information. For more detailed reading see O’Reilly’s book on Managing NFS and NIS .
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¥¥¥: You should keep at least one local account (i.e. not imported via NIS) in your /etc/master.passwd and
this account should also be a member of the group wheel . If there is something wrong with NIS, this account
can be used to log in remotely, become root , and fix things.

3. To import all possible group entries from the NIS server, add this line to your/etc/group file:

+: * ::

After completing these steps, you should be able to runypcat passwd and see the NIS server’s passwd map.

27.4.5. NIS Security

In general, any remote user can issue an RPC to ypserv(8) and retrieve the contents of your NIS maps, provided the
remote user knows your domainname. To prevent such unauthorized transactions, ypserv(8) supports a feature called
EsecurenetsF which can be used to restrict access to a given set of hosts. Atstartup, ypserv(8) will attempt to load
the securenets information from a file called/var/yp/securenets .

¥¥¥: This path varies depending on the path specified with the -p option. This file contains entries that consist of a
network specification and a network mask separated by white space. Lines starting withE#F are considered to
be comments. A sample securenets file might look like this:

# allow connections from local host -- mandatory
127.0.0.1 255.255.255.255
# allow connections from any host
# on the 192.168.128.0 network
192.168.128.0 255.255.255.0
# allow connections from any host
# between 10.0.0.0 to 10.0.15.255
# this includes the machines in the testlab
10.0.0.0 255.255.240.0

If ypserv(8) receives a request from an address that matchesone of these rules, it will process the request normally. If
the address fails to match a rule, the request will be ignoredand a warning message will be logged. If the
/var/yp/securenets file does not exist,ypserv will allow connections from any host.

Theypserv program also has support for Wietse Venema’sTCP Wrapper package. This allows the administrator
to use theTCP Wrapper configuration files for access control instead of/var/yp/securenets .

¥¥¥: While both of these access control mechanisms provide some security, they, like the privileged port test, are
vulnerable toEIP spoofingF attacks. All NIS-related traffic should be blocked at your firewall.

Servers using /var/yp/securenets may fail to serve legitimate NIS clients with archaic TCP/IP
implementations. Some of these implementations set all host bits to zero when doing broadcasts and/or fail to
observe the subnet mask when calculating the broadcast address. While some of these problems can be fixed by
changing the client configuration, other problems may force the retirement of the client systems in question or the
abandonment of /var/yp/securenets .
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Using /var/yp/securenets on a server with such an archaic implementation of TCP/IP is a really bad idea and
will lead to loss of NIS functionality for large parts of your network.

The use of the TCP Wrapper package increases the latency of your NIS server. The additional delay may be
long enough to cause timeouts in client programs, especially in busy networks or with slow NIS servers. If one or
more of your client systems suffers from these symptoms, you should convert the client systems in question into
NIS slave servers and force them to bind to themselves.

27.4.6. Barring Some Users from Logging On

In our lab, there is a machinebasie that is supposed to be a faculty only workstation. We do not want to take this
machine out of the NIS domain, yet thepasswd file on the master NIS server contains accounts for both faculty and
students. What can we do?

There is a way to bar specific users from logging on to a machine, even if they are present in the NIS database. To do
this, all you must do is add- username to the end of the/etc/master.passwd file on the client machine, where
username is the username of the user you wish to bar from logging in. This should preferably be done usingvipw ,
sincevipw will sanity check your changes to/etc/master.passwd , as well as automatically rebuild the password
database when you finish editing. For example, if we wanted tobar userbill from logging on tobasie we would:

basie # vipw

[add -bill to the end, exit]

vipw: rebuilding the database...
vipw: done

basie # cat /etc/master.passwd

root:[password]:0:0::0:0:The super-user:/root:/bin/c sh
toor:[password]:0:0::0:0:The other super-user:/root:/ bin/sh
daemon: * :1:1::0:0:Owner of many system processes:/root:/sbin/no login
operator: * :2:5::0:0:System &:/:/sbin/nologin
bin: * :3:7::0:0:Binaries Commands and Source„,:/:/sbin/nolog in
tty: * :4:65533::0:0:Tty Sandbox:/:/sbin/nologin
kmem:* :5:65533::0:0:KMem Sandbox:/:/sbin/nologin
games: * :7:13::0:0:Games pseudo-user:/usr/games:/sbin/nologi n
news: * :8:8::0:0:News Subsystem:/:/sbin/nologin
man: * :9:9::0:0:Mister Man Pages:/usr/share/man:/sbin/nolog in
bind: * :53:53::0:0:Bind Sandbox:/:/sbin/nologin
uucp: * :66:66::0:0:UUCP pseudo-user:/var/spool/uucppublic:/ usr/libexec/uucp/uucico
xten: * :67:67::0:0:X-10 daemon:/usr/local/xten:/sbin/nologi n
pop: * :68:6::0:0:Post Office Owner:/nonexistent:/sbin/nolog in
nobody: * :65534:65534::0:0:Unprivileged user:/nonexistent:/sb in/nologin
+:::::::::
-bill

basie #
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27.4.7. Using Netgroups

Contributed by Udo Erdelhoff.

The method shown in the previous section works reasonably well if you need special rules for a very small number
of users and/or machines. On larger networks, youwill forget to bar some users from logging onto sensitive
machines, or you may even have to modify each machine separately, thus losing the main benefit of NIS:centralized
administration.

The NIS developers’ solution for this problem is callednetgroups. Their purpose and semantics can be compared to
the normal groups used by UNIX file systems. The main differences are the lack of a numeric ID and the ability to
define a netgroup by including both user accounts and other netgroups.

Netgroups were developed to handle large, complex networkswith hundreds of users and machines. On one hand,
this is a Good Thing if you are forced to deal with such a situation. On the other hand, this complexity makes it
almost impossible to explain netgroups with really simple examples. The example used in the remainder of this
section demonstrates this problem.

Let us assume that your successful introduction of NIS in your laboratory caught your superiors’ interest. Your next
job is to extend your NIS domain to cover some of the other machines on campus. The two tables contain the names
of the new users and new machines as well as brief descriptions of them.

User Name(s) Description

alpha , beta Normal employees of the IT department

charlie , delta The new apprentices of the IT department

echo , foxtrott , golf , ... Ordinary employees

able , baker , ... The current interns

Machine Name(s) Description

war , death , famine , pollution Your most important servers. Only the IT employees are
allowed to log onto these machines.

pride , greed , envy , wrath , lust , sloth Less important servers. All members of the IT
department are allowed to login onto these machines.

one , two , three , four , ... Ordinary workstations. Only thereal employees are
allowed to use these machines.

trashcan A very old machine without any critical data. Even the
intern is allowed to use this box.

If you tried to implement these restrictions by separately blocking each user, you would have to add one- user line
to each system’spasswd for each user who is not allowed to login onto that system. If you forget just one entry, you
could be in trouble. It may be feasible to do this correctly during the initial setup, however youwill eventually forget
to add the lines for new users during day-to-day operations.After all, Murphy was an optimist.

Handling this situation with netgroups offers several advantages. Each user need not be handled separately; you
assign a user to one or more netgroups and allow or forbid logins for all members of the netgroup. If you add a new
machine, you will only have to define login restrictions for netgroups. If a new user is added, you will only have to
add the user to one or more netgroups. Those changes are independent of each other: no moreEfor each
combination of user and machine do...F If your NIS setup is planned carefully, you will only have to modify exactly
one central configuration file to grant or deny access to machines.
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The first step is the initialization of the NIS map netgroup. FreeBSD’s ypinit(8) does not create this map by default,
but its NIS implementation will support it once it has been created. To create an empty map, simply type

ellington # vi /var/yp/netgroup

and start adding content. For our example, we need at least four netgroups: IT employees, IT apprentices, normal
employees and interns.

IT_EMP (,alpha,test-domain) (,beta,test-domain)
IT_APP (,charlie,test-domain) (,delta,test-domain)
USERS (,echo,test-domain) (,foxtrott,test-domain) \

(,golf,test-domain)
INTERNS (,able,test-domain) (,baker,test-domain)

IT_EMP, IT_APP etc. are the names of the netgroups. Each bracketed group adds one or more user accounts to it.
The three fields inside a group are:

1. The name of the host(s) where the following items are valid. If you do not specify a hostname, the entry is valid
on all hosts. If you do specify a hostname, you will enter a realm of darkness, horror and utter confusion.

2. The name of the account that belongs to this netgroup.

3. The NIS domain for the account. You can import accounts from other NIS domains into your netgroup if you are
one of the unlucky fellows with more than one NIS domain.

Each of these fields can contain wildcards. See netgroup(5) for details.

¥¥¥: Netgroup names longer than 8 characters should not be used, especially if you have machines running other
operating systems within your NIS domain. The names are case sensitive; using capital letters for your netgroup
names is an easy way to distinguish between user, machine and netgroup names.

Some NIS clients (other than FreeBSD) cannot handle netgroups with a large number of entries. For example,
some older versions of SunOS start to cause trouble if a netgroup contains more than 15 entries. You can
circumvent this limit by creating several sub-netgroups with 15 users or less and a real netgroup that consists of
the sub-netgroups:

BIGGRP1 (,joe1,domain) (,joe2,domain) (,joe3,domain) [. ..]
BIGGRP2 (,joe16,domain) (,joe17,domain) [...]
BIGGRP3 (,joe31,domain) (,joe32,domain)
BIGGROUP BIGGRP1 BIGGRP2 BIGGRP3

You can repeat this process if you need more than 225 users within a single netgroup.

Activating and distributing your new NIS map is easy:

ellington # cd /var/yp

ellington # make

This will generate the three NIS mapsnetgroup , netgroup.byhost andnetgroup.byuser . Use ypcat(1) to
check if your new NIS maps are available:

ellington % ypcat -k netgroup

ellington % ypcat -k netgroup.byhost
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ellington % ypcat -k netgroup.byuser

The output of the first command should resemble the contents of /var/yp/netgroup . The second command will
not produce output if you have not specified host-specific netgroups. The third command can be used to get the list of
netgroups for a user.

The client setup is quite simple. To configure the serverwar , you only have to start vipw(8) and replace the line

+:::::::::

with

+@IT_EMP:::::::::

Now, only the data for the users defined in the netgroupIT_EMP is imported intowar ’s password database and only
these users are allowed to login.

Unfortunately, this limitation also applies to the~ function of the shell and all routines converting between user
names and numerical user IDs. In other words,cd ~ user will not work, ls -l will show the numerical ID instead
of the username andfind . -user joe -print will fail with No such user . To fix this, you will have to
import all user entrieswithout allowing them to login onto your servers.

This can be achieved by adding another line to/etc/master.passwd . This line should contain:

+:::::::::/sbin/nologin , meaningEImport all entries but replace the shell with/sbin/nologin in the
imported entriesF. You can replace any field in thepasswd entry by placing a default value in your
/etc/master.passwd .

ÊÊÊ×××Make sure that the line +:::::::::/sbin/nologin is placed after +@IT_EMP::::::::: . Otherwise, all user
accounts imported from NIS will have /sbin/nologin as their login shell.

After this change, you will only have to change one NIS map if anew employee joins the IT department. You could
use a similar approach for the less important servers by replacing the old+::::::::: in their local version of
/etc/master.passwd with something like this:

+@IT_EMP:::::::::
+@IT_APP:::::::::
+:::::::::/sbin/nologin

The corresponding lines for the normal workstations could be:

+@IT_EMP:::::::::
+@USERS:::::::::
+:::::::::/sbin/nologin

And everything would be fine until there is a policy change a few weeks later: The IT department starts hiring
interns. The IT interns are allowed to use the normal workstations and the less important servers; and the IT
apprentices are allowed to login onto the main servers. You add a new netgroupIT_INTERN , add the new IT interns
to this netgroup and start to change the configuration on eachand every machine... As the old saying goes:EErrors
in centralized planning lead to global messF.

NIS’ ability to create netgroups from other netgroups can beused to prevent situations like these. One possibility is
the creation of role-based netgroups. For example, you could create a netgroup calledBIGSRVto define the login

654



a27. Network Servers

restrictions for the important servers, another netgroup calledSMALLSRVfor the less important servers and a third
netgroup calledUSERBOXfor the normal workstations. Each of these netgroups contains the netgroups that are
allowed to login onto these machines. The new entries for your NIS map netgroup should look like this:

BIGSRV IT_EMP IT_APP
SMALLSRV IT_EMP IT_APP ITINTERN
USERBOX IT_EMP ITINTERN USERS

This method of defining login restrictions works reasonablywell if you can define groups of machines with identical
restrictions. Unfortunately, this is the exception and notthe rule. Most of the time, you will need the ability to define
login restrictions on a per-machine basis.

Machine-specific netgroup definitions are the other possibility to deal with the policy change outlined above. In this
scenario, the/etc/master.passwd of each box contains two lines starting withE+F. The first of them adds a
netgroup with the accounts allowed to login onto this machine, the second one adds all other accounts with
/sbin/nologin as shell. It is a good idea to use theEALL-CAPSF version of the machine name as the name of
the netgroup. In other words, the lines should look like this:

+@BOXNAME:::::::::
+:::::::::/sbin/nologin

Once you have completed this task for all your machines, you will not have to modify the local versions of
/etc/master.passwd ever again. All further changes can be handled by modifying the NIS map. Here is an
example of a possible netgroup map for this scenario with some additional goodies:

# Define groups of users first
IT_EMP (,alpha,test-domain) (,beta,test-domain)
IT_APP (,charlie,test-domain) (,delta,test-domain)
DEPT1 (,echo,test-domain) (,foxtrott,test-domain)
DEPT2 (,golf,test-domain) (,hotel,test-domain)
DEPT3 (,india,test-domain) (,juliet,test-domain)
ITINTERN (,kilo,test-domain) (,lima,test-domain)
D_INTERNS (,able,test-domain) (,baker,test-domain)
#
# Now, define some groups based on roles
USERS DEPT1 DEPT2 DEPT3
BIGSRV IT_EMP IT_APP
SMALLSRV IT_EMP IT_APP ITINTERN
USERBOX IT_EMP ITINTERN USERS
#
# And a groups for a special tasks
# Allow echo and golf to access our anti-virus-machine
SECURITY IT_EMP (,echo,test-domain) (,golf,test-domain )
#
# machine-based netgroups
# Our main servers
WAR BIGSRV
FAMINE BIGSRV
# User india needs access to this server
POLLUTION BIGSRV (,india,test-domain)
#
# This one is really important and needs more access restrict ions
DEATH IT_EMP
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#
# The anti-virus-machine mentioned above
ONE SECURITY
#
# Restrict a machine to a single user
TWO (,hotel,test-domain)
# [...more groups to follow]

If you are using some kind of database to manage your user accounts, you should be able to create the first part of the
map with your database’s report tools. This way, new users will automatically have access to the boxes.

One last word of caution: It may not always be advisable to usemachine-based netgroups. If you are deploying a
couple of dozen or even hundreds of identical machines for student labs, you should use role-based netgroups instead
of machine-based netgroups to keep the size of the NIS map within reasonable limits.

27.4.8. Important Things to Remember

There are still a couple of things that you will need to do differently now that you are in an NIS environment.

�Every time you wish to add a user to the lab, you must add it to the master NIS serveronly, andyou must
remember to rebuild the NIS maps. If you forget to do this, the new user will not be able to loginanywhere except
on the NIS master. For example, if we needed to add a new userjsmith to the lab, we would:

# pw useradd jsmith

# cd /var/yp

# make test-domain

You could also runadduser jsmith instead ofpw useradd jsmith .

�Keep the administration accounts out of the NIS maps. You do not want to be propagating administrative accounts
and passwords to machines that will have users that should not have access to those accounts.

�Keep the NIS master and slave secure, and minimize their downtime. If somebody either hacks or simply turns off
these machines, they have effectively rendered many peoplewithout the ability to login to the lab.

This is the chief weakness of any centralized administration system. If you do not protect your NIS servers, you
will have a lot of angry users!

27.4.9. NIS v1 Compatibility

FreeBSD’sypservhas some support for serving NIS v1 clients. FreeBSD’s NIS implementation only uses the NIS v2
protocol, however other implementations include support for the v1 protocol for backwards compatibility with older
systems. Theypbind daemons supplied with these systems will try to establish a binding to an NIS v1 server even
though they may never actually need it (and they may persist in broadcasting in search of one even after they receive
a response from a v2 server). Note that while support for normal client calls is provided, this version ofypservdoes
not handle v1 map transfer requests; consequently, it cannot be used as a master or slave in conjunction with older
NIS servers that only support the v1 protocol. Fortunately,there probably are not any such servers still in use today.
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27.4.10. NIS Servers That Are Also NIS Clients

Care must be taken when runningypserv in a multi-server domain where the server machines are also NIS clients. It
is generally a good idea to force the servers to bind to themselves rather than allowing them to broadcast bind
requests and possibly become bound to each other. Strange failure modes can result if one server goes down and
others are dependent upon it. Eventually all the clients will time out and attempt to bind to other servers, but the
delay involved can be considerable and the failure mode is still present since the servers might bind to each other all
over again.

You can force a host to bind to a particular server by runningypbind with the-S flag. If you do not want to do this
manually each time you reboot your NIS server, you can add thefollowing lines to your/etc/rc.conf :

nis_client_enable="YES" # run client stuff as well
nis_client_flags="-S NIS domain, server"

See ypbind(8) for further information.

27.4.11. Password Formats

One of the most common issues that people run into when tryingto implement NIS is password format compatibility.
If your NIS server is using DES encrypted passwords, it will only support clients that are also using DES. For
example, if you have Solaris NIS clients in your network, then you will almost certainly need to use DES encrypted
passwords.

To check which format your servers and clients are using, look at /etc/login.conf . If the host is configured to
use DES encrypted passwords, then thedefault class will contain an entry like this:

default:\
:passwd_format=des:\
:copyright=/etc/COPYRIGHT:\
[Further entries elided]

Other possible values for thepasswd_format capability includeblf andmd5 (for Blowfish and MD5 encrypted
passwords, respectively).

If you have made changes to/etc/login.conf , you will also need to rebuild the login capability database, which
is achieved by running the following command asroot :

# cap_mkdb /etc/login.conf

¥¥¥: The format of passwords already in /etc/master.passwd will not be updated until a user changes his
password for the first time after the login capability database is rebuilt.

Next, in order to ensure that passwords are encrypted with the format that you have chosen, you should also check
that thecrypt_default in /etc/auth.conf gives precedence to your chosen password format. To do this,place
the format that you have chosen first in the list. For example,when using DES encrypted passwords, the entry would
be:

crypt_default = des blf md5
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Having followed the above steps on each of the FreeBSD based NIS servers and clients, you can be sure that they all
agree on which password format is used within your network. If you have trouble authenticating on an NIS client,
this is a pretty good place to start looking for possible problems. Remember: if you want to deploy an NIS server for
a heterogenous network, you will probably have to use DES on all systems because it is the lowest common standard.

27.5. Automatic Network Configuration (DHCP)
Written by Greg Sutter.

27.5.1. What Is DHCP?

DHCP, the Dynamic Host Configuration Protocol, describes the means by which a system can connect to a network
and obtain the necessary information for communication upon that network. FreeBSD versions prior to 6.0 use the
ISC (Internet Software Consortium) DHCP client (dhclient(8)) implementation. Later versions use the OpenBSD
dhclient taken from OpenBSD 3.7. All information here regardingdhclient is for use with either of the ISC or
OpenBSD DHCP clients. The DHCP server is the one included in the ISC distribution.

27.5.2. What This Section Covers

This section describes both the client-side components of the ISC and OpenBSD DHCP client and server-side
components of the ISC DHCP system. The client-side program,dhclient , comes integrated within FreeBSD, and
the server-side portion is available from thenet/isc-dhcp3-server port. The dhclient(8), dhcp-options(5), and
dhclient.conf(5) manual pages, in addition to the references below, are useful resources.

27.5.3. How It Works

Whendhclient , the DHCP client, is executed on the client machine, it begins broadcasting requests for
configuration information. By default, these requests are on UDP port 68. The server replies on UDP 67, giving the
client an IP address and other relevant network informationsuch as netmask, router, and DNS servers. All of this
information comes in the form of a DHCPEleaseF and is only valid for a certain time (configured by the DHCP
server maintainer). In this manner, stale IP addresses for clients no longer connected to the network can be
automatically reclaimed.

DHCP clients can obtain a great deal of information from the server. An exhaustive list may be found in
dhcp-options(5).

27.5.4. FreeBSD Integration

FreeBSD fully integrates the ISC or OpenBSD DHCP client,dhclient (according to the FreeBSD version you
run). DHCP client support is provided within both the installer and the base system, obviating the need for detailed
knowledge of network configurations on any network that runsa DHCP server.dhclient has been included in all
FreeBSD distributions since 3.2.
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DHCP is supported bysysinstall. When configuring a network interface withinsysinstall, the second question asked
is:EDo you want to try DHCP configuration of the interface?F. Answering affirmatively will executedhclient ,
and if successful, will fill in the network configuration information automatically.

There are two things you must do to have your system use DHCP upon startup:

�Make sure that thebpf device is compiled into your kernel. To do this, adddevice bpf (pseudo-device bpf

under FreeBSD 4.X) to your kernel configuration file, and rebuild the kernel. For more information about building
kernels, seeµÚ 8a.

Thebpf device is already part of theGENERICkernel that is supplied with FreeBSD, so if you do not have a
custom kernel, you should not need to create one in order to get DHCP working.

¥¥¥: For those who are particularly security conscious, you should be warned that bpf is also the device that
allows packet sniffers to work correctly (although they still have to be run as root ). bpf is required to use
DHCP, but if you are very sensitive about security, you probably should not add bpf to your kernel in the
expectation that at some point in the future you will be using DHCP.

�Edit your/etc/rc.conf to include the following:

ifconfig_fxp0="DHCP"

¥¥¥: Be sure to replace fxp0 with the designation for the interface that you wish to dynamically configure, as
described in µÚ 11.8;.

If you are using a different location fordhclient , or if you wish to pass additional flags todhclient , also
include the following (editing as necessary):

dhcp_program="/sbin/dhclient"
dhcp_flags=""

The DHCP server,dhcpd, is included as part of thenet/isc-dhcp3-server port in the ports collection. This port
contains the ISC DHCP server and documentation.

27.5.5. Files

� /etc/dhclient.conf

dhclient requires a configuration file,/etc/dhclient.conf . Typically the file contains only comments, the
defaults being reasonably sane. This configuration file is described by the dhclient.conf(5) manual page.

� /sbin/dhclient

dhclient is statically linked and resides in/sbin . The dhclient(8) manual page gives more information about
dhclient .

� /sbin/dhclient-script
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dhclient-script is the FreeBSD-specific DHCP client configuration script. Itis described in dhclient-script(8),
but should not need any user modification to function properly.

� /var/db/dhclient.leases

The DHCP client keeps a database of valid leases in this file, which is written as a log. dhclient.leases(5) gives a
slightly longer description.

27.5.6. Further Reading

The DHCP protocol is fully described in RFC 2131 (http://www.freesoft.org/CIE/RFC/2131/). An informational
resource has also been set up at http://www.dhcp.org/.

27.5.7. Installing and Configuring a DHCP Server

27.5.7.1. What This Section Covers

This section provides information on how to configure a FreeBSD system to act as a DHCP server using the ISC
(Internet Software Consortium) implementation of the DHCPsuite.

The server portion of the suite is not provided as part of FreeBSD, and so you will need to install the
net/isc-dhcp3-server port to provide this service. SeeµÚ 4a for more information on using the Ports
Collection.

27.5.7.2. DHCP Server Installation

In order to configure your FreeBSD system as a DHCP server, youwill need to ensure that the bpf(4) device is
compiled into your kernel. To do this, adddevice bpf (pseudo-device bpf under FreeBSD 4.X) to your kernel
configuration file, and rebuild the kernel. For more information about building kernels, seeµÚ 8a.

Thebpf device is already part of theGENERICkernel that is supplied with FreeBSD, so you do not need to create a
custom kernel in order to get DHCP working.

¥¥¥: Those who are particularly security conscious should note that bpf is also the device that allows packet
sniffers to work correctly (although such programs still need privileged access). bpf is required to use DHCP, but
if you are very sensitive about security, you probably should not include bpf in your kernel purely because you
expect to use DHCP at some point in the future.

The next thing that you will need to do is edit the sampledhcpd.conf which was installed by the
net/isc-dhcp3-server port. By default, this will be/usr/local/etc/dhcpd.conf.sample , and you should
copy this to/usr/local/etc/dhcpd.conf before proceeding to make changes.

27.5.7.3. Configuring the DHCP Server

dhcpd.conf is comprised of declarations regarding subnets and hosts, and is perhaps most easily explained using an
example :

option domain-name "example.com"; ➊
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option domain-name-servers 192.168.4.100; ➋

option subnet-mask 255.255.255.0; ➌

default-lease-time 3600; ➍

max-lease-time 86400; ➎

ddns-update-style none; ➏

subnet 192.168.4.0 netmask 255.255.255.0 {
range 192.168.4.129 192.168.4.254; ➐

option routers 192.168.4.1; ➑

}

host mailhost {
hardware ethernet 02:03:04:05:06:07; ➒

fixed-address mailhost.example.com; (10)
}

➊ This option specifies the domain that will be provided to clients as the default search domain. See resolv.conf(5)
for more information on what this means.

➋ This option specifies a comma separated list of DNS servers that the client should use.

➌ The netmask that will be provided to clients.

➍ A client may request a specific length of time that a lease willbe valid. Otherwise the server will assign a lease
with this expiry value (in seconds).

➎ This is the maximum length of time that the server will lease for. Should a client request a longer lease, a lease
will be issued, although it will only be valid formax-lease-time seconds.

➏ This option specifies whether the DHCP server should attemptto update DNS when a lease is accepted or
released. In the ISC implementation, this option isrequired.

➐ This denotes which IP addresses should be used in the pool reserved for allocating to clients. IP addresses
between, and including, the ones stated are handed out to clients.

➑ Declares the default gateway that will be provided to clients.

➒ The hardware MAC address of a host (so that the DHCP server canrecognize a host when it makes a request).

(10)Specifies that the host should always be given the same IP address. Note that using a hostname is correct here,
since the DHCP server will resolve the hostname itself before returning the lease information.

Once you have finished writing yourdhcpd.conf , you can proceed to start the server by issuing the following
command:

# /usr/local/etc/rc.d/isc-dhcpd.sh start

Should you need to make changes to the configuration of your server in the future, it is important to note that sending
aSIGHUPsignal todhcpd doesnot result in the configuration being reloaded, as it does with most daemons. You
will need to send aSIGTERMsignal to stop the process, and then restart it using the command above.
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27.5.7.4. Files

� /usr/local/sbin/dhcpd

dhcpd is statically linked and resides in/usr/local/sbin . The dhcpd(8) manual page installed with the port
gives more information aboutdhcpd.

� /usr/local/etc/dhcpd.conf

dhcpd requires a configuration file,/usr/local/etc/dhcpd.conf before it will start providing service to
clients. This file needs to contain all the information that should be provided to clients that are being serviced,
along with information regarding the operation of the server. This configuration file is described by the
dhcpd.conf(5) manual page installed by the port.

� /var/db/dhcpd.leases

The DHCP server keeps a database of leases it has issued in this file, which is written as a log. The manual page
dhcpd.leases(5), installed by the port gives a slightly longer description.

� /usr/local/sbin/dhcrelay

dhcrelay is used in advanced environments where one DHCP server forwards a request from a client to another
DHCP server on a separate network. If you require this functionality, then install thenet/isc-dhcp3-relay

port. The dhcrelay(8) manual page provided with the port contains more detail.

27.6. Domain Name System (DNS)
Contributed by Chern Lee.

27.6.1. Overview

FreeBSD utilizes, by default, a version of BIND (Berkeley Internet Name Domain), which is the most common
implementation of the DNS protocol. DNS is the protocol through which names are mapped to IP addresses, and
vice versa. For example, a query forwww.FreeBSD.org will receive a reply with the IP address of The FreeBSD
Project’s web server, whereas, a query forftp.FreeBSD.org will return the IP address of the corresponding FTP
machine. Likewise, the opposite can happen. A query for an IPaddress can resolve its hostname. It is not necessary
to run a name server to perform DNS lookups on a system.

DNS is coordinated across the Internet through a somewhat complex system of authoritative root name servers, and
other smaller-scale name servers who host and cache individual domain information.

This document refers to BIND 8.x, as it is the stable version used in FreeBSD. Versions of FreeBSD 5.3 and beyond
include BIND9 and the configuration instructions may be found later in this chapter. Users of FreeBSD 5.2 and other
previous versions may install BIND9 from thenet/bind9 port.

RFC1034 and RFC1035 dictate the DNS protocol.

Currently, BIND is maintained by the Internet Software Consortium http://www.isc.org/.
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27.6.2. Terminology

To understand this document, some terms related to DNS must be understood.

Term Definition

Forward DNS Mapping of hostnames to IP addresses

Origin Refers to the domain covered in a particular zone file

named, BIND, name
server

Common names for the BIND name server package within FreeBSD

Resolver A system process through which a machine queries a name server for zone
information

Reverse DNS The opposite of forward DNS; mapping of IP addresses to hostnames

Root zone The beginning of the Internet zone hierarchy. All zones fall under the root zone,
similar to how all files in a file system fall under the root directory.

Zone An individual domain, subdomain, or portion of the DNS administered by the same
authority

Examples of zones:

� . is the root zone

� org. is a zone under the root zone

� example.org. is a zone under theorg. zone

� foo.example.org. is a subdomain, a zone under theexample.org. zone

� 1.2.3.in-addr.arpa is a zone referencing all IP addresses which fall under the3.2.1. * IP space.

As one can see, the more specific part of a hostname appears to its left. For example,example.org. is more
specific thanorg. , asorg. is more specific than the root zone. The layout of each part of ahostname is much like a
file system: the/dev directory falls within the root, and so on.

27.6.3. Reasons to Run a Name Server

Name servers usually come in two forms: an authoritative name server, and a caching name server.

An authoritative name server is needed when:

� one wants to serve DNS information to the world, replying authoritatively to queries.

� a domain, such asexample.org , is registered and IP addresses need to be assigned to hostnames under it.

� an IP address block requires reverse DNS entries (IP to hostname).

� a backup name server, called a slave, must reply to queries when the primary is down or inaccessible.

A caching name server is needed when:

� a local DNS server may cache and respond more quickly than querying an outside name server.

� a reduction in overall network traffic is desired (DNS traffichas been measured to account for 5% or more of total
Internet traffic).
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When one queries forwww.FreeBSD.org , the resolver usually queries the uplink ISP’s name server,and retrieves
the reply. With a local, caching DNS server, the query only has to be made once to the outside world by the caching
DNS server. Every additional query will not have to look to the outside of the local network, since the information is
cached locally.

27.6.4. How It Works

In FreeBSD, the BIND daemon is callednamedfor obvious reasons.

File Description

named the BIND daemon

ndc name daemon control program

/etc/namedb directory where BIND zone information resides

/etc/namedb/named.conf daemon configuration file

Zone files are usually contained within the/etc/namedb directory, and contain the DNS zone information served
by the name server.

27.6.5. Starting BIND

Since BIND is installed by default, configuring it all is relatively simple.

To ensure thenameddaemon is started at boot, put the following line in/etc/rc.conf :

named_enable="YES"

To start the daemon manually (after configuring it):

# ndc start

27.6.6. Configuration Files

27.6.6.1. Using make-localhost

Be sure to:

# cd /etc/namedb

# sh make-localhost

to properly create the local reverse DNS zone file in/etc/namedb/master/localhost.rev .

27.6.6.2. /etc/namedb/named.conf

// $FreeBSD$
//
// Refer to the named(8) manual page for details. If you are ev er going
// to setup a primary server, make sure you’ve understood the hairy
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// details of how DNS is working. Even with simple mistakes, y ou can
// break connectivity for affected parties, or cause huge am ount of
// useless Internet traffic.

options {
directory "/etc/namedb";

// In addition to the "forwarders" clause, you can force your name
// server to never initiate queries of its own, but always ask its
// forwarders only, by enabling the following line:
//
// forward only;

// If you’ve got a DNS server around at your upstream provider , enter
// its IP address here, and enable the line below. This will ma ke you
// benefit from its cache, thus reduce overall DNS traffic in the
Internet.
/ *

forwarders {
127.0.0.1;

};

* /

Just as the comment says, to benefit from an uplink’s cache,forwarders can be enabled here. Under normal
circumstances, a name server will recursively query the Internet looking at certain name servers until it finds the
answer it is looking for. Having this enabled will have it query the uplink’s name server (or name server provided)
first, taking advantage of its cache. If the uplink name server in question is a heavily trafficked, fast name server,
enabling this may be worthwhile.

ÊÊÊ×××127.0.0.1 will not work here. Change this IP address to a name server at your uplink.

/ *
* If there is a firewall between you and name servers you want

* to talk to, you might need to uncomment the query-source

* directive below. Previous versions of BIND always asked

* questions using port 53, but BIND 8.1 uses an unprivileged

* port by default.

* /
// query-source address * port 53;

/ *
* If running in a sandbox, you may have to specify a different

* location for the dumpfile.

* /
// dump-file "s/named_dump.db";

};

// Note: the following will be supported in a future release.
/ *
host { any; } {

topology {
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127.0.0.0/8;
};

};

* /

// Setting up secondaries is way easier and the rough picture for this
// is explained below.
//
// If you enable a local name server, don’t forget to enter 127 .0.0.1
// into your /etc/resolv.conf so this server will be queried first.
// Also, make sure to enable it in /etc/rc.conf.

zone "." {
type hint;
file "named.root";

};

zone "0.0.127.IN-ADDR.ARPA" {
type master;
file "localhost.rev";

};

// NB: Do not use the IP addresses below, they are faked, and on ly
// serve demonstration/documentation purposes!
//
// Example secondary config entries. It can be convenient to become
// a secondary at least for the zone where your own domain is in . Ask
// your network administrator for the IP address of the respo nsible
// primary.
//
// Never forget to include the reverse lookup (IN-ADDR.ARPA ) zone!
// (This is the first bytes of the respective IP address, in re verse
// order, with ".IN-ADDR.ARPA" appended.)
//
// Before starting to setup a primary zone, better make sure y ou fully
// understand how DNS and BIND works, however. There are some times
// unobvious pitfalls. Setting up a secondary is comparably simpler.
//
// NB: Don’t blindly enable the examples below. :-) Use actua l names
// and addresses instead.
//
// NOTE!!! FreeBSD runs BIND in a sandbox (see named_flags in rc.conf).
// The directory containing the secondary zones must be writ e accessible
// to BIND. The following sequence is suggested:
//
// mkdir /etc/namedb/s
// chown bind:bind /etc/namedb/s
// chmod 750 /etc/namedb/s

For more information on running BIND in a sandbox, seeRunning named in a sandbox.

/ *
zone "example.com" {
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type slave;
file "s/example.com.bak";
masters {

192.168.1.1;
};

};

zone "0.168.192.in-addr.arpa" {
type slave;
file "s/0.168.192.in-addr.arpa.bak";
masters {

192.168.1.1;
};

};

* /

In named.conf , these are examples of slave entries for a forward and reverse zone.

For each new zone served, a new zone entry must be added tonamed.conf .

For example, the simplest zone entry forexample.org can look like:

zone "example.org" {
type master;
file "example.org";

};

The zone is a master, as indicated by thetype statement, holding its zone information in
/etc/namedb/example.org indicated by thefile statement.

zone "example.org" {
type slave;
file "example.org";

};

In the slave case, the zone information is transferred from the master name server for the particular zone, and saved
in the file specified. If and when the master server dies or is unreachable, the slave name server will have the
transferred zone information and will be able to serve it.

27.6.6.3. Zone Files

An example master zone file forexample.org (existing within/etc/namedb/example.org ) is as follows:

$TTL 3600

example.org. IN SOA ns1.example.org. admin.example.org. (
5 ; Serial
10800 ; Refresh
3600 ; Retry
604800 ; Expire
86400 ) ; Minimum TTL

; DNS Servers
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@ IN NS ns1.example.org.
@ IN NS ns2.example.org.

; Machine Names
localhost IN A 127.0.0.1
ns1 IN A 3.2.1.2
ns2 IN A 3.2.1.3
mail IN A 3.2.1.10
@ IN A 3.2.1.30

; Aliases
www IN CNAME @

; MX Record
@ IN MX 10 mail.example.org.

Note that every hostname ending in aE.F is an exact hostname, whereas everything without a trailingE.F is
referenced to the origin. For example,wwwis translated intowww.origin. In our fictitious zone file, our origin is
example.org. , sowwwwould translate towww.example.org.

The format of a zone file follows:

recordname IN recordtype value

The most commonly used DNS records:

SOA

start of zone authority

NS

an authoritative name server

A

a host address

CNAME

the canonical name for an alias

MX

mail exchanger

PTR

a domain name pointer (used in reverse DNS)

example.org. IN SOA ns1.example.org. admin.example.org. (
5 ; Serial
10800 ; Refresh after 3 hours
3600 ; Retry after 1 hour
604800 ; Expire after 1 week
86400 ) ; Minimum TTL of 1 day
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example.org.

the domain name, also the origin for this zone file.

ns1.example.org.

the primary/authoritative name server for this zone.

admin.example.org.

the responsible person for this zone, email address withE@F replaced. (<admin@example.org > becomes
admin.example.org )

5

the serial number of the file. This must be incremented each time the zone file is modified. Nowadays, many
admins prefer ayyyymmddrr format for the serial number.2001041002 would mean last modified 04/10/2001,
the latter02 being the second time the zone file has been modified this day. The serial number is important as it
alerts slave name servers for a zone when it is updated.

@ IN NS ns1.example.org.

This is an NS entry. Every name server that is going to reply authoritatively for the zone must have one of these
entries. The@as seen here could have beenexample.org. The@translates to the origin.

localhost IN A 127.0.0.1
ns1 IN A 3.2.1.2
ns2 IN A 3.2.1.3
mail IN A 3.2.1.10
@ IN A 3.2.1.30

The A record indicates machine names. As seen above,ns1.example.org would resolve to3.2.1.2 . Again, the
origin symbol,@, is used here, thus meaningexample.org would resolve to3.2.1.30 .

www IN CNAME @

The canonical name record is usually used for giving aliasesto a machine. In the example,wwwis aliased to the
machine addressed to the origin, orexample.org (3.2.1.30 ). CNAMEs can be used to provide alias hostnames,
or round robin one hostname among multiple machines.

@ IN MX 10 mail.example.org.

The MX record indicates which mail servers are responsible for handling incoming mail for the zone.
mail.example.org is the hostname of the mail server, and 10 being the priority of that mail server.

One can have several mail servers, with priorities of 3, 2, 1.A mail server attempting to deliver toexample.org

would first try the highest priority MX, then the second highest, etc, until the mail can be properly delivered.

For in-addr.arpa zone files (reverse DNS), the same format isused, except with PTR entries instead of A or CNAME.

$TTL 3600

1.2.3.in-addr.arpa. IN SOA ns1.example.org. admin.examp le.org. (
5 ; Serial
10800 ; Refresh
3600 ; Retry
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604800 ; Expire
3600 ) ; Minimum

@ IN NS ns1.example.org.
@ IN NS ns2.example.org.

2 IN PTR ns1.example.org.
3 IN PTR ns2.example.org.
10 IN PTR mail.example.org.
30 IN PTR example.org.

This file gives the proper IP address to hostname mappings of our above fictitious domain.

27.6.7. Caching Name Server

A caching name server is a name server that is not authoritative for any zones. It simply asks queries of its own, and
remembers them for later use. To set one up, just configure thename server as usual, omitting any inclusions of
zones.

27.6.8. Running named in a Sandbox

For added security you may want to run named(8) as an unprivileged user, and configure it to chroot(8) into a
sandbox directory. This makes everything outside of the sandbox inaccessible to thenameddaemon. Shouldnamed
be compromised, this will help to reduce the damage that can be caused. By default, FreeBSD has a user and a group
calledbind , intended for this use.

¥¥¥: Various people would recommend that instead of configuring named to chroot , you should run named
inside a jail(8). This section does not attempt to cover this situation.

Sincenamedwill not be able to access anything outside of the sandbox (such as shared libraries, log sockets, and so
on), there are a number of steps that need to be followed in order to allownamedto function correctly. In the
following checklist, it is assumed that the path to the sandbox is /etc/namedb and that you have made no prior
modifications to the contents of this directory. Perform thefollowing steps asroot :

�Create all directories thatnamedexpects to see:

# cd /etc/namedb

# mkdir -p bin dev etc var/tmp var/run master slave

# chown bind:bind slave var/ * ➊

➊ namedonly needs write access to these directories, so that is all we give it.

�Rearrange and create basic zone and configuration files:

# cp /etc/localtime etc ➊

# mv named.conf etc && ln -sf etc/named.conf

# mv named.root master
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# sh make-localhost

# cat > master/named.localhost

$ORIGIN localhost.

$TTL 6h

@ IN SOA localhost. postmaster.localhost. (

1 ; serial

3600 ; refresh

1800 ; retry

604800 ; expiration

3600 ) ; minimum

IN NS localhost.

IN A 127.0.0.1

^D

➊ This allowsnamedto log the correct time to syslogd(8).

�

If you are running a version of FreeBSD prior to 4.9-RELEASE,build a statically linked copy ofnamed-xfer, and
copy it into the sandbox:

# cd /usr/src/lib/libisc

# make cleandir && make cleandir && make depend && make all

# cd /usr/src/lib/libbind

# make cleandir && make cleandir && make depend && make all

# cd /usr/src/libexec/named-xfer

# make cleandir && make cleandir && make depend && make NOSHARE D=yes all

# cp named-xfer /etc/namedb/bin && chmod 555 /etc/namedb/bi n/named-xfer ➊

After your statically linkednamed-xfer is installed some cleaning up is required, to avoid leaving stale copies of
libraries or programs in your source tree:

# cd /usr/src/lib/libisc

# make cleandir

# cd /usr/src/lib/libbind

# make cleandir

# cd /usr/src/libexec/named-xfer

# make cleandir

➊ This step has been reported to fail occasionally. If this happens to you, then issue the command:

# cd /usr/src && make cleandir && make cleandir

and delete your/usr/obj tree:

# rm -fr /usr/obj && mkdir /usr/obj

This will clean out anyEcruftF from your source tree, and retrying the steps above should then work.

If you are running FreeBSD version 4.9-RELEASE or later, then the copy ofnamed-xfer in /usr/libexec is
statically linked by default, and you can simply use cp(1) tocopy it into your sandbox.

�Make adev/null thatnamedcan see and write to:

# cd /etc/namedb/dev && mknod null c 2 2

# chmod 666 null

�Symlink /var/run/ndc to /etc/namedb/var/run/ndc :
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# ln -sf /etc/namedb/var/run/ndc /var/run/ndc

¥¥¥: This simply avoids having to specify the -c option to ndc(8) every time you run it. Since the contents of
/var/run are deleted on boot, it may be useful to add this command to root ’s crontab(5), using the @reboot

option.

�

Configure syslogd(8) to create an extralog socket thatnamedcan write to. To do this, add-l
/etc/namedb/dev/log to thesyslogd_flags variable in/etc/rc.conf .

�

Arrange to havenamedstart andchroot itself to the sandbox by adding the following to/etc/rc.conf :

named_enable="YES"
named_flags="-u bind -g bind -t /etc/namedb /etc/named.co nf"

¥¥¥: Note that the configuration file /etc/named.conf is denoted by a full pathname relative to the sandbox ,
i.e. in the line above, the file referred to is actually /etc/namedb/etc/named.conf .

The next step is to edit/etc/namedb/etc/named.conf so thatnamedknows which zones to load and where to
find them on the disk. There follows a commented example (anything not specifically commented here is no different
from the setup for a DNS server not running in a sandbox):

options {
directory "/"; ➊

named-xfer "/bin/named-xfer"; ➋

version ""; // Don’t reveal BIND version
query-source address * port 53;

};
// ndc control socket
controls {

unix "/var/run/ndc" perm 0600 owner 0 group 0;
};
// Zones follow:
zone "localhost" IN {

type master;
file "master/named.localhost"; ➌

allow-transfer { localhost; };
notify no;

};
zone "0.0.127.in-addr.arpa" IN {

type master;
file "master/localhost.rev";
allow-transfer { localhost; };
notify no;

};
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zone "." IN {
type hint;
file "master/named.root";

};
zone "private.example.net" in {

type master;
file "master/private.example.net.db";

allow-transfer { 192.168.10.0/24; };
};
zone "10.168.192.in-addr.arpa" in {

type slave;
masters { 192.168.10.2; };
file "slave/192.168.10.db"; ➍

};

➊ Thedirectory statement is specified as/ , since all files thatnamedneeds are within this directory (recall that
this is equivalent to aEnormalF user’s/etc/namedb ).

➋ Specifies the full path to thenamed-xfer binary (fromnamed’s frame of reference). This is necessary since
named is compiled to look fornamed-xfer in /usr/libexec by default.

➌ Specifies the filename (relative to thedirectory statement above) wherenamedcan find the zone file for this
zone.

➍ Specifies the filename (relative to thedirectory statement above) wherenamedshould write a copy of the
zone file for this zone after successfully transferring it from the master server. This is why we needed to change
the ownership of the directoryslave to bind in the setup stages above.

After completing the steps above, either reboot your serveror restart syslogd(8) and start named(8), making sure to
use the new options specified insyslogd_flags andnamed_flags . You should now be running a sandboxed copy
of named!

27.6.9. Security

Although BIND is the most common implementation of DNS, there is always the issue of security. Possible and
exploitable security holes are sometimes found.

It is a good idea to read CERT (http://www.cert.org/)’s security advisories and to subscribe to the FreeBSD security
notifications
L¡) (http://lists.FreeBSD.org/mailman/listinfo/freebsd-security-notifications) to stay up to date
with the current Internet and FreeBSD security issues.

èèèîîî: If a problem arises, keeping sources up to date and having a fresh build of named would not hurt.

27.6.10. Further Reading

BIND/namedmanual pages: ndc(8) named(8) named.conf(5)

�Official ISC BIND Page (http://www.isc.org/products/BIND/)
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� BIND FAQ (http://www.nominum.com/getOpenSourceResource.php?id=6)

�O’Reilly DNS and BIND 4th Edition (http://www.oreilly.com/catalog/dns4/)

�RFC1034 - Domain Names - Concepts and Facilities (ftp://ftp.isi.edu/in-notes/rfc1034.txt)

�RFC1035 - Domain Names - Implementation and Specification (ftp://ftp.isi.edu/in-notes/rfc1035.txt)

27.7. BIND9 and FreeBSD
Written by Tom Rhodes.

The release of FreeBSD 5.3 brought the BIND9 DNS server software into the distribution. New security features, a
new file system layout and automated chroot(8) configurationcame with the import. This section has been written in
two parts, the first will discuss new features and their configuration; the latter will cover upgrades to aid in move to
FreeBSD 5.3. From this moment on, the server will be referredto simply as named(8) in place of BIND. This section
skips over the terminology described in the previous section as well as some of the theoretical discussions; thus, it is
recommended that the previous section be consulted before reading any further here.

Configuration files fornamedcurrently reside in/var/named/etc/namedb/ and will need modification before
use. This is where most of the configuration will be performed.

27.7.1. Configuration of a Master Zone

To configure a master zone visit/var/named/etc/namedb/ and run the following command:

# sh make-localhost

If all went well a new file should exist in themaster directory. The filenames should belocalhost.rev for the
local domain name andlocalhost-v6.rev for IPv6 configurations. As the default configuration file, configuration
for its use will already be present in thenamed.conf file.

27.7.2. Configuration of a Slave Zone

Configuration for extra domains or sub domains may be done properly by setting them as a slave zone. In most cases,
themaster/localhost.rev file could just be copied over into theslave directory and modified. Once completed,
the files need to be properly added innamed.conf such as in the following configuration forexample.com :

zone "example.com" {
type slave;
file "slave/example.com";
masters {

10.0.0.1;
};

};

zone "0.168.192.in-addr.arpa" {
type slave;
file "slave/0.168.192.in-addr.arpa";
masters {
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10.0.0.1;
};

};

Note well that in this example, the master IP address is the primary domain server from which the zones are
transferred; it does not necessary serve as DNS server itself.

27.7.3. System Initialization Configuration

In order for thenameddaemon to start when the system is booted, the following option must be present in the
rc.conf file:

named_enable="YES"

While other options exist, this is the bare minimal requirement. Consult the rc.conf(5) manual page for a list of the
other options. If nothing is entered in therc.conf file thennamedmay be started on the command line by invoking:

# /etc/rc.d/named start

27.7.4. BIND9 Security

While FreeBSD automatically dropsnamed into a chroot(8) environment; there are several other security
mechanisms in place which could help to lure off possible DNSservice attacks.

27.7.4.1. Query Access Control Lists

A query access control list can be used to restrict queries against the zones. The configuration works by defining the
network inside of theacl token and then listing IP addresses in the zone configuration. To permit domains to query
the example host, just define it like this:

acl "example.com" {
192.168.0.0/24;

};

zone "example.com" {
type slave;
file "slave/example.com";
masters {

10.0.0.1;
};

allow-query { example.com; };
};

zone "0.168.192.in-addr.arpa" {
type slave;
file "slave/0.168.192.in-addr.arpa";
masters {

10.0.0.1;
};

allow-query { example.com; };
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};

27.7.4.2. Restrict Version

Permitting version lookups on the DNS server could be opening the doors for an attacker. A malicious user may use
this information to hunt up known exploits or bugs to utilizeagainst the host.

ÊÊÊ×××Setting a false version will not protect the server from exploits. Only upgrading to a version that is not
vulnerable will protect your server.

A false version string can be placed theoptions section ofnamed.conf :

options {
directory "/etc/namedb";
pid-file "/var/run/named/pid";
dump-file "/var/dump/named_dump.db";
statistics-file "/var/stats/named.stats";
version "None of your business";

};

27.8. Apache HTTP Server
Contributed by Murray Stokely.

27.8.1. Overview

FreeBSD is used to run some of the busiest web sites in the world. The majority of web servers on the Internet are
using theApache HTTP Server. Apachesoftware packages should be included on your FreeBSD installation
media. If you did not installApachewhen you first installed FreeBSD, then you can install it fromthe
www/apache13 or www/apache20 port.

OnceApachehas been installed successfully, it must be configured.

¥¥¥: This section covers version 1.3.X of the Apache HTTP Server as that is the most widely used version for
FreeBSD. Apache 2.X introduces many new technologies but they are not discussed here. For more information
about Apache 2.X, please see http://httpd.apache.org/.

27.8.2. Configuration

The mainApache HTTP Serverconfiguration file is installed as/usr/local/etc/apache/httpd.conf on
FreeBSD. This file is a typical UNIX text configuration file with comment lines beginning with the# character. A
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comprehensive description of all possible configuration options is outside the scope of this book, so only the most
frequently modified directives will be described here.

ServerRoot "/usr/local"

This specifies the default directory hierarchy for theApache installation. Binaries are stored in thebin and
sbin subdirectories of the server root, and configuration files are stored inetc/apache .

ServerAdmin you@your.address

The address to which problems with the server should be emailed. This address appears on some
server-generated pages, such as error documents.

ServerName www.example.com

ServerName allows you to set a host name which is sent back to clients for your server if it is different to the
one that the host is configured with (i.e., usewwwinstead of the host’s real name).

DocumentRoot "/usr/local/www/data"

DocumentRoot : The directory out of which you will serve your documents. Bydefault, all requests are taken
from this directory, but symbolic links and aliases may be used to point to other locations.

It is always a good idea to make backup copies of yourApacheconfiguration file before making changes. Once you
are satisfied with your initial configuration you are ready tostart runningApache.

27.8.3. Running Apache

Apachedoes not run from theinetd super server as many other network servers do. It is configured to run standalone
for better performance for incoming HTTP requests from client web browsers. A shell script wrapper is included to
make starting, stopping, and restarting the server as simple as possible. To start upApachefor the first time, just run:

# /usr/local/sbin/apachectl start

You can stop the server at any time by typing:

# /usr/local/sbin/apachectl stop

After making changes to the configuration file for any reason,you will need to restart the server:

# /usr/local/sbin/apachectl restart

To restartApachewithout aborting current connections, run:

# /usr/local/sbin/apachectl graceful

Additional information available at apachectl(8) manual page.

To launchApacheat system startup, add the following line to/etc/rc.conf :

apache_enable="YES"

If you would like to supply additional command line options for theApachehttpd program started at system boot,
you may specify them with an additional line inrc.conf :
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apache_flags=""

Now that the web server is running, you can view your web site by pointing a web browser to
http://localhost/ . The default web page that is displayed is/usr/local/www/data/index.html .

27.8.4. Virtual Hosting

Apachesupports two different types of Virtual Hosting. The first method is Name-based Virtual Hosting.
Name-based virtual hosting uses the clients HTTP/1.1 headers to figure out the hostname. This allows many different
domains to share the same IP address.

To setupApacheto use Name-based Virtual Hosting add an entry like the following to yourhttpd.conf :

NameVirtualHost *

If your webserver was namedwww.domain.tld and you wanted to setup a virtual domain for
www.someotherdomain.tld then you would add the following entries tohttpd.conf :

<VirtualHost * >
ServerName www.domain.tld
DocumentRoot /www/domain.tld
</VirtualHost>

<VirtualHost * >
ServerName www.someotherdomain.tld
DocumentRoot /www/someotherdomain.tld
</VirtualHost>

Replace the addresses with the addresses you want to use and the path to the documents with what you are using.

For more information about setting up virtual hosts, pleaseconsult the officialApachedocumentation at:
http://httpd.apache.org/docs/vhosts/.

27.8.5. Apache Modules

There are many differentApachemodules available to add functionality to the basic server.The FreeBSD Ports
Collection provides an easy way to installApachetogether with some of the more popular add-on modules.

27.8.5.1. mod_ssl

Themod_sslmodule uses the OpenSSL library to provide strong cryptography via the Secure Sockets Layer (SSL
v2/v3) and Transport Layer Security (TLS v1) protocols. This module provides everything necessary to request a
signed certificate from a trusted certificate signing authority so that you can run a secure web server on FreeBSD.

If you have not yet installedApache, then a version ofApache1.3.X that includesmod_sslmay be installed with
thewww/apache13-modssl port. SSL support is also available forApache2.X in thewww/apache20 port, where
it is enabled by default.
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27.8.5.2. Dynamic Websites with Perl & PHP

In the past few years, more businesses have turned to the Internet in order to enhance their revenue and increase
exposure. This has also increased the need for interactive web content. While some companies, such as Microsoft,
have introduced solutions into their proprietary products, the open source community answered the call. Two options
for dynamic web content include mod_perl & mod_php.

27.8.5.2.1. mod_perl

TheApache/Perl integration project brings together the full power ofthe Perl programming language and the
Apache HTTP Server. With themod_perl module it is possible to writeApachemodules entirely in Perl. In
addition, the persistent interpreter embedded in the server avoids the overhead of starting an external interpreter and
the penalty of Perl start-up time.

mod_perl is available a few different ways. To usemod_perl remember thatmod_perl 1.0 only works withApache
1.3 andmod_perl 2.0 only works withApache2. mod_perl 1.0 is available inwww/mod_perl and a statically
compiled version is available inwww/apache13-modperl . mod_perl 2.0 is avaliable inwww/mod_perl2 .

27.8.5.2.2. mod_php

Written by Tom Rhodes.

PHP, also known asEPHP: Hypertext PreprocessorF is a general-purpose scripting language that is especially
suited for Web development. Capable of being embedded into HTML its syntax draws upon C, Java, and Perl with
the intention of allowing web developers to write dynamically generated webpages quickly.

To gain support for PHP5 for theApacheweb server, begin by installing thewww/mod_php5 port.

This will install and configure the modules required to support dynamic PHP applications. Check to ensure the
following lines have been added to/usr/local/etc/apache/httpd.conf :

LoadModule php5_module libexec/apache/libphp5.so
AddModule mod_php5.c

<IfModule mod_php5.c>
DirectoryIndex index.php index.html

</IfModule>

<IfModule mod_php5.c>
AddType application/x-httpd-php .php
AddType application/x-httpd-php-source .phps

</IfModule>

Once completed, a simple call to theapachectl command for a graceful restart is needed to load the PHP module:

# apachectl graceful

The PHP support in FreeBSD is extremely modular so the base install is very limited. It is very easy to add support
using thelang/php5-extensions port. This port provides a menu driven interface to PHP extension installation.
Alternatively, individual extensions can be installed using the appropriate port.

For instance, to add support for theMySQL database server to PHP5, simply install thedatabases/php5-mysql

port.

After installing an extension, theApacheserver must be reloaded to pick up the new configuration changes.
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# apachectl graceful

27.9. File Transfer Protocol (FTP)
Contributed by Murray Stokely.

27.9.1. Overview

The File Transfer Protocol (FTP) provides users with a simple way to transfer files to and from an FTP server.
FreeBSD includes FTP server software,ftpd , in the base system. This makes setting up and administeringan FTP
server on FreeBSD very straightforward.

27.9.2. Configuration

The most important configuration step is deciding which accounts will be allowed access to the FTP server. A normal
FreeBSD system has a number of system accounts used for various daemons, but unknown users should not be
allowed to log in with these accounts. The/etc/ftpusers file is a list of users disallowed any FTP access. By
default, it includes the aforementioned system accounts, but it is possible to add specific users here that should not be
allowed access to FTP.

You may want to restrict the access of some users without preventing them completely from using FTP. This can be
accomplished with the/etc/ftpchroot file. This file lists users and groups subject to FTP access restrictions. The
ftpchroot(5) manual page has all of the details so it will notbe described in detail here.

If you would like to enable anonymous FTP access to your server, then you must create a user namedftp on your
FreeBSD system. Users will then be able to log on to your FTP server with a username offtp or anonymous and
with any password (by convention an email address for the user should be used as the password). The FTP server
will call chroot(2) when an anonymous user logs in, to restrict access to only the home directory of theftp user.

There are two text files that specify welcome messages to be displayed to FTP clients. The contents of the file
/etc/ftpwelcome will be displayed to users before they reach the login prompt. After a successful login, the
contents of the file/etc/ftpmotd will be displayed. Note that the path to this file is relative to the login
environment, so the file~ftp/etc/ftpmotd would be displayed for anonymous users.

Once the FTP server has been configured properly, it must be enabled in/etc/inetd.conf . All that is required
here is to remove the comment symbolE#F from in front of the existingftpd line :

ftp stream tcp nowait root /usr/libexec/ftpd ftpd -l

As explained inP»27-1, a HangUP Signal must be sent toinetd after this configuration file is changed.

You can now log on to your FTP server by typing:

% ftp localhost
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27.9.3. Maintaining

Theftpd daemon uses syslog(3) to log messages. By default, the system log daemon will put messages related to
FTP in the/var/log/xferlog file. The location of the FTP log can be modified by changing thefollowing line in
/etc/syslog.conf :

ftp.info /var/log/xferlog

Be aware of the potential problems involved with running an anonymous FTP server. In particular, you should think
twice about allowing anonymous users to upload files. You mayfind that your FTP site becomes a forum for the
trade of unlicensed commercial software or worse. If you do need to allow anonymous FTP uploads, then you should
set up the permissions so that these files can not be read by other anonymous users until they have been reviewed.

27.10. File and Print Services for Microsoft Windows client s (Samba)
Contributed by Murray Stokely.

27.10.1. Overview

Sambais a popular open source software package that provides file and print services for Microsoft Windows
clients. Such clients can connect to and use FreeBSD filespace as if it was a local disk drive, or FreeBSD printers as
if they were local printers.

Sambasoftware packages should be included on your FreeBSD installation media. If you did not installSamba
when you first installed FreeBSD, then you can install it fromthenet/samba3 port or package.

27.10.2. Configuration

A defaultSambaconfiguration file is installed as/usr/local/etc/smb.conf.default . This file must be copied
to /usr/local/etc/smb.conf and customized beforeSambacan be used.

Thesmb.conf file contains runtime configuration information forSamba, such as definitions of the printers and
Efile system sharesF that you would like to share with Windows clients. TheSambapackage includes a web based
tool calledswatwhich provides a simple way of configuring thesmb.conf file.

27.10.2.1. Using the Samba Web Administration Tool (SWAT)

The Samba Web Administration Tool (SWAT) runs as a daemon from inetd. Therefore, the following line in
/etc/inetd.conf should be uncommented beforeswatcan be used to configureSamba:

swat stream tcp nowait/400 root /usr/local/sbin/swat

As explained inP»27-1, a HangUP Signal must be sent toinetd after this configuration file is changed.

Onceswathas been enabled ininetd.conf , you can use a browser to connect to http://localhost:901. You will first
have to log on with the systemroot account.

Once you have successfully logged on to the mainSambaconfiguration page, you can browse the system
documentation, or begin by clicking on theGlobals tab. TheGlobals section corresponds to the variables that are
set in the[global] section of/usr/local/etc/smb.conf .
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27.10.2.2. Global Settings

Whether you are usingswat or editing/usr/local/etc/smb.conf directly, the first directives you are likely to
encounter when configuringSambaare:

workgroup

NT Domain-Name or Workgroup-Name for the computers that will be accessing this server.

netbios name

This sets the NetBIOS name by which aSambaserver is known. By default it is the same as the first component
of the host’s DNS name.

server string

This sets the string that will be displayed with thenet view command and some other networking tools that
seek to display descriptive text about the server.

27.10.2.3. Security Settings

Two of the most important settings in/usr/local/etc/smb.conf are the security model chosen, and the backend
password format for client users. The following directivescontrol these options:

security

The two most common options here aresecurity = share andsecurity = user . If your clients use
usernames that are the same as their usernames on your FreeBSD machine then you will want to use user level
security. This is the default security policy and it requires clients to first log on before they can access shared
resources.

In share level security, client do not need to log onto the server with a valid username and password before
attempting to connect to a shared resource. This was the default security model for older versions ofSamba.

passdb backend

Sambahas several different backend authentication models. You can authenticate clients with LDAP, NIS+, a
SQL database, or a modified password file. The default authentication method issmbpasswd , and that is all that
will be covered here.

Assuming that the defaultsmbpasswd backend is used, the/usr/local/private/smbpasswd file must be
created to allowSambato authenticate clients. If you would like to give all of yourUNIX user accounts access from
Windows clients, use the following command:

# grep -v "^#" /etc/passwd | make_smbpasswd > /usr/local/pri vate/smbpasswd

# chmod 600 /usr/local/private/smbpasswd

Please see theSambadocumentation for additional information about configuration options. With the basics
outlined here, you should have everything you need to start runningSamba.
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27.10.3. Starting Samba

To enableSambawhen your system boots, add the following line to/etc/rc.conf :

samba_enable="YES"

You can then startSambaat any time by typing:

# /usr/local/etc/rc.d/samba.sh start

Starting SAMBA: removing stale tdbs :
Starting nmbd.
Starting smbd.

Sambaactually consists of three separate daemons. You should seethat both thenmbd andsmbd daemons are
started by thesamba.sh script. If you enabled winbind name resolution services insmb.conf , then you will also
see that thewinbindd daemon is started.

You can stopSambaat any time by typing :

# /usr/local/etc/rc.d/samba.sh stop

Sambais a complex software suite with functionality that allows broad integration with Microsoft Windows
networks. For more information about functionality beyondthe basic installation described here, please see
http://www.samba.org.

27.11. Clock Synchronization with NTP
Contributed by Tom Hukins.

27.11.1. Overview

Over time, a computer’s clock is prone to drift. The Network Time Protocol (NTP) is one way to ensure your clock
stays accurate.

Many Internet services rely on, or greatly benefit from, computers’ clocks being accurate. For example, a web server
may receive requests to send a file if it has been modified sincea certain time. In a local area network environment, it
is essential that computers sharing files from the same file server have synchronized clocks so that file timestamps
stay consistent. Services such as cron(8) also rely on an accurate system clock to run commands at the specified
times.

FreeBSD ships with the ntpd(8) NTP server which can be used toquery other NTP servers to set the clock on your
machine or provide time services to others.

27.11.2. Choosing Appropriate NTP Servers

In order to synchronize your clock, you will need to find one ormore NTP servers to use. Your network
administrator or ISP may have set up an NTP server for this purpose�check their documentation to see if this is the
case. There is an online list of publicly accessible NTP servers (http://ntp.isc.org/bin/view/Servers/WebHome) which
you can use to find an NTP server near to you. Make sure you are aware of the policy for any servers you choose, and
ask for permission if required.
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Choosing several unconnected NTP servers is a good idea in case one of the servers you are using becomes
unreachable or its clock is unreliable. ntpd(8) uses the responses it receives from other servers intelligently�it will
favor unreliable servers less than reliable ones.

27.11.3. Configuring Your Machine

27.11.3.1. Basic Configuration

If you only wish to synchronize your clock when the machine boots up, you can use ntpdate(8). This may be
appropriate for some desktop machines which are frequentlyrebooted and only require infrequent synchronization,
but most machines should run ntpd(8).

Using ntpdate(8) at boot time is also a good idea for machinesthat run ntpd(8). The ntpd(8) program changes the
clock gradually, whereas ntpdate(8) sets the clock, no matter how great the difference between a machine’s current
clock setting and the correct time.

To enable ntpdate(8) at boot time, addntpdate_enable="YES" to /etc/rc.conf . You will also need to specify
all servers you wish to synchronize with and any flags to be passed to ntpdate(8) inntpdate_flags .

27.11.3.2. General Configuration

NTP is configured by the/etc/ntp.conf file in the format described in ntp.conf(5). Here is a simple example:

server ntplocal.example.com prefer
server timeserver.example.org
server ntp2a.example.net

driftfile /var/db/ntp.drift

Theserver option specifies which servers are to be used, with one serverlisted on each line. If a server is specified
with theprefer argument, as withntplocal.example.com , that server is preferred over other servers. A
response from a preferred server will be discarded if it differs significantly from other servers’ responses, otherwise
it will be used without any consideration to other responses. Theprefer argument is normally used for NTP servers
that are known to be highly accurate, such as those with special time monitoring hardware.

Thedriftfile option specifies which file is used to store the system clock’sfrequency offset. The ntpd(8) program
uses this to automatically compensate for the clock’s natural drift, allowing it to maintain a reasonably correct setting
even if it is cut off from all external time sources for a period of time.

Thedriftfile option specifies which file is used to store information aboutprevious responses from the NTP
servers you are using. This file contains internal information for NTP. It should not be modified by any other process.

27.11.3.3. Controlling Access to Your Server

By default, your NTP server will be accessible to all hosts onthe Internet. Therestrict option in
/etc/ntp.conf allows you to control which machines can access your server.

If you want to deny all machines from accessing your NTP server, add the following line to/etc/ntp.conf :

restrict default ignore
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If you only want to allow machines within your own network to synchronize their clocks with your server, but ensure
they are not allowed to configure the server or used as peers tosynchronize against, add

restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

instead, where192.168.1.0 is an IP address on your network and255.255.255.0 is your network’s netmask.

/etc/ntp.conf can contain multiplerestrict options. For more details, see theAccess Control Support

subsection of ntp.conf(5).

27.11.4. Running the NTP Server

To ensure the NTP server is started at boot time, add the linentpd_enable="YES" to /etc/rc.conf . If you wish
to pass additional flags to ntpd(8), edit thentpd_flags parameter in/etc/rc.conf .

To start the server without rebooting your machine, runntpd being sure to specify any additional parameters from
ntpd_flags in /etc/rc.conf . For example:

# ntpd -p /var/run/ntpd.pid

¥¥¥: Under FreeBSD 4.X, you have to replace every instance of ntpd with xntpd in the options above.

27.11.5. Using ntpd with a Temporary Internet Connection

The ntpd(8) program does not need a permanent connection to the Internet to function properly. However, if you
have a temporary connection that is configured to dial out on demand, it is a good idea to prevent NTP traffic from
triggering a dial out or keeping the connection alive. If youare using user PPP, you can usefilter directives in
/etc/ppp/ppp.conf . For example:

set filter dial 0 deny udp src eq 123
# Prevent NTP traffic from initiating dial out
set filter dial 1 permit 0 0
set filter alive 0 deny udp src eq 123
# Prevent incoming NTP traffic from keeping the connection o pen
set filter alive 1 deny udp dst eq 123
# Prevent outgoing NTP traffic from keeping the connection o pen
set filter alive 2 permit 0/0 0/0

For more details see thePACKET FILTERINGsection in ppp(8) and the examples in
/usr/share/examples/ppp/ .

¥¥¥: Some Internet access providers block low-numbered ports, preventing NTP from functioning since replies
never reach your machine.
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27.11.6. Further Information

Documentation for the NTP server can be found in/usr/share/doc/ntp/ in HTML format.
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Contributed by Joseph J. Barbish. Converted to SGML and updated by Brad Davis.

28.1.ÃÃÃ���
§j��ÈÄl¯Ý�Ù�
�Ýø��§j�ô�¢ã'H×T9à5!J(rules)6¼lã¯Ýç­=�
�
�Ýç­��(network packets)�¬v�.&T >Í;Ä�9°§j�Ý!J�|lã���Ý©
Ç�9°©Ç���¬�§yØ°;GÜ�vl�x^�ëÝ¼ÙTêÝ�|C=#Á(port)Ý¼ÙCê
Ý�

§j��È�»2¦úx^TÎç­ÝH�P�¸ô�Èà¼Æ�ì�¯4�

�1�TâÒ¯/Iç­ÝTà�P���|C^ �¹y�¼�Internet�¯���ÝFíXÅ(

�§×T/c/Iç­EInternetÝDã��

�Yî5ç­�ë»ð6(network address translation , NAT)�¸�|.&¯Ý/Iç­¸àprivate IP�ë¬
�|�!5²×Í�×=aÕçjç­î(�!`à�×IP�ëTÎ×à2�çë)

\�9a�¡�¯Þºá¼�

�A¢Ê	2����ÄlÝ!J�

� FreeBSD�/�Ý§j�� Ý-²�

�A¢¸àC'�OpenBSDÝPF§j��

�A¢¸àC'�IPFILTER �

�A¢¸àC'�IPFW�

3å\9a�G�¯Ä6�

�Ý�ÃÍÝFreeBSDõInternetÌF

28.2.yyy���§§§jjj���ÃÃÃFFF
ÃÍî§j�!J�5
ËËlV�5½
�5exclusive6|C5inclusive6�5exclusive6v«5A(
�6�¸�.&Xb��;Ä�Q¡ÀD!JÝ��J/c;Ä§j��8DÝ�5inclusive6v«5ç(
�6�¸�>�Xb��;Ä�Q¡©.&bÐ)!JÝ��;Ä§j��

J�¼1�5inclusive6P§j�ºf5exclusive6P§j�H�°�.
5inclusive6��ª±Ý�Ä�
Ý±��

h²�¸à5stateful firewall6�¯H�P?�Û�¸º¹�B�;Ä§j��wÝ=a�¬v©.&Ð)
¨DT�@±Ý=a��;Ä§j��ÏV§j�ÝþFÎA�3&ð"Ý>�ì�@&9±=a�µ�

�ºåÕ �P��<\(DoS, Denial of Service)�3�9óÝ§j�]n��ô�|øüºà5stateful6
C5non-stateful6§j�Ýà)�¯�çìÝ§j�¾Õt·;�
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28.3.§§§jjj���888nnn888���
3FreeBSDÃÍ�Ù�/�bëË�!Ý§j�8����¸Æ5½ÎIPFILTER(ôµ
ÎIPF)�IPFIREWALL(ôµÎIPFW)�|C OpenBSDÝPacketFilter(Çb(ÝPF)�FreeBSDôbËÍ/�
Ýø��Ñ��(ÃÍîÎ�×�´Ý¸à)�altq(4)|Cdummynet(4)�;ð&ÆêY.Dummynet�IPFW
×¿ºà��ALTQJÎ¤gIPF/PF×!¸à�4QIPF�IPFW|CPFÎ¸à�!Ý@�]PC!J+
°�¬Î¸ÆK¸à!J¼�×ÎÍ.&£]��
�¯Ý�Ù�

FreeBSD
¢º/�&9�!Ý§j�8����9Î.
�!ßºb�!ÝmO��?��p1ø×Í
§j�8���Ît?Ý�

��ï�?IPFILTERÝæ.�Î.
ºà3NAT �(Ý`Î�¸ÝÏV!JÎ8E��&9Ý��v¸/
�ÝFTP�§�ô�;ÝA¢'�H�ÝE²FTP��!J�

ÑãyXbÝ§j�KÎ|5lã��×Xó����6Ý@®�X|�×�§j�!JÝßµ?Ä6Ý

�TCP/IPA¢º®�|CA¢�×��3ÑðsessionÝ&Ë®à�?�¼Ý1���¢
å�http://www.ipprimer.com/overview.cfm�

28.4. OpenBSD ������ÄÄÄlll   (Packet Filter, PF) CCCALTQ
32003O6`	�OpenBSDÝ§j�8�PF�É�ÕFreeBSD��¬v[�yPorts Collection/��2004
O11`	Xs�ÝFreeBSD 5.3ÌôÎÏ×gÞPFJ)
Ã��ÙÝ×I5�PFÎÍ�n����Ý§j
��¬vÌbóCPALTQ(øý���Alternate Queuing)Ý���ALTQèºÝ5QoS6(Quality of
Service)�´Ñ×���¸�|àÄl!JÝ]P¼1i&Ë�!��Ý�´�¨²�OpenBSD����B
EPFÝ¸à¼PèºÝ�¼Ý�1�.h39ÍW��&Æ�º®¥�Ý³���©+ÛÃ��

?9nyPFÝ£G�yì�çëã��http://pf4freebsd.love2party.net/.

28.4.1.@@@àààPF

PF3FreeBSD 5.3�¡Ý�Ù��µ�|Dê¸àkernel�Vÿà¼µá�3rc.conf��
ápf_enable="YES" ¡��ÙµºµáPFÝkernel�Vÿà�9ÿàº3�ñ`ô@àpflog(4)B��
��

¥¥¥: 9Íÿàº�'kernel/�boptions INET õdevice bpf �t&_Ëkernel`�3	Îmake.conf(5)'�
j��áNOINET6( FreeBSD 6.0|¡ÝÌÍJÎNO_INET6)9ø�º�¹�Æ�IPv6Yî�ÍJpfÿà!`ôm
�options INET6 �ôµÎIPv6Yî�

×ËµáPFÝkernelÿàTÎ�V_Ëákernel/�µ�|¸àpfctl ¼@�TnTpf�

ì«9Í»�îPA¢@�pf�

# pfctl -e

pfctl Î¸àpf §j�Ý¼��u�Ý�?�¼Ýpfctl ºà��ãåpfctl(8)aîW��
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28.4.2. kernel óóó444

3_ËFreeBSD kernel̀ �¬�Ä���áì�Ýó4¼@àPF�39�©Î����¯¢�Ý×°£G
���ÞPF_Ëákernel��º0lP°¸àkernelÝ�Vµáÿà�

'�PFÝkerneló4P»3kernelæ�D�Ý/usr/src/sys/conf/NOTES �»ì/�Aì�

device pf
device pflog
device pfsync

device pf Îà¼@�5packet filter(��Äl)6Ý§j�Yî�

�device pflog �h������/��¸º@�pflog(4)�|bpf(4)}P¼B�ç­ø��pflogd(8)
daemonJÎà¼S�9°G>�¬D3{Ãî�

device pfsync �h������/��¸º@�pfsync(4)��|à¼½�5ÏVÝ;�6��¥
��device pfsync ¬�Îkernel�Vÿà��¸àÝ��Ä6�_á��Ýkernel����

9°'�Þº3¯_ËCH�?±kernel¡�ºß[�

28.4.3. rc.conf ÍÍÍ���888nnnÝÝÝóóó444

¯m�3/etc/rc.conf ��áì�Ý'��|-3�Ù@�`@àPF�

pf_enable="YES" # @à PF (A�m�Ý�µáÿà)
pf_rules="/etc/pf.conf" # PF §j�!J'�j

pf_flags="" # pfctl @�`Ý!�ó4

pflog_enable="YES" # @� pflogd(8)
pflog_logfile="/var/log/pflog" # pflogd ;DB�jnÝ2]

pflog_flags="" # pflogd @�`!�Ýó4

A�
Ý§j�¡«bÍLAN( ½ç­)�¬�DÄ¸¼»X���µÄ6�'�ì�ó4�

gateway_enable="YES" # @à LAN Gateway

28.4.4.@@@àààALTQ

ALTQ©b3_áFreeBSD kernel���ß[��ÎXbÝç­�,��PKYîALTQ��:altq(4)aî
W�¼Ý�¯¸àÝFreeBSDÌÍ�Yî,��PÝz��ì«X�ÝÞº@àALTQ CÍ�!����

options ALTQ
options ALTQ_CBQ # Class Bases Queuing (CBQ)
options ALTQ_RED # Random Early Detection (RED)
options ALTQ_RIO # RED In/Out
options ALTQ_HFSC # Hierarchical Packet Scheduler (HFSC)
options ALTQ_PRIQ # Priority Queuing (PRIQ)
options ALTQ_NOPCC # Required for SMP build

options ALTQ Î@àALTQ xÚx�

options ALTQ_CBQ º@à5CBQ6(Class Based Queuing)Yî�CBQ.&¯divide a connection’s bandwidth
into different classes or queues to prioritize traffic basedon filter rules.
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options ALTQ_RED enables Random Early Detection (RED). RED is used to avoid network congestion. RED does
this by measuring the length of the queue and comparing it to the minimum and maximum thresholds for the queue.
If the queue is over the maximum all new packets will be dropped. True to its name, RED drops packets from
different connections randomly.

options ALTQ_RIO enables Random Early Detection In and Out.

options ALTQ_HFSC enables the Hierarchical Fair Service Curve Packet Scheduler. For more information about
HFSC see: http://www-2.cs.cmu.edu/~hzhang/HFSC/main.html.

options ALTQ_PRIQ enables Priority Queuing (PRIQ). PRIQ will always pass traffic that is in a higher queue first.

options ALTQ_NOPCC enables SMP support for ALTQ. This option is required on SMP systems.

28.4.5. Creating Filtering Rules

The Packet Filter reads its configuration rules from the pf.conf(5) file and it modifies, drops or passes packets
according to the rules or definitions specified there. The FreeBSD installation comes with a default/etc/pf.conf

which contains useful examples and explanations.

Although FreeBSD has its own/etc/pf.conf the syntax is the same as one used in OpenBSD. A great resourcefor
configuring thepf firewall has been written by OpenBSD team and is available at http://www.openbsd.org/faq/pf/.

ÊÊÊ×××When browsing the pf user’s guide, please keep in mind that different versions of FreeBSD contain different
versions of pf. The pf firewall in FreeBSD 5.X is at the level of OpenBSD version 3.5 and in FreeBSD 6.X is at the
level of OpenBSD version 3.7.

The FreeBSD packet filter
L¡) (http://lists.FreeBSD.org/mailman/listinfo/freebsd-pf) is a good place to ask
questions about configuring and running thepf firewall. Do not forget to check the mailing list archives before asking
questions.

28.5. IPFILTER (IPF) §§§jjj���

¥¥¥: h×;Ý/�)3X����?±�X|Í;/���¬Î��Ð)¨µ�

IPFILTERÝ®ï
Darren Reed�IPFILTER¬&ÿEØ©�®¼�Ù���¸ÎÍ¬OS¿¬Ýopen source
Tà�P�v��É�ÕFreeBSD�NetBSD�OpenBSD�SunOS�HP/UX|CSolaris9°®¼�Ùî�h
²�IPFILTERÝYî�î�ô8	�Á�ôb��Õ�Ý?±Ì�

IPFILTER is based on a kernel-side firewall and NAT mechanismthat can be controlled and monitored by userland
interface programs. The firewall rules can be set or deleted with the ipf(8) utility. The NAT rules can be set or deleted
with the ipnat(1) utility. The ipfstat(8) utility can printrun-time statistics for the kernel parts of IPFILTER. The
ipmon(8) program can log IPFILTER actions to the system log files.

IPF was originally written using a rule processing logic of5the last matching rule wins6and used only stateless
type of rules. Over time IPF has been enhanced to include a5quick6option and a stateful5keep state6option
which drastically modernized the rules processing logic. IPF’s official documentation covers the legacy rule coding
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parameters and the legacy rule file processing logic. The modernized functions are only included as additional
options, completely understating their benefits in producing a far superior secure firewall.

The instructions contained in this section are based on using rules that contain the5quick6option and the stateful
5keep state6option. This is the basic framework for coding an inclusive firewall rule set.

An inclusive firewall only allows packets matching the rulesto pass through. This way you can control what services
can originate behind the firewall destined for the public Internet and also control the services which can originate
from the public Internet accessing your private network. Everything else is blocked and logged by default design.
Inclusive firewalls are much, much more secure than exclusive firewall rule sets and is the only rule set type covered
herein.

For detailed explanation of the legacy rules processing method see:
http://www.obfuscation.org/ipf/ipf-howto.html#TOC_1and http://coombs.anu.edu.au/~avalon/ip-filter.html.

IPFÝFAQ�yhttp://www.phildev.net/ipf/index.html.

28.5.1.@@@àààIPF

IPF is included in the basic FreeBSD install as a separate runtime loadable module. The system will dynamically
load the IPF kernel loadable module when the rc.conf statement ipfilter_enable="YES" is used. The loadable
module was created with logging enabled and thedefault pass all options. You do not need to compile IPF into
the FreeBSD kernel just to change the default toblock all , you can do that by just coding a block all rule at the
end of your rule set.

28.5.2. kernel óóó444

3_ËFreeBSD kernel̀ �¬�Ä���áì�Ýó4¼@àIPF�39�©Î����¯¢�Ý×°£G
���ÞIPF_Ëákernel��º0lP°¸àkernelÝ�Vµáÿà�

Sample kernel config IPF option statements are in the/usr/src/sys/conf/NOTES kernel source
(/usr/src/sys/ arch/conf/LINT for FreeBSD 4.X) and are reproduced here:

options IPFILTER
options IPFILTER_LOG
options IPFILTER_DEFAULT_BLOCK

options IPFILTER enables support for the5IPFILTER6firewall.

options IPFILTER_LOG enables the option to have IPF log traffic by writing to theipl packet logging
pseudo�device for every rule that has thelog keyword.

options IPFILTER_DEFAULT_BLOCK changes the default behavior so any packet not matching a firewall pass

rule gets blocked.

These settings will take effect only after you have built andinstalled a kernel with them set.

28.5.3.���àààÝÝÝrc.conf óóó444

63/etc/rc.conf /�áì�/��|-3�^`µº@àIPF�

ipfilter_enable="YES" # Start ipf firewall
ipfilter_rules="/etc/ipf.rules" # IPF §j�!J'�j
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ipmon_enable="YES" # @à IP ½�B�

ipmon_flags="-Ds" # D = ¸à���� (daemon) @�

# s = ¸à syslog B�

# v = B�y tcp window, ack, seq
# n = Þ IP C port ET�(Ì�

If you have a LAN behind this firewall that uses the reserved private IP address ranges, then you need to add the
following to enable NAT functionality:

gateway_enable="YES" # @à LAN Gateway
ipnat_enable="YES" # Start ipnat function
ipnat_rules="/etc/ipnat.rules" # rules definition file f or ipnat

28.5.4. IPF

The ipf command is used to load your rules file. Normally you create a file containing your custom rules and use this
command to replace in mass the currently running firewall internal rules:

# ipf -Fa -f /etc/ipf.rules

-Fa means flush all internal rules tables.

-f means this is the file to read for the rules to load.

This gives you the ability to make changes to your custom rules file, run the above IPF command, and thus update
the running firewall with a fresh copy of all the rules withouthaving to reboot the system. This method is very
convenient for testing new rules as the procedure can be executed as many times as needed.

See the ipf(8) manual page for details on the other flags available with this command.

The ipf(8) command expects the rules file to be a standard textfile. It will not accept a rules file written as a script
with symbolic substitution.

There is a way to build IPF rules that utilizes the power of script symbolic substitution. For more information, see
µÚ 28.5.9;.

28.5.5. IPFSTAT

The default behavior of ipfstat(8) is to retrieve and display the totals of the accumulated statistics gathered as a result
of applying the user coded rules against packets going in andout of the firewall since it was last started, or since the
last time the accumulators were reset to zero by theipf -Z command.

See the ipfstat(8) manual page for details.

The default ipfstat(8) command output will look something like this:

input packets: blocked 99286 passed 1255609 nomatch 14686 c ounted 0
output packets: blocked 4200 passed 1284345 nomatch 14687 c ounted 0
input packets logged: blocked 99286 passed 0
output packets logged: blocked 0 passed 0
packets logged: input 0 output 0
log failures: input 3898 output 0
fragment state(in): kept 0 lost 0
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fragment state(out): kept 0 lost 0
packet state(in): kept 169364 lost 0
packet state(out): kept 431395 lost 0
ICMP replies: 0 TCP RSTs sent: 0
Result cache hits(in): 1215208 (out): 1098963
IN Pullups succeeded: 2 failed: 0
OUT Pullups succeeded: 0 failed: 0
Fastroute successes: 0 failures: 0
TCP cksum fails(in): 0 (out): 0
Packet log flags set: (0)

When supplied with either-i for inbound or-o for outbound, it will retrieve and display the appropriate list of filter
rules currently installed and in use by the kernel.

ipfstat -in displays the inbound internal rules table with rule number.

ipfstat -on displays the outbound internal rules table with the rule number.

The output will look something like this:

@1 pass out on xl0 from any to any
@2 block out on dc0 from any to any
@3 pass out quick on dc0 proto tcp/udp from any to any keep stat e

ipfstat -ih displays the inbound internal rules table, prefixing each rule with a count of how many times the rule
was matched.

ipfstat -oh displays the outbound internal rules table, prefixing each rule with a count of how many times the
rule was matched.

The output will look something like this:

2451423 pass out on xl0 from any to any
354727 block out on dc0 from any to any
430918 pass out quick on dc0 proto tcp/udp from any to any keep state

One of the most important functions of theipfstat command is the-t flag which displays the state table in a way
similar to the way top(1) shows the FreeBSD running process table. When your firewall is under attack this function
gives you the ability to identify, drill down to, and see the attacking packets. The optional sub-flags give the ability to
select the destination or source IP, port, or protocol that you want to monitor in real time. See the ipfstat(8) manual
page for details.

28.5.6. IPMON

In order foripmon to work properly, the kernel option IPFILTER_LOG must be turned on. This command has two
different modes that it can be used in. Native mode is the default mode when you type the command on the command
line without the-D flag.

Daemon mode is for when you want to have a continuous system log file available so that you can review logging of
past events. This is how FreeBSD and IPFILTER are configured to work together. FreeBSD has a built in facility to
automatically rotate system logs. That is why outputting the log information to syslogd is better than the default of
outputting to a regular file. In the defaultrc.conf file you see the ipmon_flags statement uses the-Ds flags:

ipmon_flags="-Ds" # D = start as daemon
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# s = log to syslog
# v = log tcp window, ack, seq
# n = map IP & port to names

The benefits of logging are obvious. It provides the ability to review, after the fact, information such as which packets
had been dropped, what addresses they came from and where they were going. These all give you a significant edge
in tracking down attackers.

Even with the logging facility enabled, IPF will not generate any rule logging on its own. The firewall administrator
decides what rules in the rule set he wants to log and adds the log keyword to those rules. Normally only deny rules
are logged.

It is very customary to include a default deny everything rule with the log keyword included as your last rule in the
rule set. This way you get to see all the packets that did not match any of the rules in the rule set.

28.5.7. IPMON Logging

Syslogduses its own special method for segregation of log data. It uses special groupings called5facility6and
ElevelF. IPMON in -Ds mode usessecurity (local0 in 4.X) as the5facility6name. All IPMON logged data
goes tosecurity (local0 in 4.X). The following levels can be used to further segregate the logged data if desired:

LOG_INFO - packets logged using the "log" keyword as the acti on rather than pass or block.
LOG_NOTICE - packets logged which are also passed
LOG_WARNING - packets logged which are also blocked
LOG_ERR - packets which have been logged and which can be cons idered short

To setup IPFILTER to log all data to/var/log/ipfilter.log , you will need to create the file. The following
command will do that:

# touch /var/log/ipfilter.log

The syslog function is controlled by definition statements in the/etc/syslog.conf file. Thesyslog.conf file
offers considerable flexibility in how syslog will deal withsystem messages issued by software applications like IPF.

Add the following statement to/etc/syslog.conf for FreeBSD 5.X and later:

security. * /var/log/ipfilter.log

Or add the following statement to/etc/syslog.conf for FreeBSD 4.X:

local0. * /var/log/ipfilter.log

Thesecurity. * (local0 for 4.X) means to write all the logged messages to the coded file location.

To activate the changes to/etc/syslog.conf you can reboot or bump the syslog task into re-reading
/etc/syslog.conf by running/etc/rc.d/syslogd reload (killall -HUP syslogd in FreeBSD 4.X).

Do not forget to change/etc/newsyslog.conf to rotate the new log you just created above.

28.5.8. The Format of Logged Messages

Messages generated byipmon consist of data fields separated by white space. Fields common to all messages are:
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1. The date of packet receipt.

2. The time of packet receipt. This is in the form HH:MM:SS.F,for hours, minutes, seconds, and fractions of a
second (which can be several digits long).

3. The name of the interface the packet was processed on, e.g.dc0 .

4. The group and rule number of the rule, e.g.@0:17.

These can be viewed withipfstat -in .

1. The action: p for passed, b for blocked, S for a short packet, n did not match any rules, L for a log rule. The
order of precedence in showing flags is: S, p, b, n, L. A capitalP or B means that the packet has been logged due
to a global logging setting, not a particular rule.

2. The addresses. This is actually three fields: the source address and port (separated by a comma), the -> symbol,
and the destination address and port. 209.53.17.22,80 -> 198.73.220.17,1722.

3. PR followed by the protocol name or number, e.g. PR tcp.

4. len followed by the header length and total length of the packet,e.g. len 20 40.

If the packet is a TCP packet, there will be an additional fieldstarting with a hyphen followed by letters
corresponding to any flags that were set. See the ipmon(8) manual page for a list of letters and their flags.

If the packet is an ICMP packet, there will be two fields at the end, the first always being5ICMP6, and the next
being the ICMP message and sub-message type, separated by a slash, e.g. ICMP 3/3 for a port unreachable message.

28.5.9. Building the Rule Script with Symbolic Substitutio n

Some experienced IPF users create a file containing the rulesand code them in a manner compatible with running
them as a script with symbolic substitution. The major benefit of doing this is that you only have to change the value
associated with the symbolic name and when the script is run all the rules containing the symbolic name will have
the value substituted in the rules. Being a script, you can use symbolic substitution to code frequently used values
and substitute them in multiple rules. You will see this in the following example.

The script syntax used here is compatible with the sh, csh, and tcsh shells.

Symbolic substitution fields are prefixed with a dollar sign:$.

Symbolic fields do not have the $ prefix.

The value to populate the symbolic field must be enclosed withdouble quotes (" ).

Start your rule file with something like this:

############# IPF !Jú�FÝ�� ########################

oif="dc0" # E²ç­�HÝ(Ì

odns="192.0.2.11" # ISP Ý DNS§� IP �ë

myip="192.0.2.7" # �&Ý ISP èºÝ�V IP
ks="keep state"
fks="flags S keep state"

# You can choose between building /etc/ipf.rules file
# from this script or running this script "as is".
#
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# Uncomment only one line and comment out another.
#
# 1) This can be used for building /etc/ipf.rules:
#cat > /etc/ipf.rules << EOF
#
# 2) This can be used to run script "as is":
/sbin/ipf -Fa -f - << EOF

# Allow out access to my ISP’s Domain name server.
pass out quick on $oif proto tcp from any to $odns port = 53 $fks
pass out quick on $oif proto udp from any to $odns port = 53 $ks

# Allow out non-secure standard www function
pass out quick on $oif proto tcp from $myip to any port = 80 $fks

# Allow out secure www function https over TLS SSL
pass out quick on $oif proto tcp from $myip to any port = 443 $fk s
EOF
################## End of IPF rules script ############## ##########

That is all there is to it. The rules are not important in this example; how the symbolic substitution fields are
populated and used are. If the above example was in a file named/etc/ipf.rules.script , you could reload
these rules by entering the following command:

# sh /etc/ipf.rules.script

There is one problem with using a rules file with embedded symbolics: IPF does not understand symbolic
substitution, and cannot read such scripts directly.

This script can be used in one of two ways:

�Uncomment the line that begins withcat , and comment out the line that begins with/sbin/ipf . Place
ipfilter_enable="YES" into /etc/rc.conf as usual, and run script once after each modification to create or
update/etc/ipf.rules .

�Disable IPFILTER in system startup scripts by addingipfilter_enable="NO" (this is default value) into
/etc/rc.conf file.

Add a script like the following to your/usr/local/etc/rc.d/ startup directory. The script should have an
obvious name likeipf.loadrules.sh . The.sh extension is mandatory.

#!/bin/sh
sh /etc/ipf.rules.script

The permissions on this script file must be read, write, execute for ownerroot .

# chmod 700 /usr/local/etc/rc.d/ipf.loadrules.sh

�¨3R�	�Ù�^`µºµá¯X'ÝIPF!J�

28.5.10. IPF!!!JJJ

A rule set is a group of ipf rules coded to pass or block packetsbased on the values contained in the packet. The
bi-directional exchange of packets between hosts comprises a session conversation. The firewall rule set processes
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the packet two times, once on its arrival from the public Internet host and again as it leaves for its return trip back to
the public Internet host. Each TCP/IP service (i.e. telnet,www, mail, etc.) is predefined by its protocol, source and
destination IP address, or the source and destination port number. This is the basic selection criteria used to create
rules which will pass or block services.

IPF was originally written using a rules processing logic of5the last matching rule wins6and used only stateless
rules. Over time IPF has been enhanced to include a5quick6option and a stateful5keep state6option which
drastically modernized the rule processing logic.

The instructions contained in this section are based on using rules that contain the5quick6option and the stateful
5keep state6option. This is the basic framework for coding an inclusive firewall rule set.

An inclusive firewall only allows services matching the rules through. This way you can control what services can
originate behind the firewall destined for the public Internet and also control the services which can originate from
the public Internet accessing your private network. Everything else is blocked and logged by default design. Inclusive
firewalls are much, much securer than exclusive firewall rulesets and is the only rule set type covered herein.

ÊÊÊ×××When working with the firewall rules, be very careful . Some configurations will lock you out of the server. To
be on the safe side, you may wish to consider performing the initial firewall configuration from the local console
rather than doing it remotely e.g. via ssh .

28.5.11. Rule Syntax

The rule syntax presented here has been simplified to only address the modern stateful rule context and5first
matching rule wins6logic. For the complete legacy rule syntax description see the ipf(8) manual page.

A # character is used to mark the start of a comment and may appearat the end of a rule line or on its own line.
Blank lines are ignored.

Rules contain keywords. These keywords have to be coded in a specific order from left to right on the line. Keywords
are identified in bold type. Some keywords have sub-options which may be keywords themselves and also include
more sub-options. Each of the headings in the below syntax has a bold section header which expands on the content.

ACTION IN-OUT OPTIONS SELECTION STATEFUL PROTO SRC_ADDR,DST_ADDR OBJECT PORT_NUM

TCP_FLAG STATEFUL

ACTION = block | pass

IN-OUT = in | out

OPTIONS = log | quick | on interface-name

SELECTION = proto value | source/destination IP | port = number | flags flag-value

PROTO = tcp/udp | udp | tcp | icmp

SRC_ADD,DST_ADDR = all | from object to object

OBJECT = IP address | any

PORT_NUM = port number

TCP_FLAG = S

STATEFUL = keep state
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28.5.11.1. ACTION

The action indicates what to do with the packet if it matches the rest of the filter rule. Each rulemusthave a action.
The following actions are recognized:

block indicates that the packet should be dropped if the selectionparameters match the packet.

pass indicates that the packet should exit the firewall if the selection parameters match the packet.

28.5.11.2. IN-OUT

A mandatory requirement is that each filter rule explicitly state which side of the I/O it is to be used on. The next
keyword must be either in or out and one or the other has to be coded or the rule will not pass syntax checks.

in means this rule is being applied against an inbound packet which has just been received on the interface facing the
public Internet.

out means this rule is being applied against an outbound packet destined for the interface facing the public Internet.

28.5.11.3. OPTIONS

¥¥¥: These options must be used in the order shown here.

log indicates that the packet header will be written to theipl log (as described in the LOGGING section below) if
the selection parameters match the packet.

quick indicates that if the selection parameters match the packet, this rule will be the last rule checked, allowing a
5short-circuit6path to avoid processing any following rules for this packet. This option is a mandatory requirement
for the modernized rules processing logic.

on indicates the interface name to be incorporated into the selection parameters. Interface names are as displayed by
ifconfig(8). Using this option, the rule will only match if the packet is going through that interface in the specified
direction (in/out). This option is a mandatory requirementfor the modernized rules processing logic.

When a packet is logged, the headers of the packet are writtento the IPL packet logging pseudo-device. Immediately
following the log keyword, the following qualifiers may be used (in this order):

body indicates that the first 128 bytes of the packet contents willbe logged after the headers.

first If the log keyword is being used in conjunction with a5keep state6option, it is recommended that this
option is also applied so that only the triggering packet is logged and not every packet which thereafter matches the
5keep state6information.

28.5.11.4. SELECTION

The keywords described in this section are used to describe attributes of the packet to be interrogated when
determining whether rules match or not. There is a keyword subject, and it has sub-option keywords, one of which
has to be selected. The following general-purpose attributes are provided for matching, and must be used in this
order:
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28.5.11.5. PROTO

proto is the subject keyword and must be coded along with one of its corresponding keyword sub-option values.
The value allows a specific protocol to be matched against. This option is a mandatory requirement for the
modernized rules processing logic.

tcp/udp | udp | tcp | icmp or any protocol names found in/etc/protocols are recognized and may be
used. The special protocol keywordtcp/udp may be used to match either a TCP or a UDP packet, and has been
added as a convenience to save duplication of otherwise identical rules.

28.5.11.6. SRC_ADDR/DST_ADDR

Theall keyword is essentially a synonym for5from any to any6with no other match parameters.

from src to dst : the from and to keywords are used to match against IP addresses. Rules must specify BOTH
source and destination parameters.any is a special keyword that matches any IP address. Examples ofuse:5from
any to any6or5from 0.0.0.0/0 to any6orEfrom any to 0.0.0.0/06or5from 0.0.0.0 to anyF or5from any to
0.0.0.06.

IP addresses may be specified as a dotted IP address numeric form/mask-length, or as single dotted IP address
numeric form.

There is no way to match ranges of IP addresses which do not express themselves easily as mask-length. See this
web page for help on writing mask-length: http://jodies.de/ipcalc.

28.5.11.7. PORT

If a port match is included, for either or both of source and destination, then it is only applied to TCP and UDP
packets. When composing port comparisons, either the service name from/etc/services or an integer port
number may be used. When the port appears as part of the from object, it matches the source port number; when it
appears as part of the to object, it matches the destination port number. The use of the port option with theto object
is a mandatory requirement for the modernized rules processing logic. Example of use:5from any to any port =
806

Port comparisons may be done in a number of forms, with a number of comparison operators, or port ranges may be
specified.

port "=" | "!=" | "<" | ">" | "<=" | ">=" | "eq" | "ne" | "lt" | "gt" | "le" | "ge".

To specify port ranges, port "<>" | "><"

ÊÊÊ×××Following the source and destination matching parameters, the following two parameters are mandatory
requirements for the modernized rules processing logic.

28.5.11.8. TCP_FLAG

Flags are only effective for TCP filtering. The letters represents one of the possible flags that can be interrogated in
the TCP packet header.

The modernized rules processing logic uses theflags S parameter to identify the tcp session start request.
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28.5.11.9. STATEFUL

keep state indicates that on a pass rule, any packets that match the rules selection parameters should activate the
stateful filtering facility.

¥¥¥: This option is a mandatory requirement for the modernized rules processing logic.

28.5.12. Stateful Filtering

Stateful filtering treats traffic as a bi-directional exchange of packets comprising a session conversation. When
activated, keep-state dynamically generates internal rules for each anticipated packet being exchanged during the
bi-directional session conversation. It has the interrogation abilities to determine if the session conversation between
the originating sender and the destination are following the valid procedure of bi-directional packet exchange. Any
packets that do not properly fit the session conversation template are automatically rejected as impostors.

Keep state will also allow ICMP packets related to a TCP or UDPsession through. So if you get ICMP type 3 code 4
in response to some web surfing allowed out by a keep state rule, they will be automatically allowed in. Any packet
that IPF can be certain is part of an active session, even if itis a different protocol, will be let in.

What happens is:

Packets destined to go out the interface connected to the public Internet are first checked against the dynamic state
table, if the packet matches the next expected packet comprising in a active session conversation, then it exits the
firewall and the state of the session conversation flow is updated in the dynamic state table, the remaining packets get
checked against the outbound rule set.

Packets coming in to the interface connected to the public Internet are first checked against the dynamic state table, if
the packet matches the next expected packet comprising a active session conversation, then it exits the firewall and
the state of the session conversation flow is updated in the dynamic state table, the remaining packets get checked
against the inbound rule set.

When the conversation completes it is removed from the dynamic state table.

Stateful filtering allows you to focus on blocking/passing new sessions. If the new session is passed, all its subsequent
packets will be allowed through automatically and any impostors automatically rejected. If a new session is blocked,
none of its subsequent packets will be allowed through. Stateful filtering has technically advanced interrogation
abilities capable of defending against the flood of different attack methods currently employed by attackers.

28.5.13. Inclusive Rule Set Example

The following rule set is an example of how to code a very secure inclusive type of firewall. An inclusive firewall
only allows services matching pass rules through and blocksall other by default. All firewalls have at the minimum
two interfaces which have to have rules to allow the firewall to function.

All UNIX flavored systems including FreeBSD are designed to use interfacelo0 and IP address127.0.0.1 for
internal communication within the operating system. The firewall rules must contain rules to allow free unmolested
movement of these special internally used packets.
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The interface which faces the public Internet is the one where you place your rules to authorize and control access
out to the public Internet and access requests arriving fromthe public Internet. This can be your user PPPtun0

interface or your NIC that is connected to your DSL or cable modem.

In cases where one or more NICs are cabled to private LANs behind the firewall, those interfaces must have a rule
coded to allow free unmolested movement of packets originating from those LAN interfaces.

The rules should be first organized into three major sections: all the free unmolested interfaces, the public interface
outbound, and the public interface inbound.

The rules in each of the public interface sections should have the most frequently matched rules placed before less
commonly matched rules, with the last rule in the section blocking and logging all packets on that interface and
direction.

The Outbound section in the following rule set only contains’pass’ rules which contain selection values that
uniquely identify the service that is authorized for publicInternet access. All the rules have the ’quick’, ’on’, ’proto’,
’port’, and ’keep state’ option coded. The ’proto tcp’ ruleshave the ’flag’ option included to identify the session start
request as the triggering packet to activate the stateful facility.

The Inbound section has all the blocking of undesirable packets first, for two different reasons. The first is that these
things being blocked may be part of an otherwise valid packetwhich may be allowed in by the later authorized
service rules. The second reason is that by having a rule thatexplicitly blocks selected packets that I receive on an
infrequent basis and that I do not want to see in the log, they will not be caught by the last rule in the section which
blocks and logs all packets which have fallen through the rules. The last rule in the section which blocks and logs all
packets is how you create the legal evidence needed to prosecute the people who are attacking your system.

Another thing you should take note of, is there is no responsereturned for any of the undesirable stuff, their packets
just get dropped and vanish. This way the attacker has no knowledge if his packets have reached your system. The
less the attackers can learn about your system, the more timethey must invest before actually doing something bad.
The inbound ’nmap OS fingerprint’ attempts rule I log the firstoccurrence because this is something a attacker would
do.

Any time you see log messages on a rule with ’log first’. You should do anipfstat -hio command to see the
number of times the rule has been matched so you know if you arebeing flooded, i.e. under attack.

When you log packets with port numbers you do not recognize, look it up in /etc/services or go to
http://www.securitystats.com/tools/portsearch.php and do a port number lookup to find what the purpose of that port
number is.

Check out this link for port numbers used by Trojans http://www.simovits.com/trojans/trojans.html.

The following rule set is a complete very secure ’inclusive’type of firewall rule set that I have used on my system.
You can not go wrong using this rule set for your own. Just comment out any pass rules for services that you do not
want to authorize.

If you see messages in your log that you want to stop seeing just add a block rule in the inbound section.

You have to change thedc0 interface name in every rule to the interface name of the Nic card that connects your
system to the public Internet. For user PPP it would betun0 .

Add the following statements to/etc/ipf.rules :

################################################### ##############
# No restrictions on Inside LAN Interface for private networ k
# Not needed unless you have LAN
################################################### ##############
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#pass out quick on xl0 all
#pass in quick on xl0 all

################################################### ##############
# No restrictions on Loopback Interface
################################################### ##############
pass in quick on lo0 all
pass out quick on lo0 all

################################################### ##############
# Interface facing Public Internet (Outbound Section)
# Interrogate session start requests originating from behi nd the
# firewall on the private network
# or from this gateway server destine for the public Internet .
################################################### ##############

# Allow out access to my ISP’s Domain name server.
# xxx must be the IP address of your ISP’s DNS.
# Dup these lines if your ISP has more than one DNS server
# Get the IP addresses from /etc/resolv.conf file
pass out quick on dc0 proto tcp from any to xxx port = 53 flags S k eep state
pass out quick on dc0 proto udp from any to xxx port = 53 keep sta te

# Allow out access to my ISP’s DHCP server for cable or DSL netw orks.
# This rule is not needed for ’user ppp’ type connection to the
# public Internet, so you can delete this whole group.
# Use the following rule and check log for IP address.
# Then put IP address in commented out rule & delete first rule
pass out log quick on dc0 proto udp from any to any port = 67 keep state
#pass out quick on dc0 proto udp from any to z.z.z.z port = 67 ke ep state

# Allow out non-secure standard www function
pass out quick on dc0 proto tcp from any to any port = 80 flags S k eep state

# Allow out secure www function https over TLS SSL
pass out quick on dc0 proto tcp from any to any port = 443 flags S keep state

# Allow out send & get email function
pass out quick on dc0 proto tcp from any to any port = 110 flags S keep state
pass out quick on dc0 proto tcp from any to any port = 25 flags S k eep state

# Allow out Time
pass out quick on dc0 proto tcp from any to any port = 37 flags S k eep state

# Allow out nntp news
pass out quick on dc0 proto tcp from any to any port = 119 flags S keep state

# Allow out gateway & LAN users non-secure FTP ( both passive & active modes)
# This function uses the IPNAT built in FTP proxy function cod ed in
# the nat rules file to make this single rule function correct ly.
# If you want to use the pkg_add command to install applicatio n packages
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# on your gateway system you need this rule.
pass out quick on dc0 proto tcp from any to any port = 21 flags S k eep state

# Allow out secure FTP, Telnet, and SCP
# This function is using SSH (secure shell)
pass out quick on dc0 proto tcp from any to any port = 22 flags S k eep state

# Allow out non-secure Telnet
pass out quick on dc0 proto tcp from any to any port = 23 flags S k eep state

# Allow out FBSD CVSUP function
pass out quick on dc0 proto tcp from any to any port = 5999 flags S keep state

# Allow out ping to public Internet
pass out quick on dc0 proto icmp from any to any icmp-type 8 kee p state

# Allow out whois for LAN PC to public Internet
pass out quick on dc0 proto tcp from any to any port = 43 flags S k eep state

# Block and log only the first occurrence of everything
# else that’s trying to get out.
# This rule enforces the block all by default logic.
block out log first quick on dc0 all

################################################### ##############
# Interface facing Public Internet (Inbound Section)
# Interrogate packets originating from the public Internet
# destine for this gateway server or the private network.
################################################### ##############

# Block all inbound traffic from non-routable or reserved ad dress spaces
block in quick on dc0 from 192.168.0.0/16 to any #RFC 1918 pri vate IP
block in quick on dc0 from 172.16.0.0/12 to any #RFC 1918 priv ate IP
block in quick on dc0 from 10.0.0.0/8 to any #RFC 1918 private IP
block in quick on dc0 from 127.0.0.0/8 to any #loopback
block in quick on dc0 from 0.0.0.0/8 to any #loopback
block in quick on dc0 from 169.254.0.0/16 to any #DHCP auto-c onfig
block in quick on dc0 from 192.0.2.0/24 to any #reserved for d ocs
block in quick on dc0 from 204.152.64.0/23 to any #Sun cluste r interconnect
block in quick on dc0 from 224.0.0.0/3 to any #Class D & E multi cast

##### Block a bunch of different nasty things. ############
# That I do not want to see in the log

# Block frags
block in quick on dc0 all with frags

# Block short tcp packets
block in quick on dc0 proto tcp all with short

# block source routed packets
block in quick on dc0 all with opt lsrr
block in quick on dc0 all with opt ssrr
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# Block nmap OS fingerprint attempts
# Log first occurrence of these so I can get their IP address
block in log first quick on dc0 proto tcp from any to any flags F UP

# Block anything with special options
block in quick on dc0 all with ipopts

# Block public pings
block in quick on dc0 proto icmp all icmp-type 8

# Block ident
block in quick on dc0 proto tcp from any to any port = 113

# Block all Netbios service. 137=name, 138=datagram, 139=s ession
# Netbios is MS/Windows sharing services.
# Block MS/Windows hosts2 name server requests 81
block in log first quick on dc0 proto tcp/udp from any to any po rt = 137
block in log first quick on dc0 proto tcp/udp from any to any po rt = 138
block in log first quick on dc0 proto tcp/udp from any to any po rt = 139
block in log first quick on dc0 proto tcp/udp from any to any po rt = 81

# Allow traffic in from ISP’s DHCP server. This rule must cont ain
# the IP address of your ISP’s DHCP server as it’s the only
# authorized source to send this packet type. Only necessary for
# cable or DSL configurations. This rule is not needed for
# ’user ppp’ type connection to the public Internet.
# This is the same IP address you captured and
# used in the outbound section.
pass in quick on dc0 proto udp from z.z.z.z to any port = 68 keep state

# Allow in standard www function because I have apache server
pass in quick on dc0 proto tcp from any to any port = 80 flags S ke ep state

# Allow in non-secure Telnet session from public Internet
# labeled non-secure because ID/PW passed over public Inter net as clear text.
# Delete this sample group if you do not have telnet server ena bled.
#pass in quick on dc0 proto tcp from any to any port = 23 flags S k eep state

# Allow in secure FTP, Telnet, and SCP from public Internet
# This function is using SSH (secure shell)
pass in quick on dc0 proto tcp from any to any port = 22 flags S ke ep state

# Block and log only first occurrence of all remaining traffi c
# coming into the firewall. The logging of only the first
# occurrence stops a .denial of service. attack targeted
# at filling up your log file space.
# This rule enforces the block all by default logic.
block in log first quick on dc0 all
################### End of rules file ################## ###################
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28.5.14. NAT

NAT stands for Network Address Translation. To those familiar with Linux, this concept is called IP Masquerading;
NAT and IP Masquerading are the same thing. One of the many things the IPF NAT function enables is the ability to
have a private Local Area Network (LAN) behind the firewall sharing a single ISP assigned IP address on the public
Internet.

You may ask why would someone want to do this. ISPs normally assign a dynamic IP address to their
non-commercial users. Dynamic means that the IP address canbe different each time you dial in and log on to your
ISP, or for cable and DSL modem users when you power off and then power on your modems you can get assigned a
different IP address. This IP address is how you are known to the public Internet.

Now lets say you have five PCs at home and each one needs Internet access. You would have to pay your ISP for an
individual Internet account for each PC and have five phone lines.

With NAT you only need a single account with your ISP, then cable your other four PCs to a switch and the switch to
the NIC in your FreeBSD system which is going to service your LAN as a gateway. NAT will automatically translate
the private LAN IP address for each separate PC on the LAN to the single public IP address as it exits the firewall
bound for the public Internet. It also does the reverse translation for returning packets.

NAT is most often accomplished without the approval, or knowledge, of your ISP and in most cases is grounds for
your ISP terminating your account if found out. Commercial users pay a lot more for their Internet connection and
usually get assigned a block of static IP address which neverchange. The ISP also expects and consents to their
Commercial customers using NAT for their internal private LANs.

There is a special range of IP addresses reserved for NATed private LAN IP address. According to RFC 1918, you
can use the following IP ranges for private nets which will never be routed directly to the public Internet:

Start IP10.0.0.0 - Ending IP10.255.255.255

Start IP172.16.0.0 - Ending IP172.31.255.255

Start IP192.168.0.0 - Ending IP192.168.255.255

28.5.15. IPNAT

NAT rules are loaded by using theipnat command. Typically the NAT rules are stored in/etc/ipnat.rules . See
ipnat(1) for details.

When changing the NAT rules after NAT has been started, make your changes to the file containing the NAT rules,
then run ipnat command with the-CF flags to delete the internal in use NAT rules and flush the contents of the
translation table of all active entries.

To reload the NAT rules issue a command like this:

# ipnat -CF -f /etc/ipnat.rules

To display some statistics about your NAT, use this command:

# ipnat -s

To list the NAT table’s current mappings, use this command:

# ipnat -l
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To turn verbose mode on, and display information relating torule processing and active rules/table entries:

# ipnat -v

28.5.16. IPNAT Rules

NAT rules are very flexible and can accomplish many differentthings to fit the needs of commercial and home users.

The rule syntax presented here has been simplified to what is most commonly used in a non-commercial
environment. For a complete rule syntax description see theipnat(5) manual page.

The syntax for a NAT rule looks something like this:

map IF LAN_IP_RANGE -> PUBLIC_ADDRESS

The keywordmapstarts the rule.

ReplaceIF with the external interface.

TheLAN_IP_RANGE is what your internal clients use for IP Addressing, usuallythis is something like
192.168.1.0/24 .

ThePUBLIC_ADDRESS can either be the external IP address or the special keyword0/32 , which means to use the IP
address assigned toIF.

28.5.17. How NAT works

A packet arrives at the firewall from the LAN with a public destination. It passes through the outbound filter rules,
NAT gets his turn at the packet and applies its rules top down,first matching rule wins. NAT tests each of its rules
against the packets interface name and source IP address. When a packets interface name matches a NAT rule then
the [source IP address, i.e. private LAN IP address] of the packet is checked to see if it falls within the IP address
range specified to the left of the arrow symbol on the NAT rule.On a match the packet has its source IP address
rewritten with the public IP address obtained by the0/32 keyword. NAT posts a entry in its internal NAT table so
when the packet returns from the public Internet it can be mapped back to its original private IP address and then
passed to the filter rules for processing.

28.5.18. Enabling IPNAT

To enable IPNAT add these statements to/etc/rc.conf .

To enable your machine to route traffic between interfaces:

gateway_enable="YES"

To start IPNAT automatically each time:

ipnat_enable="YES"

To specify where to load the IPNAT rules from:

ipnat_rules="/etc/ipnat.rules"
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28.5.19. NAT for a very large LAN

For networks that have large numbers of PC’s on the LAN or networks with more than a single LAN, the process of
funneling all those private IP addresses into a single public IP address becomes a resource problem that may cause
problems with the same port numbers being used many times across many NATed LAN PC’s, causing collisions.
There are two ways to relieve this resource problem.

28.5.19.1. Assigning Ports to Use

A normal NAT rule would look like:

map dc0 192.168.1.0/24 -> 0/32

In the above rule the packet’s source port is unchanged as thepacket passes through IPNAT. By adding the portmap
keyword you can tell IPNAT to only use source ports in a range.For example the following rule will tell IPNAT to
modify the source port to be within that range:

map dc0 192.168.1.0/24 -> 0/32 portmap tcp/udp 20000:60000

Additionally we can make things even easier by using theauto keyword to tell IPNAT to determine by itself which
ports are available to use:

map dc0 192.168.1.0/24 -> 0/32 portmap tcp/udp auto

28.5.19.2. Using a pool of public addresses

In very large LANs there comes a point where there are just toomany LAN addresses to fit into a single public
address. By changing the following rule:

map dc0 192.168.1.0/24 -> 204.134.75.1

Currently this rule maps all connections through204.134.75.1 . This can be changed to specify a range:

map dc0 192.168.1.0/24 -> 204.134.75.1-10

Or a subnet using CIDR notation such as:

map dc0 192.168.1.0/24 -> 204.134.75.0/24

28.5.20. Port Redirection

A very common practice is to have a web server, email server, database server and DNS server each segregated to a
different PC on the LAN. In this case the traffic from these servers still have to be NATed, but there has to be some
way to direct the inbound traffic to the correct LAN PCs. IPNAThas the redirection facilities of NAT to solve this
problem. Lets say you have your web server on LAN address10.0.10.25 and your single public IP address is
20.20.20.5 you would code the rule like this:

rdr dc0 20.20.20.5/32 port 80 -> 10.0.10.25 port 80

or:
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rdr dc0 0/32 port 80 -> 10.0.10.25 port 80

or for a LAN DNS Server on LAN address of10.0.10.33 that needs to receive public DNS requests:

rdr dc0 20.20.20.5/32 port 53 -> 10.0.10.33 port 53 udp

28.5.21. FTP and NAT

FTP is a dinosaur left over from the time before the Internet as it is known today, when research universities were
leased lined together and FTP was used to share files among research Scientists. This was a time when data security
was not a consideration. Over the years the FTP protocol became buried into the backbone of the emerging Internet
and its username and password being sent in clear text was never changed to address new security concerns. FTP has
two flavors, it can run in active mode or passive mode. The difference is in how the data channel is acquired. Passive
mode is more secure as the data channel is acquired be the ordinal ftp session requester. For a real good explanation
of FTP and the different modes see http://www.slacksite.com/other/ftp.html.

28.5.21.1. IPNAT Rules

IPNAT has a special built in FTP proxy option which can be specified on the NAT map rule. It can monitor all
outbound packet traffic for FTP active or passive start session requests and dynamically create temporary filter rules
containing only the port number really in use for the data channel. This eliminates the security risk FTP normally
exposes the firewall to from having large ranges of high orderport numbers open.

This rule will handle all the traffic for the internal LAN:

map dc0 10.0.10.0/29 -> 0/32 proxy port 21 ftp/tcp

This rule handles the FTP traffic from the gateway:

map dc0 0.0.0.0/0 -> 0/32 proxy port 21 ftp/tcp

This rule handles all non-FTP traffic from the internal LAN:

map dc0 10.0.10.0/29 -> 0/32

The FTP map rule goes before our regular map rule. All packetsare tested against the first rule from the top. Matches
on interface name, then private LAN source IP address, and then is it a FTP packet. If all that matches then the
special FTP proxy creates temp filter rules to let the FTP session packets pass in and out, in addition to also NATing
the FTP packets. All LAN packets that are not FTP do not match the first rule and fall through to the third rule and
are tested, matching on interface and source IP, then are NATed.

28.5.21.2. IPNAT FTP Filter Rules

Only one filter rule is needed for FTP if the NAT FTP proxy is used.

Without the FTP Proxy you will need the following three rules:

# Allow out LAN PC client FTP to public Internet
# Active and passive modes
pass out quick on rl0 proto tcp from any to any port = 21 flags S k eep state
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# Allow out passive mode data channel high order port numbers
pass out quick on rl0 proto tcp from any to any port > 1024 flags S keep state

# Active mode let data channel in from FTP server
pass in quick on rl0 proto tcp from any to any port = 20 flags S ke ep state

28.5.21.3. FTP NAT Proxy Bug

As of FreeBSD 4.9 which includes IPFILTER version 3.4.31 theFTP proxy works as documented during the FTP
session until the session is told to close. When the close happens packets returning from the remote FTP server are
blocked and logged coming in on port 21. The NAT FTP/proxy appears to remove its temp rules prematurely, before
receiving the response from the remote FTP server acknowledging the close. A problem report was posted to the IPF
mailing list.

The solution is to add a filter rule to get rid of these unwantedlog messages or do nothing and ignore FTP inbound
error messages in your log. Most people do not use outbound FTP too often.

block in quick on rl0 proto tcp from any to any port = 21

28.6. IPFW

¥¥¥: h×;Ý/�)3X����?±�X|Í;/���¬Î��Ð)¨µ�.

The IPFIREWALL (IPFW) is a FreeBSD sponsored firewall software application authored and maintained by
FreeBSD volunteer staff members. It uses the legacy stateless rules and a legacy rule coding technique to achieve
what is referred to as Simple Stateful logic.

The IPFW sample rule set (found in/etc/rc.firewall ) in the standard FreeBSD install is rather simple and it is
not expected that it used directly without modifications. The example does not use stateful filtering, which is
beneficial in most setups, so it will not be used as base for this section.

The IPFW stateless rule syntax is empowered with technically sophisticated selection capabilities which far
surpasses the knowledge level of the customary firewall installer. IPFW is targeted at the professional user or the
advanced technical computer hobbyist who have advanced packet selection requirements. A high degree of detailed
knowledge into how different protocols use and create theirunique packet header information is necessary before the
power of the IPFW rules can be unleashed. Providing that level of explanation is out of the scope of this section of
the handbook.

IPFW is composed of seven components, the primary componentis the kernel firewall filter rule processor and its
integrated packet accounting facility, the logging facility, the ’divert’ rule which triggers the NAT facility, and the
advanced special purpose facilities, the dummynet traffic shaper facilities, the ’fwd rule’ forward facility, the bridge
facility, and the ipstealth facility.
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28.6.1. Enabling IPFW

IPFW is included in the basic FreeBSD install as a separate run time loadable module. The system will dynamically
load the kernel module when therc.conf statementfirewall_enable="YES" is used. You do not need to
compile IPFW into the FreeBSD kernel unless you want NAT function enabled.

After rebooting your system withfirewall_enable="YES" in rc.conf the following white highlighted message
is displayed on the screen as part of the boot process:

ipfw2 initialized, divert disabled, rule-based forwardin g disabled, default to deny, logging disabled

The loadable module does have logging ability compiled in. To enable logging and set the verbose logging limit,
there is a knob you can set in/etc/sysctl.conf by adding these statements, logging will be enabled on future
reboots:

net.inet.ip.fw.verbose=1
net.inet.ip.fw.verbose_limit=5

28.6.2. Kernel Options

It is not a mandatory requirement that you enable IPFW by compiling the following options into the FreeBSD kernel
unless you need NAT function. It is presented here as background information.

options IPFIREWALL

This option enables IPFW as part of the kernel

options IPFIREWALL_VERBOSE

Enables logging of packets that pass through IPFW and have the ’log’ keyword specified in the rule set.

options IPFIREWALL_VERBOSE_LIMIT=5

Limits the number of packets logged through syslogd(8) on a per entry basis. You may wish to use this option in
hostile environments which you want to log firewall activity. This will close a possible denial of service attack via
syslog flooding.

options IPFIREWALL_DEFAULT_TO_ACCEPT

This option will allow everything to pass through the firewall by default, which is a good idea when you are first
setting up your firewall.

options IPV6FIREWALL
options IPV6FIREWALL_VERBOSE
options IPV6FIREWALL_VERBOSE_LIMIT
options IPV6FIREWALL_DEFAULT_TO_ACCEPT

These options are exactly the same as the IPv4 options but they are for IPv6. If you do not use IPv6 you might want
to use IPV6FIREWALL without any rules to block all IPv6

options IPDIVERT

This enables the use of NAT functionality.
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¥¥¥: If you do not include IPFIREWALL_DEFAULT_TO_ACCEPT or set your rules to allow incoming packets you
will block all packets going to and from this machine.

28.6.3. /etc/rc.conf Options

If you do not have IPFW compiled into your kernel you will needto load it with the following statement in your
/etc/rc.conf :

firewall_enable="YES"

Set the script to run to activate your rules:

firewall_script="/etc/ipfw.rules"

Enable logging:

firewall_logging="YES"

ÊÊÊ×××The only thing that the firewall_logging variable will do is setting the net.inet.ip.fw.verbose sysctl
variable to the value of 1 (see µÚ 28.6.1;). There is no rc.conf variable to set log limitations, but it can be set
via sysctl variable, manually or from the /etc/sysctl.conf file:

net.inet.ip.fw.verbose_limit=5

If your machine is acting as a gateway, i.e. providing Network Address Translation (NAT) via natd(8), please refer to
µÚ 29.9; for information regarding the required/etc/rc.conf options.

28.6.4. The IPFW Command

The ipfw command is the normal vehicle for making manual single rule additions or deletions to the firewall active
internal rules while it is running. The problem with using this method is once your system is shutdown or halted all
the rules you added or changed or deleted are lost. Writing all your rules in a file and using that file to load the rules
at boot time, or to replace in mass the currently running firewall rules with changes you made to the files content is
the recommended method used here.

The ipfw command is still a very useful to display the runningfirewall rules to the console screen. The IPFW
accounting facility dynamically creates a counter for eachrule that counts each packet that matches the rule. During
the process of testing a rule, listing the rule with its counter is the one of the ways of determining if the rule is
functioning.

To list all the rules in sequence:

# ipfw list

To list all the rules with a time stamp of when the last time therule was matched:

# ipfw -t list
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To list the accounting information, packet count for matched rules along with the rules themselves. The first column
is the rule number, followed by the number of outgoing matched packets, followed by the number of incoming
matched packets, and then the rule itself.

# ipfw -a list

List the dynamic rules in addition to the static rules:

# ipfw -d list

Also show the expired dynamic rules:

# ipfw -d -e list

Zero the counters:

# ipfw zero

Zero the counters for just ruleNUM :

# ipfw zero NUM

28.6.5. IPFW Rule Sets

A rule set is a group of ipfw rules coded to allow or deny packets based on the values contained in the packet. The
bi-directional exchange of packets between hosts comprises a session conversation. The firewall rule set processes
the packet twice: once on its arrival from the public Internet host and again as it leaves for its return trip back to the
public Internet host. Each tcp/ip service (i.e. telnet, www, mail, etc.) is predefined by its protocol, and port number.
This is the basic selection criteria used to create rules which will allow or deny services.

When a packet enters the firewall it is compared against the first rule in the rule set and progress one rule at a time
moving from top to bottom of the set in ascending rule number sequence order. When the packet matches a rule
selection parameters, the rules action field value is executed and the search of the rule set terminates for that packet.
This is referred to as5the first match wins6search method. If the packet does not match any of the rules, it gets
caught by the mandatory ipfw default rule, number 65535 which denies all packets and discards them without any
reply back to the originating destination.

¥¥¥: The search continues after count , skipto and tee rules.

The instructions contained here are based on using rules that contain the stateful ’keep state’, ’limit’, ’in’/’out’, and
via options. This is the basic framework for coding an inclusive type firewall rule set.

An inclusive firewall only allows services matching the rules through. This way you can control what services can
originate behind the firewall destine for the public Internet and also control the services which can originate from the
public Internet accessing your private network. Everything else is denied by default design. Inclusive firewalls are
much, much more secure than exclusive firewall rule sets and is the only rule set type covered here in.

ÊÊÊ×××When working with the firewall rules be careful, you can end up locking your self out.
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28.6.5.1. Rule Syntax

The rule syntax presented here has been simplified to what is necessary to create a standard inclusive type firewall
rule set. For a complete rule syntax description see the ipfw(8) manual page.

Rules contain keywords: these keywords have to be coded in a specific order from left to right on the line. Keywords
are identified in bold type. Some keywords have sub-options which may be keywords them selves and also include
more sub-options.

# is used to mark the start of a comment and may appear at the end of a rule line or on its own lines. Blank lines are
ignored.

CMD RULE_NUMBER ACTION LOGGING SELECTION STATEFUL

28.6.5.1.1. CMD

Each new rule has to be prefixed withadd to add the rule to the internal table.

28.6.5.1.2. RULE_NUMBER

Each rule has to have a rule number to go with it.

28.6.5.1.3. ACTION

A rule can be associated with one of the following actions, which will be executed when the packet matches the
selection criterion of the rule.

allow | accept | pass | permit

These all mean the same thing which is to allow packets that match the rule to exit the firewall rule processing. The
search terminates at this rule.

check-state

Checks the packet against the dynamic rules table. If a matchis found, execute the action associated with the rule
which generated this dynamic rule, otherwise move to the next rule. The check-state rule does not have selection
criterion. If no check-state rule is present in the rule set,the dynamic rules table is checked at the first keep-state or
limit rule.

deny | drop

Both words mean the same thing which is to discard packets that match this rule. The search terminates.

28.6.5.1.4. Logging

log or logamount

When a packet matches a rule with the log keyword, a message will be logged to syslogd with a facility name of
SECURITY. The logging only occurs if the number of packets logged so far for that particular rule does not exceed
the logamount parameter. If no logamount is specified, the limit is taken from the sysctl variable
net.inet.ip.fw.verbose_limit. In both cases, a value of zero removes the logging limit. Once the limit is reached,
logging can be re-enabled by clearing the logging counter orthe packet counter for that rule, see the ipfw reset log
command.
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¥¥¥: Logging is done after all other packet matching conditions have been successfully verified, and before
performing the final action (accept, deny) on the packet. It is up to you to decide which rules you want to enable
logging on.

28.6.5.1.5. Selection

The keywords described in this section are used to describe attributes of the packet to be interrogated when
determining whether rules match the packet or not. The following general-purpose attributes are provided for
matching, and must be used in this order:

udp | tcp | icmp

or any protocol names found in/etc/protocols are recognized and may be used. The value specified is protocol
to be matched against. This is a mandatory requirement.

from src to dst

The from and to keywords are used to match against IP addresses. Rules must specify BOTH source and destination
parameters.any is a special keyword that matches any IP address.me is a special keyword that matches any IP
address configured on an interface in your FreeBSD system to represent the PC the firewall is running on (i.e. this
box) as in ’from me to any’ or ’from any to me’ or ’from 0.0.0.0/0 to any’ or ’from any to 0.0.0.0/0’ or ’from 0.0.0.0
to any’ or ’from any to 0.0.0.0’ or ’from me to 0.0.0.0’. IP addresses are specified as a dotted IP address numeric
form/mask-length, or as single dotted IP address numeric form. This is a mandatory requirement. See this link for
help on writing mask-lengths. http://jodies.de/ipcalc

port number

For protocols which support port numbers (such as TCP and UDP). It is mandatory that you code the port number of
the service you want to match on. Service names (from/etc/services ) may be used instead of numeric port
values.

in | out

Matches incoming or outgoing packets, respectively. The inand out are keywords and it is mandatory that you code
one or the other as part of your rule matching criterion.

via IF

Matches packets going through the interface specified by exact name. Thevia keyword causes the interface to
always be checked as part of the match process.

setup

This is a mandatory keyword that identifies the session startrequest for TCP packets.

keep-state

This is a mandatory> keyword. Upon a match, the firewall will create a dynamic rule, whose default behavior is to
match bidirectional traffic between source and destinationIP/port using the same protocol.

limit {src-addr | src-port | dst-addr | dst-port}

The firewall will only allowN connections with the same set of parameters as specified in the rule. One or more of
source and destination addresses and ports can be specified.The ’limit’ and ’keep-state’ can not be used on same
rule. Limit provides the same stateful function as ’keep-state’ plus its own functions.
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28.6.5.2. Stateful Rule Option

Stateful filtering treats traffic as a bi-directional exchange of packets comprising a session conversation. It has the
interrogation abilities to determine if the session conversation between the originating sender and the destination are
following the valid procedure of bi-directional packet exchange. Any packets that do not properly fit the session
conversation template are automatically rejected as impostors.

’check-state’ is used to identify where in the IPFW rules setthe packet is to be tested against the dynamic rules
facility. On a match the packet exits the firewall to continueon its way and a new rule is dynamic created for the next
anticipated packet being exchanged during this bi-directional session conversation. On a no match the packet
advances to the next rule in the rule set for testing.

The dynamic rules facility is vulnerable to resource depletion from a SYN-flood attack which would open a huge
number of dynamic rules. To counter this attack, FreeBSD version 4.5 added another new option named limit. This
option is used to limit the number of simultaneous session conversations by interrogating the rules source or
destinations fields as directed by the limit option and usingthe packet’s IP address found there, in a search of the
open dynamic rules counting the number of times this rule andIP address combination occurred, if this count is
greater that the value specified on the limit option, the packet is discarded.

28.6.5.3. Logging Firewall Messages

The benefits of logging are obvious: it provides the ability to review after the fact the rules you activated logging on
which provides information like, what packets had been dropped, what addresses they came from, where they were
going, giving you a significant edge in tracking down attackers.

Even with the logging facility enabled, IPFW will not generate any rule logging on it’s own. The firewall
administrator decides what rules in the rule set he wants to log and adds the log verb to those rules. Normally only
deny rules are logged, like the deny rule for incoming ICMP pings. It is very customary to duplicate the ipfw default
deny everything rule with the log verb included as your last rule in the rule set. This way you get to see all the
packets that did not match any of the rules in the rule set.

Logging is a two edged sword, if you are not careful, you can lose yourself in the over abundance of log data and fill
your disk up with growing log files. DoS attacks that fill up disk drives is one of the oldest attacks around. These log
message are not only written to syslogd, but also are displayed on the root console screen and soon become very
annoying.

TheIPFIREWALL_VERBOSE_LIMIT=5 kernel option limits the number of consecutive messages sent to the system
logger syslogd, concerning the packet matching of a given rule. When this option is enabled in the kernel, the
number of consecutive messages concerning a particular rule is capped at the number specified. There is nothing to
be gained from 200 log messages saying the same identical thing. For instance, five consecutive messages
concerning a particular rule would be logged to syslogd, theremainder identical consecutive messages would be
counted and posted to the syslogd with a phrase like this:

last message repeated 45 times

All logged packets messages are written by default to/var/log/security file, which is defined in the
/etc/syslog.conf file.

28.6.5.4. Building a Rule Script

Most experienced IPFW users create a file containing the rules and code them in a manner compatible with running
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them as a script. The major benefit of doing this is the firewallrules can be refreshed in mass without the need of
rebooting the system to activate the new rules. This method is very convenient in testing new rules as the procedure
can be executed as many times as needed. Being a script, you can use symbolic substitution to code frequent used
values and substitution them in multiple rules. You will seethis in the following example.

The script syntax used here is compatible with the ’sh’, ’csh’, ’tcsh’ shells. Symbolic substitution fields are prefixed
with a dollar sign $. Symbolic fields do not have the $ prefix. The value to populate the Symbolic field must be
enclosed to "double quotes".

Start your rules file like this:

############### start of example ipfw rules script ####### ######
#
ipfw -q -f flush # Delete all rules
# Set defaults
oif="tun0" # out interface
odns="192.0.2.11" # ISP’s DNS server IP address
cmd="ipfw -q add " # build rule prefix
ks="keep-state" # just too lazy to key this each time
$cmd 00500 check-state
$cmd 00502 deny all from any to any frag
$cmd 00501 deny tcp from any to any established
$cmd 00600 allow tcp from any to any 80 out via $oif setup $ks
$cmd 00610 allow tcp from any to $odns 53 out via $oif setup $ks
$cmd 00611 allow udp from any to $odns 53 out via $oif $ks
################### End of example ipfw rules script ##### #######

That is all there is to it. The rules are not important in this example, how the Symbolic substitution field are
populated and used are.

If the above example was in/etc/ipfw.rules file, you could reload these rules by entering on the command line.

# sh /etc/ipfw.rules

The/etc/ipfw.rules file could be located anywhere you want and the file could be named any thing you would
like.

The same thing could also be accomplished by running these commands by hand:

# ipfw -q -f flush

# ipfw -q add check-state

# ipfw -q add deny all from any to any frag

# ipfw -q add deny tcp from any to any established

# ipfw -q add allow tcp from any to any 80 out via tun0 setup keep- state

# ipfw -q add allow tcp from any to 192.0.2.11 53 out via tun0 set up keep-state

# ipfw -q add 00611 allow udp from any to 192.0.2.11 53 out via tu n0 keep-state

28.6.5.5. Stateful Ruleset

The following non-NATed rule set is an example of how to code avery secure ’inclusive’ type of firewall. An
inclusive firewall only allows services matching pass rulesthrough and blocks all other by default. All firewalls have
at the minimum two interfaces which have to have rules to allow the firewall to function.
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All UNIX flavored operating systems, FreeBSD included, are designed to use interfacelo0 and IP address
127.0.0.1 for internal communication with in the operating system. The firewall rules must contain rules to allow
free unmolested movement of these special internally used packets.

The interface which faces the public Internet, is the one which you code your rules to authorize and control access
out to the public Internet and access requests arriving fromthe public Internet. This can be your ppptun0 interface
or your NIC that is connected to your DSL or cable modem.

In cases where one or more than one NIC are connected to a private LANs behind the firewall, those interfaces must
have rules coded to allow free unmolested movement of packets originating from those LAN interfaces.

The rules should be first organized into three major sections, all the free unmolested interfaces, public interface
outbound, and the public interface inbound.

The order of the rules in each of the public interface sections should be in order of the most used rules being placed
before less often used rules with the last rule in the sectionbeing a block log all packets on that interface and
direction.

The Outbound section in the following rule set only contains’allow’ rules which contain selection values that
uniquely identify the service that is authorized for publicInternet access. All the rules have the, proto, port, in/out,
via and keep state option coded. The ’proto tcp’ rules have the ’setup’ option included to identify the start session
request as the trigger packet to be posted to the keep state stateful table.

The Inbound section has all the blocking of undesirable packets first for two different reasons. First is these things
being blocked may be part of an otherwise valid packet which may be allowed in by the later authorized service
rules. Second reason is that by having a rule that explicitlyblocks selected packets that I receive on an infrequent
bases and do not want to see in the log, this keeps them from being caught by the last rule in the section which blocks
and logs all packets which have fallen through the rules. Thelast rule in the section which blocks and logs all packets
is how you create the legal evidence needed to prosecute the people who are attacking your system.

Another thing you should take note of, is there is no responsereturned for any of the undesirable stuff, their packets
just get dropped and vanish. This way the attackers has no knowledge if his packets have reached your system. The
less the attackers can learn about your system the more secure it is. When you log packets with port numbers you do
not recognize, look the numbers up in/etc/services/ or go to http://www.securitystats.com/tools/portsearch.php
and do a port number lookup to find what the purpose of that portnumber is. Check out this link for port numbers
used by Trojans: http://www.simovits.com/trojans/trojans.html.

28.6.5.6. An Example Inclusive Ruleset

The following non-NATed rule set is a complete inclusive type ruleset. You can not go wrong using this rule set for
you own. Just comment out any pass rules for services you do not want. If you see messages in your log that you
want to stop seeing just add a deny rule in the inbound section. You have to change the ’dc0’ interface name in every
rule to the interface name of the NIC that connects your system to the public Internet. For user ppp it would be ’tun0’.

You will see a pattern in the usage of these rules.

�All statements that are a request to start a session to the public Internet use keep-state.

�All the authorized services that originate from the public Internet have the limit option to stop flooding.

�All rules use in or out to clarify direction.

�All rules use via interface name to specify the interface thepacket is traveling over.

The following rules go into/etc/ipfw.rules .
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################ Start of IPFW rules file ############### ################
# Flush out the list before we begin.
ipfw -q -f flush

# Set rules command prefix
cmd="ipfw -q add"
pif="dc0" # public interface name of NIC

# facing the public Internet

################################################### ##############
# No restrictions on Inside LAN Interface for private networ k
# Not needed unless you have LAN.
# Change xl0 to your LAN NIC interface name
################################################### ##############
#$cmd 00005 allow all from any to any via xl0

################################################### ##############
# No restrictions on Loopback Interface
################################################### ##############
$cmd 00010 allow all from any to any via lo0

################################################### ##############
# Allow the packet through if it has previous been added to the
# the "dynamic" rules table by a allow keep-state statement.
################################################### ##############
$cmd 00015 check-state

################################################### ##############
# Interface facing Public Internet (Outbound Section)
# Interrogate session start requests originating from behi nd the
# firewall on the private network or from this gateway server
# destine for the public Internet.
################################################### ##############

# Allow out access to my ISP’s Domain name server.
# x.x.x.x must be the IP address of your ISP.s DNS
# Dup these lines if your ISP has more than one DNS server
# Get the IP addresses from /etc/resolv.conf file
$cmd 00110 allow tcp from any to x.x.x.x 53 out via $pif setup k eep-state
$cmd 00111 allow udp from any to x.x.x.x 53 out via $pif keep-s tate

# Allow out access to my ISP’s DHCP server for cable/DSL confi gurations.
# This rule is not needed for .user ppp. connection to the publ ic Internet.
# so you can delete this whole group.
# Use the following rule and check log for IP address.
# Then put IP address in commented out rule & delete first rule
$cmd 00120 allow log udp from any to any 67 out via $pif keep-st ate
#$cmd 00120 allow udp from any to x.x.x.x 67 out via $pif keep- state

# Allow out non-secure standard www function
$cmd 00200 allow tcp from any to any 80 out via $pif setup keep- state

# Allow out secure www function https over TLS SSL
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$cmd 00220 allow tcp from any to any 443 out via $pif setup keep -state

# Allow out send & get email function
$cmd 00230 allow tcp from any to any 25 out via $pif setup keep- state
$cmd 00231 allow tcp from any to any 110 out via $pif setup keep -state

# Allow out FBSD (make install & CVSUP) functions
# Basically give user root "GOD" privileges.
$cmd 00240 allow tcp from me to any out via $pif setup keep-sta te uid root

# Allow out ping
$cmd 00250 allow icmp from any to any out via $pif keep-state

# Allow out Time
$cmd 00260 allow tcp from any to any 37 out via $pif setup keep- state

# Allow out nntp news (i.e. news groups)
$cmd 00270 allow tcp from any to any 119 out via $pif setup keep -state

# Allow out secure FTP, Telnet, and SCP
# This function is using SSH (secure shell)
$cmd 00280 allow tcp from any to any 22 out via $pif setup keep- state

# Allow out whois
$cmd 00290 allow tcp from any to any 43 out via $pif setup keep- state

# deny and log everything else that.s trying to get out.
# This rule enforces the block all by default logic.
$cmd 00299 deny log all from any to any out via $pif

################################################### ##############
# Interface facing Public Internet (Inbound Section)
# Interrogate packets originating from the public Internet
# destine for this gateway server or the private network.
################################################### ##############

# Deny all inbound traffic from non-routable reserved addre ss spaces
$cmd 00300 deny all from 192.168.0.0/16 to any in via $pif #RF C 1918 private IP
$cmd 00301 deny all from 172.16.0.0/12 to any in via $pif #RFC 1918 private IP
$cmd 00302 deny all from 10.0.0.0/8 to any in via $pif #RFC 191 8 private IP
$cmd 00303 deny all from 127.0.0.0/8 to any in via $pif #loopb ack
$cmd 00304 deny all from 0.0.0.0/8 to any in via $pif #loopbac k
$cmd 00305 deny all from 169.254.0.0/16 to any in via $pif #DH CP auto-config
$cmd 00306 deny all from 192.0.2.0/24 to any in via $pif #rese rved for docs
$cmd 00307 deny all from 204.152.64.0/23 to any in via $pif #S un cluster interconnect
$cmd 00308 deny all from 224.0.0.0/3 to any in via $pif #Class D & E multicast

# Deny public pings
$cmd 00310 deny icmp from any to any in via $pif

# Deny ident
$cmd 00315 deny tcp from any to any 113 in via $pif
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# Deny all Netbios service. 137=name, 138=datagram, 139=se ssion
# Netbios is MS/Windows sharing services.
# Block MS/Windows hosts2 name server requests 81
$cmd 00320 deny tcp from any to any 137 in via $pif
$cmd 00321 deny tcp from any to any 138 in via $pif
$cmd 00322 deny tcp from any to any 139 in via $pif
$cmd 00323 deny tcp from any to any 81 in via $pif

# Deny any late arriving packets
$cmd 00330 deny all from any to any frag in via $pif

# Deny ACK packets that did not match the dynamic rule table
$cmd 00332 deny tcp from any to any established in via $pif

# Allow traffic in from ISP’s DHCP server. This rule must cont ain
# the IP address of your ISP.s DHCP server as it.s the only
# authorized source to send this packet type.
# Only necessary for cable or DSL configurations.
# This rule is not needed for .user ppp. type connection to
# the public Internet. This is the same IP address you capture d
# and used in the outbound section.
#$cmd 00360 allow udp from any to x.x.x.x 67 in via $pif keep-s tate

# Allow in standard www function because I have apache server
$cmd 00400 allow tcp from any to me 80 in via $pif setup limit sr c-addr 2

# Allow in secure FTP, Telnet, and SCP from public Internet
$cmd 00410 allow tcp from any to me 22 in via $pif setup limit sr c-addr 2

# Allow in non-secure Telnet session from public Internet
# labeled non-secure because ID & PW are passed over public
# Internet as clear text.
# Delete this sample group if you do not have telnet server ena bled.
$cmd 00420 allow tcp from any to me 23 in via $pif setup limit sr c-addr 2

# Reject & Log all incoming connections from the outside
$cmd 00499 deny log all from any to any in via $pif

# Everything else is denied by default
# deny and log all packets that fell through to see what they ar e
$cmd 00999 deny log all from any to any
################ End of IPFW rules file ################# ##############

28.6.5.7. An Example NAT and Stateful Ruleset

There are some additional configuration statements that need to be enabled to activate the NAT function of IPFW.
The kernel source needs ’option divert’ statement added to the other IPFIREWALL statements compiled into a
custom kernel.

In addition to the normal IPFW options in/etc/rc.conf , the following are needed.

natd_enable="YES" # Enable NATD function
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natd_interface="rl0" # interface name of public Internet N IC
natd_flags="-dynamic -m" # -m = preserve port numbers if pos sible

Utilizing stateful rules with divert natd rule (Network Address Translation) greatly complicates the rule set coding
logic. The positioning of the check-state, and ’divert natd’ rules in the rule set becomes very critical. This is no
longer a simple fall-through logic flow. A new action type is used, called ’skipto’. To use the skipto command it is
mandatory that you number each rule so you know exactly wherethe skipto rule number is you are really jumping to.

The following is an uncommented example of one coding method, selected here to explain the sequence of the
packet flow through the rule sets.

The processing flow starts with the first rule from the top of the rule file and progress one rule at a time deeper into
the file until the end is reach or the packet being tested to theselection criteria matches and the packet is released out
of the firewall. It is important to take notice of the locationof rule numbers 100 101, 450, 500, and 510. These rules
control the translation of the outbound and inbound packetsso their entries in the keep-state dynamic table always
register the private LAN IP address. Next notice that all theallow and deny rules specified the direction the packet is
going (IE outbound or inbound) and the interface. Also notice that all the start outbound session requests all skipto
rule 500 for the network address translation.

Lets say a LAN user uses their web browser to get a web page. Webpages use port 80 to communicate over. So the
packet enters the firewall, It does not match 100 because it isheaded out not in. It passes rule 101 because this is the
first packet so it has not been posted to the keep-state dynamic table yet. The packet finally comes to rule 125 a
matches. It is outbound through the NIC facing the public Internet. The packet still has it’s source IP address as a
private LAN IP address. On the match to this rule, two actionstake place. The keep-state option will post this rule
into the keep-state dynamic rules table and the specified action is executed. The action is part of the info posted to the
dynamic table. In this case it is "skipto rule 500". Rule 500 NATs the packet IP address and out it goes. Remember
this, this is very important. This packet makes its way to thedestination and returns and enters the top of the rule set.
This time it does match rule 100 and has it destination IP address mapped back to its corresponding LAN IP address.
It then is processed by the check-state rule, it’s found in the table as an existing session conversation and released to
the LAN. It goes to the LAN PC that sent it and a new packet is sent requesting another segment of the data from the
remote server. This time it gets checked by the check-state rule and its outbound entry is found, the associated action,
’skipto 500’, is executed. The packet jumps to rule 500 gets NATed and released on it’s way out.

On the inbound side, everything coming in that is part of an existing session conversation is being automatically
handled by the check-state rule and the properly placed divert natd rules. All we have to address is denying all the
bad packets and only allowing in the authorized services. Lets say there is a apache server running on the firewall
box and we want people on the public Internet to be able to access the local web site. The new inbound start request
packet matches rule 100 and its IP address is mapped to LAN IP for the firewall box. The packet is them matched
against all the nasty things we want to check for and finally matches against rule 425. On a match two things occur.
The packet rule is posted to the keep-state dynamic table butthis time any new session requests originating from that
source IP address is limited to 2. This defends against DoS attacks of service running on the specified port number.
The action is allow so the packet is released to the LAN. On return the check-state rule recognizes the packet as
belonging to an existing session conversation sends it to rule 500 for NATing and released to outbound interface.

Example Ruleset #1:

#!/bin/sh
cmd="ipfw -q add"
skip="skipto 500"
pif=rl0
ks="keep-state"
good_tcpo="22,25,37,43,53,80,443,110,119"

721



a28.§j�

ipfw -q -f flush

$cmd 002 allow all from any to any via xl0 # exclude LAN traffic
$cmd 003 allow all from any to any via lo0 # exclude loopback tr affic

$cmd 100 divert natd ip from any to any in via $pif
$cmd 101 check-state

# Authorized outbound packets
$cmd 120 $skip udp from any to xx.168.240.2 53 out via $pif $ks
$cmd 121 $skip udp from any to xx.168.240.5 53 out via $pif $ks
$cmd 125 $skip tcp from any to any $good_tcpo out via $pif setu p $ks
$cmd 130 $skip icmp from any to any out via $pif $ks
$cmd 135 $skip udp from any to any 123 out via $pif $ks

# Deny all inbound traffic from non-routable reserved addre ss spaces
$cmd 300 deny all from 192.168.0.0/16 to any in via $pif #RFC 1 918 private IP
$cmd 301 deny all from 172.16.0.0/12 to any in via $pif #RFC 19 18 private IP
$cmd 302 deny all from 10.0.0.0/8 to any in via $pif #RFC 1918 p rivate IP
$cmd 303 deny all from 127.0.0.0/8 to any in via $pif #loopbac k
$cmd 304 deny all from 0.0.0.0/8 to any in via $pif #loopback
$cmd 305 deny all from 169.254.0.0/16 to any in via $pif #DHCP auto-config
$cmd 306 deny all from 192.0.2.0/24 to any in via $pif #reserv ed for docs
$cmd 307 deny all from 204.152.64.0/23 to any in via $pif #Sun cluster
$cmd 308 deny all from 224.0.0.0/3 to any in via $pif #Class D & E multicast

# Authorized inbound packets
$cmd 400 allow udp from xx.70.207.54 to any 68 in $ks
$cmd 420 allow tcp from any to me 80 in via $pif setup limit src- addr 1

$cmd 450 deny log ip from any to any

# This is skipto location for outbound stateful rules
$cmd 500 divert natd ip from any to any out via $pif
$cmd 510 allow ip from any to any

######################## end of rules ################# #

The following is pretty much the same as above, but uses a selfdocumenting coding style full of description
comments to help the inexperienced IPFW rule writer to better understand what the rules are doing.

Example Ruleset #2:

#!/bin/sh
################ Start of IPFW rules file ############### ################
# Flush out the list before we begin.
ipfw -q -f flush

# Set rules command prefix
cmd="ipfw -q add"
skip="skipto 800"
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pif="rl0" # public interface name of NIC
# facing the public Internet

################################################### ##############
# No restrictions on Inside LAN Interface for private networ k
# Change xl0 to your LAN NIC interface name
################################################### ##############
$cmd 005 allow all from any to any via xl0

################################################### ##############
# No restrictions on Loopback Interface
################################################### ##############
$cmd 010 allow all from any to any via lo0

################################################### ##############
# check if packet is inbound and nat address if it is
################################################### ##############
$cmd 014 divert natd ip from any to any in via $pif

################################################### ##############
# Allow the packet through if it has previous been added to the
# the "dynamic" rules table by a allow keep-state statement.
################################################### ##############
$cmd 015 check-state

################################################### ##############
# Interface facing Public Internet (Outbound Section)
# Interrogate session start requests originating from behi nd the
# firewall on the private network or from this gateway server
# destine for the public Internet.
################################################### ##############

# Allow out access to my ISP’s Domain name server.
# x.x.x.x must be the IP address of your ISP’s DNS
# Dup these lines if your ISP has more than one DNS server
# Get the IP addresses from /etc/resolv.conf file
$cmd 020 $skip tcp from any to x.x.x.x 53 out via $pif setup kee p-state

# Allow out access to my ISP’s DHCP server for cable/DSL confi gurations.
$cmd 030 $skip udp from any to x.x.x.x 67 out via $pif keep-sta te

# Allow out non-secure standard www function
$cmd 040 $skip tcp from any to any 80 out via $pif setup keep-st ate

# Allow out secure www function https over TLS SSL
$cmd 050 $skip tcp from any to any 443 out via $pif setup keep-s tate

# Allow out send & get email function
$cmd 060 $skip tcp from any to any 25 out via $pif setup keep-st ate
$cmd 061 $skip tcp from any to any 110 out via $pif setup keep-s tate

# Allow out FreeBSD (make install & CVSUP) functions
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# Basically give user root "GOD" privileges.
$cmd 070 $skip tcp from me to any out via $pif setup keep-state uid root

# Allow out ping
$cmd 080 $skip icmp from any to any out via $pif keep-state

# Allow out Time
$cmd 090 $skip tcp from any to any 37 out via $pif setup keep-st ate

# Allow out nntp news (i.e. news groups)
$cmd 100 $skip tcp from any to any 119 out via $pif setup keep-s tate

# Allow out secure FTP, Telnet, and SCP
# This function is using SSH (secure shell)
$cmd 110 $skip tcp from any to any 22 out via $pif setup keep-st ate

# Allow out whois
$cmd 120 $skip tcp from any to any 43 out via $pif setup keep-st ate

# Allow ntp time server
$cmd 130 $skip udp from any to any 123 out via $pif keep-state

################################################### ##############
# Interface facing Public Internet (Inbound Section)
# Interrogate packets originating from the public Internet
# destine for this gateway server or the private network.
################################################### ##############

# Deny all inbound traffic from non-routable reserved addre ss spaces
$cmd 300 deny all from 192.168.0.0/16 to any in via $pif #RFC 1 918 private IP
$cmd 301 deny all from 172.16.0.0/12 to any in via $pif #RFC 19 18 private IP
$cmd 302 deny all from 10.0.0.0/8 to any in via $pif #RFC 1918 p rivate IP
$cmd 303 deny all from 127.0.0.0/8 to any in via $pif #loopbac k
$cmd 304 deny all from 0.0.0.0/8 to any in via $pif #loopback
$cmd 305 deny all from 169.254.0.0/16 to any in via $pif #DHCP auto-config
$cmd 306 deny all from 192.0.2.0/24 to any in via $pif #reserv ed for docs
$cmd 307 deny all from 204.152.64.0/23 to any in via $pif #Sun cluster
$cmd 308 deny all from 224.0.0.0/3 to any in via $pif #Class D & E multicast

# `� ident
$cmd 315 deny tcp from any to any 113 in via $pif

# `�XbÝ Netbios ��. 137=name, 138=datagram, 139=session
# Netbios Î MS/Windows ç­5²��
#  >XbÝ MS/Windows x^(Ì§� hosts2 name server requests 81
$cmd 320 deny tcp from any to any 137 in via $pif
$cmd 321 deny tcp from any to any 138 in via $pif
$cmd 322 deny tcp from any to any 139 in via $pif
$cmd 323 deny tcp from any to any 81 in via $pif

# `��¢Ý;ôÕ¾���
$cmd 330 deny all from any to any frag in via $pif
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# Deny ACK packets that did not match the dynamic rule table
$cmd 332 deny tcp from any to any established in via $pif

# Allow traffic in from ISP’s DHCP server. This rule must cont ain
# the IP address of your ISP’s DHCP server as it’s the only
# authorized source to send this packet type.
# Only necessary for cable or DSL configurations.
# This rule is not needed for ’user ppp’ type connection to
# the public Internet. This is the same IP address you capture d
# and used in the outbound section.
$cmd 360 allow udp from x.x.x.x to any 68 in via $pif keep-stat e

# Allow in standard www function because I have Apache server
$cmd 370 allow tcp from any to me 80 in via $pif setup limit src- addr 2

# Allow in secure FTP, Telnet, and SCP from public Internet
$cmd 380 allow tcp from any to me 22 in via $pif setup limit src- addr 2

# Allow in non-secure Telnet session from public Internet
# labeled non-secure because ID & PW are passed over public
# Internet as clear text.
# Delete this sample group if you do not have telnet server ena bled.
$cmd 390 allow tcp from any to me 23 in via $pif setup limit src- addr 2

# Reject & Log all unauthorized incoming connections from th e public Internet
$cmd 400 deny log all from any to any in via $pif

# Reject & Log all unauthorized out going connections to the p ublic Internet
$cmd 450 deny log all from any to any out via $pif

# This is skipto location for outbound stateful rules
$cmd 800 divert natd ip from any to any out via $pif
$cmd 801 allow ip from any to any

# Everything else is denied by default
# deny and log all packets that fell through to see what they ar e
$cmd 999 deny log all from any to any
################ End of IPFW rules file ################# ##############
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% netstat -r

Routing tables
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Destination Gateway Flags Refs Use Netif Expire

default outside-gw UGSc 37 418 ppp0
localhost localhost UH 0 181 lo0
test0 0:e0:b5:36:cf:4f UHLW 5 63288 ed0 77
10.20.30.255 link#1 UHLW 1 2421
example.com link#1 UC 0 0
host1 0:e0:a8:37:8:1e UHLW 3 4601 lo0
host2 0:e0:a8:37:8:1e UHLW 0 5 lo0 =>
host2.example.com link#1 UC 0 0
224 link#1 UC 0 0

The first two lines specify the default route (which we will cover in thenext section) and thelocalhost route.

The interface (Netif column) that this routing table specifies to use forlocalhost is lo0 , also known as the
loopback device. This says to keep all traffic for this destination internal, rather than sending it out over the LAN,
since it will only end up back where it started.

The next thing that stands out are the addresses beginning with 0:e0: . These are Ethernet hardware addresses,
which are also known as MAC addresses. FreeBSD will automatically identify any hosts (test0 in the example) on
the local Ethernet and add a route for that host, directly to it over the Ethernet interface,ed0 . There is also a timeout
(Expire column) associated with this type of route, which is used if we fail to hear from the host in a specific
amount of time. When this happens, the route to this host willbe automatically deleted. These hosts are identified
using a mechanism known as RIP (Routing Information Protocol), which figures out routes to local hosts based upon
a shortest path determination.

FreeBSD will also add subnet routes for the local subnet (10.20.30.255 is the broadcast address for the subnet
10.20.30 , andexample.com is the domain name associated with that subnet). The designation link#1 refers to
the first Ethernet card in the machine. You will notice no additional interface is specified for those.

Both of these groups (local network hosts and local subnets)have their routes automatically configured by a daemon
calledrouted. If this is not run, then only routes which are statically defined (i.e. entered explicitly) will exist.

Thehost1 line refers to our host, which it knows by Ethernet address. Since we are the sending host, FreeBSD
knows to use the loopback interface (lo0 ) rather than sending it out over the Ethernet interface.

The twohost2 lines are an example of what happens when we use an ifconfig(8)alias (see the section on Ethernet
for reasons why we would do this). The=> symbol after thelo0 interface says that not only are we using the
loopback (since this address also refers to the local host),but specifically it is an alias. Such routes only show up on
the host that supports the alias; all other hosts on the localnetwork will simply have alink#1 line for such routes.

The final line (destination subnet224 ) deals with multicasting, which will be covered in another section.

Finally, various attributes of each route can be seen in theFlags column. Below is a short table of some of these
flags and their meanings:

U Up: The route is active.

H Host: The route destination is a single host.

G Gateway: Send anything for this destination on to this remote system, which will figure out
from there where to send it.

S Static: This route was configured manually, not automatically generated by the system.

C Clone: Generates a new route based upon this route for machines we connect to. This type
of route is normally used for local networks.
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W WasCloned: Indicated a route that was auto-configured based upon a local area network
(Clone) route.

L Link: Route involves references to Ethernet hardware.

29.2.2. Default Routes

When the local system needs to make a connection to a remote host, it checks the routing table to determine if a
known path exists. If the remote host falls into a subnet thatwe know how to reach (Cloned routes), then the system
checks to see if it can connect along that interface.

If all known paths fail, the system has one last option: theEdefaultF route. This route is a special type of gateway
route (usually the only one present in the system), and is always marked with ac in the flags field. For hosts on a
local area network, this gateway is set to whatever machine has a direct connection to the outside world (whether via
PPP link, DSL, cable modem, T1, or another network interface).

If you are configuring the default route for a machine which itself is functioning as the gateway to the outside world,
then the default route will be the gateway machine at your Internet Service Provider’s (ISP) site.

Let us look at an example of default routes. This is a common configuration:

Local2
Ethernet

Local1
PPP

ISP-Serv
Ethernet

T1-GW

The hostsLocal1 andLocal2 are at your site.Local1 is connected to an ISP via a dial up PPP connection. This
PPP server computer is connected through a local area network to another gateway computer through an external
interface to the ISPs Internet feed.

The default routes for each of your machines will be:

Host Default Gateway Interface

Local2 Local1 Ethernet

Local1 T1-GW PPP

A common question isEWhy (or how) would we set theT1-GWto be the default gateway forLocal1 , rather than
the ISP server it is connected to?F.

Remember, since the PPP interface is using an address on the ISP’s local network for your side of the connection,
routes for any other machines on the ISP’s local network willbe automatically generated. Hence, you will already
know how to reach theT1-GWmachine, so there is no need for the intermediate step of sending traffic to the ISP
server.

It is common to use the addressX.X.X.1 as the gateway address for your local network. So (using the same
example), if your local class-C address space was10.20.30 and your ISP was using10.9.9 then the default routes
would be:

Host Default Route

Local2 (10.20.30.2) Local1 (10.20.30.1)

Local1 (10.20.30.1, 10.9.9.30) T1-GW (10.9.9.1)

You can easily define the default route via the/etc/rc.conf file. In our example, on theLocal2 machine, we
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added the following line in/etc/rc.conf :

defaultrouter="10.20.30.1"

It is also possible to do it directly from the command line with the route(8) command:

# route add default 10.20.30.1

For more information on manual manipulation of network routing tables, consult route(8) manual page.

29.2.3. Dual Homed Hosts

There is one other type of configuration that we should cover,and that is a host that sits on two different networks.
Technically, any machine functioning as a gateway (in the example above, using a PPP connection) counts as a
dual-homed host. But the term is really only used to refer to amachine that sits on two local-area networks.

In one case, the machine has two Ethernet cards, each having an address on the separate subnets. Alternately, the
machine may only have one Ethernet card, and be using ifconfig(8) aliasing. The former is used if two physically
separate Ethernet networks are in use, the latter if there isone physical network segment, but two logically separate
subnets.

Either way, routing tables are set up so that each subnet knows that this machine is the defined gateway (inbound
route) to the other subnet. This configuration, with the machine acting as a router between the two subnets, is often
used when we need to implement packet filtering or firewall security in either or both directions.

If you want this machine to actually forward packets betweenthe two interfaces, you need to tell FreeBSD to enable
this ability. See the next section for more details on how to do this.

29.2.4. Building a Router

A network router is simply a system that forwards packets from one interface to another. Internet standards and good
engineering practice prevent the FreeBSD Project from enabling this by default in FreeBSD. You can enable this
feature by changing the following variable toYESin rc.conf(5):

gateway_enable=YES # Set to YES if this host will be a gateway

This option will set the sysctl(8) variablenet.inet.ip.forwarding to 1. If you should need to stop routing
temporarily, you can reset this to0 temporarily.

Your new router will need routes to know where to send the traffic. If your network is simple enough you can use
static routes. FreeBSD also comes with the standard BSD routing daemon routed(8), which speaks RIP (both version
1 and version 2) and IRDP. Support for BGP v4, OSPF v2, and other sophisticated routing protocols is available with
thenet/zebra package. Commercial products such asGateDare also available for more complex network routing
solutions.

729



a29.ç­
$Y�V

29.2.5. Setting Up Static Routes

Contributed by Al Hoang.

29.2.5.1. Manual Configuration

Let us assume we have a network as follows:

Internet

(10.0.0.1/24) Default Router to Internet

RouterA

Interface xl0, 10.0.0.10/24

Interface xl1, 192.168.1.1/24

FreeBSD gateway

RouterB

192.168.1.2/24

192.168.2.1/24

Internal Net 2

Internal Net 1

In this scenario,RouterA is our FreeBSD machine that is acting as a router to the rest ofthe Internet. It has a default
route set to10.0.0.1 which allows it to connect with the outside world. We will assume thatRouterB is already
configured properly and knows how to get wherever it needs to go. (This is simple in this picture. Just add a default
route onRouterB using192.168.1.1 as the gateway.)

If we look at the routing table forRouterA we would see something like the following:

% netstat -nr

Routing tables

Internet:
Destination Gateway Flags Refs Use Netif Expire
default 10.0.0.1 UGS 0 49378 xl0
127.0.0.1 127.0.0.1 UH 0 6 lo0
10.0.0/24 link#1 UC 0 0 xl0
192.168.1/24 link#2 UC 0 0 xl1

With the current routing tableRouterA will not be able to reach our Internal Net 2. It does not have a route for
192.168.2.0/24 . One way to alleviate this is to manually add the route. The following command would add the
Internal Net 2 network toRouterA ’s routing table using192.168.1.2 as the next hop:

# route add -net 192.168.2.0/24 192.168.1.2

Now RouterA can reach any hosts on the192.168.2.0/24 network.

29.2.5.2. Persistent Configuration

The above example is perfect for configuring a static route ona running system. However, one problem is that the
routing information will not persist if you reboot your FreeBSD machine. The way to handle the addition of a static
route is to put it in your/etc/rc.conf file:

# Add Internal Net 2 as a static route
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static_routes="internalnet2"
route_internalnet2="-net 192.168.2.0/24 192.168.1.2"

Thestatic_routes configuration variable is a list of strings separated by a space. Each string references to a route
name. In our above example we only have one string instatic_routes . This string isinternalnet2. We then
add a configuration variable calledroute_ internalnet2 where we put all of the configuration parameters we would
give to the route(8) command. For our example above we would have used the command:

# route add -net 192.168.2.0/24 192.168.1.2

so we need"-net 192.168.2.0/24 192.168.1.2" .

As said above, we can have more than one string instatic_routes . This allows us to create multiple static routes.
The following lines shows an example of adding static routesfor the192.168.0.0/24 and192.168.1.0/24

networks on an imaginary router:

static_routes="net1 net2"
route_net1="-net 192.168.0.0/24 192.168.0.1"
route_net2="-net 192.168.1.0/24 192.168.1.1"

29.2.6. Routing Propagation

We have already talked about how we define our routes to the outside world, but not about how the outside world
finds us.

We already know that routing tables can be set up so that all traffic for a particular address space (in our examples, a
class-C subnet) can be sent to a particular host on that network, which will forward the packets inbound.

When you get an address space assigned to your site, your service provider will set up their routing tables so that all
traffic for your subnet will be sent down your PPP link to your site. But how do sites across the country know to send
to your ISP?

There is a system (much like the distributed DNS information) that keeps track of all assigned address-spaces, and
defines their point of connection to the Internet Backbone. TheEBackboneF are the main trunk lines that carry
Internet traffic across the country, and around the world. Each backbone machine has a copy of a master set of tables,
which direct traffic for a particular network to a specific backbone carrier, and from there down the chain of service
providers until it reaches your network.

It is the task of your service provider to advertise to the backbone sites that they are the point of connection (and thus
the path inward) for your site. This is known as route propagation.

29.2.7. Troubleshooting

Sometimes, there is a problem with routing propagation, andsome sites are unable to connect to you. Perhaps the
most useful command for trying to figure out where routing is breaking down is the traceroute(8) command. It is
equally useful if you cannot seem to make a connection to a remote machine (i.e. ping(8) fails).

The traceroute(8) command is run with the name of the remote host you are trying to connect to. It will show the
gateway hosts along the path of the attempt, eventually either reaching the target host, or terminating because of a
lack of connection.
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For more information, see the manual page for traceroute(8).

29.2.8. Multicast Routing

FreeBSD supports both multicast applications and multicast routing natively. Multicast applications do not require
any special configuration of FreeBSD; applications will generally run out of the box. Multicast routing requires that
support be compiled into the kernel:

options MROUTING

In addition, the multicast routing daemon, mrouted(8) mustbe configured to set up tunnels and DVMRP via
/etc/mrouted.conf . More details on multicast configuration may be found in the manual page for mrouted(8).

29.3. Wireless Networking
Loader, Marc Fonvieille,vMurray Stokely.

29.3.1. Wireless Networking Basics

Most wireless networks are based on the IEEE 802.11 standards. A basic wireless network consists of multiple
stations communicating with radios that broadcast in either the 2.4GHz or 5GHz band (though this varies according
to the locale and is also changing to enable communication inthe 2.3GHz and 4.9GHz ranges).

802.11 networks are organized in two ways: ininfrastructure modeone station acts as a master with all the other
stations associating to it; the network is known as a BSS and the master station is termed an access point (AP). In a
BSS all communication passes through the AP; even when one station wants to communicate with another wireless
station messages must go through the AP. In the second form ofnetwork there is no master and stations communicate
directly. This form of network is termed an IBSS and is commonly known as anad-hoc network.

802.11 networks were first deployed in the 2.4GHz band using protocols defined by the IEEE 802.11 and 802.11b
standard. These specifications include the operating frequencies, MAC layer characteristics including framing and
transmission rates (communication can be done at various rates). Later the 802.11a standard defined operation in the
5GHz band, including different signalling mechanisms and higher transmission rates. Still later the 802.11g standard
was defined to enable use of 802.11a signalling and transmission mechanisms in the 2.4GHz band in such a way as
to be backwards compatible with 802.11b networks.

Separate from the underlying transmission techniques 802.11 networks have a variety of security mechanisms. The
original 802.11 specifications defined a simple security protocol called WEP. This protocol uses a fixed pre-shared
key and the RC4 cryptographic cipher to encode data transmitted on a network. Stations must all agree on the fixed
key in order to communicate. This scheme was shown to be easily broken and is now rarely used except to
discourage transient users from joining networks. Currentsecurity practice is given by the IEEE 802.11i
specification that defines new cryptographic ciphers and an additional protocol to authenticate stations to an access
point and exchange keys for doing data communication. Further, cryptographic keys are periodically refreshed and
there are mechanisms for detecting intrusion attempts (andfor countering intrusion attempts). Another security
protocol specification commonly used in wireless networks is termed WPA. This was a precursor to 802.11i defined
by an industry group as an interim measure while waiting for 802.11i to be ratified. WPA specifies a subset of the
requirements found in 802.11i and is designed for implementation on legacy hardware. Specifically WPA requires
only the TKIP cipher that is derived from the original WEP cipher. 802.11i permits use of TKIP but also requires
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support for a stronger cipher, AES-CCM, for encrypting data. (The AES cipher was not required in WPA because it
was deemed too computationally costly to be implemented on legacy hardware.)

Other than the above protocol standards the other importantstandard to be aware of is 802.11e. This defines protocols
for deploying multi-media applications such as streaming video and voice over IP (VoIP) in an 802.11 network. Like
802.11i, 802.11e also has a precursor specification termed WME (later renamed WMM) that has been defined by an
industry group as a subset of 802.11e that can be deployed nowto enable multi-media applications while waiting for
the final ratification of 802.11e. The most important thing toknow about 802.11e and WME/WMM is that it enables
prioritized traffic use of a wireless network through Quality of Service (QoS) protocols and enhanced media access
protocols. Proper implementation of these protocols enable high speed bursting of data and prioritized traffic flow.

Since the 6.0 version, FreeBSD supports networks that operate using 802.11a, 802.11b, and 802.11g. The WPA and
802.11i security protocols are likewise supported (in conjunction with any of 11a, 11b, and 11g) and QoS and traffic
prioritization required by the WME/WMM protocols are supported for a limited set of wireless devices.

29.3.2. Basic Setup

29.3.2.1. Kernel Configuration

To use wireless networking you need a wireless networking card and to configure the kernel with the appropriate
wireless networking support. The latter is separated into multiple modules so that you only need to configure the
software you are actually going to use.

The first thing you need is a wireless device. The most commonly used devices are those that use parts made by
Atheros. These devices are supported by the ath(4) driver and require the following line to be added to the
/boot/loader.conf file:

if_ath_load="YES"

The Atheros driver is split up into three separate pieces: the driver proper (ath(4)), the hardware support layer that
handles chip-specific functions (ath_hal(4)), and an algorithm for selecting which of several possible rates for
transmitting frames (ath_rate_sample here). When you loadthis support as modules these dependencies are
automatically handled for you. If instead of an Atheros device you had another device you would select the module
for that device; e.g.:

if_wi_load="YES"

for devices based on the Intersil Prism parts (wi(4) driver).

¥¥¥: In the rest of this document, we will use an ath(4) device, the device name in the examples must be changed
according to your configuration. A list of available wireless drivers can be found at the beginning of the wlan(4)
manual page. If a native FreeBSD driver for your wireless device does not exist, it may be possible to directly use
the Windows driver with the help of the NDIS driver wrapper.

With a device driver configured you need to also bring in the 802.11 networking support required by the driver. For
the ath(4) driver this is at least the wlan(4) module; this module is automatically loaded with the wireless device
driver. With that you will need the modules that implement cryptographic support for the security protocols you
intend to use. These are intended to be dynamically loaded ondemand by the wlan(4) module but for now they must
be manually configured. The following modules are available: wlan_wep(4), wlan_ccmp(4) and wlan_tkip(4). Both
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wlan_ccmp(4) and wlan_tkip(4) drivers are only needed if you intend to use the WPA and/or 802.11i security
protocols. If your network is to run totally open (i.e., withno encryption) then you do not even need the wlan_wep(4)
support. To load these modules at boot time, add the following lines to/boot/loader.conf :

wlan_wep_load="YES"
wlan_ccmp_load="YES"
wlan_tkip_load="YES"

With this information in the system bootstrap configurationfile (i.e., /boot/loader.conf ), you have to reboot
your FreeBSD box. If you do not want to reboot your machine forthe moment, you can just load the modules by
hand using kldload(8).

¥¥¥: If you do not want to use modules, it is possible to compile these drivers into the kernel by adding the
following lines to your kernel configuration file:

device ath # Atheros IEEE 802.11 wireless network driver
device ath_hal # Atheros Hardware Access Layer
device ath_rate_sample # John Bicket’s SampleRate control algorithm.
device wlan # 802.11 support (Required)
device wlan_wep # WEP crypto support for 802.11 devices
device wlan_ccmp # AES-CCMP crypto support for 802.11 devic es
device wlan_tkip # TKIP and Michael crypto support for 802.1 1 devices

With this information in the kernel configuration file, recompile the kernel and reboot your FreeBSD machine.

When the system is up, we could find some information about thewireless device in the boot messages, like this:

ath0: <Atheros 5212> mem 0xff9f0000-0xff9fffff irq 17 at de vice 2.0 on pci2
ath0: Ethernet address: 00:11:95:d5:43:62
ath0: mac 7.9 phy 4.5 radio 5.6

29.3.3. Infrastructure Mode

The infrastructure mode or BSS mode is the mode that is typically used. In this mode, a number of wireless access
points are connected to a wired network. Each wireless network has its own name, this name is called the SSID of
the network. Wireless clients connect to the wireless access points.

29.3.3.1. FreeBSD Clients

29.3.3.1.1. How to Find Access Points

To scan for networks, use theifconfig command. This request may take a few moments to complete as itrequires
that the system switches to each available wireless frequency and probes for available access points. Only the
super-user can initiate such a scan:

# ifconfig ath0 up scan

SSID BSSID CHAN RATE S:N INT CAPS
dlinkap 00:13:46:49:41:76 6 54M 29:0 100 EPS WPA WME
freebsdap 00:11:95:c3:0d:ac 1 54M 22:0 100 EPS WPA
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¥¥¥: You must mark the interface up before you can scan. Subsequent scan requests do not require you to mark
the interface up again.

The output of a scan request lists each BSS/IBSS network found. Beside the name of the network,SSID, we find the
BSSID which is the MAC address of the access point. TheCAPSfield identifies the type of each network and the
capabilities of the stations operating there:

E

Extended Service Set (ESS). Indicates that the station is part of an infrastructure network (in contrast to an
IBSS/ad-hoc network).

I

IBSS/ad-hoc network. Indicates that the station is part of an ad-hoc network (in contrast to an ESS network).

P

Privacy. Data confidentiality is required for all data frames exchanged within the BSS. This means that this BSS
requires the station to use cryptographic means such as WEP,TKIP or AES-CCMP to encrypt/decrypt data
frames being exchanged with others.

S

Short Preamble. Indicates that the network is using short preambles (defined in 802.11b High Rate/DSSS PHY,
short preamble utilizes a 56 bit sync field in contrast to a 128bit field used in long preamble mode).

s

Short slot time. Indicates that the 802.11g network is usinga short slot time because there are no legacy
(802.11b) stations present.

One can also display the current list of known networks with:

# ifconfig ath0 list scan

This information may be updated automatically by the adapter or manually with ascan request. Old data is
automatically removed from the cache, so over time this listmay shrink unless more scans are done.

29.3.3.1.2. Basic Settings

This section provides a simple example of how to make the wireless network adapter work in FreeBSD without
encryption. After you are familiar with these concepts, we strongly recommend usingWPA to set up your wireless
network.

There are three basic steps to configure a wireless network: selecting an access point, authenticating your station, and
configuring an IP address. The following sections discuss each step.

29.3.3.1.2.1. Selecting an Access Point

Most of time it is sufficient to let the system choose an accesspoint using the builtin heuristics. This is the default
behaviour when you mark an interface up or otherwise configure an interface by listing it in/etc/rc.conf , e.g.:

735



a29.ç­
$Y�V

ifconfig_ath0="DHCP"

If there are multiple access points and you want to select a specific one, you can select it by its SSID:

ifconfig_ath0="ssid your_ssid_here DHCP"

In an environment where there are multiple access points with the same SSID (often done to simplify roaming) it
may be necessary to associate to one specific device. In this case you can also specify the BSSID of the access point
(you can also leave off the SSID):

ifconfig_ath0="ssid your_ssid_here bssid xx:xx:xx:xx:xx:xx DHCP"

There are other ways to constrain the choice of an access point such as limiting the set of frequencies the system will
scan on. This may be useful if you have a multi-band wireless card as scanning all the possible channels can be
time-consuming. To limit operation to a specific band you canuse themode parameter; e.g.:

ifconfig_ath0="mode 11g ssid your_ssid_here DHCP"

will force the card to operate in 802.11g which is defined onlyfor 2.4GHz frequencies so any 5GHz channels will
not be considered. Other ways to do this are thechannel parameter, to lock operation to one specific frequency, and
thechanlist parameter, to specify a list of channels for scanning. More information about these parameters can be
found in the ifconfig(8) manual page.

29.3.3.1.2.2. Authentication

Once you have selected an access point your station needs to authenticate before it can pass data. Authentication can
happen in several ways. The most common scheme used is termedopen authentication and allows any station to join
the network and communicate. This is the authentication youshould use for test purpose the first time you set up a
wireless network. Other schemes require cryptographic handshakes be completed before data traffic can flow; either
using pre-shared keys or secrets, or more complex schemes that involve backend services such as RADIUS. Most
users will use open authentication which is the default setting. Next most common setup is WPA-PSK, also known as
WPA Personal, which is describedbelow.

¥¥¥: If you have an Apple AirPort® Extreme base station for an access point you may need to configure
shared-key authentication together with a WEP key. This can be done in the /etc/rc.conf file or using the
wpa_supplicant(8) program. If you have a single AirPort base station you can setup access with something like:

ifconfig_ath0="authmode shared wepmode on weptxkey 1 wepkey 01234567 DHCP"

In general shared key authentication is to be avoided because it uses the WEP key material in a
highly-constrained manner making it even easier to crack the key. If WEP must be used (e.g., for compatibility
with legacy devices) it is better to use WEP with open authentication. More information regarding WEP can be
found in the µÚ 29.3.3.1.4;.

29.3.3.1.2.3. Getting an IP Address with DHCP

Once you have selected an access point and set the authentication parameters, you will have to get an IP address to
communicate. Most of time you will obtain your wireless IP address via DHCP. To achieve that, simply edit
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/etc/rc.conf and addDHCPto the configuration for your device as shown in various examples above:

ifconfig_ath0="DHCP"

At this point, you are ready to bring up the wireless interface:

# /etc/rc.d/netif start

Once the interface is running, useifconfig to see the status of the interfaceath0 :

# ifconfig ath0

ath0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> mtu 1500
inet6 fe80::211:95ff:fed5:4362%ath0 prefixlen 64 scopei d 0x1
inet 192.168.1.100 netmask 0xffffff00 broadcast 192.168. 1.255
ether 00:11:95:d5:43:62
media: IEEE 802.11 Wireless Ethernet autoselect (OFDM/54M bps)
status: associated
ssid dlinkap channel 6 bssid 00:13:46:49:41:76
authmode OPEN privacy OFF txpowmax 36 protmode CTS bintval 1 00

Thestatus: associated means you are connected to the wireless network (to thedlinkap network in our case).
Thebssid 00:13:46:49:41:76 part is the MAC address of your access point; theauthmode line informs you
that the communication is not encrypted (OPEN).

29.3.3.1.2.4. Static IP Address

In the case you cannot obtain an IP address from a DHCP server,you can set a fixed IP address. Replace theDHCP

keyword shown above with the address information. Be sure toretain any other parameters you have set up for
selecting an access point:

ifconfig_ath0="inet 192.168.1.100 netmask 255.255.255.0 ssid your_ssid_here"

29.3.3.1.3. WPA

WPA (Wi-Fi Protected Access) is a security protocol used together with 802.11 networks to address the lack of
proper authentication and the weakness ofWEP. WPA leverages the 802.1X authentication protocol and usesone of
several ciphers instead of WEP for data integrity. The only cipher required by WPA is TKIP (Temporary Key
Integrity Protocol) which is a cipher that extends the basicRC4 cipher used by WEP by adding integrity checking,
tamper detection, and measures for responding to any detected intrusions. TKIP is designed to work on legacy
hardware with only software modification; it represents a compromise that improves security but is still not entirely
immune to attack. WPA also specifies the AES-CCMP cipher as analternative to TKIP and that is preferred when
possible; for this specification the term WPA2 (or RSN) is commonly used.

WPA defines authentication and encryption protocols. Authentication is most commonly done using one of two
techniques: by 802.1X and a backend authentication servicesuch as RADIUS, or by a minimal handshake between
the station and the access point using a pre-shared secret. The former is commonly termed WPA Enterprise with the
latter known as WPA Personal. Since most people will not set up a RADIUS backend server for wireless network,
WPA-PSK is by far the most commonly encountered configuration for WPA.
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The control of the wireless connection and the authentication (key negotiation or authentication with a server) is
done with the wpa_supplicant(8) utility. This program requires a configuration file,/etc/wpa_supplicant.conf ,
to run. More information regarding this file can be found in the wpa_supplicant.conf(5) manual page.

29.3.3.1.3.1. WPA-PSK

WPA-PSK also known as WPA-Personal is based on a pre-shared key (PSK) generated from a given password and
that will be used as the master key in the wireless network. This means every wireless user will share the same key.
WPA-PSK is intended for small networks where the use of an authentication server is not possible or desired.

ÊÊÊ×××Always use strong passwords that are sufficiently long and made from a rich alphabet so they will not be
guessed and/or attacked.

The first step is the configuration of the/etc/wpa_supplicant.conf file with the SSID and the pre-shared key of
your network:

network={
ssid="freebsdap"
psk="freebsdmall"

}

Then, in/etc/rc.conf , we indicate that the wireless device configuration will be done with WPA and the IP
address will be obtained with DHCP:

ifconfig_ath0="WPA DHCP"

Then, we can bring up the interface:

# /etc/rc.d/netif start

Starting wpa_supplicant.
DHCPDISCOVER on ath0 to 255.255.255.255 port 67 interval 5
DHCPDISCOVER on ath0 to 255.255.255.255 port 67 interval 6
DHCPOFFER from 192.168.0.1
DHCPREQUEST on ath0 to 255.255.255.255 port 67
DHCPACK from 192.168.0.1
bound to 192.168.0.254 -- renewal in 300 seconds.
ath0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> mtu 1500

inet6 fe80::211:95ff:fed5:4362%ath0 prefixlen 64 scopei d 0x1
inet 192.168.0.254 netmask 0xffffff00 broadcast 192.168. 0.255
ether 00:11:95:d5:43:62
media: IEEE 802.11 Wireless Ethernet autoselect (OFDM/36M bps)
status: associated
ssid freebsdap channel 1 bssid 00:11:95:c3:0d:ac
authmode WPA privacy ON deftxkey UNDEF TKIP 2:128-bit txpow max 36
protmode CTS roaming MANUAL bintval 100

Or you can try to configure it manually using the same/etc/wpa_supplicant.conf above, and run:

# wpa_supplicant -i ath0 -c /etc/wpa_supplicant.conf

Trying to associate with 00:11:95:c3:0d:ac (SSID=’freebs dap’ freq=2412 MHz)
Associated with 00:11:95:c3:0d:ac
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WPA: Key negotiation completed with 00:11:95:c3:0d:ac [PT K=TKIP GTK=TKIP]

The next operation is the launch of thedhclient command to get the IP address from the DHCP server:

# dhclient ath0

DHCPREQUEST on ath0 to 255.255.255.255 port 67
DHCPACK from 192.168.0.1
bound to 192.168.0.254 -- renewal in 300 seconds.
# ifconfig ath0

ath0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> mtu 1500
inet6 fe80::211:95ff:fed5:4362%ath0 prefixlen 64 scopei d 0x1
inet 192.168.0.254 netmask 0xffffff00 broadcast 192.168. 0.255
ether 00:11:95:d5:43:62
media: IEEE 802.11 Wireless Ethernet autoselect (OFDM/48M bps)
status: associated
ssid freebsdap channel 1 bssid 00:11:95:c3:0d:ac
authmode WPA privacy ON deftxkey UNDEF TKIP 2:128-bit txpow max 36
protmode CTS roaming MANUAL bintval 100

¥¥¥: If the /etc/rc.conf is set up with the line ifconfig_ath0="DHCP" then it is no need to run the dhclient

command manually, dhclient will be launched after wpa_supplicant plumbs the keys.

In the case where the use of DHCP is not possible, you can set a static IP address afterwpa_supplicant has
authenticated the station:

# ifconfig ath0 inet 192.168.0.100 netmask 255.255.255.0

# ifconfig ath0

ath0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> mtu 1500
inet6 fe80::211:95ff:fed5:4362%ath0 prefixlen 64 scopei d 0x1
inet 192.168.0.100 netmask 0xffffff00 broadcast 192.168. 0.255
ether 00:11:95:d5:43:62
media: IEEE 802.11 Wireless Ethernet autoselect (OFDM/36M bps)
status: associated
ssid freebsdap channel 1 bssid 00:11:95:c3:0d:ac
authmode WPA privacy ON deftxkey UNDEF TKIP 2:128-bit txpow max 36
protmode CTS roaming MANUAL bintval 100

When DHCP is not used, you also have to manually set up the default gateway and the nameserver:

# route add default your_default_router

# echo "nameserver your_DNS_server" >> /etc/resolv.conf

29.3.3.1.3.2. WPA with EAP-TLS

The second way to use WPA is with an 802.1X backend authentication server, in this case WPA is called
WPA-Enterprise to make difference with the less secure WPA-Personal with its pre-shared key. The authentication in
WPA-Enterprise is based on EAP (Extensible AuthenticationProtocol).
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EAP does not come with an encryption method, it was decided toembed EAP inside an encrypted tunnel. Many
types of EAP authentication methods have been designed, themost common methods are EAP-TLS, EAP-TTLS and
EAP-PEAP.

EAP-TLS (EAP with Transport Layer Security) is a very well-supported authentication protocol in the wireless
world since it was the first EAP method to be certified by the Wi-Fi alliance (http://www.wi-fi.org/). EAP-TLS will
require three certificates to run: the CA certificate (installed on all machines), the server certificate for your
authentication server, and one client certificate for each wireless client. In this EAP method, both authentication
server and wireless client authenticate each other in presenting their respective certificates, and they verify that these
certificates were signed by your organization’s certificateauthority (CA).

As previously, the configuration is done via/etc/wpa_supplicant.conf :

network={
ssid="freebsdap" ➊

proto=RSN ➋

key_mgmt=WPA-EAP ➌

eap=TLS ➍

identity="loader" ➎

ca_cert="/etc/certs/cacert.pem" ➏

client_cert="/etc/certs/clientcert.pem" ➐

private_key="/etc/certs/clientkey.pem" ➑

private_key_passwd="freebsdmallclient" ➒

}

➊ This field indicates the network name (SSID).

➋ Here, we use RSN (IEEE 802.11i) protocol, i.e., WPA2.

➌ Thekey_mgmt line refers to the key management protocol we use. In our caseit is WPA using EAP
authentication:WPA-EAP.

➍ In this field, we mention the EAP method for our connection.

➎ The identity field contains the identity string for EAP.

➏ Theca_cert field indicates the pathname of the CA certificate file. This file is needed to verify the server
certificat.

➐ Theclient_cert line gives the pathname to the client certificate file. This certificate is unique to each wireless
client of the network.

➑ Theprivate_key field is the pathname to the client certificate private key file.

➒ Theprivate_key_passwd field contains the passphrase for the private key.

Then add the following line to/etc/rc.conf :

ifconfig_ath0="WPA DHCP"

The next step is to bring up the interface with the help of therc.d facility:

# /etc/rc.d/netif start

Starting wpa_supplicant.
DHCPREQUEST on ath0 to 255.255.255.255 port 67
DHCPREQUEST on ath0 to 255.255.255.255 port 67
DHCPACK from 192.168.0.20
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bound to 192.168.0.254 -- renewal in 300 seconds.
ath0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> mtu 1500

inet6 fe80::211:95ff:fed5:4362%ath0 prefixlen 64 scopei d 0x1
inet 192.168.0.254 netmask 0xffffff00 broadcast 192.168. 0.255
ether 00:11:95:d5:43:62
media: IEEE 802.11 Wireless Ethernet autoselect (DS/11Mbp s)
status: associated
ssid freebsdap channel 1 bssid 00:11:95:c3:0d:ac
authmode WPA2/802.11i privacy ON deftxkey UNDEF TKIP 2:128 -bit
txpowmax 36 protmode CTS roaming MANUAL bintval 100

As previously shown, it is also possible to bring up the interface manually with bothwpa_supplicant and
ifconfig commands.

29.3.3.1.3.3. WPA with EAP-TTLS

With EAP-TLS both the authentication server and the client need a certificate, with EAP-TTLS (EAP-Tunneled
Transport Layer Security) a client certificate is optional.This method is close to what some secure web sites do ,
where the web server can create a secure SSL tunnel even if thevisitors do not have client-side certificates.
EAP-TTLS will use the encrypted TLS tunnel for safe transport of the authentication data.

The configuration is done via the/etc/wpa_supplicant.conf file:

network={
ssid="freebsdap"
proto=RSN
key_mgmt=WPA-EAP
eap=TTLS ➊

identity="test" ➋

password="test" ➌

ca_cert="/etc/certs/cacert.pem" ➍

phase2="auth=MD5" ➎

}

➊ In this field, we mention the EAP method for our connection.

➋ The identity field contains the identity string for EAP authentication inside the encrypted TLS tunnel.

➌ Thepassword field contains the passphrase for the EAP authentication.

➍ Theca_cert field indicates the pathname of the CA certificate file. This file is needed to verify the server
certificat.

➎ In this field, we mention the authentication method used in the encrypted TLS tunnel. In our case, EAP with
MD5-Challenge has been used. TheEinner authenticationF phase is often calledEphase2F.

You also have to add the following line to/etc/rc.conf :

ifconfig_ath0="WPA DHCP"

The next step is to bring up the interface:

# /etc/rc.d/netif start

Starting wpa_supplicant.
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DHCPREQUEST on ath0 to 255.255.255.255 port 67
DHCPREQUEST on ath0 to 255.255.255.255 port 67
DHCPREQUEST on ath0 to 255.255.255.255 port 67
DHCPACK from 192.168.0.20
bound to 192.168.0.254 -- renewal in 300 seconds.
ath0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> mtu 1500

inet6 fe80::211:95ff:fed5:4362%ath0 prefixlen 64 scopei d 0x1
inet 192.168.0.254 netmask 0xffffff00 broadcast 192.168. 0.255
ether 00:11:95:d5:43:62
media: IEEE 802.11 Wireless Ethernet autoselect (DS/11Mbp s)
status: associated
ssid freebsdap channel 1 bssid 00:11:95:c3:0d:ac
authmode WPA2/802.11i privacy ON deftxkey UNDEF TKIP 2:128 -bit
txpowmax 36 protmode CTS roaming MANUAL bintval 100

29.3.3.1.3.4. WPA with EAP-PEAP

PEAP (Protected EAP) has been designed as an alternative to EAP-TTLS. There are two types of PEAP methods, the
most common one is PEAPv0/EAP-MSCHAPv2. In the rest of this document, we will use the PEAP term to refer to
that EAP method. PEAP is the most used EAP standard after EAP-TLS, in other words if you have a network with
mixed OSes, PEAP should be the most supported standard afterEAP-TLS.

PEAP is similar to EAP-TTLS: it uses a server-side certificate to authenticate clients by creating an encrypted TLS
tunnel between the client and the authentication server, which protects the ensuing exchange of authentication
information. In term of security the difference between EAP-TTLS and PEAP is that PEAP authentication
broadcasts the username in clear, only the password is sent in the encrypted TLS tunnel. EAP-TTLS will use the TLS
tunnel for both username and password.

We have to edit the/etc/wpa_supplicant.conf file and add the EAP-PEAP related settings:

network={
ssid="freebsdap"
proto=RSN
key_mgmt=WPA-EAP
eap=PEAP ➊

identity="test" ➋

password="test" ➌

ca_cert="/etc/certs/cacert.pem" ➍

phase1="peaplabel=0" ➎

phase2="auth=MSCHAPV2" ➏

}

➊ In this field, we mention the EAP method for our connection.

➋ The identity field contains the identity string for EAP authentication inside the encrypted TLS tunnel.

➌ Thepassword field contains the passphrase for the EAP authentication.

➍ Theca_cert field indicates the pathname of the CA certificate file. This file is needed to verify the server
certificat.

➎ This field contains the parameters for the first phase of the authentication (the TLS tunnel). According to the
authentication server used, you will have to specify a specific label for the authentication. Most of time, the label
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will beEclient EAP encryptionFwhich is set by usingpeaplabel=0 . More information can be found in the
wpa_supplicant.conf(5) manual page.

➏ In this field, we mention the authentication protocol used inthe encrypted TLS tunnel. In the case of PEAP, it is
auth=MSCHAPV2.

The following must be added to/etc/rc.conf :

ifconfig_ath0="WPA DHCP"

Then, we can bring up the interface:

# /etc/rc.d/netif start

Starting wpa_supplicant.
DHCPREQUEST on ath0 to 255.255.255.255 port 67
DHCPREQUEST on ath0 to 255.255.255.255 port 67
DHCPREQUEST on ath0 to 255.255.255.255 port 67
DHCPACK from 192.168.0.20
bound to 192.168.0.254 -- renewal in 300 seconds.
ath0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> mtu 1500

inet6 fe80::211:95ff:fed5:4362%ath0 prefixlen 64 scopei d 0x1
inet 192.168.0.254 netmask 0xffffff00 broadcast 192.168. 0.255
ether 00:11:95:d5:43:62
media: IEEE 802.11 Wireless Ethernet autoselect (DS/11Mbp s)
status: associated
ssid freebsdap channel 1 bssid 00:11:95:c3:0d:ac
authmode WPA2/802.11i privacy ON deftxkey UNDEF TKIP 2:128 -bit
txpowmax 36 protmode CTS roaming MANUAL bintval 100

29.3.3.1.4. WEP

WEP (Wired Equivalent Privacy) is part of the original 802.11 standard. There is no authentication mechanism, only
a weak form of access control, and it is easily to be cracked.

WEP can be set up withifconfig :

# ifconfig ath0 inet 192.168.1.100 netmask 255.255.255.0 ssid my_net \

wepmode on weptxkey 3 wepkey 3:0x3456789012

� Theweptxkey means which WEP key will be used in the transmission. Here we used the third key. This must
match the setting in the access point.

� Thewepkey means setting the selected WEP key. It should in the formatindex:key, if the index is not given,
key1 is set. That is to say we need to set the index if we use keys other than the first key.

¥¥¥: You must replace the 0x3456789012 with the key configured for use on the access point.

You are encouraged to read ifconfig(8) manual page for further information.
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Thewpa_supplicant facility also can be used to configure your wireless interface with WEP. The example above
can be set up by adding the following lines to/etc/wpa_supplicant.conf :

network={
ssid="my_net"
key_mgmt=NONE
wep_key3=3456789012
wep_tx_keyidx=3

}

Then:

# wpa_supplicant -i ath0 -c /etc/wpa_supplicant.conf

Trying to associate with 00:13:46:49:41:76 (SSID=’dlinka p’ freq=2437 MHz)
Associated with 00:13:46:49:41:76

29.3.4. Ad-hoc Mode

IBSS mode, also called ad-hoc mode, is designed for point to point connections. For example, to establish an ad-hoc
network between the machineA and the machineB we will just need to choose two IP adresses and a SSID.

On the boxA:

# ifconfig ath0 inet 192.168.0.1 netmask 255.255.255.0 ssid freebsdap mediaopt adhoc

# ifconfig ath0

ath0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> mtu 1500
inet 192.168.0.1 netmask 0xffffff00 broadcast 192.168.0. 255
inet6 fe80::211:95ff:fec3:dac%ath0 prefixlen 64 scopeid 0x4
ether 00:11:95:c3:0d:ac
media: IEEE 802.11 Wireless Ethernet autoselect <adhoc> (a utoselect <adhoc>)
status: associated
ssid freebsdap channel 2 bssid 02:11:95:c3:0d:ac
authmode OPEN privacy OFF txpowmax 36 protmode CTS bintval 1 00

Theadhoc parameter indicates the interface is running in the IBSS mode.

On B, we should be able to detectA:

# ifconfig ath0 up scan

SSID BSSID CHAN RATE S:N INT CAPS
freebsdap 02:11:95:c3:0d:ac 2 54M 19:0 100 IS

TheI in the output confirms the machineA is in ad-hoc mode. We just have to configureB with a different IP address:

# ifconfig ath0 inet 192.168.0.2 netmask 255.255.255.0 ssid freebsdap mediaopt adhoc

# ifconfig ath0

ath0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> mtu 1500
inet6 fe80::211:95ff:fed5:4362%ath0 prefixlen 64 scopei d 0x1
inet 192.168.0.2 netmask 0xffffff00 broadcast 192.168.0. 255
ether 00:11:95:d5:43:62
media: IEEE 802.11 Wireless Ethernet autoselect <adhoc> (a utoselect <adhoc>)
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status: associated
ssid freebsdap channel 2 bssid 02:11:95:c3:0d:ac
authmode OPEN privacy OFF txpowmax 36 protmode CTS bintval 1 00

Both A andB are now ready to exchange informations.

29.3.5. FreeBSD Host Access Points

FreeBSD can act as an Access Point (AP) which eliminates the need to buy a hardware AP or run an ad-hoc network.
This can be particularly useful when your FreeBSD machine isacting as a gateway to another network (e.g., the
Internet).

29.3.5.1. Basic Settings

Before configuring your FreeBSD machine as an AP, the kernel must be configured with the appropriate wireless
networking support for your wireless card. You also have to add the support for the security protocols you intend to
use. For more details, seeµÚ 29.3.2;.

¥¥¥: The use of the NDIS driver wrapper and the Windows drivers do not allow currently the AP operation. Only
native FreeBSD wireless drivers support AP mode.

Once the wireless networking support is loaded, you can check if your wireless device supports the host-based access
point mode (also know as hostap mode):

# ifconfig ath0 list caps

ath0=783ed0f<WEP,TKIP,AES,AES_CCM,IBSS,HOSTAP,AHDEM O,TXPMGT,SHSLOT,SHPREAMBLE,MONITOR,TKIPMIC,WPA1,WPA2

This output displays the card capabilities; theHOSTAPword confirms this wireless card can act as an Access Point.
Various supported ciphers are also mentioned: WEP, TKIP, WPA2, etc., these informations are important to know
what security protocols could be set on the Access Point.

The wireless device can now be put into hostap mode and configured with the correct SSID and IP address:

# ifconfig ath0 ssid freebsdap mode 11g mediaopt hostap inet 192.168.0.1 netmask 255.255.255.0

Use againifconfig to see the status of theath0 interface:

# ifconfig ath0

ath0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> mtu 1500
inet 192.168.0.1 netmask 0xffffff00 broadcast 192.168.0. 255
inet6 fe80::211:95ff:fec3:dac%ath0 prefixlen 64 scopeid 0x4
ether 00:11:95:c3:0d:ac
media: IEEE 802.11 Wireless Ethernet autoselect mode 11g <h ostap>
status: associated
ssid freebsdap channel 1 bssid 00:11:95:c3:0d:ac
authmode OPEN privacy OFF txpowmax 38 bmiss 7 protmode CTS bu rst dtimperiod 1 bintval 100

Thehostap parameter indicates the interface is running in the host-based access point mode.

The interface configuration can be done automatically at boot time by adding the following line to/etc/rc.conf :
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ifconfig_ath0="ssid freebsdap mode 11g mediaopt hostap inet 192.168.0.1 netmask 255.255.255.0"

29.3.5.2. Host-based Access Point without Authentication or Encryption

Although it is not recommended to run an AP without any authentication or encryption, this is a simple way to check
if your AP is working. This configuration is also important for debugging client issues.

Once the AP configured as previously shown, it is possible from another wireless machine to initiate a scan to find
the AP:

# ifconfig ath0 up scan

SSID BSSID CHAN RATE S:N INT CAPS
freebsdap 00:11:95:c3:0d:ac 1 54M 22:1 100 ES

The client machine found the Access Point and can be associated with it:

# ifconfig ath0 ssid freebsdap inet 192.168.0.2 netmask 255.255.255.0

# ifconfig ath0

ath0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> mtu 1500
inet6 fe80::211:95ff:fed5:4362%ath0 prefixlen 64 scopei d 0x1
inet 192.168.0.2 netmask 0xffffff00 broadcast 192.168.0. 255
ether 00:11:95:d5:43:62
media: IEEE 802.11 Wireless Ethernet autoselect (OFDM/54M bps)
status: associated
ssid freebsdap channel 1 bssid 00:11:95:c3:0d:ac
authmode OPEN privacy OFF txpowmax 36 protmode CTS bintval 1 00

29.3.5.3. WPA Host-based Access Point

This section will focus on setting up FreeBSD Access Point using the WPA security protocol. More details regarding
WPA and the configuration of WPA-based wireless clients can be found in theµÚ 29.3.3.1.3;.

Thehostapddaemon is used to deal with client authentication and keys management on the WPA enabled Access
Point.

In the following, all the configuration operations will be performed on the FreeBSD machine acting as AP. Once the
AP is correctly working,hostapdshould be automatically enabled at boot with the following line in /etc/rc.conf :

hostapd_enable="YES"

Before trying to configurehostapd, be sure you have done the basic settings introduced in theµÚ 29.3.5.1;.

29.3.5.3.1. WPA-PSK

WPA-PSK is intended for small networks where the use of an backend authentication server is not possible or
desired.

The configuration is done in the/etc/hostapd.conf file:

interface=ath0 ➊

debug=1 ➋

ctrl_interface=/var/run/hostapd ➌
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ctrl_interface_group=wheel ➍

ssid=freebsdap ➎

wpa=1 ➏

wpa_passphrase=freebsdmall ➐

wpa_key_mgmt=WPA-PSK ➑

wpa_pairwise=CCMP TKIP ➒

➊ This field indicates the wireless interface used for the Access Point.

➋ This field sets the level of verbosity during the execution ofhostapd. A value of1 represents the minimal level.

➌ Thectrl_interface field gives the pathname of the directory used byhostapdto stores its domain socket
files for the communication with external programs such as hostapd_cli(8). The default value is used here.

➍ Thectrl_interface_group line sets the group (here, it is thewheel group) allowed to access to the control
interface files.

➎ This field sets the network name.

➏ Thewpa field enables WPA and specifies which WPA authentication protocol will be required. A value of1
configures the AP for WPA-PSK.

➐ Thewpa_passphrase field contains the ASCII passphrase for the WPA authentication.

ÊÊÊ×××Always use strong passwords that are sufficiently long and made from a rich alphabet so they will not
be guessed and/or attacked.

➑ Thewpa_key_mgmt line refers to the key management protocol we use. In our caseit is WPA-PSK.

➒ Thewpa_pairwise field indicates the set of accepted encryption algorithms bythe Access Point. Here both
TKIP (WPA) and CCMP (WPA2) ciphers are accepted. CCMP cipheris an alternative to TKIP and that is
strongly preferred when possible; TKIP should be used solely for stations incapable of doing CCMP.

The next step is to starthostapd:

# /etc/rc.d/hostapd forcestart

# ifconfig ath0

ath0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> mtu 2290
inet 192.168.0.1 netmask 0xffffff00 broadcast 192.168.0. 255
inet6 fe80::211:95ff:fec3:dac%ath0 prefixlen 64 scopeid 0x4
ether 00:11:95:c3:0d:ac
media: IEEE 802.11 Wireless Ethernet autoselect mode 11g <h ostap>
status: associated
ssid freebsdap channel 1 bssid 00:11:95:c3:0d:ac
authmode WPA2/802.11i privacy MIXED deftxkey 2 TKIP 2:128- bit txpowmax 36 protmode CTS dtimperiod

The Access Point is running, the clients can now be associated with it, seeµÚ 29.3.3.1.3; for more details. It is
possible to see the stations associated with the AP using theifconfig ath0 list sta command.
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29.3.5.4. WEP Host-based Access Point

It is not recommended to use WEP for setting up an Access Pointsince there is no authentication mechanism and it
is easily to be cracked. Some legacy wireless cards only support WEP as security protocol, these cards will only
allow to set up AP without authentication or encryption or using the WEP protocol.

The wireless device can now be put into hostap mode and configured with the correct SSID and IP address:

# ifconfig ath0 ssid freebsdap wepmode on weptxkey 3 wepkey 3:0x3456789012 mode 11g mediao pt hostap \

inet 192.168.0.1 netmask 255.255.255.0

� Theweptxkey means which WEP key will be used in the transmission. Here we used the third key (note that the
key numbering starts with1). This parameter must be specified to really encrypt the data.

� Thewepkey means setting the selected WEP key. It should in the formatindex:key, if the index is not given,
key1 is set. That is to say we need to set the index if we use keys other than the first key.

Use againifconfig to see the status of theath0 interface:

# ifconfig ath0

ath0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTIC AST> mtu 1500
inet 192.168.0.1 netmask 0xffffff00 broadcast 192.168.0. 255
inet6 fe80::211:95ff:fec3:dac%ath0 prefixlen 64 scopeid 0x4
ether 00:11:95:c3:0d:ac
media: IEEE 802.11 Wireless Ethernet autoselect mode 11g <h ostap>
status: associated
ssid freebsdap channel 1 bssid 00:11:95:c3:0d:ac
authmode OPEN privacy ON deftxkey 3 wepkey 3:40-bit txpowma x 36 protmode CTS dtimperiod 1

From another wireless machine, it is possible to initiate a scan to find the AP:

# ifconfig ath0 up scan

SSID BSSID CHAN RATE S:N INT CAPS
freebsdap 00:11:95:c3:0d:ac 1 54M 22:1 100 EPS

The client machine found the Access Point and can be associated with it using the correct parameters (key, etc.), see
µÚ 29.3.3.1.4; for more details.

29.3.6. Troubleshooting

If you are having trouble with wireless networking, there are a number of steps you can take to help troubleshoot the
problem.

� If you do not see the access point listed when scanning be sureyou have not configured your wireless device to a
limited set of channels.

� If you cannot associate to an access point verify the configuration of your station matches the one of the access
point. This includes the authentication scheme and any security protocols. Simplify your configuration as much as
possible. If you are using a security protocol such as WPA or WEP configure the access point for open
authentication and no security to see if you can get traffic topass.
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�Once you can associate to the access point diagnose any security configuration using simple tools like ping(8).

Thewpa_supplicant has much debugging support; try running it manually with the-dd option and look at the
system logs.

� There are also many lower-level debugging tools. You can enable debugging messages in the 802.11 protocol
support layer using thewlandebug program found in/usr/src/tools/tools/net80211 . For example:

# wlandebug -i ath0 +scan+auth+debug+assoc

net.wlan.0.debug: 0 => 0xc80000<assoc,auth,scan>

can be used to enable console messages related to scanning for access points and doing the 802.11 protocol
handshakes required to arrange communication.

There are also many useful statistics maintained by the 802.11 layer; thewlanstats tool will dump these
informations. These statistics should identify all errorsidentified by the 802.11 layer. Beware however that some
errors are identified in the device drivers that lie below the802.11 layer so they may not show up. To diagnose
device-specific problems you need to refer to the drivers’ documentation.

If the above information does not help to clarify the problem, please submit a problem report and include output
from the above tools.

29.4. Bluetooth
Written by Pav Lucistnik.

29.4.1. Introduction

Bluetooth is a wireless technology for creating personal networks operating in the 2.4 GHz unlicensed band, with a
range of 10 meters. Networks are usually formed ad-hoc from portable devices such as cellular phones, handhelds
and laptops. Unlike the other popular wireless technology,Wi-Fi, Bluetooth offers higher level service profiles, e.g.
FTP-like file servers, file pushing, voice transport, serialline emulation, and more.

The Bluetooth stack in FreeBSD is implemented using the Netgraph framework (see netgraph(4)). A broad variety of
Bluetooth USB dongles is supported by the ng_ubt(4) driver.The Broadcom BCM2033 chip based Bluetooth devices
are supported via the ubtbcmfw(4) and ng_ubt(4) drivers. The 3Com Bluetooth PC Card 3CRWB60-A is supported
by the ng_bt3c(4) driver. Serial and UART based Bluetooth devices are supported via sio(4), ng_h4(4) and
hcseriald(8). This section describes the use of the USB Bluetooth dongle.

29.4.2. Plugging in the Device

By default Bluetooth device drivers are available as kernelmodules. Before attaching a device, you will need to load
the driver into the kernel:

# kldload ng_ubt

If the Bluetooth device is present in the system during system startup, load the module from/boot/loader.conf :

ng_ubt_load="YES"

Plug in your USB dongle. The output similar to the following will appear on the console (or in syslog):
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ubt0: vendor 0x0a12 product 0x0001, rev 1.10/5.25, addr 2
ubt0: Interface 0 endpoints: interrupt=0x81, bulk-in=0x8 2, bulk-out=0x2
ubt0: Interface 1 (alt.config 5) endpoints: isoc-in=0x83, isoc-out=0x3,

wMaxPacketSize=49, nframes=6, buffer size=294

¥¥¥: The Bluetooth stack has to be started manually on FreeBSD 6.0, and on FreeBSD 5.X before 5.5. It is done
automatically from devd(8) on FreeBSD 5.5, 6.1 and newer.

Copy /usr/share/examples/netgraph/bluetooth/rc.bluetooth into some convenient place, like
/etc/rc.bluetooth . This script is used to start and stop the Bluetooth stack. It is a good idea to stop the stack
before unplugging the device, but it is not (usually) fatal. When starting the stack, you will receive output similar to
the following:

# /etc/rc.bluetooth start ubt0

BD_ADDR: 00:02:72:00:d4:1a
Features: 0xff 0xff 0xf 00 00 00 00 00
<3-Slot> <5-Slot> <Encryption> <Slot offset>
<Timing accuracy> <Switch> <Hold mode> <Sniff mode>
<Park mode> <RSSI> <Channel quality> <SCO link>
<HV2 packets> <HV3 packets> <u-law log> <A-law log> <CVSD>
<Paging scheme> <Power control> <Transparent SCO data>
Max. ACL packet size: 192 bytes
Number of ACL packets: 8
Max. SCO packet size: 64 bytes
Number of SCO packets: 8

29.4.3. Host Controller Interface (HCI)

Host Controller Interface (HCI) provides a command interface to the baseband controller and link manager, and
access to hardware status and control registers. This interface provides a uniform method of accessing the Bluetooth
baseband capabilities. HCI layer on the Host exchanges dataand commands with the HCI firmware on the Bluetooth
hardware. The Host Controller Transport Layer (i.e. physical bus) driver provides both HCI layers with the ability to
exchange information with each other.

A single Netgraph node of typehci is created for a single Bluetooth device. The HCI node is normally connected to
the Bluetooth device driver node (downstream) and the L2CAPnode (upstream). All HCI operations must be
performed on the HCI node and not on the device driver node. Default name for the HCI node isEdevicehciF. For
more details refer to the ng_hci(4) manual page.

One of the most common tasks is discovery of Bluetooth devices in RF proximity. This operation is calledinquiry.
Inquiry and other HCI related operations are done with the hccontrol(8) utility. The example below shows how to
find out which Bluetooth devices are in range. You should receive the list of devices in a few seconds. Note that a
remote device will only answer the inquiry if it put intodiscoverablemode.

% hccontrol -n ubt0hci inquiry

Inquiry result, num_responses=1
Inquiry result #0

BD_ADDR: 00:80:37:29:19:a4
Page Scan Rep. Mode: 0x1
Page Scan Period Mode: 00
Page Scan Mode: 00
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Class: 52:02:04
Clock offset: 0x78ef

Inquiry complete. Status: No error [00]

BD_ADDRis unique address of a Bluetooth device, similar to MAC addresses of a network card. This address is
needed for further communication with a device. It is possible to assign human readable name to a BD_ADDR. The
/etc/bluetooth/hosts file contains information regarding the known Bluetooth hosts. The following example
shows how to obtain human readable name that was assigned to the remote device:

% hccontrol -n ubt0hci remote_name_request 00:80:37:29:19 :a4

BD_ADDR: 00:80:37:29:19:a4
Name: Pav’s T39

If you perform an inquiry on a remote Bluetooth device, it will find your computer asEyour.host.name (ubt0)F.
The name assigned to the local device can be changed at any time.

The Bluetooth system provides a point-to-point connection(only two Bluetooth units involved), or a
point-to-multipoint connection. In the point-to-multipoint connection the connection is shared among several
Bluetooth devices. The following example shows how to obtain the list of active baseband connections for the local
device:

% hccontrol -n ubt0hci read_connection_list

Remote BD_ADDR Handle Type Mode Role Encrypt Pending Queue S tate
00:80:37:29:19:a4 41 ACL 0 MAST NONE 0 0 OPEN

A connection handleis useful when termination of the baseband connection is required. Note, that it is normally not
required to do it by hand. The stack will automatically terminate inactive baseband connections.

# hccontrol -n ubt0hci disconnect 41

Connection handle: 41
Reason: Connection terminated by local host [0x16]

Refer tohccontrol help for a complete listing of available HCI commands. Most of theHCI commands do not
require superuser privileges.

29.4.4. Logical Link Control and Adaptation Protocol (L2CA P)

Logical Link Control and Adaptation Protocol (L2CAP) provides connection-oriented and connectionless data
services to upper layer protocols with protocol multiplexing capability and segmentation and reassembly operation.
L2CAP permits higher level protocols and applications to transmit and receive L2CAP data packets up to 64
kilobytes in length.

L2CAP is based around the concept ofchannels. Channel is a logical connection on top of baseband connection.
Each channel is bound to a single protocol in a many-to-one fashion. Multiple channels can be bound to the same
protocol, but a channel cannot be bound to multiple protocols. Each L2CAP packet received on a channel is directed
to the appropriate higher level protocol. Multiple channels can share the same baseband connection.

A single Netgraph node of typel2capis created for a single Bluetooth device. The L2CAP node is normally
connected to the Bluetooth HCI node (downstream) and Bluetooth sockets nodes (upstream). Default name for the
L2CAP node isEdevicel2capF. For more details refer to the ng_l2cap(4) manual page.
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A useful command is l2ping(8), which can be used to ping otherdevices. Some Bluetooth implementations might not
return all of the data sent to them, so0 bytes in the following example is normal.

# l2ping -a 00:80:37:29:19:a4

0 bytes from 0:80:37:29:19:a4 seq_no=0 time=48.633 ms resu lt=0
0 bytes from 0:80:37:29:19:a4 seq_no=1 time=37.551 ms resu lt=0
0 bytes from 0:80:37:29:19:a4 seq_no=2 time=28.324 ms resu lt=0
0 bytes from 0:80:37:29:19:a4 seq_no=3 time=46.150 ms resu lt=0

The l2control(8) utility is used to perform various operations on L2CAP nodes. This example shows how to obtain
the list of logical connections (channels) and the list of baseband connections for the local device:

% l2control -a 00:02:72:00:d4:1a read_channel_list

L2CAP channels:
Remote BD_ADDR SCID/ DCID PSM IMTU/ OMTU State
00:07:e0:00:0b:ca 66/ 64 3 132/ 672 OPEN
% l2control -a 00:02:72:00:d4:1a read_connection_list

L2CAP connections:
Remote BD_ADDR Handle Flags Pending State
00:07:e0:00:0b:ca 41 O 0 OPEN

Another diagnostic tool is btsockstat(1). It does a job similar to as netstat(1) does, but for Bluetooth network-related
data structures. The example below shows the same logical connection as l2control(8) above.

% btsockstat

Active L2CAP sockets
PCB Recv-Q Send-Q Local address/PSM Foreign address CID Sta te
c2afe900 0 0 00:02:72:00:d4:1a/3 00:07:e0:00:0b:ca 66 OPE N
Active RFCOMM sessions
L2PCB PCB Flag MTU Out-Q DLCs State
c2afe900 c2b53380 1 127 0 Yes OPEN
Active RFCOMM sockets
PCB Recv-Q Send-Q Local address Foreign address Chan DLCI St ate
c2e8bc80 0 250 00:02:72:00:d4:1a 00:07:e0:00:0b:ca 3 6 OPE N

29.4.5. RFCOMM Protocol

The RFCOMM protocol provides emulation of serial ports overthe L2CAP protocol. The protocol is based on the
ETSI standard TS 07.10. RFCOMM is a simple transport protocol, with additional provisions for emulating the 9
circuits of RS-232 (EIATIA-232-E) serial ports. The RFCOMMprotocol supports up to 60 simultaneous connections
(RFCOMM channels) between two Bluetooth devices.

For the purposes of RFCOMM, a complete communication path involves two applications running on different
devices (the communication endpoints) with a communication segment between them. RFCOMM is intended to
cover applications that make use of the serial ports of the devices in which they reside. The communication segment
is a Bluetooth link from one device to another (direct connect).

RFCOMM is only concerned with the connection between the devices in the direct connect case, or between the
device and a modem in the network case. RFCOMM can support other configurations, such as modules that
communicate via Bluetooth wireless technology on one side and provide a wired interface on the other side.

In FreeBSD the RFCOMM protocol is implemented at the Bluetooth sockets layer.
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29.4.6. Pairing of Devices

By default, Bluetooth communication is not authenticated,and any device can talk to any other device. A Bluetooth
device (for example, cellular phone) may choose to require authentication to provide a particular service (for
example, Dial-Up service). Bluetooth authentication is normally done withPIN codes. A PIN code is an ASCII
string up to 16 characters in length. User is required to enter the same PIN code on both devices. Once user has
entered the PIN code, both devices will generate alink key. After that the link key can be stored either in the devices
themselves or in a persistent storage. Next time both devices will use previously generated link key. The described
above procedure is calledpairing. Note that if the link key is lost by any device then pairing must be repeated.

The hcsecd(8) daemon is responsible for handling of all Bluetooth authentication requests. The default configuration
file is /etc/bluetooth/hcsecd.conf . An example section for a cellular phone with the PIN code arbitrarily set
toE1234F is shown below:

device {
bdaddr 00:80:37:29:19:a4;
name "Pav’s T39";
key nokey;
pin "1234";

}

There is no limitation on PIN codes (except length). Some devices (for example Bluetooth headsets) may have a
fixed PIN code built in. The-d switch forces the hcsecd(8) daemon to stay in the foreground, so it is easy to see what
is happening. Set the remote device to receive pairing and initiate the Bluetooth connection to the remote device. The
remote device should say that pairing was accepted, and request the PIN code. Enter the same PIN code as you have
in hcsecd.conf . Now your PC and the remote device are paired. Alternatively, you can initiate pairing on the
remote device.

On FreeBSD 5.5, 6.1 and newer, the following line can be addedto the/etc/rc.conf file to havehcsecdstarted
automatically on system start:

hcsecd_enable="YES"

The following is a sample of thehcsecddaemon output:

hcsecd[16484]: Got Link_Key_Request event from ’ubt0hci’ , remote bdaddr 0:80:37:29:19:a4
hcsecd[16484]: Found matching entry, remote bdaddr 0:80:3 7:29:19:a4, name ’Pav’s T39’, link key doesn’t
hcsecd[16484]: Sending Link_Key_Negative_Reply to ’ubt0 hci’ for remote bdaddr 0:80:37:29:19:a4
hcsecd[16484]: Got PIN_Code_Request event from ’ubt0hci’ , remote bdaddr 0:80:37:29:19:a4
hcsecd[16484]: Found matching entry, remote bdaddr 0:80:3 7:29:19:a4, name ’Pav’s T39’, PIN code exists
hcsecd[16484]: Sending PIN_Code_Reply to ’ubt0hci’ for re mote bdaddr 0:80:37:29:19:a4

29.4.7. Service Discovery Protocol (SDP)

The Service Discovery Protocol (SDP) provides the means forclient applications to discover the existence of
services provided by server applications as well as the attributes of those services. The attributes of a service include
the type or class of service offered and the mechanism or protocol information needed to utilize the service.

SDP involves communication between a SDP server and a SDP client. The server maintains a list of service records
that describe the characteristics of services associated with the server. Each service record contains information
about a single service. A client may retrieve information from a service record maintained by the SDP server by
issuing a SDP request. If the client, or an application associated with the client, decides to use a service, it must open
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a separate connection to the service provider in order to utilize the service. SDP provides a mechanism for
discovering services and their attributes, but it does not provide a mechanism for utilizing those services.

Normally, a SDP client searches for services based on some desired characteristics of the services. However, there
are times when it is desirable to discover which types of services are described by an SDP server’s service records
without any a priori information about the services. This process of looking for any offered services is called
browsing.

The Bluetooth SDP server sdpd(8) and command line client sdpcontrol(8) are included in the standard FreeBSD
installation. The following example shows how to perform a SDP browse query.

% sdpcontrol -a 00:01:03:fc:6e:ec browse

Record Handle: 00000000
Service Class ID List:

Service Discovery Server (0x1000)
Protocol Descriptor List:

L2CAP (0x0100)
Protocol specific parameter #1: u/int/uuid16 1
Protocol specific parameter #2: u/int/uuid16 1

Record Handle: 0x00000001
Service Class ID List:

Browse Group Descriptor (0x1001)

Record Handle: 0x00000002
Service Class ID List:

LAN Access Using PPP (0x1102)
Protocol Descriptor List:

L2CAP (0x0100)
RFCOMM (0x0003)

Protocol specific parameter #1: u/int8/bool 1
Bluetooth Profile Descriptor List:

LAN Access Using PPP (0x1102) ver. 1.0

... and so on. Note that each service has a list of attributes (RFCOMM channel for example). Depending on the
service you might need to make a note of some of the attributes. Some Bluetooth implementations do not support
service browsing and may return an empty list. In this case itis possible to search for the specific service. The
example below shows how to search for the OBEX Object Push (OPUSH) service:

% sdpcontrol -a 00:01:03:fc:6e:ec search OPUSH

Offering services on FreeBSD to Bluetooth clients is done with the sdpd(8) server. On FreeBSD 5.5, 6.1 and newer,
the following line can be added to the/etc/rc.conf file:

sdpd_enable="YES"

Then thesdpd daemon can be started with:

# /etc/rc.d/sdpd start

On FreeBSD 6.0, and on FreeBSD 5.X before 5.5,sdpd is not integrated into the system startup scripts. It has to be
started manually with:

# sdpd
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The local server application that wants to provide Bluetooth service to the remote clients will register service with
the local SDP daemon. The example of such application is rfcomm_pppd(8). Once started it will register Bluetooth
LAN service with the local SDP daemon.

The list of services registered with the local SDP server canbe obtained by issuing SDP browse query via local
control channel:

# sdpcontrol -l browse

29.4.8. Dial-Up Networking (DUN) and Network Access with PP P (LAN) Profiles

The Dial-Up Networking (DUN) profile is mostly used with modems and cellular phones. The scenarios covered by
this profile are the following:

� use of a cellular phone or modem by a computer as a wireless modem for connecting to a dial-up Internet access
server, or using other dial-up services;

� use of a cellular phone or modem by a computer to receive data calls.

Network Access with PPP (LAN) profile can be used in the following situations:

� LAN access for a single Bluetooth device;

� LAN access for multiple Bluetooth devices;

�PC to PC (using PPP networking over serial cable emulation).

In FreeBSD both profiles are implemented with ppp(8) and rfcomm_pppd(8) - a wrapper that converts RFCOMM
Bluetooth connection into something PPP can operate with. Before any profile can be used, a new PPP label in the
/etc/ppp/ppp.conf must be created. Consult rfcomm_pppd(8) manual page for examples.

In the following example rfcomm_pppd(8) will be used to openRFCOMM connection to remote device with
BD_ADDR 00:80:37:29:19:a4 on DUN RFCOMM channel. The actual RFCOMM channel number will be obtained
from the remote device via SDP. It is possible to specify RFCOMM channel by hand, and in this case
rfcomm_pppd(8) will not perform SDP query. Use sdpcontrol(8) to find out RFCOMM channel on the remote device.

# rfcomm_pppd -a 00:80:37:29:19:a4 -c -C dun -l rfcomm-dialu p

In order to provide Network Access with PPP (LAN) service thesdpd(8) server must be running. A new entry for
LAN clients must be created in the/etc/ppp/ppp.conf file. Consult rfcomm_pppd(8) manual page for examples.
Finally, start RFCOMM PPP server on valid RFCOMM channel number. The RFCOMM PPP server will
automatically register Bluetooth LAN service with the local SDP daemon. The example below shows how to start
RFCOMM PPP server.

# rfcomm_pppd -s -C 7 -l rfcomm-server

29.4.9. OBEX Object Push (OPUSH) Profile

OBEX is a widely used protocol for simple file transfers between mobile devices. Its main use is in infrared
communication, where it is used for generic file transfers between notebooks or PDAs, and for sending business
cards or calendar entries between cellular phones and otherdevices with PIM applications.
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The OBEX server and client are implemented as a third-party packageobexapp, which is available as
comms/obexapp port.

OBEX client is used to push and/or pull objects from the OBEX server. An object can, for example, be a business
card or an appointment. The OBEX client can obtain RFCOMM channel number from the remote device via SDP.
This can be done by specifying service name instead of RFCOMMchannel number. Supported service names are:
IrMC, FTRN and OPUSH. It is possible to specify RFCOMM channel as a number. Below is an example of an
OBEX session, where device information object is pulled from the cellular phone, and a new object (business card) is
pushed into the phone’s directory.

% obexapp -a 00:80:37:29:19:a4 -C IrMC

obex> get telecom/devinfo.txt devinfo-t39.txt
Success, response: OK, Success (0x20)
obex> put new.vcf
Success, response: OK, Success (0x20)
obex> di
Success, response: OK, Success (0x20)

In order to provide OBEX Object Push service, sdpd(8) servermust be running. A root folder, where all incoming
objects will be stored, must be created. The default path to the root folder is/var/spool/obex . Finally, start
OBEX server on valid RFCOMM channel number. The OBEX server will automatically register OBEX Object Push
service with the local SDP daemon. The example below shows how to start OBEX server.

# obexapp -s -C 10

29.4.10. Serial Port Profile (SPP)

The Serial Port Profile (SPP) allows Bluetooth devices to perform RS232 (or similar) serial cable emulation. The
scenario covered by this profile deals with legacy applications using Bluetooth as a cable replacement, through a
virtual serial port abstraction.

The rfcomm_sppd(1) utility implements the Serial Port profile. A pseudo tty is used as a virtual serial port
abstraction. The example below shows how to connect to a remote device Serial Port service. Note that you do not
have to specify a RFCOMM channel - rfcomm_sppd(1) can obtainit from the remote device via SDP. If you would
like to override this, specify a RFCOMM channel on the command line.

# rfcomm_sppd -a 00:07:E0:00:0B:CA -t /dev/ttyp6

rfcomm_sppd[94692]: Starting on /dev/ttyp6...

Once connected, the pseudo tty can be used as serial port:

# cu -l ttyp6

29.4.11. Troubleshooting

29.4.11.1. A remote device cannot connect

Some older Bluetooth devices do not support role switching.By default, when FreeBSD is accepting a new
connection, it tries to perform a role switch and become master. Devices, which do not support this will not be able to
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connect. Note that role switching is performed when a new connection is being established, so it is not possible to ask
the remote device if it does support role switching. There isa HCI option to disable role switching on the local side:

# hccontrol -n ubt0hci write_node_role_switch 0

29.4.11.2. Something is going wrong, can I see what exactly i s happening?

Yes, you can. Use the third-party packagehcidump, which is available ascomms/hcidump port. Thehcidump
utility is similar to tcpdump(1). It can be used to display the content of the Bluetooth packets on the terminal and to
dump the Bluetooth packets to a file.

29.5. Bridging
Written by Andrew Thompson.

29.5.1. Introduction

It is sometimes useful to divide one physical network (such as an Ethernet segment) into two separate network
segments without having to create IP subnets and use a routerto connect the segments together. A device that
connects two networks together in this fashion is called aEbridgeF. A FreeBSD system with two network interface
cards can act as a bridge.

The bridge works by learning the MAC layer addresses (Ethernet addresses) of the devices on each of its network
interfaces. It forwards traffic between two networks only when its source and destination are on different networks.

In many respects, a bridge is like an Ethernet switch with very few ports.

29.5.2. Situations Where Bridging Is Appropriate

There are many common situations in which a bridge is used today.

29.5.2.1. Connecting Networks

The basic operation of a bridge is to join two or more network segments together. There are many reasons to use a
host based bridge over plain networking equipment such as cabling constraints, firewalling or connecting pseudo
networks such as a Virtual Machine interface. A bridge can also connect a wireless interface running in hostap mode
to a wired network and act as an access point.

29.5.2.2. Filtering/Traffic Shaping Firewall

A common situation is where firewall functionality is neededwithout routing or network address translation (NAT).

An example is a small company that is connected via DSL or ISDNto their ISP. They have a 13 globally-accessible
IP addresses from their ISP and have 10 PCs on their network. In this situation, using a router-based firewall is
difficult because of subnetting issues.
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A bridge-based firewall can be configured and dropped into thepath just downstream of their DSL/ISDN router
without any IP numbering issues.

29.5.2.3. Network Tap

A bridge can join two network segments and be used to inspect all Ethernet frames that pass between them. This can
either be from using bpf(4)/tcpdump(1) on the bridge interface or by sending a copy of all frames out an additional
interface (span port).

29.5.2.4. Layer 2 VPN

Two Ethernet networks can be joined across an IP link by bridging the networks to an EtherIP tunnel or a tap(4)
based solution such as OpenVPN.

29.5.2.5. Layer 2 Redundancy

A network can be connected together with multiple links and use the Spanning Tree Protocol to block redundant
paths. For an Ethernet network to function properly only oneactive path can exist between two devices, Spanning
Tree will detect loops and put the redundant links into a blocked state. Should one of the active links fail then the
protocol will calculate a different tree and reenable one ofthe blocked paths to restore connectivity to all points in
the network.

29.5.3. Kernel Configuration

This section covers if_bridge(4) bridge implementation, anetgraph bridging driver is also available, for more
information see ng_bridge(4) manual page.

The bridge driver is a kernel module and will be automatically loaded by ifconfig(8) when creating a bridge interface.
It is possible to compile the bridge in to the kernel by addingdevice if_bridge to your kernel configuration file.

Packet filtering can be used with any firewall package that hooks in via the pfil(9) framework. The firewall can be
loaded as a module or compiled into the kernel.

The bridge can be used as a traffic shaper with altq(4) or dummynet(4).

29.5.4. Enabling the Bridge

The bridge is created using interface cloning. To create a bridge use ifconfig(8), if the bridge driver is not present in
the kernel then it will be loaded automatically.

# ifconfig bridge create

bridge0
# ifconfig bridge0

bridge0: flags=8802<BROADCAST,SIMPLEX,MULTICAST> metr ic 0 mtu 1500
ether 96:3d:4b:f1:79:7a
id 00:00:00:00:00:00 priority 32768 hellotime 2 fwddelay 1 5
maxage 20 holdcnt 6 proto rstp maxaddr 100 timeout 1200
root id 00:00:00:00:00:00 priority 0 ifcost 0 port 0
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A bridge interface is created and is automatically assigneda randomly generated Ethernet address. Themaxaddr and
timeout parameters control how many MAC addresses the bridge will keep in its forwarding table and how many
seconds before each entry is removed after it is last seen. The other parameters control how Spanning Tree operates.

Add the member network interfaces to the bridge. For the bridge to forward packets all member interfaces and the
bridge need to be up:

# ifconfig bridge0 addm fxp0 addm fxp1 up

# ifconfig fxp0 up

# ifconfig fxp1 up

The bridge is now forwarding Ethernet frames betweenfxp0 andfxp1 . The equivalent configuration in
/etc/rc.conf so the bridge is created at startup is:

cloned_interfaces="bridge0"
ifconfig_bridge0="addm fxp0 addm fxp1 up"
ifconfig_fxp0="up"
ifconfig_fxp1="up"

If the bridge host needs an IP address then the correct place to set this is on the bridge interface itself rather than one
of the member interfaces. This can be set statically or via DHCP:

# ifconfig bridge0 inet 192.168.0.1/24

It is also possible to assign an IPv6 address to a bridge interface.

29.5.5. Firewalling

When packet filtering is enabled, bridged packets will pass through the filter inbound on the originating interface, on
the bridge interface and outbound on the appropriate interfaces. Either stage can be disabled. When direction of the
packet flow is important it is best to firewall on the member interfaces rather than the bridge itself.

The bridge has several configurable settings for passing non-IP and ARP packets, and layer2 firewalling with IPFW.
See if_bridge(4) for more information.

29.5.6. Spanning Tree

The bridge driver implements the Rapid Spanning Tree Protocol (RSTP or 802.1w) with backwards compatibility
with the legacy Spanning Tree Protocol (STP). Spanning Treeis used to detect and remove loops in a network
topology. RSTP provides faster Spanning Tree convergence than legacy STP, the protocol will exchange information
with neighbouring switches to quickly transition to forwarding without creating loops.

The following table shows the supported operating modes:

OS Version STP Modes Default Mode

FreeBSD 5.4�FreeBSD 6.2 STP STP

FreeBSD 6.3+ RSTP or STP STP

FreeBSD 7.0+ RSTP or STP RSTP

Spanning Tree can be enabled on member interfaces using thestp command. For a bridge withfxp0 andfxp1 as
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the current interfaces, enable STP with the following:

# ifconfig bridge0 stp fxp0 stp fxp1

bridge0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MUL TICAST> metric 0 mtu 1500
ether d6:cf:d5:a0:94:6d
id 00:01:02:4b:d4:50 priority 32768 hellotime 2 fwddelay 1 5
maxage 20 holdcnt 6 proto rstp maxaddr 100 timeout 1200
root id 00:01:02:4b:d4:50 priority 32768 ifcost 0 port 0
member: fxp0 flags=1c7<LEARNING,DISCOVER,STP,AUTOEDGE ,PTP,AUTOPTP>

port 3 priority 128 path cost 200000 proto rstp
role designated state forwarding

member: fxp1 flags=1c7<LEARNING,DISCOVER,STP,AUTOEDGE ,PTP,AUTOPTP>
port 4 priority 128 path cost 200000 proto rstp
role designated state forwarding

This bridge has a spanning tree ID of00:01:02:4b:d4:50 and a priority of32768 . As theroot id is the same it
indicates that this is the root bridge for the tree.

Another bridge on the network also has spanning tree enabled:

bridge0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MUL TICAST> metric 0 mtu 1500
ether 96:3d:4b:f1:79:7a
id 00:13:d4:9a:06:7a priority 32768 hellotime 2 fwddelay 1 5
maxage 20 holdcnt 6 proto rstp maxaddr 100 timeout 1200
root id 00:01:02:4b:d4:50 priority 32768 ifcost 400000 por t 4
member: fxp0 flags=1c7<LEARNING,DISCOVER,STP,AUTOEDGE ,PTP,AUTOPTP>

port 4 priority 128 path cost 200000 proto rstp
role root state forwarding

member: fxp1 flags=1c7<LEARNING,DISCOVER,STP,AUTOEDGE ,PTP,AUTOPTP>
port 5 priority 128 path cost 200000 proto rstp
role designated state forwarding

The lineroot id 00:01:02:4b:d4:50 priority 32768 ifcost 400000 por t 4 shows that the root
bridge is00:01:02:4b:d4:50 as above and has a path cost of400000 from this bridge, the path to the root bridge
is viaport 4 which is fxp0 .

29.5.7. Advanced Bridging

29.5.7.1. Reconstruct Traffic Flows

The bridge supports monitor mode, where the packets are discarded after bpf(4) processing, and are not processed or
forwarded further. This can be used to multiplex the input oftwo or more interfaces into a single bpf(4) stream. This
is useful for reconstructing the traffic for network taps that transmit the RX/TX signals out through two separate
interfaces.

To read the input from four network interfaces as one stream:

# ifconfig bridge0 addm fxp0 addm fxp1 addm fxp2 addm fxp3 moni tor up

# tcpdump -i bridge0
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29.5.7.2. Span Ports

A copy of every Ethernet frame received by the bridge will be transmitted out a designated span port. The number of
span ports configured on a bridge is unlimited, if an interface is designated as a span port then it may not also be used
as a regular bridge port. This is most useful for snooping a bridged network passively on another host connected to
one of the span ports of the bridge.

To send a copy of all frames out the interface namedfxp4 :

# ifconfig bridge0 span fxp4

29.5.7.3. Private Interfaces

A private interface does not forward any traffic to any other port that is also a private interface. The traffic is blocked
unconditionally so no Ethernet frames will be forwarded, including ARP. If traffic needs to be selectively blocked
then a firewall should be used instead.

29.5.7.4. Sticky Interfaces

If a bridge member interface is marked as sticky then dynamically learned address entries are treated at static once
entered into the forwarding cache. Sticky entries are neveraged out of the cache or replaced, even if the address is
seen on a different interface. This gives the benefit of static address entries without the need to pre-populate the
forwarding table, clients learnt on a particular segment ofthe bridge can not roam to another segment.

Another example of using sticky addresses would be to combine the bridge with VLANs to create a router where
customer networks are isolated without wasting IP address space. Consider thatCustomerA is onvlan100 and
CustomerB is onvlan101 . The bridge has the address192.168.0.1 and is also an internet router.

# ifconfig bridge0 addm vlan100 sticky vlan100 addm vlan101 s ticky vlan101

# ifconfig bridge0 inet 192.168.0.1/24

Both clients see192.168.0.1 as their default gateway and since the bridge cache is stickythey can not spoof the
MAC address of the other customer to intercept their traffic.

Any communication between the VLANs can be blocked using private interfaces (or a firewall):

# ifconfig bridge0 private vlan100 private vlan101

The customers are completely isolated from each other, the full /24 address range can be allocated without
subnetting.

29.5.7.5. SNMP Monitoring

The bridge interface and STP parameters can be monitored viathe SNMP daemon which is included in the FreeBSD
base system. The exported bridge MIBs conform to the IETF standards so any SNMP client or monitoring package
can be used to retrieve the data.

On the bridge machine uncomment thebegemotSnmpdModulePath."bridge" =

"/usr/lib/snmp_bridge.so" line from /etc/snmp.config and start thebsnmpd daemon. Other
configuration such as community names and access lists may need to be modified. See bsnmpd(1) and
snmp_bridge(3) for more information.
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The following examples use theNet-SNMPsoftware (net-mgmt/net-snmp ) to query a bridge, the
net-mgmt/bsnmptools port can also be used. From the SNMP client host add to$HOME/.snmp/snmp.conf the
following lines to import the bridge MIB definitions in toNet-SNMP:

mibdirs +/usr/share/snmp/mibs
mibs +BRIDGE-MIB:RSTP-MIB:BEGEMOT-MIB:BEGEMOT-BRIDGE-MIB

To monitor a single bridge via the IETF BRIDGE-MIB (RFC4188)do

% snmpwalk -v 2c -c public bridge1.example.com mib-2.dot1dB ridge

BRIDGE-MIB::dot1dBaseBridgeAddress.0 = STRING: 66:fb:9 b:6e:5c:44
BRIDGE-MIB::dot1dBaseNumPorts.0 = INTEGER: 1 ports
BRIDGE-MIB::dot1dStpTimeSinceTopologyChange.0 = Timet icks: (189959) 0:31:39.59 centi-seconds
BRIDGE-MIB::dot1dStpTopChanges.0 = Counter32: 2
BRIDGE-MIB::dot1dStpDesignatedRoot.0 = Hex-STRING: 80 0 0 00 01 02 4B D4 50
...
BRIDGE-MIB::dot1dStpPortState.3 = INTEGER: forwarding( 5)
BRIDGE-MIB::dot1dStpPortEnable.3 = INTEGER: enabled(1)
BRIDGE-MIB::dot1dStpPortPathCost.3 = INTEGER: 200000
BRIDGE-MIB::dot1dStpPortDesignatedRoot.3 = Hex-STRING : 80 00 00 01 02 4B D4 50
BRIDGE-MIB::dot1dStpPortDesignatedCost.3 = INTEGER: 0
BRIDGE-MIB::dot1dStpPortDesignatedBridge.3 = Hex-STRI NG: 80 00 00 01 02 4B D4 50
BRIDGE-MIB::dot1dStpPortDesignatedPort.3 = Hex-STRING : 03 80
BRIDGE-MIB::dot1dStpPortForwardTransitions.3 = Counte r32: 1
RSTP-MIB::dot1dStpVersion.0 = INTEGER: rstp(2)

Thedot1dStpTopChanges.0 value is two which means that the STP bridge topology has changed twice, a
topology change means that one or more links in the network have changed or failed and a new tree has been
calculated. Thedot1dStpTimeSinceTopologyChange.0 value will show when this happened.

To monitor multiple bridge interfaces one may use the private BEGEMOT-BRIDGE-MIB:

% snmpwalk -v 2c -c public bridge1.example.com

enterprises.fokus.begemot.begemotBridge
BEGEMOT-BRIDGE-MIB::begemotBridgeBaseName."bridge0" = STRING: bridge0
BEGEMOT-BRIDGE-MIB::begemotBridgeBaseName."bridge2" = STRING: bridge2
BEGEMOT-BRIDGE-MIB::begemotBridgeBaseAddress."bridg e0" = STRING: e:ce:3b:5a:9e:13
BEGEMOT-BRIDGE-MIB::begemotBridgeBaseAddress."bridg e2" = STRING: 12:5e:4d:74:d:fc
BEGEMOT-BRIDGE-MIB::begemotBridgeBaseNumPorts."brid ge0" = INTEGER: 1
BEGEMOT-BRIDGE-MIB::begemotBridgeBaseNumPorts."brid ge2" = INTEGER: 1
...
BEGEMOT-BRIDGE-MIB::begemotBridgeStpTimeSinceTopolo gyChange."bridge0" = Timeticks: (116927) 0:19:29.27
BEGEMOT-BRIDGE-MIB::begemotBridgeStpTimeSinceTopolo gyChange."bridge2" = Timeticks: (82773) 0:13:47.73
BEGEMOT-BRIDGE-MIB::begemotBridgeStpTopChanges."bri dge0" = Counter32: 1
BEGEMOT-BRIDGE-MIB::begemotBridgeStpTopChanges."bri dge2" = Counter32: 1
BEGEMOT-BRIDGE-MIB::begemotBridgeStpDesignatedRoot. "bridge0" = Hex-STRING: 80 00 00 40 95 30 5E 31
BEGEMOT-BRIDGE-MIB::begemotBridgeStpDesignatedRoot. "bridge2" = Hex-STRING: 80 00 00 50 8B B8 C6 A9

To change the bridge interface being monitored via themib-2.dot1dBridge subtree do:

% snmpset -v 2c -c private bridge1.example.com

BEGEMOT-BRIDGE-MIB::begemotBridgeDefaultBridgeIf.0 s bridge2
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29.6. Link Aggregation and Failover
Written by Andrew Thompson.

29.6.1. Introduction

The lagg(4) interface allows aggregation of multiple network interfaces as one virtual interface for the purpose of
providing fault-tolerance and high-speed links.

29.6.2. Operating Modes

failover

Sends and receives traffic only through the master port. If the master port becomes unavailable, the next active
port is used. The first interface added is the master port; anyinterfaces added after that are used as failover
devices.

fec

Supports Cisco EtherChannel. This is a static setup and doesnot negotiate aggregation with the peer or
exchange frames to monitor the link, if the switch supports LACP then that should be used instead.

Balances outgoing traffic across the active ports based on hashed protocol header information and accepts
incoming traffic from any active port. The hash includes the Ethernet source and destination address, and, if
available, the VLAN tag, and the IPv4/IPv6 source and destination address.

lacp

Supports the IEEE 802.3ad Link Aggregation Control Protocol (LACP) and the Marker Protocol. LACP will
negotiate a set of aggregable links with the peer in to one or more Link Aggregated Groups. Each LAG is
composed of ports of the same speed, set to full-duplex operation. The traffic will be balanced across the ports
in the LAG with the greatest total speed, in most cases there will only be one LAG which contains all ports. In
the event of changes in physical connectivity, Link Aggregation will quickly converge to a new configuration.

Balances outgoing traffic across the active ports based on hashed protocol header information and accepts
incoming traffic from any active port. The hash includes the Ethernet source and destination address, and, if
available, the VLAN tag, and the IPv4/IPv6 source and destination address.

loadbalance

This is an alias offecmode.

roundrobin

Distributes outgoing traffic using a round-robin schedulerthrough all active ports and accepts incoming traffic
from any active port. This mode will violate Ethernet frame ordering and should be used with caution.
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29.6.3. Examples

PPP»»»29-1. LACP aggregation with a Cisco switch

This example connects two interfaces on a FreeBSD machine tothe switch as a single load balanced and fault
tolerant link. More interfaces can be added to increase throughput and fault tolerance. Since frame ordering is
mandatory on Ethernet links then any traffic between two stations always flows over the same physical link limiting
the maximum speed to that of one interface. The transmit algorithm attempts to use as much information as it can to
distinguish different traffic flows and balance across the available interfaces.

On the Cisco switch add the interfaces to the channel group.

interface FastEthernet0/1
channel-group 1 mode active
channel-protocol lacp

!
interface FastEthernet0/2

channel-group 1 mode active
channel-protocol lacp

!

On the FreeBSD machine create the lagg interface.

# ifconfig lagg0 create

# ifconfig lagg0 up laggproto lacp laggport fxp0 laggport fxp 1

View the interface status from ifconfig; ports marked asACTIVEare part of the active aggregation group that has
been negotiated with the remote switch and traffic will be transmitted and received. Use the verbose output of
ifconfig(8) to view the LAG identifiers.

lagg0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> metric 0 mtu 1500
options=8<VLAN_MTU>
ether 00:05:5d:71:8d:b8
media: Ethernet autoselect
status: active
laggproto lacp
laggport: fxp1 flags=1c<ACTIVE,COLLECTING,DISTRIBUTIN G>
laggport: fxp0 flags=1c<ACTIVE,COLLECTING,DISTRIBUTIN G>

The switch will show which ports are active. For more detail useshow lacp neighbor detail .

switch# show lacp neighbor
Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 1 neighbors

Partner’s information:

LACP port Oper Port Port
Port Flags Priority Dev ID Age Key Number State
Fa0/1 SA 32768 0005.5d71.8db8 29s 0x146 0x3 0x3D
Fa0/2 SA 32768 0005.5d71.8db8 29s 0x146 0x4 0x3D
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PPP»»»29-2. Failover mode

Failover mode can be used to switch over to another interfaceif the link is lost on the master.

# ifconfig lagg0 create

# ifconfig lagg0 up laggproto failover laggport fxp0 laggpor t fxp1

lagg0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTI CAST> metric 0 mtu 1500
options=8<VLAN_MTU>
ether 00:05:5d:71:8d:b8
media: Ethernet autoselect
status: active
laggproto failover
laggport: fxp1 flags=0<>
laggport: fxp0 flags=5<MASTER,ACTIVE>

Traffic will be transmitted and received onfxp0 . If the link is lost onfxp0 thenfxp1 will become the active link. If
the link is restored on the master interface then it will onceagain become the active link.

29.7. Diskless Operation
Updated by Jean-François Dockès. Reorganized and enhanced by Alex Dupre.

A FreeBSD machine can boot over the network and operate without a local disk, using file systems mounted from an
NFS server. No system modification is necessary, beyond standard configuration files. Such a system is relatively
easy to set up because all the necessary elements are readilyavailable:

� There are at least two possible methods to load the kernel over the network:

� PXE: The Intel Preboot eXecution Environment system is a form of smart boot ROM built into some
networking cards or motherboards. See pxeboot(8) for more details.

� TheEtherboot port (net/etherboot ) produces ROM-able code to boot kernels over the network. The code
can be either burnt into a boot PROM on a network card, or loaded from a local floppy (or hard) disk drive, or
from a running MS-DOS system. Many network cards are supported.

�A sample script (/usr/share/examples/diskless/clone_root ) eases the creation and maintenance of the
workstation’s root file system on the server. The script willprobably require a little customization but it will get
you started very quickly.

�Standard system startup files exist in/etc to detect and support a diskless system startup.

�Swapping, if needed, can be done either to an NFS file or to a local disk.

There are many ways to set up diskless workstations. Many elements are involved, and most can be customized to
suit local taste. The following will describe variations onthe setup of a complete system, emphasizing simplicity and
compatibility with the standard FreeBSD startup scripts. The system described has the following characteristics:

� The diskless workstations use a shared read-only/ file system, and a shared read-only/usr .
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The root file system is a copy of a standard FreeBSD root (typically the server’s), with some configuration files
overridden by ones specific to diskless operation or, possibly, to the workstation they belong to.

The parts of the root which have to be writable are overlaid with md(4) file systems. Any changes will be lost
when the system reboots.

� The kernel is transferred and loaded either withEtherboot or PXE as some situations may mandate the use of
either method.

¥¥¥���As described, this system is insecure. It should live in a protected area of a network, and be untrusted by
other hosts.

All the information in this section has been tested using FreeBSD 5.2.1-RELEASE.

29.7.1. Background Information

Setting up diskless workstations is both relatively straightforward and prone to errors. These are sometimes difficult
to diagnose for a number of reasons. For example:

�Compile time options may determine different behaviors at runtime.

�Error messages are often cryptic or totally absent.

In this context, having some knowledge of the background mechanisms involved is very useful to solve the problems
that may arise.

Several operations need to be performed for a successful bootstrap:

� The machine needs to obtain initial parameters such as its IPaddress, executable filename, server name, root path.
This is done using the DHCP or BOOTP protocols. DHCP is a compatible extension of BOOTP, and uses the same
port numbers and basic packet format.

It is possible to configure a system to use only BOOTP. The bootpd(8) server program is included in the base
FreeBSD system.

However, DHCP has a number of advantages over BOOTP (nicer configuration files, possibility of using PXE,
plus many others not directly related to diskless operation), and we will describe mainly a DHCP configuration,
with equivalent examples using bootpd(8) when possible. The sample configuration will use theISC DHCP
software package (release 3.0.1.r12 was installed on the test server).

� The machine needs to transfer one or several programs to local memory. Either TFTP or NFS are used. The choice
between TFTP and NFS is a compile time option in several places. A common source of error is to specify
filenames for the wrong protocol: TFTP typically transfers all files from a single directory on the server, and
would expect filenames relative to this directory. NFS needsabsolute file paths.

� The possible intermediate bootstrap programs and the kernel need to be initialized and executed. There are several
important variations in this area:

� PXE will load pxeboot(8), which is a modified version of the FreeBSD third stage loader. The loader(8) will
obtain most parameters necessary to system startup, and leave them in the kernel environment before
transferring control. It is possible to use aGENERICkernel in this case.
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� Etherboot, will directly load the kernel, with less preparation. You will need to build a kernel with specific
options.

PXE andEtherboot work equally well; however, because kernels normally let the loader(8) do more work for
them, PXE is the preferred method.

If your BIOS and network cards support PXE, you should probably use it.

� Finally, the machine needs to access its file systems. NFS is used in all cases.

See also diskless(8) manual page.

29.7.2. Setup Instructions

29.7.2.1. Configuration Using ISC DHCP

TheISC DHCP server can answer both BOOTP and DHCP requests.

ISC DHCP 3.0 is not part of the base system. You will first need to install thenet/isc-dhcp3-server port or the
corresponding package.

OnceISC DHCP is installed, it needs a configuration file to run (normally named
/usr/local/etc/dhcpd.conf ). Here follows a commented example, where hostmargaux usesEtherboot and
hostcorbieres uses PXE:

default-lease-time 600;
max-lease-time 7200;
authoritative;

option domain-name "example.com";
option domain-name-servers 192.168.4.1;
option routers 192.168.4.1;

subnet 192.168.4.0 netmask 255.255.255.0 {
use-host-decl-names on; ➊

option subnet-mask 255.255.255.0;
option broadcast-address 192.168.4.255;

host margaux {
hardware ethernet 01:23:45:67:89:ab;
fixed-address margaux.example.com;
next-server 192.168.4.4; ➋

filename "/data/misc/kernel.diskless"; ➌

option root-path "192.168.4.4:/data/misc/diskless"; ➍

}
host corbieres {

hardware ethernet 00:02:b3:27:62:df;
fixed-address corbieres.example.com;
next-server 192.168.4.4;
filename "pxeboot";
option root-path "192.168.4.4:/data/misc/diskless";

}
}
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➊ This option tellsdhcpd to send the value in thehost declarations as the hostname for the diskless host. An
alternate way would be to add anoption host-name margaux inside thehost declarations.

➋ Thenext-server directive designates the TFTP or NFS server to use for loading loader or kernel file (the
default is to use the same host as the DHCP server).

➌ Thefilename directive defines the file thatEtherboot or PXE will load for the next execution step. It must be
specified according to the transfer method used.Etherboot can be compiled to use NFS or TFTP. The FreeBSD
port configures NFS by default. PXE uses TFTP, which is why a relative filename is used here (this may depend
on the TFTP server configuration, but would be fairly typical). Also, PXE loadspxeboot , not the kernel. There
are other interesting possibilities, like loadingpxeboot from a FreeBSD CD-ROM/boot directory (as
pxeboot(8) can load aGENERICkernel, this makes it possible to use PXE to boot from a remoteCD-ROM).

➍ Theroot-path option defines the path to the root file system, in usual NFS notation. When using PXE, it is
possible to leave off the host’s IP as long as you do not enablethe kernel option BOOTP. The NFS server will
then be the same as the TFTP one.

29.7.2.2. Configuration Using BOOTP

Here follows an equivalentbootpd configuration (reduced to one client). This would be found in/etc/bootptab .

Please note thatEtherboot must be compiled with the non-default optionNO_DHCP_SUPPORTin order to use
BOOTP, and that PXEneedsDHCP. The only obvious advantage ofbootpd is that it exists in the base system.

.def100:\
:hn:ht=1:sa=192.168.4.4:vm=rfc1048:\
:sm=255.255.255.0:\
:ds=192.168.4.1:\
:gw=192.168.4.1:\
:hd="/tftpboot":\
:bf="/kernel.diskless":\
:rp="192.168.4.4:/data/misc/diskless":

margaux:ha=0123456789ab:tc=.def100

29.7.2.3. Preparing a Boot Program with Etherboot

Etherboot’s Web site (http://etherboot.sourceforge.net) contains extensive documentation
(http://etherboot.sourceforge.net/doc/html/userman/t1.html) mainly intended for Linux systems, but nonetheless
containing useful information. The following will just outline how you would useEtherboot on a FreeBSD system.

You must first install thenet/etherboot package or port.

You can change theEtherboot configuration (i.e. to use TFTP instead of NFS) by editing theConfig file in the
Etherboot source directory.

For our setup, we shall use a boot floppy. For other methods (PROM, or MS-DOS program), please refer to the
Etherboot documentation.

To make a boot floppy, insert a floppy in the drive on the machinewhere you installedEtherboot, then change your
current directory to thesrc directory in theEtherboot tree and type:
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# gmake bin32/ devicetype.fd0

devicetype depends on the type of the Ethernet card in the diskless workstation. Refer to theNIC file in the same
directory to determine the rightdevicetype.

29.7.2.4. Booting with PXE

By default, the pxeboot(8) loader loads the kernel via NFS. It can be compiled to use TFTP instead by specifying the
LOADER_TFTP_SUPPORToption in /etc/make.conf . See the comments in
/usr/share/examples/etc/make.conf for instructions.

There are two othermake.conf options which may be useful for setting up a serial console diskless machine:
BOOT_PXELDR_PROBE_KEYBOARD, andBOOT_PXELDR_ALWAYS_SERIAL.

To use PXE when the machine starts, you will usually need to select theBoot from network option in your BIOS
setup, or type a function key during the PC initialization.

29.7.2.5. Configuring the TFTP and NFS Servers

If you are using PXE orEtherboot configured to use TFTP, you need to enabletftpd on the file server:

1. Create a directory from whichtftpd will serve the files, e.g./tftpboot .

2. Add this line to your/etc/inetd.conf :

tftp dgram udp wait root /usr/libexec/tftpd tftpd -l -s /tft pboot

¥¥¥: It appears that at least some PXE versions want the TCP version of TFTP. In this case, add a second
line, replacing dgram udp with stream tcp .

3. Tell inetd to reread its configuration file. Theinetd_enable="YES" must be in the/etc/rc.conf file for
this command to execute correctly:

# /etc/rc.d/inetd restart

You can place thetftpboot directory anywhere on the server. Make sure that the location is set in both
inetd.conf anddhcpd.conf .

In all cases, you also need to enable NFS and export the appropriate file system on the NFS server.

1. Add this to/etc/rc.conf :

nfs_server_enable="YES"

2. Export the file system where the diskless root directory islocated by adding the following to/etc/exports

(adjust the volume mount point and replacemargaux corbieres with the names of the diskless workstations):

/data/misc -alldirs -ro margaux corbieres

3. Tell mountd to reread its configuration file. If you actually needed to enable NFS in/etc/rc.conf at the first
step, you probably want to reboot instead.

# /etc/rc.d/mountd restart
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29.7.2.6. Building a Diskless Kernel

If usingEtherboot, you need to create a kernel configuration file for the diskless client with the following options (in
addition to the usual ones):

options BOOTP # Use BOOTP to obtain IP address/hostname
options BOOTP_NFSROOT # NFS mount root file system using BOO TP info

You may also want to useBOOTP_NFSV3, BOOT_COMPATandBOOTP_WIRED_TO(refer toNOTES).

These option names are historical and slightly misleading as they actually enable indifferent use of DHCP and
BOOTP inside the kernel (it is also possible to force strict BOOTP or DHCP use).

Build the kernel (seeµÚ 8a), and copy it to the place specified indhcpd.conf .

¥¥¥: When using PXE, building a kernel with the above options is not strictly necessary (though suggested).
Enabling them will cause more DHCP requests to be issued during kernel startup, with a small risk of
inconsistency between the new values and those retrieved by pxeboot(8) in some special cases. The advantage
of using them is that the host name will be set as a side effect. Otherwise you will need to set the host name by
another method, for example in a client-specific rc.conf file.

¥¥¥: In order to be loadable with Etherboot , a kernel needs to have the device hints compiled in. You would
typically set the following option in the configuration file (see the NOTESconfiguration comments file):

hints "GENERIC.hints"

29.7.2.7. Preparing the Root Filesystem

You need to create a root file system for the diskless workstations, in the location listed asroot-path in
dhcpd.conf .

29.7.2.7.1. Using make world to populate root

This method is quick and will install a complete virgin system (not only the root file system) intoDESTDIR. All you
have to do is simply execute the following script:

#!/bin/sh
export DESTDIR=/data/misc/diskless
mkdir -p ${DESTDIR}
cd /usr/src; make buildworld && make buildkernel
cd /usr/src/etc; make distribution

Once done, you may need to customize your/etc/rc.conf and/etc/fstab placed intoDESTDIRaccording to
your needs.
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29.7.2.8. Configuring Swap

If needed, a swap file located on the server can be accessed viaNFS.

29.7.2.8.1. NFS Swap

The kernel does not support enabling NFS swap at boot time. Swap must be enabled by the startup scripts, by
mounting a writable file system and creating and enabling a swap file. To create a swap file of appropriate size, you
can do like this:

# dd if=/dev/zero of= /path/to/swapfile bs=1k count=1 oseek= 100000

To enable it you have to add the following line to yourrc.conf :

swapfile= /path/to/swapfile

29.7.2.9. Miscellaneous Issues

29.7.2.9.1. Running with a Read-only /usr

If the diskless workstation is configured to run X, you will have to adjust theXDM configuration file, which puts the
error log on/usr by default.

29.7.2.9.2. Using a Non-FreeBSD Server

When the server for the root file system is not running FreeBSD, you will have to create the root file system on a
FreeBSD machine, then copy it to its destination, usingtar or cpio .

In this situation, there are sometimes problems with the special files in /dev , due to differing major/minor integer
sizes. A solution to this problem is to export a directory from the non-FreeBSD server, mount this directory onto a
FreeBSD machine, and use devfs(5) to allocate device nodes transparently for the user.

29.8. ISDN
A good resource for information on ISDN technology and hardware is Dan Kegel’s ISDN Page
(http://www.alumni.caltech.edu/~dank/isdn/).

A quick simple road map to ISDN follows:

� If you live in Europe you might want to investigate the ISDN card section.

� If you are planning to use ISDN primarily to connect to the Internet with an Internet Provider on a dial-up
non-dedicated basis, you might look into Terminal Adapters. This will give you the most flexibility, with the
fewest problems, if you change providers.
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� If you are connecting two LANs together, or connecting to theInternet with a dedicated ISDN connection, you
might consider the stand alone router/bridge option.

Cost is a significant factor in determining what solution youwill choose. The following options are listed from least
expensive to most expensive.

29.8.1. ISDN Cards

Contributed by Hellmuth Michaelis.

FreeBSD’s ISDN implementation supports only the DSS1/Q.931 (or Euro-ISDN) standard using passive cards. Some
active cards are supported where the firmware also supports other signaling protocols; this also includes the first
supported Primary Rate (PRI) ISDN card.

The isdn4bsdsoftware allows you to connect to other ISDN routers using either IP over raw HDLC or by using
synchronous PPP: either by using kernel PPP withisppp , a modified sppp(4) driver, or by using userland ppp(8). By
using userland ppp(8), channel bonding of two or more ISDN B-channels is possible. A telephone answering
machine application is also available as well as many utilities such as a software 300 Baud modem.

Some growing number of PC ISDN cards are supported under FreeBSD and the reports show that it is successfully
used all over Europe and in many other parts of the world.

The passive ISDN cards supported are mostly the ones with theInfineon (formerly Siemens) ISAC/HSCX/IPAC
ISDN chipsets, but also ISDN cards with chips from Cologne Chip (ISA bus only), PCI cards with Winbond W6692
chips, some cards with the Tiger300/320/ISAC chipset combinations and some vendor specific chipset based cards
such as the AVM Fritz!Card PCI V.1.0 and the AVM Fritz!Card PnP.

Currently the active supported ISDN cards are the AVM B1 (ISAand PCI) BRI cards and the AVM T1 PCI PRI
cards.

For documentation onisdn4bsd, have a look at/usr/share/examples/isdn/ directory on your FreeBSD system
or at the homepage of isdn4bsd (http://www.freebsd-support.de/i4b/) which also has pointers to hints, erratas and
much more documentation such as the isdn4bsd handbook (http://people.FreeBSD.org/~hm/).

In case you are interested in adding support for a different ISDN protocol, a currently unsupported ISDN PC card or
otherwise enhancingisdn4bsd, please get in touch with Hellmuth Michaelis.

For questions regarding the installation, configuration and troubleshootingisdn4bsd, a freebsd-isdn
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-isdn) mailing list is available.

29.8.2. ISDN Terminal Adapters

Terminal adapters (TA), are to ISDN what modems are to regular phone lines.

Most TA’s use the standard Hayes modem AT command set, and canbe used as a drop in replacement for a modem.

A TA will operate basically the same as a modem except connection and throughput speeds will be much faster than
your old modem. You will need to configurePPPexactly the same as for a modem setup. Make sure you set your
serial speed as high as possible.

The main advantage of using a TA to connect to an Internet Provider is that you can do Dynamic PPP. As IP address
space becomes more and more scarce, most providers are not willing to provide you with a static IP anymore. Most
stand-alone routers are not able to accommodate dynamic IP allocation.
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TA’s completely rely on the PPP daemon that you are running for their features and stability of connection. This
allows you to upgrade easily from using a modem to ISDN on a FreeBSD machine, if you already have PPP set up.
However, at the same time any problems you experienced with the PPP program and are going to persist.

If you want maximum stability, use the kernelPPPoption, not theuserland PPP.

The following TA’s are known to work with FreeBSD:

�Motorola BitSurfer and Bitsurfer Pro

�Adtran

Most other TA’s will probably work as well, TA vendors try to make sure their product can accept most of the
standard modem AT command set.

The real problem with external TA’s is that, like modems, youneed a good serial card in your computer.

You should read the FreeBSD Serial Hardware (../../../../doc/zh_TW.Big5/articles/serial-uart/index.html) tutorial for a
detailed understanding of serial devices, and the differences between asynchronous and synchronous serial ports.

A TA running off a standard PC serial port (asynchronous) limits you to 115.2 Kbs, even though you have a 128 Kbs
connection. To fully utilize the 128 Kbs that ISDN is capableof, you must move the TA to a synchronous serial card.

Do not be fooled into buying an internal TA and thinking you have avoided the synchronous/asynchronous issue.
Internal TA’s simply have a standard PC serial port chip built into them. All this will do is save you having to buy
another serial cable and find another empty electrical socket.

A synchronous card with a TA is at least as fast as a stand-alone router, and with a simple 386 FreeBSD box driving
it, probably more flexible.

The choice of synchronous card/TA v.s. stand-alone router is largely a religious issue. There has been some
discussion of this in the mailing lists. We suggest you search the archives (../../../../search/index.html) for the
complete discussion.

29.8.3. Stand-alone ISDN Bridges/Routers

ISDN bridges or routers are not at all specific to FreeBSD or any other operating system. For a more complete
description of routing and bridging technology, please refer to a networking reference book.

In the context of this section, the terms router and bridge will be used interchangeably.

As the cost of low end ISDN routers/bridges comes down, it will likely become a more and more popular choice. An
ISDN router is a small box that plugs directly into your localEthernet network, and manages its own connection to
the other bridge/router. It has built in software to communicate via PPP and other popular protocols.

A router will allow you much faster throughput than a standard TA, since it will be using a full synchronous ISDN
connection.

The main problem with ISDN routers and bridges is that interoperability between manufacturers can still be a
problem. If you are planning to connect to an Internet provider, you should discuss your needs with them.

If you are planning to connect two LAN segments together, such as your home LAN to the office LAN, this is the
simplest lowest maintenance solution. Since you are buyingthe equipment for both sides of the connection you can
be assured that the link will work.

For example to connect a home computer or branch office network to a head office network the following setup could
be used:
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PPP»»»29-3. Branch Office or Home Network

Network uses a bus based topology with 10 base 2 Ethernet (EthinnetF). Connect router to network cable with
AUI/10BT transceiver, if necessary.

Router

Windows 95

Sun Workstation

FreeBSD Box

ISDN BRI Line The
Internet

The
Internet

If your home/branch office is only one computer you can use a twisted pair crossover cable to connect to the
stand-alone router directly.

PPP»»»29-4. Head Office or Other LAN

Network uses a star topology with 10 base T Ethernet (ETwisted PairF).

Hub Router

Novell Server Windows 95 Sun Workstation

FreeBSD Box

ISDN BRI Line The
Internet

The
Internet

One large advantage of most routers/bridges is that they allow you to have 2separate independentPPP connections
to 2 separate sites at thesametime. This is not supported on most TA’s, except for specific (usually expensive)
models that have two serial ports. Do not confuse this with channel bonding, MPP, etc.

This can be a very useful feature if, for example, you have an dedicated ISDN connection at your office and would
like to tap into it, but do not want to get another ISDN line at work. A router at the office location can manage a
dedicated B channel connection (64 Kbps) to the Internet anduse the other B channel for a separate data connection.
The second B channel can be used for dial-in, dial-out or dynamically bonding (MPP, etc.) with the first B channel
for more bandwidth.

An Ethernet bridge will also allow you to transmit more than just IP traffic. You can also send IPX/SPX or whatever
other protocols you use.
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29.9. Network Address Translation
Contributed by Chern Lee.

29.9.1. Overview

FreeBSD’s Network Address Translation daemon, commonly known as natd(8) is a daemon that accepts incoming
raw IP packets, changes the source to the local machine and re-injects these packets back into the outgoing IP packet
stream. natd(8) does this by changing the source IP address and port such that when data is received back, it is able to
determine the original location of the data and forward it back to its original requester.

The most common use of NAT is to perform what is commonly knownas Internet Connection Sharing.

29.9.2. Setup

Due to the diminishing IP space in IPv4, and the increased number of users on high-speed consumer lines such as
cable or DSL, people are increasingly in need of an Internet Connection Sharing solution. The ability to connect
several computers online through one connection and IP address makes natd(8) a reasonable choice.

Most commonly, a user has a machine connected to a cable or DSLline with one IP address and wishes to use this
one connected computer to provide Internet access to several more over a LAN.

To do this, the FreeBSD machine on the Internet must act as a gateway. This gateway machine must have two
NICs�one for connecting to the Internet router, the other connecting to a LAN. All the machines on the LAN are
connected through a hub or switch.

¥¥¥: There are many ways to get a LAN connected to the Internet through a FreeBSD gateway. This example will
only cover a gateway with at least two NICs.

Hub Router

Client A
Client B

(FreeBSD Gateway)

The
Internet

The
Internet

A setup like this is commonly used to share an Internet connection. One of the LAN machines is connected to the
Internet. The rest of the machines access the Internet through thatEgatewayFmachine.

29.9.3. Configuration

The following options must be in the kernel configuration file:

options IPFIREWALL
options IPDIVERT

Additionally, at choice, the following may also be suitable:

options IPFIREWALL_DEFAULT_TO_ACCEPT
options IPFIREWALL_VERBOSE
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The following must be in/etc/rc.conf :

gateway_enable="YES" ➊

firewall_enable="YES" ➋

firewall_type="OPEN" ➌

natd_enable="YES"
natd_interface=" fxp0" ➍

natd_flags="" ➎

➊ Sets up the machine to act as a gateway. Runningsysctl net.inet.ip.forwarding=1 would have the
same effect.

➋ Enables the firewall rules in/etc/rc.firewall at boot.

➌ This specifies a predefined firewall ruleset that allows anything in. See/etc/rc.firewall for additional types.

➍ Indicates which interface to forward packets through (the interface connected to the Internet).

➎ Any additional configuration options passed to natd(8) on boot.

Having the previous options defined in/etc/rc.conf would runnatd -interface fxp0 at boot. This can also
be run manually.

¥¥¥: It is also possible to use a configuration file for natd(8) when there are too many options to pass. In this case,
the configuration file must be defined by adding the following line to /etc/rc.conf :

natd_flags="-f /etc/natd.conf"

The /etc/natd.conf file will contain a list of configuration options, one per line. For example the next section
case would use the following file:

redirect_port tcp 192.168.0.2:6667 6667
redirect_port tcp 192.168.0.3:80 80

For more information about the configuration file, consult the natd(8) manual page about the -f option.

Each machine and interface behind the LAN should be assignedIP address numbers in the private network space as
defined by RFC 1918 (ftp://ftp.isi.edu/in-notes/rfc1918.txt) and have a default gateway of thenatd machine’s
internal IP address.

For example, clientA andB behind the LAN have IP addresses of192.168.0.2 and192.168.0.3 , while the natd
machine’s LAN interface has an IP address of192.168.0.1 . ClientA andB’s default gateway must be set to that of
thenatd machine,192.168.0.1 . Thenatd machine’s external, or Internet interface does not requireany special
modification for natd(8) to work.

29.9.4. Port Redirection

The drawback with natd(8) is that the LAN clients are not accessible from the Internet. Clients on the LAN can make
outgoing connections to the world but cannot receive incoming ones. This presents a problem if trying to run Internet
services on one of the LAN client machines. A simple way around this is to redirect selected Internet ports on the
natd machine to a LAN client.
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For example, an IRC server runs on clientA, and a web server runs on clientB. For this to work properly, connections
received on ports 6667 (IRC) and 80 (web) must be redirected to the respective machines.

The-redirect_port must be passed to natd(8) with the proper options. The syntaxis as follows:

-redirect_port proto targetIP:targetPORT[-targetPORT]
[aliasIP:]aliasPORT[-aliasPORT]
[remoteIP[:remotePORT[-remotePORT]]]

In the above example, the argument should be:

-redirect_port tcp 192.168.0.2:6667 6667
-redirect_port tcp 192.168.0.3:80 80

This will redirect the propertcpports to the LAN client machines.

The-redirect_port argument can be used to indicate port ranges over individualports. For example,tcp
192.168.0.2:2000-3000 2000-3000 would redirect all connections received on ports 2000 to 3000 to ports
2000 to 3000 on clientA.

These options can be used when directly running natd(8), placed within thenatd_flags="" option in
/etc/rc.conf , or passed via a configuration file.

For further configuration options, consult natd(8)

29.9.5. Address Redirection

Address redirection is useful if several IP addresses are available, yet they must be on one machine. With this,
natd(8) can assign each LAN client its own external IP address. natd(8) then rewrites outgoing packets from the LAN
clients with the proper external IP address and redirects all traffic incoming on that particular IP address back to the
specific LAN client. This is also known as static NAT. For example, the IP addresses128.1.1.1 , 128.1.1.2 , and
128.1.1.3 belong to thenatd gateway machine.128.1.1.1 can be used as thenatd gateway machine’s external
IP address, while128.1.1.2 and128.1.1.3 are forwarded back to LAN clientsA andB.

The-redirect_address syntax is as follows:

-redirect_address localIP publicIP

localIP The internal IP address of the LAN client.

publicIP The external IP address corresponding to the LAN
client.

In the example, this argument would read:

-redirect_address 192.168.0.2 128.1.1.2
-redirect_address 192.168.0.3 128.1.1.3

Like -redirect_port , these arguments are also placed within thenatd_flags="" option of /etc/rc.conf , or
passed via a configuration file. With address redirection, there is no need for port redirection since all data received
on a particular IP address is redirected.

The external IP addresses on thenatd machine must be active and aliased to the external interface. Look at rc.conf(5)
to do so.
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29.10. Parallel Line IP (PLIP)
PLIP lets us run TCP/IP between parallel ports. It is useful on machines without network cards, or to install on
laptops. In this section, we will discuss:

�Creating a parallel (laplink) cable.

�Connecting two computers with PLIP.

29.10.1. Creating a Parallel Cable

You can purchase a parallel cable at most computer supply stores. If you cannot do that, or you just want to know
how it is done, the following table shows how to make one out ofa normal parallel printer cable.

���}}}29-1. Wiring a Parallel Cable for Networking

A-name A-End B-End Descr. Post/Bit

DATA0 -ERROR 2 15 15 2 Data 0/0x01 1/0x08

DATA1 +SLCT 3 13 13 3 Data 0/0x02 1/0x10

DATA2 +PE 4 12 12 4 Data 0/0x04 1/0x20

DATA3 -ACK 5 10 10 5 Strobe 0/0x08 1/0x40

DATA4 BUSY 6 11 11 6 Data 0/0x10 1/0x80

GND 18-25 18-25 GND -

29.10.2. Setting Up PLIP

First, you have to get a laplink cable. Then, confirm that bothcomputers have a kernel with lpt(4) driver support:

# grep lp /var/run/dmesg.boot

lpt0: <Printer> on ppbus0
lpt0: Interrupt-driven port

The parallel port must be an interrupt driven port, you should have lines similar to the following in your in the
/boot/device.hints file:

hint.ppc.0.at="isa"
hint.ppc.0.irq="7"

Then check if the kernel configuration file has adevice plip line or if theplip.ko kernel module is loaded. In
both cases the parallel networking interface should appearwhen you use the ifconfig(8) command to display it:

# ifconfig plip0

plip0: flags=8810<POINTOPOINT,SIMPLEX,MULTICAST> mtu 1 500

Plug the laplink cable into the parallel interface on both computers.

Configure the network interface parameters on both sites asroot . For example, if you want to connect the host
host1 with another machinehost2 :
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host1 <-----> host2
IP Address 10.0.0.1 10.0.0.2

Configure the interface onhost1 by doing:

# ifconfig plip0 10.0.0.1 10.0.0.2

Configure the interface onhost2 by doing:

# ifconfig plip0 10.0.0.2 10.0.0.1

You now should have a working connection. Please read the manual pages lp(4) and lpt(4) for more details.

You should also add both hosts to/etc/hosts :

127.0.0.1 localhost.my.domain localhost
10.0.0.1 host1.my.domain host1
10.0.0.2 host2.my.domain

To confirm the connection works, go to each host and ping the other. For example, onhost1 :

# ifconfig plip0

plip0: flags=8851<UP,POINTOPOINT,RUNNING,SIMPLEX,MUL TICAST> mtu 1500
inet 10.0.0.1 --> 10.0.0.2 netmask 0xff000000

# netstat -r

Routing tables

Internet:
Destination Gateway Flags Refs Use Netif Expire
host2 host1 UH 0 0 plip0
# ping -c 4 host2

PING host2 (10.0.0.2): 56 data bytes
64 bytes from 10.0.0.2: icmp_seq=0 ttl=255 time=2.774 ms
64 bytes from 10.0.0.2: icmp_seq=1 ttl=255 time=2.530 ms
64 bytes from 10.0.0.2: icmp_seq=2 ttl=255 time=2.556 ms
64 bytes from 10.0.0.2: icmp_seq=3 ttl=255 time=2.714 ms

--- host2 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 2.530/2.643/2.774/0.10 3 ms

29.11. IPv6
Originally Written by Aaron Kaplan. Restructured and Addedby Tom Rhodes. Extended by Brad Davis.

IPv6 (also known as IPngEIP next generationF) is the new version of the well known IP protocol (also known as
IPv4). Like the other current *BSD systems, FreeBSD includes the KAME IPv6 reference implementation. So your
FreeBSD system comes with all you will need to experiment with IPv6. This section focuses on getting IPv6
configured and running.

In the early 1990s, people became aware of the rapidly diminishing address space of IPv4. Given the expansion rate
of the Internet there were two major concerns:
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�Running out of addresses. Today this is not so much of a concern anymore since RFC1918 private address space
(10.0.0.0/8 , 172.16.0.0/12 , and192.168.0.0/16 ) and Network Address Translation (NAT) are being
employed.

�Router table entries were getting too large. This is still a concern today.

IPv6 deals with these and many other issues:

� 128 bit address space. In other words theoretically there are
340,282,366,920,938,463,463,374,607,431,768,211,456addresses available. This means there are approximately
6.67 * 10^27 IPv6 addresses per square meter on our planet.

�Routers will only store network aggregation addresses in their routing tables thus reducing the average space of a
routing table to 8192 entries.

There are also lots of other useful features of IPv6 such as:

�Address autoconfiguration (RFC2462 (http://www.ietf.org/rfc/rfc2462.txt))

�Anycast addresses (Eone-out-of manyF)

�Mandatory multicast addresses

� IPsec (IP security)

�Simplified header structure

�Mobile IP

� IPv6-to-IPv4 transition mechanisms

For more information see:

� IPv6 overview at playground.sun.com (http://playground.sun.com/pub/ipng/html/ipng-main.html)

�KAME.net (http://www.kame.net)

29.11.1. Background on IPv6 Addresses

There are different types of IPv6 addresses: Unicast, Anycast and Multicast.

Unicast addresses are the well known addresses. A packet sent to a unicast address arrives exactly at the interface
belonging to the address.

Anycast addresses are syntactically indistinguishable from unicast addresses but they address a group of interfaces.
The packet destined for an anycast address will arrive at thenearest (in router metric) interface. Anycast addresses
may only be used by routers.

Multicast addresses identify a group of interfaces. A packet destined for a multicast address will arrive at all
interfaces belonging to the multicast group.

¥¥¥: The IPv4 broadcast address (usually xxx.xxx.xxx.255 ) is expressed by multicast addresses in IPv6.

���}}}29-2. Reserved IPv6 addresses
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IPv6 address Prefixlength (Bits) Description Notes

:: 128 bits unspecified cf.0.0.0.0 in IPv4

::1 128 bits loopback address cf.127.0.0.1 in IPv4

::00:xx:xx:xx:xx 96 bits embedded IPv4 The lower 32 bits are the
IPv4 address. Also called
EIPv4 compatible IPv6
addressF

::ff:xx:xx:xx:xx 96 bits IPv4 mapped IPv6 address The lower 32 bits are the
IPv4 address. For hosts
which do not support IPv6.

fe80:: - feb:: 10 bits link-local cf. loopback address in
IPv4

fec0:: - fef:: 10 bits site-local

ff:: 8 bits multicast

001 (base 2) 3 bits global unicast All global unicast
addresses are assigned
from this pool. The first 3
bits areE001F.

29.11.2. Reading IPv6 Addresses

The canonical form is represented as:x:x:x:x:x:x:x:x , eachExF being a 16 Bit hex value. For example
FEBC:A574:382B:23C1:AA49:4592:4EFE:9982

Often an address will have long substrings of all zeros therefore one such substring per address can be abbreviated by
E::F. Also up to three leadingE0Fs per hexquad can be omitted. For examplefe80::1 corresponds to the
canonical formfe80:0000:0000:0000:0000:0000:0000:0001 .

A third form is to write the last 32 Bit part in the well known (decimal) IPv4 style with dotsE.F as separators. For
example2002::10.0.0.1 corresponds to the (hexadecimal) canonical representation
2002:0000:0000:0000:0000:0000:0a00:0001 which in turn is equivalent to writing2002::a00:1 .

By now the reader should be able to understand the following:

# ifconfig

rl0: flags=8943<UP,BROADCAST,RUNNING,PROMISC,SIMPLEX ,MULTICAST> mtu 1500
inet 10.0.0.10 netmask 0xffffff00 broadcast 10.0.0.255
inet6 fe80::200:21ff:fe03:8e1%rl0 prefixlen 64 scopeid 0 x1
ether 00:00:21:03:08:e1
media: Ethernet autoselect (100baseTX )
status: active

fe80::200:21ff:fe03:8e1%rl0 is an auto configured link-local address. It is generated from the MAC address
as part of the auto configuration.

For further information on the structure of IPv6 addresses see RFC3513 (http://www.ietf.org/rfc/rfc3513.txt).
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29.11.3. Getting Connected

Currently there are four ways to connect to other IPv6 hosts and networks:

�Getting an IPv6 network from your upstream provider. Talk toyour Internet provider for instructions.

� Tunnel via 6-to-4 (RFC3068 (http://www.ietf.org/rfc/rfc3068.txt))

�Use thenet/freenet6 port if you are on a dial-up connection.

29.11.4. DNS in the IPv6 World

There used to be two types of DNS records for IPv6. The IETF hasdeclared A6 records obsolete. AAAA records are
the standard now.

Using AAAA records is straightforward. Assign your hostname to the new IPv6 address you just received by adding:

MYHOSTNAME AAAA MYIPv6ADDR

To your primary zone DNS file. In case you do not serve your own DNS zones ask your DNS provider. Current
versions ofbind (version 8.3 and 9) anddns/djbdns (with the IPv6 patch) support AAAA records.

29.11.5. Applying the needed changes to /etc/rc.conf

29.11.5.1. IPv6 Client Settings

These settings will help you configure a machine that will be on your LAN and act as a client, not a router. To have
rtsol(8) autoconfigure your interface on boot all you need toadd is:

ipv6_enable="YES"

To statically assign an IP address such as2001:471:1f11:251:290:27ff:fee0:2093 , to yourfxp0 interface,
add:

ipv6_ifconfig_fxp0="2001:471:1f11:251:290:27ff:fee0 :2093"

To assign a default router of2001:471:1f11:251::1 add the following to/etc/rc.conf :

ipv6_defaultrouter="2001:471:1f11:251::1"

29.11.5.2. IPv6 Router/Gateway Settings

This will help you take the directions that your tunnel provider has given you and convert it into settings that will
persist through reboots. To restore your tunnel on startup use something like the following in/etc/rc.conf :

List the Generic Tunneling interfaces that will be configured, for examplegif0 :

gif_interfaces="gif0"

To configure the interface with a local endpoint ofMY_IPv4_ADDR to a remote endpoint ofREMOTE_IPv4_ADDR:
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gifconfig_gif0=" MY_IPv4_ADDR REMOTE_IPv4_ADDR"

To apply the IPv6 address you have been assigned for use as your IPv6 tunnel endpoint, add:

ipv6_ifconfig_gif0=" MY_ASSIGNED_IPv6_TUNNEL_ENDPOINT_ADDR"

Then all you have to do is set the default route for IPv6. This is the other side of the IPv6 tunnel:

ipv6_defaultrouter=" MY_IPv6_REMOTE_TUNNEL_ENDPOINT_ADDR"

29.11.5.3. IPv6 Tunnel Settings

If the server is to route IPv6 between the rest of your networkand the world, the following/etc/rc.conf setting
will also be needed:

ipv6_gateway_enable="YES"

29.11.6. Router Advertisement and Host Auto Configuration

This section will help you setup rtadvd(8) to advertise the IPv6 default route.

To enable rtadvd(8) you will need the following in your/etc/rc.conf :

rtadvd_enable="YES"

It is important that you specify the interface on which to do IPv6 router solicitation. For example to tell rtadvd(8) to
usefxp0 :

rtadvd_interfaces="fxp0"

Now we must create the configuration file,/etc/rtadvd.conf . Here is an example:

fxp0:\
:addrs#1:addr="2001:471:1f11:246::":prefixlen#64:tc =ether:

Replacefxp0 with the interface you are going to be using.

Next, replace2001:471:1f11:246:: with the prefix of your allocation.

If you are dedicated a/64 subnet you will not need to change anything else. Otherwise,you will need to change the
prefixlen# to the correct value.

29.12. Asynchronous Transfer Mode (ATM)
Contributed by Harti Brandt.

29.12.1. Configuring classical IP over ATM (PVCs)

Classical IP over ATM (CLIP) is the simplest method to use Asynchronous Transfer Mode (ATM) with IP. It can be

783



a29.ç­
$Y�V

used with switched connections (SVCs) and with permanent connections (PVCs). This section describes how to set
up a network based on PVCs.

29.12.1.1. Fully meshed configurations

The first method to set up a CLIP with PVCs is to connect each machine to each other machine in the network via a
dedicated PVC. While this is simple to configure it tends to become impractical for a larger number of machines.
The example supposes that we have four machines in the network, each connected to the ATM network with an ATM
adapter card. The first step is the planning of the IP addresses and the ATM connections between the machines. We
use the following:

Host IP Address

hostA 192.168.173.1

hostB 192.168.173.2

hostC 192.168.173.3

hostD 192.168.173.4

To build a fully meshed net we need one ATM connection betweeneach pair of machines:

Machines VPI.VCI couple

hostA - hostB 0.100

hostA - hostC 0.101

hostA - hostD 0.102

hostB - hostC 0.103

hostB - hostD 0.104

hostC - hostD 0.105

The VPI and VCI values at each end of the connection may of course differ, but for simplicity we assume that they
are the same. Next we need to configure the ATM interfaces on each host:

hostA # ifconfig hatm0 192.168.173.1 up

hostB # ifconfig hatm0 192.168.173.2 up

hostC # ifconfig hatm0 192.168.173.3 up

hostD # ifconfig hatm0 192.168.173.4 up

assuming that the ATM interface ishatm0 on all hosts. Now the PVCs need to be configured onhostA (we assume
that they are already configured on the ATM switches, you needto consult the manual for the switch on how to do
this).

hostA # atmconfig natm add 192.168.173.2 hatm0 0 100 llc/snap ubr

hostA # atmconfig natm add 192.168.173.3 hatm0 0 101 llc/snap ubr

hostA # atmconfig natm add 192.168.173.4 hatm0 0 102 llc/snap ubr

hostB # atmconfig natm add 192.168.173.1 hatm0 0 100 llc/snap ubr

hostB # atmconfig natm add 192.168.173.3 hatm0 0 103 llc/snap ubr

hostB # atmconfig natm add 192.168.173.4 hatm0 0 104 llc/snap ubr

hostC # atmconfig natm add 192.168.173.1 hatm0 0 101 llc/snap ubr
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hostC # atmconfig natm add 192.168.173.2 hatm0 0 103 llc/snap ubr

hostC # atmconfig natm add 192.168.173.4 hatm0 0 105 llc/snap ubr

hostD # atmconfig natm add 192.168.173.1 hatm0 0 102 llc/snap ubr

hostD # atmconfig natm add 192.168.173.2 hatm0 0 104 llc/snap ubr

hostD # atmconfig natm add 192.168.173.3 hatm0 0 105 llc/snap ubr

Of course other traffic contracts than UBR can be used given the ATM adapter supports those. In this case the name
of the traffic contract is followed by the parameters of the traffic. Help for the atmconfig(8) tool can be obtained with:

# atmconfig help natm add

or in the atmconfig(8) manual page.

The same configuration can also be done via/etc/rc.conf . ForhostA this would look like:

network_interfaces="lo0 hatm0"
ifconfig_hatm0="inet 192.168.173.1 up"
natm_static_routes="hostB hostC hostD"
route_hostB="192.168.173.2 hatm0 0 100 llc/snap ubr"
route_hostC="192.168.173.3 hatm0 0 101 llc/snap ubr"
route_hostD="192.168.173.4 hatm0 0 102 llc/snap ubr"

The current state of all CLIP routes can be obtained with:

hostA # atmconfig natm show

29.13. Common Access Redundancy Protocol (CARP)
Contributed by Tom Rhodes.

The Common Access Redundancy Protocol, or CARP allows multiple hosts to share the same IP address. In some
configurations, this may be used for availability or load balancing. Hosts may use separate IP addresses as well, as in
the example provided here.

To enable support for CARP, the FreeBSD kernel must be rebuilt with the following option:

device carp

CARP functionality should now be available and may be tuned via severalsysctl OIDs. Devices themselves may
be loaded via theifconfig command:

# ifconfig carp0 create

In a real environment, these interfaces will need unique identification numbers known as a VHID. This VHID or
Virtual Host Identification will be used to distinguish the host on the network.
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29.13.1. Using CARP For Server Availability (CARP)

One use of CARP, as noted above, is for server availability. This example will provide failover support for three
hosts, all with unique IP addresses and providing the same web content. These machines will act in conjunction with
a Round Robin DNS configuration. The failover machine will have two additional CARP interfaces, one for each of
the content server’s IPs. When a failure occurs, the failover server should pick up the failed machine’s IP address.
This means the failure should go completely unnoticed to theuser. The failover server requires identical content and
services as the other content servers it is expected to pick up load for.

The two machines should be configured identically other thantheir issued hostnames and VHIDs. This example calls
these machineshosta.example.org andhostb.example.org respectively. First, the required lines for a CARP
configuration have to be added torc.conf . Forhosta.example.org , therc.conf file should contain the
following lines:

hostname="hosta.example.org"
ifconfig_fxp0="inet 192.168.1.3 netmask 255.255.255.0"
cloned_interfaces="carp0"
ifconfig_carp0="vhid 1 pass testpast 192.168.1.50/24"

On hostb.example.org the following lines should be inrc.conf :

hostname="hostb.example.org"
ifconfig_fxp0="inet 192.168.1.4 netmask 255.255.255.0"
cloned_interfaces="carp0"
ifconfig_carp0="vhid 2 pass testpass 192.168.1.51/24"

¥¥¥: It is very important that the passwords, specified by the pass option to ifconfig , are identical. The carp

devices will only listen to and accept advertisements from machines with the correct password. The VHID must
also be different for each machine.

The third machine,provider.example.org , should be prepared so that it may handle failover from either host.
This machine will require twocarp devices, one to handle each host. The appropriaterc.conf configuration lines
will be similar to the following:

hostname="provider.example.org"
ifconfig_fxp0="inet 192.168.1.5 netmask 255.255.255.0"
cloned_interfaces="carp0 carp1"
ifconfig_carp0="vhid 1 advskew 100 pass testpass 192.168. 1.50/24"
ifconfig_carp1="vhid 2 advskew 100 pass testpass 192.168. 1.51/24"

Having the twocarp devices will allowprovider.example.org to notice and pick up the IP address of either
machine should it stop responding.

¥¥¥: The default FreeBSD kernel may have preemption enabled. If so, provider.example.org may not relinquish
the IP address back to the original content server. In this case, an administrator mayEnudgeF the interface.
The following command should be issued on provider.example.org :

# ifconfig carp0 down && ifconfig carp0 up

This should be done on the carp interface which corresponds to the correct host.
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At this point, CARP should be completely enabled and available for testing. For testing, either networking has to be
restarted or the machines need to be rebooted.

More information is always available in the carp(4) manual page.
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A.1. CDROM CCCDVDsss���¤¤¤

A.1.1. »»»���®®®`̀̀ÝÝÝëëë³³³������

FreeBSD»�®`(âFreeBSD�ÃCÍ�×°8��h«Z�)Ýë³¼ï�

�CompUSA
WWW: http://www.compusa.com/

� Frys Electronics
WWW: http://www.frys.com/

A.1.2. CD CCCDVD)))///

FreeBSD�Ã(CDCDVD)Ýç­ë³¼ï�

�BSD Mall by Daemon News
PO Box 161
Nauvoo, IL 62354
USA
Phone: +1 866 273-6255
Fax: +1 217 453-9956
Email: <sales@bsdmall.com >
WWW: http://www.bsdmall.com/freebsd1.html

�BSD-Systems
Email: <info@bsd-systems.co.uk >
WWW: http://www.bsd-systems.co.uk

� FreeBSD Mall, Inc.
3623 Sanford Street
Concord, CA 94520-1405
USA
Phone: +1 925 674-0783
Fax: +1 925 674-0821
Email: <info@freebsdmall.com >
WWW: http://www.freebsdmall.com/

�Hinner EDV
St. Augustinus-Str. 10
D-81825 München
Germany
Phone: (089) 428 419
WWW: http://www.hinner.de/linux/freebsd.html

� Ikarios
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22-24 rue Voltaire
92000 Nanterre
France
WWW: http://ikarios.com/form/#freebsd

� JMC Software
Ireland
Phone: 353 1 6291282
WWW: http://www.thelinuxmall.com

� Linux CD Mall
Private Bag MBE N348
Auckland 1030
New Zealand
Phone: +64 21 866529
WWW: http://www.linuxcdmall.co.nz/

� The Linux Emporium
Hilliard House, Lester Way
Wallingford
OX10 9TA
United Kingdom
Phone: +44 1491 837010
Fax: +44 1491 837016
WWW: http://www.linuxemporium.co.uk/products/freebsd/

� Linux+ DVD Magazine
Lewartowskiego 6
Warsaw
00-190
Poland
Phone: +48 22 860 18 18
Email: <editors@lpmagazine.org >
WWW: http://www.lpmagazine.org/

� Linux System Labs Australia
21 Ray Drive
Balwyn North
VIC - 3104
Australia
Phone: +61 3 9857 5918
Fax: +61 3 9857 8974
WWW: http://www.lsl.com.au

� LinuxCenter.Ru
Galernaya Street, 55
Saint-Petersburg
190000
Russia
Phone: +7-812-3125208
Email: <info@linuxcenter.ru >
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WWW: http://linuxcenter.ru/freebsd

A.1.3. BBBÙÙÙ¤¤¤(Distributors)

u¯Î ½BÙ¤�¬��§BÙFreeBSD�Ã®`Ý����ì�Ý�§¤Ð,�

�Cylogistics
809B Cuesta Dr., #2149
Mountain View, CA 94040
USA
Phone: +1 650 694-4949
Fax: +1 650 694-4953
Email: <sales@cylogistics.com >
WWW: http://www.cylogistics.com/

� Ingram Micro
1600 E. St. Andrew Place
Santa Ana, CA 92705-4926
USA
Phone: 1 (800) 456-8000
WWW: http://www.ingrammicro.com/

�Kudzu, LLC
7375 Washington Ave. S.
Edina, MN 55439
USA
Phone: +1 952 947-0822
Fax: +1 952 947-0876
Email: <sales@kudzuenterprises.com >

� LinuxCenter.Ru
Galernaya Street, 55
Saint-Petersburg
190000
Russia
Phone: +7-812-3125208
Email: <info@linuxcenter.ru >
WWW: http://linuxcenter.ru/freebsd

�Navarre Corp
7400 49th Ave South
New Hope, MN 55428
USA
Phone: +1 763 535-8333
Fax: +1 763 535-0341
WWW: http://www.navarre.com/
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A.2. FTP ììì
The official sources for FreeBSD are available via anonymousFTP from a worldwide set of mirror sites. The site
ftp://ftp.FreeBSD.org/pub/FreeBSD/ is well connected and allows a large number of connections to it, but you are
probably better off finding aEcloserFmirror site (especially if you decide to set up some sort of mirror site).

The FreeBSD mirror sites database (http://mirrorlist.FreeBSD.org/) is more accurate than the mirror listing in the
Handbook, as it gets its information from the DNS rather thanrelying on static lists of hosts.

Additionally, FreeBSD is available via anonymous FTP from the following mirror sites. If you choose to obtain
FreeBSD via anonymous FTP, please try to use a site near you. The mirror sites listed asEPrimary Mirror SitesF
typically have the entire FreeBSD archive (all the currently available versions for each of the architectures) but you
will probably have faster download times from a site that is in your country or region. The regional sites carry the
most recent versions for the most popular architecture(s) but might not carry the entire FreeBSD archive. All sites
provide access via anonymous FTP but some sites also provideaccess via other methods. The access methods
available for each site are provided in parentheses after the hostname.

Central Servers, Primary Mirror Sites, Armenia, Australia, Austria, Brazil, Canada, China, Czech Republic,
Denmark, Estonia, Finland, France, Germany, Greece, Hong Kong, Iceland, Ireland, Japan, Korea, Latvia, Lithuania,
Netherlands, New Zealand, Norway, Poland, Russia, Saudi Arabia, Slovak Republic, Slovenia, South Africa, Spain,
Sweden, Switzerland, Taiwan, Turkey, Ukraine, United Kingdom, USA.

(as of UTC)

Central Servers

� ftp://ftp.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http (http://ftp.FreeBSD.org/pub/FreeBSD/) / httpv6
(http://ftp.FreeBSD.org/pub/FreeBSD/))

Primary Mirror Sites

In case of problems, please contact the hostmaster <mirror-admin@FreeBSD.org > for this domain.

� ftp://ftp1.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp2.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp3.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp4.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http (http://ftp4.FreeBSD.org/pub/FreeBSD/) / httpv6
(http://ftp4.FreeBSD.org/pub/FreeBSD/))

� ftp://ftp5.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp6.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp7.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp10.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http(http://ftp10.FreeBSD.org/pub/FreeBSD/) / httpv6
(http://ftp10.FreeBSD.org/pub/FreeBSD/))

� ftp://ftp11.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp13.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp14.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp14.FreeBSD.org/pub/FreeBSD/))
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Armenia

In case of problems, please contact the hostmaster <hostmaster@am.FreeBSD.org > for this domain.

� ftp://ftp1.am.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp1.am.FreeBSD.org/pub/FreeBSD/) / rsync)

Australia

In case of problems, please contact the hostmaster <hostmaster@au.FreeBSD.org > for this domain.

� ftp://ftp.au.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp2.au.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp3.au.FreeBSD.org/pub/FreeBSD/ (ftp)

Austria

In case of problems, please contact the hostmaster <hostmaster@at.FreeBSD.org > for this domain.

� ftp://ftp.at.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http (http://ftp.at.FreeBSD.org/pub/FreeBSD/) / httpv6
(http://ftp.at.FreeBSD.org/pub/FreeBSD/))

Brazil

In case of problems, please contact the hostmaster <hostmaster@br.FreeBSD.org > for this domain.

� ftp://ftp.br.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.br.FreeBSD.org/pub/FreeBSD/))

� ftp://ftp2.br.FreeBSD.org/FreeBSD/ (ftp / http (http://ftp2.br.FreeBSD.org/))

� ftp://ftp3.br.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

� ftp://ftp4.br.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp5.br.FreeBSD.org

Canada

In case of problems, please contact the hostmaster <hostmaster@ca.FreeBSD.org > for this domain.

� ftp://ftp.ca.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp2.ca.FreeBSD.org/pub/FreeBSD/ (ftp)

China

In case of problems, please contact the hostmaster <hostmaster@cn.FreeBSD.org > for this domain.

� ftp://ftp.cn.FreeBSD.org/pub/FreeBSD/ (ftp)
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Czech Republic

In case of problems, please contact the hostmaster <hostmaster@cz.FreeBSD.org > for this domain.

� ftp://ftp.cz.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp.cz.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp.cz.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp.cz.FreeBSD.org/pub/FreeBSD/) / rsync /
rsyncv6)

� ftp://ftp2.cz.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.cz.FreeBSD.org/pub/FreeBSD/))

Denmark

In case of problems, please contact the hostmaster <hostmaster@dk.FreeBSD.org > for this domain.

� ftp://ftp.dk.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http (http://ftp.dk.FreeBSD.org/pub/FreeBSD/) / httpv6
(http://ftp.dk.FreeBSD.org/pub/FreeBSD/))

Estonia

In case of problems, please contact the hostmaster <hostmaster@ee.FreeBSD.org > for this domain.

� ftp://ftp.ee.FreeBSD.org/pub/FreeBSD/ (ftp)

Finland

In case of problems, please contact the hostmaster <hostmaster@fi.FreeBSD.org > for this domain.

� ftp://ftp.fi.FreeBSD.org/pub/FreeBSD/ (ftp)

France

In case of problems, please contact the hostmaster <hostmaster@fr.FreeBSD.org > for this domain.

� ftp://ftp.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp1.fr.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp1.fr.FreeBSD.org/pub/FreeBSD/) / rsync)

� ftp://ftp3.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp4.fr.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp4.fr.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp4.fr.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp4.fr.FreeBSD.org/pub/FreeBSD/) / rsync
(rsync://ftp4.fr.FreeBSD.org/FreeBSD/) / rsyncv6 (rsync://ftp4.fr.FreeBSD.org/FreeBSD/))

� ftp://ftp5.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp6.fr.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

� ftp://ftp7.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp8.fr.FreeBSD.org/pub/FreeBSD/ (ftp)
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Germany

In case of problems, please contact the hostmaster <de-bsd-hubs@de.FreeBSD.org > for this domain.

� ftp://ftp.de.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp1.de.FreeBSD.org/freebsd/ (ftp / http (http://www1.de.FreeBSD.org/freebsd/) / rsync
(rsync://rsync3.de.FreeBSD.org/freebsd/))

� ftp://ftp2.de.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.de.FreeBSD.org/pub/FreeBSD/) / rsync)

� ftp://ftp4.de.FreeBSD.org/FreeBSD/ (ftp / http (http://ftp4.de.FreeBSD.org/pub/FreeBSD/) / rsync)

� ftp://ftp5.de.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp7.de.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp7.de.FreeBSD.org/pub/FreeBSD/))

� ftp://ftp8.de.FreeBSD.org/pub/FreeBSD/ (ftp)

Greece

In case of problems, please contact the hostmaster <hostmaster@gr.FreeBSD.org > for this domain.

� ftp://ftp.gr.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp2.gr.FreeBSD.org/pub/FreeBSD/ (ftp)

Hong Kong

� ftp://ftp.hk.FreeBSD.org/pub/FreeBSD/ (ftp)

Iceland

In case of problems, please contact the hostmaster <hostmaster@is.FreeBSD.org > for this domain.

� ftp://ftp.is.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

Ireland

In case of problems, please contact the hostmaster <hostmaster@ie.FreeBSD.org > for this domain.

� ftp://ftp3.ie.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp3.ie.FreeBSD.org/pub/FreeBSD/) / rsync)

Japan

In case of problems, please contact the hostmaster <hostmaster@jp.FreeBSD.org > for this domain.

� ftp://ftp.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp2.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp3.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp4.jp.FreeBSD.org/pub/FreeBSD/ (ftp)
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� ftp://ftp5.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp6.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp7.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp8.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp9.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

Korea

In case of problems, please contact the hostmaster <hostmaster@kr.FreeBSD.org > for this domain.

� ftp://ftp.kr.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

� ftp://ftp2.kr.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.kr.FreeBSD.org/pub/FreeBSD/))

Latvia

In case of problems, please contact the hostmaster <hostmaster@lv.FreeBSD.org > for this domain.

� ftp://ftp.lv.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.lv.FreeBSD.org/pub/FreeBSD/))

Lithuania

In case of problems, please contact the hostmaster <hostmaster@lt.FreeBSD.org > for this domain.

� ftp://ftp.lt.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.lt.FreeBSD.org/pub/FreeBSD/))

Netherlands

In case of problems, please contact the hostmaster <hostmaster@nl.FreeBSD.org > for this domain.

� ftp://ftp.nl.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.nl.FreeBSD.org/os/FreeBSD/) / rsync)

� ftp://ftp2.nl.FreeBSD.org/pub/FreeBSD/ (ftp)

New Zealand

� ftp://ftp.nz.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.nz.FreeBSD.org/pub/FreeBSD/))

Norway

In case of problems, please contact the hostmaster <hostmaster@no.FreeBSD.org > for this domain.

� ftp://ftp.no.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)
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Poland

In case of problems, please contact the hostmaster <hostmaster@pl.FreeBSD.org > for this domain.

� ftp://ftp.pl.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp2.pl.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp2.pl.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp2.pl.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp2.pl.FreeBSD.org/pub/FreeBSD/) / rsync /
rsyncv6)

Russia

In case of problems, please contact the hostmaster <hostmaster@ru.FreeBSD.org > for this domain.

� ftp://ftp.ru.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.ru.FreeBSD.org/FreeBSD/) / rsync)

� ftp://ftp2.ru.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.ru.FreeBSD.org/pub/FreeBSD/) / rsync)

� ftp://ftp4.ru.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp5.ru.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp5.ru.FreeBSD.org/pub/FreeBSD/) / rsync)

� ftp://ftp6.ru.FreeBSD.org/pub/FreeBSD/ (ftp)

Saudi Arabia

In case of problems, please contact the hostmaster <ftpadmin@isu.net.sa > for this domain.

� ftp://ftp.isu.net.sa/pub/ftp.freebsd.org/ (ftp)

Slovak Republic

In case of problems, please contact the hostmaster <hostmaster@sk.FreeBSD.org > for this domain.

� ftp://ftp.sk.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp.sk.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp.sk.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp.sk.FreeBSD.org/pub/FreeBSD/) / rsync /
rsyncv6)

� ftp://ftp2.sk.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp2.sk.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp2.sk.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp2.sk.FreeBSD.org/pub/FreeBSD/))

Slovenia

In case of problems, please contact the hostmaster <hostmaster@si.FreeBSD.org > for this domain.

� ftp://ftp.si.FreeBSD.org/pub/FreeBSD/ (ftp)

South Africa

In case of problems, please contact the hostmaster <hostmaster@za.FreeBSD.org > for this domain.

� ftp://ftp.za.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp2.za.FreeBSD.org/pub/FreeBSD/ (ftp)
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� ftp://ftp4.za.FreeBSD.org/pub/FreeBSD/ (ftp)

Spain

In case of problems, please contact the hostmaster <hostmaster@es.FreeBSD.org > for this domain.

� ftp://ftp.es.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.es.FreeBSD.org/pub/FreeBSD/))

� ftp://ftp3.es.FreeBSD.org/pub/FreeBSD/ (ftp)

Sweden

In case of problems, please contact the hostmaster <hostmaster@se.FreeBSD.org > for this domain.

� ftp://ftp.se.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp2.se.FreeBSD.org/pub/FreeBSD/ (ftp / rsync (rsync://ftp2.se.FreeBSD.org/))

� ftp://ftp3.se.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp4.se.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp4.se.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp4.se.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp4.se.FreeBSD.org/pub/FreeBSD/) / rsync
(rsync://ftp4.se.FreeBSD.org/pub/FreeBSD/) / rsyncv6 (rsync://ftp4.se.FreeBSD.org/pub/FreeBSD/))

� ftp://ftp5.se.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp5.se.FreeBSD.org/) / rsync)

� ftp://ftp6.se.FreeBSD.org/pub/FreeBSD (ftp / http (http://ftp6.se.FreeBSD.org/pub/FreeBSD))

Switzerland

In case of problems, please contact the hostmaster <hostmaster@ch.FreeBSD.org > for this domain.

� ftp://ftp.ch.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.ch.FreeBSD.org/pub/FreeBSD/))

Taiwan

In case of problems, please contact the hostmaster <hostmaster@tw.FreeBSD.org > for this domain.

� ftp://ftp.tw.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp.tw.FreeBSD.org/pub/FreeBSD/) / rsync /
rsyncv6)

� ftp://ftp2.tw.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 (ftp://ftp2.tw.FreeBSD.org/pub/FreeBSD/) / http
(http://ftp2.tw.FreeBSD.org/pub/FreeBSD/) / httpv6 (http://ftp2.tw.FreeBSD.org/pub/FreeBSD/) / rsync /
rsyncv6)

� ftp://ftp3.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp4.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp5.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp6.tw.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp6.tw.FreeBSD.org/) / rsync)

� ftp://ftp7.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp8.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

798



!�A.ãÿFreeBSDÝ]P

� ftp://ftp9.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp10.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp11.tw.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp11.tw.FreeBSD.org/FreeBSD/))

� ftp://ftp12.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp13.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp14.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp15.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

Turkey

� ftp://ftp.tr.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.tr.FreeBSD.org/pub/FreeBSD/) / rsync)

� ftp://ftp2.tr.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

Ukraine

� ftp://ftp.ua.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.ua.FreeBSD.org/pub/FreeBSD/))

� ftp://ftp7.ua.FreeBSD.org/pub/FreeBSD/ (ftp)

United Kingdom

In case of problems, please contact the hostmaster <hostmaster@uk.FreeBSD.org > for this domain.

� ftp://ftp.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp2.uk.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.uk.FreeBSD.org/) / rsync)

� ftp://ftp3.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp4.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp5.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

USA

In case of problems, please contact the hostmaster <hostmaster@us.FreeBSD.org > for this domain.

� ftp://ftp1.us.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp2.us.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp3.us.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp4.us.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http (http://ftp4.us.FreeBSD.org/pub/FreeBSD/) /
httpv6 (http://ftp4.us.FreeBSD.org/pub/FreeBSD/))

� ftp://ftp5.us.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)
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� ftp://ftp6.us.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp8.us.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp10.us.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp11.us.FreeBSD.org/pub/FreeBSD/ (ftp)

� ftp://ftp13.us.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp13.us.FreeBSD.org/pub/FreeBSD/) / rsync)

� ftp://ftp14.us.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp14.us.FreeBSD.org/pub/FreeBSD/))

� ftp://ftp15.us.FreeBSD.org/pub/FreeBSD/ (ftp)

A.3. Anonymous CVS

A.3.1. anoncvs ���+++

Anonymous CVS (or, as it is otherwise known,anoncvs) is a feature provided by the CVS utilities bundled with
FreeBSD for synchronizing with a remote CVS repository. Among other things, it allows users of FreeBSD to
perform, with no special privileges, read-only CVS operations against one of the FreeBSD project’s official anoncvs
servers. To use it, one simply sets theCVSROOTenvironment variable to point at the appropriate anoncvs server,
provides the well-known passwordEanoncvsF with thecvs login command, and then uses the cvs(1) command
to access it like any local repository.

¥¥¥: The cvs login command, stores the passwords that are used for authenticating to the CVS server in a file
called .cvspass in your HOMEdirectory. If this file does not exist, you might get an error when trying to use cvs

login for the first time. Just make an empty .cvspass file, and retry to login.

While it can also be said that theCVSupandanoncvsservices both perform essentially the same function, thereare
various trade-offs which can influence the user’s choice of synchronization methods. In a nutshell,CVSup is much
more efficient in its usage of network resources and is by far the most technically sophisticated of the two, but at a
price. To useCVSup, a special client must first be installed and configured before any bits can be grabbed, and then
only in the fairly large chunks whichCVSup callscollections.

Anoncvs, by contrast, can be used to examine anything from an individual file to a specific program (likels or
grep ) by referencing the CVS module name. Of course,anoncvsis also only good for read-only operations on the
CVS repository, so if it is your intention to support local development in one repository shared with the FreeBSD
project bits thenCVSup is really your only option.

A.3.2. Using Anonymous CVS

Configuring cvs(1) to use an Anonymous CVS repository is a simple matter of setting theCVSROOTenvironment
variable to point to one of the FreeBSD project’sanoncvsservers. At the time of this writing, the following servers
are available:
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�Austria(w2¿): :pserver:anoncvs@anoncvs.at.FreeBSD.org:/home/ncvs(Usecvs login and enter any
password when prompted.)

� France(°»): :pserver:anoncvs@anoncvs.fr.FreeBSD.org:/home/ncvs(pserver (passwordEanoncvsF), ssh (no
password))

�Germany(Æ»): :pserver:anoncvs@anoncvs.de.FreeBSD.org:/home/ncvs(Usecvs login and enter the
passwordEanoncvsF when prompted.)

�Germany(Æ»): :pserver:anoncvs@anoncvs2.de.FreeBSD.org:/home/ncvs (rsh, pserver, ssh, ssh/2022)

� Japan(̂ Í): :pserver:anoncvs@anoncvs.jp.FreeBSD.org:/home/ncvs(Usecvs login and enter the password
EanoncvsF when prompted.)

�USA(Y»): freebsdanoncvs@anoncvs.FreeBSD.org:/home/ncvs (ssh only - no password)

SSH HostKey: 1024 a1:e7:46:de:fb:56:ef:05:bc:73:aa:91: 09:da:f7:f4 root@sanmateo.ecn.purdue.edu
SSH2 HostKey: 1024 52:02:38:1a:2f:a8:71:d3:f5:83:93:8d :aa:00:6f:65 ssh_host_dsa_key.pub

�USA(Y»): anoncvs@anoncvs1.FreeBSD.org:/home/ncvs (ssh only - nopassword)

SSH HostKey: 1024 8b:c4:6f:9a:7e:65:8a:eb:50:50:29:7c: a1:47:03:bc root@ender.liquidneon.com
SSH2 HostKey: 2048 4d:59:19:7b:ea:9b:76:0b:ca:ee:da:26 :e2:3a:83:b8 ssh_host_dsa_key.pub

Since CVS allows one toEcheck outF virtually any version of the FreeBSD sources that ever existed (or, in some
cases, will exist), you need to be familiar with the revision(-r ) flag to cvs(1) and what some of the permissible
values for it in the FreeBSD Project repository are.

There are two kinds of tags, revision tags and branch tags. A revision tag refers to a specific revision. Its meaning
stays the same from day to day. A branch tag, on the other hand,refers to the latest revision on a given line of
development, at any given time. Because a branch tag does notrefer to a specific revision, it may mean something
different tomorrow than it means today.

µÚ A.7; contains revision tags that users might be interested in. Again, none of these are valid for the Ports
Collection since the Ports Collection does not have multiple revisions.

When you specify a branch tag, you normally receive the latest versions of the files on that line of development. If
you wish to receive some past version, you can do so by specifying a date with the-D date flag. See the cvs(1)
manual page for more details.

A.3.3. Examples

While it really is recommended that you read the manual page for cvs(1) thoroughly before doing anything, here are
some quick examples which essentially show how to use Anonymous CVS:

PPP»»»A-1. Checking Out Something from -CURRENT (ls(1)):

% setenv CVSROOT :pserver:anoncvs@anoncvs.jp.FreeBSD.or g:/home/ncvs

% cvs login

At the prompt, enter the password Eanoncvs F.
% cvs co ls
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PPP»»»A-2. Using SSH to check out thesrc/ tree:

% cvs -d freebsdanoncvs@anoncvs.FreeBSD.org:/home/ncvs c o src

The authenticity of host ’anoncvs.freebsd.org (128.46.15 6.46)’ can’t be established.
DSA key fingerprint is 52:02:38:1a:2f:a8:71:d3:f5:83:93 :8d:aa:00:6f:65.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added ’anoncvs.freebsd.org’ (DSA) t o the list of known hosts.

PPP»»»A-3. Checking Out the Version of ls(1) in the 6-STABLE Branch:

% setenv CVSROOT :pserver:anoncvs@anoncvs.jp.FreeBSD.or g:/home/ncvs

% cvs login

At the prompt, enter the password Eanoncvs F.
% cvs co -rRELENG_6 ls

PPP»»»A-4. Creating a List of Changes (as Unified Diffs) to ls(1)

% setenv CVSROOT :pserver:anoncvs@anoncvs.jp.FreeBSD.or g:/home/ncvs

% cvs login

At the prompt, enter the password Eanoncvs F.
% cvs rdiff -u -rRELENG_5_3_0_RELEASE -rRELENG_5_4_0_RELE ASE ls

PPP»»»A-5. Finding Out What Other Module Names Can Be Used:

% setenv CVSROOT :pserver:anoncvs@anoncvs.jp.FreeBSD.or g:/home/ncvs

% cvs login

At the prompt, enter the password Eanoncvs F.
% cvs co modules

% more modules/modules

A.3.4. Other Resources

The following additional resources may be helpful in learning CVS:

�CVS Tutorial (http://www.csc.calpoly.edu/~dbutler/tutorials/winter96/cvs/) from Cal Poly.

�CVS Home (http://ximbiot.com/cvs/wiki/), the CVS development and support community.

�CVSweb (http://www.FreeBSD.org/cgi/cvsweb.cgi) is the FreeBSD Project web interface for CVS.
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A.4. Using CTM
CTM is a method for keeping a remote directory tree in sync with a central one. It has been developed for usage with
FreeBSD’s source trees, though other people may find it useful for other purposes as time goes by. Little, if any,
documentation currently exists at this time on the process of creating deltas, so contact the ctm-users
(http://lists.FreeBSD.org/mailman/listinfo/ctm-users) mailing list for more information and if you wish to useCTM
for other things.

A.4.1. Why Should I Use CTM?

CTM will give you a local copy of the FreeBSD source trees. There are a number ofEflavorsF of the tree
available. Whether you wish to track the entire CVS tree or just one of the branches,CTM can provide you the
information. If you are an active developer on FreeBSD, but have lousy or non-existent TCP/IP connectivity, or
simply wish to have the changes automatically sent to you,CTM was made for you. You will need to obtain up to
three deltas per day for the most active branches. However, you should consider having them sent by automatic
email. The sizes of the updates are always kept as small as possible. This is typically less than 5K, with an occasional
(one in ten) being 10-50K and every now and then a large 100K+ or more coming around.

You will also need to make yourself aware of the various caveats related to working directly from the development
sources rather than a pre-packaged release. This is particularly true if you choose theEcurrentF sources. It is
recommended that you readStaying current with FreeBSD.

A.4.2. What Do I Need to Use CTM?

You will need two things: TheCTM program, and the initial deltas to feed it (to get up toEcurrentF levels).

TheCTM program has been part of FreeBSD ever since version 2.0 was released, and lives in
/usr/src/usr.sbin/ctm if you have a copy of the source available.

TheEdeltasF you feedCTM can be had two ways, FTP or email. If you have general FTP access to the Internet
then the following FTP sites support access toCTM :

ftp://ftp.FreeBSD.org/pub/FreeBSD/CTM/

or see sectionmirrors.

FTP the relevant directory and fetch theREADMEfile, starting from there.

If you wish to get your deltas via email:

Subscribe to one of theCTM distribution lists. ctm-cvs-cur (http://lists.FreeBSD.org/mailman/listinfo/ctm-cvs-cur)
supports the entire CVS tree. ctm-src-cur (http://lists.FreeBSD.org/mailman/listinfo/ctm-src-cur) supports thehead
of the development branch. ctm-src-4 (http://lists.FreeBSD.org/mailman/listinfo/ctm-src-4) supports the 4.X release
branch, etc.. (If you do not know how to subscribe yourself toa list, click on the list name above or go to
http://lists.FreeBSD.org/mailman/listinfo and click onthe list that you wish to subscribe to. The list page should
contain all of the necessary subscription instructions.)

When you begin receiving yourCTM updates in the mail, you may use thectm_rmail program to unpack and
apply them. You can actually use thectm_rmail program directly from a entry in/etc/aliases if you want to
have the process run in a fully automated fashion. Check thectm_rmail manual page for more details.

¥¥¥: No matter what method you use to get the CTM deltas, you should subscribe to the ctm-announce
(http://lists.FreeBSD.org/mailman/listinfo/ctm-announce) mailing list. In the future, this will be the only place
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where announcements concerning the operations of the CTM system will be posted. Click on the list name above
and follow the instructions to subscribe to the list.

A.4.3. Using CTM for the First Time

Before you can start usingCTM deltas, you will need to get to a starting point for the deltasproduced subsequently
to it.

First you should determine what you already have. Everyone can start from anEemptyF directory. You must use an
initialEEmptyF delta to start off yourCTM supported tree. At some point it is intended that one of these
EstartedF deltas be distributed on the CD for your convenience, however, this does not currently happen.

Since the trees are many tens of megabytes, you should preferto start from something already at hand. If you have a
-RELEASE CD, you can copy or extract an initial source from it. This will save a significant transfer of data.

You can recognize theseEstarterF deltas by theX appended to the number (src-cur.3210XEmpty.gz for
instance). The designation following theX corresponds to the origin of your initialEseedF. Empty is an empty
directory. As a rule a base transition fromEmpty is produced every 100 deltas. By the way, they are large! 70 to80
Megabytes ofgzip ’d data is common for theXEmpty deltas.

Once you have picked a base delta to start from, you will also need all deltas with higher numbers following it.

A.4.4. Using CTM in Your Daily Life

To apply the deltas, simply say:

# cd /where/ever/you/want/the/stuff

# ctm -v -v /where/you/store/your/deltas/src-xxx. *

CTM understands deltas which have been put throughgzip , so you do not need togunzip them first, this saves
disk space.

Unless it feels very secure about the entire process,CTM will not touch your tree. To verify a delta you can also use
the-c flag andCTM will not actually touch your tree; it will merely verify the integrity of the delta and see if it
would apply cleanly to your current tree.

There are other options toCTM as well, see the manual pages or look in the sources for more information.

That is really all there is to it. Every time you get a new delta, just run it throughCTM to keep your sources up to
date.

Do not remove the deltas if they are hard to download again. You just might want to keep them around in case
something bad happens. Even if you only have floppy disks, consider usingfdwrite to make a copy.

A.4.5. Keeping Your Local Changes

As a developer one would like to experiment with and change files in the source tree.CTM supports local
modifications in a limited way: before checking for the presence of a filefoo , it first looks forfoo.ctm . If this file
exists,CTM will operate on it instead offoo .
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This behavior gives us a simple way to maintain local changes: simply copy the files you plan to modify to the
corresponding file names with a.ctm suffix. Then you can freely hack the code, whileCTM keeps the.ctm file
up-to-date.

A.4.6. Other Interesting CTM Options

A.4.6.1. Finding Out Exactly What Would Be Touched by an Upda te

You can determine the list of changes thatCTM will make on your source repository using the-l option toCTM .

This is useful if you would like to keep logs of the changes, pre- or post- process the modified files in any manner, or
just are feeling a tad paranoid.

A.4.6.2. Making Backups Before Updating

Sometimes you may want to backup all the files that would be changed by aCTM update.

Specifying the-B backup-file option causesCTM to backup all files that would be touched by a givenCTM
delta tobackup-file .

A.4.6.3. Restricting the Files Touched by an Update

Sometimes you would be interested in restricting the scope of a givenCTM update, or may be interested in
extracting just a few files from a sequence of deltas.

You can control the list of files thatCTM would operate on by specifying filtering regular expressions using the-e
and-x options.

For example, to extract an up-to-date copy oflib/libc/Makefile from your collection of savedCTM deltas, run
the commands:

# cd /where/ever/you/want/to/extract/it/

# ctm -e ’^lib/libc/Makefile’ ~ctm/src-xxx. *

For every file specified in aCTM delta, the-e and-x options are applied in the order given on the command line.
The file is processed byCTM only if it is marked as eligible after all the-e and-x options are applied to it.

A.4.7. Future Plans for CTM

Tons of them:

�Use some kind of authentication into theCTM system, so as to allow detection of spoofedCTM updates.

�Clean up the options toCTM , they became confusing and counter intuitive.
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A.4.8. Miscellaneous Stuff

There is a sequence of deltas for theports collection too, but interest has not been all that high yet.

A.4.9. CTM Mirrors

CTM/FreeBSD is available via anonymous FTP from the following mirror sites. If you choose to obtainCTM via
anonymous FTP, please try to use a site near you.

In case of problems, please contact the ctm-users (http://lists.FreeBSD.org/mailman/listinfo/ctm-users) mailinglist.

California, Bay Area, official source

� ftp://ftp.FreeBSD.org/pub/FreeBSD/development/CTM/

South Africa, backup server for old deltas

� ftp://ftp.za.FreeBSD.org/pub/FreeBSD/CTM/

Taiwan/R.O.C.(¬È/�ºÓ»)

� ftp://ctm.tw.FreeBSD.org/pub/FreeBSD/development/CTM/

� ftp://ctm2.tw.FreeBSD.org/pub/FreeBSD/development/CTM/

� ftp://ctm3.tw.FreeBSD.org/pub/FreeBSD/development/CTM/

If you did not find a mirror near to you or the mirror is incomplete, try to use a search engine such as alltheweb
(http://www.alltheweb.com/).

A.5. Using CVSup

A.5.1. CVSup ���+++

CVSup is a software package for distributing and updating source trees from a master CVS repository on a remote
server host. The FreeBSD sources are maintained in a CVS repository on a central development machine in
California. WithCVSup, FreeBSD users can easily keep their own source trees up to date.

CVSup uses the so-calledpull model of updating. Under the pull model, each client asks theserver for updates, if
and when they are wanted. The server waits passively for update requests from its clients. Thus all updates are
instigated by the client. The server never sends unsolicited updates. Users must either run theCVSup client
manually to get an update, or they must set up acron job to run it automatically on a regular basis.
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The termCVSup, capitalized just so, refers to the entire software package. Its main components are the clientcvsup

which runs on each user’s machine, and the servercvsupd which runs at each of the FreeBSD mirror sites.

As you read the FreeBSD documentation and mailing lists, youmay see references tosup. Sup was the predecessor
of CVSup, and it served a similar purpose.CVSup is used much in the same way as sup and, in fact, uses
configuration files which are backward-compatible withsup ’s. Sup is no longer used in the FreeBSD project,
becauseCVSup is both faster and more flexible.

A.5.2. Installation

The easiest way to installCVSup is to use the precompilednet/cvsup package from the FreeBSD
packages collection. If you prefer to buildCVSup from source, you can use thenet/cvsup port instead. But be
forewarned: thenet/cvsup port depends on the Modula-3 system, which takes a substantial amount of time and
disk space to download and build.

¥¥¥: If you are going to be using CVSup on a machine which will not have XFree86 or Xorg installed, such as a
server, be sure to use the port which does not include the CVSup GUI, net/cvsup-without-gui .

A.5.3. CVSup Configuration

CVSup’s operation is controlled by a configuration file called thesupfile . There are some samplesupfiles in
the directory/usr/share/examples/cvsup/ .

The information in asupfile answers the following questions forCVSup:

�Which files do you want to receive?

�Which versions of them do you want?

�Where do you want to get them from?

�Where do you want to put them on your own machine?

�Where do you want to put your status files?

In the following sections, we will construct a typicalsupfile by answering each of these questions in turn. First, we
describe the overall structure of asupfile .

A supfile is a text file. Comments begin with# and extend to the end of the line. Lines that are blank and lines that
contain only comments are ignored.

Each remaining line describes a set of files that the user wishes to receive. The line begins with the name of a
EcollectionF, a logical grouping of files defined by the server. The name of the collection tells the server which
files you want. After the collection name come zero or more fields, separated by white space. These fields answer the
questions listed above. There are two types of fields: flag fields and value fields. A flag field consists of a keyword
standing alone, e.g.,delete or compress . A value field also begins with a keyword, but the keyword is followed
without intervening white space by= and a second word. For example,release=cvs is a value field.

A supfile typically specifies more than one collection to receive. Oneway to structure asupfile is to specify all
of the relevant fields explicitly for each collection. However, that tends to make thesupfile lines quite long, and it
is inconvenient because most fields are the same for all of thecollections in asupfile . CVSup provides a
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defaulting mechanism to avoid these problems. Lines beginning with the special pseudo-collection name* default

can be used to set flags and values which will be used as defaults for the subsequent collections in thesupfile . A
default value can be overridden for an individual collection, by specifying a different value with the collection itself.
Defaults can also be changed or augmented in mid-supfile by additional * default lines.

With this background, we will now proceed to construct asupfile for receiving and updating the main source tree
of FreeBSD-CURRENT.

�Which files do you want to receive?

The files available viaCVSup are organized into named groups calledEcollectionsF. The collections that are
available are described in thefollowing section. In this example, we wish to receive the entire main source tree for
the FreeBSD system. There is a single large collectionsrc-all which will give us all of that. As a first step
toward constructing oursupfile , we simply list the collections, one per line (in this case, only one line):

src-all

�Which version(s) of them do you want?

With CVSup, you can receive virtually any version of the sources that ever existed. That is possible because the
cvsupdserver works directly from the CVS repository, which contains all of the versions. You specify which one
of them you want using thetag= anddate= value fields.

ÊÊÊ×××Be very careful to specify any tag= fields correctly. Some tags are valid only for certain collections of files.
If you specify an incorrect or misspelled tag, CVSup will delete files which you probably do not want deleted.
In particular, use only tag=. for the ports- * collections.

Thetag= field names a symbolic tag in the repository. There are two kinds of tags, revision tags and branch tags.
A revision tag refers to a specific revision. Its meaning stays the same from day to day. A branch tag, on the other
hand, refers to the latest revision on a given line of development, at any given time. Because a branch tag does not
refer to a specific revision, it may mean something differenttomorrow than it means today.

µÚ A.7; contains branch tags that users might be interested in. Whenspecifying a tag inCVSup’s configuration
file, it must be preceded withtag= (RELENG_4will becometag=RELENG_4). Keep in mind that only thetag=.

is relevant for the Ports Collection.

ÊÊÊ×××Be very careful to type the tag name exactly as shown. CVSup cannot distinguish between valid and
invalid tags. If you misspell the tag, CVSup will behave as though you had specified a valid tag which happens
to refer to no files at all. It will delete your existing sources in that case.

When you specify a branch tag, you normally receive the latest versions of the files on that line of development. If
you wish to receive some past version, you can do so by specifying a date with thedate= value field. The
cvsup(1) manual page explains how to do that.

For our example, we wish to receive FreeBSD-CURRENT. We add this line at the beginning of oursupfile :

* default tag=.

There is an important special case that comes into play if youspecify neither atag= field nor adate= field. In
that case, you receive the actual RCS files directly from the server’s CVS repository, rather than receiving a
particular version. Developers generally prefer this modeof operation. By maintaining a copy of the repository
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itself on their systems, they gain the ability to browse the revision histories and examine past versions of files. This
gain is achieved at a large cost in terms of disk space, however.

�Where do you want to get them from?

We use thehost= field to tell cvsup where to obtain its updates. Any of theCVSup mirror siteswill do, though
you should try to select one that is close to you in cyberspace. In this example we will use a fictional FreeBSD
distribution site,cvsup99.FreeBSD.org :

* default host=cvsup99.FreeBSD.org

You will need to change the host to one that actually exists before runningCVSup. On any particular run of
cvsup , you can override the host setting on the command line, with-h hostname.

�Where do you want to put them on your own machine?

Theprefix= field tellscvsup where to put the files it receives. In this example, we will putthe source files
directly into our main source tree,/usr/src . Thesrc directory is already implicit in the collections we have
chosen to receive, so this is the correct specification:

* default prefix=/usr

�Where shouldcvsup maintain its status files?

TheCVSup client maintains certain status files in what is called theEbaseF directory. These files helpCVSup
to work more efficiently, by keeping track of which updates you have already received. We will use the standard
base directory,/var/db :

* default base=/var/db

If your base directory does not already exist, now would be a good time to create it. Thecvsup client will refuse
to run if the base directory does not exist.

�Miscellaneoussupfile settings:

There is one more line of boiler plate that normally needs to be present in thesupfile :

* default release=cvs delete use-rel-suffix compress

release=cvs indicates that the server should get its information out of the main FreeBSD CVS repository. This
is virtually always the case, but there are other possibilities which are beyond the scope of this discussion.

delete givesCVSup permission to delete files. You should always specify this, so thatCVSup can keep your
source tree fully up-to-date.CVSup is careful to delete only those files for which it is responsible. Any extra files
you happen to have will be left strictly alone.

use-rel-suffix is ... arcane. If you really want to know about it, see the cvsup(1) manual page. Otherwise, just
specify it and do not worry about it.

compress enables the use of gzip-style compression on the communication channel. If your network link is T1
speed or faster, you probably should not use compression. Otherwise, it helps substantially.

�Putting it all together:

Here is the entiresupfile for our example:

* default tag=.

* default host=cvsup99.FreeBSD.org

* default prefix=/usr

* default base=/var/db

* default release=cvs delete use-rel-suffix compress
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src-all

A.5.3.1. The refuse File

As mentioned above,CVSup uses apull method. Basically, this means that you connect to theCVSup server, and it
says,EHere is what you can download from me...F, and your client respondsEOK, I will take this, this, this, and
this.F In the default configuration, theCVSup client will take every file associated with the collection and tag you
chose in the configuration file. However, this is not always what you want, especially if you are synching thedoc ,
ports , or wwwtrees�most people cannot read four or five languages, and thereforethey do not need to download
the language-specific files. If you areCVSuping the Ports Collection, you can get around this by specifying each
collection individually (e.g.,ports-astrology, ports-biology, etc instead of simply sayingports-all). However, since
thedoc andwwwtrees do not have language-specific collections, you must use one ofCVSup’s many nifty features:
therefuse file.

Therefuse file essentially tellsCVSup that it should not take every single file from a collection; inother words, it
tells the client torefusecertain files from the server. Therefuse file can be found (or, if you do not yet have one,
should be placed) inbase/sup/ . base is defined in yoursupfile ; our definedbase is /var/db , which means that
by default therefuse file is /var/db/sup/refuse .

Therefuse file has a very simple format; it simply contains the names of files or directories that you do not wish to
download. For example, if you cannot speak any languages other than English and some German, and you do not feel
the need to read the German translation of documentation, you can put the following in yourrefuse file:

doc/bn_ *
doc/da_ *
doc/de_ *
doc/el_ *
doc/es_ *
doc/fr_ *
doc/it_ *
doc/ja_ *
doc/nl_ *
doc/no_ *
doc/pl_ *
doc/pt_ *
doc/ru_ *
doc/sr_ *
doc/tr_ *
doc/zh_ *

and so forth for the other languages (you can find the full listby browsing the FreeBSD CVS repository
(http://www.FreeBSD.org/cgi/cvsweb.cgi/)).

With this very useful feature, those users who are on slow links or pay by the minute for their Internet connection
will be able to save valuable time as they will no longer need to download files that they will never use. For more
information onrefuse files and other neat features ofCVSup, please view its manual page.

A.5.4. Running CVSup

You are now ready to try an update. The command line for doing this is quite simple:
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# cvsup supfile

wheresupfile is of course the name of thesupfile you have just created. Assuming you are running under X11,
cvsup will display a GUI window with some buttons to do the usual things. Press thego button, and watch it run.

Since you are updating your actual/usr/src tree in this example, you will need to run the program asroot so that
cvsup has the permissions it needs to update your files. Having justcreated your configuration file, and having never
used this program before, that might understandably make you nervous. There is an easy way to do a trial run
without touching your precious files. Just create an empty directory somewhere convenient, and name it as an extra
argument on the command line:

# mkdir /var/tmp/dest

# cvsup supfile /var/tmp/dest

The directory you specify will be used as the destination directory for all file updates.CVSup will examine your
usual files in/usr/src , but it will not modify or delete any of them. Any file updates will instead land in
/var/tmp/dest/usr/src . CVSup will also leave its base directory status files untouched when run this way. The
new versions of those files will be written into the specified directory. As long as you have read access to/usr/src ,
you do not even need to beroot to perform this kind of trial run.

If you are not running X11 or if you just do not like GUIs, you should add a couple of options to the command line
when you runcvsup :

# cvsup -g -L 2 supfile

The-g tellsCVSup not to use its GUI. This is automatic if you are not running X11, but otherwise you have to
specify it.

The-L 2 tellsCVSup to print out the details of all the file updates it is doing. There are three levels of verbosity,
from -L 0 to -L 2 . The default is 0, which means total silence except for errormessages.

There are plenty of other options available. For a brief listof them, typecvsup -H . For more detailed descriptions,
see the manual page.

Once you are satisfied with the way updates are working, you can arrange for regular runs ofCVSup using cron(8).
Obviously, you should not letCVSup use its GUI when running it from cron(8).

A.5.5. CVSup File Collections

The file collections available viaCVSup are organized hierarchically. There are a few large collections, and they are
divided into smaller sub-collections. Receiving a large collection is equivalent to receiving each of its sub-collections.
The hierarchical relationships among collections are reflected by the use of indentation in the list below.

The most commonly used collections aresrc-all , andports-all . The other collections are used only by small
groups of people for specialized purposes, and some mirror sites may not carry all of them.

cvs-all release=cvs

The main FreeBSD CVS repository, including the cryptography code.

distrib release=cvs

Files related to the distribution and mirroring of FreeBSD.
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doc-all release=cvs

Sources for the FreeBSD Handbook and other documentation. This does not include files for the FreeBSD
web site.

ports-all release=cvs

The FreeBSD Ports Collection.

¥¥¥���: If you do not want to update the whole of ports-all (the whole ports tree), but use one of the
subcollections listed below, make sure that you always update the ports-base subcollection!
Whenever something changes in the ports build infrastructure represented by ports-base , it is
virtually certain that those changes will be used byErealF ports real soon. Thus, if you only update
theErealF ports and they use some of the new features, there is a very high chance that their build
will fail with some mysterious error message. The very first thing to do in this case is to make sure that
your ports-base subcollection is up to date.

¥¥¥���: If you are going to be building your own local copy of ports/INDEX , you must accept ports-all

(the whole ports tree). Building ports/INDEX with a partial tree is not supported. See the FAQ
(../../../../doc/zh_TW.Big5/books/faq/applications.html#MAKE-INDEX).

ports-accessibility release=cvs

Software to help disabled users.

ports-arabic release=cvs

Arabic language support.

ports-archivers release=cvs

Archiving tools.

ports-astro release=cvs

Astronomical ports.

ports-audio release=cvs

Sound support.

ports-base release=cvs

The Ports Collection build infrastructure - various files located in theMk/ andTools/ subdirectories
of /usr/ports .

¥¥¥: Please see the important warning above: you should always update this subcollection,
whenever you update any part of the FreeBSD Ports Collection!
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ports-benchmarks release=cvs

Benchmarks.

ports-biology release=cvs

Biology.

ports-cad release=cvs

Computer aided design tools.

ports-chinese release=cvs

Chinese language support.

ports-comms release=cvs

Communication software.

ports-converters release=cvs

character code converters.

ports-databases release=cvs

Databases.

ports-deskutils release=cvs

Things that used to be on the desktop before computers were invented.

ports-devel release=cvs

Development utilities.

ports-dns release=cvs

DNS related software.

ports-editors release=cvs

Editors.

ports-emulators release=cvs

Emulators for other operating systems.

ports-finance release=cvs

Monetary, financial and related applications.

ports-ftp release=cvs

FTP client and server utilities.

ports-games release=cvs

Games.
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ports-german release=cvs

German language support.

ports-graphics release=cvs

Graphics utilities.

ports-hebrew release=cvs

Hebrew language support.

ports-hungarian release=cvs

Hungarian language support.

ports-irc release=cvs

Internet Relay Chat utilities.

ports-japanese release=cvs

Japanese language support.

ports-java release=cvs

Java utilities.

ports-korean release=cvs

Korean language support.

ports-lang release=cvs

Programming languages.

ports-mail release=cvs

Mail software.

ports-math release=cvs

Numerical computation software.

ports-mbone release=cvs

MBone applications.

ports-misc release=cvs

Miscellaneous utilities.

ports-multimedia release=cvs

Multimedia software.

ports-net release=cvs

Networking software.
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ports-net-im release=cvs

Instant messaging software.

ports-net-mgmt release=cvs

Network management software.

ports-net-p2p release=cvs

Peer to peer networking.

ports-news release=cvs

USENET news software.

ports-palm release=cvs

Software support for PalmTM series.

ports-polish release=cvs

Polish language support.

ports-portuguese release=cvs

Portuguese language support.

ports-print release=cvs

Printing software.

ports-russian release=cvs

Russian language support.

ports-science release=cvs

Science.

ports-security release=cvs

Security utilities.

ports-shells release=cvs

Command line shells.

ports-sysutils release=cvs

System utilities.

ports-textproc release=cvs

text processing utilities (does not include desktop publishing).

ports-ukrainian release=cvs

Ukrainian language support.
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ports-vietnamese release=cvs

Vietnamese language support.

ports-www release=cvs

Software related to the World Wide Web.

ports-x11 release=cvs

Ports to support the X window system.

ports-x11-clocks release=cvs

X11 clocks.

ports-x11-fm release=cvs

X11 file managers.

ports-x11-fonts release=cvs

X11 fonts and font utilities.

ports-x11-toolkits release=cvs

X11 toolkits.

ports-x11-servers release=cvs

X11 servers.

ports-x11-themes release=cvs

X11 themes.

ports-x11-wm release=cvs

X11 window managers.

projects-all release=cvs

Sources for the FreeBSD projects repository.

src-all release=cvs

The main FreeBSD sources, including the cryptography code.

src-base release=cvs

Miscellaneous files at the top of/usr/src .

src-bin release=cvs

User utilities that may be needed in single-user mode (/usr/src/bin ).
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src-contrib release=cvs

Utilities and libraries from outside the FreeBSD project, used relatively unmodified
(/usr/src/contrib ).

src-crypto release=cvs

Cryptography utilities and libraries from outside the FreeBSD project, used relatively unmodified
(/usr/src/crypto ).

src-eBones release=cvs

Kerberos and DES (/usr/src/eBones ). Not used in current releases of FreeBSD.

src-etc release=cvs

System configuration files (/usr/src/etc ).

src-games release=cvs

Games (/usr/src/games ).

src-gnu release=cvs

Utilities covered by the GNU Public License (/usr/src/gnu ).

src-include release=cvs

Header files (/usr/src/include ).

src-kerberos5 release=cvs

Kerberos5 security package (/usr/src/kerberos5 ).

src-kerberosIV release=cvs

KerberosIV security package (/usr/src/kerberosIV ).

src-lib release=cvs

Libraries (/usr/src/lib ).

src-libexec release=cvs

System programs normally executed by other programs (/usr/src/libexec ).

src-release release=cvs

Files required to produce a FreeBSD release (/usr/src/release ).

src-sbin release=cvs

System utilities for single-user mode (/usr/src/sbin ).

src-secure release=cvs

Cryptographic libraries and commands (/usr/src/secure ).
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src-share release=cvs

Files that can be shared across multiple systems (/usr/src/share ).

src-sys release=cvs

The kernel (/usr/src/sys ).

src-sys-crypto release=cvs

Kernel cryptography code (/usr/src/sys/crypto ).

src-tools release=cvs

Various tools for the maintenance of FreeBSD (/usr/src/tools ).

src-usrbin release=cvs

User utilities (/usr/src/usr.bin ).

src-usrsbin release=cvs

System utilities (/usr/src/usr.sbin ).

www release=cvs

The sources for the FreeBSD WWW site.

distrib release=self

TheCVSup server’s own configuration files. Used byCVSup mirror sites.

gnats release=current

The GNATS bug-tracking database.

mail-archive release=current

FreeBSD mailing list archive.

www release=current

The pre-processed FreeBSD WWW site files (not the source files). Used by WWW mirror sites.

A.5.6. For More Information

For theCVSup FAQ and other information aboutCVSup, see The CVSup Home Page
(http://www.polstra.com/projects/freeware/CVSup/).

Most FreeBSD-related discussion ofCVSup takes place on the FreeBSD technical discussions
L¡)

(http://lists.FreeBSD.org/mailman/listinfo/freebsd-hackers). New versions of the software are announced there,as
well as on the FreeBSD announcements
L¡) (http://lists.FreeBSD.org/mailman/listinfo/freebsd-announce).

Questions and bug reports should be addressed to the author of the program at <cvsup-bugs@polstra.com >.
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A.5.7. CVSup Sites

CVSupservers for FreeBSD are running at the following sites:

Central Servers, Primary Mirror Sites, Armenia, Australia, Brazil, Czech Republic, Denmark, Estonia, Finland,
France, Germany, Greece, Iceland, Ireland, Italy, Japan, Korea, Latvia, Lithuania, Netherlands, Norway, Poland,
Russia, Slovak Republic, Slovenia, South Africa, Spain, Sweden, Switzerland, Taiwan, Ukraine, USA.

(as of UTC)

Central Servers

� cvsup.FreeBSD.org

Primary Mirror Sites

� cvsup1.FreeBSD.org

� cvsup3.FreeBSD.org

� cvsup4.FreeBSD.org

� cvsup5.FreeBSD.org

� cvsup6.FreeBSD.org

� cvsup7.FreeBSD.org

� cvsup8.FreeBSD.org

� cvsup9.FreeBSD.org

� cvsup10.FreeBSD.org

� cvsup11.FreeBSD.org

� cvsup12.FreeBSD.org

� cvsup14.FreeBSD.org

� cvsup15.FreeBSD.org

� cvsup18.FreeBSD.org

Armenia

� cvsup1.am.FreeBSD.org

Australia

� cvsup.au.FreeBSD.org
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Brazil

� cvsup2.br.FreeBSD.org

Czech Republic

� cvsup.cz.FreeBSD.org

Denmark

� cvsup.dk.FreeBSD.org

� cvsup2.dk.FreeBSD.org

Estonia

� cvsup.ee.FreeBSD.org

Finland

� cvsup.fi.FreeBSD.org

France

� cvsup.fr.FreeBSD.org

� cvsup1.fr.FreeBSD.org

� cvsup3.fr.FreeBSD.org

� cvsup5.fr.FreeBSD.org

� cvsup8.fr.FreeBSD.org
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Germany

� cvsup.de.FreeBSD.org

� cvsup2.de.FreeBSD.org

� cvsup3.de.FreeBSD.org

� cvsup4.de.FreeBSD.org

� cvsup5.de.FreeBSD.org

� cvsup6.de.FreeBSD.org

� cvsup7.de.FreeBSD.org

� cvsup8.de.FreeBSD.org

Greece

� cvsup.gr.FreeBSD.org

Iceland

� cvsup.is.FreeBSD.org

Ireland

� cvsup.ie.FreeBSD.org

� cvsup2.ie.FreeBSD.org

Italy

� cvsup.it.FreeBSD.org

Japan

� cvsup.jp.FreeBSD.org

� cvsup2.jp.FreeBSD.org

� cvsup3.jp.FreeBSD.org
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� cvsup4.jp.FreeBSD.org

� cvsup5.jp.FreeBSD.org

� cvsup6.jp.FreeBSD.org

Korea

� cvsup.kr.FreeBSD.org

Latvia

� cvsup.lv.FreeBSD.org

Lithuania

� cvsup.lt.FreeBSD.org

Netherlands

� cvsup.nl.FreeBSD.org

� cvsup2.nl.FreeBSD.org

� cvsup3.nl.FreeBSD.org

Norway

� cvsup.no.FreeBSD.org

Poland

� cvsup.pl.FreeBSD.org

� cvsup3.pl.FreeBSD.org
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Russia

� cvsup3.ru.FreeBSD.org

� cvsup5.ru.FreeBSD.org

� cvsup6.ru.FreeBSD.org

Slovak Republic

� cvsup.sk.FreeBSD.org

Slovenia

� cvsup.si.FreeBSD.org

South Africa

� cvsup.za.FreeBSD.org

Spain

� cvsup.es.FreeBSD.org

� cvsup2.es.FreeBSD.org

� cvsup3.es.FreeBSD.org

Sweden

� cvsup.se.FreeBSD.org

� cvsup2.se.FreeBSD.org

Switzerland

� cvsup.ch.FreeBSD.org
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Taiwan

� cvsup.tw.FreeBSD.org

� cvsup3.tw.FreeBSD.org

� cvsup6.tw.FreeBSD.org

� cvsup10.tw.FreeBSD.org

� cvsup11.tw.FreeBSD.org

� cvsup12.tw.FreeBSD.org

� cvsup13.tw.FreeBSD.org

Ukraine

� cvsup5.ua.FreeBSD.org

� cvsup6.ua.FreeBSD.org

USA

� cvsup1.us.FreeBSD.org

� cvsup3.us.FreeBSD.org

� cvsup4.us.FreeBSD.org

� cvsup5.us.FreeBSD.org

� cvsup6.us.FreeBSD.org

� cvsup7.us.FreeBSD.org

� cvsup8.us.FreeBSD.org

� cvsup9.us.FreeBSD.org

� cvsup11.us.FreeBSD.org

� cvsup12.us.FreeBSD.org

� cvsup13.us.FreeBSD.org

� cvsup14.us.FreeBSD.org

� cvsup15.us.FreeBSD.org

� cvsup18.us.FreeBSD.org
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A.6. Using Portsnap

A.6.1. Portsnap ���+++

Portsnap is a system for securely distributing the FreeBSD ports tree. Approximately once an hour, aEsnapshotF
of the ports tree is generated, repackaged, and cryptographically signed. The resulting files are then distributed via
HTTP.

Like CVSup, Portsnapuses apull model of updating: The packaged and signed ports trees are placed on a web
server which waits passively for clients to request files. Users must either run portsnap(8) manually to download
updates or set up a cron(8) job to download updates automatically on a regular basis.

For technical reasons,Portsnapdoes not update theEliveF ports tree in/usr/ports/ directly; instead, it works
via a compressed copy of the ports tree stored in/var/db/portsnap/ by default. This compressed copy is then
used to update the live ports tree.

¥¥¥: If Portsnap is installed from the FreeBSD Ports Collection, then the default location for its compressed
snapshot will be /usr/local/portsnap/ instead of /var/db/portsnap/ .

A.6.2. Installation

On FreeBSD 6.0 and more recent versions,Portsnap is contained in the FreeBSD base system. On older versions of
FreeBSD, it can be installed using thesysutils/portsnap port.

A.6.3. Portsnap Configuration

Portsnap’s operation is controlled by the/etc/portsnap.conf configuration file. For most users, the default
configuration file will suffice; for more details, consult theportsnap.conf(5) manual page.

¥¥¥: If Portsnap is installed from the FreeBSD Ports Collection, it will use the configuration file
/usr/local/etc/portsnap.conf instead of /etc/portsnap.conf . This configuration file is not created when
the port is installed, but a sample configuration file is distributed; to copy it into place, run the following command:

# cd /usr/local/etc && cp portsnap.conf.sample portsnap.co nf

A.6.4. Running Portsnap for the First Time

The first time portsnap(8) is run, it will need to download a compressed snapshot of the entire ports tree into
/var/db/portsnap/ (or /usr/local/portsnap/ if Portsnapwas installed from the Ports Collection). For the
beginning of 2006 this is approximately a 41 MB download.

# portsnap fetch

825



!�A.ãÿFreeBSDÝ]P

Once the compressed snapshot has been downloaded, aEliveF copy of the ports tree can be extracted into
/usr/ports/ . This is necessary even if a ports tree has already been created in that directory (e.g., by using
CVSup), since it establishes a baseline from whichportsnap can determine which parts of the ports tree need to be
updated later.

# portsnap extract

¥¥¥: In the default installation /usr/ports is not created. If you run FreeBSD 6.0-RELEASE, it should be created
before portsnap is used. On more recent versions of FreeBSD or Portsnap , this operation will be done
automatically at first use of the portsnap command.

A.6.5. Updating the Ports Tree

After an initial compressed snapshot of the ports tree has been downloaded and extracted into/usr/ports/ ,
updating the ports tree consists of two steps:fetching updates to the compressed snapshot, and using them toupdate
the live ports tree. These two steps can be specified toportsnap as a single command:

# portsnap fetch update

¥¥¥: Some older versions of portsnap do not support this syntax; if it fails, try instead the following:

# portsnap fetch

# portsnap update

A.6.6. Running Portsnap from cron

In order to avoid problems withEflash crowdsF accessing thePortsnapservers,portsnap fetch will not run
from a cron(8) job. Instead, a specialportsnap cron command exists, which waits for a random duration up to
3600 seconds before fetching updates.

In addition, it is strongly recommended thatportsnap update not be run from acron job, since it is liable to
cause major problems if it happens to run at the same time as a port is being built or installed. However, it is safe to
update the ports’INDEX files, and this can be done by passing the-I flag toportsnap . (Obviously, ifportsnap

-I update is run fromcron , then it will be necessary to runportsnap update without the-I flag at a later time
in order to update the rest of the tree.)

Adding the following line to/etc/crontab will causeportsnap to update its compressed snapshot and theINDEX

files in /usr/ports/ , and will send an email if any installed ports are out of date:

0 3 * * * root portsnap -I cron update && pkg_version -vIL=

¥¥¥: If the system clock is not set to the local time zone, please replace 3 with a random value between 0 and 23,
in order to spread the load on the Portsnap servers more evenly.
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¥¥¥: Some older versions of portsnap do not support listing multiple commands (e.g., cron update ) in the same
invocation of portsnap . If the line above fails, try replacing portsnap -I cron update with portsnap cron &&

portsnap -I update .

A.7. CVS Tags
When obtaining or updating sources usingcvsor CVSup, a revision tag must be specified. A revision tag refers to
either a particular line of FreeBSD development, or a specific point in time. The first type are calledEbranch tagsF,
and the second type are calledErelease tagsF.

A.7.1. Branch Tags

All of these, with the exception ofHEAD(which is always a valid tag), only apply to thesrc/ tree. Theports/ ,
doc/ , andwww/ trees are not branched.

HEAD

Symbolic name for the main line, or FreeBSD-CURRENT. Also the default when no revision is specified.

In CVSup, this tag is represented by a. (not punctuation, but a literal. character).

¥¥¥: In CVS, this is the default when no revision tag is specified. It is usually not a good idea to checkout or
update to CURRENT sources on a STABLE machine, unless that is your intent.

RELENG_6

The line of development for FreeBSD-6.X, also known as FreeBSD 6-STABLE

RELENG_6_1

The release branch for FreeBSD-6.1, used only for security advisories and other critical fixes.

RELENG_6_0

The release branch for FreeBSD-6.0, used only for security advisories and other critical fixes.

RELENG_5

The line of development for FreeBSD-5.X, also known as FreeBSD 5-STABLE.

RELENG_5_5

The release branch for FreeBSD-5.5, used only for security advisories and other critical fixes.

RELENG_5_4

The release branch for FreeBSD-5.4, used only for security advisories and other critical fixes.
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RELENG_5_3

The release branch for FreeBSD-5.3, used only for security advisories and other critical fixes.

RELENG_5_2

The release branch for FreeBSD-5.2 and FreeBSD-5.2.1, usedonly for security advisories and other critical
fixes.

RELENG_5_1

The release branch for FreeBSD-5.1, used only for security advisories and other critical fixes.

RELENG_5_0

The release branch for FreeBSD-5.0, used only for security advisories and other critical fixes.

RELENG_4

The line of development for FreeBSD-4.X, also known as FreeBSD 4-STABLE.

RELENG_4_11

The release branch for FreeBSD-4.11, used only for securityadvisories and other critical fixes.

RELENG_4_10

The release branch for FreeBSD-4.10, used only for securityadvisories and other critical fixes.

RELENG_4_9

The release branch for FreeBSD-4.9, used only for security advisories and other critical fixes.

RELENG_4_8

The release branch for FreeBSD-4.8, used only for security advisories and other critical fixes.

RELENG_4_7

The release branch for FreeBSD-4.7, used only for security advisories and other critical fixes.

RELENG_4_6

The release branch for FreeBSD-4.6 and FreeBSD-4.6.2, usedonly for security advisories and other critical
fixes.

RELENG_4_5

The release branch for FreeBSD-4.5, used only for security advisories and other critical fixes.

RELENG_4_4

The release branch for FreeBSD-4.4, used only for security advisories and other critical fixes.

RELENG_4_3

The release branch for FreeBSD-4.3, used only for security advisories and other critical fixes.
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RELENG_3

The line of development for FreeBSD-3.X, also known as 3.X-STABLE.

RELENG_2_2

The line of development for FreeBSD-2.2.X, also known as 2.2-STABLE. This branch is mostly obsolete.

A.7.2. Release Tags

These tags refer to a specific point in time when a particular version of FreeBSD was released. The release
engineering process is documented in more detail by the Release Engineering Information (../../../../releng/) and
Release Process (../../../../doc/zh_TW.Big5/articles/releng/release-proc.html) documents. Thesrc tree uses tag
names that start withRELENG_tags. Theports anddoc trees use tags whose names begin withRELEASEtags.
Finally, thewwwtree is not tagged with any special name for releases.

RELENG_6_1_0_RELEASE

FreeBSD 6.1

RELENG_6_0_0_RELEASE

FreeBSD 6.0

RELENG_5_5_0_RELEASE

FreeBSD 5.5

RELENG_5_4_0_RELEASE

FreeBSD 5.4

RELENG_4_11_0_RELEASE

FreeBSD 4.11

RELENG_5_3_0_RELEASE

FreeBSD 5.3

RELENG_4_10_0_RELEASE

FreeBSD 4.10

RELENG_5_2_1_RELEASE

FreeBSD 5.2.1

RELENG_5_2_0_RELEASE

FreeBSD 5.2

RELENG_4_9_0_RELEASE

FreeBSD 4.9
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RELENG_5_1_0_RELEASE

FreeBSD 5.1

RELENG_4_8_0_RELEASE

FreeBSD 4.8

RELENG_5_0_0_RELEASE

FreeBSD 5.0

RELENG_4_7_0_RELEASE

FreeBSD 4.7

RELENG_4_6_2_RELEASE

FreeBSD 4.6.2

RELENG_4_6_1_RELEASE

FreeBSD 4.6.1

RELENG_4_6_0_RELEASE

FreeBSD 4.6

RELENG_4_5_0_RELEASE

FreeBSD 4.5

RELENG_4_4_0_RELEASE

FreeBSD 4.4

RELENG_4_3_0_RELEASE

FreeBSD 4.3

RELENG_4_2_0_RELEASE

FreeBSD 4.2

RELENG_4_1_1_RELEASE

FreeBSD 4.1.1

RELENG_4_1_0_RELEASE

FreeBSD 4.1

RELENG_4_0_0_RELEASE

FreeBSD 4.0

RELENG_3_5_0_RELEASE

FreeBSD-3.5
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RELENG_3_4_0_RELEASE

FreeBSD-3.4

RELENG_3_3_0_RELEASE

FreeBSD-3.3

RELENG_3_2_0_RELEASE

FreeBSD-3.2

RELENG_3_1_0_RELEASE

FreeBSD-3.1

RELENG_3_0_0_RELEASE

FreeBSD-3.0

RELENG_2_2_8_RELEASE

FreeBSD-2.2.8

RELENG_2_2_7_RELEASE

FreeBSD-2.2.7

RELENG_2_2_6_RELEASE

FreeBSD-2.2.6

RELENG_2_2_5_RELEASE

FreeBSD-2.2.5

RELENG_2_2_2_RELEASE

FreeBSD-2.2.2

RELENG_2_2_1_RELEASE

FreeBSD-2.2.1

RELENG_2_2_0_RELEASE

FreeBSD-2.2.0

A.8. AFS Sites
AFS servers for FreeBSD are running at the following sites:

Sweden

The path to the files are:/afs/stacken.kth.se/ftp/pub/FreeBSD/

stacken.kth.se # Stacken Computer Club, KTH, Sweden
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130.237.234.43 #hot.stacken.kth.se
130.237.237.230 #fishburger.stacken.kth.se
130.237.234.3 #milko.stacken.kth.se

Maintainer <ftp@stacken.kth.se >

A.9. rsync Sites
The following sites make FreeBSD available through the rsync protocol. Thersync utility works in much the same
way as the rcp(1) command, but has more options and uses the rsync remote-update protocol which transfers only
the differences between two sets of files, thus greatly speeding up the synchronization over the network. This is most
useful if you are a mirror site for the FreeBSD FTP server, or the CVS repository. Thersync suite is available for
many operating systems, on FreeBSD, see thenet/rsync port or use the package.

Czech Republic

rsync://ftp.cz.FreeBSD.org/

Available collections:

� ftp: A partial mirror of the FreeBSD FTP server.

� FreeBSD: A full mirror of the FreeBSD FTP server.

Germany

rsync://grappa.unix-ag.uni-kl.de/

Available collections:

� freebsd-cvs: The full FreeBSD CVS repository.

This machine also mirrors the CVS repositories of the NetBSDand the OpenBSD projects, among others.

Netherlands

rsync://ftp.nl.FreeBSD.org/

Available collections:

� vol/4/freebsd-core: A full mirror of the FreeBSD FTP server.

United Kingdom

rsync://rsync.mirror.ac.uk/

Available collections:

� ftp.FreeBSD.org: A full mirror of the FreeBSD FTP server.
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United States of America

rsync://ftp-master.FreeBSD.org/

This server may only be used by FreeBSD primary mirror sites.

Available collections:

� FreeBSD: The master archive of the FreeBSD FTP server.

� acl: The FreeBSD master ACL list.

rsync://ftp13.FreeBSD.org/

Available collections:

� FreeBSD: A full mirror of the FreeBSD FTP server.
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Z)�}ÆZ; (http://www.drmaster.com.tw/)�1997�ISBN 9-578-39435-7

� FreeBSD*�/K(FreeBSD Unleashed���ËÌ)�^_�¼�Ìã (http://www.hzbook.com/)�ISBN
7-111-10201-0

� FreeBSḐ à��Ï×Ì(���Z)�^_�¼�Ìã�ISBN 7-111-07482-3

� FreeBSḐ à��ÏÞÌ(���Z)�^_�¼�Ìã�ISBN 7-111-10286-X

� FreeBSD HandbookÏÞÌ(���ËÌ)�ßÓ
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7-113-03845-X
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� FreeBSD mit Methode (ÆZ)�Computer und Literatur Verlag (http://www.cul.de)/Vertrieb
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� FreeBSD 4 - Installieren, Konfigurieren, Administrieren (http://www.cul.de/freebsd.html) (ÆZ)�Computer und
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� FreeBSD 5 - Installieren, Konfigurieren, Administrieren (http://www.cul.de/freebsd.html) (ÆZ)�Computer und
Literatur Verlag (http://www.cul.de)�2003�ISBN 3-936546-06-1

� FreeBSD de Luxe (http://www.mitp.de/vmi/mitp/detail/pWert/1343/) (ÆZ)�Verlag Modere Industrie
(http://www.mitp.de)�2003�ISBN 3-8266-1343-0

� FreeBSD Install and Utilization Manual (http://www.pc.mycom.co.jp/FreeBSD/install-manual.html) (̂
Z)�Mainichi Communications Inc. (http://www.pc.mycom.co.jp/)�1998�ISBN 4-8399-0112-0

834



!�B.¢�Z¤
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� The FreeBSD Corporate Networker’s Guide (http://www.freebsd-corp-net-guide.com/)�Addison-Wesley
(http://www.awl.com/aw/)�2000�ISBN: 0201704811
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1994. ISBN 1-56592-075-9

�Computer Systems Research Group, UC Berkeley.4.4BSD User’s Supplementary Documents. O’Reilly &
Associates, Inc., 1994. ISBN 1-56592-076-7
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(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
security-notifications)

H��ü;á

freebsd-stable
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
stable)

D¡FreeBSD-STABLEÌÍÝFreeBSD

freebsd-test
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-test)

¡)±Ws� �9��|¯¯���W

*�¡)�|ìlistxÎ�|"D*�®Þ
x�3�á�åCD¡�G���Ä~Þå\NÍlistÝÌ
!(charter)�.
¸ÆÝD¡/�Kb��¯Ý§×�

List (((ÌÌÌ êêêÝÝÝ

freebsd-acpi
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi)

ACPI|CéæÑ§ÈÞ
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List (((ÌÌÌ êêêÝÝÝ

freebsd-afs
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-afs)

É�AFSÕFreeBSD

freebsd-aic7xxx
(http://lists.FreeBSD.org/mailman/listinfo/aic7xxx)

@sAdaptec AIC 7xxxÝ,��P

freebsd-alpha
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
alpha)

É�FreeBSDÕAlpha�ÙÚx

freebsd-amd64
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
amd64)

É�FreeBSDÕAMD64�ÙÚx

freebsd-apache
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
apache)

"DApache8nÝportsÈÞ

freebsd-arm
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-arm)

É�FreeBSDÕARM® CPUÚx

freebsd-atm
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-atm)

3FreeBSDî¸àATM ç­

freebsd-audit
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-audit)

Source codeÝIm(audit)��

freebsd-binup
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
binup)

@sbinaryÝ>ù]P

freebsd-bluetooth
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
bluetooth)

3FreeBSD�¸à �(Bluetooth)*�

freebsd-cluster
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
cluster)

.FreeBSD3L/Úx�((clustered environment)Ý
ºà

freebsd-cvsweb
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
cvsweb)

CVSwebÝî�

freebsd-database
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
database)

D¡&P£]03FreeBSDÝ@s�ºà

freebsd-doc
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-doc)

ã¶FreeBSD8nZ�
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List (((ÌÌÌ êêêÝÝÝ

freebsd-drivers
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
drivers)

ã¶FreeBSDàÝ,��P

freebsd-eclipse
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
eclipse)

FreeBSDÝEclipse IDE�Ì�àïøø

freebsd-emulation
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
emulation)

3FreeBSDîÿaÍ��Ù�
A�Linux�MS-DOS�Windows

freebsd-firewire
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
firewire)

FreeBSDÝFireWire® (iLink, IEEE 1394)]«*�ø
ø

freebsd-fs
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-fs)

jn�ÙÝ"D�@s

freebsd-geom
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
geom)

GEOMÈÞÝ"D�@s

freebsd-gnome
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
gnome)

É�GNOME CGNOME 8nTà8�

freebsd-hackers
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
hackers)

×�*�ÈÞÝ"D

freebsd-hardware
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
hardware)

FreeBSDîÝ&P{�®Þøø

freebsd-i18n
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-i18n)

FreeBSDÝ9+;(Internationalization)

freebsd-ia32
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ia32)

FreeBSD3IA-32 (Intel x86)¿¬îÝ¸à"D

freebsd-ia64
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ia64)

É�FreeBSDÕIntelÝÎ¼IA64¿¬Úx

freebsd-ipfw
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ipfw)

Eipfw(IP firewall)Ý*�"D

freebsd-isdn
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-isdn)

ISDN@s
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List (((ÌÌÌ êêêÝÝÝ

freebsd-java
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-java)

Java�P�sï|CÉ�JDKsÕFreeBSDî

freebsd-kde
(https://mail.kde.org/mailman/listinfo/kde-freebsd)

É�KDE |CKDE 8nTà�P

freebsd-lfs
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-lfs)

É�LFSÕFreeBSD

freebsd-libh
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-libh)

±t�ÝH��Æ���^×

freebsd-mips
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-mips)

É�FreeBSDÕMIPS®

freebsd-mobile
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
mobile)

ny&vmobile computing(fA��Blé\)Ý@
D

freebsd-mozilla
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
mozilla)

.Mozilla 8�É�ÕFreeBSD

freebsd-multimedia
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
multimedia)

&PÅ¯ºà�8�

freebsd-new-bus
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-new-
bus)

&PbusÚxÝ*�"D

freebsd-net
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-net)

ç­ºà"D�TCP/IP source code

freebsd-openoffice
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
openoffice)

É�OpenOffice.orgCStarOfficeÕFreeBSD

freebsd-performance
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
performance)

3{[�/���(ìÝ[��l(tuning)ÈÞ

freebsd-perl
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-perl)

"DPerl8nportsÝî�

freebsd-pf
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-pf)

pf(packet filter)§j�^×Ý"D
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List (((ÌÌÌ êêêÝÝÝ

freebsd-platforms
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
platforms)

D¡½¥yÉ�portÕ&IntelÚx¿¬ÝÈÞ

freebsd-ports
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports)

nyPorts CollectionÝºà�"D

freebsd-ports-bugs
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports-
bugs)

ports8nÝbugs/PRs

freebsd-ppc
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ppc)

É�FreeBSDÕPowerPC®�ÙÚx

freebsd-proliant
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
proliant)

FreeBSD3HP ProLiantx^¿¬Ý¸àøø

freebsd-python
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
python)

Python3FreeBSDî¸àÝ&PÈÞ�

freebsd-qa
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-qa)

QA(Quality Assurance)D¡�;ðºX�ÎÍ�BÕ
¾�|releaseÝ��

freebsd-rc
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-rc)

rc.d ^×ÝD¡�@s

freebsd-realtime
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
realtime)

FreeBSDîrealtime extensionsÝ@s

freebsd-scsi
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-scsi)

SCSI]«ÈÞ

freebsd-security
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
security)

FreeBSDH��üÈÞ

freebsd-small
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
small)

3¶áP{��(ÝTà�"D

freebsd-smp
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-smp)

CPUEÌ9��§(SMP, [A]Symmetric
Multiprocessing)ÝTà�@D

freebsd-sparc64
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
sparc64)

É�FreeBSDÕSparc®¿¬Úx
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List (((ÌÌÌ êêêÝÝÝ

freebsd-standards
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
standards)

FreeBSD�C99CPOSIXýãÝ8�ÈÞ

freebsd-threads
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
threads)

FreeBSDîÝThreadingºà�"D

freebsd-testing
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
testing)

FreeBSDÝ[��%�P?�

freebsd-tokenring
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
tokenring)

FreeBSDÝToken RingYîÝTà�"D

freebsd-usb
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-usb)

FreeBSDÝUSBYîÝTà�"D

freebsd-vuxml
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
vuxml)

VuXML �ü; ÚxÝ"D

freebsd-x11
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-x11)

X113FreeBSDÝºà

b�å§×Ý¡)�|ìÝlistsÎjE×°©��OÝ\ï�'��v¬�Ê)	WÎ×�Ý2�D¡
 �
t?�3Ø°*�D¡ ¢�×ð` ÝD¡¡��óC�å9°b§×Ý¡)�.
Ah×¼�
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List (((ÌÌÌ êêêÝÝÝ

freebsd-hubs
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-hubs)

Ì ì¬(mirror)ÝøøD¡ 

freebsd-user-groups
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-user-
groups)

ãN ÝÜ�

freebsd-vendors
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
vendors)

Vendors pre-release coordination

freebsd-www
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
www)

www.FreeBSD.org (../../../../index.html)ÝÑ§î�
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¡)Ý`�Ì�î�Ý&listsKb`�Ì(digest)�3�ålist�¡�µ�|�|�
òrrá�Q¡Íß�
åó4£\;
`�ÌÇ��

CVS lists:|ìÝlistsÎèº���:&ÍtreeÝèø(commit)S���¥���ÆÎ°\(Read-Only)P²
Ýlist��v��Ø*�9�

List (((ÌÌÌ Source    ½½½ ÍÍÍ   ���+++(source for)

cvs-all
(http://lists.FreeBSD.org/mailman/listinfo/cvs-
all)

/usr/(CVSROOT|doc|ports|projects|src)�IÝ�?B�(�À&vCVS
commit)

cvs-doc
(http://lists.FreeBSD.org/mailman/listinfo/cvs-
doc)

/usr/(doc|www) docCwww treesÝXb�?S�

cvs-ports
(http://lists.FreeBSD.org/mailman/listinfo/cvs-
ports)

/usr/ports ports treeÝXb�?S�

cvs-projects
(http://lists.FreeBSD.org/mailman/listinfo/cvs-
projects)

/usr/projects projects treeÝXb�?S�

cvs-src
(http://lists.FreeBSD.org/mailman/listinfo/cvs-
src)

/usr/src src treeÝXb�?S�

C.1.2.���AAA¢¢¢���ååå

��ålistÝ���|â�¶ìî�list(Ì�TÎÕhttp://lists.FreeBSD.org/mailman/listinfoQ¡Ç�Ãób
·¶Ýlist¼�åÝ��ç°º¼î¯A¢
��åÝM»�

To actually post to a given list you simply send mail to <listname@FreeBSD.org >. It will then be redistributed to
mailing list members world-wide.

To unsubscribe yourself from a list, click on the URL found atthe bottom of every email received from the list. It is
also possible to send an email to <listname-unsubscribe@FreeBSD.org > to unsubscribe yourself.

Again, we would like to request that you keep discussion in the technical mailing lists on a technical track. If you are
only interested in important announcements then it is suggested that you join the FreeBSD announcements
L¡)
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-announce), which is intended only for infrequent traffic.

C.1.3. List Charters

All FreeBSD mailing lists have certain basic rules which must beadhered to by anyone using them. Failure to
comply with these guidelines will result in two (2) written warnings from the FreeBSD Postmaster
<postmaster@FreeBSD.org >, after which, on a third offense, the poster will removed from all FreeBSD mailing
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lists and filtered from further posting to them. We regret that such rules and measures are necessary at all, but today’s
Internet is a pretty harsh environment, it would seem, and many fail to appreciate just how fragile some of its
mechanisms are.

Rules of the road:

� The topic of any posting should adhere to the basic charter ofthe list it is posted to, e.g. if the list is about
technical issues then your posting should contain technical discussion. Ongoing irrelevant chatter or flaming only
detracts from the value of the mailing list for everyone on itand will not be tolerated. For free-form discussion on
no particular topic, the FreeBSD chat
L¡) (http://lists.FreeBSD.org/mailman/listinfo/freebsd-chat) is freely
available and should be used instead.

�No posting should be made to more than 2 mailing lists, and only to 2 when a clear and obvious need to post to
both lists exists. For most lists, there is already a great deal of subscriber overlap and except for the most esoteric
mixes (sayE-stable & -scsiF), there really is no reason to post to more than one list at a time. If a message is
sent to you in such a way that multiple mailing lists appear ontheCc line then theCc line should also be trimmed
before sending it out again.You are still responsible for your own cross-postings, no matter who the originator
might have been.

�Personal attacks and profanity (in the context of an argument) are not allowed, and that includes users and
developers alike. Gross breaches of netiquette, like excerpting or reposting private mail when permission to do so
was not and would not be forthcoming, are frowned upon but notspecifically enforced.However, there are also
very few cases where such content would fit within the charterof a list and it would therefore probably rate a
warning (or ban) on that basis alone.

�Advertising of non-FreeBSD related products or services isstrictly prohibited and will result in an immediate ban
if it is clear that the offender is advertising by spam.

Individual list charters:

freebsd-acpi (http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi)

ACPI and power management development

freebsd-afs (http://lists.FreeBSD.org/mailman/listinfo/freebsd-afs)

Andrew File System

This list is for discussion on porting and using AFS from CMU/Transarc

freebsd-announce (http://lists.FreeBSD.org/mailman/listinfo/freebsd-announce)

Important events / milestones

This is the mailing list for people interested only in occasional announcements of significant FreeBSD events.
This includes announcements about snapshots and other releases. It contains announcements of new FreeBSD
capabilities. It may contain calls for volunteers etc. Thisis a low volume, strictly moderated mailing list.

freebsd-arch (http://lists.FreeBSD.org/mailman/listinfo/freebsd-arch)

Architecture and design discussions

This list is for discussion of the FreeBSD architecture. Messages will mostly be kept strictly technical in nature.
Examples of suitable topics are:

�How to re-vamp the build system to have several customized builds running at the same time.
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�What needs to be fixed with VFS to make Heidemann layers work.

�How do we change the device driver interface to be able to use the same drivers cleanly on many buses and
architectures.

�How to write a network driver.

freebsd-audit (http://lists.FreeBSD.org/mailman/listinfo/freebsd-audit)

Source code audit project

This is the mailing list for the FreeBSD source code audit project. Although this was originally intended for
security-related changes, its charter has been expanded toreview any code changes.

This list is very heavy on patches, and is probably of no interest to the average FreeBSD user. Security
discussions not related to a particular code change are heldon freebsd-security. Conversely, all developers are
encouraged to send their patches here for review, especially if they touch a part of the system where a bug may
adversely affect the integrity of the system.

freebsd-binup (http://lists.FreeBSD.org/mailman/listinfo/freebsd-binup)

FreeBSD Binary Update Project

This list exists to provide discussion for the binary updatesystem, orbinup. Design issues, implementation
details, patches, bug reports, status reports, feature requests, commit logs, and all other things related tobinup
are fair game.

freebsd-bluetooth (http://lists.FreeBSD.org/mailman/listinfo/freebsd-bluetooth)

Bluetooth in FreeBSD

This is the forum where FreeBSD’s Bluetooth users congregate. Design issues, implementation details, patches,
bug reports, status reports, feature requests, and all matters related to Bluetooth are fair game.

freebsd-bugbusters (http://lists.FreeBSD.org/mailman/listinfo/freebsd-bugbusters)

Coordination of the Problem Report handling effort

The purpose of this list is to serve as a coordination and discussion forum for the Bugmeister, his Bugbusters,
and any other parties who have a genuine interest in the PR database. This list is not for discussions about
specific bugs, patches or PRs.

freebsd-bugs (http://lists.FreeBSD.org/mailman/listinfo/freebsd-bugs)

Bug reports

This is the mailing list for reporting bugs in FreeBSD. Whenever possible, bugs should be submitted using the
send-pr(1) command or the WEB interface (../../../../send-pr.html) to it.

freebsd-chat (http://lists.FreeBSD.org/mailman/listinfo/freebsd-chat)

Non technical items related to the FreeBSD community

This list contains the overflow from the other lists about non-technical, social information. It includes
discussion about whether Jordan looks like a toon ferret or not, whether or not to type in capitals, who is
drinking too much coffee, where the best beer is brewed, who is brewing beer in their basement, and so on.
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Occasional announcements of important events (such as upcoming parties, weddings, births, new jobs, etc) can
be made to the technical lists, but the follow ups should be directed to this -chat list.

freebsd-core

FreeBSD core team

This is an internal mailing list for use by the core members. Messages can be sent to it when a serious
FreeBSD-related matter requires arbitration or high-level scrutiny.

freebsd-current (http://lists.FreeBSD.org/mailman/listinfo/freebsd-current)

Discussions about the use of FreeBSD-CURRENT

This is the mailing list for users of FreeBSD-CURRENT. It includes warnings about new features coming out in
-CURRENT that will affect the users, and instructions on steps that must be taken to remain -CURRENT.
Anyone runningECURRENTF must subscribe to this list. This is a technical mailing listfor which strictly
technical content is expected.

freebsd-cvsweb (http://lists.FreeBSD.org/mailman/listinfo/freebsd-cvsweb)

FreeBSD CVSweb Project

Technical discussions about use, development and maintenance of FreeBSD-CVSweb.

freebsd-doc (http://lists.FreeBSD.org/mailman/listinfo/freebsd-doc)

Documentation project

This mailing list is for the discussion of issues and projects related to the creation of documentation for
FreeBSD. The members of this mailing list are collectively referred to asEThe FreeBSD Documentation
ProjectF. It is an open list; feel free to join and contribute!

freebsd-drivers (http://lists.FreeBSD.org/mailman/listinfo/freebsd-drivers)

Writing device drivers for FreeBSD

This is a forum for technical discussions related to device drivers on FreeBSD. It is primarily a place for device
driver writers to ask questions about how to write device drivers using the APIs in the FreeBSD kernel.

freebsd-eclipse (http://lists.FreeBSD.org/mailman/listinfo/freebsd-eclipse)

FreeBSD users of Eclipse IDE, tools, rich client applications and ports.

The intention of this list is to provide mutual support for everything to do with choosing, installing, using,
developing and maintaining the Eclipse IDE, tools, rich client applications on the FreeBSD platform and
assisting with the porting of Eclipse IDE and plugins to the FreeBSD environment.

The intention is also to facilitate exchange of informationbetween the Eclipse community and the FreeBSD
community to the mutual benefit of both.

Although this list is focused primarily on the needs of Eclipse users it will also provide a forum for those who
would like to develop FreeBSD specific applications using the Eclipse framework.

freebsd-emulation (http://lists.FreeBSD.org/mailman/listinfo/freebsd-emulation)

Emulation of other systems such as Linux/MS-DOS/Windows
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This is a forum for technical discussions related to runningprograms written for other operating systems on
FreeBSD.

freebsd-firewire (http://lists.FreeBSD.org/mailman/listinfo/freebsd-firewire)

FireWire (iLink, IEEE 1394)

This is a mailing list for discussion of the design and implementation of a FireWire (aka IEEE 1394 aka iLink)
subsystem for FreeBSD. Relevant topics specifically include the standards, bus devices and their protocols,
adapter boards/cards/chips sets, and the architecture andimplementation of code for their proper support.

freebsd-fs (http://lists.FreeBSD.org/mailman/listinfo/freebsd-fs)

File systems

Discussions concerning FreeBSD file systems. This is a technical mailing list for which strictly technical
content is expected.

freebsd-geom (http://lists.FreeBSD.org/mailman/listinfo/freebsd-geom)

GEOM

Discussions specific to GEOM and related implementations. This is a technical mailing list for which strictly
technical content is expected.

freebsd-gnome (http://lists.FreeBSD.org/mailman/listinfo/freebsd-gnome)

GNOME

Discussions concerning TheGNOME Desktop Environment for FreeBSD systems. This is a technical mailing
list for which strictly technical content is expected.

freebsd-ipfw (http://lists.FreeBSD.org/mailman/listinfo/freebsd-ipfw)

IP Firewall

This is the forum for technical discussions concerning the redesign of the IP firewall code in FreeBSD. This is a
technical mailing list for which strictly technical content is expected.

freebsd-ia64 (http://lists.FreeBSD.org/mailman/listinfo/freebsd-ia64)

Porting FreeBSD to IA64

This is a technical mailing list for individuals actively working on porting FreeBSD to the IA-64 platform from
Intel, to bring up problems or discuss alternative solutions. Individuals interested in following the technical
discussion are also welcome.

freebsd-isdn (http://lists.FreeBSD.org/mailman/listinfo/freebsd-isdn)

ISDN Communications

This is the mailing list for people discussing the development of ISDN support for FreeBSD.

freebsd-java (http://lists.FreeBSD.org/mailman/listinfo/freebsd-java)

Java Development

This is the mailing list for people discussing the development of significant Java applications for FreeBSD and
the porting and maintenance of JDKs.
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freebsd-jobs (http://lists.FreeBSD.org/mailman/listinfo/freebsd-jobs)

Jobs offered and sought

This is a forum for posting employment notices and resumes specifically related to FreeBSD, e.g. if you are
seeking FreeBSD-related employment or have a job involvingFreeBSD to advertise then this is the right place.
This isnot a mailing list for general employment issues since adequateforums for that already exist elsewhere.

Note that this list, like otherFreeBSD.org mailing lists, is distributed worldwide. Thus, you need to be clear
about location and the extent to which telecommuting or assistance with relocation is available.

Email should use open formats only�preferably plain text, but basic Portable Document Format (PDF),
HTML, and a few others are acceptable to many readers. Closedformats such as Microsoft Word (.doc ) will be
rejected by the mailing list server.

freebsd-kde (https://mail.kde.org/mailman/listinfo/kde-freebsd)

KDE

Discussions concerningKDE on FreeBSD systems. This is a technical mailing list for which strictly technical
content is expected.

freebsd-hackers (http://lists.FreeBSD.org/mailman/listinfo/freebsd-hackers)

Technical discussions

This is a forum for technical discussions related to FreeBSD. This is the primary technical mailing list. It is for
individuals actively working on FreeBSD, to bring up problems or discuss alternative solutions. Individuals
interested in following the technical discussion are also welcome. This is a technical mailing list for which
strictly technical content is expected.

freebsd-hardware (http://lists.FreeBSD.org/mailman/listinfo/freebsd-hardware)

General discussion of FreeBSD hardware

General discussion about the types of hardware that FreeBSDruns on, various problems and suggestions
concerning what to buy or avoid.

freebsd-hubs (http://lists.FreeBSD.org/mailman/listinfo/freebsd-hubs)

Mirror sites

Announcements and discussion for people who run FreeBSD mirror sites.

freebsd-isp (http://lists.FreeBSD.org/mailman/listinfo/freebsd-isp)

Issues for Internet Service Providers

This mailing list is for discussing topics relevant to Internet Service Providers (ISPs) using FreeBSD. This is a
technical mailing list for which strictly technical content is expected.

freebsd-openoffice (http://lists.FreeBSD.org/mailman/listinfo/freebsd-openoffice)

OpenOffice.org

Discussions concerning the porting and maintenance ofOpenOffice.organdStarOffice.

freebsd-performance (http://lists.FreeBSD.org/mailman/listinfo/freebsd-performance)

Discussions about tuning or speeding up FreeBSD
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This mailing list exists to provide a place for hackers, administrators, and/or concerned parties to discuss
performance related topics pertaining to FreeBSD. Acceptable topics includes talking about FreeBSD
installations that are either under high load, are experiencing performance problems, or are pushing the limits of
FreeBSD. Concerned parties that are willing to work toward improving the performance of FreeBSD are highly
encouraged to subscribe to this list. This is a highly technical list ideally suited for experienced FreeBSD users,
hackers, or administrators interested in keeping FreeBSD fast, robust, and scalable. This list is not a
question-and-answer list that replaces reading through documentation, but it is a place to make contributions or
inquire about unanswered performance related topics.

freebsd-pf (http://lists.FreeBSD.org/mailman/listinfo/freebsd-pf)

Discussion and questions about the packet filter firewall system

Discussion concerning the packet filter (pf) firewall systemin terms of FreeBSD. Technical discussion and user
questions are both welcome. This list is also a place to discuss the ALTQ QoS framework.

freebsd-platforms (http://lists.FreeBSD.org/mailman/listinfo/freebsd-platforms)

Porting to Non Intel platforms

Cross-platform FreeBSD issues, general discussion and proposals for non Intel FreeBSD ports. This is a
technical mailing list for which strictly technical content is expected.

freebsd-policy (http://lists.FreeBSD.org/mailman/listinfo/freebsd-policy)

Core team policy decisions

This is a low volume, read-only mailing list for FreeBSD CoreTeam Policy decisions.

freebsd-ports (http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports)

Discussion ofEportsF

Discussions concerning FreeBSD’sEports collectionF (/usr/ports ), ports infrastructure, and general ports
coordination efforts. This is a technical mailing list for which strictly technical content is expected.

freebsd-ports-bugs (http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports-bugs)

Discussion ofEportsF bugs

Discussions concerning problem reports for FreeBSD’sEports collectionF (/usr/ports ), proposed ports, or
modifications to ports. This is a technical mailing list for which strictly technical content is expected.

freebsd-proliant (http://lists.FreeBSD.org/mailman/listinfo/freebsd-proliant)

Technical discussion of FreeBSD on HP ProLiant server platforms

This mailing list is to be used for the technical discussion of the usage of FreeBSD on HP ProLiant servers,
including the discussion of ProLiant-specific drivers, management software, configuration tools, and BIOS
updates. As such, this is the primary place to discuss the hpasmd, hpasmcli, and hpacucli modules.

freebsd-python (http://lists.FreeBSD.org/mailman/listinfo/freebsd-python)

Python on FreeBSD

This is a list for discussions related to improving Python-support on FreeBSD. This is a technical mailing list. It
is for individuals working on porting Python, its 3rd party modules andZopestuff to FreeBSD. Individuals
interested in following the technical discussion are also welcome.
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freebsd-questions (http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions)

User questions

This is the mailing list for questions about FreeBSD. You should not sendEhow toF questions to the technical
lists unless you consider the question to be pretty technical.

freebsd-scsi (http://lists.FreeBSD.org/mailman/listinfo/freebsd-scsi)

SCSI subsystem

This is the mailing list for people working on the SCSI subsystem for FreeBSD. This is a technical mailing list
for which strictly technical content is expected.

freebsd-security (http://lists.FreeBSD.org/mailman/listinfo/freebsd-security)

Security issues

FreeBSD computer security issues (DES, Kerberos, known security holes and fixes, etc). This is a technical
mailing list for which strictly technical discussion is expected. Note that this is not a question-and-answer list,
but that contributions (BOTH question AND answer) to the FAQare welcome.

freebsd-security-notifications (http://lists.FreeBSD.org/mailman/listinfo/freebsd-security-notifications)

Security Notifications

Notifications of FreeBSD security problems and fixes. This isnot a discussion list. The discussion list is
FreeBSD-security.

freebsd-small (http://lists.FreeBSD.org/mailman/listinfo/freebsd-small)

Using FreeBSD in embedded applications

This list discusses topics related to unusually small and embedded FreeBSD installations. This is a technical
mailing list for which strictly technical content is expected.

freebsd-stable (http://lists.FreeBSD.org/mailman/listinfo/freebsd-stable)

Discussions about the use of FreeBSD-STABLE

This is the mailing list for users of FreeBSD-STABLE. It includes warnings about new features coming out in
-STABLE that will affect the users, and instructions on steps that must be taken to remain -STABLE. Anyone
runningESTABLEF should subscribe to this list. This is a technical mailing list for which strictly technical
content is expected.

freebsd-standards (http://lists.FreeBSD.org/mailman/listinfo/freebsd-standards)

C99 & POSIX Conformance

This is a forum for technical discussions related to FreeBSDConformance to the C99 and the POSIX standards.

freebsd-usb (http://lists.FreeBSD.org/mailman/listinfo/freebsd-usb)

Discussing FreeBSD support for USB

This is a mailing list for technical discussions related to FreeBSD support for USB.

freebsd-user-groups (http://lists.FreeBSD.org/mailman/listinfo/freebsd-user-groups)

User Group Coordination List
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This is the mailing list for the coordinators from each of thelocal area Users Groups to discuss matters with
each other and a designated individual from the Core Team. This mail list should be limited to meeting synopsis
and coordination of projects that span User Groups.

freebsd-vendors (http://lists.FreeBSD.org/mailman/listinfo/freebsd-vendors)

Vendors

Coordination discussions between The FreeBSD Project and Vendors of software and hardware for FreeBSD.

C.1.4. Filtering on the Mailing Lists

The FreeBSD mailing lists are filtered in multiple ways to avoid the distribution of spam, viruses, and other unwanted
emails. The filtering actions described in this section do not include all those used to protect the mailing lists.

Only certain types of attachments are allowed on the mailinglists. All attachments with a MIME content type not
found in the list below will be stripped before an email is distributed on the mailing lists.

� application/octet-stream

� application/pdf

� application/pgp-signature

� application/x-pkcs7-signature

�message/rfc822

�multipart/alternative

�multipart/related

�multipart/signed

� text/html

� text/plain

� text/x-diff

� text/x-patch

¥¥¥: Some of the mailing lists might allow attachments of other MIME content types, but the above list should be
applicable for most of the mailing lists.

If an email contains both an HTML and a plain text version, theHTML version will be removed. If an email contains
only an HTML version, it will be converted to plain text.

C.2. Usenet Newsgroups
In addition to two FreeBSD specific newsgroups, there are many others in which FreeBSD is discussed or are
otherwise relevant to FreeBSD users. Keyword searchable archives
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(http://minnie.tuhs.org/BSD-info/bsdnews_search.html) are available for some of these newsgroups from courtesy of
Warren Toomey <wkt@cs.adfa.edu.au >.

C.2.1. BSD Specific Newsgroups

� comp.unix.bsd.freebsd.announce (news:comp.unix.bsd.freebsd.announce)

� comp.unix.bsd.freebsd.misc (news:comp.unix.bsd.freebsd.misc)

� de.comp.os.unix.bsd (news:de.comp.os.unix.bsd) (German)

� fr.comp.os.bsd (news:fr.comp.os.bsd) (French)

� it.comp.os.freebsd (news:it.comp.os.freebsd) (Italian)

C.2.2. Other UNIX Newsgroups of Interest

� comp.unix (news:comp.unix)

� comp.unix.questions (news:comp.unix.questions)

� comp.unix.admin (news:comp.unix.admin)

� comp.unix.programmer (news:comp.unix.programmer)

� comp.unix.shell (news:comp.unix.shell)

� comp.unix.user-friendly (news:comp.unix.user-friendly)

� comp.security.unix (news:comp.security.unix)

� comp.sources.unix (news:comp.sources.unix)

� comp.unix.advocacy (news:comp.unix.advocacy)

� comp.unix.misc (news:comp.unix.misc)

� comp.bugs.4bsd (news:comp.bugs.4bsd)

� comp.bugs.4bsd.ucb-fixes (news:comp.bugs.4bsd.ucb-fixes)

� comp.unix.bsd (news:comp.unix.bsd)

C.2.3. X Window System

� comp.windows.x.i386unix (news:comp.windows.x.i386unix)

� comp.windows.x (news:comp.windows.x)

� comp.windows.x.apps (news:comp.windows.x.apps)

� comp.windows.x.announce (news:comp.windows.x.announce)

� comp.windows.x.intrinsics (news:comp.windows.x.intrinsics)

� comp.windows.x.motif (news:comp.windows.x.motif)
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� comp.windows.x.pex (news:comp.windows.x.pex)

� comp.emulators.ms-windows.wine (news:comp.emulators.ms-windows.wine)

C.3. World Wide Web Servers
Central Servers, Armenia, Australia, Austria, Canada, Czech Republic, Denmark, Finland, France, Germany,
Hong Kong, Iceland, Ireland, Japan, Latvia, Lithuania, Netherlands, Norway, Russia, Slovak Republic, Slovenia,
South Africa, Spain, Sweden, Switzerland, Taiwan, Turkey, United Kingdom, USA.

(as of UTC)

�

Central Servers

� http://www.FreeBSD.org/

�

Armenia

� http://www1.am.FreeBSD.org/ (IPv6)

�

Australia

� http://www.au.FreeBSD.org/

� http://www2.au.FreeBSD.org/

�

Austria

� http://www.at.FreeBSD.org/ (IPv6)

�

Canada

� http://www.ca.FreeBSD.org/

� http://www2.ca.FreeBSD.org/

�

Czech Republic

� http://www.cz.FreeBSD.org/ (IPv6)
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�

Denmark

� http://www.dk.FreeBSD.org/ (IPv6)

�

Finland

� http://www.fi.FreeBSD.org/

�

France

� http://www1.fr.FreeBSD.org/

�

Germany

� http://www.de.FreeBSD.org/

�

Hong Kong

� http://www.hk.FreeBSD.org/

�

Iceland

� http://www.is.FreeBSD.org/

�

Ireland

� http://www.ie.FreeBSD.org/

�

Japan

� http://www.jp.FreeBSD.org/www.FreeBSD.org/ (IPv6)

�

Latvia
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� http://www.lv.FreeBSD.org/

�

Lithuania

� http://www.lt.FreeBSD.org/

�

Netherlands

� http://www.nl.FreeBSD.org/

�

Norway

� http://www.no.FreeBSD.org/

�

Russia

� http://www.ru.FreeBSD.org/

� http://www2.ru.FreeBSD.org/

�

Slovak Republic

� http://www.sk.FreeBSD.org/

�

Slovenia

� http://www.si.FreeBSD.org/

�

South Africa

� http://www.za.FreeBSD.org/

� http://www2.za.FreeBSD.org/

�

Spain

� http://www.es.FreeBSD.org/
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� http://www2.es.FreeBSD.org/

�

Sweden

� http://www.se.FreeBSD.org/

� http://www2.se.FreeBSD.org/

�

Switzerland

� http://www.ch.FreeBSD.org/ (IPv6)

� http://www2.ch.FreeBSD.org/ (IPv6)

�

Taiwan

� http://www.tw.FreeBSD.org/ (IPv6)

� http://www2.tw.FreeBSD.org/

� http://www4.tw.FreeBSD.org/

� http://www5.tw.FreeBSD.org/ (IPv6)

�

Turkey

� http://www.tr.FreeBSD.org/

�

United Kingdom

� http://www1.uk.FreeBSD.org/

� http://www3.uk.FreeBSD.org/

�

USA

� http://www5.us.FreeBSD.org/ (IPv6)
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C.4. Email Addresses
The following user groups provide FreeBSD related email addresses for their members. The listed administrator
reserves the right to revoke the address if it is abused in anyway.

Domain Facilities User Group Administrator

ukug.uk.FreeBSD.org Forwarding only <freebsd-users@uk.FreeBSD.org >Lee Johnston
<lee@uk.FreeBSD.org >

C.5. Shell Accounts
The following user groups provide shell accounts for peoplewho are actively supporting the FreeBSD project. The
listed administrator reserves the right to cancel the account if it is abused in any way.

Host Access Facilities Administrator

dogma.freebsd-uk.eu.org Telnet/FTP/SSH Email, Web space,
Anonymous FTP

Lee Johnston
<lee@uk.FreeBSD.org >
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In case you need to verify a signature or send encrypted emailto one of the officers or developers a number of keys
are provided here for your convenience. A complete keyring of FreeBSD.org users is available for download from
http://www.FreeBSD.org/doc/pgpkeyring.txt (../../../../doc/pgpkeyring.txt).

D.1. Officers

D.1.1. Security Officer Team < security-officer@FreeBSD.org >

pub 1024D/CA6CDFB2 2002-08-27 FreeBSD Security Officer <s ecurity-officer@FreeBSD.org>
Key fingerprint = C374 0FC5 69A6 FBB1 4AED B131 15D6 8804 CA6C DFB2

sub 2048g/A3071809 2002-08-27

D.1.2. Core Team Secretary < core-secretary@FreeBSD.org >

pub 2048R/2CA49776 2012-07-23
Key fingerprint = 89F6 C031 B4E3 D472 E4CE 8372 4D58 FDCD 2CA4 9776

uid FreeBSD Core Team Secretary <core-secretary@freebsd. org>
sub 2048R/BBAD1C98 2012-07-23

D.1.3. Ports Management Team Secretary < portmgr-secretary@FreeBSD.org >

pub 2048R/BBC4D7D5 2012-07-24
Key fingerprint = FB37 45C8 6F15 E8ED AC81 32FC D829 4EC3 BBC4 D7D5

uid FreeBSD Ports Management Team Secretary <portmgr-secr etary@FreeBSD.org>
sub 2048R/5F65CFE7 2012-07-24

D.2. Core Team Members

D.2.1. Thomas Abthorpe < tabthorpe@FreeBSD.org >

pub 2048R/A473C990 2010-05-28
Key fingerprint = D883 2D7C EB78 944A 69FC 36A6 D937 1097 A473 C990

uid Thomas Abthorpe (FreeBSD Committer) <tabthorpe@FreeB SD.org>
uid Thomas Abthorpe <tabthorpe@abthorpe.org>
uid Thomas Abthorpe <tabthorpe@goodking.ca>
uid Thomas Abthorpe <tabthorpe@goodking.org>
uid Thomas Abthorpe <thomas@goodking.ca>
sub 2048R/8CA60EE0 2010-05-28
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D.2.2. Gavin Atkinson < gavin@FreeBSD.org >

pub 1024D/A093262B 2005-02-18
Key fingerprint = 313A A79F 697D 3A5C 216A EDF5 935D EF44 A093 262B

uid Gavin Atkinson (FreeBSD key) <gavin@FreeBSD.org>
uid Gavin Atkinson (Work e-mail) <ga9@york.ac.uk>
uid Gavin Atkinson <gavin@16squared.co.uk>
uid Gavin Atkinson <gavin.atkinson@ury.york.ac.uk>
uid Gavin Atkinson (Work e-mail) <gavin.atkinson@york.ac .uk>
sub 2048g/58F40B3D 2005-02-18

D.2.3. John Baldwin < jhb@FreeBSD.org >

pub 1024R/C10A874D 1999-01-13 John Baldwin <jbaldwin@wea ther.com>
Key fingerprint = 43 33 1D 37 72 B1 EF 5B 9B 5F 39 F8 BD C1 7C B5

uid John Baldwin <john@baldwin.cx>
uid John Baldwin <jhb@FreeBSD.org>
uid John Baldwin <jobaldwi@vt.edu>

D.2.4. Konstantin Belousov < kib@FreeBSD.org >

pub 4096R/C1BCAD41 2012-11-17
Key fingerprint = 7DE0 3388 64AC 53C3 7B88 3A79 90C2 B92B C1BC AD41

uid Konstantin Belousov <kib@FreeBSD.org>
uid Konstantin Belousov <kostikbel@gmail.com>
uid Konstantin Belousov <kib@kib.kiev.ua>
sub 4096R/3BBC8F64 2012-11-17

D.2.5. David Chisnall < theraven@FreeBSD.org >

pub 4096R/65C4F55D 2012-11-28
Key fingerprint = 3E8F 5E9F 7586 F090 AC2C 58C2 BA06 FF14 65C4 F55D

uid David Chisnall <theraven@FreeBSD.org>
sub 4096R/04B2A21D 2012-11-28

D.2.6. Hiroki Sato < hrs@FreeBSD.org >

pub 1024D/2793CF2D 2001-06-12
Key fingerprint = BDB3 443F A5DD B3D0 A530 FFD7 4F2C D3D8 2793 CF2D

uid Hiroki Sato <hrs@allbsd.org>
uid Hiroki Sato <hrs@eos.ocn.ne.jp>
uid Hiroki Sato <hrs@ring.gr.jp>
uid Hiroki Sato <hrs@FreeBSD.org>
uid Hiroki Sato <hrs@jp.FreeBSD.org>
uid Hiroki Sato <hrs@vlsi.ee.noda.tus.ac.jp>
uid Hiroki Sato <hrs@jp.NetBSD.org>
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uid Hiroki Sato <hrs@NetBSD.org>
uid Hiroki Sato <hrs@ec.ss.titech.ac.jp>
uid Hiroki Sato <hrs@ieee.org>
uid Hiroki Sato <hrs@acm.org>
uid Hiroki Sato <hrs@bsdconsulting.co.jp>
uid Hiroki Sato <hrs@bsdresearch.org>
uid Hiroki Sato <hrs@ec.ce.titech.ac.jp>
sub 1024g/8CD251FF 2001-06-12

D.2.7. Peter Wemm < peter@FreeBSD.org >

pub 1024D/7277717F 2003-12-14 Peter Wemm <peter@wemm.org >
Key fingerprint = 622B 2282 E92B 3BAB 57D1 A417 1512 AE52 7277 717F

uid Peter Wemm <peter@FreeBSD.ORG>
sub 1024g/8B40D9D1 2003-12-14
pub 1024R/D89CE319 1995-04-02 Peter Wemm <peter@netplex. com.au>

Key fingerprint = 47 05 04 CA 4C EE F8 93 F6 DB 02 92 6D F5 58 8A
uid Peter Wemm <peter@perth.dialix.oz.au>
uid Peter Wemm <peter@haywire.dialix.com>

D.2.8. Martin Wilke < miwi@FreeBSD.org >

pub 1024D/B1E6FCE9 2009-01-31
Key fingerprint = C022 7D60 F598 8188 2635 0F6E 74B2 4884 B1E6 FCE9

uid Martin Wilke <miwi@FreeBSD.org>
sub 4096g/096DA69D 2009-01-31

D.3. Developers

D.3.1. Ariff Abdullah < ariff@FreeBSD.org >

pub 1024D/C5304CDA 2005-10-01
Key fingerprint = 5C7C 6BF4 8293 DE76 27D9 FD57 96BF 9D78 C530 4CDA

uid Ariff Abdullah <skywizard@MyBSD.org.my>
uid Ariff Abdullah <ariff@MyBSD.org.my>
uid Ariff Abdullah <ariff@FreeBSD.org>
sub 2048g/8958C1D3 2005-10-01

D.3.2. Thomas Abthorpe < tabthorpe@FreeBSD.org >

pub 2048R/A473C990 2010-05-28
Key fingerprint = D883 2D7C EB78 944A 69FC 36A6 D937 1097 A473 C990

uid Thomas Abthorpe (FreeBSD Committer) <tabthorpe@FreeB SD.org>
uid Thomas Abthorpe <tabthorpe@abthorpe.org>
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uid Thomas Abthorpe <tabthorpe@goodking.ca>
uid Thomas Abthorpe <tabthorpe@goodking.org>
uid Thomas Abthorpe <thomas@goodking.ca>
sub 2048R/8CA60EE0 2010-05-28

D.3.3. Eitan Adler < eadler@FreeBSD.org >

pub 4096R/8FC8196C 2011-02-11
Key fingerprint = 49C7 29DF E09C 0FC7 A1C4 6ECB A338 A6FC 8FC8 196C

uid Eitan Adler <lists@eitanadler.com>
sub 4096R/18763D51 2011-02-11
sub 4096R/DAB9CF9B 2011-02-11

D.3.4. Shaun Amott < shaun@FreeBSD.org >

pub 1024D/6B387A9A 2001-03-19
Key fingerprint = B506 E6C7 74A1 CC11 9A23 5C13 9268 5D08 6B38 7A9A

uid Shaun Amott <shaun@inerd.com>
uid Shaun Amott <shaun@FreeBSD.org>
sub 2048g/26FA8703 2001-03-19
sub 2048R/7FFF5151 2005-11-06
sub 2048R/27C54137 2005-11-06

D.3.5. Henrik Brix Andersen < brix@FreeBSD.org >

pub 1024D/54E278F8 2003-04-09
Key fingerprint = 7B63 EF32 7831 A704 220D 7E61 BFE4 387E 54E2 78F8

uid Henrik Brix Andersen <henrik@brixandersen.dk>
uid Henrik Brix Andersen <brix@FreeBSD.org>
uid Henrik Brix Andersen <hbn@terma.com>
uid Henrik Brix Andersen <brix@osaa.dk>
sub 1024g/3B13C209 2003-04-09

D.3.6. Matthias Andree < mandree@FreeBSD.org >

pub 1024D/052E7D95 2003-08-28
Key fingerprint = FDD0 0C43 6E33 07E1 0758 C6A8 BE61 8339 052E 7D95

uid Matthias Andree <mandree@freebsd.org>
uid Matthias Andree <matthias.andree@gmx.de>
sub 1536g/E65A83DA 2003-08-28
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D.3.7. Will Andrews < will@FreeBSD.org >

pub 1024D/F81672C5 2000-05-22 Will Andrews (Key for offici al matters) <will@FreeBSD.org>
Key fingerprint = 661F BBF7 9F5D 3D02 C862 5F6C 178E E274 F816 72C5

uid Will Andrews <will@physics.purdue.edu>
uid Will Andrews <will@puck.firepipe.net>
uid Will Andrews <will@c-60.org>
uid Will Andrews <will@csociety.org>
uid Will Andrews <will@csociety.ecn.purdue.edu>
uid Will Andrews <will@telperion.openpackages.org>
sub 1024g/55472804 2000-05-22

D.3.8. Dimitry Andric < dim@FreeBSD.org >

pub 1024D/2E2096A3 1997-11-17
Key fingerprint = 7AB4 62D2 CE35 FC6D 4239 4FCD B05E A30A 2E20 96A3

uid Dimitry Andric <dimitry@andric.com>
uid Dimitry Andric <dim@xs4all.nl>
uid Dimitry Andric <dimitry.andric@tomtom.com>
uid [jpeg image of size 5132]
uid Dimitry Andric <dim@nah6.com>
uid Dimitry Andric <dim@FreeBSD.org>
sub 4096g/6852A5C5 1997-11-17

D.3.9. Eric Anholt < anholt@FreeBSD.org >

pub 1024D/6CF0EAF7 2003-09-08
Key fingerprint = 76FE 2475 820B B75F DCA4 0F3E 1D47 6F60 6CF0 EAF7

uid Eric Anholt <eta@lclark.edu>
uid Eric Anholt <anholt@FreeBSD.org>
sub 1024g/80B404C1 2003-09-08

D.3.10. Marcus von Appen < mva@FreeBSD.org >

pub 1024D/B267A647 2009-02-14
Key fingerprint = C7CC 1853 D8C5 E580 7795 B654 8BAF 3F12 B267 A647

uid Marcus von Appen <freebsd@sysfault.org>
uid Marcus von Appen <mva@freebsd.org>
sub 2048g/D34A3BAF 2009-02-14

D.3.11. Marcelo Araujo < araujo@FreeBSD.org >

pub 1024D/53E4CFA8 2007-04-27
Key fingerprint = 9D6A 2339 925C 4F61 ED88 ED8B A2FC 4977 53E4 CFA8

uid Marcelo Araujo (Ports Committer) <araujo@FreeBSD.org >
sub 2048g/63CC012D 2007-04-27
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D.3.12. Mathieu Arnold < mat@FreeBSD.org >

pub 1024D/FE6D850F 2005-04-25
Key fingerprint = 2771 11F4 0A7E 73F9 ADDD A542 26A4 7C6A FE6D 850F

uid Mathieu Arnold <mat@FreeBSD.org>
uid Mathieu Arnold <mat@mat.cc>
uid Mathieu Arnold <mat@cpan.org>
uid Mathieu Arnold <m@absolight.fr>
uid Mathieu Arnold <m@absolight.net>
uid Mathieu Arnold <mat@club-internet.fr>
uid Mathieu Arnold <marnold@april.org>
uid Mathieu Arnold <paypal@mat.cc>
sub 2048g/EAD18BD9 2005-04-25

D.3.13. Takuya ASADA < syuu@FreeBSD.org >

pub 2048R/43788F78 2012-11-21
Key fingerprint = 31CE 242E 6F4F F24F EEF4 D9BB 0890 2C5F 4378 8F78

uid Takuya ASADA <syuu@freebsd.org>
sub 2048R/A87B0906 2012-11-21

D.3.14. Satoshi Asami < asami@FreeBSD.org >

pub 1024R/1E08D889 1997-07-23 Satoshi Asami <asami@cs.be rkeley.edu>
Key fingerprint = EB 3C 68 9E FB 6C EB 3F DB 2E 0F 10 8F CE 79 CA

uid Satoshi Asami <asami@FreeBSD.ORG>

D.3.15. Gavin Atkinson < gavin@FreeBSD.org >

pub 1024D/A093262B 2005-02-18
Key fingerprint = 313A A79F 697D 3A5C 216A EDF5 935D EF44 A093 262B

uid Gavin Atkinson (FreeBSD key) <gavin@FreeBSD.org>
uid Gavin Atkinson (Work e-mail) <ga9@york.ac.uk>
uid Gavin Atkinson <gavin@16squared.co.uk>
uid Gavin Atkinson <gavin.atkinson@ury.york.ac.uk>
uid Gavin Atkinson (Work e-mail) <gavin.atkinson@york.ac .uk>
sub 2048g/58F40B3D 2005-02-18

D.3.16. Joseph S. Atkinson < jsa@FreeBSD.org >

pub 2048R/21AA7B06 2010-07-14
Key fingerprint = 5B38 63B0 9CCA 12BE 3919 9412 CC9D FC84 21AA 7B06

uid Joseph S. Atkinson <jsa@FreeBSD.org>
uid Joseph S. Atkinson <jsa.bsd@gmail.com>
uid Joseph S. Atkinson <jsa@wickedmachine.net>
sub 2048R/5601C3E3 2010-07-14
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D.3.17. Philippe Audeoud < jadawin@FreeBSD.org >

pub 1024D/C835D40E 2005-04-13
Key fingerprint = D090 8C96 3612 15C9 4E3E 7A4A E498 FC2B C835 D40E

uid Philippe Audeoud <jadawin@tuxaco.net>
uid Philippe Audeoud <philippe@tuxaco.net>
uid Philippe Audeoud <philippe.audeoud@sitadelle.com>
uid Philippe Audeoud <jadawin@freebsd.org>
sub 2048g/EF8EA329 2005-04-13

D.3.18. Timur I. Bakeyev < timur@FreeBSD.org >

pub 1024D/60BA1F47 2002-04-27
Key fingerprint = 84BF EAD1 607D 362F 210E 69B3 0BF0 6412 60BA 1F47

uid Timur I. Bakeyev (BaT) <timur@bat.ru>
uid Timur I. Bakeyev <timur@gnu.org>
uid Timur I. Bakeyev (BaT) <bat@cpan.org>
uid Timur I. Bakeyev (BaT) <timur@FreeBSD.org>
uid Timur I. Bakeyev (BaT) <timur@gnome.org>
uid Timur I. Bakeyev <timur@gnome.org>
sub 2048g/8A5B0042 2002-04-27

D.3.19. Glen Barber < gjb@FreeBSD.org >

pub 2048R/A0B946A3 2010-08-03 [expires: 2017-04-25]
Key fingerprint = 78B3 42BA 26C7 B2AC 681E A7BE 524F 0C37 A0B9 46A3

uid Glen Barber <gjb@FreeBSD.org>
uid Glen Barber <glen.j.barber@gmail.com>
uid Glen Barber <gjb@glenbarber.us>
sub 2048R/6C0527E5 2010-08-03

D.3.20. Nick Barkas < snb@FreeBSD.org >

pub 2048R/DDADB9DC 2010-07-27
Key fingerprint = B678 6ECB 303D F580 A050 098F BDFF 4F3D DDAD B9DC

uid S. Nicholas Barkas <snb@freebsd.org>
sub 2048R/36E181FB 2010-07-27
sub 2048R/BDA4BED3 2010-07-29
sub 2048R/782A8737 2010-07-29

D.3.21. Simon Barner < barner@FreeBSD.org >

pub 1024D/EBADA82A 2000-11-10
Key fingerprint = 67D1 3562 9A2F 3177 E46A 35ED 0A49 FEFD EBAD A82A

uid Simon Barner <barner@FreeBSD.org>
uid Simon Barner <barner@in.tum.de>
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uid Simon Barner <barner@informatik.tu-muenchen.de>
uid Simon Barner <barner@gmx.de>
sub 2048g/F63052DE 2000-11-10

D.3.22. Artem Belevich < art@FreeBSD.org >

pub 2048R/9ED4C836 2011-03-28
Key fingerprint = 7400 D541 07ED 3DF3 3E97 F2D5 8BDF 101C 9ED4 C836

uid Artem Belevich <artemb@gmail.com>
uid Artem Belevich <art@freebsd.org>
sub 2048R/55B0E4EB 2011-03-28

D.3.23. Anton Berezin < tobez@FreeBSD.org >

pub 1024D/7A7BA3C0 2000-05-25 Anton Berezin <tobez@catpi pe.net>
Key fingerprint = CDD8 560C 174B D8E5 0323 83CE 22CA 584C 7A7B A3C0

uid Anton Berezin <tobez@tobez.org>
uid Anton Berezin <tobez@FreeBSD.org>
sub 1024g/ADC71E87 2000-05-25

D.3.24. Damien Bergamini < damien@FreeBSD.org >

pub 2048R/D129F093 2005-03-02
Key fingerprint = D3AB 28C3 1A4A E219 3145 54FE 220A 7486 D129 F093

uid Damien Bergamini <damien.bergamini@free.fr>
uid Damien Bergamini <damien@FreeBSD.org>
sub 2048R/9FBA73A4 2005-03-02

D.3.25. Tim Bishop < tdb@FreeBSD.org >

pub 1024D/5AE7D984 2000-10-07
Key fingerprint = 1453 086E 9376 1A50 ECF6 AE05 7DCE D659 5AE7 D984

uid Tim Bishop <tim@bishnet.net>
uid Tim Bishop <T.D.Bishop@kent.ac.uk>
uid Tim Bishop <tdb@i-scream.org>
uid Tim Bishop <tdb@FreeBSD.org>
sub 4096g/7F886031 2000-10-07

D.3.26. Grzegorz Blach < gblach@FreeBSD.org >

pub 2048R/D25B0682 2012-11-03 [expires: 2014-11-03]
Key fingerprint = 225B 941C A886 05C6 1C87 9C03 DE72 593D D25B 0682

uid Grzegorz Blach <gblach@FreeBSD.org>
sub 2048R/5DE28719 2012-11-03 [expires: 2014-11-03]
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D.3.27. Martin Blapp < mbr@FreeBSD.org >

pub 1024D/D300551E 2001-12-20 Martin Blapp <mb@imp.ch>
Key fingerprint = B434 53FC C87C FE7B 0A18 B84C 8686 EF22 D300 551E

sub 1024g/998281C8 2001-12-20

D.3.28. Warren Block < wblock@FreeBSD.org >

pub 2048R/A1F360A3 2011-09-14
Key fingerprint = 3A44 4DEC B304 5191 8A41 C317 5117 4BB6 A1F3 60A3

uid Warren Block <wblock@FreeBSD.org>
uid Warren Block <wblock@wonkity.com>
sub 2048R/51F483F3 2011-09-14

D.3.29. Vitaly Bogdanov < bvs@FreeBSD.org >

pub 1024D/B32017F7 2005-10-02 Vitaly Bogdanov <gad@gad.g lazov.net>
Key fingerprint = 402E B8E4 53CB 22FF BE62 AE35 A0BF B077 B320 17F7

uid Vitaly Bogdanov <bvs@freebsd.org>
sub 1024g/0E88C62E 2005-10-02

D.3.30. Roman Bogorodskiy < novel@FreeBSD.org >

pub 2048R/08C2226A 2010-12-03
Key fingerprint = 8BA4 DF2A D14F 99B6 37E0 0070 C96D 5FFE 08C2 226A

uid Roman Bogorodskiy <bogorodskiy@gmail.com>
uid Roman Bogorodskiy <novel@FreeBSD.org>
uid Roman Bogorodskiy <rbogorodskiy@apache.org>
uid Roman Bogorodskiy <rbogorodskiy@griddynamics.com>
sub 2048R/EC4ED237 2010-12-03

D.3.31. Renato Botelho < garga@FreeBSD.org >

pub 4096R/9F625790 2012-11-28 [expires: 2017-11-27]
Key fingerprint = E3DA 9B2A 6160 99CB 4B31 7641 F1F0 E7A1 9F62 5790

uid Renato Botelho (FreeBSD) <garga@FreeBSD.org>
uid Renato Botelho (Personal) <rbgarga@gmail.com>
uid Renato Botelho (FreeBSD) <garga.bsd@gmail.com>
sub 4096R/473CC82A 2012-11-28 [expires: 2017-11-27]
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D.3.32. Alexander Botero-Lowry < alexbl@FreeBSD.org >

pub 1024D/12A95A7B 2006-09-13
Key fingerprint = D0C3 47F8 AE87 C829 0613 3586 24DF F52B 12A9 5A7B

uid Alexander Botero-Lowry <alexbl@FreeBSD.org>
sub 2048g/CA287923 2006-09-13

D.3.33. Sofian Brabez < sbz@FreeBSD.org >

pub 1024D/2487E57E 2011-03-15 [expires: 2016-03-14]
Key fingerprint = 05BA DC7E F628 DE3F B241 BFBB 7363 51F4 2487 E57E

uid Sofian Brabez <sbrabez@gmail.com>
uid Sofian Brabez <sbz@FreeBSD.org>
uid Sofian Brabez <sbz@6dev.net>

D.3.34. Edson Brandi < ebrandi@FreeBSD.org >

pub 3072R/FFD3035B 2012-11-26 [expires: 2017-11-25]
Key fingerprint = 443B 5363 564F 06C3 EA54 9482 209E 9B54 FFD3 035B

uid Edson Brandi <ebrandi@FreeBSD.org>
uid Edson Brandi <ebrandi@fugspbr.org>
uid Edson Brandi <ebrandi@ebrandi.eti.br>
uid Edson Brandi <edson.brandi@gmail.com>
uid Edson Brandi <ebrandi@primeirospassos.org>
uid Edson Brandi <ebrandi@gmail.com>
uid Edson Brandi <ebrandi@fug.com.br>
uid Edson Brandi <contato@edsonbrandi.com>
uid Edson Brandi (Born 1977-08-14 in S. S. DA GRAMA, SP - Brazi l)
sub 3072R/A34B8175 2012-11-26 [expires: 2013-11-26]
sub 3072R/4EB0E0EA 2012-11-26 [expires: 2013-11-26]
sub 3072R/89917E73 2012-11-26 [expires: 2013-11-26]

D.3.35. Hartmut Brandt < harti@FreeBSD.org >

pub 1024D/5920099F 2003-01-29 Hartmut Brandt <brandt@fok us.fraunhofer.de>
Key fingerprint = F60D 09A0 76B7 31EE 794B BB91 082F 291D 5920 099F

uid Hartmut Brandt <harti@freebsd.org>
sub 1024g/21D30205 2003-01-29

D.3.36. Oliver Braun < obraun@FreeBSD.org >

pub 1024D/EF25B1BA 2001-05-06 Oliver Braun <obraun@unsan e.org>
Key fingerprint = 6A3B 042A 732E 17E4 B6E7 3EAF C0B1 6B7D EF25 B1BA

uid Oliver Braun <obraun@obraun.net>
uid Oliver Braun <obraun@freebsd.org>
uid Oliver Braun <obraun@haskell.org>
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sub 1024g/09D28582 2001-05-06

D.3.37. Max Brazhnikov < makc@FreeBSD.org >

pub 1024D/ACB3CD12 2008-08-18
Key fingerprint = 4BAA 200E 720A 0BD1 7BB0 9DFD FBD9 08C2 ACB3 CD12

uid Max Brazhnikov <makc@FreeBSD.org>
uid Max Brazhnikov <makc@issp.ac.ru>
sub 1024g/5FAA4088 2008-08-18

D.3.38. Jonathan M. Bresler < jmb@FreeBSD.org >

pub 1024R/97E638DD 1996-06-05 Jonathan M. Bresler <jmb@Br esler.org>
Key fingerprint = 31 57 41 56 06 C1 40 13 C5 1C E3 E5 DC 62 0E FB

uid Jonathan M. Bresler <jmb@FreeBSD.ORG>
uid Jonathan M. Bresler
uid Jonathan M. Bresler <Jonathan.Bresler@USi.net>
uid Jonathan M. Bresler <jmb@Frb.GOV>

D.3.39. Antoine Brodin < antoine@FreeBSD.org >

pub 1024D/50CC2671 2008-02-03
Key fingerprint = F3F7 72F0 9C4C 9E56 4BE9 44EA 1B80 31F3 50CC 2671

uid Antoine Brodin <antoine@FreeBSD.org>
sub 2048g/6F4AFBE5 2008-02-03

D.3.40. Diane Bruce < db@FreeBSD.org >

pub 2048R/8E9CAA7B 2012-05-16
Key fingerprint = 8B08 E022 705D 0083 64C4 5E60 5148 0C74 8E9C AA7B

uid Diane Bruce <db@db.net>
uid Diane Bruce <db@FreeBSD.org>
sub 2048R/932E5985 2012-05-16

D.3.41. Christian Brüffer < brueffer@FreeBSD.org >

pub 1024D/A0ED982D 2002-10-14 Christian Brueffer <chris@ unixpages.org>
Key fingerprint = A5C8 2099 19FF AACA F41B B29B 6C76 178C A0ED 982D

uid Christian Brueffer <brueffer@hitnet.rwth-aachen.de>
uid Christian Brueffer <brueffer@FreeBSD.org>
sub 4096g/1DCC100F 2002-10-14
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D.3.42. Markus Brüffer < markus@FreeBSD.org >

pub 1024D/78F8A8D4 2002-10-21
Key fingerprint = 3F9B EBE8 F290 E5CC 1447 8760 D48D 1072 78F8 A8D4

uid Markus Brueffer <markus@brueffer.de>
uid Markus Brueffer <buff@hitnet.rwth-aachen.de>
uid Markus Brueffer <mbrueffer@mi.rwth-aachen.de>
uid Markus Brueffer <markus@FreeBSD.org>
sub 4096g/B7E5C7B6 2002-10-21

D.3.43. Sean Bruno < sbruno@FreeBSD.org >

pub 2048R/08E81687 2012-10-15
Key fingerprint = B9F9 138F 349C D3B2 2AA4 1398 1909 45DC 08E8 1687

uid Sean Bruno (clusteradm and developer key) <sbruno@free bsd.org>
sub 2048R/BCC23981 2012-10-15

D.3.44. Oleg Bulyzhin < oleg@FreeBSD.org >

pub 1024D/78CE105F 2004-02-06
Key fingerprint = 98CC 3E66 26DE 50A8 DBC4 EB27 AF22 DCEF 78CE 105F

uid Oleg Bulyzhin <oleg@FreeBSD.org>
uid Oleg Bulyzhin <oleg@rinet.ru>
sub 1024g/F747C159 2004-02-06

D.3.45. Michael Bushkov < bushman@FreeBSD.org >

pub 1024D/F694C6E4 2007-03-11 [expires: 2008-03-10]
Key fingerprint = 4278 4392 BF6B 2864 C48E 0FA9 7216 C73C F694 C6E4

uid Michael Bushkov <bushman@rsu.ru>
uid Michael Bushkov <bushman@freebsd.org>
sub 2048g/5A783997 2007-03-11 [expires: 2008-03-10]

D.3.46. Jayachandran C. < jchandra@FreeBSD.org >

pub 1024D/3316E465 2010-05-19
Key fingerprint = 320B DB08 4FE3 BCFD 60AF E4DB F486 015F 3316 E465

uid Jayachandran C. <jchandra@freebsd.org>
sub 2048g/1F7755F9 2010-05-19
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D.3.47. Jesus R. Camou < jcamou@FreeBSD.org >

pub 1024D/C2161947 2005-03-01
Key fingerprint = 274C B265 48EC 42AE A2CA 47D9 7D98 588A C216 1947

uid Jesus R. Camou <jcamou@FreeBSD.org>
sub 2048g/F8D2A8DF 2005-03-01

D.3.48. Jos é Alonso C árdenas M árquez < acm@FreeBSD.org >

pub 1024D/9B21BC19 2006-07-18
Key fingerprint = 4156 2EAC A11C 9651 713B 3FC1 195F D4A8 9B21 BC19

uid Jose Alonso Cardenas Marquez <acm@FreeBSD.org>
sub 2048g/ADA16C52 2006-07-18

D.3.49. Pietro Cerutti < gahr@FreeBSD.org >

pub 1024D/9571F78E 2006-05-17
Key fingerprint = 1203 92B5 3919 AF84 9B97 28D6 C0C2 6A98 9571 F78E

uid Pietro Cerutti <gahr@gahr.ch>
uid Pietro Cerutti (The FreeBSD Project) <gahr@FreeBSD.or g>
sub 2048g/F24227D5 2006-05-17 [expires: 2011-05-16]

D.3.50. Dmitry Chagin < dchagin@FreeBSD.org >

pub 1024D/738EFCED 2009-02-27
Key fingerprint = 3F3F 8B87 CE09 9E10 3606 6ACA D2DD 936F 738E FCED

uid Dmitry Chagin <dchagin@freebsd.org>
uid Dmitry Chagin (dchagin key) <chagin.dmitry@gmail.com >
sub 2048g/6A3FDFF9 2009-02-27

D.3.51. Hye-Shik Chang < perky@FreeBSD.org >

pub 1024D/CFDB4BA4 1999-04-23 Hye-Shik Chang <perky@Free BSD.org>
Key fingerprint = 09D9 57D6 58BA 44DD CAEC 71CD 0D65 2C59 CFDB 4BA4

uid Hye-Shik Chang <hyeshik@gmail.com>
sub 1024g/A94A8ED1 1999-04-23

D.3.52. Jonathan Chen < jon@FreeBSD.org >

pub 1024D/2539468B 1999-10-11 Jonathan Chen <jon@spock.o rg>
Key fingerprint = EE31 CDA1 A105 C8C9 5365 3DB5 C2FC 86AA 2539 468B

uid Jonathan Chen <jon@freebsd.org>
uid Jonathan Chen <chenj@rpi.edu>
uid Jonathan Chen <spock@acm.rpi.edu>
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uid Jonathan Chen <jon@cs.rpi.edu>
sub 3072g/B81EF1DB 1999-10-11

D.3.53. Jonathan Anderson < jonathan@FreeBSD.org >

pub 1024D/E3BBCA48 2006-06-17
Key fingerprint = D7C6 9096 874F 707E 48F8 FAB7 22A6 6E53 E3BB CA48

uid Jonathan Anderson <jonathan@FreeBSD.org>
uid Jonathan Anderson <jonathan.anderson@ieee.org>
uid Jonathan Anderson <anderson@engr.mun.ca>
uid Jonathan Anderson <jonathan.anderson@mun.ca>
sub 2048g/A703650D 2006-06-17

D.3.54. Fukang Chen < loader@FreeBSD.org >

pub 4096R/6BD4DDE6 2012-10-26
Key fingerprint = A33E 88AB D358 DA49 59A6 B263 A9A2 599C 6BD4 DDE6

uid loader <loader@FreeBSD.org>
uid loader <loader@FreeBSDMall.com>
sub 4096R/1036D26C 2012-10-26

D.3.55. Luoqi Chen < luoqi@FreeBSD.org >

pub 1024D/2926F3BE 2002-02-22 Luoqi Chen <luoqi@FreeBSD. org>
Key fingerprint = B470 A815 5917 D9F4 37F3 CE2A 4D75 3BD1 2926 F3BE

uid Luoqi Chen <luoqi@bricore.com>
uid Luoqi Chen <lchen@onetta.com>
sub 1024g/5446EB72 2002-02-22

D.3.56. Andrey A. Chernov < ache@FreeBSD.org >

pub 1024D/964474DD 2006-12-26
Key fingerprint = 0F63 1B61 D76D AA23 1591 EA09 560E 582B 9644 74DD

uid Andrey Chernov <ache@freebsd.org>
uid [jpeg image of size 4092]
sub 2048g/08331894 2006-12-26

D.3.57. Alexander V. Chernikov < melifaro@FreeBSD.org >

pub 1024D/2675AB69 2008-02-17
Key fingerprint = 00D2 E063 2FB0 2990 C602 50FD C1C2 7889 2675 AB69

uid Alexander V. Chernikov <melifaro@yandex-team.ru>
uid Alexander V. Chernikov <melifaro@ipfw.ru>
uid Alexander V. Chernikov <melifaro@freebsd.org>
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sub 4096g/BC64F40C 2008-02-17

D.3.58. Sean Chittenden < seanc@FreeBSD.org >

pub 1024D/EE278A28 2004-02-08 Sean Chittenden <sean@chit tenden.org>
Key fingerprint = E41F F441 7E91 6CBA 1844 65CF B939 3C78 EE27 8A28

sub 2048g/55321853 2004-02-08

D.3.59. Junho CHOI < cjh@FreeBSD.org >

pub 1024D/E60260F5 2002-10-14 CHOI Junho (Work) <cjh@wdb. co.kr>
Key fingerprint = 1369 7374 A45F F41A F3C0 07E3 4A01 C020 E602 60F5

uid CHOI Junho (Personal) <cjh@kr.FreeBSD.org>
uid CHOI Junho (FreeBSD) <cjh@FreeBSD.org>
sub 1024g/04A4FDD8 2002-10-14

D.3.60. Crist J. Clark < cjc@FreeBSD.org >

pub 1024D/FE886AD3 2002-01-25 Crist J. Clark <cjclark@jhu .edu>
Key fingerprint = F04E CCD7 3834 72C2 707F 0A8F 259F 8F4B FE88 6AD3

uid Crist J. Clark <cjclark@alum.mit.edu>
uid Crist J. Clark <cjc@freebsd.org>
sub 1024g/9B6BAB99 2002-01-25

D.3.61. Joe Marcus Clarke < marcus@FreeBSD.org >

pub 1024D/FE14CF87 2002-03-04 Joe Marcus Clarke (FreeBSD c ommitter address) <marcus@FreeBSD.org>
Key fingerprint = CC89 6407 73CC 0286 28E4 AFB9 6F68 8F8A FE14 CF87

uid Joe Marcus Clarke <marcus@marcuscom.com>
sub 1024g/B9ACE4D2 2002-03-04

D.3.62. Nik Clayton < nik@FreeBSD.org >

pub 1024D/2C37E375 2000-11-09 Nik Clayton <nik@freebsd.o rg>
Key fingerprint = 15B8 3FFC DDB4 34B0 AA5F 94B7 93A8 0764 2C37 E375

uid Nik Clayton <nik@slashdot.org>
uid Nik Clayton <nik@crf-consulting.co.uk>
uid Nik Clayton <nik@ngo.org.uk>
uid Nik Clayton <nik@bsdi.com>
sub 1024g/769E298A 2000-11-09
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D.3.63. Benjamin Close < benjsc@FreeBSD.org >

pub 1024D/4842B5B4 2002-04-10
Key fingerprint = F00D C83D 5F7E 5561 DF91 B74D E602 CAA3 4842 B5B4

uid Benjamin Simon Close <Benjamin.Close@clearchain.com >
uid Benjamin Simon Close <benjsc@FreeBSD.org>
uid Benjamin Simon Close <benjsc@clearchain.com>
sub 2048g/3FA8A57E 2002-04-10

D.3.64. Tijl Coosemans < tijl@FreeBSD.org >

pub 2048D/20A0B62B 2010-07-13
Key fingerprint = 39AA F580 6B44 5161 9F86 ED49 7E80 92D8 20A0 B62B

uid Tijl Coosemans <tijl@coosemans.org>
uid Tijl Coosemans <tijl@freebsd.org>
sub 2048g/7D71BA74 2010-07-13

D.3.65. Raphael Kubo da Costa < rakuco@FreeBSD.org >

pub 4096R/18DCEED6 2011-10-03
Key fingerprint = 6911 54FE BA6E 6106 5789 7099 8DD0 7D21 18DC EED6

uid Raphael Kubo da Costa (Personal key) <rakuco@FreeBSD.o rg>

D.3.66. Alan L. Cox < alc@FreeBSD.org >

pub 2048R/33E2893B 2013-06-15
Key fingerprint = FC7C 93FD 2C2C ABA5 C1D1 3E74 8513 043C 33E2 893B

uid Alan Cox <alc@FreeBSD.org>
uid Alan Cox <alc@cs.rice.edu>
uid Alan Cox <alc@rice.edu>
sub 2048R/693757AA 2013-06-15

D.3.67. Bruce Cran < brucec@FreeBSD.org >

pub 2048R/6AF6F99E 2010-01-29
Key fingerprint = 9A3C AE57 2706 B0E3 4B8A 8374 5787 A72B 6AF6 F99E

uid Bruce Cran <brucec@FreeBSD.org>
uid Bruce Cran <bruce@cran.org.uk>
sub 2048R/1D665CEE 2010-01-29
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D.3.68. Frederic Culot < culot@FreeBSD.org >

pub 1024D/34876C5B 2006-08-26
Key fingerprint = 50EE CE94 E43E BA85 CB67 262B B739 1A26 3487 6C5B

uid Frederic Culot <culot@FreeBSD.org>
uid Frederic Culot <frederic@culot.org>
sub 2048g/F1EF901F 2006-08-26

D.3.69. Aaron Dalton < aaron@FreeBSD.org >

pub 1024D/8811D2A4 2006-06-21 [expires: 2011-06-20]
Key fingerprint = 8DE0 3CBB 3692 992F 53EF ACC7 BE56 0A4D 8811 D2A4

uid Aaron Dalton <aaron@freebsd.org>
sub 2048g/304EE8E5 2006-06-21 [expires: 2011-06-20]

D.3.70. Baptiste Daroussin < bapt@FreeBSD.org >

pub 1024D/49A4E84C 2008-11-19
Key fingerprint = A14B A5FC B860 86DE 73E2 B24C F244 ED31 49A4 E84C

uid Baptiste Daroussin <bapt@etoilebsd.net>
uid Baptiste Daroussin <baptiste.daroussin@gmail.com>
uid Baptiste Daroussin <bapt@FreeBSD.org>
sub 2048g/54AB46B4 2008-11-19

D.3.71. Ceri Davies < ceri@FreeBSD.org >

pub 1024D/34B7245F 2002-03-08
Key fingerprint = 9C88 EB05 A908 1058 A4AE 9959 A1C7 DCC1 34B7 245F

uid Ceri Davies <ceri@submonkey.net>
uid Ceri Davies <ceri@FreeBSD.org>
uid Ceri Davies <ceri@opensolaris.org>
sub 1024g/0C482CBC 2002-03-08

D.3.72. Brad Davis < brd@FreeBSD.org >

pub 1024D/ED0A754D 2005-05-14 [expires: 2014-02-21]
Key fingerprint = 5DFD D1A6 BEEE A6D4 B3F5 4236 D362 3291 ED0A 754D

uid Brad Davis <so14k@so14k.com>
uid Brad Davis <brd@FreeBSD.org>
sub 2048g/1F29D404 2005-05-14 [expires: 2014-02-21]
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D.3.73. Pawel Jakub Dawidek < pjd@FreeBSD.org >

pub 1024D/B1293F34 2004-02-02 Pawel Jakub Dawidek <Pawel@ Dawidek.net>
Key fingerprint = A3A3 5B4D 9CF9 2312 0783 1B1D 168A EF5D B129 3F34

uid Pawel Jakub Dawidek <pjd@FreeBSD.org>
uid Pawel Jakub Dawidek <pjd@FreeBSD.pl>
sub 2048g/3EEC50A7 2004-02-02 [expires: 2006-02-01]

D.3.74. Brian S. Dean < bsd@FreeBSD.org >

pub 1024D/723BDEE9 2002-01-23 Brian S. Dean <bsd@FreeBSD. org>
Key fingerprint = EF49 7ABE 47ED 91B3 FC3D 7EA5 4D90 2FF7 723B DEE9

sub 1024g/4B02F876 2002-01-23

D.3.75. Carl Delsey < carl@FreeBSD.org >

pub 4096R/FB3B5D38 2013-01-15
Key fingerprint = F0E5 3849 C6C3 668B 68A3 BCC7 6031 E963 FB3B 5D38

uid Carl Delsey <carl@FreeBSD.org>
sub 4096R/256F29D3 2013-01-15

D.3.76. Vasil Dimov < vd@FreeBSD.org >

pub 1024D/F6C1A420 2004-12-08
Key fingerprint = B1D5 04C6 26CC 0D20 9525 14B8 170E 923F F6C1 A420

uid Vasil Dimov <vd@FreeBSD.org>
uid Vasil Dimov <vd@datamax.bg>
sub 4096g/A0148C94 2004-12-08

D.3.77. Roman Divacky < rdivacky@FreeBSD.org >

pub 1024D/3DC2044C 2006-11-15
Key fingerprint = 6B61 25CA 49BC AAC5 21A9 FA7A 2D51 23E8 3DC2 044C

uid Roman Divacky <rdivacky@freebsd.org>
sub 2048g/39BDCE16 2006-11-15

D.3.78. Alexey Dokuchaev < danfe@FreeBSD.org >

pub 1024D/3C060B44 2004-08-23 Alexey Dokuchaev <danfe@Fr eeBSD.org>
Key fingerprint = D970 08A4 922C 8D63 0C19 8D27 F421 76EE 3C06 0B44

sub 1024g/70BAE967 2004-08-23
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D.3.79. Dima Dorfman < dd@FreeBSD.org >

pub 1024D/69FAE582 2001-09-04
Key fingerprint = B340 8338 7DA3 4D61 7632 098E 0730 055B 69FA E582

uid Dima Dorfman <dima@trit.org>
uid Dima Dorfman <dima@unixfreak.org>
uid Dima Dorfman <dd@freebsd.org>
sub 2048g/65AF3B89 2003-08-19 [expires: 2005-08-18]
sub 2048g/8DB0CF2C 2005-05-29 [expires: 2007-05-29]

D.3.80. Bryan Drewery < bdrewery@FreeBSD.org >

pub 4096R/3C9B0CF9 2012-04-06 [expires: 2017-04-05]
Key fingerprint = 36FE BE99 2F52 80DF 4811 362A 6E78 2AC0 3C9B 0CF9

uid Bryan Drewery <bryan@shatow.net>
uid Bryan Drewery <bdrewery@gmail.com>
uid Bryan Drewery <bryan@xzibition.com>
uid Bryan Drewery <bdrewery@FreeBSD.org>
sub 4096R/9E2CE2D3 2012-04-06 [expires: 2017-04-05]

D.3.81. Olivier Duchateau < olivierd@FreeBSD.org >

pub 2048R/22431859 2012-05-28 [expires: 2017-05-27]
Key fingerprint = C057 112A 4A27 B5F2 CD8F 6C9A FC5A 0167 2243 1859

uid Olivier Duchateau <duchateau.olivier@gmail.com>
sub 2048R/63A85BDF 2012-05-28 [expires: 2017-05-27]

D.3.82. Bruno Ducrot < bruno@FreeBSD.org >

pub 1024D/7F463187 2000-12-29
Key fingerprint = 7B79 E1D6 F5A1 6614 792F D906 899B 4D28 7F46 3187

uid Ducrot Bruno (Poup Master) <ducrot@poupinou.org>
sub 1024g/40282874 2000-12-29

D.3.83. Alex Dupre < ale@FreeBSD.org >

pub 1024D/CE5F554D 1999-06-27 Alex Dupre <sysadmin@alexd upre.com>
Key fingerprint = DE23 02EA 5927 D5A9 D793 2BA2 8115 E9D8 CE5F 554D

uid Alex Dupre <ale@FreeBSD.org>
uid [jpeg image of size 5544]
uid Alex Dupre <ICQ:5431856>
sub 2048g/FD5E2D21 1999-06-27
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D.3.84. Peter Edwards < peadar@FreeBSD.org >

pub 1024D/D80B4B3F 2004-03-01 Peter Edwards <peadar@Free BSD.org>
Key fingerprint = 7A8A 9756 903E BEF2 4D9E 3C94 EE52 52F7 D80B 4B3F

uid Peter Edwards <pmedwards@eircom.net>

D.3.85. Daniel Eischen < deischen@FreeBSD.org >

pub 4096R/7D15560B 2012-11-17
Key fingerprint = 0039 2133 69CA 14D3 236A E331 361A 68B2 7D15 560B

uid Daniel Eischen <deischen@FreeBSD.org>
sub 4096R/A51F81F7 2012-11-17

D.3.86. Josef El-Rayes < josef@FreeBSD.org >

pub 2048R/A79DB53C 2004-01-04 Josef El-Rayes <josef@Free BSD.org>
Key fingerprint = 58EB F5B7 2AB9 37FE 33C8 716B 59C5 22D9 A79D B53C

uid Josef El-Rayes <josef@daemon.li>

D.3.87. Lars Engels < lme@FreeBSD.org >

pub 1024D/C0F769F8 2004-08-27
Key fingerprint = 17FC 08E1 5E09 BD21 489E 2050 29CE 75DA C0F7 69F8

uid Lars Engels <lars.engels@0x20.net>
sub 1024g/8AD5BF9D 2004-08-27

D.3.88. Udo Erdelhoff < ue@FreeBSD.org >

pub 1024R/E74FA871 1994-07-19 Udo Erdelhoff <uer@de.uu.n et>
Key fingerprint = 8C B1 80 CA 2C 52 73 81 FB A7 B4 03 C5 32 C8 67

uid Udo Erdelhoff <ue@nathan.ruhr.de>
uid Udo Erdelhoff <ue@freebsd.org>
uid Udo Erdelhoff <uerdelho@eu.uu.net>
uid Udo Erdelhoff <uerdelho@uu.net>

D.3.89. Ruslan Ermilov < ru@FreeBSD.org >

pub 1024D/996E145E 2004-06-02 Ruslan Ermilov (FreeBSD) <r u@FreeBSD.org>
Key fingerprint = 274E D201 71ED 11F6 9CCB 0194 A917 E9CC 996E 145E

uid Ruslan Ermilov (FreeBSD Ukraine) <ru@FreeBSD.org.ua>
uid Ruslan Ermilov (IPNet) <ru@ip.net.ua>
sub 1024g/557E3390 2004-06-02 [expires: 2007-06-02]
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D.3.90. Lukas Ertl < le@FreeBSD.org >

pub 1024D/F10D06CB 2000-11-23 Lukas Ertl <le@FreeBSD.org >
Key fingerprint = 20CD C5B3 3A1D 974E 065A B524 5588 79A9 F10D 06CB

uid Lukas Ertl <a9404849@unet.univie.ac.at>
uid Lukas Ertl <l.ertl@univie.ac.at>
uid Lukas Ertl <le@univie.ac.at>
sub 1024g/5960CE8E 2000-11-23

D.3.91. Brendan Fabeny < bf@FreeBSD.org >

pub 2048R/9806EBC1 2010-06-08 [expires: 2012-06-07]
Key fingerprint = 2075 ADD3 7634 A4F9 5357 D934 08E7 06D9 9806 EBC1

uid b. f. <bf@freebsd.org>
sub 2048R/1CD0AD79 2010-06-08 [expires: 2012-06-07]

D.3.92. Guido Falsi < madpilot@FreeBSD.org >

pub 2048R/56CBD293 2012-04-12
Key fingerprint = F317 2057 E17E 4E3A 3DA5 9E1D 1AE6 860E 56CB D293

uid Guido Falsi <madpilot@FreeBSD.org>
uid Guido Falsi <mad@madpilot.net>
sub 2048R/1F9772C5 2012-04-12

D.3.93. Rong-En Fan < rafan@FreeBSD.org >

pub 1024D/86FD8C68 2004-06-04
Key fingerprint = DC9E 5B4D 2DDA D5C7 B6F8 6E69 D78E 1091 86FD 8C68

uid Rong-En Fan <rafan@infor.org>
uid Rong-En Fan <rafan@csie.org>
uid Rong-En Fan <rafan@FreeBSD.org>
sub 2048g/42A8637E 2009-01-25 [expires: 2012-07-08]

D.3.94. Stefan Farfeleder < stefanf@FreeBSD.org >

pub 1024D/8BEFD15F 2004-03-14 Stefan Farfeleder <stefan@ fafoe.narf.at>
Key fingerprint = 4220 FE60 A4A1 A490 5213 27A6 319F 8B28 8BEF D15F

uid Stefan Farfeleder <stefanf@complang.tuwien.ac.at>
uid Stefan Farfeleder <stefanf@FreeBSD.org>
uid Stefan Farfeleder <stefanf@ten15.org>
sub 2048g/418753E9 2004-03-14 [expires: 2007-03-14]
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D.3.95. Babak Farrokhi < farrokhi@FreeBSD.org >

pub 1024D/7C810476 2005-12-22
Key fingerprint = AABD 388F A207 58B4 2EE3 5DFD 4FC1 32C3 7C81 0476

uid Babak Farrokhi <farrokhi@FreeBSD.org>
uid Babak Farrokhi <babak@farrokhi.net>
sub 2048g/2A5F93C7 2005-12-22

D.3.96. Chris D. Faulhaber < jedgar@FreeBSD.org >

pub 1024D/FE817A50 2000-12-20 Chris D. Faulhaber <jedgar@ FreeBSD.org>
Key fingerprint = A47D A838 9216 F921 A456 54FF 39B6 86E0 FE81 7A50

uid Chris D. Faulhaber <jedgar@fxp.org>
sub 2048g/93452698 2000-12-20

D.3.97. Mark Felder < feld@FreeBSD.org >

pub 2048R/E64C94FE 2013-06-25
Key fingerprint = 71ED 6A7F F4D7 430A BDF3 A180 BF01 619F E64C 94FE

uid Mark Felder <feld@freebsd.org>
sub 2048R/FDC20CA9 2013-06-25

D.3.98. Brian F. Feldman < green@FreeBSD.org >

pub 1024D/41C13DE3 2000-01-11 Brian Fundakowski Feldman < green@FreeBSD.org>
Key fingerprint = 6A32 733A 1BF6 E07B 5B8D AE14 CC9D DCA2 41C1 3DE3

sub 1024g/A98B9FCC 2000-01-11 [expires: 2001-01-10]

pub 1024D/773905D6 2000-09-02 Brian Fundakowski Feldman < green@FreeBSD.org>
Key fingerprint = FE23 7481 91EA 5E58 45EA 6A01 B552 B043 7739 05D6

sub 2048g/D2009B98 2000-09-02

D.3.99. Mário S érgio Fujikawa Ferreira < lioux@FreeBSD.org >

pub 1024D/75A63712 2006-02-23 [expires: 2007-02-23]
Key fingerprint = 42F2 2F74 8EF9 5296 898F C981 E9CF 463B 75A6 3712

uid Mario Sergio Fujikawa Ferreira (lioux) <lioux@FreeBSD .org>
uid Mario Sergio Fujikawa Ferreira <lioux@uol.com.br>
sub 4096g/BB7D80F2 2006-02-23 [expires: 2007-02-23]
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D.3.100. Matthew Fleming < mdf@FreeBSD.org >

pub 2048R/A783DAA2 2012-11-22 [expires: 2016-11-22]
Key fingerprint = 773F E069 BE98 CE96 4AC6 B8AB 1A1B 255E A783 DAA2

uid Matthew D Fleming <mdf356@gmail.com>
uid Matthew D Fleming <mdf@FreeBSD.org>
sub 2048R/4015B7AA 2012-11-22 [expires: 2016-11-22]

D.3.101. Tony Finch < fanf@FreeBSD.org >

pub 1024D/84C71B6E 2002-05-03 Tony Finch <dot@dotat.at>
Key fingerprint = 199C F25B 2679 6D04 63C5 2159 FFC0 F14C 84C7 1B6E

uid Tony Finch <fanf@FreeBSD.org>
uid Tony Finch <fanf@apache.org>
uid Tony Finch <fanf2@cam.ac.uk>
sub 2048g/FD101E8B 2002-05-03

D.3.102. Marc Fonvieille < blackend@FreeBSD.org >

pub 1024D/4F8E74E8 2004-12-25 Marc Fonvieille <blackend@ FreeBSD.org>
Key fingerprint = 55D3 4883 4A04 828A A139 A5CF CD0F 51C0 4F8E 74E8

uid Marc Fonvieille <marc@blackend.org>
uid Marc Fonvieille <marc@freebsd-fr.org>
sub 1024g/37AD4E7D 2004-12-25

D.3.103. Pete Fritchman < petef@FreeBSD.org >

pub 1024D/74B91CFD 2001-01-30 Pete Fritchman <petef@Free BSD.org>
Key fingerprint = 9A9F 8A13 DB0D 7777 8D8E 1CB2 C5C9 A08F 74B9 1CFD

uid Pete Fritchman <petef@databits.net>
uid Pete Fritchman <petef@csh.rit.edu>
sub 1024g/0C02AF0C 2001-01-30

D.3.104. Bernhard Fröhlich < decke@FreeBSD.org >

pub 1024D/CF5840D4 2008-01-07 [expires: 2015-05-05]
Key fingerprint = 47F6 BDF1 DF9E 81E2 2C54 8A06 E796 7A5A CF58 40D4

uid Bernhard Fr&#246;hlich <decke@FreeBSD.org>
uid Bernhard Fr&#246;hlich <decke@bluelife.at>
sub 2048g/4E51CE79 2008-01-07
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D.3.105. Bill Fumerola < billf@FreeBSD.org >

pub 1024D/7F868268 2000-12-07 Bill Fumerola (FreeBSD Deve loper) <billf@FreeBSD.org>
Key fingerprint = 5B2D 908E 4C2B F253 DAEB FC01 8436 B70B 7F86 8268

uid Bill Fumerola (Security Yahoo) <fumerola@yahoo-inc.com>
sub 1024g/43980DA9 2000-12-07

D.3.106. Andriy Gapon < avg@FreeBSD.org >

pub 2048R/A651FE2F 2009-02-16
Key fingerprint = F234 4D58 DEFF 5E3A 4E0F 13BC 74A5 2D27 A651 FE2F

uid Andriy Gapon (FreeBSD) <avg@FreeBSD.org>
uid Andriy Gapon (FreeBSD) <avg@freebsd.org>
uid Andriy Gapon (FreeBSD) <avg@icyb.net.ua>
sub 4096R/F9A4D312 2009-02-16

D.3.107. Beat Gätzi < beat@FreeBSD.org >

pub 1024D/774249DB 2009-01-28 [expires: 2014-01-27]
Key fingerprint = C410 3187 5B29 DD02 745F 0890 40C5 BCF7 7742 49DB

uid Beat Gaetzi <beat@FreeBSD.org>
sub 2048g/173CFFCA 2009-01-28 [expires: 2014-01-27]

D.3.108. Daniel Ger??o < danger@FreeBSD.org >

pub 1024D/DA913352 2007-08-30 [expires: 2008-08-29]
Key fingerprint = 7372 3F15 F839 AFF5 4052 CAC7 1ADA C204 DA91 3352

uid Daniel Gerzo <gerzo@rulez.sk>
uid Daniel Gerzo <danger@rulez.sk>
uid Daniel Gerzo (The FreeBSD Project) <danger@FreeBSD.or g>
uid Daniel Gerzo (Micronet, a.s.) <gerzo@micronet.sk>
sub 2048g/C5D57BDC 2007-08-30 [expires: 2008-08-29]

D.3.109. Simon J. Gerraty < sjg@FreeBSD.org >

pub 1024D/B6CC76BF 2002-06-12
Key fingerprint = F3BA D6CB E1F8 02EA 705F BCAD 6125 F840 B6CC 76BF

uid Simon J. Gerraty <sjg@crufty.net>
uid Simon J. Gerraty <sjg@juniper.net>
uid Simon J. Gerraty <sjg@NetBSD.org>
uid Simon J. Gerraty <sjg@FreeBSD.org>
sub 1024g/D94B72B9 2002-06-12
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D.3.110. Justin T. Gibbs < gibbs@FreeBSD.org >

pub 2048R/45A4FC2F 2012-02-10
Key fingerprint = B98A C3AB 412B 094B D6FE E713 FA5A 1E30 45A4 FC2F

uid Justin T. Gibbs <gibbs@FreeBSD.org>
uid Justin T. Gibbs <gibbs@FreeBSDFoundation.org>
uid Justin T. Gibbs <gibbs@scsiguy.com>
sub 2048R/AF6927F8 2012-02-10

D.3.111. Pedro Giffuni < pfg@FreeBSD.org >

pub 2048D/422BDFE4 2011-12-06
Key fingerprint = A12B 7C6B 54C0 921B C64F 7B35 58DF 6813 422B DFE4

uid Pedro Giffuni (FreeBSD key signature) <pfg@FreeBSD.or g>
sub 2048g/43A91DE0 2011-12-06

D.3.112. Palle Girgensohn < girgen@FreeBSD.org >

pub 2048R/4A6BAAAD 2012-02-23 [expires: 2016-02-23]
Key fingerprint = BD8C 332C E630 31D6 2FDB 80BD 5FF2 A161 4A6B AAAD

uid Palle Girgensohn <girgen@pingpong.net>
uid [jpeg image of size 8260]
uid Palle Girgensohn <girgen@FreeBSD.org>
sub 2048R/6BC41243 2012-02-23 [expires: 2016-02-23]

D.3.113. Philip M. Gollucci < pgollucci@FreeBSD.org >

pub 1024D/DB9B8C1C 2008-04-15
Key fingerprint = B90B FBC3 A3A1 C71A 8E70 3F8C 75B8 8FFB DB9B 8C1C

uid Philip M. Gollucci (FreeBSD Foundation) <pgollucci@fr eebsd.org>
uid Philip M. Gollucci (Riderway Inc.) <pgollucci@riderwa y.com>
uid Philip M. Gollucci <pgollucci@p6m7g8.com>
uid Philip M. Gollucci (ASF) <pgollucci@apache.org>
sub 2048g/73943732 2008-04-15

D.3.114. Daichi GOTO < daichi@FreeBSD.org >

pub 1024D/09EBADD6 2002-09-25 Daichi GOTO <daichi@freebs d.org>
Key fingerprint = 620A 9A34 57FB 5E93 0828 28C7 C360 C6ED 09EB ADD6

sub 1024g/F0B1F1CA 2002-09-25
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D.3.115. Marcus Alves Grando < mnag@FreeBSD.org >

pub 1024D/CDCC273F 2005-09-15 [expires: 2010-09-14]
Key fingerprint = 57F9 DEC1 5BBF 06DE 44A5 9A4A 8BEE 5F3A CDCC 273F

uid Marcus Alves Grando <marcus@sbh.eng.br>
uid Marcus Alves Grando <marcus@corp.grupos.com.br>
uid Marcus Alves Grando <mnag@FreeBSD.org>
sub 2048g/698AC00C 2005-09-15 [expires: 2010-09-14]

D.3.116. Peter Grehan < grehan@FreeBSD.org >

pub 1024D/EA45EA7D 2004-07-13 Peter Grehan <grehan@freeb sd.org>
Key fingerprint = 84AD 73DC 370E 15CA 7556 43C8 F5C8 4450 EA45 EA7D

sub 2048g/0E122D70 2004-07-13

D.3.117. Jamie Gritton < jamie@FreeBSD.org >

pub 1024D/8832CB7F 2009-01-29
Key fingerprint = 34F8 1E62 C7A5 7CB9 A91F 7864 8C5A F85E 8832 CB7F

uid James Gritton <jamie@FreeBSD.org>
sub 2048g/94E3594D 2009-01-29

D.3.118. William Grzybowski < wg@FreeBSD.org >

pub 2048R/CFC460C5 2012-09-28
Key fingerprint = FC40 5CD8 0879 7F50 0036 D924 D9F7 8B27 CFC4 60C5

uid William Grzybowski (FreeBSD) <wg@freebsd.org>
uid William Grzybowski <william88@gmail.com>
sub 2048R/05577997 2012-09-28

D.3.119. Barbara Guida < bar@FreeBSD.org >

pub 2048R/3DF5F750 2012-11-13
Key fingerprint = D367 F6C8 2A5F 2921 70D2 B446 27DD 6FD6 3DF5 F750

uid Barbara Guida <bar@FreeBSD.org>
uid Barbara Guida <barbara.freebsd@gmail.com>
sub 2048R/1DF7506C 2012-11-13

D.3.120. John-Mark Gurney < jmg@FreeBSD.org >

pub 1024D/6D3FA396 2011-03-03 [expires: 2016-03-01]
Key fingerprint = 54BA 873B 6515 3F10 9E88 9322 9CB1 8F74 6D3F A396

uid John-Mark Gurney <jmg@FreeBSD.org>
uid John-Mark Gurney <jmg@funkthat.com>

886



!�D. PGP Keys

sub 4096g/0A4C095E 2011-03-03 [expires: 2016-03-01]

D.3.121. Mateusz Guzik < mjg@FreeBSD.org >

pub 2048R/21489259 2012-06-03
Key fingerprint = 3A9F 25FF ABF6 BB23 5C70 C61B 96D3 5178 2148 9259

uid Mateusz Guzik <mjg@freebsd.org>
sub 2048R/EA19FE8D 2012-06-03

D.3.122. Jason E. Hale < jhale@FreeBSD.org >

pub 3072D/8F2E5907 2012-09-07
Key fingerprint = 009C 54BF 32D0 F373 8126 C8A1 D8DD 2CA4 8F2E 5907

uid Jason E. Hale <jhale@FreeBSD.org>
uid Jason E. Hale <bsdkaffee@gmail.com>
sub 4096g/7081A001 2012-09-07

D.3.123. Daniel Harris < dannyboy@FreeBSD.org >

pub 1024D/84D0D7E7 2001-01-15 Daniel Harris <dannyboy@wo rksforfood.com>
Key fingerprint = 3C61 B8A1 3F09 D194 3259 7173 6C63 DA04 84D0 D7E7

uid Daniel Harris <dannyboy@freebsd.org>
uid Daniel Harris <dh@askdh.com>
uid Daniel Harris <dh@wordassault.com>
sub 1024g/9DF0231A 2001-01-15

D.3.124. Daniel Hartmeier < dhartmei@FreeBSD.org >

pub 1024R/6A3A7409 1994-08-15 Daniel Hartmeier <dhartmei @freebsd.org>
Key fingerprint = 13 7E 9A F3 36 82 09 FE FD 57 B8 5C 2B 81 7E 1F

D.3.125. Oliver Hauer < ohauer@FreeBSD.org >

pub 2048R/5D008F1A 2010-07-26
Key fingerprint = E9EE C9A5 EB4C BD29 74D7 9178 E56E 06B3 5D00 8F1A

uid olli hauer <ohauer@FreeBSD.org>
uid olli hauer <ohauer@gmx.de>
sub 2048R/5E25776E 2010-07-26
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D.3.126. Emanuel Haupt < ehaupt@FreeBSD.org >

pub 3072D/329A273C 2012-11-17 [expires: 2013-11-17]
Key fingerprint = 920C A49A 5A23 F9E3 4EB0 4387 AB90 5C56 329A 273C

uid Emanuel Haupt <ehaupt@FreeBSD.org>
sub 3072g/70183B96 2012-11-17 [expires: 2013-11-17]

D.3.127. John Hay < jhay@FreeBSD.org >

pub 2048R/A9275B93 2000-05-10 John Hay <jhay@icomtek.csi r.co.za>
Key fingerprint = E7 95 F4 B9 D4 A7 49 6A 83 B9 77 49 28 9E 37 70

uid John Hay <jhay@mikom.csir.co.za>
uid Thawte Freemail Member <jhay@mikom.csir.co.za>
uid John Hay <jhay@csir.co.za>
uid John Hay <jhay@FreeBSD.ORG>

D.3.128. Sheldon Hearn < sheldonh@FreeBSD.org >

pub 1024D/74A06ACD 2002-06-20 Sheldon Hearn <sheldonh@st arjuice.net>
Key fingerprint = 01A3 EF91 9C5A 3633 4E01 8085 A462 57F1 74A0 6ACD

sub 1536g/C42F8AC8 2002-06-20

D.3.129. Mike Heffner < mikeh@FreeBSD.org >

pub 1024D/CDECBF99 2001-02-02 Michael Heffner <mheffner@ novacoxmail.com>
Key fingerprint = AFAB CCEB 68C7 573F 5110 9285 1689 1942 CDEC BF99

uid Michael Heffner <mheffner@vt.edu>
uid Michael Heffner <mikeh@FreeBSD.org>
uid Michael Heffner <spock@techfour.net>
uid Michael Heffner (ACM sysadmin) <mheffner@acm.vt.edu>
sub 1024g/3FE83FB5 2001-02-02

D.3.130. Martin Heinen < mheinen@FreeBSD.org >

pub 1024D/116C5C85 2002-06-17 Martin Heinen <mheinen@fre ebsd.org>
Key fingerprint = C898 3FCD EEA0 17ED BEA9 564D E5A6 AFF2 116C 5C85

uid Martin Heinen <martin@sumuk.de>
sub 1024g/EA67506B 2002-06-17

D.3.131. Niels Heinen < niels@FreeBSD.org >

pub 1024D/5FE39B80 2004-12-06 Niels Heinen <niels.heinen @ubizen.com>
Key fingerprint = 75D8 4100 CF5B 3280 543F 930C 613E 71AA 5FE3 9B80

uid Niels Heinen <niels@defaced.be>
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uid Niels Heinen <niels@heinen.ws>
uid Niels Heinen <niels@FreeBSD.org>
sub 2048g/057F4DA7 2004-12-06

D.3.132. Jaakko Heinonen < jh@FreeBSD.org >

pub 1024D/53CCB781 2009-10-01 [expires: 2014-09-30]
Key fingerprint = 3AED A2B6 B63D D771 1AFD 25FA DFDF 5B89 53CC B781

uid Jaakko Heinonen (FreeBSD) <jh@FreeBSD.org>
sub 4096g/BB97397E 2009-10-01 [expires: 2014-09-30]

D.3.133. Jason Helfman < jgh@FreeBSD.org >

pub 2048R/4150D3DC 2011-12-18 [expires: 2021-12-15]
Key fingerprint = 8E0D C457 9A0F C91C 23F3 0454 2059 9A63 4150 D3DC

uid Jason Helfman <jgh@FreeBSD.org>
sub 2048R/695B1B92 2011-12-18 [expires: 2021-12-15]

D.3.134. Guy Helmer < ghelmer@FreeBSD.org >

pub 2048R/8F1CEBC4 2012-05-22
Key fingerprint = 483E 9E6C C644 2520 C9FE 4E87 9989 CCAF 8F1C EBC4

uid Guy Helmer <guy.helmer@palisadesystems.com>
uid Guy Helmer <guy.helmer@gmail.com>
uid Guy Helmer <ghelmer@freebsd.org>
sub 2048R/2073E3F8 2012-05-22

pub 1024R/35F4ED2D 1997-01-26 Guy G. Helmer <ghelmer@free bsd.org>
Key fingerprint = A2 59 4B 92 02 5B 9E B1 B9 4E 2E 03 29 D5 DC 3A

uid Guy G. Helmer <ghelmer@cs.iastate.edu>
uid Guy G. Helmer <ghelmer@palisadesys.com>

D.3.135. Maxime Henrion < mux@FreeBSD.org >

pub 1024D/881D4806 2003-01-09 Maxime Henrion <mux@FreeBS D.org>
Key fingerprint = 81F1 BE2D 12F1 184A 77E4 ACD0 5563 7614 881D 4806

sub 2048g/D0B510C0 2003-01-09

D.3.136. Wen Heping < wen@FreeBSD.org >

pub 2048R/A03F07DA 2012-12-10
Key fingerprint = 0258 F2C7 C123 E627 9E14 B4BA 270F 30AA A03F 07DA

uid Wen Heping (wen) <wen@FreeBSD.org>
sub 2048R/CFC8D6A9 2012-12-10
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D.3.137. Dennis Herrmann < dhn@FreeBSD.org >

pub 4096R/F7CDCAA1 2012-08-26
Key fingerprint = 0587 E730 68A6 2646 A991 505D CD9B 3A87 F7CD CAA1

uid Dennis ’dhn’ Herrmann (Everybody wants to go to heaven, b ut nobody wants to die)
sub 4096R/0A6D554F 2012-08-26

D.3.138. Justin Hibbits < jhibbits@FreeBSD.org >

pub 2048R/37BE2DB9 2011-12-01
Key fingerprint = 8A12 7064 4F3D 339A 191D AD52 30C7 858E 37BE 2DB9

uid Justin Hibbits <chmeeedalf@gmail.com>
uid Justin Hibbits <jhibbits@freebsd.org>
uid Justin Hibbits <jrh29@alumni.cwru.edu>
sub 2048R/A8DA156F 2011-12-01

D.3.139. Peter Holm < pho@FreeBSD.org >

pub 1024D/CF244E81 2008-11-17
Key fingerprint = BE9B 32D8 89F1 F285 00E4 E4C5 EF3F B4B5 CF24 4E81

uid Peter Holm <pho@FreeBSD.org>
sub 2048g/E20A409F 2008-11-17

D.3.140. Michael L. Hostbaek < mich@FreeBSD.org >

pub 1024D/0F55F6BE 2001-08-07 Michael L. Hostbaek <mich@f reebsdcluster.org>
Key fingerprint = 4D62 9396 B19F 38D3 5C99 1663 7B0A 5212 0F55 F6BE

uid Michael L. Hostbaek <mich@freebsdcluster.dk>
uid Michael L. Hostbaek <mich@icommerce-france.com>
uid Micahel L. Hostbaek <mich@freebsd.dk>
uid Michael L. Hostbaek <mich@the-lab.org>
uid Michael L. Hostbaek <mich@freebsd.org>
sub 1024g/8BE4E30F 2001-08-07

D.3.141. Po-Chuan Hsieh < sunpoet@FreeBSD.org >

pub 4096R/CC57E36B 2010-09-21
Key fingerprint = 8AD8 68F2 7D2B 0A10 7E9B 8CC0 DC44 247E CC57 E36B

uid Po-Chuan Hsieh (FreeBSD) <sunpoet@FreeBSD.org>
uid Po-Chuan Hsieh (sunpoet) <sunpoet@sunpoet.net>
sub 4096R/ADE9E203 2010-09-21

890



!�D. PGP Keys

D.3.142. Li-Wen Hsu < lwhsu@FreeBSD.org >

pub 1024D/2897B228 2005-01-16
Key fingerprint = B6F7 170A 6DC6 5D1A BD4B D86A 416B 0E39 2897 B228

uid Li-wen Hsu <lwhsu@lwhsu.org>
uid Li-wen Hsu <lwhsu@lwhsu.ckefgisc.org>
uid Li-wen Hsu <lwhsu@lwhsu.csie.net>
uid Li-wen Hsu <lwhsu@ckefgisc.org>
uid Li-wen Hsu <lwhsu@csie.nctu.edu.tw>
uid Li-wen Hsu <lwhsu@ccca.nctu.edu.tw>
uid Li-wen Hsu <lwhsu@iis.sinica.edu.tw>
uid Li-wen Hsu <lwhsu@cs.nctu.edu.tw>
uid Li-Wen Hsu <lwhsu@FreeBSD.org>
sub 2048g/16F82238 2005-01-16

D.3.143. Howard F. Hu < foxfair@FreeBSD.org >

pub 1024D/4E9BCA59 2003-09-01 Foxfair Hu <foxfair@FreeBS D.org>
Key fingerprint = 280C A846 CA1B CAC9 DDCF F4CB D553 4BD5 4E9B CA59

uid Foxfair Hu <foxfair@drago.fomokka.net>
uid Howard Hu <howardhu@yahoo-inc.com>
sub 1024g/3356D8C1 2003-09-01

D.3.144. Chin-San Huang < chinsan@FreeBSD.org >

pub 1024D/350EECFA 2006-10-04
Key fingerprint = 1C4D 0C9E 0E68 DB74 0688 CE43 D2A5 3F82 350E ECFA

uid Chin-San Huang (lab) <chinsan@chinsan2.twbbs.org>
uid Chin-San Huang (FreeBSD committer) <chinsan@FreeBSD. org>
uid Chin-San Huang (Gmail) <chinsan.tw@gmail.com>
sub 2048g/35F75A30 2006-10-04

D.3.145. Davide Italiano < davide@FreeBSD.org >

pub 2048R/4CB47484 2012-01-17
Key fingerprint = B5C9 77F5 1E67 D110 8D19 7587 EB95 EA82 4CB4 7484

uid Davide Italiano <davide@FreeBSD.org>
sub 2048R/91F7443D 2012-01-17

D.3.146. Jordan K. Hubbard < jkh@FreeBSD.org >

pub 1024R/8E542D5D 1996-04-04 Jordan K. Hubbard <jkh@Free BSD.org>
Key fingerprint = 3C F2 27 7E 4A 6C 09 0A 4B C9 47 CD 4F 4D 0B 20
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D.3.147. Konrad Jankowski < versus@FreeBSD.org >

pub 1024D/A01C218A 2008-10-28
Key fingerprint = A805 21DC 859F E941 D2EA 9986 2264 8E5D A01C 218A

uid Konrad Jankowski <versus@freebsd.org>
sub 2048g/56AE1959 2008-10-28

D.3.148. Weongyo Jeong < weongyo@FreeBSD.org >

pub 1024D/22354D7A 2007-12-28
Key fingerprint = 138E 7115 A86F AA40 B509 5883 B387 DCE9 2235 4D7A

uid Weongyo Jeong <weongyo.jeong@gmail.com>
uid Weongyo Jeong <weongyo@freebsd.org>
sub 2048g/9AE6DAEE 2007-12-28

D.3.149. Peter Jeremy < peterj@FreeBSD.org >

pub 1024D/F00FB887 2005-10-20
Key fingerprint = 0BF7 7A72 5894 EBE6 4F4D 7EEE FE8A 47BF F00F B887

uid Peter Jeremy <peterjeremy@acm.org>
uid [jpeg image of size 4413]
uid Peter Jeremy <peter.jeremy@auug.org.au>
uid Peter Jeremy <peterjeremy@optusnet.com.au>
uid Peter Jeremy (preferred) <peter@rulingia.com>
uid Peter Jeremy <peterj@freebsd.org>
sub 2048g/7E0B423B 2005-10-20

D.3.150. Tatuya JINMEI < jinmei@FreeBSD.org >

pub 1024D/ABA82228 2002-08-15
Key fingerprint = BB70 3050 EE39 BE00 48BB A5F3 5892 F203 ABA8 2228

uid JINMEI Tatuya <jinmei@FreeBSD.org>
uid JINMEI Tatuya <jinmei@jinmei.org>
uid JINMEI Tatuya (the KAME project) <jinmei@isl.rdc.tosh iba.co.jp>
sub 1024g/8B43CF66 2002-08-15

D.3.151. Michael Johnson < ahze@FreeBSD.org >

pub 1024D/3C046FD6 2004-10-29 Michael Johnson (FreeBSD ke y) <ahze@FreeBSD.org>
Key fingerprint = 363C 6ABA ED24 C23B 5F0C 3AB4 9F8B AA7D 3C04 6FD6

uid Michael Johnson (pgp key) <ahze@ahze.net>
sub 2048g/FA334AE3 2004-10-29
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D.3.152. Mark Johnston < markj@FreeBSD.org >

pub 2048R/80A62628 2012-12-19
Key fingerprint = AFEF AD33 1C4E FFE5 141E 0157 05A4 DA8B 80A6 2628

uid Mark Johnston <markj@freebsd.org>
sub 2048R/47C7D3C2 2012-12-19

D.3.153. Trevor Johnson < trevor@FreeBSD.org >

pub 1024D/3A3EA137 2000-04-20 Trevor Johnson <trevor@jpj .net>
Key fingerprint = 7ED1 5A92 76C1 FFCB E5E3 A998 F037 5A0B 3A3E A137

sub 1024g/46C24F1E 2000-04-20

D.3.154. Tom Judge < tj@FreeBSD.org >

pub 2048R/81E22216 2012-05-27 [expires: 2017-05-26]
Key fingerprint = 8EF8 36C8 44A6 9576 6ADB EB0E 4252 33DC 81E2 2216

uid Tom Judge <tom@tomjudge.com>
uid Tom Judge <tjudge@sourcefire.com>
uid Tom Judge <tj@freebsd.org>
sub 2048R/2CA4AA0D 2012-05-27 [expires: 2017-05-26]

D.3.155. Alexander Kabaev < kan@FreeBSD.org >

pub 1024D/C9BE5D96 2002-07-01
Key fingerprint = 7474 A847 DBF5 50A5 FC3E F223 43AC F58C C9BE 5D96

uid Alexander Kabaev <kabaev@gmail.com>
uid Alexander Kabaev (FreeBSD committer account ID) <kan@F reeBSD.ORG>
sub 1024g/534D9E06 2002-07-01

D.3.156. Benjamin Kaduk < bjk@FreeBSD.org >

pub 4096R/8302FE9F 2011-08-20 [expires: 2013-07-21]
Key fingerprint = 9FD9 F966 D914 5101 BE59 FE13 2D29 EEED 8302 FE9F

uid Benjamin Kaduk <bjk@FreeBSD.org>
sub 4096R/28698ABE 2011-08-20 [expires: 2013-08-19]

D.3.157. Poul-Henning Kamp < phk@FreeBSD.org >

pub 1024R/0358FCBD 1995-08-01 Poul-Henning Kamp <phk@Fre eBSD.org>
Key fingerprint = A3 F3 88 28 2F 9B 99 A2 49 F4 E2 FA 5A 78 8B 3E
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D.3.158. Sergey Kandaurov < pluknet@FreeBSD.org >

pub 2048R/10607419 2010-10-04
Key fingerprint = 020B EC25 7E1F 8BC5 C42C 513B 3F4E 97BA 1060 7419

uid Sergey Kandaurov (freebsd) <pluknet@freebsd.org>
uid Sergey Kandaurov <pluknet@gmail.com>
sub 2048R/5711F73B 2010-10-04

D.3.159. Coleman Kane < cokane@FreeBSD.org >

pub 1024D/C5DAB797 2007-07-22
Key fingerprint = FC09 F326 4318 E714 DE45 6CB0 70C4 B141 C5DA B797

uid Coleman Kane (Personal PGP Key) <cokane@cokane.org>
uid Coleman Kane (Personal PGP Key) <cokane@FreeBSD.org>
sub 2048g/5C680129 2007-07-22

D.3.160. Takenori KATO < kato@FreeBSD.org >

pub 4096R/3CF9ACE7 2012-10-02
Key fingerprint = 5B72 AEF9 B2F9 069D 54FE CF60 444F 91C8 3CF9 ACE7

uid KATO Takenori <kato@FreeBSD.org>
uid KATO Takenori <kato@nendai.nagoya-u.ac.jp>
sub 4096R/1C593356 2012-10-02

D.3.161. Josef Karthauser < joe@FreeBSD.org >

pub 1024D/E6B15016 2000-10-19 Josef Karthauser <joe@Free BSD.org>
Key fingerprint = 7266 8EAF 82C2 D439 5642 AC26 5D52 1C8C E6B1 5016

uid Josef Karthauser <joe@tao.org.uk>
uid Josef Karthauser <joe@uk.FreeBSD.org>
uid [revoked] Josef Karthauser <josef@bsdi.com>
uid [revoked] Josef Karthauser <joe@pavilion.net>
sub 2048g/1178B692 2000-10-19

D.3.162. Vinod Kashyap < vkashyap@FreeBSD.org >

pub 1024R/04FCCDD3 2004-02-19 Vinod Kashyap (gnupg key) <v kashyap@freebsd.org>
Key fingerprint = 9B83 0B55 604F E491 B7D2 759D DF92 DAA0 04FC CDD3

D.3.163. Kris Kennaway < kris@FreeBSD.org >

pub 1024D/68E840A5 2000-01-14 Kris Kennaway <kris@citusc .usc.edu>
Key fingerprint = E65D 0E7D 7E16 B212 1BD6 39EE 5ABC B405 68E8 40A5

uid Kris Kennaway <kris@FreeBSD.org>
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uid Kris Kennaway <kris@obsecurity.org>
sub 2048g/03A41C45 2000-01-14 [expires: 2006-01-14]

D.3.164. Giorgos Keramidas < keramida@FreeBSD.org >

pub 1024D/318603B6 2001-09-21
Key fingerprint = C1EB 0653 DB8B A557 3829 00F9 D60F 941A 3186 03B6

uid Giorgos Keramidas <keramida@FreeBSD.org>
uid Giorgos Keramidas <keramida@ceid.upatras.gr>
uid Giorgos Keramidas <keramida@hellug.gr>
uid Giorgos Keramidas <keramida@linux.gr>
uid Giorgos Keramidas <gkeramidas@gmail.com>
sub 1024g/50FDBAD1 2001-09-21

D.3.165. Max Khon < fjoe@FreeBSD.org >

pub 1024D/6B87E212 2009-02-17
Key fingerprint = 124D EC6C 6365 D41A 497A 9C3E FCF3 8708 6B87 E212

uid Max Khon <fjoe@FreeBSD.org>
uid Max Khon <fjoe@samodelkin.net>
sub 2048g/CB71491D 2009-02-17

D.3.166. Manolis Kiagias < manolis@FreeBSD.org >

pub 1024D/6E0FB494 2006-08-22
Key fingerprint = F820 5AAF 7112 2CDD 23D8 3BDF 67F3 311A 6E0F B494

uid Manolis Kiagias <manolis@FreeBSD.org>
uid Manolis Kiagias <sonicy@otenet.gr>
uid Manolis Kiagias (A.K.A. sonic, sonicy, sonic2000gr) <s onic@diktia.dyndns.org>
sub 2048g/EB94B411 2006-08-22

D.3.167. Jung-uk Kim < jkim@FreeBSD.org >

pub 2048R/D932A1CE 2012-11-19
Key fingerprint = 2202 B5FB 78B7 A303 4919 B7C7 25E9 69B1 D932 A1CE

uid Jung-uk Kim <jkim@FreeBSD.org>
sub 2048R/41858FC6 2012-11-19

D.3.168. Zack Kirsch < zack@FreeBSD.org >

pub 1024D/1A725562 2010-11-05 Zack Kirsch <zack@freebsd. org>
Key fingerprint = A8CC AA5E FB47 A386 E757 A2B8 BDD2 0684 1A72 5562

sub 1024g/6BFE2C06 2010-11-05
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D.3.169. Jakub Klama < jceel@FreeBSD.org >

pub 2048R/2AAEA67D 2011-09-27
Key fingerprint = 40D6 097A 174F 511B 80EB F3A3 0946 4193 2AAE A67D

uid Jakub Klama <jceel@FreeBSD.org>
sub 2048R/5291BC4D 2011-09-27

D.3.170. Andreas Klemm < andreas@FreeBSD.org >

pub 1024D/6C6F6CBA 2001-01-06 Andreas Klemm <andreas.kle mm@eu.didata.com>
Key fingerprint = F028 D51A 0D42 DD67 4109 19A3 777A 3E94 6C6F 6CBA

uid Andreas Klemm <andreas@klemm.gtn.com>
uid Andreas Klemm <andreas@FreeBSD.org>
uid Andreas Klemm <andreas@apsfilter.org>
sub 2048g/FE23F866 2001-01-06

D.3.171. Johann Kois < jkois@FreeBSD.org >

pub 1024D/DD61C2D8 2004-06-27 Johann Kois <J.Kois@web.de >
Key fingerprint = 8B70 03DB 3C45 E71D 0ED4 4825 FEB0 EBEF DD61 C2D8

uid Johann Kois <jkois@freebsd.org>
sub 1024g/568307CB 2004-06-27

D.3.172. Sergei Kolobov < sergei@FreeBSD.org >

pub 1024D/3BA53401 2003-10-10 Sergei Kolobov <sergei@Fre eBSD.org>
Key fingerprint = A2F4 5F34 0586 CC9C 493A 347C 14EC 6E69 3BA5 3401

uid Sergei Kolobov <sergei@kolobov.com>
sub 2048g/F8243671 2003-10-10

D.3.173. Maxim Konovalov < maxim@FreeBSD.org >

pub 1024D/2C172083 2002-05-21 Maxim Konovalov <maxim@Fre eBSD.org>
Key fingerprint = 6550 6C02 EFC2 50F1 B7A3 D694 ECF0 E90B 2C17 2083

uid Maxim Konovalov <maxim@macomnet.ru>
sub 1024g/F305DDCA 2002-05-21

D.3.174. Taras Korenko < taras@FreeBSD.org >

pub 1024D/8ACCC68B 2010-03-30
Key fingerprint = 5128 2A8B 9BC1 A664 21E0 1E61 D838 54D3 8ACC C68B

uid Taras Korenko <taras@freebsd.org>
uid Taras Korenko <ds@ukrhub.net>
uid Taras Korenko <tarasishche@gmail.com>

896



!�D. PGP Keys

sub 2048g/8D7CC0FA 2010-03-30 [expires: 2015-03-29]

D.3.175. Joseph Koshy < jkoshy@FreeBSD.org >

pub 1024D/D93798B6 2001-12-21 Joseph Koshy (FreeBSD) <jko shy@freebsd.org>
Key fingerprint = 0DE3 62F3 EF24 939F 62AA 2E3D ABB8 6ED3 D937 98B6

sub 1024g/43FD68E9 2001-12-21

D.3.176. Wojciech A. Koszek < wkoszek@FreeBSD.org >

pub 1024D/C9F25145 2006-02-15
Key fingerprint = 6E56 C571 9D33 D23E 9A61 8E50 623C AD62 C9F2 5145

uid Wojciech A. Koszek <dunstan@FreeBSD.czest.pl>
uid Wojciech A. Koszek <wkoszek@FreeBSD.org>
sub 4096g/3BBD20A5 2006-02-15

D.3.177. Alex Kozlov < ak@FreeBSD.org >

pub 2048R/0D1D29A0 2012-03-01 [expires: 2024-02-27]
Key fingerprint = 7774 4FCF 6AC9 126B BD0E DBF3 5EBF 4968 0D1D 29A0

uid Alex Kozlov <ak@freebsd.org>
sub 2048R/2DD82C65 2012-03-01 [expires: 2024-02-27]

D.3.178. Steven Kreuzer < skreuzer@FreeBSD.org >

pub 1024D/E0D6F907 2009-03-16 [expires: 2013-04-25]
Key fingerprint = 8D8F 14D6 ED9F 6BD0 7756 7A46 66BA B4B6 E0D6 F907

uid Steven Kreuzer <skreuzer@exit2shell.com>
uid Steven Kreuzer <skreuzer@freebsd.org>

D.3.179. Gábor Kövesd án <gabor@FreeBSD.org >

pub 1024D/2373A6B1 2006-12-05
Key fingerprint = A42A 10D6 834B BEC0 26F0 29B1 902D D04F 2373 A6B1

uid Gabor Kovesdan <gabor@FreeBSD.org>
sub 2048g/92B0A104 2006-12-05

D.3.180. Ana Kukec < anchie@FreeBSD.org >

pub 2048R/510D23BB 2010-04-18
Key fingerprint = 0A9B 0ABB 0E1C B5A4 3408 398F 778A C3B4 510D 23BB

uid Ana Kukec <anchie@FreeBSD.org>
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sub 2048R/699E4DDA 2010-04-18

D.3.181. Roman Kurakin < rik@FreeBSD.org >

pub 1024D/C8550F4C 2005-12-16 [expires: 2008-12-15]
Key fingerprint = 25BB 789A 6E07 E654 8E59 0FA9 42B1 937C C855 0F4C

uid Roman Kurakin <rik@FreeBSD.org>
sub 2048g/D15F2AB6 2005-12-16 [expires: 2008-12-15]

D.3.182. Hideyuki KURASHINA < rushani@FreeBSD.org >

pub 1024D/439ADC57 2002-03-22 Hideyuki KURASHINA <rushan i@bl.mmtr.or.jp>
Key fingerprint = A052 6F98 6146 6FE3 91E2 DA6B F2FA 2088 439A DC57

uid Hideyuki KURASHINA <rushani@FreeBSD.org>
uid Hideyuki KURASHINA <rushani@jp.FreeBSD.org>
sub 1024g/64764D16 2002-03-22

D.3.183. Jun Kuriyama < kuriyama@FreeBSD.org >

pub 1024D/FE3B59CD 1998-11-23 Jun Kuriyama <kuriyama@img src.co.jp>
Key fingerprint = 5219 55CE AC84 C296 3A3B B076 EE3C 4DBB FE3B 59CD

uid Jun Kuriyama <kuriyama@FreeBSD.org>
uid Jun Kuriyama <kuriyama@jp.FreeBSD.org>
sub 2048g/1CF20D27 1998-11-23

D.3.184. René Ladan < rene@FreeBSD.org >

pub 4096R/0A3789B7 2012-11-18
Key fingerprint = 101A 716B 162B 00E5 5BED EA05 ADBB F861 0A37 89B7

uid Ren&#233; Ladan <rene@freebsd.org>
sub 4096R/B67184C6 2012-11-18

D.3.185. Julien Laffaye < jlaffaye@FreeBSD.org >

pub 2048R/6AEBE420 2011-06-06
Key fingerprint = 031A B449 B383 5C3B B618 E2F4 BAD0 0F0E 6AEB E420

uid Julien Laffaye <jlaffaye@FreeBSD.org>
sub 2048R/538B8D5B 2011-06-06
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D.3.186. Clement Laforet < clement@FreeBSD.org >

pub 1024D/0723BA1D 2003-12-13 Clement Laforet (FreeBSD co mmitter address) <clement@FreeBSD.org>
Key fingerprint = 3638 4B14 8463 A67B DC7E 641C B118 5F8F 0723 BA1D

uid Clement Laforet <sheepkiller@cultdeadsheep.org>
uid Clement Laforet <clement.laforet@cotds.org>
sub 2048g/23D57658 2003-12-13

D.3.187. Max Laier < mlaier@FreeBSD.org >

pub 1024D/3EB6046D 2004-02-09
Key fingerprint = 917E 7F25 E90F 77A4 F746 2E8D 5F2C 84A1 3EB6 046D

uid Max Laier <max@love2party.net>
uid Max Laier <max.laier@ira.uka.de>
uid Max Laier <mlaier@freebsd.org>
uid Max Laier <max.laier@tm.uka.de>
sub 4096g/EDD08B9B 2005-06-28

D.3.188. Erwin Lansing < erwin@FreeBSD.org >

pub 1024D/15256990 1998-07-03
Key fingerprint = FB58 9797 299A F18E 2D3E 73D6 AB2F 5A5B 1525 6990

uid Erwin Lansing <erwin@lansing.dk>
uid Erwin Lansing <erwin@FreeBSD.org>
uid Erwin Lansing <erwin@droso.dk>
uid Erwin Lansing <erwin@droso.org>
uid Erwin Lansing <erwin@aauug.dk>
sub 2048g/7C64013D 1998-07-03

D.3.189. Ganael Laplanche < martymac@FreeBSD.org >

pub 1024D/10B87391 2006-01-13
Key fingerprint = D59D 984D 8988 7BB9 DA37 BA77 757E D5F0 10B8 7391

uid Ganael LAPLANCHE <ganael.laplanche@martymac.org>
uid Ganael LAPLANCHE <martymac@martymac.com>
uid Ganael LAPLANCHE <ganael.laplanche@martymac.com>
uid Ganael LAPLANCHE <martymac@martymac.org>
uid Ganael LAPLANCHE <martymac@pasteur.fr>
uid Ganael LAPLANCHE <ganael.laplanche@pasteur.fr>
uid Ganael LAPLANCHE <martymac@FreeBSD.org>
sub 2048g/D65069D5 2006-01-13
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D.3.190. Greg Larkin < glarkin@FreeBSD.org >

pub 1024D/1C940290 2003-10-09
Key fingerprint = 8A4A 80AA F26C 8C2C D01B 94C6 D2C4 68B8 1C94 0290

uid Greg Larkin (The FreeBSD Project) <glarkin@FreeBSD.or g>
uid Gregory C. Larkin (SourceHosting.Net, LLC) <glarkin@s ourcehosting.net>
uid [jpeg image of size 6695]
sub 2048g/47674316 2003-10-09

D.3.191. Frank J. Laszlo < laszlof@FreeBSD.org >

pub 4096R/012360EC 2006-11-06 [expires: 2011-11-05]
Key fingerprint = 3D93 21DB B5CC 1339 E4B4 1BC4 AD50 C17C 0123 60EC

uid Frank J. Laszlo <laszlof@FreeBSD.org>

D.3.192. Dru Lavigne < dru@FreeBSD.org >

pub 1024D/C6AA2E94 2013-01-22
Key fingerprint = 6CC4 2180 F27C 29B6 5A9C EC0D A454 DC05 C6AA 2E94

uid Dru Lavigne <dru@freebsd.org>
sub 1024g/7FAC82EA 2013-01-22

D.3.193. Sam Lawrance < lawrance@FreeBSD.org >

pub 1024D/32708C59 2003-08-14
Key fingerprint = 1056 2A02 5247 64D4 538D 6975 8851 7134 3270 8C59

uid Sam Lawrance <lawrance@FreeBSD.org>
uid Sam Lawrance <boris@brooknet.com.au>
sub 2048g/0F9CCF92 2003-08-14

D.3.194. Nate Lawson < njl@FreeBSD.org >

pub 1024D/60E5AC11 2007-02-07
Key fingerprint = 18E2 7E5A FD6A 199B B08B E9FB 73C8 DB67 60E5 AC11

uid Nate Lawson <nate@root.org>
sub 2048g/CDBC7E1B 2007-02-07

D.3.195. Jeremie Le Hen < jlh@FreeBSD.org >

pub 2048D/8BF6CF92 2012-04-18
Key fingerprint = 66C9 B361 16CA BFF6 5C07 DA0A 28DE 3702 8BF6 CF92

uid Jeremie Le Hen <jeremie@le-hen.org>
uid Jeremie Le Hen <jeremie@lehen.org>
uid Jeremie Le Hen <ttz@chchile.org>
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uid Jeremie Le Hen <jlh@FreeBSD.org>
sub 2048g/045479A3 2012-04-18

D.3.196. Yen-Ming Lee < leeym@FreeBSD.org >

pub 1024D/93FA8BD6 2007-05-21
Key fingerprint = DEC4 6E7F 69C0 4AC3 21ED EE65 6C0E 9257 93FA 8BD6

uid Yen-Ming Lee <leeym@leeym.com>
sub 2048g/899A3931 2007-05-21

D.3.197. Sam Leffler < sam@FreeBSD.org >

pub 1024D/BD147743 2005-03-28
Key fingerprint = F618 F2FC 176B D201 D91C 67C6 2E33 A957 BD14 7743

uid Samuel J. Leffler <sam@freebsd.org>
sub 2048g/8BA91D05 2005-03-28

D.3.198. Jean-Yves Lefort < jylefort@FreeBSD.org >

pub 1024D/A3B8006A 2002-09-07
Key fingerprint = CC99 D1B0 8E44 293D 32F7 D92E CB30 FB51 A3B8 006A

uid Jean-Yves Lefort <jylefort@FreeBSD.org>
uid Jean-Yves Lefort <jylefort@brutele.be>
sub 4096g/C9271AFC 2002-09-07

D.3.199. Alexander Leidinger < netchild@FreeBSD.org >

pub 1024D/72077137 2002-01-31
Key fingerprint = AA3A 8F69 B214 6BBD 5E73 C9A0 C604 3C56 7207 7137

uid Alexander Leidinger <netchild@FreeBSD.org>
uid [jpeg image of size 19667]
sub 2048g/8C9828D3 2002-01-31

D.3.200. Andrey V. Elsukov < ae@FreeBSD.org >

pub 2048R/10C8A17A 2010-05-29
Key fingerprint = E659 1E1B 41DA 1516 F0C9 BC00 01C5 EA04 10C8 A17A

uid Andrey V. Elsukov <ae@freebsd.org>
uid Andrey V. Elsukov <bu7cher@yandex.ru>
sub 2048R/0F6D64C5 2010-05-29
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D.3.201. Dejan Lesjak < lesi@FreeBSD.org >

pub 1024D/96C5221F 2004-08-18 Dejan Lesjak <lesi@FreeBSD .org>
Key fingerprint = 2C5C 02EA 1060 1D6D 9982 38C0 1DA7 DBC4 96C5 221F

uid Dejan Lesjak <dejan.lesjak@ijs.si>
sub 1024g/E0A69278 2004-08-18

D.3.202. Achim Leubner < achim@FreeBSD.org >

pub 2048R/2E15B3C1 2013-01-22
Key fingerprint = 2A48 0317 D477 2A07 2AD9 CF1C 7C1D 832E 2E15 B3C1

uid Achim Leubner <achim@freebsd.org>
sub 2048R/E275EF01 2013-01-22

D.3.203. Chuck Lever < cel@FreeBSD.org >

pub 1024D/8FFC2B87 2006-02-13
Key fingerprint = 6872 923F 5012 F88B 394C 2F69 37B4 8171 8FFC 2B87

uid Charles E. Lever <cel@freebsd.org>
sub 2048g/9BCE0459 2006-02-13

D.3.204. Greg Lewis < glewis@FreeBSD.org >

pub 1024D/1BB6D9E0 2002-03-05 Greg Lewis (FreeBSD) <glewi s@FreeBSD.org>
Key fingerprint = 2410 DA6D 5A3C D801 65FE C8DB DEEA 9923 1BB6 D9E0

uid Greg Lewis <glewis@eyesbeyond.com>
sub 2048g/45E67D60 2002-03-05

D.3.205. Qing Li < qingli@FreeBSD.org >

pub 2048R/A3CA4C13 2013-06-12 [expires: 2017-06-12]
Key fingerprint = E37B CB18 35D1 F01B 7D7B 1000 0EAF 4BEA A3CA 4C13

uid Qing Li <qingli@freebsd.org>
sub 2048R/EF3A9370 2013-06-12 [expires: 2017-06-12]

D.3.206. Xin Li < delphij@FreeBSD.org >

pub 1024D/CAEEB8C0 2004-01-28
Key fingerprint = 43B8 B703 B8DD 0231 B333 DC28 39FB 93A0 CAEE B8C0

uid Xin LI <delphij@FreeBSD.org>
uid Xin LI <delphij@frontfree.net>
uid Xin LI <delphij@delphij.net>
uid Xin LI <delphij@geekcn.org>
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pub 1024D/42EA8A4B 2006-01-27 [expired: 2008-01-01]
Key fingerprint = F19C 2616 FA97 9C13 2581 C6F3 85C5 1CCE 42EA 8A4B

uid Xin LI <delphij@geekcn.org>
uid Xin LI <delphij@FreeBSD.org>
uid Xin LI <delphij@delphij.net>

pub 1024D/18EDEBA0 2008-01-02 [expired: 2010-01-02]
Key fingerprint = 79A6 CF42 F917 DDCA F1C2 C926 8BEB DB04 18ED EBA0

uid Xin LI <delphij@geekcn.org>
uid Xin LI <delphij@FreeBSD.org>
uid Xin LI <delphij@delphij.net>

pub 2048R/3FCA37C1 2010-01-10 [expired: 2012-01-10]
Key fingerprint = 27EA 5D6C 9398 BA7F B205 8F70 04CE F812 3FCA 37C1

uid Xin LI <delphij@delphij.net>
uid Xin LI <delphij@gmail.com>
uid Xin LI <delphij@geekcn.org>
uid Xin LI <delphij@FreeBSD.org>

pub 4096R/2E54AB2C 2011-12-05
Key fingerprint = D95C D3C3 8FA8 25C2 C62B 9FEA 0887 6D93 2E54 AB2C

uid Xin Li <delphij@geekcn.org>
uid Xin Li <delphij@delphij.net>
uid Xin Li <delphij@FreeBSD.org>
sub 4096R/7832B740 2011-12-05
sub 2048R/BC50FBB3 2011-12-05 [expires: 2013-12-05]
sub 2048R/C894647D 2011-12-05 [expires: 2013-12-05]

D.3.207. Tai-hwa Liang < avatar@FreeBSD.org >

pub 1024R/F4013AB1 1998-05-13 Tai-hwa Liang <avatar@Free BSD.org>
Key fingerprint = 5B 05 1D 37 7F 35 31 4E 5D 38 BD 07 10 32 B9 D0

uid Tai-hwa Liang <avatar@mmlab.cse.yzu.edu.tw>

D.3.208. Ying-Chieh Liao < ijliao@FreeBSD.org >

pub 1024D/11C02382 2001-01-09 Ying-Chieh Liao <ijliao@CC CA.NCTU.edu.tw>
Key fingerprint = 4E98 55CC 2866 7A90 EFD7 9DA5 ACC6 0165 11C0 2382

uid Ying-Chieh Liao <ijliao@FreeBSD.org>
uid Ying-Chieh Liao <ijliao@csie.nctu.edu.tw>
uid Ying-Chieh Liao <ijliao@dragon2.net>
uid Ying-Chieh Liao <ijliao@tw.FreeBSD.org>
sub 4096g/C1E16E89 2001-01-09
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D.3.209. Ulf Lilleengen < lulf@FreeBSD.org >

pub 1024D/ADE1B837 2009-08-19 [expires: 2014-08-18]
Key fingerprint = 3822 B4E6 6D1C 6F71 4AA8 7A27 ADDF C400 ADE1 B837

uid Ulf Lilleengen <ulf.lilleengen@gmail.com>
uid Ulf Lilleengen <lulf@pvv.ntnu.no>
uid Ulf Lilleengen <lulf@stud.ntnu.no>
uid Ulf Lilleengen <lulf@FreeBSD.org>
uid Ulf Lilleengen <lulf@idi.ntnu.no>
sub 2048g/B5409122 2009-08-19 [expires: 2014-08-18]

D.3.210. Clive Lin < clive@FreeBSD.org >

pub 1024D/A008C03E 2001-07-30 Clive Lin <clive@tongi.org >
Key fingerprint = FA3F 20B6 A77A 6CEC 1856 09B0 7455 2805 A008 C03E

uid Clive Lin <clive@CirX.ORG>
uid Clive Lin <clive@FreeBSD.org>
sub 1024g/03C2DC87 2001-07-30 [expires: 2005-08-25]

D.3.211. Po-Chien Lin < pclin@FreeBSD.org >

pub 4096R/865C427F 2013-02-05
Key fingerprint = CF3B AB13 4C94 6388 B047 B599 8B28 1692 865C 427F

uid Po-Chien Lin <pclin@FreeBSD.org>
uid Po-Chien Lin <linpc@cs.nctu.edu.tw>
sub 4096R/F31280BA 2013-02-05

D.3.212. Yi-Jheng Lin < yzlin@FreeBSD.org >

pub 2048R/A34C6A8A 2009-07-20
Key fingerprint = 7E3A E981 BB7C 5D73 9534 ED39 0222 04D3 A34C 6A8A

uid Yi-Jheng Lin (FreeBSD) <yzlin@FreeBSD.org>
sub 2048R/B4D776FE 2009-07-20

D.3.213. Mark Linimon < linimon@FreeBSD.org >

pub 1024D/84C83473 2003-10-09
Key fingerprint = 8D43 1B55 D127 0BFC 842E 1C96 803C 5A34 84C8 3473

uid Mark Linimon <linimon@FreeBSD.org>
uid Mark Linimon <linimon@lonesome.com>
sub 1024g/24BFF840 2003-10-09
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D.3.214. Tilman Keskinöz < arved@FreeBSD.org >

pub 1024D/807AC53A 2002-06-03 [expires: 2013-09-07]
Key fingerprint = A92F 344F 31A8 B8DE DDFA 7FB4 7C22 C39F 807A C53A

uid Tilman Keskin&#246;z <arved@arved.at>
uid Tilman Keskin&#246;z <arved@FreeBSD.org>
sub 1024g/FA351986 2002-06-03 [expires: 2013-09-07]

D.3.215. Dryice Liu < dryice@FreeBSD.org >

pub 1024D/77B67874 2005-01-28
Key fingerprint = 8D7C F82D D28D 07E5 EF7F CD25 6B5B 78A8 77B6 7874

uid Dryice Dong Liu (Dryice) <dryice@FreeBSD.org>
uid Dryice Dong Liu (Dryice) <dryice@liu.com.cn>
uid Dryice Dong Liu (Dryice) <dryice@hotpop.com>
uid Dryice Dong Liu (Dryice) <dryiceliu@gmail.com>
uid Dryice Dong Liu (Dryice) <dryice@dryice.name>
sub 2048g/ECFA49E4 2005-01-28

D.3.216. Tong Liu < nemoliu@FreeBSD.org >

pub 1024D/ECC7C907 2007-07-10
Key fingerprint = B62E 3109 896B B283 E2FA 60FE A1BA F92E ECC7 C907

uid Tong LIU <nemoliu@FreeBSD.org>
sub 4096g/B6D7B15D 2007-07-10

D.3.217. Zachary Loafman < zml@FreeBSD.org >

pub 1024D/4D65492D 2009-05-26
Key fingerprint = E513 4AE9 5D6D 8BF9 1CD3 4389 4860 D79B 4D65 492D

uid Zachary Loafman <zml@FreeBSD.org>
sub 2048g/1AD659F0 2009-05-26

D.3.218. Juergen Lock < nox@FreeBSD.org >

pub 1024D/1B6BFBFD 2006-12-22
Key fingerprint = 33A7 7FAE 51AF 00BC F0D3 ECCE FAFD 34C1 1B6B FBFD

uid Juergen Lock <nox@FreeBSD.org>
sub 2048g/251229D1 2006-12-22
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D.3.219. Remko Lodder < remko@FreeBSD.org >

pub 4096R/3F774079 2012-11-11 [expires: 2016-11-11]
Key fingerprint = 7EE4 C4AF DCA3 E0B4 479B A344 7135 8ED6 3F77 4079

uid Remko Lodder <remko@FreeBSD.org>
sub 4096R/59F38CB0 2012-11-11 [expires: 2016-11-11]

D.3.220. Alexander Logvinov < avl@FreeBSD.org >

pub 1024D/1C47D5C0 2009-05-28
Key fingerprint = 8B5F 880A 382B 075E E707 9DB2 E135 4176 1C47 D5C0

uid Alexander Logvinov <alexander@logvinov.com>
uid Alexander Logvinov (FreeBSD Ports Committer) <avl@Fre eBSD.org>
uid Alexander Logvinov <ports@logvinov.com>
uid Alexander Logvinov <logvinov@gmail.com>
uid Alexander Logvinov <logvinov@yandex.ru>
sub 2048g/60BDD4BB 2009-05-28

D.3.221. Isabell Long < issyl0@FreeBSD.org >

pub 4096R/EB83C2BD 2009-09-26
Key fingerprint = D55A 42E7 0974 EFD9 3939 56B9 6E6B E425 EB83 C2BD

uid Isabell Long <isabell@issyl0.co.uk>
uid Isabell Long <me@issyl0.co.uk>
uid Isabell Long <isabell121@gmail.com>
uid Isabell Long (BitFolk Ltd.) <isabell@bitfolk.com>
uid Isabell Long (College) <IL18685@woking.ac.uk>
uid Isabell Long (The Open University) <il948@my.open.ac. uk>
uid Isabell Long (Mailing lists address.) <lists@issyl0.c o.uk>
uid Isabell Long (YRS) <isabell@youngrewiredstate.org>
uid Isabell Long (FreeBSD) <issyl0@FreeBSD.org>

D.3.222. Scott Long < scottl@FreeBSD.org >

pub 1024D/017C5EBF 2003-01-18 Scott A. Long (This is my offi cial FreeBSD key) <scottl@freebsd.org>
Key fingerprint = 34EA BD06 44F7 F8C3 22BC B52C 1D3A F6D1 017C 5EBF

sub 1024g/F61C8F91 2003-01-18

D.3.223. Rick Macklem < rmacklem@FreeBSD.org >

pub 1024D/7FB9C5F1 2009-04-05
Key fingerprint = B9EA 767A F6F3 3786 E0C7 434A 05C6 70D6 7FB9 C5F1

uid Rick Macklem <rmacklem@freebsd.org>
sub 1024g/D0B20E8A 2009-04-05
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D.3.224. Bruce A. Mah < bmah@FreeBSD.org >

pub 1024D/5BA052C3 1997-12-08
Key fingerprint = F829 B805 207D 14C7 7197 7832 D8CA 3171 5BA0 52C3

uid Bruce A. Mah <bmah@acm.org>
uid Bruce A. Mah <bmah@ca.sandia.gov>
uid Bruce A. Mah <bmah@ieee.org>
uid Bruce A. Mah <bmah@cisco.com>
uid Bruce A. Mah <bmah@employees.org>
uid Bruce A. Mah <bmah@freebsd.org>
uid Bruce A. Mah <bmah@packetdesign.com>
uid Bruce A. Mah <bmah@kitchenlab.org>
sub 2048g/B4E60EA1 1997-12-08

D.3.225. Ruslan Makhmatkhanov < rm@FreeBSD.org >

pub 2048R/F60D756F 2011-11-10
Key fingerprint = 9D18 8A88 304C B78B 8003 0379 4574 0BAF F60D 756F

uid Ruslan Makhmatkhanov <rm@FreeBSD.org>
sub 2048R/B658C269 2011-11-10

D.3.226. Mike Makonnen < mtm@FreeBSD.org >

pub 1024D/7CD41F55 2004-02-06 Michael Telahun Makonnen <m tm@FreeBSD.Org>
Key fingerprint = AC7B 5672 2D11 F4D0 EBF8 5279 5359 2B82 7CD4 1F55

uid Michael Telahun Makonnen <mtm@tmsa-inc.com>
uid Mike Makonnen <mtm@identd.net>
uid Michael Telahun Makonnen <mtm@acs-et.com>
sub 2048g/E7DC936B 2004-02-06

D.3.227. David Malone < dwmalone@FreeBSD.org >

pub 512/40378991 1994/04/21 David Malone <dwmalone@maths .tcd.ie>
Key fingerprint = 86 A7 F4 86 39 2C 47 2C C1 C2 35 78 8E 2F B8 F5

D.3.228. Dmitry Marakasov < amdmi3@FreeBSD.org >

pub 1024D/F9D2F77D 2008-06-15 [expires: 2010-06-15]
Key fingerprint = 55B5 0596 FF1E 8D84 5F56 9510 D35A 80DD F9D2 F77D

uid Dmitry Marakasov <amdmi3@amdmi3.ru>
uid Dmitry Marakasov <amdmi3@FreeBSD.org>
sub 2048g/2042CDD8 2008-06-15
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D.3.229. John Marino < marino@FreeBSD.org >

pub 2048R/A0AE6229 2011-07-19
Key fingerprint = EE48 4F90 C861 3A5F E39E AB9E 33CF 4190 A0AE 6229

uid John Marino (DragonFly) <draco@marino.st>
uid John R. Marino <john.secure@marino.st>
uid John Marino (NetBSD) <marino@netbsd.org>
sub 2048R/71D9FB68 2011-07-19

D.3.230. Koop Mast < kwm@FreeBSD.org>

pub 1024D/F95426DA 2004-09-10 Koop Mast <kwm@rainbow-run ner.nl>
Key fingerprint = C66F 1835 0548 3440 8576 0FFE 6879 B7CD F954 26DA

uid Koop Mast <kwm@FreeBSD.org>
sub 1024g/A782EEDD 2004-09-10

D.3.231. Ed Maste < emaste@FreeBSD.org >

pub 2048R/50A17BF4 2012-12-18
Key fingerprint = 0C08 ECC9 3A0A 8500 AB95 B553 49C4 7851 50A1 7BF4

uid Ed Maste <emaste@freebsd.org>
sub 2048R/08FA5F72 2012-12-18

D.3.232. Cherry G. Mathew < cherry@FreeBSD.org >

pub 2048R/2D066FE1 2007-05-22
Key fingerprint = FBF1 89FF 81BB E1C7 6C1B 378D 3438 20E9 2D06 6FE1

uid Cherry G. Mathew (FreeBSD email) <cherry@FreeBSD.org>
uid "Cherry G. Mathew" (NetBSD email) <cherry@NetBSD.org>
sub 2048R/7B2C4166 2007-05-22

D.3.233. Makoto Matsushita < matusita@FreeBSD.org >

pub 1024D/20544576 1999-04-18
Key fingerprint = 71B6 13BF B262 2DD8 2B7C 6CD0 EB2D 4147 2054 4576

uid Makoto Matsushita <matusita@matatabi.or.jp>
uid Makoto Matsushita <matusita@FreeBSD.org>
uid Makoto Matsushita <matusita@jp.FreeBSD.ORG>
uid Makoto Matsushita <matusita@ist.osaka-u.ac.jp>
sub 1024g/F1F3C94D 1999-04-18
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D.3.234. Martin Matuska < mm@FreeBSD.org>

pub 1024D/4261B0D1 2007-02-05
Key fingerprint = 17C4 3F32 B3DE 3ED7 E84E 5592 A76B 8B03 4261 B0D1

uid Martin Matuska <martin@matuska.org>
uid Martin Matuska <mm@FreeBSD.org>
uid Martin Matuska <martin.matuska@wu-wien.ac.at>
sub 2048g/3AC9A5A6 2007-02-05

D.3.235. Sergey Matveychuk < sem@FreeBSD.org >

pub 1024D/B71F605D 1999-10-13
Key fingerprint = 4704 F374 DB28 BEC6 51C8 1322 4DC9 4BD8 B71F 605D

uid Sergey Matveychuk <sem@FreeBSD.org>
uid Sergey Matveychuk <sem@ciam.ru>
uid Sergey Matveychuk <sem@core.inec.ru>
sub 2048g/DEAF9D91 1999-10-13

D.3.236. Tom McLaughlin < tmclaugh@FreeBSD.org >

pub 1024D/E2F7B3D8 2005-05-24
Key fingerprint = 7692 B222 8D23 CF94 1993 0138 E339 E225 E2F7 B3D8

uid Tom McLaughlin (Personal email address) <tmclaugh@sdf .lonestar.org>
uid Tom McLaughlin (Work email address) <tmclaughlin@medi tech.com>
uid Tom McLaughlin (FreeBSD email address) <tmclaugh@Free BSD.org>
sub 2048g/16838F62 2005-05-24

D.3.237. Jean Milanez Melo < jmelo@FreeBSD.org >

pub 1024D/AA5114BF 2006-03-03
Key fingerprint = 826D C2AA 6CF2 E29A EBE7 4776 D38A AB83 AA51 14BF

uid Jean Milanez Melo <jmelo@FreeBSD.org>
uid Jean Milanez Melo <jmelo@freebsdbrasil.com.br>
sub 4096g/E9E1CBD9 2006-03-03

D.3.238. Kenneth D. Merry < ken@FreeBSD.org >

pub 1024D/54C745B5 2000-05-15 Kenneth D. Merry <ken@FreeB SD.org>
Key fingerprint = D25E EBC5 F17A 9E52 84B4 BF14 9248 F0DA 54C7 45B5

uid Kenneth D. Merry <ken@kdm.org>
sub 2048g/89D0F797 2000-05-15

pub 1024R/2FA0A505 1995-10-30 Kenneth D. Merry <ken@pluto tech.com>
Key fingerprint = FD FA 85 85 95 C4 8E E8 98 1A CA 18 56 F0 00 1F
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D.3.239. Dirk Meyer < dinoex@FreeBSD.org >

pub 1024R/331CDA5D 1995-06-04 Dirk Meyer <dinoex@FreeBSD .org>
Key fingerprint = 44 16 EC 0A D3 3A 4F 28 8A 8A 47 93 F1 CF 2F 12

uid Dirk Meyer <dirk.meyer@dinoex.sub.org>
uid Dirk Meyer <dirk.meyer@guug.de>

D.3.240. Yoshiro Sanpei MIHIRA < sanpei@FreeBSD.org >

pub 1024R/391C5D69 1996-11-21 sanpei@SEAPLE.ICC.NE.JP
Key fingerprint = EC 04 30 24 B0 6C 1E 63 5F 5D 25 59 3E 83 64 51

uid MIHIRA Yoshiro <sanpei@sanpei.org>
uid Yoshiro MIHIRA <sanpei@FreeBSD.org>
uid MIHIRA Yoshiro <sanpei@yy.cs.keio.ac.jp>
uid MIHIRA Yoshiro <sanpei@cc.keio.ac.jp>
uid MIHIRA Yoshiro <sanpei@educ.cc.keio.ac.jp>
uid MIHIRA Yoshiro <sanpei@st.keio.ac.jp>

D.3.241. Robert Millan < rmh@FreeBSD.org >

pub 4096R/DEA2C38E 2009-08-14
Key fingerprint = A537 F029 AAAE 0E9C 39A7 C22C BB9D 98D9 DEA2 C38E

uid Robert Millan <rmh@debian.org>
uid Robert Millan <rmh@freebsd.org>
uid Robert Millan <rmh@gnu.org>
sub 4096R/65A0A9CE 2009-08-14
sub 4096R/41F37946 2009-08-14

D.3.242. Stephen Montgomery-Smith < stephen@FreeBSD.org >

pub 2048R/9A92D807 2011-06-14
Key fingerprint = 2B61 D82E 168E F08B 6E08 712E 2DF1 2BD1 9A92 D807

uid Stephen Montgomery-Smith <stephen@freebsd.org>
sub 2048R/A4BA6560 2011-06-14

D.3.243. Marcel Moolenaar < marcel@FreeBSD.org >

pub 1024D/61EE89F6 2002-02-09 Marcel Moolenaar <marcel@x cllnt.net>
Key fingerprint = 68BB E2B7 49AA FF69 CA3A DF71 A605 A52D 61EE 89F6

sub 1024g/6EAAB456 2002-02-09
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D.3.244. Kris Moore < kmoore@FreeBSD.org >

pub 1024D/6294612C 2009-05-26
Key fingerprint = 8B70 9876 346F 1F97 5687 6950 4C92 D789 6294 612C

uid Kris Moore <kmoore@freebsd.org>
sub 2048g/A7FFE8FB 2009-05-26

D.3.245. Dmitry Morozovsky < marck@FreeBSD.org >

pub 1024D/6B691B03 2001-07-20
Key fingerprint = 39AC E336 F03D C0F8 5305 B725 85D4 5045 6B69 1B03

uid Dmitry Morozovsky <marck@rinet.ru>
uid Dmitry Morozovsky <marck@FreeBSD.org>
sub 2048g/44D656F8 2001-07-20

D.3.246. Alexander Motin < mav@FreeBSD.org >

pub 1024D/0577BACA 2007-04-20 [expires: 2012-04-18]
Key fingerprint = 0E84 B263 E97D 3E48 161B 98A2 D240 A09E 0577 BACA

uid Alexander Motin <mav@freebsd.org>
uid Alexander Motin <mav@mavhome.dp.ua>
uid Alexander Motin <mav@alkar.net>
sub 2048g/4D59D1C2 2007-04-20 [expires: 2012-04-18]

D.3.247. Felippe de Meirelles Motta < lippe@FreeBSD.org >

pub 1024D/F2CF7DAE 2008-09-02 [expires: 2010-09-02]
Key fingerprint = 0532 A900 286D DAFD 099D 394D 231B AF20 F2CF 7DAE

uid Felippe de Meirelles Motta (FreeBSD Ports Committer) <l ippe@FreeBSD.org>
sub 2048g/38E8EEF3 2008-09-02 [expires: 2010-09-02]

D.3.248. Rich Murphey < rich@FreeBSD.org >

pub 1024R/583443A9 1995-03-31 Rich Murphey <rich@lamprey .utmb.edu>
Key fingerprint = AF A0 60 C4 84 D6 0C 73 D1 EF C0 E9 9D 21 DB E4

D.3.249. Akinori MUSHA < knu@FreeBSD.org >

pub 1024D/9FD9E1EE 2000-03-21 Akinori MUSHA <knu@and.or. jp>
Key fingerprint = 081D 099C 1705 861D 4B70 B04A 920B EFC7 9FD9 E1EE

uid Akinori MUSHA <knu@FreeBSD.org>
uid Akinori MUSHA <knu@idaemons.org>
uid Akinori MUSHA <knu@ruby-lang.org>
sub 1024g/71BA9D45 2000-03-21
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D.3.250. Thomas Möstl < tmm@FreeBSD.org >

pub 1024D/419C776C 2000-11-28 Thomas Moestl <tmm@FreeBSD .org>
Key fingerprint = 1C97 A604 2BD0 E492 51D0 9C0F 1FE6 4F1D 419C 776C

uid Thomas Moestl <tmoestl@gmx.net>
uid Thomas Moestl <t.moestl@tu-bs.de>
sub 2048g/ECE63CE6 2000-11-28

D.3.251. Masafumi NAKANE < max@FreeBSD.org >

pub 1024D/CE356B59 2000-02-19 Masafumi NAKANE <max@wide. ad.jp>
Key fingerprint = EB40 BCAB 4CE5 0764 9942 378C 9596 159E CE35 6B59

uid Masafumi NAKANE <max@FreeBSD.org>
uid Masafumi NAKANE <max@accessibility.org>
uid Masafumi NAKANE <kd5pdi@qsl.net>
sub 1024g/FA9BD48B 2000-02-19

D.3.252. Maho Nakata < maho@FreeBSD.org >

pub 1024D/F28B4069 2009-02-09
Key fingerprint = 3FE4 99A9 6F41 8161 4F5F 240C 8615 A60C F28B 4069

uid Maho NAKATA (NAKATA’s FreeBSD.org alias) <maho@FreeBS D.org>
sub 2048g/6B49098E 2009-02-09

D.3.253. Yoichi NAKAYAMA < yoichi@FreeBSD.org >

pub 1024D/E0788E46 2000-12-28 Yoichi NAKAYAMA <yoichi@as sist.media.nagoya-u.ac.jp>
Key fingerprint = 1550 2662 46B3 096C 0460 BC03 800D 0C8A E078 8E46

uid Yoichi NAKAYAMA <yoichi@eken.phys.nagoya-u.ac.jp>
uid Yoichi NAKAYAMA <yoichi@FreeBSD.org>
sub 1024g/B987A394 2000-12-28

D.3.254. Edward Tomasz Napierala < trasz@FreeBSD.org >

pub 1024D/8E53F00E 2007-04-13
Key fingerprint = DD8F 91B0 12D9 6237 42D9 DBE1 AFC8 CDE9 8E53 F00E

uid Edward Tomasz Napierala <trasz@FreeBSD.org>
sub 2048g/7C1F5D67 2007-04-13

D.3.255. David Naylor < dbn@FreeBSD.org >

pub 1024D/FF6916B2 2008-04-09
Key fingerprint = 6540 B47C 54AA 3EBA B23B 58AC 51A6 8580 FF69 16B2

uid David Naylor <dbn@freebsd.org>
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uid David Naylor <naylor.b.david@gmail.com>
sub 4096g/77FA885C 2008-04-09

D.3.256. Alexander Nedotsukov < bland@FreeBSD.org >

pub 1024D/D004116C 2003-08-14 Alexander Nedotsukov <blan d@FreeBSD.org>
Key fingerprint = 35E2 5020 55FC 2071 4ADD 1A4A 86B6 8A5D D004 116C

sub 1024g/1CCA8D46 2003-08-14

D.3.257. George V. Neville-Neil < gnn@FreeBSD.org >

pub 1024D/440A33D2 2002-09-17
Key fingerprint = AF66 410F CC8D 1FC9 17DB 6225 61D8 76C1 440A 33D2

uid George V. Neville-Neil <gnn@freebsd.org>
uid George V. Neville-Neil <gnn@neville-neil.com>
sub 2048g/95A74F6E 2002-09-17

D.3.258. Simon L. B. Nielsen < simon@FreeBSD.org >

pub 1024D/FF7490AB 2007-01-14
Key fingerprint = 4E92 BA8D E45E 85E2 0380 B264 049C 7480 FF74 90AB

uid Simon L. Nielsen <simon@FreeBSD.org>
uid Simon L. Nielsen <simon@nitro.dk>
sub 2048g/E3F5A76E 2007-01-14

D.3.259. Robert Noland < rnoland@FreeBSD.org >

pub 1024D/8A9F44E3 2007-07-24
Key fingerprint = 107A 0C87 E9D0 E581 677B 2A28 3384 EB43 8A9F 44E3

uid Robert C. Noland III <rnoland@FreeBSD.org>
uid Robert C. Noland III (Personal Key) <rnoland@2hip.net>
sub 2048g/76C3CF00 2007-07-24

D.3.260. Anders Nordby < anders@FreeBSD.org >

pub 1024D/00835956 2000-08-13 Anders Nordby <anders@fix. no>
Key fingerprint = 1E0F C53C D8DF 6A8F EAAD 19C5 D12A BC9F 0083 5956

uid Anders Nordby <anders@FreeBSD.org>
sub 2048g/4B160901 2000-08-13
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D.3.261. Michael Nottebrock < lofi@FreeBSD.org >

pub 1024D/6B2974B0 2002-06-06 Michael Nottebrock <michae lnottebrock@gmx.net>
Key fingerprint = 1079 3C72 0726 F300 B8EC 60F9 5E17 3AF1 6B29 74B0

uid Michael Nottebrock <lofi@freebsd.org>
uid Michael Nottebrock <lofi@tigress.com>
uid Michael Nottebrock <lofi@lofi.dyndns.org>
uid Michael Nottebrock <michaelnottebrock@web.de>
uid Michael Nottebrock <michaelnottebrock@meitner.wh.uni- dortmund.de>
sub 1024g/EF652E04 2002-06-06 [expires: 2004-06-15]

D.3.262. David O’Brien < obrien@FreeBSD.org >

pub 1024R/34F9F9D5 1995-04-23 David E. O’Brien <defunct - o brien@Sea.Legent.com>
Key fingerprint = B7 4D 3E E9 11 39 5F A3 90 76 5D 69 58 D9 98 7A

uid David E. O’Brien <obrien@NUXI.com>
uid deobrien@ucdavis.edu
uid David E. O’Brien <whois Do38>
uid David E. O’Brien <obrien@FreeBSD.org>
uid David E. O’Brien <dobrien@seas.gwu.edu>
uid David E. O’Brien <obrien@cs.ucdavis.edu>
uid David E. O’Brien <defunct - obrien@media.sra.com>
uid David E. O’Brien <obrien@elsewhere.roanoke.va.us>
uid David E. O’Brien <obrien@Nuxi.com>

pub 1024D/7F9A9BA2 1998-06-10 "David E. O’Brien" <obrien@ cs.ucdavis.edu>
Key fingerprint = 02FD 495F D03C 9AF2 5DB7 F496 6FC8 DABD 7F9A 9BA2

uid "David E. O’Brien" <obrien@NUXI.com>
uid "David E. O’Brien" <obrien@FreeBSD.org>
sub 3072g/BA32C20D 1998-06-10

D.3.263. Jimmy Olgeni < olgeni@FreeBSD.org >

pub 2048R/6450AE47 2012-11-01
Key fingerprint = 7133 AB4D DFC8 0A0D F891 B0D2 90B7 A98E 6450 AE47

uid Giacomo Olgeni <olgeni@olgeni.com>
uid Jimmy Olgeni <olgeni@FreeBSD.org>
uid Giacomo Olgeni <olgeni@moviereading.com>
uid Giacomo Olgeni <olgeni@unimaccess.com>
uid Giacomo Olgeni <olgeni@colby.it>
uid Giacomo Olgeni <olgeni@colby.eu>
uid Giacomo Olgeni <olgeni@colby.tv>
sub 2048R/1988BB4B 2012-11-01
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D.3.264. Philip Paeps < philip@FreeBSD.org >

pub 4096R/C5D34D05 2006-10-22
Key fingerprint = 356B AE02 4763 F739 2FA2 E438 2649 E628 C5D3 4D05

uid Philip Paeps <philip@paeps.cx>
uid Philip Paeps <philip@nixsys.be>
uid Philip Paeps <philip@fosdem.org>
uid Philip Paeps <philip@freebsd.org>
uid Philip Paeps <philip@pub.telenet.be>
sub 1024D/035EFC58 2006-10-22
sub 2048g/6E5FD7D6 2006-10-22

D.3.265. Josh Paetzel < jpaetzel@FreeBSD.org >

pub 2048D/F6F63F01 2012-09-21
Key fingerprint = 1D8D 506E B58C BD10 DC8C 97E1 D6AD 8621 F6F6 3F01

uid Josh Paetzel <josh@tcbug.org>
uid Josh Paetzel <josh@ixsystems.com>
uid Josh Paetzel <jpaetzel@FreeBSD.org>
sub 2048R/F32EF801 2012-09-21
sub 2048R/51F1335D 2012-09-21
sub 2048g/9BC280CD 2012-09-21
sub 2048g/CC793500 2012-09-21

D.3.266. Gábor P áli <pgj@FreeBSD.org >

pub 4096R/6D7E445C 2013-06-14 [expires: 2018-06-13]
Key fingerprint = 7AD5 76BA AF2D 14B9 6D45 440B C013 309D 6D7E 445C

uid P&#225;li G&#225;bor J&#225;nos (Primary identity) <p ali.gabor@gmail.com>
uid P&#225;li G&#225;bor J&#225;nos (E&#246;tv&#246;s Lo r&#225;nd University) <pgj@inf.elte.hu>
uid Gabor Pali (FreeBSD committer) <pgj@FreeBSD.org>
uid P&#225;li G&#225;bor J&#225;nos (Magyar BSD Egyes&#25 2;let) <pgj@bsd.hu>
uid P&#225;li G&#225;bor J&#225;nos (E&#246;tv&#246;s Lo r&#225;nd University) <pgj@elte.hu>
sub 4096R/A57B06AB 2013-06-14 [expires: 2018-06-13]

D.3.267. Hiren Panchasara < hiren@FreeBSD.org >

pub 4096R/61913185 2013-04-13 [expires: 2014-04-13]
Key fingerprint = 3336 8104 8D15 B238 2465 136B 4A61 462F 6191 3185

uid hiren panchasara <hiren@freebsd.org>

D.3.268. Hiten Pandya < hmp@FreeBSD.org >

pub 1024D/938CACA8 2004-02-13 Hiten Pandya (FreeBSD) <hmp @FreeBSD.org>
Key fingerprint = 84EB C75E C75A 50ED 304E E446 D974 7842 938C ACA8

uid Hiten Pandya <hmp@backplane.com>
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sub 2048g/783874B5 2004-02-13

D.3.269. Dima Panov < fluffy@FreeBSD.org >

pub 1024D/93E3B018 2006-11-08
Key fingerprint = C73E 2B72 1FFD 61BD E206 1234 A626 76ED 93E3 B018

uid Dima Panov (FreeBSD.ORG Committer) <fluffy@FreeBSD.O RG>
uid Dima Panov (at home) <Fluffy@Fluffy.Khv.RU>
uid Dima Panov (at home) <fluffy.khv@gmail.com>
sub 2048g/89047419 2006-11-08

pub 4096R/D5398F29 2009-08-09
Key fingerprint = 2D30 2CCB 9984 130C 6F87 BAFC FB8B A09D D539 8F29

uid Dima Panov (FreeBSD.ORG Committer) <fluffy@FreeBSD.O RG>
uid Dima Panov (at Home) <fluffy@Fluffy.Khv.RU>
uid Dima Panov (at GMail) <fluffy.khv@gmail.com>
sub 4096R/915A7785 2009-08-09

D.3.270. Andrew Pantyukhin < sat@FreeBSD.org >

pub 1024D/6F38A569 2006-05-06
Key fingerprint = 4E94 994A C2EF CB86 C144 3B04 3381 67C0 6F38 A569

uid Andrew Pantyukhin <infofarmer@gubkin.ru>
uid Andrew Pantyukhin <sat@FreeBSD.org>
uid Andrew Pantyukhin <infofarmer@gmail.com>
uid Andrew Pantyukhin <infofarmer@mail.ru>
sub 2048g/5BD4D469 2006-05-06

D.3.271. Navdeep Parhar < np@FreeBSD.org >

pub 1024D/ACAB8812 2009-06-08
Key fingerprint = C897 7AFB AFC0 4DA9 7B76 D991 CAB2 2B93 ACAB 8812

uid Navdeep Parhar <np@FreeBSD.org>
sub 2048g/AB61D2DC 2009-06-08

D.3.272. Rui Paulo < rpaulo@FreeBSD.org >

pub 4096R/39CB4153 2010-02-03
Key fingerprint = ABE8 8465 DE8F F04D E9C8 3FF6 AF89 B2E6 39CB 4153

uid Rui Paulo <rpaulo@FreeBSD.org>
uid Rui Paulo <rpaulo@gmail.com>
sub 4096R/F87D2F34 2010-02-03
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D.3.273. Mark Peek < mp@FreeBSD.org >

pub 1024D/330D4D01 2002-01-27 Mark Peek <mp@FreeBSD.org>
Key fingerprint = 510C 96EE B4FB 1B0A 2CF8 A0AF 74B0 0B0E 330D 4D01

sub 1024g/9C6CAC09 2002-01-27

D.3.274. Peter Pentchev < roam@FreeBSD.org >

pub 1024D/16194553 2002-02-01
Key fingerprint = FDBA FD79 C26F 3C51 C95E DF9E ED18 B68D 1619 4553

uid Peter Pentchev <roam@ringlet.net>
uid Peter Pentchev <roam@cnsys.bg>
uid Peter Pentchev <roam@sbnd.net>
uid Peter Pentchev <roam@online.bg>
uid Peter Pentchev <roam@orbitel.bg>
uid Peter Pentchev <roam@FreeBSD.org>
uid Peter Pentchev <roam@techlab.office1.bg>
uid Peter Pentchev <roam@hoster.bg>
uid Peter Pentchev <roam@space.bg>
sub 1024g/7074473C 2002-02-01

pub 4096R/2527DF13 2009-10-16
Key fingerprint = 2EE7 A7A5 17FC 124C F115 C354 651E EFB0 2527 DF13

uid Peter Pentchev <roam@ringlet.net>
uid Peter Pentchev <roamer@users.sourceforge.net>
uid Peter Pentchev <roam@cpan.org>
uid Peter Pentchev <roam@cnsys.bg>
uid Peter Pentchev <roam@sbnd.net>
uid Peter Pentchev <roam@online.bg>
uid Peter Pentchev <roam@orbitel.bg>
uid Peter Pentchev <roam@FreeBSD.org>
uid Peter Pentchev <roam@techlab.office1.bg>
uid Peter Pentchev <roam@hoster.bg>
uid Peter Pentchev <roam@space.bg>
uid Peter Pentchev <roam-guest@alioth.debian.org>
uid Peter Pentchev <ppentchev@alumni.princeton.edu>
sub 4096R/D0B337AA 2009-10-16

D.3.275. Denis Peplin < den@FreeBSD.org >

pub 1024D/485DDDF5 2003-09-11 Denis Peplin <den@FreeBSD. org>
Key fingerprint = 495D 158C 8EC9 C2C1 80F5 EA96 6F72 7C1C 485D DDF5

sub 1024g/E70BA158 2003-09-11
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D.3.276. Christian S.J. Peron < csjp@FreeBSD.org >

pub 1024D/033FA33C 2009-05-16
Key fingerprint = 74AA 6040 89A7 936E D970 DDC0 CC71 6954 033F A33C

uid Christian S.J. Peron <csjp@FreeBSD.ORG>
sub 2048g/856B194A 2009-05-16

D.3.277. Gerald Pfeifer < gerald@FreeBSD.org >

pub 1024D/745C015A 1999-11-09 Gerald Pfeifer <gerald@pfe ifer.com>
Key fingerprint = B215 C163 3BCA 0477 615F 1B35 A5B3 A004 745C 015A

uid Gerald Pfeifer <Gerald.Pfeifer@vibe.at>
uid Gerald Pfeifer <pfeifer@dbai.tuwien.ac.at>
uid Gerald Pfeifer <gerald@pfeifer.at>
uid Gerald Pfeifer <gerald@FreeBSD.org>
sub 1536g/F0156927 1999-11-09

D.3.278. Giuseppe Pilichi < jacula@FreeBSD.org >

pub 4096R/8B9F4B8B 2006-03-08
Key fingerprint = 31AD 73AE 0EC0 16E5 4108 8391 D942 5F20 8B9F 4B8B

uid Giuseppe Pilichi (Jacula Modyun) <jacula@FreeBSD.org >
uid Giuseppe Pilichi (Jacula Modyun) <jaculamodyun@gmail .com>
uid Giuseppe Pilichi (Jacula Modyun) <gpilch@gmail.com>
uid Giuseppe Pilichi (Jacula Modyun) <jacula@gmail.com>
sub 4096R/FB4D05A3 2006-03-08

D.3.279. John Polstra < jdp@FreeBSD.org >

pub 1024R/BFBCF449 1997-02-14 John D. Polstra <jdp@polstr a.com>
Key fingerprint = 54 3A 90 59 6B A4 9D 61 BF 1D 03 09 35 8D F6 0D

D.3.280. Kirill Ponomarew < krion@FreeBSD.org >

pub 1024D/AEB426E5 2002-04-07
Key fingerprint = 58E7 B953 57A2 D9DD 4960 2A2D 402D 46E9 AEB4 26E5

uid Kirill Ponomarew <krion@voodoo.bawue.com>
uid Kirill Ponomarew <krion@guug.de>
uid Kirill Ponomarew <krion@FreeBSD.org>
sub 1024D/05AC7CA0 2006-01-30 [expires: 2008-01-30]
sub 2048g/C3EE5537 2006-01-30 [expires: 2008-01-30]
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D.3.281. Stephane E. Potvin < sepotvin@FreeBSD.org >

pub 1024D/3097FE7B 2002-08-06
Key fingerprint = 6B56 62FA ADE1 6F46 BB62 8B1C 99D3 97B5 3097 FE7B

uid Stephane E. Potvin <sepotvin@videotron.ca>
uid Stephane E. Potvin <stephane.potvin@telcobridges.co m>
uid Stephane E. Potvin <stephane_potvin@telcobridges.co m>
uid Stephane E. Potvin <sepotvin@FreeBSD.org>
sub 2048g/0C427BC9 2002-08-06

D.3.282. Mark Pulford < markp@FreeBSD.org >

pub 1024D/182C368F 2000-05-10 Mark Pulford <markp@FreeBS D.org>
Key fingerprint = 58C9 C9BF C758 D8D4 7022 8EF5 559F 7F7B 182C 368F

uid Mark Pulford <mark@kyne.com.au>
sub 2048g/380573E8 2000-05-10

D.3.283. Alejandro Pulver < alepulver@FreeBSD.org >

pub 1024D/945C3F61 2005-11-13
Key fingerprint = 085F E8A2 4896 4B19 42A4 4179 895D 3912 945C 3F61

uid Alejandro Pulver (Ale’s GPG key pair) <alepulver@FreeB SD.org>
uid Alejandro Pulver (Ale’s GPG key pair) <alejandro@varne t.biz>
sub 2048g/6890C6CA 2005-11-13

D.3.284. Thomas Quinot < thomas@FreeBSD.org >

pub 1024D/393D2469 1999-09-23 Thomas Quinot <thomas@cuiv re.fr.eu.org>
Empreinte de la cl&#233; = 4737 A0AD E596 6D30 4356 29B8 004D 5 4B8 393D 2469

uid Thomas Quinot <thomas@debian.org>
uid Thomas Quinot <thomas@FreeBSD.org>
sub 1024g/8DE13BB2 1999-09-23

D.3.285. Herve Quiroz < hq@FreeBSD.org >

pub 1024D/85AC8A80 2004-07-22 Herve Quiroz <hq@FreeBSD.o rg>
Key fingerprint = 14F5 BC56 D736 102D 41AF A07B 1D97 CE6C 85AC 8A80

uid Herve Quiroz <herve.quiroz@esil.univ-mrs.fr>
sub 1024g/8ECCAFED 2004-07-22
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D.3.286. Doug Rabson < dfr@FreeBSD.org >

pub 1024D/59F57821 2004-02-07
Key fingerprint = 9451 C4FE 1A7E 117B B95F 1F8F B123 456E 59F5 7821

uid Doug Rabson <dfr@nlsystems.com>
sub 1024g/6207AA32 2004-02-07

D.3.287. Lars Balker Rasmussen < lbr@FreeBSD.org >

pub 1024D/9EF6F27F 2006-04-30
Key fingerprint = F251 28B7 897C 293E 04F8 71EE 4697 F477 9EF6 F27F

uid Lars Balker Rasmussen <lbr@FreeBSD.org>
sub 2048g/A8C1CFD4 2006-04-30

D.3.288. Chris Rees < crees@FreeBSD.org >

pub 2048R/1E12E96A 2012-08-26
Key fingerprint = 8C57 BE3B D320 5FFC C4C3 C0B0 900F 45A6 1E12 E96A

uid Chris Rees <crees@FreeBSD.org>
sub 2048R/C10740CD 2012-08-26 [expires: 2013-08-26]

D.3.289. Jim Rees < rees@FreeBSD.org >

pub 512/B623C791 1995/02/21 Jim Rees <rees@umich.edu>
Key fingerprint = 02 5F 1B 15 B4 6E F1 3E F1 C5 E0 1D EA CC 17 88

D.3.290. Benedict Reuschling < bcr@FreeBSD.org >

pub 1024D/4A819348 2009-05-24
Key fingerprint = 2D8C BDF9 30FA 75A5 A0DF D724 4D26 502E 4A81 9348

uid Benedict Reuschling <bcr@FreeBSD.org>
sub 2048g/8DA16EDD 2009-05-24

D.3.291. Tom Rhodes < trhodes@FreeBSD.org >

pub 1024D/FB7D88E1 2008-05-07
Key fingerprint = 8279 3100 2DF2 F00E 7FDD AC2C 5776 23AB FB7D 88E1

uid Tom Rhodes (trhodes) <trhodes@FreeBSD.org>
sub 4096g/7B0CD79F 2008-05-07
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D.3.292. Benno Rice < benno@FreeBSD.org >

pub 4096R/C5F10BED 2013-05-21 [expires: 2017-05-21]
Key fingerprint = 77EB 5A9E 97C7 2D2D 6D0A 1B6C C619 4C61 C5F1 0BED

uid Benno Rice <benno@FreeBSD.org>
uid Benno Rice <benno@jeamland.net>
sub 4096R/408068BC 2013-05-21 [expires: 2017-05-21]

D.3.293. Beech Rintoul < beech@FreeBSD.org >

pub 2048D/68DFAE1F 2013-02-26
Key fingerprint = D58B 3E9D B0E3 E081 EC6F 69D9 CDA3 51DD 68DF AE1F

uid Beech Rintoul <beech@freebsd.org>
sub 2048g/960F45D9 2013-02-26

D.3.294. Matteo Riondato < matteo@FreeBSD.org >

pub 1024D/1EC56BEC 2003-01-05 [expires: 2009-09-07]
Key fingerprint = F0F3 1B43 035D 65B1 08E9 4D66 D8CA 78A5 1EC5 6BEC

uid Matteo Riondato (Rionda) <matteo@FreeBSD.ORG>
uid Matteo Riondato (Rionda) <rionda@riondabsd.net>
uid Matteo Riondato (Rionda) <rionda@gufi.org>
uid Matteo Riondato (Rionda) <matteo@riondato.com>
uid Matteo Riondato (Rionda) <rionda@riondato.com>
uid Matteo Riondato (Rionda) <rionda@FreeSBIE.ORG>
uid Matteo Riondato (Rionda) <rionda@autistici.org>
sub 2048g/87C44A55 2008-09-23 [expires: 2009-09-23]

D.3.295. Ollivier Robert < roberto@FreeBSD.org >

pub 1024D/7DCAE9D3 1997-08-21
Key fingerprint = 2945 61E7 D4E5 1D32 C100 DBEC A04F FB1B 7DCA E9D3

uid Ollivier Robert <roberto@keltia.freenix.fr>
uid Ollivier Robert <roberto@FreeBSD.org>
sub 2048g/C267084D 1997-08-21

D.3.296. Craig Rodrigues < rodrigc@FreeBSD.org >

pub 1024D/3998479D 2005-05-20
Key fingerprint = F01F EBE6 F5C8 6DC2 954F 098F D20A 8A2A 3998 479D

uid Craig Rodrigues <rodrigc@freebsd.org>
uid Craig Rodrigues <rodrigc@crodrigues.org>
sub 2048g/AA77E09B 2005-05-20
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D.3.297. Guido van Rooij < guido@FreeBSD.org >

pub 1024R/599F323D 1996-05-18 Guido van Rooij <guido@gvr. org>
Key fingerprint = 16 79 09 F3 C0 E4 28 A7 32 62 FA F6 60 31 C0 ED

uid Guido van Rooij <guido@gvr.win.tue.nl>

pub 1024D/A95102C1 2000-10-25 Guido van Rooij <guido@madi son-gurkha.nl>
Key fingerprint = 5B3E 51B7 0E7A D170 0574 1E51 2471 117F A951 02C1

uid Guido van Rooij <guido@madison-gurkha.com>
sub 1024g/A5F20553 2000-10-25

D.3.298. Eygene Ryabinkin < rea@FreeBSD.org >

pub 3072D/8152ECFB 2010-10-27
Key fingerprint = 82FE 06BC D497 C0DE 49EC 4FF0 16AF 9EAE 8152 ECFB

uid Eygene Ryabinkin <rea-fbsd@codelabs.ru>
uid Eygene Ryabinkin <rea@freebsd.org>
uid Eygene Ryabinkin <rea@codelabs.ru>
sub 3072g/5FC03749 2010-10-27

D.3.299. Aleksandr Rybalko < ray@FreeBSD.org >

pub 2048R/4B7B7A4E 2011-05-24
Key fingerprint = BB9F D01D 7327 0B33 B2F5 6C72 EC49 E6ED 4B7B 7A4E

uid Aleksandr Rybalko (Aleksandr Rybalko FreeBSD project i dentification) <ray@freebsd.org>
sub 2048R/99F9F9EF 2011-05-24

D.3.300. Niklas Saers < niklas@FreeBSD.org >

pub 1024D/C822A476 2004-03-09 Niklas Saers <niklas@saers .com>
Key fingerprint = C41E F734 AF0E 3D21 7499 9EB1 9A31 2E7E C822 A476

sub 1024g/81E2FF36 2004-03-09

D.3.301. Boris Samorodov < bsam@FreeBSD.org >

pub 1024D/ADFD5C9A 2006-06-21
Key fingerprint = 81AA FED0 6050 208C 0303 4007 6C03 7263 ADFD 5C9A

uid Boris Samorodov (FreeBSD) <bsam@freebsd.org>
sub 2048g/7753A3F1 2006-06-21
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D.3.302. Mark Santcroos < marks@FreeBSD.org >

pub 1024D/DBE7EB8E 2005-03-08
Key fingerprint = C0F0 44F3 3F15 520F 6E32 186B BE0A BA42 DBE7 EB8E

uid Mark Santcroos <marks@ripe.net>
uid Mark Santcroos <mark@santcroos.net>
uid Mark Santcroos <marks@freebsd.org>
sub 2048g/FFF80F85 2005-03-08

D.3.303. Bernhard Schmidt < bschmidt@FreeBSD.org >

pub 1024D/5F754FBC 2009-06-15
Key fingerprint = 6B87 C8A9 6BA5 6B18 11CF 8C38 A1B7 0731 5F75 4FBC

uid Bernhard Schmidt <bschmidt@FreeBSD.org>
uid Bernhard Schmidt <bschmidt@techwires.net>
sub 1024g/1945DC1D 2009-06-15

D.3.304. Wolfram Schneider < wosch@FreeBSD.org >

Type Bits/KeyID Date User ID
pub 1024/2B7181AD 1997/08/09 Wolfram Schneider <wosch@Fr eeBSD.org>

Key fingerprint = CA 16 91 D9 75 33 F1 07 1B F0 B4 9F 3E 95 B6 09

D.3.305. Ed Schouten < ed@FreeBSD.org >

pub 4096R/3491A2BB 2011-03-12 [expires: 2016-03-10]
Key fingerprint = A110 5982 A887 74A2 F4B1 D70A 6E5E D8FE 3491 A2BB

uid Ed Schouten (The FreeBSD Project) <ed@FreeBSD.org>
uid Ed Schouten <ed@80386.nl>
sub 4096R/81BB41E6 2011-03-12 [expires: 2016-03-10]

D.3.306. David Schultz < das@FreeBSD.org >

pub 1024D/BE848B57 2001-07-19 David Schultz <das@FreeBSD .ORG>
Key fingerprint = 0C12 797B A9CB 19D9 FDAF 2A39 2D76 A2DB BE84 8B57

uid David Schultz <dschultz@uclink.Berkeley.EDU>
uid David Schultz <das@FreeBSD.ORG>
sub 2048g/69206E8E 2001-07-19

D.3.307. Michael Scheidell < scheidell@FreeBSD.org >

pub 2048R/34622C1D 2011-11-16
Key fingerprint = 0A0C 9ECA 18EC 47AC C715 2187 91B9 F9FE 3462 2C1D

uid Michael Scheidell <scheidell@freebsd.org>

923



!�D. PGP Keys

sub 2048R/8F241971 2011-11-16

D.3.308. Jens Schweikhardt < schweikh@FreeBSD.org >

pub 1024D/0FF231FD 2002-01-27 Jens Schweikhardt <schweik h@FreeBSD.org>
Key fingerprint = 3F35 E705 F02F 35A1 A23E 330E 16FE EA33 0FF2 31FD

uid Jens Schweikhardt <schweikh@schweikhardt.net>
sub 1024g/6E93CACC 2002-01-27 [expires: 2005-01-26]

D.3.309. Matthew Seaman < matthew@FreeBSD.org >

pub 1024D/60AE908C 2005-12-17 [expires: 2012-03-21]
Key fingerprint = B555 2A96 274E D248 5734 0EB4 F0C8 E4E7 60AE 908C

uid Matthew Seaman <m.seaman@infracaninophile.co.uk>
uid Matthew Seaman <m.seaman@black-earth.co.uk>
uid Matthew Seaman <matthew@freebsd.org>
sub 2048g/58BFDA29 2005-12-17 [expires: 2012-03-21]
sub 1024D/9B19F956 2006-12-18 [expires: 2012-03-21]

D.3.310. Thomas-Martin Seck < tmseck@FreeBSD.org >

pub 1024D/DF46EE05 2000-11-22
Key fingerprint = A38F AE66 6B11 6EB9 5D1A B67D 2444 2FE1 DF46 EE05

uid Thomas-Martin Seck (Privat 2) <tmseck@netcologne.de>
uid Thomas-Martin Seck (Privat) <tmseck@web.de>
uid Thomas-Martin Seck (FreeBSD) <tmseck@FreeBSD.org>
sub 2048g/3DC33B0F 2000-11-22

D.3.311. Stanislav Sedov < stas@FreeBSD.org >

pub 4096R/092FD9F0 2009-05-23
Key fingerprint = B83A B15D 929A 364A D8BC B3F9 BF25 A231 092F D9F0

uid Stanislav Sedov <stas@FreeBSD.org>
uid Stanislav Sedov <stas@SpringDaemons.com>
uid Stanislav Sedov (Corporate email) <stas@deglitch.com >
uid Stanislav Sedov (Corporate email) <stas@ht-systems.r u>
uid Stanislav Sedov (Corporate email) <ssedov@3playnet.c om>
uid Stanislav Sedov <ssedov@mbsd.msk.ru>
uid Stanislav Sedov (Corporate email) <ssedov@swifttest. com>
sub 4096R/6FD2025F 2009-05-23
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D.3.312. Johan van Selst < johans@FreeBSD.org >

pub 4096R/D3AE8D3A 2009-09-01
Key fingerprint = 31C8 D089 DDB6 96C6 F3C1 29C0 A9C8 6C8D D3AE 8D3A

uid Johan van Selst
uid Johan van Selst <johans@gletsjer.net>
uid Johan van Selst <johans@stack.nl>
uid Johan van Selst <johans@FreeBSD.org>
uid Johan van Selst (GSWoT:NL50) <johans@gswot.org>
sub 2048R/B002E38C 2009-09-01
sub 2048R/1EBCAECB 2009-09-01
sub 2048R/639A1446 2009-09-01
sub 3072D/6F2708F4 2009-09-01
sub 4096g/D6F89E83 2009-09-01

D.3.313. Bakul Shah < bakul@FreeBSD.org >

pub 1024D/86AEE4CB 2006-04-20
Key fingerprint = 0389 26E8 381C 6980 AEC0 10A5 E540 A157 86AE E4CB

uid Bakul Shah <bakul@freebsd.org>
sub 2048g/5C3DCC24 2006-04-20

D.3.314. Gregory Neil Shapiro < gshapiro@FreeBSD.org >

pub 1024R/4FBE2ADD 2000-10-13 Gregory Neil Shapiro <gshap iro@gshapiro.net>
Key fingerprint = 56 D5 FF A7 A6 54 A6 B5 59 10 00 B9 5F 5F 20 09

uid Gregory Neil Shapiro <gshapiro@FreeBSD.org>

pub 1024D/F76A9BF5 2001-11-14 Gregory Neil Shapiro <gshap iro@FreeBSD.org>
Key fingerprint = 3B5E DAF1 4B04 97BA EE20 F841 21F9 C5BC F76A 9BF5

uid Gregory Neil Shapiro <gshapiro@gshapiro.net>
sub 2048g/935657DC 2001-11-14

pub 1024D/FCE56561 2000-10-14 Gregory Neil Shapiro <gshap iro@FreeBSD.org>
Key fingerprint = 42C4 A87A FD85 C34F E77F 5EA1 88E1 7B1D FCE5 6561

uid Gregory Neil Shapiro <gshapiro@gshapiro.net>
sub 1024g/285DC8A0 2000-10-14 [expires: 2001-10-14]

D.3.315. Arun Sharma < arun@FreeBSD.org >

pub 1024D/7D112181 2003-03-06 Arun Sharma <arun@sharma-h ome.net>
Key fingerprint = A074 41D6 8537 C7D5 070E 0F78 0247 1AE2 7D11 2181

uid Arun Sharma <arun@freebsd.org>
uid Arun Sharma <arun.sharma@intel.com>
sub 1024g/ACAD98DA 2003-03-06 [expires: 2005-03-05]
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D.3.316. Wesley Shields < wxs@FreeBSD.org >

pub 1024D/17F0AA37 2007-12-27
Key fingerprint = 96D1 2E6B F61C 2F3D 83EF 8F0B BE54 310C 17F0 AA37

uid Wesley Shields <wxs@FreeBSD.org>
uid Wesley Shields <wxs@atarininja.org>
sub 2048g/2EDA1BB8 2007-12-27

D.3.317. Norikatsu Shigemura < nork@FreeBSD.org >

pub 1024D/7104EA4E 2005-02-14
Key fingerprint = 9580 60A3 B58A 0864 79CB 779A 6FAE 229B 7104 EA4E

uid Norikatsu Shigemura <nork@cityfujisawa.ne.jp>
uid Norikatsu Shigemura <nork@ninth-nine.com>
uid Norikatsu Shigemura <nork@FreeBSD.org>
sub 4096g/EF56997E 2005-02-14

D.3.318. Shteryana Shopova < syrinx@FreeBSD.org >

pub 1024D/1C139BC5 2006-10-07
Key fingerprint = B83D 2451 27AB B767 504F CB85 4FB1 C88B 1C13 9BC5

uid Shteryana Shopova (syrinx) <shteryana@FreeBSD.org>
sub 2048g/6D2E9C98 2006-10-07

D.3.319. Vanilla I. Shu < vanilla@FreeBSD.org >

pub 1024D/ACE75853 2001-11-20 Vanilla I. Shu <vanilla@Fre eBSD.org>
Key fingerprint = 290F 9DB8 42A3 6257 5D9A 5585 B25A 909E ACE7 5853

sub 1024g/CE695D0E 2001-11-20

D.3.320. Ashish SHUKLA < ashish@FreeBSD.org >

pub 4096R/E74FA4B0 2010-04-13
Key fingerprint = F682 CDCC 39DC 0FEA E116 20B6 C746 CFA9 E74F A4B0

uid Ashish SHUKLA <wahjava@gmail.com>
uid Ashish SHUKLA <wahjava@googlemail.com>
uid Ashish SHUKLA <wahjava.ml@gmail.com>
uid Ashish SHUKLA <wahjava@members.fsf.org>
uid Ashish SHUKLA <wahjava@perl.org.in>
uid Ashish SHUKLA <wahjava@users.sourceforge.net>
uid Ashish SHUKLA <wah.java@yahoo.com>
uid Ashish SHUKLA <wah_java@hotmail.com>
uid Ashish SHUKLA <ashish.shukla@airtelmail.in>
uid Ashish SHUKLA <wahjava@member.fsf.org>
uid [jpeg image of size 4655]
uid Ashish SHUKLA (FreeBSD Committer Address) <ashish@Fre eBSD.ORG>
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sub 4096R/F20D202D 2010-04-13

D.3.321. Bruce M. Simpson < bms@FreeBSD.org >

pub 1024D/860DB53B 2003-08-06 Bruce M Simpson <bms@freebs d.org>
Key fingerprint = 0D5F 1571 44DF 51B7 8B12 041E B9E5 2901 860D B53B

sub 2048g/A2A32D8B 2003-08-06 [expires: 2006-08-05]

D.3.322. Dmitry Sivachenko < demon@FreeBSD.org >

pub 1024D/13D5DF80 2002-03-18 Dmitry Sivachenko <mitya@c avia.pp.ru>
Key fingerprint = 72A9 12C9 BB02 46D4 4B13 E5FE 1194 9963 13D5 DF80

uid Dmitry S. Sivachenko <demon@FreeBSD.org>
sub 1024g/060F6DBD 2002-03-18

D.3.323. Jesper Skriver < jesper@FreeBSD.org >

pub 1024D/F9561C31 2001-03-09 Jesper Skriver <jesper@Fre eBSD.org>
Key fingerprint = 6B88 9CE8 66E9 E631 C9C5 5EB4 22AB F0EC F956 1C31

uid Jesper Skriver <jesper@skriver.dk>
uid Jesper Skriver <jesper@wheel.dk>
sub 1024g/777C378C 2001-03-09

D.3.324. Ville Skyttä < scop@FreeBSD.org >

pub 1024D/BCD241CB 2002-04-07 Ville Skytt&#228; <ville.s kytta@iki.fi>
Key fingerprint = 4E0D EBAB 3106 F1FA 3FA9 B875 D98C D635 BCD2 41CB

uid Ville Skytt&#228; <ville.skytta@xemacs.org>
uid Ville Skytt&#228; <scop@FreeBSD.org>
sub 2048g/9426F4D1 2002-04-07

D.3.325. Andrey Slusar < anray@FreeBSD.org >

pub 1024D/AE7B5418 2005-12-12
Key fingerprint = DE70 C24B 55A0 4A06 68A1 D425 3C59 9A9B AE7B 5418

uid Andrey Slusar <anray@ext.by>
uid Andrey Slusar <anrays@gmail.com>
uid Andrey Slusar <anray@FreeBSD.org>
sub 2048g/7D0EB77D 2005-12-12
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D.3.326. Florian Smeets < flo@FreeBSD.org >

pub 1024D/C942BF09 2008-10-24
Key fingerprint = 54BB 157B 8DB2 9E46 4A3C 69AB 6A9A 3C3F C942 BF09

uid Florian Smeets <flo@smeets.im>
uid Florian Smeets <flo@kasimir.com>
uid Florian Smeets <flo@FreeBSD.org>
sub 2048g/4AAF040E 2008-10-24

D.3.327. Gleb Smirnoff < glebius@FreeBSD.org >

pub 2048D/6C7E5E82 2013-01-30 [expires: 2023-08-25]
Key fingerprint = 6E06 7260 B83D CF2C A93C 566F 5185 0968 6C7E 5E82

uid Gleb Smirnoff <glebius@FreeBSD.org>
sub 2048g/11E89DCE 2013-01-30 [expires: 2023-08-25]

D.3.328. Ken Smith < kensmith@FreeBSD.org >

pub 1024D/29AEA7F6 2003-12-02 Ken Smith <kensmith@cse.bu ffalo.edu>
Key fingerprint = 4AB7 D302 0753 8215 31E7 F1AD FC6D 7855 29AE A7F6

uid Ken Smith <kensmith@freebsd.org>
sub 1024g/0D509C6C 2003-12-02

D.3.329. Ben Smithurst < ben@FreeBSD.org >

pub 1024D/2CEF442C 2001-07-11 Ben Smithurst <ben@LSRfm.c om>
Key fingerprint = 355D 0FFF B83A 90A9 D648 E409 6CFC C9FB 2CEF 442C

uid Ben Smithurst <ben@vinosystems.com>
uid Ben Smithurst <ben@smithurst.org>
uid Ben Smithurst <ben@FreeBSD.org>
uid Ben Smithurst <csxbcs@comp.leeds.ac.uk>
uid Ben Smithurst <ben@scientia.demon.co.uk>
sub 1024g/347071FF 2001-07-11

D.3.330. Dag-Erling C. Smørgrav < des@FreeBSD.org >

pub 4096R/F94E87B2 2013-02-15 [expires: 2015-01-01]
Key fingerprint = 578A 3F4F 9E04 9FCF 3576 BF82 BB9B 471B F94E 87B2

uid Dag-Erling Sm&#248;rgrav <des@usit.uio.no>
uid Dag-Erling Sm&#248;rgrav <des@des.no>
uid Dag-Erling Sm&#248;rgrav <des@freebsd.org>
uid [jpeg image of size 4779]
sub 4096R/F4DE87F5 2013-02-15 [expires: 2015-01-01]
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D.3.331. Maxim Sobolev < sobomax@FreeBSD.org >

pub 1024D/888205AF 2001-11-21 Maxim Sobolev <sobomax@Fre eBSD.org>
Key fingerprint = 85C9 DCB0 6828 087C C977 3034 A0DB B9B7 8882 05AF

uid Maxim Sobolev <sobomax@mail.ru>
uid Maxim Sobolev <sobomax@altavista.net>
uid Maxim Sobolev <vegacap@i.com.ua>

pub 1024D/468EE6D8 2003-03-21 Maxim Sobolev <sobomax@por taone.com>
Key fingerprint = 711B D315 3360 A58F 9A0E 89DB 6D40 2558 468E E6D8

uid Maxim Sobolev <sobomax@FreeBSD.org>
uid Maxim Sobolev <sobomax@mail.ru>
uid Maxim Sobolev <vegacap@i.com.ua>

pub 1024D/6BEC980A 2004-02-13 Maxim Sobolev <sobomax@por taone.com>
Key fingerprint = 09D5 47B4 8D23 626F B643 76EB DFEE 3794 6BEC 980A

uid Maxim Sobolev <sobomax@FreeBSD.org>
uid Maksym Sobolyev (It’s how they call me in official documents . Pretty
uid Maksym Sobolyev (It’s how they call me in official documents . Pretty
sub 2048g/16D049AB 2004-02-13 [expires: 2005-02-12]

D.3.332. Alan Somers < asomers@FreeBSD.org >

pub 4096R/DA05FCE8 2013-04-25 [expires: 2018-04-24]
Key fingerprint = 9CD4 C982 738F 8B90 25E8 E6B3 5F74 63BC DA05 FCE8

uid Alan Somers <asomers@freebsd.org>
uid Alan Somers <asomers@gmail.com>
sub 4096R/4E121B3E 2013-04-25 [expires: 2018-04-24]

D.3.333. Brian Somers < brian@FreeBSD.org >

pub 1024R/666A7421 1997-04-30 Brian Somers <brian@freebs d-services.com>
Key fingerprint = 2D 91 BD C2 94 2C 46 8F 8F 09 C4 FC AD 12 3B 21

uid Brian Somers <brian@awfulhak.org>
uid Brian Somers <brian@FreeBSD.org>
uid Brian Somers <brian@OpenBSD.org>
uid Brian Somers <brian@uk.FreeBSD.org>
uid Brian Somers <brian@uk.OpenBSD.org>

D.3.334. Stacey Son < sson@FreeBSD.org >

pub 1024D/CE8319F3 2008-07-08
Key fingerprint = 64C7 8D92 C1DF B940 1171 5ED3 186A 758A CE83 19F3

uid Stacey Son <sson@FreeBSD.org>
uid Stacey Son <stacey@son.org>
uid Stacey Son <sson@byu.net>
uid Stacey Son <sson@secure.net>
uid Stacey Son <sson@dev-random.com>
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sub 2048g/0F724E52 2008-07-08

D.3.335. Nicolas Souchu < nsouch@FreeBSD.org >

pub 1024D/C744F18B 2002-02-13 Nicholas Souchu <nsouch@fr eebsd.org>
Key fingerprint = 992A 144F AC0F 40BA 55AE DE6D 752D 0A6C C744 F18B

sub 1024g/90BD3231 2002-02-13

D.3.336. Suleiman Souhlal < ssouhlal@FreeBSD.org >

pub 1024D/2EA50469 2004-07-24 Suleiman Souhlal <ssouhlal @FreeBSD.org>
Key fingerprint = DACF 89DB 54C7 DA1D 37AF 9A94 EB55 E272 2EA5 0469

sub 2048g/0CDCC535 2004-07-24

D.3.337. Luiz Otavio O Souza < loos@FreeBSD.org >

pub 2048R/39165690 2013-07-03
Key fingerprint = ABC9 71D9 016E 8D4A 936D D748 6252 872F 3916 5690

uid Luiz Otavio O Souza <loos@freebsd.org>
sub 2048R/9D089395 2013-07-03

D.3.338. Ulrich Spörlein < uqs@FreeBSD.org >

pub 2048R/4AAF82CE 2010-01-27 [expires: 2015-01-26]
Key fingerprint = 08DF A6A0 B1EB 98A5 EDDA 9005 A3A6 9864 4AAF 82CE

uid Ulrich Sp&#246;rlein <uqs@spoerlein.net>
uid Ulrich Spoerlein <uspoerlein@gmail.com>
uid Ulrich Sp&#246;rlein (The FreeBSD Project) <uqs@FreeB SD.org>
uid Ulrich Sp&#246;rlein <ulrich.spoerlein@web.de>
sub 2048R/162E8BD2 2010-01-27 [expires: 2015-01-26]

D.3.339. Rink Springer < rink@FreeBSD.org >

pub 1024D/ECEDBFFF 2003-09-19
Key fingerprint = A8BE 9C82 9B81 4289 A905 418D 6F73 BAD2 ECED BFFF

uid Rink Springer <rink@il.fontys.nl>
uid Rink Springer (FreeBSD Project) <rink@FreeBSD.org>
uid Rink Springer <rink@stack.nl>
sub 2048g/3BC3E67E 2003-09-19
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D.3.340. Vsevolod Stakhov < vsevolod@FreeBSD.org >

pub 4096R/90081437 2012-05-16 [expires: 2017-05-15]
Key fingerprint = DD9A 126C E675 1EA5 2A97 04A3 0764 7B67 9008 1437

uid Vsevolod Stakhov <vsevolod@FreeBSD.org>
sub 4096R/4A5A0B54 2012-05-16 [expires: 2017-05-15]

D.3.341. Ryan Steinmetz < zi@FreeBSD.org >

pub 1024D/7AD7FAF2 2004-01-21
Key fingerprint = EF36 D45A 5CA9 28B1 A550 18CD A43C D111 7AD7 FAF2

uid Ryan Steinmetz <zi@FreeBSD.org>
uid Ryan Steinmetz <rpsfa@rit.edu>
uid Ryan Steinmetz <zi@zi0r.com>
sub 1024g/058BC057 2004-01-21
sub 4096g/0EB108D2 2006-02-27
sub 1024D/FEF36DD7 2006-02-27

D.3.342. Randall R. Stewart < rrs@FreeBSD.org >

pub 1024D/0373B8B2 2006-09-01
Key fingerprint = 74A6 810E 6DEA D69B 6496 5FA9 8AEF 4166 0373 B8B2

uid Randall R Stewart <randall@lakerest.net>
uid Randall R Stewart <rrs@cisco.com>
uid Randall R Stewart <rrs@FreeBSD.org>
sub 2048g/88027C0B 2006-09-01

D.3.343. Murray Stokely < murray@FreeBSD.org >

pub 1024D/0E451F7D 2001-02-12 Murray Stokely <murray@fre ebsd.org>
Key fingerprint = E2CA 411D DD44 53FD BB4B 3CB5 B4D7 10A2 0E45 1F7D

sub 1024g/965A770C 2001-02-12

D.3.344. Volker Stolz < vs@FreeBSD.org >

pub 1024R/3FD1B6B5 1998-06-16 Volker Stolz <vs@freebsd.o rg>
Key fingerprint = 69 6F BD A0 2E FE 19 66 CF B9 68 6E 41 7D F9 B9

uid Volker Stolz <stolz@i2.informatik.rwth-aachen.de> (LSK )
uid Volker Stolz <vs@foldr.org>
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D.3.345. Ryan Stone < rstone@FreeBSD.org >

pub 1024D/3141B73A 2010-04-13
Key fingerprint = 4A6D DC04 DDC5 0822 2687 A086 FD3F 16CB 3141 B73A

uid Ryan Stone (FreeBSD) <rstone@freebsd.org>
sub 2048g/A8500B5F 2010-04-13

D.3.346. Søren Straarup < xride@FreeBSD.org >

pub 1024D/E683AD40 2006-09-28
Key fingerprint = 8A0E 7E57 144B BC25 24A9 EC1A 0DBC 3408 E683 AD40

uid Soeren Straarup <xride@xride.dk>
uid Soeren Straarup <xride@FreeBSD.org>
uid Soeren Straarup <xride@x12.dk>
sub 2048g/2B18B3B8 2006-09-28

D.3.347. Marius Strobl < marius@FreeBSD.org >

pub 1024D/E0AC6F8D 2004-04-16
Key fingerprint = 3A6C 4FB1 8BB9 4F2E BDDC 4AB6 D035 799C E0AC 6F8D

uid Marius Strobl <marius@FreeBSD.org>
uid Marius Strobl <marius@alchemy.franken.de>
sub 1024g/08BBD875 2004-04-16

D.3.348. Carlo Strub < cs@FreeBSD.org >

pub 3072R/D06F0BD7 2012-11-25 [expires: 2017-11-24]
Key fingerprint = 61A4 F2B8 2A6C B81E 5557 0798 78E7 DE70 D06F 0BD7

uid Carlo Strub <cs@carlostrub.ch>
uid Carlo Strub <cs@FreeBSD.org>
sub 3072R/71C75997 2012-11-25 [expires: 2017-11-24]
sub 3072R/318AEB16 2012-11-25 [expires: 2017-11-24]

D.3.349. Cheng-Lung Sung < clsung@FreeBSD.org >

pub 1024D/956E8BC1 2003-09-12 Cheng-Lung Sung <clsung@Fr eeBSD.org>
Key fingerprint = E0BC 57F9 F44B 46C6 DB53 8462 F807 89F3 956E 8BC1

uid Cheng-Lung Sung (Software Engineer) <clsung@dragon2.net >
uid Cheng-Lung Sung (Alumnus of CSIE, NCTU, Taiwan) <clsung@su ngsung.csie.nctu.edu.tw>
uid Cheng-Lung Sung (AlanSung) <clsung@tiger2.net>
uid Cheng-Lung Sung (FreeBSD@Taiwan) <clsung@freebsd.csie. nctu.edu.tw>
uid Cheng-Lung Sung (Ph.D. Student of NTU.EECS) <d92921016@nt u.edu.tw>
uid Cheng-Lung Sung (FreeBSD Freshman) <clsung@tw.freebsd.o rg>
uid Cheng-Lung Sung (ports committer) <clsung@FreeBSD.org>
sub 1024g/1FB800C2 2003-09-12
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D.3.350. Gregory Sutter < gsutter@FreeBSD.org >

pub 1024D/845DFEDD 2000-10-10 Gregory S. Sutter <gsutter@ zer0.org>
Key fingerprint = D161 E4EA 4BFA 2427 F3F9 5B1F 2015 31D5 845D FEDD

uid Gregory S. Sutter <gsutter@freebsd.org>
uid Gregory S. Sutter <gsutter@daemonnews.org>
uid Gregory S. Sutter <gsutter@pobox.com>
sub 2048g/0A37BBCE 2000-10-10

D.3.351. Koichi Suzuki < metal@FreeBSD.org >

pub 1024D/AE562682 2004-05-23 SUZUKI Koichi <metal@FreeB SD.org>
Key fingerprint = 92B9 A202 B5AB 8CB6 89FC 6DD1 5737 C702 AE56 2682

sub 4096g/730E604B 2004-05-23

D.3.352. Ryusuke SUZUKI < ryusuke@FreeBSD.org >

pub 1024D/63D29724 2009-12-18
Key fingerprint = B108 7109 2E62 BECB 0F78 FE65 1B9A D1BE 63D2 9724

uid Ryusuke SUZUKI <ryusuke@FreeBSD.org>
uid Ryusuke SUZUKI <ryusuke@jp.FreeBSD.org>
sub 1024g/5E4DD044 2009-12-18

D.3.353. Gary W. Swearingen < garys@FreeBSD.org >

pub 1024D/FAA48AD5 2005-08-22 [expires: 2007-08-22]
Key fingerprint = 8292 CC3E 81B5 E54F E3DD F987 FA52 E643 FAA4 8AD5

uid Gary W. Swearingen <garys@freebsd.org>
sub 2048g/E34C3CA0 2005-08-22 [expires: 2007-08-22]

D.3.354. Yoshihiro Takahashi < nyan@FreeBSD.org >

pub 4096R/6624859E 2012-11-18
Key fingerprint = 1CA5 445E 7ABD BC21 AEC0 7B89 47D7 4EFF 6624 859E

uid Yoshihiro TAKAHASHI <nyan@furiru.org>
uid Yoshihiro TAKAHASHI <nyan@FreeBSD.org>
uid Yoshihiro TAKAHASHI <nyan@jp.FreeBSD.org>
sub 4096R/362726EA 2012-11-18

D.3.355. Sahil Tandon < sahil@FreeBSD.org >

pub 2048R/C016D977 2010-04-08
Key fingerprint = 6AD2 BA99 8E3A 8DA6 DFC1 53CF DBD0 6001 C016 D977

uid Sahil Tandon <sahil@tandon.net>
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uid Sahil Tandon <sahil@FreeBSD.org>
sub 2048R/F7776FBC 2010-04-08

D.3.356. TAKATSU Tomonari < tota@FreeBSD.org >

pub 1024D/67F58F29 2009-05-17
Key fingerprint = 6940 B575 FC4A FA26 C094 279A 4B9B 6326 67F5 8F29

uid TAKATSU Tomonari <tota@FreeBSD.org>
sub 2048g/18B112CD 2009-05-17

D.3.357. Romain Tarti ère <romain@FreeBSD.org >

pub 3072R/5112336F 2010-04-09
Key fingerprint = 8234 9A78 E7C0 B807 0B59 80FF BA4D 1D95 5112 336F

uid Romain Tarti&#232;re <romain@blogreen.org>
uid Romain Tarti&#232;re (FreeBSD) <romain@FreeBSD.org>
sub 3072R/C1B2B656 2010-04-09
sub 3072R/8F8125F4 2010-04-09

D.3.358. Sylvio Cesar Teixeira < sylvio@FreeBSD.org >

pub 2048R/AA7395A1 2009-10-28
Key fingerprint = B319 6AAF 0016 4308 6D93 E652 3C5F 21A2 AA73 95A1

uid Sylvio Cesar Teixeira (My key) <sylvio@FreeBSD.org>
sub 2048R/F758F556 2009-10-28

D.3.359. Ion-Mihai Tetcu < itetcu@FreeBSD.org >

pub 4096R/29597D20 2013-05-02
Key fingerprint = AB6F 39B6 605D E6B7 0D54 ED3D BCA2 129A 2959 7D20

uid Ion-Mihai Tetcu (FreeBSD Committer key) <itetcu@FreeB SD.org>
sub 4096R/EC9E17E3 2013-05-02

D.3.360. Mikhail Teterin < mi@FreeBSD.org >

pub 1024R/3FC71479 1995-09-08 Mikhail Teterin <mi@aldan. star89.galstar.com>
Key fingerprint = 5F 15 EA 78 A5 40 6A 0F 14 D7 D9 EA 6E 2B DA A4
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D.3.361. Gordon Tetlow < gordon@FreeBSD.org >

pub 1024D/357D65FB 2002-05-14 Gordon Tetlow <gordont@gnf .org>
Key fingerprint = 34EF AD12 10AF 560E C3AE CE55 46ED ADF4 357D 65FB

uid Gordon Tetlow <gordon@FreeBSD.org>
sub 1024g/243694AB 2002-05-14

D.3.362. Lars Thegler < lth@FreeBSD.org >

pub 1024D/56B0CA08 2004-05-31 Lars Thegler <lth@FreeBSD. org>
Key fingerprint = ABAE F98C EA78 1C8D 6FDD CB27 1CA9 5A63 56B0 CA08

uid Lars Thegler <lars@thegler.dk>
sub 1024g/E8C58EF3 2004-05-31

D.3.363. Jase Thew < jase@FreeBSD.org >

pub 3072R/3EEAF1EB 2012-05-30
Key fingerprint = F5FB 959F CF1B 6550 054E 2819 A484 BCDB 3EEA F1EB

uid Jase Thew (FreeBSD) <jase@FreeBSD.org>
uid Jase Thew <freebsd@beardz.net>

D.3.364. David Thiel < lx@FreeBSD.org >

pub 1024D/A887A9B4 2006-11-30 [expires: 2011-11-29]
Key fingerprint = F08F 6A12 738F C9DF 51AC 8C62 1E30 7CBE A887 A9B4

uid David Thiel <lx@FreeBSD.org>
sub 2048g/B9BD92C5 2006-11-30 [expires: 2011-11-29]

D.3.365. Fabien Thomas < fabient@FreeBSD.org >

pub 1024D/07745930 2009-03-16
Key fingerprint = D8AC EFA2 2FBD 7788 9628 4E8D 3F35 3B88 0774 5930

uid Fabien Thomas <fabient@FreeBSD.org>
sub 2048g/BC173395 2009-03-16

D.3.366. Thierry Thomas < thierry@FreeBSD.org >

pub 1024D/C71405A2 1997-10-11
Key fingerprint = 3BB8 F358 C2F1 776C 65C9 AE51 73DE 698C C714 05A2

uid Thierry Thomas <thierry@pompo.net>
uid Thierry Thomas <tthomas@mail.dotcom.fr>
uid Thierry Thomas (FreeBSD committer) <thierry@FreeBSD. org>
sub 1024R/C5529925 2003-11-26
sub 2048g/05CF3992 2008-02-05
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D.3.367. Andrew Thompson < thompsa@FreeBSD.org >

pub 1024D/BC6B839B 2005-05-05
Key fingerprint = DE74 3F49 B97C A170 C8F1 8423 CAB6 9D57 BC6B 839B

uid Andrew Thompson <thompsa@freebsd.org>
uid Andrew Thompson <andy@fud.org.nz>
sub 2048g/92E370FB 2005-05-05

D.3.368. Florent Thoumie < flz@FreeBSD.org >

pub 1024D/5147DCF4 2004-12-04
Key fingerprint = D203 AF5F F31A 63E2 BFD5 742B 3311 246D 5147 DCF4

uid Florent Thoumie (FreeBSD committer address) <flz@Free BSD.org>
uid Florent Thoumie (flz) <florent@thoumie.net>
uid Florent Thoumie (flz) <flz@xbsd.org>
uid [jpeg image of size 1796]
sub 2048g/15D930B9 2004-12-04

D.3.369. Jilles Tjoelker < jilles@FreeBSD.org >

pub 4096R/D5AE6220 2011-07-02
Key fingerprint = 4AF5 F1CC BDD7 700B F005 79A4 A2C4 C4D4 D5AE 6220

uid Jilles Tjoelker <jilles@stack.nl>
uid Jilles Tjoelker <tjoelker@zonnet.nl>
uid Jilles Tjoelker (FreeBSD) <jilles@FreeBSD.org>
sub 4096R/14CB5775 2011-07-02

D.3.370. Ganbold Tsagaankhuu < ganbold@FreeBSD.org >

pub 1024D/78F6425E 2008-02-26 [expires: 2013-02-24]
Key fingerprint = 9B8E DC41 D3F4 F7FC D8EA 417C D4F7 2AEF 78F6 425E

uid Ganbold <ganbold@freebsd.org>
sub 2048g/716FCBF9 2008-02-26 [expires: 2013-02-24]

D.3.371. Michael Tuexen < tuexen@FreeBSD.org >

pub 1024D/04EEDABE 2009-06-08
Key fingerprint = 493A CCB8 60E6 5510 A01D 360E 8497 B854 04EE DABE

uid Michael Tuexen <tuexen@FreeBSD.org>
sub 2048g/F653AA03 2009-06-08
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D.3.372. Andrew Turner < andrew@FreeBSD.org >

pub 2048R/31B31614 2010-07-01
Key fingerprint = 08AC 2C57 F14F FDD1 2232 B5CD AA16 EFB8 31B3 1614

uid Andrew Turner <andrew@freebsd.org>
uid Andrew Turner <andrew@fubar.geek.nz>
sub 2048R/9ACBF138 2010-07-01

D.3.373. Hajimu UMEMOTO < ume@FreeBSD.org >

pub 1024D/BF9071FE 2005-03-17
Key fingerprint = 1F00 0B9E 2164 70FC 6DC5 BF5F 04E9 F086 BF90 71FE

uid Hajimu UMEMOTO <ume@mahoroba.org>
uid Hajimu UMEMOTO <ume@FreeBSD.org>
uid Hajimu UMEMOTO <ume@jp.FreeBSD.org>
sub 2048g/748DB3B0 2005-03-17

D.3.374. Stephan Uphoff < ups@FreeBSD.org >

pub 2048R/D684B04A 2004-10-06 Stephan Uphoff <ups@freebs d.org>
Key fingerprint = B5D2 04AE CA8F 7055 7474 3C85 F908 7F55 D684 B04A

uid Stephan Uphoff <ups@tree.com>
sub 2048R/A15F921B 2004-10-06

D.3.375. Bryan Venteicher < bryanv@FreeBSD.org >

pub 4096R/E97DB7DB 2012-11-05
Key fingerprint = 0F8F 11EF F4D2 EDCA ECEA CB16 744C BF25 E97D B7DB

uid Bryan Venteicher (DITC) <bryanv@daemoninthecloset.o rg>
uid Bryan Venteicher (FreeBSD) <bryanv@freebsd.org>
sub 4096R/2EBC1A46 2012-11-05

D.3.376. Jacques Vidrine < nectar@FreeBSD.org >

pub 2048R/33C1627B 2001-07-05 Jacques A. Vidrine <nectar@ celabo.org>
Key fingerprint = CB CE 7D A0 6E 01 DC 61 E5 91 0A BE 79 17 D3 82

uid Jacques A. Vidrine <jvidrine@verio.net>
uid Jacques A. Vidrine <n@nectar.com>
uid Jacques A. Vidrine <jacques@vidrine.cc>
uid Jacques A. Vidrine <nectar@FreeBSD.org>
uid Jacques A. Vidrine <n@nectar.cc>

pub 1024D/1606DB95 2001-07-05 Jacques A. Vidrine <nectar@ celabo.org>
Key fingerprint = 46BC EA5B F70A CC81 5332 0832 8C32 8CFF 1606 DB95

uid Jacques A. Vidrine <jvidrine@verio.net>
uid Jacques A. Vidrine <n@nectar.com>
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uid Jacques A. Vidrine <jacques@vidrine.cc>
uid Jacques A. Vidrine <nectar@FreeBSD.org>
uid Jacques A. Vidrine <n@nectar.cc>
sub 2048g/57EDEA6F 2001-07-05

D.3.377. Alberto Villa < avilla@FreeBSD.org >

pub 1024R/44350A8B 2010-01-24
Key fingerprint = F740 CE4E EDDD DA9B 4A1B 1445 DF18 82EA 4435 0A8B

uid Alberto Villa <avilla@FreeBSD.org>
sub 1024R/F7C8254C 2010-01-24

D.3.378. Nicola Vitale < nivit@FreeBSD.org >

pub 1024D/F11699E5 2006-12-05
Key fingerprint = 2C17 C591 2C6D 82BD F3DB F1BF 8FC9 6763 F116 99E5

uid Nicola Vitale (Public key for nivit@FreeBSD.org) <nivi t@FreeBSD.org>
sub 2048g/4C90805D 2006-12-05

D.3.379. Ivan Voras < ivoras@FreeBSD.org >

pub 1024D/569C05C8 2000-05-24
Key fingerprint = AB9A A555 C47C B61D BF83 154C 95D9 C041 569C 05C8

uid Ivan Voras <ivoras@fer.hr>
uid Ivan Voras <ivan.voras@fer.hr>
uid Ivan Voras <ivoras@geri.cc.fer.hr>
uid [jpeg image of size 4567]
uid Ivan Voras <ivoras@sharanet.org>
uid Ivan Voras <ivoras@gmail.com>
uid Ivan Voras <ivoras@yahoo.com>
uid Ivan Voras <ivoras@freebsd.org>
uid Ivan Voras <ivan.voras@zg.t-com.hr>
sub 1536g/149FDD60 2000-05-24

D.3.380. Stefan Walter < stefan@FreeBSD.org >

pub 3072R/12B9E0B3 2003-03-06
Key fingerprint = 85D8 6A49 22C7 6CD9 B011 5D6A 5691 111B 12B9 E0B3

uid Stefan Walter <stefan@freebsd.org>
uid Stefan Walter <sw@gegenunendlich.de>
sub 3072R/6D35457A 2003-03-06
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D.3.381. Kai Wang < kaiw@FreeBSD.org >

pub 1024D/AEB910EB 2006-09-27
Key fingerprint = 3534 10A3 F143 B760 EF3E BEDF 8509 6A06 AEB9 10EB

uid Kai Wang <kaiw@FreeBSD.org>
uid Kai Wang <kaiw@student.chalmers.se>
uid Kai Wang <kaiwang27@gmail.com>
uid Kai Wang <kaiw27@gmail.com>
sub 2048g/1D5AA4DD 2006-09-27

D.3.382. Adam Weinberger < adamw@FreeBSD.org>

pub 2048D/C57CF3A8 2012-11-15
Key fingerprint = CCD9 F28A BD1D 50A1 8D08 18A7 F48B B195 C57C F3A8

uid Adam Weinberger (FreeBSD) <adamw@FreeBSD.org>
uid Adam Weinberger (adamw.org) <adamw@adamw.org>
sub 2048g/9C6D0E30 2012-11-15

D.3.383. Peter Wemm < peter@FreeBSD.org >

pub 1024D/7277717F 2003-12-14 Peter Wemm <peter@wemm.org >
Key fingerprint = 622B 2282 E92B 3BAB 57D1 A417 1512 AE52 7277 717F

uid Peter Wemm <peter@FreeBSD.ORG>
sub 1024g/8B40D9D1 2003-12-14
pub 1024R/D89CE319 1995-04-02 Peter Wemm <peter@netplex. com.au>

Key fingerprint = 47 05 04 CA 4C EE F8 93 F6 DB 02 92 6D F5 58 8A
uid Peter Wemm <peter@perth.dialix.oz.au>
uid Peter Wemm <peter@haywire.dialix.com>

D.3.384. Nathan Whitehorn < nwhitehorn@FreeBSD.org >

pub 1024D/FC118258 2008-07-03
Key fingerprint = A399 BEA0 8D2B 63B3 47B5 056D 8513 5B96 FC11 8258

uid Nathan Whitehorn <nwhitehorn@freebsd.org>
uid Nathan Whitehorn <nwhitehorn@icecube.wisc.edu>
uid Nathan Whitehorn <nwhitehorn@physics.wisc.edu>
uid Nathan Whitehorn <whitehorn@wisc.edu>
sub 2048g/EDB55363 2008-07-03

D.3.385. Martin Wilke < miwi@FreeBSD.org >

pub 1024D/B1E6FCE9 2009-01-31
Key fingerprint = C022 7D60 F598 8188 2635 0F6E 74B2 4884 B1E6 FCE9

uid Martin Wilke <miwi@FreeBSD.org>
sub 4096g/096DA69D 2009-01-31
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D.3.386. Nate Williams < nate@FreeBSD.org >

pub 1024D/C2AC6BA4 2002-01-28 Nate Williams (FreeBSD) <na te@FreeBSD.org>
Key fingerprint = 8EE8 5E72 8A94 51FA EA68 E001 FFF9 8AA9 C2AC 6BA4

sub 1024g/03EE46D2 2002-01-28

D.3.387. Steve Wills < swills@FreeBSD.org >

pub 2048R/207B1BA1 2010-09-02 [expires: 2011-09-02]
Key fingerprint = 98FA 414A 5C2A 0EF9 CFD0 AD0D F5CF 62B3 207B 1BA1

uid Steve Wills <swills@freebsd.org>
uid Steve Wills <steve@mouf.net>
sub 2048R/E9B254FD 2010-09-02 [expires: 2011-09-02]

D.3.388. Thomas Wintergerst < twinterg@FreeBSD.org >

pub 1024D/C45CB978 2006-01-08
Key fingerprint = 04EE 8114 7C6D 22CE CDC8 D7F8 112D 01DB C45C B978

uid Thomas Wintergerst <twinterg@gmx.de>
uid Thomas Wintergerst <twinterg@freebsd.org>
uid Thomas Wintergerst
uid Thomas Wintergerst <thomas.wintergerst@nord-com.ne t>
uid Thomas Wintergerst <thomas.wintergerst@materna.de>
sub 2048g/3BEBEF8A 2006-01-08
sub 1024D/8F631374 2006-01-08
sub 2048g/34F631DC 2006-01-08

D.3.389. Garrett Wollman < wollman@FreeBSD.org >

pub 1024D/0B92FAEA 2000-01-20 Garrett Wollman <wollman@F reeBSD.org>
Key fingerprint = 4627 19AF 4649 31BF DE2E 3C66 3ECF 741B 0B92 FAEA

sub 1024g/90D5EBC2 2000-01-20

D.3.390. Jörg Wunsch < joerg@FreeBSD.org >

pub 1024D/69A85873 2001-12-11 Joerg Wunsch <j@uriah.heep .sax.de>
Key fingerprint = 5E84 F980 C3CA FD4B B584 1070 F48C A81B 69A8 5873

pub 1024D/69A85873 2001-12-11 Joerg Wunsch <j@uriah.heep .sax.de>
uid Joerg Wunsch <joerg_wunsch@interface-systems.de>
uid Joerg Wunsch <joerg@FreeBSD.org>
uid Joerg Wunsch <j@ida.interface-business.de>
sub 1024g/21DC9924 2001-12-11
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D.3.391. David Xu < davidxu@FreeBSD.org >

pub 1024D/48F2BDAB 2006-07-13 [expires: 2009-07-12]
Key fingerprint = 7182 434F 8809 A4AF 9AE8 F1B5 12F6 3390 48F2 BDAB

uid David Xu <davidxu@freebsd.org>
sub 4096g/ED7DB38A 2006-07-13 [expires: 2009-07-12]

D.3.392. Maksim Yevmenkin < emax@FreeBSD.org >

pub 1024D/F050D2DD 2003-10-01 Maksim Yevmenkin <m_evmenk in@yahoo.com>
Key fingerprint = 8F3F D359 E318 5641 8C81 34AD 791D 53F5 F050 D2DD

D.3.393. Bjoern A. Zeeb < bz@FreeBSD.org >

pub 1024D/3CCF1842 2007-02-20
Key fingerprint = 1400 3F19 8FEF A3E7 7207 EE8D 2B58 B8F8 3CCF 1842

uid Bjoern A. Zeeb <bz@zabbadoz.net>
uid Bjoern A. Zeeb <bzeeb@zabbadoz.net>
uid Bjoern A. Zeeb <bz@FreeBSD.org>
uid Bjoern A. Zeeb <bzeeb-lists@lists.zabbadoz.net>
sub 4096g/F36BDC5D 2007-02-20

D.3.394. Niclas Zeising < zeising@FreeBSD.org >

pub 4096R/EA4BF1EC 2012-11-28 [expires: 2013-12-31]
Key fingerprint = A8DE D126 D346 E9CB 6176 AECB 0401 4392 EA4B F1EC

uid Niclas Zeising <zeising@daemonic.se>
uid Niclas Zeising (FreeBSD Project) <zeising@freebsd.or g>
uid Niclas Zeising (Lysator ACS) <zeising@lysator.liu.se >
sub 4096R/BB8B5551 2012-11-29 [expires: 2013-12-31]
sub 4096R/B8D43CD2 2012-11-29 [expires: 2013-12-31]

D.3.395. Alexey Zelkin < phantom@FreeBSD.org >

pub 1024D/9196B7D9 2002-01-28 Alexey Zelkin <phantom@Fre eBSD.org>
Key fingerprint = 4465 F2A4 28C1 C2E4 BB95 1EA0 C70D 4964 9196 B7D9

sub 1024g/E590ABA4 2002-01-28

D.3.396. Sepherosa Ziehau < sephe@FreeBSD.org >

pub 2048R/3E51FB42 2005-10-21
Key fingerprint = 5F47 3861 7ABA 8773 9E32 0474 5C33 841C 3E51 FB42

uid Sepherosa Ziehau (freebsd) <sephe@freebsd.org>
uid Sepherosa Ziehau (sephe) <sepherosa@gmail.com>
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sub 2048R/7AA31321 2005-10-21

D.3.397. Andrey Zonov < zont@FreeBSD.org >

pub 2048R/E8A68B1C 2012-08-17 [expires: 2016-08-17]
Key fingerprint = 3DFF AA2F C10A A979 2FB9 A764 F145 4BB6 E8A6 8B1C

uid Andrey Zonov <zont@FreeBSD.org>
uid Andrey Zonov <andrey@zonov.org>
sub 2048R/57FC2BD3 2012-08-17 [expires: 2016-08-17]

942



FreeBSD Glossary
This glossary contains terms and acronyms used within the FreeBSD community and documentation.

A
ACL

¢�: Access Control List

ACPI

¢�: Advanced Configuration and Power Interface

AMD

¢�: Automatic Mount Daemon

AML

¢�: ACPI Machine Language

API

¢�: Application Programming Interface

APIC

¢�: Advanced Programmable Interrupt Controller

APM

¢�: Advanced Power Management

APOP

¢�: Authenticated Post Office Protocol

ASL

¢�: ACPI Source Language

ATA

¢�: Advanced Technology Attachment

ATM

¢�: Asynchronous Transfer Mode

ACPI Machine Language

Pseudocode, interpreted by a virtual machine within an ACPI-compliant operating system, providing a layer
between the underlying hardware and the documented interface presented to the OS.
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ACPI Source Language

The programming language AML is written in.

Access Control List

Advanced Configuration and Power Interface

A specification which provides an abstraction of the interface the hardware presents to the operating system, so
that the operating system should need to know nothing about the underlying hardware to make the most of it.
ACPI evolves and supercedes the functionality provided previously by APM, PNPBIOS and other technologies,
and provides facilities for controlling power consumption, machine suspension, device enabling and disabling,
etc.

Application Programming Interface

A set of procedures, protocols and tools that specify the canonical interaction of one or more program parts;
how, when and why they do work together, and what data they share or operate on.

Advanced Power Management

Advanced Programmable Interrupt Controller

Advanced Technology Attachment

Asynchronous Transfer Mode

Authenticated Post Office Protocol

Automatic Mount Daemon

A daemon that automatically mounts a filesystem when a file or directory within that filesystem is accessed.
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B
BIND

¢�: Berkeley Internet Name Domain

BIOS

¢�: Basic Input/Output System

BSD

¢�: Berkeley Software Distribution

Basic Input/Output System

The definition of BIOS depends a bit on the context. Some people refer to it as the ROM chip with a basic set of
routines to provide an interface between software and hardware. Others refer to it as the set of routines
contained in the chip that help in bootstrapping the system.Some might also refer to it as the screen used to
configure the boostrapping process. The BIOS is PC-specific but other systems have something similar.

Berkeley Internet Name Domain

An implementation of the DNS protocols.

Berkeley Software Distribution

9ÎãU.C. Berkeley (http://www.berkeley.edu)ÝComputer Systems Research Group(CSRG)ó¼	®�Æ

X;��Ñ;ÄÝAT&T’s 32V UNIX (Ì�FreeBSDJÎãCSRGÝ9ÍT��ß�¼�

Bikeshed Building

A phenomenon whereby many people will give an opinion on an uncomplicated topic, whilst a complex topic
receives little or no discussion. See the FAQ
(../../../../doc/zh_TW.Big5/books/faq/misc.html#BIKESHED-PAINTING) for the origin of the term.

C
CD

¢�: Carrier Detect

CHAP

¢�: Challenge Handshake Authentication Protocol

CLIP

¢�: Classical IP over ATM

945



FreeBSD Glossary

COFF

¢�: Common Object File Format

CPU

¢�: Central Processing Unit

CTS

¢�: Clear To Send

CVS

¢�: Concurrent Versions System

Carrier Detect

An RS232C signal indicating that a carrier has been detected.

Central Processing Unit

Also known as the processor. This is the brain of the computerwhere all calculations take place. There are a
number of different architectures with different instruction sets. Among the more well-known are the Intel-x86
and derivatives, Sun SPARC, PowerPC, and Alpha.

Challenge Handshake Authentication Protocol

Classical IP over ATM

Clear To Send

An RS232C signal giving the remote system permission to senddata.

Common Object File Format

Concurrent Versions System
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D
DAC

¢�: Discretionary Access Control

DDB

¢�: Debugger

DES

¢�: Data Encryption Standard

DHCP

¢�: Dynamic Host Configuration Protocol

DNS

¢�: Domain Name System

DSDT

¢�: Differentiated System Description Table

DSR

¢�: Data Set Ready

DTR

¢�: Data Terminal Ready

DVMRP

¢�: Distance-Vector Multicast Routing Protocol

Discretionary Access Control

Data Encryption Standard

Data Set Ready

Data Terminal Ready

Debugger
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Differentiated System Description Table

Distance-Vector Multicast Routing Protocol

Domain Name System

The system that converts humanly readable hostnames (i.e.,mail.example.net) to Internet addresses and vice
versa.

Dynamic Host Configuration Protocol

A protocol that dynamically assigns IP addresses to a computer (host) when it requests one from the server. The
address assignment is called aEleaseF.

E
ECOFF

¢�: Extended COFF

ELF

¢�: Executable and Linking Format

ESP

¢�: Encapsulated Security Payload

Encapsulated Security Payload

Executable and Linking Format

Extended COFF
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F
FADT

¢�: Fixed ACPI Description Table

FAT

¢�: File Allocation Table

FAT16

¢�: File Allocation Table (16-bit)

FTP

¢�: File Transfer Protocol

File Allocation Table

File Allocation Table (16-bit)

File Transfer Protocol

A member of the family of high-level protocols implemented on top of TCP which can be used to transfer files
over a TCP/IP network.

Fixed ACPI Description Table

G
GUI

¢�: Graphical User Interface

Giant

The name of a mutual exclusion mechanism (asleep mutex ) that protects a large set of kernel resources.
Although a simple locking mechanism was adequate in the dayswhere a machine might have only a few dozen
processes, one networking card, and certainly only one processor, in current times it is an unacceptable
performance bottleneck. FreeBSD developers are actively working to replace it with locks that protect
individual resources, which will allow a much greater degree of parallelism for both single-processor and
multi-processor machines.
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Graphical User Interface

A system where the user and computer interact with graphics.

H
HTML

¢�: HyperText Markup Language

HUP

¢�: HangUp

HangUp

HyperText Markup Language

The markup language used to create web pages.

I
I/O

¢�: Input/Output

IASL

¢�: IntelDs ASL compiler

IMAP

¢�: Internet Message Access Protocol

IP

¢�: Internet Protocol

IPFW

¢�: IP Firewall

IPP

¢�: Internet Printing Protocol

IPv4

¢�: IP Version 4
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IPv6

¢�: IP Version 6

ISP

¢�: Internet Service Provider

IP Firewall

IP Version 4

The IP protocol version 4, which uses 32 bits for addressing.This version is still the most widely used, but it is
slowly being replaced with IPv6.

¨¢�: IP Version 6.

IP Version 6

The new IP protocol. Invented because the address space in IPv4 is running out. Uses 128 bits for addressing.

Input/Output

IntelDDDs ASL compiler

IntelDs compiler for converting ASL into AML.

Internet Message Access Protocol

Internet Printing Protocol

Internet Protocol

The packet transmitting protocol that is the basic protocolon the Internet. Originally developed at the U.S.
Department of Defense and an extremly important part of the TCP/IP stack. Without the Internet Protocol, the
Internet would not have become what it is today. For more information, see RFC 791
(ftp://ftp.rfc-editor.org/in-notes/rfc791.txt).

Internet Service Provider

A company that provides access to the Internet.
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K
KAME

Japanese forEturtleF, the term KAME is used in computing circles to refer to the KAME Project
(http://www.kame.net/), who work on an implementation of IPv6.

KDC

¢�: Key Distribution Center

KLD

¢�: Kernel ld(1)

KSE

¢�: Kernel Scheduler Entities

KVA

¢�: Kernel Virtual Address

Kbps

¢�: Kilo Bits Per Second

Kernel ld(1)

Kernel Scheduler Entities

A kernel-supported threading system. See the project home page (http://www.FreeBSD.org/kse) for further
details.

Kernel Virtual Address

Key Distribution Center

Kilo Bits Per Second

Used to measure bandwith (how much data can pass a given pointat a specified amount of time). Alternates to
the Kilo prefix include Mega, Giga, Tera, and so forth.
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L
LAN

¢�: Local Area Network

LOR

¢�: Lock Order Reversal

LPD

¢�: Line Printer Daemon

Line Printer Daemon

Local Area Network

A network used on a local area, e.g. office, home, or so forth.

Lock Order Reversal

The FreeBSD kernel uses a number of resource locks to arbitrate contention for those resources. A run-time
lock diagnostic system found in FreeBSD-CURRENT kernels (but removed for releases), called witness(4),
detects the potential for deadlocks due to locking errors. (witness(4) is actually slightly conservative, so it is
possible to get false positives.) A true positive report indicates thatEif you were unlucky, a deadlock would
have happened hereF.

True positive LORs tend to get fixed quickly, so check http://lists.FreeBSD.org/mailman/listinfo/freebsd-current
and the LORs Seen (http://sources.zabbadoz.net/freebsd/lor.html) page before posting to the mailing lists.

M
MAC

¢�: Mandatory Access Control

MADT

¢�: Multiple APIC Description Table

MFC

¢�: Merge From Current

MFP4

¢�: Merge From Perforce
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MFS

¢�: Merge From Stable

MIT

¢�: Massachusetts Institute of Technology

MLS

¢�: Multi-Level Security

MOTD

¢�: Message Of The Day

MTA

¢�: Mail Transfer Agent

MUA

¢�: Mail User Agent

Mail Transfer Agent

An application used to transfer email. An MTA has traditionally been part of the BSD base system. Today
Sendmail is included in the base system, but there are many other MTAs, such as postfix, qmail and Exim.

Mail User Agent

An application used by users to display and write email.

Mandatory Access Control

Massachusetts Institute of Technology

Merge From Current

MFCÎ×Í¹¶�¸��ÝEMerged From -CURRENTF�9C¿º3CVS logs�ð��|�î9Î
�-CURRENT�J)
Í�5Y(;ðÎ-STABLE)ÝpatchT���

Merge From Perforce

To merge functionality or a patch from the Perforce repository to the -CURRENT branch.

¨¢�: Perforce.
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Merge From Stable

In the normal course of FreeBSD development, a change will becommitted to the -CURRENT branch for
testing before being merged to -STABLE. On rare occasions, achange will go into -STABLE first and then be
merged to -CURRENT.

This term is also used when a patch is merged from -STABLE to a security branch.

¨¢�: Merge From Current.

Message Of The Day

A message, usually shown on login, often used to distribute information to users of the system.

Multi-Level Security

Multiple APIC Description Table

N
NAT

¢�: Network Address Translation

NDISulator

¢�: Project Evil

NFS

¢�: Network File System

NTFS

¢�: New Technology File System

NTP

¢�: Network Time Protocol

Network Address Translation

Network File System
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New Technology File System

A filesystem developed by Microsoft and available in itsENew TechnologyF operating systems, such as
Windows 2000, Windows NT and Windows XP.

Network Time Protocol

O
OBE

¢�: Overtaken By Events

ODMR

¢�: On-Demand Mail Relay

OS

¢�: Operating System

On-Demand Mail Relay

Operating System

A set of programs, libraries and tools that provide access tothe hardware resources of a computer. Operating
systems range today from simplistic designs that support only one program running at a time, accessing only
one device to fully multi-user, multi-tasking and multi-process systems that can serve thousands of users
simultaneously, each of them running dozens of different applications.

Overtaken By Events

Indicates a suggested change (such as a Problem Report or a feature request) which is no longer relevant or
applicable due to such things as later changes to FreeBSD, changes in networking standards, the affected
hardware having since become obsolete, and so forth.

P
p4

¢�: Perforce
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PAE

¢�: Physical Address Extensions

PAM

¢�: Pluggable Authentication Modules

PAP

¢�: Password Authentication Protocol

PC

¢�: Personal Computer

PCNSFD

¢�: Personal Computer Network File System Daemon

PDF

¢�: Portable Document Format

PID

¢�: Process ID

POLA

¢�: Principle Of Least Astonishment

POP

¢�: Post Office Protocol

POP3

¢�: Post Office Protocol Version 3

PPD

¢�: PostScript Printer Description

PPP

¢�: Point-to-Point Protocol

PPPoA

¢�: PPP over ATM

PPPoE

¢�: PPP over Ethernet

PPP over ATM
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PPP over Ethernet

PR

¢�: Problem Report

PXE

¢�: Preboot eXecution Environment

Password Authentication Protocol

Perforce

A source code control product made by Perforce Software (http://www.perforce.com/) which is more advanced
than CVS. Although not open source, it use is free of charge toopen-source projects such as FreeBSD.

Some FreeBSD developers use a Perforce repository as a staging area for code that is considered too
experimental for the -CURRENT branch.

Personal Computer

Personal Computer Network File System Daemon

Physical Address Extensions

A method of enabling access to up to 64 GB of RAM on systems which only physically have a 32-bit wide
address space (and would therefore be limited to 4 GB withoutPAE).

Pluggable Authentication Modules

Point-to-Point Protocol

Pointy Hat

A mythical piece of headgear, much like adunce cap , awarded to any FreeBSD committer who breaks the
build, makes revision numbers go backwards, or creates any other kind of havoc in the source base. Any
committer worth his or her salt will soon accumulate a large collection. The usage is (almost always?)
humorous.
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Portable Document Format

Post Office Protocol

Post Office Protocol Version 3

PostScript Printer Description

Preboot eXecution Environment

Principle Of Least Astonishment

3FreeBSDÝs"Ä����¢Ý;�»��K��¯¸àïêY�Õ�Ê�Ü»¼1�u���
�/etc/defaults/rc.conf �Ý�Ù@�5��µÎÀePOLAæJÝÞß��¢�sßõ�K�3
��¥�;�G��ë¤ÎÍº�POLAæJbXÀe�

Problem Report

A description of some kind of problem that has been found in either the FreeBSD source or documentation. See
Writing FreeBSD Problem Reports (../../../../doc/zh_TW.Big5/articles/problem-reports/index.html).

Process ID

A number, unique to a particular process on a system, which identifies it and allows actions to be taken against
it.

Project Evil

The working title for the NDISulator, written by Bill Paul, who named it referring to how awful it is (from a
philosophical standpoint) to need to have something like this in the first place. The NDISulator is a special
compatibility module to allow Microsoft WindowsTM NDIS miniport network drivers to be used with
FreeBSD/i386. This is usually the only way to use cards wherethe driver is closed-source. See
src/sys/compat/ndis/subr_ndis.c .
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R
RA

¢�: Router Advertisement

RAID

¢�: Redundant Array of Inexpensive Disks

RAM

¢�: Random Access Memory

RD

¢�: Received Data

RFC

¢�: Request For Comments

RISC

¢�: Reduced Instruction Set Computer

RPC

¢�: Remote Procedure Call

RS232C

¢�: Recommended Standard 232C

RTS

¢�: Request To Send

Random Access Memory

Received Data

Recommended Standard 232C

A standard for communications between serial devices.

Reduced Instruction Set Computer

Redundant Array of Inexpensive Disks
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Remote Procedure Call

repocopy

¢�: Repository Copy

Repository Copy

repocopy(Erepository copyFÝ¹¶)µÎà#�CVS repository��%jn�

u�àrepocopyÝ]P�£�u�3repository/�%�É�jnÝ��committerµÄ6Æ�cvs add

¼.jnwÕ±�H�¬v��Æ�cvs rm ¼Àt�j�

ââýÝ9Ë]PÝþF3y��jÝ�G8nS�(fA3CVS logs�Ý8n4ê)¬�º����%
Õ±2]���FreeBSD���-
9°aªB�KÎ8	bàÝ�X|ºBð2àrepository copyÝ
]P�9ôµÎ
¢repositoryÑ§õºà#3repository/�%jnÝ]P��&2ãcvs(1)�P¼

�cvs add �cvs rm �vÝ�®�

Request For Comments

A set of documents defining Internet standards, protocols, and so forth. See www.rfc-editor.org
(http://www.rfc-editor.org/).

Also used as a general term when someone has a suggested change and wants feedback.

Request To Send

Router Advertisement

S
SCI

¢�: System Control Interrupt

SCSI

¢�: Small Computer System Interface

SG

¢�: Signal Ground

SMB

¢�: Server Message Block
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SMP

¢�: Symmetric MultiProcessor

SMTP

¢�: Simple Mail Transfer Protocol

SMTP AUTH

¢�: SMTP Authentication

SSH

¢�: Secure Shell

STR

¢�: Suspend To RAM

SMTP Authentication

Server Message Block

Signal Ground

An RS232 pin or wire that is the ground reference for the signal.

Simple Mail Transfer Protocol

Secure Shell

Small Computer System Interface

Suspend To RAM

Symmetric MultiProcessor
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System Control Interrupt

T
TCP

¢�: Transmission Control Protocol

TCP/IP

¢�: Transmission Control Protocol/Internet Protocol

TD

¢�: Transmitted Data

TFTP

¢�: Trivial FTP

TGT

¢�: Ticket-Granting Ticket

TSC

¢�: Time Stamp Counter

Ticket-Granting Ticket

Time Stamp Counter

A profiling counter internal to modern Pentium processors that counts core frequency clock ticks.

Transmission Control Protocol

A protocol that sits on top of (e.g.) the IP protocol and guarantees that packets are delivered in a reliable,
ordered, fashion.

Transmission Control Protocol/Internet Protocol

The term for the combination of the TCP protocol running overthe IP protocol. Much of the Internet runs over
TCP/IP.
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Transmitted Data

Trivial FTP

U
UDP

¢�: User Datagram Protocol

UFS1

¢�: Unix File System Version 1

UFS2

¢�: Unix File System Version 2

UID

¢�: User ID

URL

¢�: Uniform Resource Locator

USB

¢�: Universal Serial Bus

Uniform Resource Locator

Unix File System Version 1

Unix File System Version 2

Universal Serial Bus

User ID

A unique number assigned to each user of a computer, by which the resources and permissions assigned to that
user can be identified.
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User Datagram Protocol

V
VPN

¢�: Virtual Private Network

Virtual Private Network
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be possible without Donald Knuth’s TEX typesetting language, Leslie Lamport’s LATEX, or Sebastian Rahtz’s
JadeTeXmacro package.
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