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1. Introduction

One of the most frustrating experiences one can have asveaseftiser is to submit a problem report only to have it
summarily closed with a terse and unhelpful explanatioa fikot a bug” or “bogus PR”. Similarly, one of the most
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frustrating experiences as a software developer is to bddlbwvith problem reports that are not really problem
reports but requests for support, or that contain little@imnfiormation about what the problem is and how to
reproduce it.

This document attempts to describe how to write good probépuorts. What, you ask, is a good problem report?
Well, to go straight to the bottom line, a good problem refane that can be analyzed and dealt with swiftly, to the
mutual satisfaction of both user and developer.

Although the primary focus of this article is on FreeBSD pewb reports, most of it should apply quite well to other
software projects.

Note that this article is organized thematically, not claogically, so you should read through the entire document
before submitting a problem report, rather than treat it step-by-step tutorial.

2. When to submit a problem report

There are many types of problems, and not all of them showgdrater a problem report. Of course, nobody is
perfect, and there will be times when you are convinced yme fiaund a bug in a program when in fact you have
misunderstood the syntax for a command or made a typogmm@ior in a configuration file (though that in itself
may sometimes be indicative of poor documentation or paor éandling in the application). There are still many
cases where submitting a problem report is cleadithe right course of action, and will only serve to frustrabery
and the developers. Conversely, there are cases whereht begppropriate to submit a problem report about
something else than a bug—an enhancement or a new featuirestnce.

So how do you determine what is a bug and what is not? As a siraf@ef thumb your problem isota bug if it
can be expressed as a question (usually of the form “How doXd@r “Where can | find Y?"). It is not always
quite so black and white, but the question rule covers a largjerity of cases. If you are looking for an answer,
consider posing your question to the FreeBSD general qumsstnailing list
(http://lists.FreeBSD.org/mailman/listinfo/freebgdestions).

Some cases where it may be appropriate to submit a problesmt @pout something that is not a bug are:

- Notification of updates to externally maintained softwarainly ports, but also externally maintained base
system components such as BIND or various GNU utilities).

For unmaintained port&/Al NTAI NER containgpor t s@r eeBSD. or g), such update notifications might get
picked up by an interested committer, or you might be askgadwide a patch to update the port; providing it
upfront will greatly improve your chances that the port \gi#lt updated in a timely manner.

If the port is maintained, PRs announcing new upstreamgeteare usually not very useful since they generate
supplementary work for the committers, and the maintaikehl knows already there is a new version, they have
probably worked with the developers on it, they are prob&dsying to see there is no regression, etc.

In either case, following the process described in Portéaisdbook
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boorkrs-handbook/port-upgrading.html) will yield the
best results. (You might also wish to read Contributing ®oFneeBSD Ports Collection
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/arsftentributing-ports/article.html).)

A bug that can not be reproduced can rarely be fixed. If the Imgarcurred once and you can not reproduce it, and
it does not seem to happen to anybody else, chances are nthveedivelopers will be able to reproduce it or figure
out what is wrong. That does not mean it did not happen, butésdnean that the chances of your problem report
ever leading to a bug fix are very slim. To make matters worsendhese kinds of bugs are actually caused by
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failing hard drives or overheating processors — you sholndys try to rule out these causes, whenever possible,
before submitting a PR.

Next, to decide to whom you should file your problem report) yeed to understand that the software that makes up
FreeBSD is composed of several different elements:

« Code in the base system that is written and maintained byBS®Beontributors, such as the kernel, the C library,
and the device drivers (categorizedkas n); the binary utilities ki n); the manual pages and documentation
(docs); and the web pagesaw). All bugs in these areas should be reported to the FreeBS€@ajzers.

- Code in the base system that is written and maintained bystaed imported into FreeBSD and adapted.
Examples includéind, gcc(1), and sendmail(8). Most bugs in these areas shoulehoeted to the FreeBSD
developers; but in some cases they may need to be reporteel tvigjinal authors instead if the problems are not
FreeBSD-specific. Usually these bugs will fall under eittinerbi n or gnu categories.

- Individual applications that are not in the base system tmutrestead part of the FreeBSD Ports Collection
(categorypor t s). Most of these applications are not written by FreeBSD bigpars; what FreeBSD provides is
merely a framework for installing the application. Themefoyou should only report a problem to the FreeBSD
developers when you believe the problem is FreeBSD-spgetfierwise, you should report it to the authors of the
software.

Then you should ascertain whether or not the problem is yirfidglere are few things that will annoy a developer
more than receiving a problem report about a bug she hagiglfe@d.

If the problem is in the base system, you should first read Ag $ection on FreeBSD versions
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/bodgghtroduction.htmi#LATEST-VERSION), if you are not
already familiar with the topic. It is not possible for FreiB to fix problems in anything other than certain recent
branches of the base system, so filing a bug report about anadsion will probably only result in a developer
advising you to upgrade to a supported version to see if thiel@m still recurs. The Security Officer team maintains
the list of supported versions (http://www.FreeBSD.ceglgity/).

If the problem is in a port, note that you must first upgradéntolatest version of the Ports Collection and see if the
problem still applies. Due to the rapid pace of changes isdfapplications, it is infeasible for FreeBSD to support
anything other than the absolute latest versions, and @mobivith older version of applications simply cannot be
fixed.

3. Preparations

A good rule to follow is to always do a background search legmbmitting a problem report. Maybe your problem
has already been reported; maybe it is being discussed ondttiag lists, or recently was; it may even already be
fixed in a newer version than what you are running. You shcwédefore check all the obvious places before
submitting your problem report. For FreeBSD, this means:

« The FreeBSD Frequently Asked Questions
(http://www.FreeBSD.org/doc/en_US.1SO8859-1/bodgihdex.html) (FAQ) list. The FAQ attempts to provide
answers for a wide range of questions, such as those congdraidware compatibility
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/bodgifiardware.html), user applications
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/boaiipplications.html), and kernel configuration
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/bodiggernelconfig.html).
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The mailing lists
(http://www.FreeBSD.org/doc/en_US.1ISO8859-1/bookstibook/eresources.htmi#ERESOURCES-MAIL)—if
you are not subscribed, use the searchable archives fhttpv/FreeBSD.org/search/search.html#mailinglists) on
the FreeBSD web site. If your problem has not been discusséukedists, you might try posting a message about
it and waiting a few days to see if someone can spot sometluindgve overlooked.

Optionally, the entire web—use your favorite search engprlecate any references to your problem. You may
even get hits from archived mailing lists or newsgroups yiounet know of or had not thought to search through.

Next, the searchable FreeBSD PR database (http://wwvBS@erg/cgi/query-pr-summary.cgi?query)
(GNATS). Unless your problem is recent or obscure, thereasrahance it has already been reported.

Most importantly, you should attempt to see if existing doemtation in the source base addresses your problem.

For the base FreeBSD code, you should carefully study theentsof the usr / sr ¢/ UPDATI NGfile on your
system or its latest version at http://svhweb.freebsdbase/head/UPDATING?view=log. (This is vital
information if you are upgrading from one version to anotkespecially if you are upgrading to the
FreeBSD-CURRENT branch).

However, if the problem is in something that was installed aart of the FreeBSD Ports Collection, you should
refer to/ usr/ por t s/ UPDATI NG (for individual ports) ot usr/ por t s/ CHANGES (for changes that affect the
entire Ports Collection). http://svnweb.freebsd.orgipbead/UPDATING?view=Ilog and
http://svnweb.freebsd.org/ports/head/ CHANGES?vieglre also available via svnweb.

4. Writing the problem report

Now that you have decided that your issue merits a problewrtegnd that it is a FreeBSD problem, it is time to
write the actual problem report. Before we get into the maadsaof the program used to generate and submit PRs,
here are some tips and tricks to help make sure that your HRewvihost effective.

4.1. Tips and tricks for writing a good problem report

Do not leave the “Synopsis” line empfjhe PRs go both onto a mailing list that goes all over the wwldere the
“Synopsis” is used for th8ubj ect : line), but also into a database. Anyone who comes alongdaigbrowses
the database by synopsis, and finds a PR with a blank subjectdinds just to skip over it. Remember that PRs
stay in this database until they are closed by someone; aryaraus one will usually just disappear in the noise.

Avoid using a weak “Synopsis” lin&ou should not assume that anyone reading your PR has angxtéoit your
submission, so the more you provide, the better. For instamiat part of the system does the problem apply to?
Do you only see the problem while installing, or while rungiro illustrate, instead ®&ynopsi s:

portupgrade i s broken, see how much more informative this seegiopsi s: port

ports-ngnt/ portupgrade coredunps on -current. (Inthe case of ports, it is especially helpful to have
both the category and portname in the “Synopsis” line.)

If you have a patch, say sA.PR with a patch included is much more likely to be looked antbne without. If
you are including one, put the strifigat ch] (including the brackets) at the beginning of the “Synopsis”
(Although it is not mandatory to use that exact string, byvemtion, that is the one that is used.)

If you are a maintainer, say stf.you are maintaining a part of the source code (for instaaqeort), you might
consider adding the strirfjgrai nt ai ner updat e] (including the brackets) at the beginning of your synopsis
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line, and you definitely should set the “Class” of your PRid nt ai ner - updat e. This way any committer that
handles your PR will not have to check.

- Be specificThe more information you supply about what problem you akérttg the better your chance of
getting a response.

- Include the version of FreeBSD you are running (there is egola put that, see below) and on which
architecture. You should include whether you are runningifa release (e.g. from a CDROM or download), or
from a system maintained by Subversion (and, if so, whasi@vinumber you are at). If you are tracking the
FreeBSD-CURRENT branch, that is the very first thing somemili@sk, because fixes (especially for
high-profile problems) tend to get committed very quicklyddreeBSD-CURRENT users are expected to keep
up.

- Include which global options you have specified in yoake. conf . Note: specifying O2 and above to gcc(1)
is known to be buggy in many situations. While the FreeBSDetiyers will accept patches, they are generally
unwilling to investigate such issues due to simple lackm&tand volunteers, and may instead respond that this
just is not supported.

- If the problem can be reproduced easily, include infornratit will help a developer to reproduce it
themselves. If a problem can be demonstrated with specfig ithen include an example of that input if
possible, and include both the actual and the expected butghis data is large or cannot be made public, then
do try to create a minimal file that exhibits the same issuethatican be included within the PR.

. Ifthis is a kernel problem, then be prepared to supply thieviohg information. (You do not have to include
these by default, which only tends to fill up the databaseybutshould include excerpts that you think might
be relevant):

- your kernel configuration (including which hardware desgigeu have installed)

- whether or not you have debugging options enabled (sugh BSESS), and if so, whether the problem
persists when you change the sense of that option

- the full text of any backtrace, panic or other console oytpuéntries i var / | og/ nessages, if any were
generated

. the output ofoci conf -1 and relevant parts of youinesg output if your problem relates to a specific piece
of hardware

- the fact that you have read c/ UPDATI NGand that your problem is not listed there (someone is guaeant
to ask)

- whether or not you can run any other kernel as a fallback {¢his rule out hardware-related issues such as
failing disks and overheating CPUs, which can masqueradleragl problems)

- If this is a ports problem, then be prepared to supply th@fagtg information. (You do not have to include
these by default, which only tends to fill up the databaseybutshould include excerpts that you think might
be relevant):

- which ports you have installed
- any environment variables that override the defaultssith. port . mk, such as?ORTSDI R

. the fact that you have reaabr t s/ UPDATI NGand that your problem is not listed there (someone is
guaranteed to ask)
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- Avoid vague requests for featur&Rs of the form “someone should really implement somethiagdoes
so-and-so” are less likely to get results than very spedafiuests. Remember, the source is available to everyone,
so if you want a feature, the best way to ensure it being iredus to get to work! Also consider the fact that many
things like this would make a better topic for discussiorf oaebsd- quest i ons than an entry in the PR
database, as discussed above.

- Make sure no one else has already submitted a similarAMRough this has already been mentioned above, it
bears repeating here. It only take a minute or two to use thehesed search engine at
http://www.FreeBSD.org/cgi/query-pr-summary.cgi?gquéOf course, everyone is guilty of forgetting to do this
now and then.)

« Report only one issue per Problem Rep@stoid including two or more problems within the same repaniess
they are related. When submitting patches, avoid addingipreifeatures or fixing multiple bugs in the same PR
unless they are closely related—such PRs often take longesblve.

« Avoid controversial requestff.your PR addresses an area that has been controversial past, you should
probably be prepared to not only offer patches, but alsdfietion for why the patches are “The Right Thing To
Do”. As noted above, a careful search of the mailing listegi$he archives at
http://www.FreeBSD.org/search/search.html#mailstglis always good preparation.

- Be polite.Almost anyone who would potentially work on your PR is a va&er. No one likes to be told that they
have to do something when they are already doing it for someation other than monetary gain. This is a good
thing to keep in mind at all times on Open Source projects.

4.2. Before you begin

If you are using the send-pr(1) program, make sure Yb@BUAL (or EDI TORIf VI SUAL is not set) environment
variable is set to something sensible.

You should also make sure that mail delivery works fine. serftl} uses mail messages for the submission and
tracking of problem reports. If you cannot post mail messdgmn the machine you are running send-pr(1) on, your
problem report will not reach the GNATS database. For detailthe setup of mail on FreeBSD, see the “Electronic
Mail” chapter of the FreeBSD Handbook at
http://www.FreeBSD.org/doc/en_US.ISO8859-1/booksdtmok/mail.html.

Make sure that your mailer will not mangle the message onatgte GNATS. In particular, if your mailer
automatically breaks lines, changes tabs to spaces, quessoawline characters, any patch that you submit will be
rendered unusable. For the text sections, however, we sethat you insert manual linebreaks somewhere around
70 characters, so that the web display of the PR will be rdadab

Similar considerations apply if you are using the web-ba@Rdubmission form
(http://www.FreeBSD.org/send-pr.html) instead of sgm¢l). Note that cut-and-paste operations can have their ow
side-effects on text formatting. In certain cases it maydeessary to use uuencode(1) to ensure that patches arrive
unmodified.

Finally, if your submission will be lengthy, you should togpiare your work offline so that nothing will be lost in
case there is a problem submitting it. This can especially peblem with the web form
(http://www.FreeBSD.org/send-pr.html).
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4.3. Attaching patches or files
The following applies to submitting PRs via email:

The send-pr(1) program has provisions for attaching filespiooblem report. You can attach as many files as you
want provided that each has a unique base name (i.e. the rfaheefibe proper, without the path). Just use the
command-line option to specify the names of the files you wishttach:

% send-pr -a /var/run/dmesg -a /tnp/errors

Do not worry about binary files, they will be automaticallyceded so as not to upset your mail agent.

If you attach a patch, make sure you use-ther - u option to diff(1) to create a context or unified diff (unifiex i
preferred), and make sure to specify the exact SVN revisionbrers of the files you modified so the developers who
read your report will be able to apply them easily. For proidevith the kernel or the base utilities, a patch against
FreeBSD-CURRENT (the HEAD Subversion branch) is prefesiade all new code should be applied and tested
there first. After appropriate or substantial testing hanisone, the code will be merged/migrated to the
FreeBSD-STABLE branch.

If you attach a patch inline, instead of as an attachmeng, thatt the most common problem by far is the tendency of
some email programs to render tabs as spaces, which willledehpruin anything intended to be part of a Makefile.

Do not send patches as attachments using ent - Tr ansf er - Encodi ng: quot ed- pri nt abl e. These will
perform character escaping and the entire patch will besgsel

Also note that while including small patches in a PR is gelheadl right—particularly when they fix the problem
described in the PR—Iarge patches and especially new coidé wiay require substantial review before committing
should be placed on a web or ftp server, and the URL shoulddbedad in the PR instead of the patch. Patches in
email tend to get mangled, especially when GNATS is invo)eed the larger the patch, the harder it will be for
interested parties to unmangle it. Also, posting a patcthewieb allows you to modify it without having to
resubmit the entire patch in a followup to the original PRhdfly, large patches simply increase the size of the
database, since closed PRs are not actually deleted beadhkept and simply marked akosed.

You should also take note that unless you explicitly speaiherwise in your PR or in the patch itself, any patches
you submit will be assumed to be licensed under the same &s1tie original file you modified.

4.4. Filling out the template
The next section applies to the email method only:

When you run send-pr(1), you are presented with a templatetdmplate consists of a list of fields, some of which
are pre-filled, and some of which have comments explainiai rurpose or listing acceptable values. Do not worry
about the comments; they will be removed automatically if go not modify them or remove them yourself.

At the top of the template, below tI82ND- PR: lines, are the email headers. You do not normally need to fyodi
these, unless you are sending the problem report from a maohiaccount that can send but not receive mail, in
which case you will want to set tiie om andRepl y- To: to your real email address. You may also want to send
yourself (or someone else) a carbon copy of the problem t&yadding one or more email addresses todte
header.

In the email template only, you will find the following singli@e fields:

- Submitter-ld:Do not change this. The default valueafr r ent - user s is correct, even if you run
FreeBSD-STABLE.
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- Confidential:This is prefilled tono. Changing it makes no sense as there is no such thing as aemidid
FreeBSD problem report—the PR database is distributediwixtk.

- Severity:One ofnon-critical ,serious orcritical . Do notoverreact; refrain from labeling your problem
critical unlessitreallyis (e.g., data corruption issues, seriegsassion from previous functionality in
-CURRENT) orseri ous unless it is something that will affect many users (kernalipaor freezes; problems
with particular device drivers or system utilities). Fr&Bdevelopers will not necessarily work on your problem
faster if you inflate its importance since there are so mahgrgbteople who have done exactly that — in fact,
some developers pay little attention to this field becaughbisf

Note: Security problems should not be filed in GNATS, because all GNATS information is public knowledge.
Please send such problems according to our security report guidelines (http://security.freebsd.org/#how).

« Priority: One ofl ow, medi umor hi gh. hi gh should be reserved for problems that will affect practicellery
user of FreeBSD angedi umfor something that will affect many users.

Note: This field has become so widely abused that it is almost completely meaningless.

The next section describes fields that are common to bothtlad enterface and the web interface
(http://www.FreeBSD.org/send-pr.html):

- Originator: Please specify your real name, optionally followed by youa# address in angle brackets. In the
email interface, this is normally prefilled with thyecos field of the currently logged-in user.

Note: The email address you use will become public information and may become available to spammers. You
should either have spam handling procedures in place, or use a temporary email account. However, please
note that if you do not use a valid email account at all, we will not be able to ask you questions about your PR.

- Organization:Whatever you feel like. This field is not used for anythingdfigant.

- SynopsisFill this out with a short and accurate description of theipean. The synopsis is used as the subject of
the problem report email, and is used in problem reportligtiand summaries; problem reports with obscure
synopses tend to get ignored.

As noted above, if your problem report includes a patch,geld®ve the synopsis start wjthat ch] (including
the brackets); if this is a ports PR and you are the maintayoermay consider addifgrai nt ai ner updat €]
(including the brackets) and set the “Class” of your PRRdont ai ner - updat e.

. Category:Choose an appropriate category.

The first thing you need to do is to decide what part of the systeur problem lies in. Remember, FreeBSD is a
complete operating system, which installs both a kernelsthndard libraries, many peripheral drivers, and a large
number of utilities (the “base system”). However, therethmisands of additional applications in the Ports
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Collection. You'll first need to decide if the problem is iretbase system or something installed via the Ports
Collection.

Here is a description of the major categories:

If a problem is with the kernel, the libraries (such as staddalibrary! i bc), or a peripheral driver in the base
system, in general you will use ther n category. (There are a few exceptions; see below). In gkthese are
things that are described in section 2, 3, or 4 of the manwgdqa

If a problem is with a binary program such as sh(1) or mouny@&) will first need to determine whether these
programs are in the base system or were added via the Polts{@ni. If you are unsure, you can dber ei s

pr ogr ammane. FreeBSD’s convention for the Ports Collection is to ingakrything underneathusr/ | ocal ,
although this can be overridden by a system administradoitifese, you will use theor t s category (yes,

even if the port’'s category ismv;, see below). If the location isbi n, / usr/ bi n,/ sbi n, or/ usr/ shin,itis

part of the base system, and you should usétimecategory. (A few programs, such as gcc(1), actually use the
gnu category, but do not worry about that for now.) These arehalgs that are described in section 1 or 8 of
the manual pages.

If you believe that the error is in the startupc) scripts, or in some kind of other non-executable configomati
file, then the right category isonf (configuration). These are things that are described inogebtof the
manual pages.

If you have found a problem in the documentation set (agidd@oks, man pages), the correct choicoiss .

If you are having a problem with the FreeBSD web pages (Atipaw. FreeBSD.org), the proper choicensw.

Note: if you are having a problem with something from a port named www/ sonepor t nane, this nevertheless
goes in the port s category.

There are a few more specialized categories.

If the problem would otherwise be filed ker n but has to do with the USB subsystem, the correct choice is
ushb.

If the problem would otherwise be filed ker n but has to do with the threading libraries, the correct ahsc
t hr eads.

If the problem would otherwise be in the base system, butdiee tith our adherence to standards such as
POSIX®, the correct choice & andar ds.

If the problem has to do with errors internal to a Java Virtdathine™ (JVM™), even though Java™ was
installed from the Ports Collection, you should selectjthea category. More general problems with Java ports
still go underport s.

This leaves everything else.

If you are convinced that the problem will only occur undes grocessor architecture you are using, select one
of the architecture-specific categories: commardgé for Intel-compatible machines in 32-bit moderd64

for AMD machines running in 64-bit mode (this also includetl-compatible machines running in EMT64
mode); and less commondy m i a64, power pc, andspar c64.

Note: These categories are quite often misused for “I do not know” problems. Rather than guessing, please
just use mi sc.
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Example 1. Correct use of arch-specific category

You have a common PC-based machine, and think you have etecedm problem specific to a particular
chipset or a particular motherboar86 is the right category.

Example 2. Incorrect use of arch-specific category

You are having a problem with an add-in peripheral card onnarmonly seen bus, or a problem with a
particular type of hard disk drive: in this case, it probadbplies to more than one architecture, &edn is the
right category.

- If you really do not know where the problem lies (or the expléan does not seem to fit into the ones above),
use theri sc category. Before you do so, you may wish to ask for help on tkelBSD general questions
mailing list (http://lists.FreeBSD.org/mailman/listoifreebsd-questions) first. You may be advised that one of
the existing categories really is a better choice.

Here is the current list of categories (taken from
http://svnweb.freebsd.org/base/head/gnu/usr.bidipefcategories):

. advocacy: problems relating to FreeBSD’s public image. Obsolete.
. amd64: problems specific to the AMDG64 platform.

- arm problems specific to the ARM platform.

- bi n: problems with userland programs in the base system.

. conf: problems with configuration files, default values, and sthfor

- docs: problems with manual pages or on-line documentation.

- gnu: problems with imported GNU software such as gcc(1) or grep(1
- i 386: problems specific to the i386™ platform.

. i a64: problems specific to the ia64 platform.

- java: problems related to the Java Virtual Machine.

. kern: problems with the kernel, (non-platform-specific) deviceets, or the base libraries.

- mi sc: anything that does not fit in any of the other categories. éNloat there is almost nothing that truly
belongs in this category, except for problems with the sgesnd build infrastructure. Temporary build failures
onHEAD do not belong here. Also note that it is easy for things to ggttih this category).

- ports: problemsrelating to the Ports Collection.

- power pc: problems specific to the PowerPC® platform.

. sparc64: problems specific to the SPARC64® platform.

- standards: Standards conformance issues.

- threads: problems related to the FreeBSD threads implementatiqgreéslly on FreeBSD-CURRENT).

. ush: problems related to the FreeBSD USB implementation.
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- wwv. Changes or enhancements to the FreeBSD website.

- Class:Choose one of the following:
- sw bug: software bugs.
- doc- bug: errors in documentation.
- change-request: requests for additional features or changes in existingifes.
. updat e: updates to ports or other contributed software.

- mai nt ai ner - updat e: updates to ports for which you are the maintainer.

- ReleaseThe version of FreeBSD that you are running. This is filledautbmatically if you are using send-pr(1)
and need only be changed if you are sending a problem repontdrdifferent system than the one that exhibits
the problem.

Finally, there is a series of multi-line fields:

- EnvironmentThis should describe, as accurately as possible, the emagnot in which the problem has been
observed. This includes the operating system version,dgr@on of the specific program or file that contains the
problem, and any other relevant items such as system coafigoy other installed software that influences the
problem, etc.—quite simply everything a developer need®tav to reconstruct the environment in which the
problem occurs.

+ Description:A complete and accurate description of the problem you goerancing. Try to avoid speculating
about the causes of the problem unless you are certain thatrgoon the right track, as it may mislead a
developer into making incorrect assumptions about thelpnob

- How-To-RepeatA summary of the actions you need to take to reproduce thdgrob

- Fix: Preferably a patch, or at least a workaround (which not oalg$other people with the same problem work
around it, but may also help a developer understand the ¢auee problem), but if you do not have any firm
ideas for either, it is better to leave this field blank thaspeculate.

4.5. Sending off the problem report
If you are using send-pr(1):

Once you are done filling out the template, have saved it, &itg@ur editor, send-pr(1) will prompt you with

s)end, e)dit or a)bort?.Youcan then his to go ahead and submit the problem repeitp restart the editor
and make further modifications, arto abort. If you choose the latter, your problem report vahain on disk
(send-pr(1) will tell you the filename before it terminates) you can edit it at your leisure, or maybe transfer it to a
system with better net connectivity, before sending it \hith- f to send-pr(1):

% send-pr -f ~/ny-problemreport

This will read the specified file, validate the contentspstoamments and send it off.

If you are using the web form (http://www.FreeBSD.org/sgmdhtml):
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Before you hitsubni t , you will need to fill in a field containing text that is represed in image form on the page.
This unfortunate measure has had to be adopted due to migasgdmated systems and a few misguided
individuals. It is a necessary evil that no one likes; pledsaot ask us to remove it.

Note that you arat rongl y advi sed to save your work somewhere before hittswgoni t . A common problem
for users is to have their web browser displaying a stale ériegn its cache. If this happens to you, your
submission will be rejected and you may lose your work.

If you are unable to view images for any reason, and are alablarto use send-pr(1), please accept our apologies
for the inconvenience and email your problem report to thgbloister team at
<fr eebsd- bugbust er s@r eeBSD. or g>.

5. Follow-up

Once your problem report has been filed, you will receive dicoation by email which will include the tracking
number that was assigned to your problem report and a URL gowse to check its status. With a little luck,
someone will take an interest in your problem and try to asklitg or, as the case may be, explain why it is not a
problem. You will be automatically notified of any change w@itas, and you will receive copies of any comments or
patches someone may attach to your problem report’s aadit tr

If someone requests additional information from you, or y@member or discover something you did not mention
in the initial report, please use one of two methods to sugmit followup:

- The easiest way is to use the followup link on the individuRlsPveb page, which you can reach from the PR
search page (http://www.FreeBSD.org/cgi/query-pr-samynagi?query). Clicking on this link will bring up an an
email window with the correct To: and Subiject: lines fillediinyour browser is configured to do this).

« Alternatively, you can just mail it tolsug- f ol | owup@r eeBSD. or g>, making sure that the tracking number is
included in the subject so the bug tracking system will kndwat\problem report to attach it to.

Note: If you do not include the tracking number, GNATS will become confused and create an entirely new PR
which it then assigns to the GNATS administrator, and then your followup will become lost until someone
comes in to clean up the mess, which could be days or weeks afterwards.

Wrong way:

Subject: that PR 1 sent

Right way:

Subj ect: Re: ports/12345: conpilation problemw th foo/ bar

If the problem report remains open after the problem has geras, just send a follow-up (in the manner prescribed
above) saying that the problem report can be closed, andsffiple, explaining how or when the problem was fixed.

6. If you are having problems

Most PRs go through the system and are accepted quickly;yeoyat times GNATS runs behind and you may not
get your email confirmation for 10 minutes or even longeraBéetry to be patient.

12



Writing FreeBSD Problem Reports

In addition, because GNATS receives all its input via enitii, absolutely vital that FreeBSD runs all its
submissions through spam filters. If you do not get a respaithé an hour or two, you may have fallen afoul of
them; if so, please contact the GNATS administratorshatgrei st er @r eeBSD. or g>and ask for help.

Note: Among the anti-spam measures is one that weighs against many common abuses seen in HTML-based
email (although not necessarily the mere inclusion of HTML in a PR). We strongly recommend against the use of
HTML-based email when sending PRs: not only is it more likely to fall afoul of the filters, it also tends to merely
clutter up the database. Plain old email is strongly preferred.

On rare occasions you will encounter a GNATS bug where a PBcispied and assigned a tracking number but it
does not show up on the list of PRs on any of the web query p&gest may have happened is that the database
index has gotten out of synchronization with the databasdfitThe way that you can test whether this has happened
is to pull up the view a single PR (http://www.FreeBSD.ogilguery-pr.cgi) page and see whether the PR shows
up. If it does, please notify the GNATS administrators latignei st er @r eeBSD. or g>. Note that there is ar on

job that periodically rebuilds the database, so unless y@inaa hurry, no action needs to be taken.

7. Further Reading

This is a list of resources relevant to the proper writing pratessing of problem reports. It is by no means
complete.

- How to Report Bugs Effectively (http://www.chiark.greemkeorg.uk/~sgtatham/bugs.html)—an excellent essay
by Simon G. Tatham on composing useful (non-FreeBSD-spgpifoblem reports.

- Problem Report Handling Guidelines
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/arfpe-guidelines/article.html)}—valuable insight intoMo
problem reports are handled by the FreeBSD developers.
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